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CONTENT-DRIVEN SCREEN POLARIZATION WITH APPLICATION
SESSIONS
Field of Disclosure
[0001] The disclosure relates to rendering content on a display, and more particularly to

rendering content on a display according to an associated sensitivity level.

Background

[0002] An always-on display screen may display both private and non-private
information. A user must take proactive steps to prevent others from seeing private
information on the screen. For example, a user may tilt the screen away from others,
dim the screen, reduce the font size, reduce the window size, move to a private area, use
an externally mounted polarizing filter, etc., or simply not view private information
when others are around.

[0003] An electronic reader is an example of an always-on device that displays private
and non-private information. For example, certain electronic readers allow users to
access their email (potentially private information), which can then be read by anyone
that can view the screen.

[0004] Further, the content source of the information may not be aware of the privacy
rules or capabilities of the display, or have any meaningful way to ensure that the user is
viewing private information privately. As such, the source may have to prevent the
private information from being displayed on certain types of devices.

[0005] There is needed a mechanism whereby an application can configure the display

such that content is displayed appropriately.

SUMMARY
[0006] The disclosure relates to rendering content on a display. An embodiment creates
a plurality of sessions between the display and a content delineating device, determines,
by the content delineating device, a sensitivity level of content, and renders content
having a first sensitivity level in a first session and content having a second sensitivity

level in a second session.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0007] The accompanying drawings are presented to aid in the description of
embodiments of the invention and are provided solely for illustration of the
embodiments and not limitation thereof.
[0008] FIG. 1 illustrates an embodiment comprising a display screen, an application, a
content source, and a network.
[0009] FIG. 2 is a flowchart of an exemplary flow for rendering content on a display
screen.
[0010] FIG. 3A illustrates a device according to an embodiment comprising a screen
divided into two sessions.
[0011] FIG. 3B illustrates a device according to an embodiment comprising a screen
divided into two sessions.
[0012] FIG. 4 illustrates a communication device that includes logic configured to

perform functionality.

DETAILED DESCRIPTION

[0013] Aspects of the various embodiments are disclosed in the following description
and related drawings. Alternate embodiments may be devised without departing from
the scope of the invention. Additionally, well-known elements of the various
embodiments will not be described in detail or will be omitted so as not to obscure the
relevant details of the various embodiments.

[0014] The word “exemplary” is used herein to mean “serving as an example, instance,
or illustration.” Any embodiment described herein as “exemplary” is not necessarily to
be construed as preferred or advantageous over other embodiments. Likewise, the terms
“embodiments” or “embodiments of the invention” do not require that all embodiments
include the discussed feature, advantage or mode of operation.

[0015] The terminology used herein is for the purpose of describing particular
embodiments only and is not intended to be limiting of the various embodiments. As

(13 29 &,
a

used herein, the singular forms an,” and “the” are intended to include the plural

forms as well, unless the context clearly indicates otherwise. It will be further
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understood that the terms “comprises,” “comprising,” “includes,” and/or “including,”
when used herein, specify the presence of stated features, integers, steps, operations,

clements, and/or components, but do not preclude the presence or addition of one or
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more other features, integers, steps, operations, elements, components, and/or groups
thereof.

[0016] Further, many embodiments are described in terms of sequences of actions to be
performed by, for example, elements of a computing device. It will be recognized that
various actions described herein can be performed by specific circuits (e.g., application
specific integrated circuits (ASICs)), by program instructions being executed by one or
more processors, or by a combination of both. Additionally, these sequence of actions
described herein can be considered to be embodied entirely within any form of
computer readable storage medium having stored therein a corresponding set of
computer instructions that upon execution would cause an associated processor to
perform the functionality described herein. Thus, the various aspects of the various
embodiments may be embodied in a number of different forms, all of which have been
contemplated to be within the scope of the claimed subject matter. In addition, for each
of the embodiments described herein, the corresponding form of any such embodiments
may be described herein as, for example, “logic configured to” perform the described
action.

[0017] An always-on display screen may display both private and non-private
information. A user must take proactive steps to prevent others from seeing private
information on the screen. For example, a user may tilt the screen away from others,
dim the screen, reduce the font size, reduce the window size, move to a private area, use
an externally mounted polarizing filter, etc., or simply not view private information
when others are around.

[0018] An electronic reader is an example of an always-on device that displays private
and non-private information. For example, certain electronic readers allow users to
access their email (potentially private information), which can then be read by anyone
that can view the screen.

[0019] Further, the content source of the information may not be aware of the privacy
rules or capabilities of the display, or have any meaningful way to ensure that the user is
viewing private information privately. As such, the source may have to prevent the
private information from being displayed on certain types of devices.

[0020] The various embodiments provide a mechanism whereby an application can
configure a display screen such that content is displayed appropriately. The application

establishes one or more sessions with the display screen. Each session has an associated
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sensitivity level. The display is configured to display content in each session according
to the sensitivity level for that session. The content is retrieved from the content source
and displayed in the appropriate session. For example, a session associated with
information displayed in the top section of the screen may require that section of the
screen to be polarized or otherwise occluded or obscured in such a way as to make it
visible only to those directly in front of the display, while a session associated with
information displayed in the bottom section of the screen may permit that information to
be visible to all.

[0021] An embodiment provides an application-driven hardware implementation for the
display. The application is content-aware and display-aware, while the content source is
neither. Accordingly, it is the application, not the user or the display screen or the
content source, that enforces the privacy of the information. There are two key benefits
to this arrangement. First, the hardware display screen is responsive to application
logic. Second, the application logic creates sessions that are manifest on the hardware
display screen but are not known to the content server.

[0022] The application can control the display screen and the display screen can provide
feedback to the application, such as environmental information. Accordingly, the
display screen need not be content-aware, or even aware of the source of the content.
[0023] FIG. 1 illustrates an embodiment comprising a display screen 112, an
application 114, a content source 120, and a network 130. The display screen 112, the
application 114, and the content source 120 are separate entities. While a single device
may comprise the display screen 112, the application 114, and the content source 120,
alternatively, more than one separate devices may comprise the display screen 112, the
application 114, and the content source 120. For example, one device may comprise the
display screen 112 and the application 114, while another device may comprise the
content source 120. As another example, one device may comprise the display screen
112 and the content source 120, while another device may comprises the application
114. As yet another example, one device may comprise the application 114 and the
content source 120, while another device may comprise the display screen 112.

[0024] When embodied as a separate device, display screen 112 may be any user device
with a display screen, such as a laptop, personal digital assistant (PDA), cellular
telephone, desktop computer, tablet computer, etc. When embodied as a display screen

on the same device as application 114 and/or content source 120, display screen 112
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may be any display, such as a cathode ray tube (CRT) display, a liquid crystal display
(LCD), a light emitting diode (LED) display, an intelligent display, a television (TV)
screen, a computer screen, etc. In this disclosure, references to display screen 112 refer
to either a separate device from or the same device as application 114 and/or content
source 120, as appropriate.

[0025] When embodied on the same device as display screen 112 and/or content source
120, application 114 may be a software application or hardware component configured
to implement the application functionality described herein. When embodied as a
separate device, application 114 may be any user device or server comprising a software
application or hardware component configured to implement the application
functionality described herein. In this disclosure, references to application 114 refer to
either a separate device from or the same device as display screen 112 and/or content
source 120, as appropriate.

[0026] When embodied as a separate device from display screen 112 and/or application
114, content source 120 may be any remotely accessible source of content, such as an
email server, a web server, a corporate database, an FTP server, etc. When embodied
on the same device as display screen 112 and/or application 114, content source 120
may be any local internal or external storage, such as a hard drive, random access
memory (RAM), flash memory, universal serial bus (USB) drive, secure digital (SD)
card, etc. Further, content source 120 may refer to a single content source or multiple
content sources. In this disclosure, references to content source 120 refer to either a
separate device from or the same device as application 114 and/or display screen 112, as
appropriate.

[0027] When embodied as a separate entity from display screen 112, application 114,
and/or content source 120, network 130 may be any network for communicating with
other devices, such as a cellular network, the Internet, a local area network (LAN), etc.
When embodied in the same device as display screen 112, application 114, and/or
content source 120, network 130 may be any network for communicating among the
components and/or peripherals of a device, such as USB, FireWire, serial AT
attachment (SATA), etc. Display screen 112, application 114, and content source 120
may be connected to network 130 via a wired connection or a wireless connection, such

as WiFi, a cellular connection, etc.
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[0028] FIG. 2 is a flowchart of an exemplary flow 200 for rendering content on a
display screen. While FIG. 2 may be discussed with reference to a particular
configuration of the display screen 112, the application 114, and the content source 120,
i.e. as one device or separate devices, it is to be understood that the various
embodiments discussed with reference to FIG. 2 are not so limited. Rather, the features
of FIG. 2 are applicable to any configuration of the display screen 112, the application
114, and the content source 120.

[0029] At 210, application 114 creates a plurality of communication sessions with
display screen 112. A given session may command all or a portion of display screen
112. There may be multiple active sessions commanding separate portions of screen
112 simultaneously, or each of multiple sessions may command screen 112 only when
the corresponding content has been selected by the user, much like a window view of
the content. One session may be established for sensitive content and another session
for non-sensitive content. Alternatively, application 114 may establish a plurality of
sessions for a plurality of sensitivity levels.

[0030] At 220, application 114 receives content from one or more content sources, such
as content source 120. Features 210 and 220 do not need to be performed in order.
Rather, they can occur in reverse order or even simultaneously. When content is
received before application 114 creates the plurality of sessions, application 114 may
create only those sessions needed to render the received content.

[0031] At 230, application 114 determines a sensitivity level of the received content.
The sensitivity level may be a rating of how sensitive the content is. For example, the
rating could be on a scale of 1 to 5, with 1 the least sensitive and 5 the most sensitive.
Alternatively, the sensitivity rating could be binary, that is, either sensitive or not
sensitive. In another alternative, the sensitivity rating could be one of sensitive, not
sensitive, or unknown/undeterminable. There are many possible ways to rate the
sensitivity level, and the various embodiments are not limited to any particular one.
[0032] In an embodiment, all content may have a default sensitivity level, then based on
the determination made at 230, that sensitivity level may be increased or decreased. For
example, in a 1 to 5 rating system the default sensitivity could be 2, in a binary rating it
could be “not sensitive,” and in a sensitive/not sensitive/unknown rating system it could

be “unknown.” Alternatively, received content may not have a default sensitivity level.
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[0033] In an embodiment, the sensitivity level may be deduced from information and/or
attributes about the content or the content source 120. For example, if content source
120 is an email server, a government computer, a secure server, a corporate database,
etc., application 114 can assign a higher sensitivity level to the content. Likewise, if the
content includes a confidentiality notice, a social security number, a monetary amount, a
credit card number, or any other recognizably private information, application 114 can
assign a higher sensitivity level to the content.

[0034] In an embodiment, the sensitivity level may be deduced from a history of the
user’s interactions with the screen 112 when viewing information from a given content
source 120. For example, if a user always dims the screen 112 or reduces the font size
when viewing information from the given content source 120, the application 114 can
determine that information from that source should be given a higher sensitivity level.
[0035] In an embodiment, the sensitivity level may be deduced from explicit user
preferences. The user may set preferences indicating that information from certain
content sources should be given a higher sensitivity level. For example, the user may
prefer that his or her email access and word processing be treated as sensitive, but that
general web browsing need not be.

[0036] In an embodiment, the sensitivity level may be deduced from the environmental
context of the screen 112. For example, when embodied as separate devices, the screen
112 and/or the application 114 may store one or more geo-fences indicating secure areas
within which no security is necessary, but outside of which the content should be given
a higher sensitivity level. When embodied as the same device, that device may store the
geo-fence. Such a geo-fence may delineate the inside of an office building or certain
floors of an office building as secure zones, and everything outside of those zones as
unsecure areas. Accordingly, if the application 114 determines that the screen 112 is in
an unsecure zone, it can assign a higher sensitivity level to the content. This can be
useful where a government entity or corporation wishes to keep information viewable
on a mobile device secure without having to prevent the user from leaving the premises
with the device.

[0037] The application 114 and/or the screen 112 (if a separate device) may also track
the location of screen 112 and record how the user interacts with it at various locations.

For example, if the user always dims the screen 112 or reduces the font size when
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viewing content at certain locations, the application can assign a higher sensitivity level
to the received content when the screen 112 is at those locations.

[0038] The screen 112 (or the device comprising display screen 112) may also
determine whether anyone besides the user can see the screen 112, and if so, the
application 114 can assign a higher sensitivity level to the content. Specifically, the
screen 112 can record the scene with an integrated camera and perform facial
recognition. If the screen 112 detects more than one face, it can relay that information
to the application 114, which can then assign a higher sensitivity level to the content.
[0039] In an embodiment, the sensitivity level may be determined based on a set of
rules. The rules may be automatically generated based on observations about location,
history, preferences, etc., as described above, or manually entered by the user or a third
party. For example, the application 114 may determine that whenever there are
onlookers, the user always dims the screen 112. Thus, whenever the screen 112 informs
the application 114 that there are onlookers, the application will assign a higher
sengsitivity level to any received content.

[0040] In an embodiment, a third party associated with content source 120, such as a
server, may set the sensitivity level. The third party may send content to the application
114, and included with the content would be a preferred or mandatory sensitivity level.
For example, a business could email a private document to its employees and the
document would have an associated attribute indicating a mandatory sensitivity level for
viewing the document. The attribute could be embedded in the document or pushed to
the application 114 as a separate file.

[0041] In an embodiment, the application 114 may employ more than one of the above-
described techniques when determining the sensitivity level of the received content. For
example, a rule (or user preference, or third party setting) may specify that if the screen
is (1) outside of a workplace geo-fence, or (2) outside of a certain radius of a given
location, and (3) there are any onlookers, then (4) any work-related content should be
assigned a higher sensitivity level.

[0042] In an embodiment, the user can manually override the sensitivity level, unless
set and/or locked by a third party. For example, if the application 114 automatically
gives the user’s email a higher sensitivity level, the user may override that sensitivity
level. Alternatively, if the application 114 does not give the user’s email a higher

sensitivity level, the user may assign it one manually. However, if the user receives a
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document from his or her employer and the employer has given it a higher sensitivity
level, the user will not be able to change the sensitivity level.

[0043] The third party may set a preferred sensitivity level and/or a range of sensitivity
levels for the content, in which case the user may be able to change the assigned
sensitivity level from the preferred level to another level within the given range. The
reason for permitting the user to change the sensitivity level of his or her own content,
such as email, is because the content is the user’s and it is therefore the user’s concern
as to who sees it. On the other hand, if a third party sets the sensitivity level, the third
party should be able to distribute the content assured that the end user will not be able to
change the sensitivity level and thereby defeat the point of assigning a sensitivity level
to the content in the first place.

[0044] As discussed above, the sensitivity level may be assigned by a third party
associated with the content source 120. Alternatively, upon receiving the content, the
application 114 may query a third party to make a determination of the sensitivity level.
The third party may be associated with the content source 120, such as a source of the
content, or independent of the content source 120. The application 114 may transfer the
content to the third party for analysis, or simply send relevant attributes of the content
and the screen 112, such as those described above. In another alternative, the content
may be sent to the third party first to be assigned a sensitivity level, then forwarded to
the application 114. The screen 112 may periodically transmit relevant attributes about
itself to the application 114 and/or the third party, such as location and onlookers, so
that the device and/or server can better make the determination of sensitivity level.
[0045] A “higher” sensitivity level means higher than the default sensitivity level, if
there is one, a sensitivity level of “sensitive” if the sensitivity rating is binary, an
increase of the sensitivity rating where there are multiple levels of sensitivity, etc. The
amount of the increase in sensitivity can be set by the user or a third party, or based on
the content or content source. For example, the user’s personal email may be given a
sensitivity rating of 3 out of 5 while the user’s corporate email may be given a
sensitivity rating of 4 out of 5 and any documents received from the user’s employer are
given a sensitivity rating of 5 out of 5.

[0046] At 240, the application 114 renders the received content in the corresponding
session. If the received content was assigned a higher sensitivity level, then the

application 114 renders the content in the session that was established for sensitive
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content. If the received content was not assigned a higher sensitivity level, then the
application 114 renders the content in the session that was established for non-sensitive
content.

[0047] The session that was established for rendering sensitive content may cause the
corresponding portion of the screen 112 to polarize or dim. Alternatively, the session
may cause the screen 112 to display the sensitive content with a reduced font size, in a
smaller window, or on a dark background. In another alternative, the session may
simply present a warning that the content is sensitive, or it may block the content from
being displayed altogether. There are many ways the screen 112 can make it more
difficult for bystanders to view the content, and the various embodiments are not limited
to any particular one.

[0048] In an embodiment, where there is more than one sensitivity level, there may be a
matching session for each sensitivity level. For example, the session for a lower
sensitivity level (e.g. level 3 out of 5) may simply polarize the corresponding portion of
the screen 112. The session for a higher sensitivity level (e.g. level 4 out of 5) may
polarize and dim the corresponding portion of the screen 112. The session for an even
higher sensitivity level (e.g. level 5 out of 5) may polarize, dim, and reduce the font of
the corresponding portion of the screen 112. Alternatively, the application 114 may
establish communication sessions corresponding only to the received content.

[0049] In an embodiment, the sensitivity level of the content can change dynamically
based on changes in the environmental context detected by the screen 112 (or the device
comprising display screen 112). For example, if the sensitivity level is based on the
location of the screen 112 or whether there are any onlookers and the location changes
or the screen 112 detects an onlooker while the user is viewing the received content, the
screen 112 relays this information to the application 114 and the application 114 can
change the sensitivity level of the content and thereby the session with which it is
associated and the way in which it is displayed on the screen 112. Likewise, if the
location changes to a secure location or the screen 112 detects that onlookers are no
longer present, the screen 112 can relay this information to the application 114 and the
application 114 can change the sensitivity level of the content and thereby the session
with which it is associated and the way in which it is displayed on the screen 112.

[0050] In an embodiment, the sensitivity level of the content can change dynamically

based on a third party or the content source changing the sensitivity level after the
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content is received at 220. In response, the application 114 can change the sensitivity
level of the content and thereby the session with which it is associated and the way in
which it is displayed on the screen 112.

[0051] Because the sensitivity level can change dynamically, the session(s) associated
with private content may refresh every few seconds, while the session(s) associated with
the non-private content may only refresh every few minutes. That is, the screen 112 can
check for, or the application 114 can push, updates to the sensitivity level in a matter of
seconds. Alternatively or additionally, the screen 112 can check for, or the application
114 can push, updates to the content in the sensitive session(s) every few seconds.

[0052] In an embodiment, screen 112 may be a television and application 114 may be a
remote control. The screen 112 may comprises two or more sessions controlled by one
or more remote controls. Each of two or more users could have a remote control and
control a session corresponding to their portion of screen 112 independently of the other
users. A user could configure their session to be private, causing the screen 112 to, for
example, polarize, dim, or blur that portion of the screen. In that way, the other users
would not be able to clearly see the first user’s portion of the screen 112.

[0053] As another example, if someone clse enters the room or the viewing area of
screen 112, the user could change the sensitivity level of the content, thereby causing
the screen 112 to, for example, polarize, dim, or blur the user’s portion of the screen.
[0054] As yet another example, the various sessions of screen 112 may be used to
enforce parental controls. For instance, certain channels may be classified as sensitive
and the associated user preference or rule for the session associated with the sensitive
channel may be to black out the screen 112. Further, different remote controls may be
associated with different children. Each child/remote may have its own list of sensitive
channels that will be blacked out by the corresponding session.

[0055] Alternatively or additionally, a screen-within-a-screen feature may be classified
as sensitive and thereby that portion of the screen 112 may be, for example, polarized,
dimmed, or blurred.

[0056] FIG. 3A illustrates a device 310 comprising a screen 312 divided into two
sessions, a private session 314 and a non-private session 316. Each session corresponds
to a portion of screen 312. Screen 312 may have the capability to independently control
various portions of itself. For example, screen 312 may polarize, dim, blur, reduce the

font size, darken the background color, etc. of a portion of itself.
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[0057] In the example of FIG. 3A, session 314 is a private session. As such, the portion
of screen 312 corresponding to session 314 may be polarized or dimmed, the
background color may be darkened, the font size or window size reduced, the content
blurred, etc. Session 316, on the other hand, is not a private session. As such, the
portion of screen 312 corresponding to session 316 is not altered to make it more
difficult for bystanders to view.

[0058] In the example of FIG. 3A, sessions 314 and 316 display separate content from
separate content source(s). FIG. 3B illustrates a device 320 comprising a screen 322
divided into two sessions, a private session 324 and a non-private session 326. Like
FIG. 3A, cach session corresponds to a portion of screen 322. Like screen 312, screen
322 has the capability to independently control various portions of itself. For example,
screen 322 may polarize, dim, blur, reduce the font size, darken the background color,
etc. of a portion of itself.

[0059] In the example of FIG. 3B, session 324 is a private session. As such, the portion
of screen 322 corresponding to session 324 may be polarized or dimmed, the
background color may be darkened, the font size or window size reduced, the content
blurred, etc. Session 326, on the other hand, is not a private session. As such, the
portion of screen 322 corresponding to session 326 is not altered to make it more
difficult for bystanders to view.

[0060] In the example of FIG. 3B, sessions 324 and 326 display the same content from
the same content source(s). This illustrates that the screen 322 can retrieve content from
the same content source but in the first session it is private and in the second session it is
public.

[0061] FIG. 4 illustrates a device 400 that includes logic configured to perform
functionality. The device 400 can correspond to any of the above-noted communication
devices, including but not limited to devices 110, 120, 130, and 140. Thus, device 400
can correspond to any electronic device that is configured to communicate with (or
facilitate communication with) one or more other entities over a network.

[0062] Referring to FIG. 4, the device 400 includes logic configured to receive and/or
transmit information 405. In an example, if the device 400 corresponds to a wireless
communications device, the logic configured to receive and/or transmit information 405
can include a wireless communications interface (e.g., Bluetooth, WiFi, 2G, 3G, etc.)

such as a wireless transceiver and associated hardware (e.g., an RF antenna, a MODEM,
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a modulator and/or demodulator, etc.). In another example, the logic configured to
receive and/or transmit information 405 can correspond to a wired communications
interface (e.g., a serial connection, a USB or Firewire connection, an Ethernet
connection through which the Internet can be accessed, etc.). Thus, if the device 400
corresponds to some type of network-based server, the logic configured to receive
and/or transmit information 405 can correspond to an Ethernet card, in an example, that
connects the network-based server to other communication entities via an Ethernet
protocol. In a further example, the logic configured to receive and/or transmit
information 405 can include sensory or measurement hardware by which the device 400
can monitor its local environment (e.g., an accelerometer, a temperature sensor, a light
sensor, an antenna for monitoring local RF signals, etc.). The logic configured to
receive and/or transmit information 405 can also include software that, when executed,
permits the associated hardware of the logic configured to receive and/or transmit
information 405 to perform its reception and/or transmission function(s). However, the
logic configured to receive and/or transmit information 405 does not correspond to
software alone, and the logic configured to receive and/or transmit information 405
relies at least in part upon hardware to achieve its functionality.

[0063] Referring to FIG. 4, the device 400 further includes logic configured to process
information 410. In an example, the logic configured to process information 410 can
include at least a processor. Example implementations of the type of processing that
can be performed by the logic configured to process information 410 includes but is not
limited to performing determinations, establishing connections, making selections
between different information options, performing evaluations related to data,
interacting with sensors coupled to the device 400 to perform measurement operations,
converting information from one format to another (e.g., between different protocols
such as .wmv to .avi, etc.), and so on. For example, the processor included in the logic
configured to process information 410 can correspond to a general purpose processor, a
digital signal processor (DSP), an application specific integrated circuit (ASIC), a field
programmable gate array (FPGA) or other programmable logic device, discrete gate or
transistor logic, discrete hardware components, or any combination thereof designed to
perform the functions described herein. A general purpose processor may be a
microprocessor, but in the alternative, the processor may be any conventional processor,

controller, microcontroller, or state machine. A processor may also be implemented as
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a combination of computing devices, e.g., a combination of a DSP and a
microprocessor, a plurality of microprocessors, one or more micCroprocessors in
conjunction with a DSP core, or any other such configuration. The logic configured to
process information 410 can also include software that, when executed, permits the
associated hardware of the logic configured to process information 410 to perform its
processing function(s). However, the logic configured to process information 410 does
not correspond to software alone, and the logic configured to process information 410
relies at least in part upon hardware to achieve its functionality.

[0064] Referring to FIG. 4, the device 400 further includes logic configured to store
information 415. In an example, the logic configured to store information 415 can
include at least a non-transitory memory and associated hardware (ec.g., a memory
controller, etc.). For example, the non-transitory memory included in the logic
configured to store information 415 can correspond to random access memory (RAM)
memory, flash memory, read-only memory (ROM) memory, erasable programmable
(EPROM), electrically erasable programmable ROM (EEPROM), registers, hard disk, a
removable disk, a CD-ROM, or any other form of storage medium known in the art.
The logic configured to store information 415 can also include software that, when
executed, permits the associated hardware of the logic configured to store information
415 to perform its storage function(s). However, the logic configured to store
information 415 does not correspond to software alone, and the logic configured to store
information 415 relies at least in part upon hardware to achieve its functionality.

[0065] Referring to FIG. 4, the device 400 further optionally includes logic configured
to present information 420. In an example, the logic configured to display information
420 can include at least an output device and associated hardware. For example, the
output device can include a video output device (e.g., a display screen, a port that can
carry video information such as USB, HDMI, etc.), an audio output device (e.g.,
speakers, a port that can carry audio information such as a microphone jack, USB,
HDMLI, etc.), a vibration device and/or any other device by which information can be
formatted for output or actually outputted by a user or operator of the communication
device 400. For example, if the device 400 corresponds to device 110 as shown in FIG.
1, the logic configured to present information 420 can include the display 112. In a
further example, the logic configured to present information 420 can be omitted for

certain communication devices, such as network communication devices that do not
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have a local user (e.g., network switches or routers, remote servers, etc.). The logic
configured to present information 420 can also include software that, when executed,
permits the associated hardware of the logic configured to present information 420 to
perform its presentation function(s). However, the logic configured to present
information 420 does not correspond to software alone, and the logic configured to
present information 420 relies at least in part upon hardware to achieve its functionality.
[0066] Referring to FIG. 4, the device 400 further optionally includes logic configured
to receive local user input 425. In an example, the logic configured to receive local user
input 425 can include at least a user input device and associated hardware. For
example, the user input device can include buttons, a touch-screen display, a keyboard,
a camera, an audio input device (e.g., a microphone or a port that can carry audio
information such as a microphone jack, etc.), and/or any other device by which
information can be received from a user or operator of the communication device 400.
For example, if the device 400 corresponds to device 110 as shown in FIG. 1, the logic
configured to receive local user input 425 can include the display 112 (if implemented a
touch-screen). In a further example, the logic configured to receive local user input 425
can be omitted for certain communication devices, such as network communication
devices that do not have a local user (e.g., network switches or routers, remote servers,
etc.). The logic configured to receive local user input 425 can also include software
that, when executed, permits the associated hardware of the logic configured to receive
local user input 425 to perform its input reception function(s). However, the logic
configured to receive local user input 425 does not correspond to software alone, and
the logic configured to receive local user input 425 relies at least in part upon hardware
to achieve its functionality.

[0067] Referring to FIG. 4, while the configured logics of 405 through 425 are shown
as separate or distinct blocks in FIG. 4, it will be appreciated that the hardware and/or
software by which the respective configured logic performs its functionality can overlap
in part. For example, any software used to facilitate the functionality of the configured
logics of 405 through 425 can be stored in the non-transitory memory associated with
the logic configured to store information 415, such that the configured logics of 405
through 425 each performs their functionality (i.e., in this case, software execution)
based in part upon the operation of software stored by the logic configured to store

information 405. Likewise, hardware that is directly associated with one of the
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configured logics can be borrowed or used by other configured logics from time to time.
For example, the processor of the logic configured to process information 410 can
format data into an appropriate format before being transmitted by the logic configured
to receive and/or transmit information 405, such that the logic configured to receive
and/or transmit information 405 performs its functionality (i.c., in this case,
transmission of data) based in part upon the operation of hardware (i.c., the processor)
associated with the logic configured to process information 410.

[0068] It will be appreciated that the configured logic or “logic configured to” in the
various blocks are not limited to specific logic gates or elements, but generally refer to
the ability to perform the functionality described herein (either via hardware or a
combination of hardware and software). Thus, the configured logics or “logic
configured to” as illustrated in the various blocks are not necessarily implemented as
logic gates or logic elements despite sharing the word “logic.” Other interactions or
cooperation between the logic in the various blocks will become clear to one of ordinary
skill in the art from a review of the embodiments described below in more detail.

[0069] Those of skill in the art will appreciate that information and signals may be
represented using any of a variety of different technologies and techniques. For
example, data, instructions, commands, information, signals, bits, symbols, and chips
that may be referenced throughout the above description may be represented by
voltages, currents, electromagnetic waves, magnetic fields or particles, optical fields or
particles, or any combination thereof.

[0070] Further, those of skill in the art will appreciate that the various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted as causing a departure from

the scope of the various embodiments.
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[0071] The methods, sequences and/or algorithms described in connection with the
embodiments disclosed herein may be embodied directly in hardware, in a software
module executed by a processor, or in a combination of the two. A software module
may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, registers, hard disk, a removable disk, a CD-ROM, or any other
form of storage medium known in the art. An exemplary storage medium is coupled to
the processor such that the processor can read information from, and write information
to, the storage medium. In the alternative, the storage medium may be integral to the
processor.

[0072] Accordingly, an embodiment can include a computer readable media embodying
a method for rendering content on a display. Accordingly, the various embodiments are
not limited to illustrated examples and any means for performing the functionality
described herein are included in the various embodiments.

[0073] While the foregoing disclosure shows illustrative embodiments, it should be
noted that various changes and modifications could be made herein without departing
from the scope of the various embodiments as defined by the appended claims. The
functions, steps and/or actions of the method claims in accordance with the various
embodiments described herein need not be performed in any particular order.
Furthermore, although elements of the embodiments may be described or claimed in the

singular, the plural is contemplated unless limitation to the singular is explicitly stated.
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CLAIMS
WHAT IS CLAIMED IS:
1. A method of rendering content on a display, the method comprising:

creating a plurality of sessions between the display and a content delineating
device;

determining, by the content delineating device, a sensitivity level of content; and

rendering content having a first sensitivity level in a first session and content

having a second sensitivity level in a second session.

2. The method of claim 1, further comprising:

receiving the content from a content source at the content delineating device.

3. The method of claim 1, wherein the plurality of sessions correspond to a

plurality of portions of the display.

4, The method of claim 1, wherein each of the plurality of sessions corresponds to

a different sensitivity level of content.

5. The method of claim 1, wherein the determining comprises determining the

sensitivity level based on a source of the content.

6. The method of claim 1, wherein the determining comprises determining the

sensitivity level based on information extracted from the content.

7. The method of claim 1, wherein the determining comprises determining the

sengitivity level based on an environmental context of the display.

8. The method of claim 7, wherein the environmental context is one or more of a
number of onlookers, a location of the display, and a history of user interaction with the

display.
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9. The method of claim 8, wherein the determining the sensitivity level based on
the environmental context of the display comprises:

if there is at least one onlooker, increasing the sensitivity level of the content.

10. The method of claim 8, wherein the determining the sensitivity level based on
the environmental context of the display comprises:

comparing the location of the display to the history of user interaction with the
display; and

if a user of the display performs acts to obscure a view of the display at the

location of the display, increasing the sensitivity level of the content.

11. The method of claim 8, wherein the determining the sensitivity level based on
the environmental context of the display comprises:

comparing the location of the display to a geo-fence; and

if the display is outside the geo-fence, increasing the sensitivity level of the

content.

12.  The method of claim 8, wherein the determining the sensitivity level based on
the environmental context of the display comprises:

if the history of user interaction indicates that a user performs acts to obscure a
view of the display when viewing content from a given content source, increasing the

sensitivity level of content from the given content source.

13. The method of claim 8, wherein the determining the sensitivity level based on
the environmental context of the display comprises:

if the history of user interaction indicates that a user performs acts to obscure a
view of the display when viewing content containing certain information, increasing the

sensitivity level of content containing the information.

14. The method of claim 7, wherein the sensitivity level is dynamically changed

based on a change in the environmental context.
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15. The method of claim 1, wherein the determining comprises determining the

sensitivity level based on user preferences.

16. The method of claim 1, wherein the determining comprises determining the

sensitivity level based on learned rules.

17. The method of claim 1, wherein the content delineating device is coupled to a

server that provides sensitivity level indicators.

18. The method of claim 17, wherein the sensitivity level indicators are fixed from

the server.
19. The method of claim 17, further comprising:
adjusting the sensitivity level based on the sensitivity level indicators from the

SCrver.

20. The method of claim 19, wherein the sensitivity level indicators from the server

override the sensitivity level determination of the content delineating device.

21. The method of claim 1, wherein the content has a default sensitivity level.

22. The method of claim 1, wherein the sensitivity level is a binary rating of

sensitive or not sensitive.

23. The method of claim 1, wherein the sensitivity level represents one of a plurality

of degrees of sensitivity.

24, The method of claim 1, wherein the display renders content in the first session

in an occluded manner and content in the second session in a non-occluded manner.

25. The method of claim 24, wherein the first session is dynamically changed from

the occluded manner to a non-occluded manner based on an environmental context.
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26. The method of claim 1, wherein the display is an intelligent display and the

intelligent display is the content delineating device.

27. The method of claim 1, wherein the content delineating device is a processor
coupled to the display.
28. The method of claim 1, wherein the content delineating device is a remote

device from a device comprising the display.

29. The method of claim 1, wherein the content delineating device is an application

installed on a device comprising the display.

30.  An apparatus for rendering content on a display, comprising:

logic configured to create a plurality of sessions between the display and a
content delineating device;

logic configured to determine, by the content delineating device, a sensitivity
level of content; and

logic configured to render content having a first sensitivity level in a first session

and content having a second sensitivity level in a second session.

31. The apparatus of claim 30, further comprising:
logic configured to receive the content from a content source at the content

delineating device.

32.  The apparatus of claim 30, wherein the plurality of sessions correspond to a

plurality of portions of the display.

33.  The apparatus of claim 30, wherein each of the plurality of sessions corresponds

to a different sensitivity level of content.

34.  The apparatus of claim 30, wherein the logic configured to determine comprises

logic configured to determine the sensitivity level based on a source of the content.
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35.  The apparatus of claim 30, wherein the logic configured to determine comprises
logic configured to determine the sensitivity level based on information extracted from

the content.

36.  The apparatus of claim 30, wherein the logic configured to determine comprises
logic configured to determine the sensitivity level based on an environmental context of

the display.

37. The apparatus of claim 36, wherein the environmental context is one or more of
a number of onlookers, a location of the display, and a history of user interaction with

the display.

38. The apparatus of claim 37, wherein the logic configured to determine the
sensitivity level based on the environmental context of the display comprises:
logic configured to increase, if there is at least one onlooker, the sensitivity level

of the content.

39. The apparatus of claim 37, wherein the logic configured to determine the
sensitivity level based on the environmental context of the display comprises:

logic configured to compare the location of the display to the history of user
interaction with the display; and

logic configured to increase, if a user of the display performs acts to obscure a

view of the display at the location of the display, the sensitivity level of the content.

40. The apparatus of claim 37, wherein the logic configured to determine the

sensitivity level based on the environmental context of the display comprises:
logic configured to compare the location of the display to a geo-fence; and
logic configured to increase, if the display is outside the geo-fence, the

sensitivity level of the content.

41. The apparatus of claim 37, wherein the logic configured to determine the

sensitivity level based on the environmental context of the display comprises:
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logic configured to increase, if the history of user interaction indicates that a user
performs acts to obscure a view of the display when viewing content from a given

content source, the sensitivity level of content from the given content source.

42. The apparatus of claim 37, wherein the logic configured to determine the
sensitivity level based on the environmental context of the display comprises:

logic configured to increase, if the history of user interaction indicates that a user
performs acts to obscure a view of the display when viewing content containing certain

information, the sensitivity level of content containing the information.

43. The apparatus of claim 36, wherein the sensitivity level is dynamically changed

based on a change in the environmental context.

44,  The apparatus of claim 30, wherein the logic configured to determine comprises

logic configured to determine the sensitivity level based on user preferences.

45.  The apparatus of claim 30, wherein the logic configured to determine comprises

logic configured to determine the sensitivity level based on learned rules.

46.  The apparatus of claim 30, wherein the content delineating device is coupled to a

server that provides sensitivity level indicators.

47. The apparatus of claim 46, wherein the sensitivity level indicators are fixed from

the server.
48. The apparatus of claim 46, further comprising:
logic configured to adjust the sensitivity level based on the sensitivity level

indicators from the server.

49, The apparatus of claim 48, wherein the sensitivity level indicators from the

server override the sensitivity level determination of the content delineating device.

50. The apparatus of claim 30, wherein the content has a default sensitivity level.
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51. The apparatus of claim 30, wherein the sensitivity level is a binary rating of

sensitive or not sensitive.

52. The apparatus of claim 30, wherein the sensitivity level represents one of a

plurality of degrees of sensitivity.

53. The apparatus of claim 30, wherein the display is configured to render content
in the first session in an occluded manner and content in the second session in a non-

occluded manner.

54. The apparatus of claim 53, wherein the first session is dynamically changed
from the occluded manner to a non-occluded manner based on an environmental

context.

55. The apparatus of claim 30, wherein the display is an intelligent display and the

intelligent display is the content delineating device.

56.  The apparatus of claim 30, wherein the content delineating device is a processor

coupled to the display.

57. The apparatus of claim 30, wherein the content delineating device is a remote

device from a device comprising the display.

58. The apparatus of claim 30, wherein the content delineating device is an

application installed on a device comprising the display.

59.  An apparatus for rendering content on a display, comprising:

means for creating a plurality of sessions between the display and a content
delineating device;

means for determining, by the content delineating device, a sensitivity level of

content; and
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means for rendering content having a first sensitivity level in a first session and

content having a second sensitivity level in a second session.

60. A non-transitory computer-readable medium for rendering content on a display,
comprising:

at least one instruction to create a plurality of sessions between the display and a
content delineating device;

at least one instruction to determine, by the content delineating device, a
sensitivity level of content; and

at least one instruction to render content having a first sensitivity level in a first

session and content having a second sensitivity level in a second session.
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