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(57) Abstract: A high speed data processing system is described comprising first and second data processing modules and first 
and second data checking modules. The first and second data processing modules are each arranged to perform substantially the 
same processing steps on data received at said data input, with each providing an output. The first and second checking modules are 
arranged to compare the outputs of said first and second data processing modules and to output an error signal indicative of whether 
or not said first and second data processing modules have performed substantially the same processing steps. The first and second 
checking modules are located on physically separate devices. In some arrangements a third checking module is provided, which 
checking module may be physically separated from each of said first and second checking modules.



WO 2007/091005 PCT/GB2006/004720

5

10

15

20

25

30

HIGH SPEED REDUNDANT DATA PROCESSING SYSTEM

This invention relates systems and methods of data 
processing, in particular to data processing systems 
operating at high speeds, with high levels of accuracy.

Two of the key issues for any data processing system are 
the speed and accuracy of the data processing. Many 
arrangements for increasing accuracy have been proposed; 
however, such arrangements often require additional 
processing steps, which either decrease the speed of 
operation, increase the cost of implementation, or both. 
Accordingly, in some data processing systems speed, 
accuracy and cost are conflicting requirements that need to 
be balanced according to the requirements of the data 
processing system.

Many methods for increasing accuracy make use of 
redundancy. For example, a particular function can be 
implemented three times using three functionally identical 
circuits operating in parallel, with the output being 
accepted if at least two out of the three circuits give the 
same output. Such an arrangement has the attraction of 
simplicity, but the use of three (or more) circuits in 
parallel may be deemed unduly wasteful in some 
circumstances .

Other arrangements for increasing accuracy make use of 
error correction codes. Such an arrangement has the 
advantage of being able to correct some errors, rather than 
simply identifying errors, but the overhead in terms of 
data, and the data processing requirements, can be
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expensive to implement, and can adversely affect the data 
processing speed.

Data processing circuitry is prone to many forms of errors.
5 One particularly problematic form of error is radiation- 

induced errors, which are sometimes referred to as "soft 
errors" or "single event upsets". Radiation-induced errors 
are caused by charged particles, such as radioactive 
particles (e.g. alpha particles), or particles caused by

10 high energy cosmic rays or solar particles, causing 
ionization of the semiconductor of a memory device. If the 
collected charge is large enough, then the perceived state 
of a particular state of a particular memory cell can be 
incorrect. Radiation-induced errors tend to be random in

15 nature and can be difficult to detect.

Throughout this specification the word "comprise", or 
variations such as "comprises" or "comprising", will be 
understood to imply the inclusion of a stated element,

20 integer or step, or group of elements, integers or steps, 
but not the exclusion of any other element, integer or 
step, or group of elements, integers or steps.

Any discussion of documents, acts, materials, devices,
25 articles or the like which has been included in the present 

specification is solely for the purpose of providing a 
context for the present invention. It is not to be taken 
as an admission that any or all of these matters form part 
of the prior art base or were common general knowledge in

30 the field relevant to the present invention as it existed 
before the priority date of each claim of this application.
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According to a first aspect, the present invention provides 
a data processing system comprising a data input, first and 
second data processing modules, and first and second data 
checking modules, wherein:

5 said first and second data processing modules are each
arranged to perform substantially the same processing steps 
on data received at said data input, with each providing an 
output;

said first and second checking modules are arranged to
10 compare the outputs of said first and second data 

processing modules and to output an error signal indicative 
of whether or not said first and second data processing 
modules have performed substantially the same processing 
steps on said data received at said data input;

15 said first and second checking modules are located on
physically separate integrated circuits; and

said first checking module has first and second inputs 
and said second checking module has first, second and third 
inputs;

20 said first and second inputs of said first checking
module receive the outputs of said first and second data 
processing modules respectively;

said first checking module outputs first and second 
data signals corresponding to said outputs of said first

25 and second data processing modules respectively and a first 
error signal indicative of whether or not said first and 
second data processing modules have performed substantially 
the same processing steps on said data received at said 
data input; and

30 said first and second inputs of said second checking
module receive said first and second data signals from said 
first checking module and said third input of said second



20
06

33
79

07
 

08
 M

ay
 2

01
2 4

checking module receives said first error signal from said 
first checking module.

According to a second aspect, the present invention
5 provides a method of data processing comprising the steps

of:
passing a data input to both first and second data 

processing modules;
arranging for said first and second data processing

10 modules to perform substantially the same processing on 
said data input;

arranging for first and second checking modules to 
output an error signal indicative of whether or not said 
first and second data processing modules have performed

15 substantially the same processing steps on said data input;
passing outputs of both said first and second data 

processing modules to said first checking module; and
passing said outputs of said first and second data 

processing modules from said first checking module to said 
20 second checking module, together with a first error signal 

indicative of whether or not said first and second data 
processing modules have performed substantially the same 
processing steps on said data received at said data input,

wherein said first and second checking modules are
25 located on physically separate integrated circuits.

According to a third aspect, the present invention provides 
a computer program comprising executable instructions that 
cause a data processing system to perform the method of the 

30 second aspect.
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In one form of the invention, the checking modules are 
logic circuits that determine whether or not the outputs of 
the first and second processing modules are the same 
(indicating that no error has occurred) or different

5 (indicating that an error has occurred). In one form of 
the invention, the output of one of the data processing 
circuits is inverted so that the checking modules determine 
whether or not the outputs of the first and second 
processing modules are the same (indicating that an error

10 has occurred) or different (indicating that no error has 
occurred).

The present invention provides data processing duplication, 
thereby introducing redundancy to detect errors. Further,

15 since the data processing steps are carried out in 
parallel, without any error checking algorithms during the 
processing, the data processing speed can be high.
Further, by providing the data checking modules on 
physically separate devices, the probability of a

20 radiation-induced error being undetected is reduced.

In one form of the invention, the first and second checking 
modules are provided on separate integrated circuits that 
are located on the same circuit board. However, the

25 checking modules could be provided on different circuit 
boards, or indeed, further apart, particularly if use was 
made of wireless communications systems to pass data for 
checking to those checking modules. In all such 
arrangements, the devices are to be regarded as being

30 physically separate. An advantage of physically separating 
the checking modules is to reduce the likelihood of 
radiation-induced errors occurring in both checking modules
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in the same manner. It is highly unlikely that identical 
errors will occur in two physically separated devices.

The said first and second data processing modules may be
5 located on physically separated devices. The first and 

second data processing modules could be provided on 
separate integrated circuits that are located on the same 
circuit board. However, as described above with reference 
to checking modules, the first and second data processing

10 modules could be provided on different circuit boards, or 
indeed, further apart. In one exemplary embodiment of the 
invention, the first and second data processing modules are
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implemented in separate field programmable gate arrays 
(FPGAs) that, in use, are located on the same circuit 
board.

The first data processing module and the first checking 
module may be located at the same physical location, for 
example, they may be implemented using the same FPGA. 
Alternatively, the first data processing module and the 
first checking module may be implemented on different 
integrated circuits; those integrated circuits may be 
placed close together, which has a number of advantages, 
including simpler wiring, which tends to increase the speed 
of operation.

The second data processing module and the second checking 
module may be located at the same physical location, for 
example, they may be implemented using the same FPGA. 
Alternatively, the second data processing module and the 
second checking module may be implemented on different 
integrated circuits; those integrated circuits may be 
placed close together, which has a number of advantages, 
including simpler wiring, which tends to increase the speed 
of operation.

In one form of the invention, the first data processing 
module and the first checking module are implemented on a 
first integrated circuit and the second data processing 
module and the second checking module are implemented on a 
second integrated circuit.

In one form of the invention, the outputs of said first and 
second data processing modules are passed to said first 



WO 2007/091005 PCT/GB2006/004720

5

10

15

20

25

30

6

checking module, with the first checking module outputting 
both said error signal and said outputs of said first and 
second data processing modules to said second checking 
module. Thus, in this form of the invention, the outputs 
of the data processing modules are first checked by the 
first checking module, with the outputs of the first 
checking module being checked by the second checking 
module. In one arrangement of the invention, the first 
checking module has first and second inputs and said second 
checking module has first,’second and third inputs, 
wherein: said first and second inputs of said first 
checking module receive the outputs of said first and 
second data processing modules respectively; said first 
checking module outputs first and second data signals 
corresponding to said outputs of said first and second data 
processing modules respectively and a first error signal 
indicative of whether or not said first and second data 
processing modules have performed substantially the same 
processing steps on said data received at said data input; 
said first and second inputs of said second checking module 
receive said first and second data signals from said first 
checking module and said third input of said second 
checking module receives said first error signal from said 
first checking module.

In one form of the invention, a third checking module is 
provided, the third checking module being arranged to 
compare the outputs of said first and second data 
processing modules and to output a signal indicative of 
whether or not said first and second data processing 
modules have performed substantially the same processing 
steps on said data input. The third checking module may be 
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physically separated from one or both of the first and 
second checking modules . The third checking module may be 
physically separated from one or both of the first and 
second data processing modules. In one exemplary form of 
the invention, the first data processing module and first 
checking module are implemented on a first integrated 
circuit, the second data processing module and the second 
checking module are implemented on a second integrated 
circuit and the third checking module is implemented on a 
third integrated circuit; each of those integrated circuit 
may be provided on the same circuit board, or may be 
further separated, as discussed above.

In one form of the invention, the outputs of said first and 
second data processing modules are passed to said first 
checking module, with the first checking module outputting 
both said error signal and said outputs of said first and 
second data processing modules to said second checking 
module, and the second checking module outputting both said 
error signal and said outputs of said first and second data 
processing module to said third checking module. Thus, in 
this form of the invention, the outputs of the data 
processing modules are checked by the first, second and 
third checking modules in turn. In such an arrangement, 
the error output of a checking module may be set when 
either that module detects a mismatch between the outputs 
of said first and second data processing modules, or when 
the error output of the previous checking module is set.

At least one of said signals indicative of whether or not 
said first and second data processing modules have 
performed substantially the same processing steps on said 
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data received at said data input may be provided as an 
input to at least one of said first and second data 
processing modules. In one form of the invention, the 
error output of the third checking module is provided as an 
input to the first checking module. The error signal that 
is fed back to the first processing module can be used to 
indicate that the results of a particular data processing 
step should be discarded. Alternatively, the signal that 
is fed back to the first processing module can be used to 
indicate that the results of a particular data processing 
step should be repeated.

In one form of the invention, an error output flag is 
provided, wherein said error output flag is set when any of 
said checking modules outputs a signal indicating that the 
outputs of said first and second data processing modules 
are not the same. The error flag may be set whenever any 
of the checking modules detects an error, without waiting 
for the error signal to propagate through to the output. 
The error flag may be provided as an input to one or more 
of the data processing modules, for example for use in 
discarding the results of a particular processing step, or 
for use in initiating the repeating of a particular data 
processing step.

The said data input may be a serial data input.

The functionality of each of said first and second data 
processing modules may be defined by data stored in one or 
more memory modules. A single memory device may be 
provided, which is used by both said first and second data 
processing modules; however, it is preferred that the 
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functionality of said first data processing module is 
defined by data stored in a first memory module and the 
functionality of said second data processing module is 
defined by data stored in a second memory module, since 
this avoids potential problems due to more than one data 
processing module attempting to access the same memory 
location of the same memory module. Further, if only one 
memory module were provided, then if that memory module was 
not functioning correctly, then both data processing 
modules could operate in the same way on the basis of 
incorrect instructions and provide identical, incorrect 
outputs that would not be detected by any of the data 
checking modules .

In one form of the invention, the data input includes a 
code referencing a memory location in said memory module(s) 
defining the functionality of said data processing modules. 
For example, the data input may be a data packet, the 
packet including header information including the said 
code. Thus, the processing steps carried out may be 
different for different packets, as defined by the said 
code .

The present invention works well with packet-based data 
processing, although it is not limited to such uses. As is 
well known in the art, packet switching is used in many 
data communication systems and is currently the dominant 
switching technology used in the Internet. Packet 
switching works by routing individual packets of data 
between data nodes over data links that might be shared by 
many other nodes. Packet switching involves breaking a 
data file into much smaller packets of data, with each 
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packet including additional information, such as the origin 
and destination of the file, and the position of the data 
included, in the packet within the file. When the packets 
are received at the destination, the original file is 
reassembled.

Devices and methods in accordance with the invention will 
now be described, by way of example only, with reference to 
the accompanying schematic drawings in which:

Fig. 1 is a block diagram of an embodiment of the 
present invention;

Fig. 2 is a schematic representation of the 
functionality of part of the circuit of Fig. 1;

Fig. 3 is a table demonstrating part of the 
functionality of the circuit of Fig. 1; and

Fig. 4 is a table demonstrating another part of the 
functionality of the circuit of Fig. 1.

Figure 1 is a block diagram of a processing system, 
indicated generally by the reference numeral 2, in 
accordance with an embodiment of the present invention.

The processing system 2 comprises first 4, second 6, and 
third 8 data processing blocks. The first data processing 
block 4 comprises a first data processing module 10 and a 
first checking module 12. The second data processing block 
6 comprises a second data processing module 14 and a second 
checking module 16. The third data processing module 8 
comprises a third checking module 18. The first data 
processing module 10 is coupled to a memory device 20: the 
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second data processing module 14 is coupled to a memory 
device 22.

The processing system 2 receives a data input IN from an 
external source. The data input IN is a data packet, that 
packet including information regarding the processing 
required to be performed on the data within the packet. 
The processing information is in the form of a code that 
references instructions in the memory devices 20 and 22. 
The first 10 and second 14 data processing modules each 
receive the data input IN, from which they extract the 
processing information. The first processing module 10 
uses the processing information to obtain instructions from 
the memory device 20 regarding the processing steps to 
perform on the data input IN. Similarly, the second 
processing module 14 uses the processing information to 
obtain instructions from the memory device 22 regarding the 
processing steps to perform on the data input IN.

Thus, the first 10 and second 14 data processing modules 
use the memory devices 20 and 22 respectively as look up 
tables, with the processing code received from the data 
input IN being used to reference the data stored by the 
look up tables. The memory devices 20 and 22 may, for 
example, be implemented using any suitably sized fast­
access RAM; the skilled person will be aware of many 
suitable devices. The first 10 and second 14 data 
processing modules then carry out processing steps on the 
incoming data on the basis of the instructions received 
from the memory modules 20 and 22. The processing modules 
10 and 14 are intended to implement the same functions; 
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accordingly, the outputs of the first and second processing 
modules should be the same.

The outputs of the first 10 and second 14 data processing 
modules are passed to the first checking module 12. As 
noted above, the data processing modules 10 and 14 are 
intended to perform the same operation (as defined by the 
memory modules 20 and 22) on the data input IN and should 
therefore provide the same data outputs. In one form of 
the invention, the first checking module compares each bit 
of the output of the first data processing module 10 with 
the corresponding bit of the output of the second data 
processing module 12, outputting an error signal if any 
corresponding outputs of the first and second processing 
modules differ. In one particular embodiment of the 
invention, the output of the second data processing module 
14 is inverted prior to being passed to the first checking 
module 12; the first checking module 12 then outputs an 
error signal in the event that any corresponding outputs of 
the first and second data processing modules are the same.

There are a number of types of errors that might occur in 
the data processing system 2 that should be detected by the 
checking modules. For example, one of the memory devices 
20 and 22 may be include an error and the corresponding 
data processing module may implement an incorrect function 
as a result or one of the data processing modules 10 and 14 
may include a physical defect of some kind.

The first checking module 12 has three outputs: the first 
and second outputs are simply the inputs to that checking 
module (i.e. they are simply the outputs of the first and 
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second processing modules 12 and 14 respectively), with the 
third output being the error output described above.

The three outputs of the first checking module 12 form the 
three inputs of the second checking module 16. Thus, the 
second checking module 16 receives the outputs of the first 
and second processing modules 10 and 14. The second 
checking module proceeds to carry out the same checking 
function as the first checking module 12 and outputs an 
error signal in the event that a mismatch is detected. In 
addition, the error output of the second checking module 16 
is also set if an error signal is output by the first 
checking module 12 .

The second checking module 16 therefore provides three 
output signals: the first and second outputs are the 
outputs of the first 10 and second 14 processing modules 
respectively and the third output is the error signal. 
Those three outputs are provided as the inputs to the third 
checking module 18, which checking module has the same 
functionality as the second checking module.

The third checking module 18 outputs an error signal ERROR 
indicative of whether or not an error has been detected by 
any of the three checking modules, together with a data 
output DATA that represents the data input as modified by 
the data function being implemented by the processing 
system 2. The error signal ERROR is provided as an input 
to the first data checking module 12, which enables the 
processing of a particular packet to be discarded as soon 
as an error is detected. In one form of the invention, the 
checking module 12 is arranged to instruct the data 
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processing modules 10 and 14 to repeat a data processing 
step when an error is detected. In other forms of the 
invention, the data packet in which a processing error is 
detected is simply discarded.

In one form of the invention, when any one of the checking 
modules detects an error, an error flag is set and passed 
to the next error checking module. When any of the error 
checking modules receives an error flag, the error output 
ERROR is immediately set and the data currently being 
processed is rejected. Thus, the detection of an error can 
quickly be used to reject the data being processed; it is 
not necessary to wait for the completion of the data 
processing step to determine that an error has occurred.
In this manner, the throughput of the data processing 
system can be increased by not continuing to process data 
that is going to be rejected on the grounds that an error 
has been detected.

Figure 2 is a schematic representation of the functionality 
of part of the circuit of Figure 1. Figure 2 shows a data 
packet 24a being received at the input of a function block 
26a, with the function block 26a outputting a data packet 
28a. In parallel, a data packet 24b is received at the 
input of a function block 26b, with the function block 26b 
outputting a data packet 28b. The data packet 28b is then 
inverted to provide a data packet 28b'.

The data packets 24a and 24b are the data input IN of the 
processing system 2 described above and include a code id! 
identifying the functionality required to be implemented by 
the function blocks 26a and 26b. The function blocks 26a 
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and 26b implement a function Z and are the data processing 
modules 10 and 14 respectively of the processing system 2. 
The data packets 28a and 28b are the outputs of the 
processing modules 10 and 14, with the data packet 28b' 
simply being an inverted version of the data packet 28b. 
The data packets 28a and 28b include a modified code id2.

Each bit of the data packet 28a is compared, in series, 
with the corresponding bit of data packet 28b' by XOR gate 
30. The data packets 28a and 28b should be identical, and 
each bit of data packet 28a should therefore be different 
to the corresponding bit of data packet 28b'. Thus, by 
presenting corresponding bits of the data packets 28 and 
28b' at the inputs of an XOR gate, the output of the XOR 
gate should always be 1. Accordingly, if the output of the 
XOR gate 30 is zero at any stage, then an error has 
occurred and an error flag is set. The XOR gate 30 
therefore implements the error checking circuit 12.

The arrangement of Figure 2 provides a data output packet 
DATA, an inverted data output packet DATAZ and an error 
flag ERROR.

As described above, radiation-induced errors are a 
particularly problematic source of errors in data 
processing systems. A problem with such errors is that 
they can result in an error being undetected. Consider the 
following scenario:

The register 28a should contain the data word "010111" (as 
shown in Figure 2) but in fact, due to an error in the
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function block 26a, the register 28a contains the data word 
"010110" (i.e. the final bit is incorrect).

The register 28b correctly contains the data word "010111", 
and the register 28b' stores the data word "101000". Thus, 
the XOR gate 30 should compare the output of the register 
28a (010110) and the output of the register 28b' (101000) 
and detect an error.

However, due to a radiation-induced error, the XOR gate in 
fact reads the output of the register 28b' as "101001" (the 
final bit of which is read as a "1" instead of a "0") and 
does not detect the error in the output of the function 
block 26a.

The circuit of Figure 1 provides three checking modules, 
rather than the one module shown in Figure 2. In the 
exemplary scenario described above, even if the first 
checking module 12 did not detect the error due to a 
radiation-induced error, then the checking modules 16 and 
18 would still be available to carry out the check. It is 
extremely unlikely that all three checking modules would be 
affected by a radiation-induced error in the same way.

In order to provide additional security, the checking 
modules 12, 16 and 18 are physically separated. Thus, even 
if there is a high level of alpha particles (or any other 
particles likely to cause radiation-induced errors) in .the 
vicinity of one of the checking modules, the chances that 
all three checking modules will be similarly affected is 
further reduced.
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In one implementation of the invention, the physically 
separated checking modules 12, 16 and 18 are implemented by 
different field-programmable gate arrays (FPGAs) that are 
placed on the same printed, circuit board. However, the 
checking modules could be further separated, for example by 
placing the checking modules on different printed circuit 
boards. Indeed, by making use of remote communications 
technology, the checking modules could be separated by a 
large distance, in an extreme example, the three checking 
modules could be in different countries.

There now follows a trivial example demonstrating an 
exemplary use of the functioning of the processing system 
2 .

As noted above, the processing system 2 is well adapted for 
use with data packets including a code (hereinafter 
referred to as a state) defining the functionality of the 
processing modules 10 and 14. In the present example, the 
processing system 2 is used to process data packets 
including a 2-bit state. The functionality of the 
processing modules 10 and 14 in each state is as follows:

State Function

00 Input unchanged
01 Every second input bit is inverted
10 Every third input bit is inverted
11 All inputs are inverted

The data input IN is a serial data input, with the state 
information being presented first. Accordingly, the state 
information can be extracted, by the processing modules 10 
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and 14 and used to obtain the required information 
regarding the function required to be executed by those 
modules, which information is stored in the memory modules 
20 and 22.

Figure 3 is a table showing how the algorithm defined above 
works with some exemplary data inputs. The table shows a 
number of 10-bit data inputs, each 10-bit input including a 
2-bit state. The 8 remaining bits of the 10-bit input are 
processed according to the algorithm described above, and 
the output generated is given in the table.

In the first and second lines of the table of Figure 3, the 
state 01 is received indicating that every second bit of 
the inputs should be inverted by the processing system 2. 
Thus, in the first line, the input 11100101 becomes 
10110000 and, in the second line, the input 01101100 
becomes 00111001.

In the third line of the table of Figure 3, the state 10 is 
received, indicating that every third bit of the input 
should be inverted. Thus, the input 11111001 becomes 
11011101.

In the fourth line of the table of Figure 3, the state 11 
is received indicating that each bit of the input should be 
inverted. Thus, the input 10001010 becomes 01110101.

In the fifth line of the table of Figure 3, the state 00 is 
receiving, indicating that the input should be unchanged. 
Thus, the input 11010010 is the same as the output.
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There now follows a simple example showing the possible 
flow of data through the circuit of Figure 1. In the 
example described below, the outputs of the first and 
second data processing modules 10 and 14 are referred to as 
A and B respectively. On the next clock cycle, the first 
checking module 12 outputs the data inputs A and B as A' 
and B' and outputs an error signal Elz with the signals A' , 
B' and Ei forming the inputs of the second checking module 
15. On the next clock cycle, the second checking module 15 
outputs the data inputs A' and B' as A'' and B'' and 
outputs an error signal E2, with the signals A'', B' ' and E2 
forming the inputs of the third checking module 18. On the 
next clock cycle, the third checking module 18 outputs a 
DATA output, which is derived from the data inputs A'' and 
B'' and outputs an ERROR output.

Consider the following scenario, in which the outputs of 
the first and second data processing modules 10 and 14 are 
intended to be the data word 01010111. In this example, 
the first data processing module 10 operates correctly, but 
the second data processing module incorrectly outputs the 
data word 01000111.

The data flow through the circuit of Figure 1 in this 
example is described below with reference to the table of 
Figure 4, which table lists the data values A, B, A', B', 
El, A'’, B'’, E2, DATA and ERROR for each of a number of 
clock cycles .

The data words are output by the first and second data 
processing modules 10 and 14 in series, with the least 
significant bits being output first. Thus, at the first 
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clock cycle, the data bits A and B are both 1. The other 
data bits are unknown, and are listed as X in Figure 4.

On the next data cycle, the previous values of A and B 
(both 1) are output as A' and B' , and the error signal 0 
(indicating there is no error) is output as Εχ. The next 
incoming data bits (both 1) are the new inputs A and B. 
Again, the remaining data signal values are unknown.

On the next data cycle, the previous signals A', B' and Ei 
become A' ' , B' ' and E2, the previous signals A and B become 
A' and B', with a new error signal (again 0) being set at 
Ex. The next data bits (again both 1) are presented as A 
and B .

On the next data cycle, the DATA output is set to be the 
previous values A' ' and B'', the error signal is set to be 
0 (no error detected), the previous signals A', B' and Ex 
become A' ' , B' ' and E2, the previous signals A and B become 
A' and B' , with a new error signal (again 0) being set at 
Εχ. The next data bits (this time both 0) are presented as 
A and B.

On the next data cycle, the DATA output is set to be the 
previous values A' ' and B'', the error signal is set to be 
0 (no error detected) , the previous signals A' , B' and Ei 
become A'', B'' and E2, the previous signals A and B become 
A' and B' , with a new error signal (again 0) being set at 
Εχ. The next data bits (1 and 0 respectively) are presented 
as A and B.
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On the next data cycle, the DATA output is set to be the 
previous values A' ' and B'', the error signal is set to be 
0 (no error detected), the previous signals A', B' and Εχ 
become A' ' , B' ' and E2, the previous signals A and B become 
A' and B'. This time, however, an error is detected, since 
the values A and B were different, and the error signal Εχ 
is set at 1. The next data bits (both 0) are presented as 
A and B.

On the next data cycle, the DATA output is set to be the 
previous values A' ' and B'', the error signal is set to be 
0 (no error detect), the previous signals A', B' and Εχ 
become A'', B'' and E2 (E2 now indicating an error), the 
previous signals A and B become A' and B' and the next data 
bits (both 1) are presented as A and B.

On the next data cycle, the error signal E2 propagates to 
the error output ERROR. The data output is unspecified 
(X), since there was a conflict between the data values A' ' 
and B' ' . Thus, the error originally detected by the first 
checking module 12 has propagated to the output.

It should be noted that in some forms of the invention, the 
error output could be used as an interrupt signal that is 
immediately passed to the output ERROR, rather than having 
to propagate through the entire circuit, as described 
above .

The processing system 2 of the present invention has many 
potential applications. For example, the data processing 
modules 10 and 14 could be programmed to detect particular 
patterns of data and to output a flag whenever a particular
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pattern is detected. In such an application, the state of 
the incoming data packets could be used to reference the 
particular data pattern(s) being searched. Further, many 
cryptographic algorithms carry out relatively simple

5 functions on packets of data; the data processing system 2 
would be well suited to carry out such functions.
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CLAIMS:

1. A data processing system comprising a data input, 
first and second data processing modules, and first and

5 second data checking modules, wherein:
said first and second data processing modules are each 

arranged to perform substantially the same processing steps 
on data received at said data input, with each providing an 
output;

10 said first and second checking modules are arranged to
compare the outputs of said first and second data 
processing modules and to output an error signal indicative 
of whether or not said first and second data processing 
modules have performed substantially the same processing

15 steps on said data received at said data input;
said first and second checking modules are located on 

physically separate integrated circuits; and
said first checking module has first and second inputs and 
said second checking module has first, second and third

20 inputs;
said first and second inputs of said first checking 

module receive the outputs of said first and second data 
processing modules respectively;

said first checking module outputs first and second
25 data signals corresponding to said outputs of said first 

and second data processing modules respectively and a first 
error signal indicative of whether or not said first and 
second data processing modules have performed substantially 
the same processing steps on said data received at said

30 data input; and
said first and second inputs of said second checking 

module receive said first and second data signals from said
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first checking module and said third input of said second 
checking module receives said first error signal from said 
first checking module.

5 2. A data processing system as claimed in claim 1,
further comprising a third checking module arranged to 
compare the outputs of said first and second data 
processing modules and to output a signal indicative of 
whether or not said first and second data processing

10 modules have performed substantially the same processing 
steps on said data received at said data input.

3. A data processing system as claimed in claim 2, 
wherein said third checking module has first, second and

15 third inputs, wherein:
said second checking module outputs third and fourth 

data signals corresponding to said outputs of said first 
and second data processing modules respectively and a 
second error signal indicative of whether or not said first 

20 and second data processing modules have performed 
substantially the same processing steps on said data 
received at said data input; and

said first and second inputs of said third checking 
module receive said third and fourth data signals from said 

25 second checking module and said third input of said third 
checking module receives said second error signal from said 
first checking module.

4. A data processing system as claimed in claim 2 or
30 claim 3, wherein the third checking module is physically 

separated from each of said first and second checking 
modules .



» , «

25

20
06

33
79

07
 

08
 M

ay
 2

01
2

5. A data processing system as claimed in any one of 
claims 2 to 4, wherein said signal indicative of whether or 
not said first and second data processing modules have

5 performed substantially the same processing steps on said 
data received at said data input output by said third 
checking module is provided as an input to said first 
checking module.

10 6. A data processing system as claimed in any preceding
claim, wherein at least one of said signals indicative of 
whether or not said first and second data processing 
modules have performed substantially the same processing 
steps on said data received at said data input is provided

15 as an input to at least one of said first and second data 
processing modules.

7. A data processing system as claimed in any preceding 
claim, further comprising an error output flag, wherein

20 said error output flag is set when any of said checking 
modules outputs a signal indicating that the first and 
second data processing modules have not performed 
substantially the same processing steps on said data 
received at said data input.

25
8. A data processing system as claimed in any preceding 
claim, wherein the functionality of each of said first and 
second processing modules is defined by data stored in one 
or more memory modules.

30
9. A data processing system as claimed in claim 8, 
wherein the functionality of said first processing module
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is defined by data stored in a first memory module and the 
functionality of said second processing module is defined 
by data stored in a second memory module.

5 10. A data processing system as claimed in claim 8 or
claim 9, wherein the data received at said data input 
contains a code referencing a memory location in said one 
or more memory modules defining the functionality of said 
data processing modules.

10
11. A method of data processing comprising the steps of: 

passing a data input to both first and second data 
processing modules;

arranging for said first and second data processing
15 modules to perform substantially the same processing on 

said data input;
arranging for first and second checking modules to 

output an error signal indicative of whether or not said 
first and second data processing modules have performed 

20 substantially the same processing steps on said data input;
passing outputs of both said first and second data 

processing modules to said first checking module; and
passing said outputs of said first and second data 

processing modules from said first checking module to said 
25 second checking module, together with a first error signal 

indicative of whether or not said first and second data 
processing modules have performed substantially the same 
processing steps on said data received at said data input,

wherein said first and second checking modules are
30 located on physically separate integrated circuits.



27

20
06

33
79

07
 

08
 M

ay
 2

01
2

12. A method as claimed in claim 11, further comprising 
the step of passing the outputs of both said first and 
second data processing modules to a third checking module, 
wherein said third checking module is arranged to output an

5 signal indicative of whether or not said first and second 
data processing modules have performed substantially the 
same processing steps on said data input.

13. A method as claimed in claim 12, further comprising
10 the step of:

passing said outputs of said first and second data 
processing modules from said second checking module to said 
third checking module, together with a second error signal 
indicative of whether or not said first and second data

15 processing modules have performed substantially the same 
processing steps on said data received at said data input.

14. A method as claimed in claim 12 or claim 13, wherein 
the third checking module is physically separated from each

20 of said first and second checking modules.

15. A method as claimed in any one of claims 12 to 14, 
further comprising the step of providing said signal 
indicative of whether or not said first and second data

25 processing modules have performed substantially the same 
processing steps on said data received at said data input 
output by said third checking module as an input to said 
first checking module.

30 16. A method as claimed in any one of claims 11 to 15,
further comprising the step of providing at least one of 
said signals indicative of whether or not said first and
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second data processing modules have performed substantially 
the same processing steps on said data received at said 
data input as an input to at least one of said first and 
second data processing modules.

5
17. A method as claimed in any one of claims 11 to 16, 
wherein said data input includes a code referencing a 
memory location in one or more memory modules to which said 
first and second data processing modules have access, said

10 memory location defining the functionality of said data 
processing modules.

18. Computer program comprising executable instructions 
that cause a data processing system to perform the method

15 in any one of claim 11 to 17.

19. A data processing system substantially as hereinbefore 
described with reference to the accompanying drawings.

20 20. A method of data processing substantially as
hereinbefore described with reference to the accompanying 
drawings .
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Figure 3

Inpui Output
11100101 01 10110000
01101100 01 00111001
11111001 10 11011101
10001010 11 01110101
11010010 00 11010010

Figure 4

A B A’ B’ Ej A" B" Ej DATA ERROR
1 1 X X X X X X X X
1 1 1 1 0 X X X X X
1 1 1 1 0 1 1 0 X X
0 0 1 1 0 1 1 0 1 0
1 0 0 0 0 1 1 0 1 0
0 0 1 0 1 0 0 0 1 0
1 1 0 0 0 1 0 1 0 0
0 0 1 1 0 0 0 0 X 1
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