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SYSTEM AND METHOD TO PROVIDE INTEGRITY MEASUREMENT OF A

MACHINE WITHOUT TPM USING TRUSTED AGENT

1. TECHNICAL FIELD OF THE INVENTION

The present invention relates generally to a system and method to provide

5 integrity measurement of a machine without TPM using trusted agents,
wherein said trusted agents comprise of at least one Local Trusted Agent

(LTA), at least one Remote Trusted Agent (RTA) and at least one Virtual
Machine Monitor Trusted Agent (VTA) for capturing integrity measurements

and thereby create a chain of trust between client machines without TPM and

10 machine with TPM.

2. BACKGROUND OF THE INVENTION

Trusted Platform Module (TPM) is used in machine as one of the security

features to ensure trustworthy of the machine. Generally Trusted Platform

Module offers facilities for the secure generation of cryptographic keys and

15 limitation of their use as well as to authenticate hardware devices. It is
capable of performing platform authentication, for example, it can be used to

verify that a system seeking access is the expected system. In the absence of

TPM, machine could not provide platform integrity measurement which is
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used by application during attestation process and therefore may create the

possibility of confidentiality violations.

Most of the TPMs today are conforming to the Trusted Computing
Groups (TCG). Consequently, a client is not able to execute the TCG enable
application such as Trusted Online Banking on the machine without TPM.
Furthermore, machine without the TPM could not provide privacy
protection for the online application which is running in cloud computing
environment because all the client information or some private information
may be exposed to a third party during online transaction. Subsequently,
there is high possibility of information leakage when a client is trying to
access cloud infrastructure. Therefore, stringent security requirements must
always be complied for workloads that share the same platform or when

client is accessing to cloud infrastructure.

Nowadays, cloud service providers are making substantial efforts to
secure their systems in order to minimize the threat of insider attacks as well
as to reinforce the confidence of customers. However, no method or system
is available to provide integrity measurement and chain of trust between
machine without TPM and machine with TPM for ensuring the
confidentiality and integrity of computations. Thus there is an essential need

to seek for a technical solution that could secure the confidentiality and
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integrity of computation, in a way that is verifiable by the customers of the

service.

It would hence be extremely advantageous if the above shortcoming is
alleviated by having a proactive approach to provide integrity measurement
5 of a machine without TPM by using of trusted agents, whereby the trusted

agents collect platform information and extend this information into vIPM.

3. SUMMARY OF THE INVENTION

Accordingly, it is the primary aim of the present invention to provide a
system and method for integrity measurement of a machine without TPM

10 by using of trusted agents for capturing integrity measurement.

It is yet another object of the present invention to provide a system and
method for integrity measurement of a machine without TPM whereby
chain of trust between machine without TPM and machine with TPM is

15 generated.

It is yet another object of the present invention to provide a system and

method for integrity measurement of a machine without TPM whereby
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trusted agents are able to establish chain of trust by collecting integrity

measurement from vIPM server, client machine and client virtual machine.

It is yet a further object of the present invention to provide a system and
method for integrity measurement of a machine without TPM which is
5 capable to provide privacy protection for online application running in

cloud computing environment.

Yet a further object of the present invention is to provide a system and
method for integrity measurement of a machine without TPM which is
capable of preventing information leakage when a client is accessing to

10 cloud infrastructure.

Other and further objects of the invention will become apparent with an
understanding of the following detailed description of the invention or upon

employment of the invention in practice.
15 According to an embodiment of the present invention there is provided,

A system to provide integrity measurement of a machine with TPM

comprising:

at least a server (101);
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at least a client machine (111);
characterised in that

said server is a vVIPM server (101) which comprises of at least one
trusted agent; said client machine (111) comprises of at least one
trusted agent; said system is able to perform integrity measurement

without the use of TPM in said client machines (111).
In another aspect there is provided,

A method to provide integrity measurement of a machine without TPM

comprising steps of:

i capturing integrity measurement of the vIPM server (101)
by at least one Local Trusted Agent (103) and transmitting
the said integrity measurement to at least one Resource

Manager (105);

ii. measuring integrity measurement of client machine (111)
without TPM by at least one Remote Trusted Agent (113)
and transmitting said integrity measurement to at least one

Resource Manager (105);
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ili. = measuring integrity measurement of virtual machine (119) in
said client machine (111) by Virtual Machine Monitor
Trusted Agent (115) and transmitting the said integrity

measurement to at least one Resource Manager (105);

5 iv.  assembling said integrity measurements from said Trusted
Agent by Resource Manager (105) and utilizing the said
integrity measurement as initial value for at least one vIPM

instances (107).
4. BRIEF DESCRIPTION OF THE DRAWINGS

10 Other aspect of the present invention and their advantages will be
discerned after studying the Detailed Description in conjunction with the

accompanying drawings in which:

FIG. 1 shows a schematic diagram illustrating a system to provide integrity

measurement of a machine without TPM.

15 FIG. 2 shows a schematic diagram of a system to provide integrity
measurement of a machine without TPM in accordance with the preferred

embodiment of the present invention.
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FIG. 3 shows a flowchart of a process flow that happens between the client

machine, vIPM server and its subcomponents.

DETAILED DESCRIPTION OF THE DRAWINGS

In the following detailed description, numerous specific details are set
forth in order to provide a thorough understanding of the invention.
However, it will be understood by those or ordinary skill in the art that the
invention may be practised without these specific details. In other instances,
well known methods, procedures and/or components have not been

described in detail so as not to obscure the invention.

The invention will be more clearly understood from the following
description of the embodiments thereof, given by way of example only With

reference to the accompanying drawings which are not drawn to scale.

Referring to FIG. 1, there is shown a schematic diagram illustrating a
system to provide integrity measurement of a machine without TPM. At least
a Virtual Trusted Platform Module (vVTPM) server (101) and a plurality of
client machines (111) is shown in FIG. 1 wherein said vIPM server (101)
includes a security module comprises of at least one Local Trusted Agent
(LTA) (103), at least one Resource Manager (RM) (105), at least one Virtual

Trusted Platform Module (vIPM) Instance (107) and at least one Trusted



10

15

20

WO 2012/096558 PCT/MY2011/000168

Platform Module (TPM) (109). Said client machine (111) comprises of Virtual
Machine Monitor (VMM) (117) and trusted agents such as Remote Trusted
Agent (RTA) (113) and Virtual Machine Monitor Trusted Agent (VTA) (115).
Each of the trusted agents plays a role in collecting platform information. For
example, Local Trusted Agent (LTA) (103) is used to capture the integrity
measurement of the vIPM server (101), at least a Remote Trusted Agent
(RTA) (113) is used to measure the integrity of client machine (111) without
TPM, and Virtual Machine Monitor Trusted Agent (VTA) (115) is used to
measure integrity of virtual machine (119) in said client machine (111). The
trusted agents collect platform information and extend this information into

vTPM.

Referring to FIG. 2, there is shown a system to provide integrity
measurement of a machine without TPM in accordance with the preferred
embodiment of the present invention. The system comprises of two parties,
which are the client machine (111) without TPM and the vIPM server (101).
The purpose of the system architecture is to provide chain of trust from the
physical TPM in vTPM server (101) to the physical client machine (111) and
eventually up to the virtual machine (119) in said client machine (111). Two
client machines (111) without TPM are shown in FIG. 2, in which one is for
Client Machine 1 and one is for Client Machine 2. A plurality of the said

client machine (111) without TPM can be used in the present invention,
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wherein each of the said client machine (111) comprises of at least one
Remote Trusted Agent (RTA) (113), at least one Virtual Trusted Agent (VTA)
(115), at least one VMM BIOS (211) and at least one virtual machine (VM)
(119). Said RTA (113) in client machine (111) communicates with said LTA
(103) in vTPM server (101) to establish root chain of trust in client machine
(111). Said RTA (113) is first check for low level integrity value in client
machine (111) such as BIOS and bootloader value. The control is then passed
to virtual machine (119) and after all the value is validated and trust is

established, the virtual machine (119) can utilize vIPM that created for it.

Said vIPM Server (101) comprises of at least one physical TPM (109), at
least one VITPM resource manager (RM) (105), at least one Local Trusted
Agent (LTA) (103) and a pl'urality of vIPM instance (107) with vTPM Secure
Storage (201). Each of the virtual machine (119) is assigned to respective
vIPM instance (107). Therefore, the number of vIPM and vIPM Secure
Storage (201) contained in said vVIPM server (101) is depending on the

number of virtual machine which is connected to it.

In said vIPM server (101), Local Trusted Agent (LTA) (103) is used to
capture the integrity measurement of the vIPM server (101). This is further
comprises of at least measuring BIOS, option ROM, Memory Buffer Register
(MBR), Boot Loader, CMOS Memory, PCRs Integrity Metrics and Firmware

instruction. In client machine (111) without TPM, at least a Remote Trusted
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Agent (RTA) (113) is used to measure the said client machine (111) without
TPM. This is further comprises of at least measuring BIOS, option ROM,
Memory Buffer Register (MBR), Boot Loader, CMOS Memory and Firmware
instruction. In addition, Virtual Machine Monitor Trusted Agent (VTA) (115)
is used to measure integrity of virtual machine (119) in said client machine
(111). These integrity measurements of physical hardware components are
then combined using hashing algorithm. The collected platform information
by the said Trusted Agents is then transmitted as integrity measurement to
the Resource Manager (RM) (105) using secure communication channel. On
the vIPM server (101), said Resource Manager (RM) (105) generates a virtual
Platform Configuration Registers (PCRs) value through combination of the
integrity measurement using hashing algorithm to concatenate multiple
integrity measurements into single digest, wherein at least these
measurement consist of physical machine PCR(s), physical machine
measurement of remote machine and virtual machine measurement.
Resource Manager (RM) (105) assembles integrity measurement from the
Trusted Agents and utilizes these integrity measurements as initial value for

vTPM instances (107).

Referring to FIG. 3, there is shown a process flow that happens between
the client machine (111), vIPM server (101) and its subcomponents. The

process starts with the commencing of vIPM server (101) and Resource
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Manager (105) ) to receive client’s request or demand and to response by
providing vIPM instance. Local Trusted Agent (LTA) (103) is used to
capture the integrity measurement of the vIPM server (101), at least a
Remote Trusted Agent (RTA) (113) is used to measure the integrity of client
5 machine (111) without TPM, and Virtual Machine Monitor Trusted Agent
(VTA) (115) is used to measure integrity of virtual machine (119) in said
client machine (111). The Trusted Agents are then independently
transmitting its integrity measurement to the Resource Manager (RM) (105).
Resource Manager (105) assembles integrity measurements that are obtained
10 from the Trusted Agents and utilizes this integrity measurement as initial

value for vITPM instances (107).

By having such methodology, the chain of trust, which is extended from

the physical TPM in vIPM server (101) to each of the physical client machine

(111) and up to the virtual machine (119) is properly established. In addition,

15 the integrity data stored in the vIPM Secure Storage (201) is securely
maintained and could not be accessed by unauthorized parties or other

virtual machines (119).

While the preferred embodiment of the present invention and its
advantages has been disclosed in the above Detailed Description, the
20 invention is not limited thereto but only by the spirit and scope of the

appended claim.
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WHAT IS CLAIMED 1IS:

1. A system to provide integrity measurement of a machine without

Trusted Platform Module (TPM) comprising;
at least a server (101);

at least a client maéhine (111);

characterised in that

said server (101) is a Virtual Trusted Platform Module (vTPM)
server (101) which comprises of at least one trusted agent; said
client machine (111) comprises of at least one trusted agent; said

system is able to perform integrity measurement without the use of

TPM in said client machine (111).

2. A system to provide integrity measurement of a machine without
TPM as in Claim 1 wherein said trusted agent comprises of at least

one of the following:
Local Trusted Agent (LTA) (103);

Remote Trusted Agent (RTA) (113);
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Virtual Machine Monitor Trusted Agent (VTA) (115).

A system to provide integrity measurement of a machine without
TPM as in Claim 1 or Claim 2 wherein said vIPM server (101)
comprises of at least one said Local Trusted Agent (103) to capture

the integrity measurement of said vIPM server (101).

A system to provide integrity measurement of a machine without
TPM as in Claim 3 wherein said vIPM server (101) further
comprises of at least one physical TPM (109), at least one vIPM
Resource Manager -(RM) (105) and a plurality of vIPM instance

(107) with vTPM Secure Storage (201)

A system to provide integrity measurement of a machine without
TPM as in Claim 1 or Claim 2 wherein said client machine (111)
comprises of at least one said Remote Trusted Agent (113) for

measuring integrity of said client machine (111) without TPM.

A system to provide integrity measurement of a machine without
TPM as in Claim 5 wherein said client machine (111) further
comprises of at least one VMM BIOS (211) and at least one virtual

machine (119).
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A system to provide integrity measurement of a machine without
TPM as in Claim 5 or Claim 6 wherein said client machine (111)
further comprises of at least one Virtual Machine Monitor Trusted
Agent (115) for measuring integrity of said virtual machine (119) in

said client machine (111).

A system to provide integrity measurement of a machine without
TPM as in Claim 1 wherein said trusted agents transmit the
captured integrity measurement to at least one Resource Manager

(RM) (105) in said vTPM server (101).

A system to provide integrity measurement of a machine without
TPM as in Claim 8 wherein said Resource Manager (105) assembles
integrity measurements from the said trusted agents and utilizes
the said integrity measurements as initial value for said vIPM

instances (107).

A method to provide integrity measurement of a machine without

TPM comprising steps of:

i capturing integrity measurement of the vIPM server (101)

by at least one Local Trusted Agent (103) and transmitting
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the said integrity measurement to at least one Resource

Manager (105);

measuring integrity measurement of client machine (111)
without TPM by at least one Remote Trusted Agent (113)
and transmitting said integrity measurement to at least one

Resource Manager (105);

measuring integrity measurement of virtual machine (119) in
said client ‘machine (111) by Virtual Machine Monitor
Trusted Agent (115) and transmitting the said integrity

measurement to at least one Resource Manager (105);

iv.  assembling said integrity measurements from said Trusted
Agent by Resource Manager (105) and utilizing the said
integrity measurement as initial value for at least one vIPM
instances (107).
11. A method to provide integrity measurement of a machine without

TPM as in Claim .10 wherein said step of capturing integrity

measurement of the vIPM server (101) by Local Trusted Agent

(103) further comprises of at least measuring of hardware

components such as BIOS, option ROM, Memory Buffer Register



10

15

20

WO 2012/096558 PCT/MY2011/000168

12.

13.

14.

16

(MBR), Boot Loader, CMOS Memory, PCRs Integrity Metrics and

Firmware instruction by Local Trusted Agent (103).

A method to provide integrity measurement of a machine without
TPM as in Claim 10 wherein said step of measuring client machine
(111) without TPM by Remote Trusted Agent (113) further
comprises of at least measuring hardware components such as
BIOS, option ROM, Memory Buffer Register (MBR), Boot Loader,
CMOS Memory and Firmware instruction by Remote Trusted

Agent (113).

A method to provide integrity measurement of a machine without
TPM as in Claim 11 or Claim 12 further comprises of concatenating
the integrity measurements of hardware components using hashing
algorithm and then transferring the said integrity measurements to

the Resource Manager (105) using secure communication channel.

A method to provide integrity measurement of a machine without
TPM as in Claim 10 wherein said Resource Manager (105) generates
a virtual Platform Configuration Registers (PCRs) value through a
combination of the integrity measurements from LTA (103) and
RTA (113) using hashing algorithm, wherein at least the said

measurement comprises of physical machine PCR(s), physical
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machine measurement of remote machine and virtual machine

measurement.
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