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(57) ABSTRACT

Disclosed are various examples for segregating virtual pri-
vate network (VPN) traffic based on the originating client
application. A tunnel endpoint receives, through a network
tunnel, network traffic sent by a client application executed
by a client device. The tunnel endpoint identifies character-
istics of the client application or the client device. The tunnel
endpoint then selects a particular virtual local area network
(VLAN) from multiple VLANs based at least in part on the
characteristics. The tunnel endpoint then forwards the net-
work traffic to an internal network gateway of an organiza-
tion using the particular VLLAN.
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SEGREGATING VPN TRAFFIC BASED ON
THE ORIGINATING APPLICATION

BACKGROUND

Network security architectures began with a simple model
of segregating internal network traffic of an organization
from external network traffic. In such a model, internal
network traffic is trusted, and external network traffic is
untrusted. As a consequence, a device that has access to the
internal network of the organization ultimately has access to
communicate with any other device on the internal network.
This arrangement poses many security issues, however. An
attacker who gains access to one device is able to commu-
nicate with, and potentially exploit, all other devices on the
network. Similarly, an employee who legitimately needs
access to one resource on the internal network can inappro-
priately access other resources on the internal network.

In response to these problems, some organizations started
segregating network traffic on a department level or a
sub-department level. Devices in different departments can
be connected to the internal network using physically sepa-
rate cabling. For example, accounting department ports can
be wired using blue cabling, and customer service depart-
ment ports can be wired using yellow cabling. The blue
cabling can be connected to one physical switch, while the
yellow cabling can be connected to another physical switch,
thus providing a physical separation between two internal
network segments of the organization. Therefore, a device
on the accounting department segment cannot communicate
with a device on the customer service department segment.

Understandably, physically separate systems can be dif-
ficult to implement and maintain. If devices are moved from
one port to another, the cabling has to be reconfigured. One
solution is to use a virtual local area network (VLAN)
architecture. With a VL AN architecture, each port on a
router is assigned to a respective virtual network segment.
The routers of the organization are configured to route
network traffic separately for each virtual network segment.
For example, ports corresponding to the devices in the
accounting department can be assigned to virtual network
segment 0, while the ports corresponding to the devices in
the customer service department can be assigned to virtual
network segment 1. Although this approach can allow for
reconfiguration without having to change physical cabling,
it can also be error prone. Moreover, this approach does not
account for mobile devices that are not wired into a port or
are connected by way of the Internet.

BRIEF DESCRIPTION OF THE DRAWINGS

Many aspects of the present disclosure can be better
understood with reference to the following drawings. The
components in the drawings are not necessarily to scale,
with emphasis instead being placed upon clearly illustrating
the principles of the disclosure. Moreover, in the drawings,
like reference numerals designate corresponding parts
throughout the several views.

FIG. 1 is a drawing of a networked environment accord-
ing to various examples of the disclosure.

FIG. 2A is a drawing of an example of an internal network
with multiple virtual network segments, which can each be
associated with different security groups.

FIG. 2B is a table describing an example segmentation of
an internal network into virtual network segments.
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FIG. 3 is a sequence diagram illustrating an example
component interaction according to various examples of the
present disclosure.

FIGS. 4 and 5 are flowcharts illustrating examples of
functionality according to various examples of the present
disclosure.

DETAILED DESCRIPTION

The present disclosure relates to segregating virtual pri-
vate network (VPN) traffic based on the originating appli-
cation and potentially other attributes. Suppose that an
enterprise has three databases: financial records, customer
communications, and supplier communications. Most users
in the organization have specific limited roles and will not
need to access all three databases. Users in an accounting
department access the financial records database, but not the
customer or supplier communications databases. Customer
service representatives access the customer communications
database, but not the supplier communications or the finan-
cial records databases. Conversely, purchasing agents access
the supplier communications database but not the customer
communications or financial records database. Executive-
level employees can have a legitimate need to access any of
the databases.

For security reasons, it would be best to limit authoriza-
tion to the various databases to users who have a legitimate
need to access the data to fulfill their organizational role.
Thus, if a customer service representative maliciously
attempts to access the financial records database, the access
will be denied. This provides security not only in the case of
a disgruntled employee but also in situations where the
device of the employee has been compromised and is under
control of another user.

Current approaches to segregating network traffic (e.g.,
virtual local area networks (VLANs) and physically separate
cabling) are insufficient for the mobile device context.
Mobile devices are not typically connected through a single
switch or router port on the wired network of an organiza-
tion. For example, a smartphone or tablet can be connected
at times through an internal wireless network of the orga-
nization or at other times through a VPN connection over the
Internet. One approach can be to set up different VPN
endpoints on different network segments. For example,
contractors of an organization can be given credentials to
authenticate with a VPN gateway having one level of access,
while employees of the organization can be given creden-
tials to authenticate with a VPN gateway having another
level of access. This approach is very coarse grained and can
become unmanageable with respect to fine-grained levels of
access to network resources.

Additional access controls can be implemented on a
per-application basis for a network, thereby potentially
reducing the need for separated network segments that
operate solely on the device level. Traditionally, different
applications have used different transport-layer ports, and
network appliances could monitor and route traffic based
upon the well-known transmission control protocol (TCP) or
user datagram protocol (UDP) source or destination ports.
For example, hypertext transfer protocol (HTTP) uses TCP
port 80, HTTP secure (HTTPS) uses port 443, and file
transfer protocol (FTP) uses TCP port 21. However, due to
common firewalling restrictions, most applications now use
ports 80 and 443 exclusively, so a mere port-based network
restriction is no longer viable. In addition, merely inspecting
the network traffic to determine characteristics is often not
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an option, as applications increasingly default to using
encryption for all communication.

Various examples of the present disclosure apply the
concept of micro-segmentation to the mobile edge of an
organization’s network. In micro-segmentation, a virtual
network segment can be created for every group of users, or
perhaps even a single user, in an organization. Even further,
different virtual network segments can be created for dif-
ferent applications on a user’s device. These microsegments
can employ software-defined networking in order to route
traffic based upon characteristics of the traffic that go beyond
mere network addresses or port numbers in a packet header.
In this regard, the present disclosure introduces approaches
for interfacing applications on managed mobile devices with
specific virtual network segments using software-defined
networking in an organization’s network. As will be dis-
cussed, VLANs and other approaches can be employed to
interface the endpoint of a VPN tunnel with a software-
defined networking gateway.

With reference to FIG. 1, shown is a networked environ-
ment 100 according to various examples. The networked
environment 100 includes a client device 103, a device
management service 104, a gateway 106, a tunnel endpoint
107, a plurality of network resources 109, a network con-
troller 115, an internal network 118, and an external network
121. Communications between the gateway 106 and the
tunnel endpoint 107 are routed through a plurality of VLLAN's
122. The gateway 106, the device management service 104,
the network resources 109, and the network controller 115
can be coupled to the internal network 118, while the tunnel
endpoint 107 and the client device 103 can be coupled to the
external network 121. Each of the internal network 118 and
the external network 121 can include, for example, wide
area networks (WANSs), local area networks (ILANs), wired
networks, wireless networks, other suitable networks, or any
combination of two or more networks. For example, the
networks can include satellite networks, cable networks,
Ethernet networks, and other types of networks.

The device management service 104, the gateway 106, the
tunnel endpoint 107, the network resources 109, and the
network controller 115, can include, for example, a server
computer, a network device, or any other system providing
computing capabilities. Alternatively, the device manage-
ment service 104, the gateway 106, the tunnel endpoint 107,
the network resources 109, and the network controller 115
can employ multiple computing devices that can be
arranged, for example, in one or more server banks, com-
puter banks, or other arrangements. The computing devices
can be located in a single installation or can be distributed
among many different geographical locations. For example,
the device management service 104, the gateway 106, the
tunnel endpoint 107, the network resources 109, and the
network controller 115 can include multiple computing
devices that together form a hosted computing resource, a
grid computing resource, or any other distributed computing
arrangement.

In some cases, the device management service 104, the
gateway 106, the tunnel endpoint 107, the network resources
109, and the network controller 115 can operate as at least
a portion of an elastic computing resource where the allotted
capacity of processing, network, storage, or other comput-
ing-related resources can vary over time. The device man-
agement service 104, the gateway 106, the tunnel endpoint
107, the network resources 109, and the network controller
115 can also include or be operated as one or more virtu-
alized computer instances. Generally, the device manage-
ment service 104, the gateway 106, the tunnel endpoint 107,
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the network resources 109, and the network controller 115
can be operated in accordance with particular security
protocols such that they are considered trusted computing
environments. The device management service 104, the
gateway 106, the tunnel endpoint 107, the network resources
109, and the network controller 115 can be located remotely
with respect to the client device 103.

The device management service 104 can manage or
oversee the operation of multiple client devices 103. In some
examples, an enterprise, such as one or more companies or
other organizations, can operate the device management
service 104 to oversee or manage the operation of the client
devices 103 of employees, contractors, or other users within
an enterprise environment. In this sense, the client devices
103 can include managed devices that are managed by the
device management service 104.

The client device 103 can be enrolled as a managed device
with the device management service 104 through APIs
provided by the operating system. The enrollment process
can include authentication of a user’s credentials. Upon
authentication of a user’s credentials by the device manage-
ment service 104, the client device 103, using device man-
agement APIs of the operating system, can enroll the client
device 103 as a managed device so that various management
functions can be performed by the device management
service 104.

Examples of management functions can include com-
mands to erase certain data from the client device 103,
commands to install certain applications or application
updates, commands to lock a client device 103 or activate a
display lock feature, a command to remotely perform a
factory reset of the client device 103, or other management
functions. Additionally, data can be securely transmitted
through the secure communications channel to the client
device 103 or applications executed by the client device 103.

Additionally, the operating system of the client device 103
can also provide the ability to create access-restricted stor-
age that is associated with particular applications installed
on the client device 103. Access-restricted storage can be
associated with multiple applications that are installed on the
client device 103 through the secure communications chan-
nel. In some scenarios, applications that are signed by a
common certificate can be provided access to the access-
restricted storage of each other, whereas applications that are
not signed by the certificate do not have access to the
access-restricted storage of other applications. Additionally,
the device management service 104 can transmit data to the
client device 103 over the secure communications channel
that can be stored in the access-restricted storage such that
it is accessible by certain applications and inaccessible to
other applications that are installed on the client device 103.

The device management service 104 can also facilitate
ensuring that client devices 103 that are administered by the
device management service 104 are operating in compliance
with various compliance rules. In one scenario, the device
management service 104 can issue management commands
that instruct a client device 103 to take a particular action
with respect to a compliance rule. For example, if a client
device 103 is designated as lost or stolen, the device
management service 104 can issue a command instructing
the client device 103 to erase data and applications that were
previously sent to the client device 103 through the secure
communications channel or other communication links and
otherwise stored on the client device 103. The device
management service 104 can also obtain data from a third
party computing environment, such as an application, a
security code, authentication token, or other data. As another
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example, if the device management service 104 determines
that a client device 103 has violated a compliance rule with
respect to having unauthorized modifications or unauthor-
ized applications installed on the client device 103, the
device management service 104 can issue a command
instructing the client device 103 to erase data and applica-
tions stored on the client device 103. As a further example,
the device management service 104 can also issue a com-
mand instructing the client device 103 to activate a display
lock of the client device 103 that requires a user to enter a
personal identification number (PIN) in order to use the
client device 103.

The data stored in the management data store 124 and
available to the device management service 104 includes, for
example, authentication data, compliance rules, device data,
and potentially other data. The authentication data can
include data used to verify one or more security credentials
presented by a user for authentication. To this end, secure
certificates can be stored and then be made available to the
client device 103 that has been authenticated in order to
encrypt the secure communications channel and/or for other
functions.

Within the context of an enterprise, compliance rules
include one or more rules that, when violated, can cause the
device management service 104 to issue a management
command. Compliance rules can include a list of unauthor-
ized hardware functions, software functions, or applications
that potentially pose a threat to enterprise data or to the use
of enterprise applications. As noted above, if client device
103 falls out of compliance with one or more compliance
rules, a management command can be transmitted to the
client device 103 instructing the client device 103 to perform
one or more actions specified by the compliance rule.
Alternatively, a compliance rule can also reside on the client
device 103, which can self-enforce compliance rules. The
management data store 124 can also include user account
data. User account data can include information with which
a user account can be authenticated, such as user credentials.
User account data can also include data such as email,
contact, calendar data, documents, files or other data that is
associated with a user account.

Device data can represent data stored in the management
data store 124 that is associated with client devices 103 that
are enrolled with the device management service 104 as
managed devices. Device data can include a unique device
identifier associated with the client device 103, device
policies that are associated with a particular client device
103, status information associated with a particular client
device 103, and other data that facilitates management of the
client device 103 by the device management service 104.
Device data can also include user data that is synchronized
with a particular client device 103. A user account can be
associated with multiple client devices 103. Different client
devices 103 associated with a user account can have differ-
ent user account data stored thereon. For example, a user’s
smartphone can have a certain number of documents or
email messages stored on the device, whereas the user’s
laptop or tablet can have varying amounts of types of user
account data stored on the device.

The tunnel endpoint 107 establishes virtual private net-
work (VPN) tunnels with client devices 103 or specific
applications executing in client devices 103 through the
external network 121 in order to provide the client devices
103 with a secure connection over the external network 121.
A tunnel uses a tunnel header to encapsulate the packets
from one type of protocol in the datagram of a different
protocol. Tunnels in some examples use point-to-point tun-
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neling protocol (PPTP) to encapsulate internet protocol (IP)
packets over a public network, such as the Internet. A tunnel
encrypts the payload of its packets with one or more keys or
secure certificates. This allows packets to be exchanged
between the client device 103 and the tunnel endpoint 107
securely. In some examples, the tunnel endpoint 107 (1)
encapsulates and encrypts packets sent from the gateway
106 to the client device 103 with a tunnel packet header, and
(2) decapsulates tunnel headers from the packets that it
receives from the client device 103, and decrypts these
packets, before forwarding the packets to the gateway 106.

When a client device 103 tries to establish a tunnel
connection with the tunnel endpoint 107, the tunnel endpoint
107 in some examples passes the credential set that it gets
from the client device 103 to the device management service
104 in order to authenticate the request. In authenticating the
credential set, the device management service 104 in some
examples provides one or more mobile device management
(MDM) attributes for the client device 103, the user (of the
client device 103), and/or the application (executing on the
client device 103) requesting the connection.

The tunnel endpoint 107 associates the provided MDM
attribute(s) with the data messages that it subsequently
received from the client device 103 through the established
connection. Also, once the connection is established, the
client device 103 embeds one or more MDM attributes for
the data messages that it sends in the tunnel header in some
embodiments. In some examples, the tunnel endpoint 107
aggregates the MDM attributes that it receives from the
device management service 104 and the client device 103
into one set of MDM attributes that it associates with the
data messages transmitted by the client device 103 through
its connection.

Based on the associated MDM attribute set, for example,
defining characteristics of the client device 103 or client
applications executed thereon, the tunnel endpoint 107 for-
wards the network traffic received from the client device 103
to the gateway 106. In doing so, the tunnel endpoint 107 can
employ a characteristics to VLAN mapping process 125 that
maps these characteristics to specific VLANs of a plurality
of VLANs. The tunnel endpoint 107 uses the identified
VLAN to send the network traffic to the gateway 106. In one
example, an identifier of the VLAN can be specified as a
unique identifier or tag in headers of a stream of Ethernet
frames sent to the gateway 106. This approach can employ
Institute of FElectrical and Electronics Engineers (IEEE)
802.1Q, VLAN Trunking Protocol (VTP), Multiple VLAN
Trunking Protocol, or other standards. In such approaches,
the number of unique VLLANs can be limited to 4096 or
fewer (e.g., based on a 12-bit header field). As an alternative
example, Generic Routing Encapsulation (GRE) tagging can
be employed, which allows for a 32-bit tag in the header, or
over four billion unique identifiers corresponding to
VLANS.

The gateway 106 is configured to provide access to
network resources 109 of the internal network 118 for client
devices 103 through the tunnel endpoint 107. The gateway
106 can be configured to make routing decisions based on
the MDM attribute set, including characteristics of the client
device 103 or client applications executed thereon. In vari-
ous examples of the present disclosure, the gateway 106
receives network traffic from the tunnel endpoint 107
through any of a number of different VLANs 122. The
gateway 106 can be configured to use a VLAN to charac-
teristics mapping process 126 to convert a specific VLAN
identifier to a set of characteristics associated with the MDM
attribute set. Then, based on the characteristics, the gateway
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106 can apply routing rules 127 in determining whether to
forward the network traffic onto the internal network 118.

In various examples, the internal network 118 employs
software-defined networking, where network resources 109
are grouped into microsegments of the internal network 118.
Routing decisions by network hardware of the internal
network 118 can be based on the characteristics of the
network traffic, including the location of the client device
103, the version of the client application, the user’s role in
the organization, or the time (e.g., time in the day, day of the
week, season).

The network resources 109 provide corresponding ser-
vices for client applications. The services can include, for
example, social networking services, email services, voice
communication services, enterprise information manage-
ment services, productivity services, game services, data-
bases, and other services. The network resources 109 can
communicate with the client device 103 over the external
network 121 and the internal network 118 by way of
hypertext transfer protocol (HTTP), simple object access
protocol (SOAP), representational state transfer (REST),
and/or other protocols.

The network controller 115 is executed to control the
gateway 106 and elements within the internal network 118
(e.g., firewalls, routers, bridges, intrusion detection systems,
network address translation systems, port address translation
systems) in order to implement virtual network segments
within the internal network 118 for applications of the client
device 103 to access a particular set of network resources
109. A virtual network segment, or microsegment, can be
established for each set of network resources 109 such that
network traffic from a client application is routable in the
internal network 118 only to an approved set of network
resources 109 and not to other network resources 109. A
given network resource 109 can be accessible through a
plurality of different virtual network segments.

Referring now to FIG. 2A, shown is one example of an
internal network 118 with multiple virtual network segments
203a, 2035, 203¢, which can each be associated with dif-
ferent security groups. In this example, the virtual network
segment 203a includes network resource 109a, network
resource 1095, and network resource 109¢. Virtual network
segment 2035 includes network resources 1094 and 109e.
Virtual network segment 203¢ includes network resources
109a, 1094, and 109/ It is noted that the network resource
109a is accessible through multiple virtual network seg-
ments 203a and 203c. Similarly, the network resource 1094
is accessible through virtual network segments 2035 and
203c. This illustrates that a different combination of
resources can be made available through individual virtual
network segments 203.

Turning now to FIG. 2B, shown is a table describing an
example segmentation of the internal network 118 into
multiple virtual network segments 203. In this example, six
virtual network segments 203 are described, which are
labeled “Compromised,” “Internet Only,” “Intranet Only,”
“Finance,” “R&D,” and “Sales & Support.” Each virtual
network segment 203 is associated with a corresponding
virtual local area network (VLAN) number from 1 to 6, and
a corresponding description for each virtual network seg-
ment 203 is also provided.

Referring back to FIG. 1, the client device 103 can
represent a processor-based system, such as a computer
system, that can be embodied in the form of a desktop
computer, a laptop computer, a personal digital assistant, a
cellular telephone, a smartphone, a set-top box, a music
player, a web pad, a tablet computer system, a game console,
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an electronic book reader, or any other device with like
capability. The client device 103 can include a display 130
that includes, for example, one or more devices such as
liquid crystal display (LCD) displays or other types of
display devices. The client device 103 can also be equipped
with networking capability or networking interfaces, includ-
ing a localized networking or communication capability
such as a near-field communication (NFC) capability, radio-
frequency identifier (RFID) read and/or write capability, a
microphone and/or speaker, or other localized communica-
tion capability.

The client device 103 can execute various applications,
such as a management application 133, a plurality of client
applications 1364 . . . 136N, an operating system 137, and
other applications, services, or processes. The management
application 133 can receive security credentials from a user
and to authenticate with the device management service 104.
Although described as an application, it is understood that
the management application 133 can be an integral compo-
nent of the operating system 137 of the client device 103.

The client applications 136 correspond to a variety of
applications that are employed to access services provided
by the network resources 109. The client applications 136
can include a web view component, whereby the client
applications 136 interact with the network resources 109 to
obtain network content by way of hypertext transfer protocol
(HTTP) requests and responses. Alternatively, the client
applications 136 can communicate with the network
resources 109 using user datagram protocol (UDP), real-
time transport protocol (RTP), and/or other protocols. The
client applications 136 and the management application 133
can individually render a respective user interface 139 upon
the display 130.

In various examples, each client application 136 that is
managed communicates with network resources 109
through a per-application VPN tunnel to the tunnel endpoint
107. This per-application VPN model can be implemented
by the operating system 137, as is the case with IOS, or at
the application level using specific software development
kits (SDKs). In the case of ANDROID, a user-space network
address translation (NAT) can be employed to provide a
per-application VPN model. In one implementation, trans-
port layer security (TLS) is used on top of socket secure
(SOCKS) to provide secure tunneling from the client device
103 to the tunnel endpoint 107.

Turning now to FIG. 3, shown is a sequence diagram 300
illustrating one example of interaction between a client
device 103, a tunnel endpoint 107, a gateway 106, and a
network resource 109. Functionality attributed to each of the
client device 103, the tunnel endpoint 107, the gateway 106,
and the network resource 109 can be implemented in fewer
processes or application or in additional processes or appli-
cations. The separation or segmentation of functionality as
discussed herein is presented for illustrative purposes only.

Beginning with step 303, a client application 136
executed by a client device 103 sends network traffic to a
destination network resource 109. Because the client appli-
cation 136 is a managed application, the network traffic can
be routed to the tunnel endpoint 107 over the external
network 121 using a per-application VPN tunnel.

At step 306, the tunnel endpoint 107 identifies one or
more characteristics associated with the received network
traffic. The characteristics can pertain to the client applica-
tion 136 and/or the client device 103. At step 309, the tunnel
endpoint 107 selects a particular VLAN 122 based at least
in part on the characteristics using the characteristics to
VLAN mapping process 125. At step 312, the tunnel end-
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point 107 forwards the network traffic to the gateway 106
using the selected VLAN 122.

At step 315, the gateway 106 identifies the VLAN 122
through which the network traffic is received. At step 318,
the gateway 106 identifies the characteristics corresponding
to the VLAN 122, for example, using the VL AN to char-
acteristics mapping process 126. At step 321, the gateway
106 confirms whether the client application 136 has permis-
sion to access the requested destination network resource
109. In so doing, the gateway 106 can compare the charac-
teristics to the routing rules 127 to determine whether
routing traffic to the particular destination network resource
109 is permitted. Assuming that the client application 136
has permission, at step 324, the gateway 106 forwards the
network traffic onto the network resource 109 through the
internal network 118. If permission is denied for the client
application 136, the gateway 106 drops the network traffic
rather than forwarding it.

Moving on to FIG. 4, shown is a flowchart that provides
one example of the operation of a tunnel endpoint 107.
Functionality attributed to the tunnel endpoint 107 can be
implemented in a single process or application or in multiple
processes or applications. The separation or segmentation of
functionality as discussed herein is presented for illustrative
purposes only.

Beginning with step 403, the tunnel endpoint 107 receives
tunneled data from a client application 136 executed by a
client device 103. The tunnel endpoint 107 can decrypt the
tunneled data using one or more keys or secure certificates
as appropriate. At step 406, the tunnel endpoint 107 identi-
fies one or more characteristics of the client application 136
or of the client device 103. For example, the tunnel endpoint
107 can determine a geographic location of the client device
103 (e.g., as reported by a global positioning system (GPS)
device in the client device 103), the type or identity of the
client application 136, a version of the client application
136, the operating system 137 of the client device 103, a user
associated with the client device 103, attributes of the user,
or other characteristics.

At step 409, the tunnel endpoint 107 selects a particular
VLAN 122 of a plurality of possible VLANs 122 based at
least in part on the characteristics. This selection can be
driven by a characteristics to VLAN mapping process 125
available to the tunnel endpoint 107. As an example, if the
client application 136 corresponds to a particular social
networking application, a VLAN 122 with an identifier of
“232” can be selected. As another example, if the client
device 103 is in a certain foreign country, a VLAN 122 with
an identifier of “541” can be selected. Network traffic from
different client applications 136 (even on the same client
device 103) can be routed through different VL ANs 122.

At step 412, the tunnel endpoint 107 forwards the network
traffic from the tunneled data to an internal network gateway
106 using the identified VLAN 122. At step 415, the tunnel
endpoint 107 receives response network traffic from the
gateway 106. This response network traffic can correspond
to data generated by or otherwise served by a network
resource 109, such as an internal service. At step 418, the
tunnel endpoint 107 returns the response network traffic to
the client application 136 using the VPN tunnel over the
external network 121. Thereafter, the process can proceed to
completion.

Continuing to FIG. 5, shown is a flowchart that provides
one example of the operation of a gateway 106. Function-
ality attributed to the gateway 106 can be implemented in a
single process or application or in multiple processes or
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applications. The separation or segmentation of functional-
ity as discussed herein is presented for illustrative purposes
only.

Beginning with step 503, the gateway 106 receives net-
work traffic from a tunnel endpoint 107 using a VL AN 122.
The gateway 106 can be configured to receive network
traffic from any of the VLANs 122 used by the tunnel
endpoint 107. At step 506, the gateway 106 identifies the
VLAN 122 through which the network traffic is received. At
step 509, the gateway 106 determines one or more charac-
teristics of the client application 136 and/or the client device
103 that originated the network traffic. These characteristics
can be determined through a VLLAN to characteristics map-
ping process 126 available to the gateway 106.

At step 512, the gateway 106 determines whether the
network traffic is authorized to be forwarded to a virtual
network segment 203 and a destination network resource
109. This determination is made with reference to the
characteristics determined at step 509 and the routing rules
127 available to the gateway 106. For example, network
traffic from a client application 136 that is known to have
security vulnerabilities can be discarded. Similarly, network
traffic from a client device 103 that is physically located
outside of the country can be denied forwarding to certain
network resources 109. If the network traffic is not autho-
rized, the gateway 106 discards the data at step 515. There-
after, the process can proceed to completion. For example,
if a client application 136 authorized to access accounting
group resources attempts to access supplier communication
group resources, the request can be denied.

Alternatively, if the network traffic is authorized, the
gateway 106 forwards the data over the virtual network
segment 203 to the destination network resource 109 at step
518. The gateway 106 can check the characteristics for each
packet of data, or the determination of authorization can be
cached for a given VLAN 122 or flow identifier (e.g., a
combination of source and destination IP addresses and port
numbers). At step 521, the gateway 106 receives response
data from the destination network resource 109. At step 524,
the gateway 106 forwards the response data to the tunnel
endpoint 107. Thereafter, the process can proceed to
completion.

The flowcharts of FIGS. 4 and 5 and the sequence
diagram of FIG. 3 show examples of the functionality and
operation of implementations of components described
herein. The components described herein can be embodied
in hardware, software, or a combination of hardware and
software. If embodied in software, each element can repre-
sent a module of code or a portion of code that includes
program instructions to implement the specified logical
function(s). The program instructions can be embodied in
the form of, for example, source code that includes human-
readable statements written in a programming language or
machine code that includes machine instructions recogniz-
able by a suitable execution system, such as a processor in
a computer system or other system. If embodied in hard-
ware, each element can represent a circuit or a number of
interconnected circuits that implement the specified logical
function(s).

Although the flowcharts and sequence diagram show a
specific order of execution, it is understood that the order of
execution can differ from that which is shown. For example,
the order of execution of two or more elements can be
switched relative to the order shown. Also, two or more
elements shown in succession can be executed concurrently
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or with partial concurrence. Further, in some examples, one
or more of the elements shown in the flowcharts can be
skipped or omitted.

The client device 103, the tunnel endpoint 107, the
gateway 106, the network controller 115, the network
resources 109, the device management service 104, or other
components described herein can include at least one pro-
cessing circuit. Such a processing circuit can include, for
example, one or more processors and one or more storage
devices that are coupled to a local interface. The local
interface can include, for example, a data bus with an
accompanying address/control bus or any other suitable bus
structure.

The one or more storage devices for a processing circuit
can store data or components that are executable by the one
or more processors of the processing circuit. For example,
the client device 103, the tunnel endpoint 107, the gateway
106, the network controller 115, the network resources 109,
the device management service 104, and/or other compo-
nents can be stored in one or more storage devices and be
executable by one or more processors. Also, a data store can
be stored in the one or more storage devices.

The client device 103, the tunnel endpoint 107, the
gateway 106, the network controller 115, the network
resources 109, the device management service 104, and/or
other components described herein can be embodied in the
form of hardware, as software components that are execut-
able by hardware, or as a combination of software and
hardware. If embodied as hardware, the components
described herein can be implemented as a circuit or state
machine that employs any suitable hardware technology.
The hardware technology can include, for example, one or
more microprocessors, discrete logic circuits having logic
gates for implementing various logic functions upon an
application of one or more data signals, application specific
integrated circuits (ASICs) having appropriate logic gates,
programmable logic devices (e.g., field-programmable gate
array (FPGAs), and complex programmable logic devices
(CPLDs)).

Also, one or more or more of the components described
herein that include software or program instructions can be
embodied in any non-transitory computer-readable medium
for use by or in connection with an instruction execution
system such as, a processor in a computer system or other
system. The computer-readable medium can contain, store,
and/or maintain the software or program instructions for use
by or in connection with the instruction execution system.

A computer-readable medium can include a physical
media, such as, magnetic, optical, semiconductor, and/or
other suitable media. Examples of a suitable computer-
readable media include, but are not limited to, solid-state
drives, magnetic drives, or flash memory. Further, any logic
or component described herein can be implemented and
structured in a variety of ways. For example, one or more
components described can be implemented as modules or
components of a single application. Further, one or more
components described herein can be executed in one com-
puting device or by using multiple computing devices.

It is emphasized that the above-described examples of the
present disclosure are merely examples of implementations
to set forth for a clear understanding of the principles of the
disclosure. Many variations and modifications can be made
to the above-described examples without departing substan-
tially from the spirit and principles of the disclosure. All
such modifications and variations are intended to be
included herein within the scope of this disclosure.
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Therefore, the following is claimed:

1. A system, comprising:

at least one computing device; and

a tunnel endpoint executable by the at least one comput-

ing device, the tunnel endpoint configured to cause the

at least one computing device to at least:

receive, through an application-specific virtual private
network tunnel, network traffic sent by a client
application executed by a mobile device;

identify at least one characteristic of the client appli-
cation from a set of one or more mobile device
management attributes provided to the tunnel end-
point by a device management service;

select a particular virtual local area network of a
plurality of virtual local area networks based at least
in part on the at least one characteristic;

forward the network traffic to an internal network
gateway of an organization using the particular vir-
tual local area network;

receive response network traffic from the internal net-
work gateway using the particular virtual local area
network; and

return the response network traffic to the client appli-
cation through the application-specific virtual private
network tunnel.

2. The system of claim 1, wherein the particular virtual
local area network is selected further based at least in part on
a geographic location of the mobile device.

3. The system of claim 1, wherein the at least one
characteristic includes a version of the client application,
and the particular virtual local area network is selected based
at least in part on the version of the client application.

4. The system of claim 1, wherein the client application is
managed by the organization.

5. The system of claim 1, wherein when executed the
tunnel endpoint is further configured to cause the at least one
computing device to at least:

receive, through another application-specific virtual pri-

vate network tunnel, other network traffic sent by a
different client application executed by the mobile
device; and

forward the other network traffic to the internal network

gateway using a different virtual local area network of
the plurality of virtual local area networks.

6. The system of claim 1, wherein the internal network
gateway is configured to receive data through each of the
plurality of virtual local area networks.

7. The system of claim 1, wherein when executed the
tunnel endpoint further causes the at least one computing
device to add a unique identifier corresponding to the
particular virtual local area network to headers of a stream
of Ethernet frames corresponding to the network traffic.

8. The system of claim 1, wherein when executed the
tunnel endpoint further causes the at least one computing
device to add a generic routing encapsulation (GRE) header
corresponding to the particular virtual local area network to
a stream of packets corresponding to the network traffic.

9. The system of claim 1, wherein the internal network
gateway is configured to at least:

receive the network traffic from the tunnel endpoint;

identify the particular virtual local area network through

which the network traffic is received,

determine the at least one characteristic corresponding to

the particular local area network; and

determine whether to route the network traffic to a des-

tination based at least in part on the at least one
characteristic.
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10. A method, comprising:

receiving, through an application-specific virtual private
network tunnel, network traffic sent by a client appli-
cation executed by a mobile device;

identifying at least one characteristic of the client appli-

cation from a set of one or more mobile device man-
agement attributes obtained from a device management
service;

selecting a particular virtual local area network of a

plurality of virtual local area networks based at least in
part on the at least one characteristic;

forwarding the network traffic to an internal network

gateway of an organization using the particular virtual
local area network;

receiving response network traffic from the internal net-

work gateway using the particular virtual local area
network; and

returning the response network traffic to the client appli-

cation through the application-specific virtual private
network tunnel.

11. The method of claim 10, wherein the particular virtual
local area network is selected further based at least in part on
a geographic location of the mobile device.

12. The method of claim 10, wherein the at least one
characteristic includes a version of the client application,
and the particular virtual local area network is selected based
at least in part on the version of the client application.

13. The method of claim 10, further comprising:

receiving, through another application-specific virtual pri-

vate network tunnel, other network traffic sent by a
different client application executed by the mobile
device; and

forwarding the other network traffic to the internal net-

work gateway using a different virtual local area net-
work of the plurality of virtual local area networks.

14. The method of claim 10, further comprising:

receiving, through another application-specific virtual pri-

vate network tunnel, other network traffic sent by
another instance of the client application executed by a
different mobile device; and

forwarding the other network traffic to the internal net-

work gateway using a different virtual local area net-
work of the plurality of virtual local area networks.

15. A non-transitory computer-readable medium storing
instructions that when executed by at least one computing
device causes the at least one computing device to at least:

receive, through an application-specific virtual private

network tunnel, network traffic sent by a client appli-
cation executed by a mobile device;
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identify at least one characteristic of the client application
from a set of one or more mobile device management
attributes obtained from a device management service;

select a particular virtual local area network of a plurality
of virtual local area networks based at least in part on
the at least one characteristic;

forward the network traffic to an internal network gateway
of an organization using the particular virtual local area
network;

receive response network traffic from the internal network
gateway using the particular virtual local area network;
and

return the response network traffic to the client application
through the application-specific virtual private network
tunnel.

16. The non-transitory computer-readable medium of

claim 15, wherein the particular virtual local area network is
selected further based at least in part on a geographic
location of the mobile device.

17. The non-transitory computer-readable medium of

claim 15, wherein the at least one characteristic includes a
version of the client application, and the particular virtual
local area network is selected based at least in part on the
version of the client application.

18. The non-transitory computer-readable medium of

claim 15, wherein when executed the instructions further
cause the at least one computing device to at least:

receive, through another application-specific virtual pri-
vate network tunnel, other network traffic sent by a
different client application executed by the mobile
device; and

forward the other network traffic to the internal network
gateway using a different virtual local area network of
the plurality of virtual local area networks.

19. The non-transitory computer-readable medium of

claim 15, wherein when executed the instructions further
cause the at least one computing device to add a unique
identifier corresponding to the particular virtual local area
network to headers of a stream of Ethernet frames corre-
sponding to the network traffic.

20. The non-transitory computer-readable medium of

claim 15, wherein when executed the instructions further
cause the at least one computing device to at least:

obtain a credential set from the mobile device; and

authenticate the credential set with the device manage-
ment service, wherein the set of one or more mobile
device management attributes is obtained from the
device management service in authenticating the cre-
dential set.



