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(57) Abstract: Methods and systems described herein relate
to broadcasting on a wireless channel. An example system
includes a sensor and a transceiver coupled to the sensor, the
transceiver including: an oscillator circuit including a thin-
film bulk acoustic resonator (FBAR), and an antenna. The
system also includes a controller with a processor pro-
grammed to: broadcast, by the antenna, a first data packet on
a wireless channel, where the first data packet is a first pack-
et of a broadcast event; receive, at the antenna, a second data
packet transmitted on the wireless channel, where the second
data packet is a second packet of the broadcast event; and re-
sponsive to receiving the second data packet, perform an ac-
tion associated with the broadcast event; responsive to the
action, transmit, by the antenna, a third data packet on the
wireless channel, where the third data packet is a third pack-
et of the broadcast event.
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BEACON USING AN FBAR-BASED OSCILLATOR

CROSS REFERENCE TO RELATED APPLICATION
{3601} The present application claims priority to U.S. Patent Application serial number
15/064,539, filed on March 8§, 2016, and entitled “Beacon Using an FBAR-based Oscillator,”

which is herein mcorporated by reference as 1f filly set forth i this descuption.

BACKGROUND

{6802} Unless otherwise mdicated herein, the matenials described in this section are not prior
art to the claims in this application and are not admitted to be prior art by tnclusion in this
section.

10683} Portable computing devices, such as personal computers, laptop computers, tablet
computers, smart phones, wearable computers, and countless tvpes of Internet-capable
devices are prevalent in numerous aspects of modem life. For example, it 1s common for a
single consumer to operate a smart phone, a laptop computer, a kevboard, and a mouse,
possibly stmultancously. With increasing consumers of mulitiple portable devices. the demand
for wircless technology continues to play a role n the use of such portable devices. As such,
various forms of wireless technology have evelved to locally connect these portable devices
for numerous applications. One wirgless technology standard for exchanging data between
multiple portable devices is popularly known as Blustooth.

[3804] Bluectooth 1s commoniy used for wirclessly connecting a portable device with one or
more other portable devices over a short range. For example, Bluetooth may be used to

connect a cell phone to a wireless headset, possibly allowing for hands-free use of the phone.
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In some instances, Bluetooth may also be used to connect the cell phone to audio speakers
and a microphone of a motor vehicle, possibly allowing for hands-free use of the phone while
operating the vehicle. Thus, numerous applications have allowed Blustooth to grow as the
standard wire-replacement protocol. In multiple applications, Bloetooth remains particularly

attractive due to its low-cost solutions and protocols designed for low power consumption.

SUMMARY

[6605] In one example, a system is provided. The svstem includes a sensor; a transceiver
coupled to the sensor, the transceiver including: an oscillator circuit comprnsing a thin-film
bulk acoustic resonator (FBAR), and an aotenna; a controller comprising a processor
programmed to: broadcast, by the antenna, a first data packet on a wireless channel, where
the first data packet is a first packet of a broadcast event; receive, at the antenna, a second
data packet transoitted on the wireless channcl, where the second data packet is a second
packet of the broadcast event; and responsive to receiving the second data packet, perform an
action associated with the broadcast event; responsive to the action, transmui, by the antenna,
a third data packet on the wircless channel, where the third data packet is a third packet of the
broadcast event.

[3606] In ancther example, a method 1s provided. The method mmcludes broadcasting, by an
antenna of a transceiver, a first data packet on a wireless channel, where the transceiver
ncludes an oscillator circuit, where the oscillator circuit includes a thin-film bulk acoustic
resonator (FBAR), and where the first data packet 1z a first packet of a broadcast event;

recerving, at the antenna of the transceiver, a second data packet transmitied on the wireless

o
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channel, where the second data packet 15 a second packet of the broadcast event; responsive
to receiving the second data packet, performung an action associated with the broadcast event;
and based on the action, transmitting, by the antenna, a third data packet on the wireless
channel, where the third data packet 1s a third packet of the broadcast event.

[B807] In vet another example, a system is provided. The svstem includes a transceiver
coupled to the sensor, the tramsceiver includes: at least one Pierce oscillator circuit
comprising a thin-film bulk acoustic resonator (FBAR), an antenna; a controlier mcluding a
processor programumed to: broadcast, by the antenna, a first data packet on at least one
wireless channel, where the first data packet s a first packet of a broadcast event; receive, at
the antenna, a second data packet transmitted on the at least one wireless channel, where the
second data packet is a second packet of the broadcast event; responsive to recetving the
second data packet, perform an action associated with the broadcast event; and responsive to
the action, transmit, by the antenna, a third data packet on the at least wircless channel, where
the third data packet is a third packet of the broadcast event.

[6608] These as well as other aspects. advantages, and alternatives, will become apparent to
those of ordinary skill in the art by reading the following detailed description, with reference

where appropriate to the accompanying figures.
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BRIEF DESCRIPTION OF THE FIGURES
{60609} Figure 1 dlustrates computing devices located in proximity 1o a beacon, in accordance
with an example embodiment.
{0818} Figure 2 is a schematic diagram of a transmitter, in accordance with an example
embodiment.
10611} Figure 3 illustrates an advertisement packet, in accordance with an example
embodiment.
[B812] Figure 4A Hustrates an oscillator, in accordance with an example embodiment.
[6613] Figure 4B tlustrates an oscullator, in accordance with an example embodiment,
[0814] Figure SA llustrates an oscillator, in accordance with an example embodiment.
[6615] Figure 5B illustrates an oscillator, in accordance with an example embodiment.
{6616} Figure 6 is a flow diagram of a method, i accordance with an example embodiment.
10617} Figure 7 illustrates a broadcast event, i accordance with an example embodiment.
{3618} Figure 8 illustrates a broadcast event, i accordance with an example embodiment.
[B819] Figure 9 1s a block diagram of a Bluetooth device, n accordance with an example
embodiment.
{0628} Figure 10 1s a block diagram of a computing device, 1n accordance with an example

embodiment.
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DETAILED DESCRIPTION
6021} The following detatled description describes various features and functions of the
disclosed systems and methods with reference to the accompanying figures. In the figures,
similar symbols wentify similar components, unless context dictates otherwise. The
iHustrative system and method embodiments described hercin are not meant to be linuting. It
may be readily understood that certain aspects of the disclosed systems and methods can be
arranged and combined i a wide variety of different configurations, all of which are
contemplated herein,
6022} Note that while the signals described herein are generally referred to as conforming to
the Bhuetooth core specification, one of ordinary skill in the art would understand that the
signals described herein need not conform to the Bluetooth core specification. Also, while the
devices disclosed herein are generally referred to as Bluctooth or Bluctooth Low Energy
devices, one of ordinary skill in the art would understand that the devices disclosed herpin
may be used to generate, transmit, and receive signals that do not conform to the Bluetooth
core specification,
[6023] The terms “advertisement packet,” “advertisement channel,” and “advertisement
event” arc disclosed herein to describe several embodiments. Note that these terms are terms
of art described in the Bluetooth core specification.
i Overview
10624} As noted, Bluetooth continues to grow as the standard wire-replacement protocol, and
remains particularty attractive due to its protocols designed for low power consumption.
Specitically, Bluctooth Low Energy {(BLE), an extension of Bluctooth techunology, mav be

~5-
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attractive n applications where low power consumption may be advantageous.

[6625] In particular, BLE provides protocols for low power devices to communicate with
multiple other devices. For example, consider a device that can be powered by one or more
batteries. Further, consider that the device may be osed in an application where replacing or
recharging the one or more batteries may not be easily achievable. Accordingly, the device
may be a low power device to preserve the charge of its power source. As such, the device
may utilize BLE's protocols for communicating with other devices, such as computing
devices (e.g., phones, laptops, and wearable computing devices). In an example, the low
power device, e.2., a sensor, may ufilize BLE protocols to transmit data (e. g., sensor data) to
a computing device.

{3626} Figure 1 illustrates an example scenario 100 of a device vtilizing BLE protocols. The
BLE protocols may be carried out by a low power deviee 102 (also referred to herem as a
“beacon”), which may include a sensor. More specifically, the beacon 102 may include a
BLE device or module, which may transmit and/or receive a signal 104 according to BLE
protocols. The power source of a BLE device may be one or more batteries. In some
oxamples, the one or more batteries may be the one or more batteries of the beacon 102 n
which the BLE device is incorporated. Further, the beacon 102 may transmii, according to
BLE protocols, the signal 104 to the computing devices 106 and 108, However, it should be
understood that the arrangement for the beacon 102 provided in Figure 1 is for purposes of
tllustration only. For example, the beacon 102 may be included in any device, such as a
phone {(i.e., computing device), a digiial television, a monitor, a tablet computer, wearable

computing devices, and/or a human-interface device, among other possibilities. Further,
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some embodiments, the beacon 102 may transmit a signal 104 to more than or fewer than two
computing devices.

10627} In scenano 100, each of the computing devices 106 and 108 may include a Bluetooth
module, which may perform a Bluetooth scan to scarch for other Bluetooth devices and/or for
signals from Bluetooth devices. In some embodiments, the computing devices 106 and 103
may scan for Bluetooth devices in order to pair with a Bluctooth device that 1s within a range
of the Bluectooth scan of the computing devices. In other embodiments, at least one of the
computing devices 106 and 108 may receive a signal from a Bluetooth deviee without pairing
with the Bluctooth device. For example, at least one of the computing devices may receive a
Bluctooth signal, e.g., signal 104, from the beacon 102 without pairing with the beacon 102.
[3628] Furthermors, scenaric 100 may be a scenanio where low power consumption by the
beacon 102 1s desirable. For example, the power source of the beacon 102 may have limited
charge. In such a scenario, low power consumption by the beacon 102 may be desirable 1o
extend the life of the power source. Generally, the power consumption of a BLE device may
be govemed by the configuration of the BLE device and/or the hardware of the BLE device.
Accordingly, the BLE devices disclosed herein may be described in relation to at least
decreasing power conswmption.

ii. Example Systems and Methods

[B828] Figure 2 schematically illustrates a BLE transmitter 200, according to an example
embodiment. In some embodiments, the BLE transmitter 200 may be included m other
devices as a Bhluetooth module. For mstance, a BLE module may be included m or coupled

with the beacon 102 in scenano 100, A device, such as beacon 102, that mcludes a BLE
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module may be referred to as a “host device.” Accordingly, a BLE module may receive
istructions from a processor and/or a memory of a host device. A controller of a BLE
modile may interface with the host stack of s host device via a Host Controller interface
(HCH). For example, the BLE transmitter 200 may receive a signal via the HCI, which may
wnclude data that may be transmitted by the BLE transmitter 200, In some embodiments, the
host stack and the controller of a BLE module may be vmplemented on different processors,
In other embodiments, the host stack and the controller of a2 BLE module may be
implemented on the same processor.

160306} As illustrated mn Figure 2, the BLE transmitter 200 may include a BLE packetizer 202,
an oscillator 204, a powertrain 210, and an amphifier 206. The BLE {ransmitter 200 may also
include an antenna (not Hlustrated i Figure 2}, These components, as descnbed herein, may
be used to transmit a signal 104 from the BLE transmitter 200. Accordingly, in some
cmbodiments, a BLE module mcludes only BLE transmutter 200, Such a BLE module may
operate solely as a transmitter (also referred to herein as a “broadcaster”™). For instance, n
scenario 100, the beacon 102, using the BLE transmitter 200, may transmit a signal, which
may be received by the computing devices 106 and 108, without pairing with or recciving a
signal from the computing devices.

[3631] In other embodiments, the BLE transmitter 200 may operate as a transmitter of a
transceiver BLE device. A transceiver BLE device may include components that may be used
to transmit and receive a signal. For instance, the transceiver may include, along with the
transmutter 200°s components illustrated in Figure 2, a low-noise amplifier (LNA}), a mixer

{e.g., VQ maxer), a local oscillator (1.0}, a variable gain amphifier, filters {e¢.g., baseband
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filter), and an analog-digital-converter {ADC). The transceiver may also mclude an antenna
that may be used to transmit and receive signals. For instance, in scenario 100, the beacon
102, using a BLE transceiver, may trapsmit a signal, which may be received by the
computing devices 106 and 108. The beacon 102 may also recetve a signal from the
computing devices 106 and 108,

3032} Retuming to Figure 2, the BLE packetizer 202 may receive a signal via the HCL As
explained elsewhere herein, the signal may originate from a processor of a host device.
Further, the received signal may include data that may be mcluded n the signal transmitied
by the BLE transmitter 200. The roceived signal may also imclude data indicative of a
configuration of the BLE meodule. For example, the received signal may include parameters,
such as encryption parameters, modulation parameters, a mode of operation of the BLE
module, packet type, ete. The reccived parameters may be used to configure the BLE module
to gencrate a signal, which may be transmitted by the antenna.

{6833} For mnstance, the signal received via the HCE may be indicative of a mode of operation
of the BLE module. Within examples, the mode of operation may depend on the functionality
of the BLE module. In some embodiments, the functionality of a BLE module mav be
predetermined and fixed, as the BLE module may be used in a single application. In other
instances, a user may provide an input indicative of the mode of operation to the host
computing device. In particular, the user may provide an nput to an input/output function of
the computing device, possibly a graphical user-interface (GUI), to specify the mode of
operation.

[6634] In embodiments, a mode of operation of the BLE module may be an adverising mode

0.
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in which a BLE advertising protocol is used to periodically broadcast data packets referred to
as advertising packets (also referred to herein as “advertisement packets”™). The advertising
packets may carry data indicative of the BLE module {e.g., a unique identifier). Alternatively
or additionally, advertising packets may carry data imdicative of or mformation from the host
device. For example, the host device may use advertising packets to “advertise™ its presence,
possibly to “pait” or connect with another device.

{6835} In ancther example, a BLE module may use advertising packets to advertise data,
such as geographical data, which may have been stored in a memory of its host device. In an
exaraple, the beacon 102 may be used in scenario 100 as a location beacon. Thus, the beacon
102 may use a BLE moduke to broadcast a signal that may provide one of the computing
devices with precise geographical mformation. In vet other examples, a BLE module may be
used to transmit advertising packets, which may include data that may have been collected by
the host device. For cxample, the advertising packets may include meteorological data
gathered by a sensor on the host device.

[6636] Furthermore, in some instances, the mode of operation of a BLE module may affect
its power consumption. For example, a BLE module may decrease s power consumption by
using advertising protocols. Advertising protocols may maintain the low power consumption
of a BLE module by periodically broadcasting a signal during certaim time intervals. During
time intervals when a BLE module 1s not broadcasting a signal, the BLE module may idle in
a standby mode. Altematively, the BLE module may turn off. Accordingly, by tuming on
only when transmitting a signal in an active transmit mode, a BLE module may decrease its

power consumption, which may be advantageous for devices with a finite power source. As
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such, advertising protocols are designed to allow a BLE module to advertise data to one or
more computing devices while maintaining the low power consumption.

108637} Furthermore, BLE protocols include different types of advertising packets. The
advertising packet type may at least specify a configuration of a BLE module. For instance,
the advertising packet tvpe may specify whether the BLE module is connectable and/or
scannable. A connectable BLE module may pair with another Bluetooth device, and a
scannable BLE module may transmit a data packet in response to receiving a scan request
from another Bluetooth device. Furthermore, an advertising packet may be a directed packet.
A directed packet may include a BLE module’s address and the receiver device’s address,
whereas an undirected packet may not be directed toward a particular receiver.

[3638] In some embodiments, a BLE module may include only the BLE transmitter 200 and,
therefore, mav not be able to operate im a connectable configuration. Furthermore, the
transmitter 200 may not be able to receive scan requests from other Bluetooth devices.
Accordingly, in some cmbodiments, a BLE module mav operate in a non-connectable and
non-scannable configuration in order to decrease power consumption. However, m other
embodiments, a BLE module mayv include a transceiver. In such embodiments, the BLE
moditle may operate in a connectable and/or a scannable configuration.

[3639] There can be other advantages to the BLE advertising protocols in addition to low
power consumption of a BLE module operating 1n accordance with advertising protocols. For
cxample, in scenario 100, the computing devices 106 and 108 may discover Bluctooth
devices located near the computing device faster (and consuming less energy) using

advertising protocols than by using other protocols. As described elsewhere herein,
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advertising protocols may use three fixed chammels of a wireless spectrum, e.g., the 2.4 GHz
wirgless spectrum. Thus, the computing devices 106 and 108 may detect other Bluetooth
devices by only scanning the three fixed channels, rather than scanning a broad wireless
spectrum, which may allow for receiving and sending BLE advertisement packets faster than
other protocois.

3040} Retuming to Figure 2, the BLE packetizer 202 may use the data included m the signal
received via the HCI to generate a data signal, which may include one or more data packets.
Accordingly, the BLE packetizer 202 may receive instructions to gencrate a data signal
including one or more data packets according to the advertising protocol. Further, the
instructions may detail the type of advertising packet to broadcast. For instance, as explained
above, the type of advertising packet may determine whether a BLE module is connectable
and/or scannable, and/or whether the packet is directed. In an example, the BLE packetizer
202 may receive data indicative of instructions to generate a data signal that includes a non-
connectable, non-scannable, and undirected advertising packet. In ancther example, the BLE
packetizer 202 may receive data indicative of insfructions to generate a data signal that
includes a scannable and undirected advertising packet.

10641} Figure 3 illustrates an example advertising packet. In particular, an advertising packet
300 may, for example, take the form of any advertising packets described above in relation to
the Figure 1. In some additional embodiments, a Bluctooth tag or a BLE module may
communicate the advertisement packet 300. As shown in Figure 3, advertising packet 300
may include preamble 302, access address 304, pavioad data unit (PDU) 306 with 2 to 39

bytes, and cvclic redundancy check (CRC) 308,
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16042} In addition, PDU 306 may mclade header 310 and advertisement paviocad 312 with 6
to 37 bvies. Further, advertisement payioad 312 may include header 314, MAC address 316,
and advertisement data 318 with up to 31 bytes. In an example, the 31 byte space may
contain sensor data that may be communicated via the advertisement packet. The header 314
mayv include a tvpe of the PDU 306. The type of PDU 306 may speafy the type of the
advertiscruent packet. As explained above, the advertisement packet type may be a non-
connectable, scannable, and undirected packet type.

[6643] Returning to Figure 2, the oscillator 204 may generate an RF carrier signal that may
carry the data signal gencrated by the BLE packetizer 202, The RF signal carrving the data
may then be broadcast by an antenna. As illustrated in Figure 2, the oscillator 204 may be a
free-running oscillator, which may be used to directly generate an RF carrier signal. Thus, a
frec-running oscillator may replace a frequency synthesizer {e. g, Phase Locked Loop (PLL)
gynthesizer) to generate an RF camier signal. Using a free~running oscillator may result in
considerable power savings as compared to using a frequency synthesizer, which may be
advantageous for low power devices.

16044} Further, both the twm-on time for the frequeney syathesizer to lock to its frequency
reference and the turn-on time of is frequency reference circuit may be significant compared
to the packet duration. Therefore, the tum-on time {(fe., the time to go from sleep mode to
active transmit mode) for a transmitter using a frequency synthesizer may be greater than a
transmitter using a frec-running oscillator. A longer turn-on time may result in greater power
dissipation. Accordingly, using the free-runming oscillator, which may have a reduced tum-on

time compared to a frequency synthesizer, may result i further power savings.



WO 2017/156168 PCT/US2017/021423

[0845] The free-running oscillator may directly generate the RF carnier signal, which may
have a frequency within a wireless spectrum, e.g., the 2.4 GHz wireless spectrum. Within
examples, the free-ninning oscillator may directly generate an RBF carrier signal that has a
frequency of one of the three channels in the 2.4 GHz band that are allocated to BLE
advertising protocols according to Bluectooth specifications. The three “advertisement
chaonels” are specified as 1 MHz wide channels with frequencics of 2.402 GHz, 2.480 GHz,
and 2.426 GHz.

[6646] Note that the example oscillator provided in Figwre 2 and the accompanying
description herein is for illustrative purposes only and should not be considered himiting. For
instance, the transmitier 200 may imclude more than one free-running oscillator. In an
example, the BLE transmitter 200 may include three free-ronning oscillators, each of which
mayv be used to generate a carrier signal at a frequency of the three BLE channels. In such
cxamples, the BLE transmitter 200 may unilize methods such as multichanne! transmission
and frequency hopping.

[6647] Within examples, the free-running oscillatior 204 may include a Pierce oscillator
circuit or a Colpitis oscillator circuit. The oscillator 204 may include a transistor, a biasing
resistor, capacitors, and a resonator. The resonator, which may be located off of the IC of the
BLE transmitter 200, may be used as a filter to filter the oscillation frequency. Further, the
total capacitance of the capacitors in the oscillator 204, as seen by the resonator, may be
referred to as the “load capacitance.” The load capacitance may affect how far the oscillator
relative to the desired resonant frequency. Accordingly, selectively

loop is resonating

o0

choosing the resonator, which may have a specific load capacitance requirement, may
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determine the oscillation freguency.

[6648] Within examples, the resonator in the oscillator 204 may be a thin-film bulk acoustic
resonator (FBAR). An FBAR resonator may inchude a piezoelectric thin film between two
metal layers. FBAR resonators are high-(3 resonators that may have a stable and a low phase-
noise center frequency, which mayv be the oscillation frequency. Within examples, FBAR
resonators may have a Q of several hundred. In other examples, FBAR resonators may have
an {(unloaded} Q of over two thousand. Further, temperature compensation may be used to
maintain the center frequency of the FBAR resonator at the frequency of the wucless
channel.

13649} Note that the example resonator discussed above is for Hustrative purposes only and
should not be considered limiting. For instance, the resonator may be any resonator that may
be a high frequency resonator, which may provide an oscillation frequency with a stability
and an accuracy that may mect Bluetooth standards. In other examples, the resonator may be
a crystal resonator. In yet ancther example, the resonator may be a quartz resonator.

[6656] As noted above, the RF carrier signal generated by the oscillator 204 may be used to
carry the data signal generated by the BLE packetizer 202. More specifically, the data signal
generated by the BLE packetizer 202 may act as a tuning ¢ode, which may have a specific
symbol rate. Further, the tuning code may be used to directly modulate the RF carrier signal.
Accordingly, the modulated RF carmer signal may carry the data signal generated by the BLE
packetizer 202, Within examples, the tuning code may modulate the RF carrier signal
according to at least BLE protocols.

[6651] For instance, BLE protocols specify using Gaussian Frequency Shift Keying (GFSK)
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as the modulation scheme to modulate the RF carrier signal. Accordingly, the toning code
may be used to modulate the RF carrier signal to two different frequencies of the same
advertising channel according to GFSK. Additionally and/or alternatively, the tuning code
mayv be used to modelate the RF carrier signal to two different frequencies of the same
adverising channel according to Binary Frequency Shitt Keving (BFSK). The oscillator 204
may include a bank of switched capacitors, which may be used to adjust the load capacitance
of the oscillator 204, As explained above, adjusting the load capacitance of the oscillator 204
may adjust the osciliation frequency. The digital data signal, indicative of digital “0” and “1,7
may be used to modify the load capacitance of the oscillator 204, such that the oscillator 204
may generate a modulated signal of two frequencies, one of which corresponds to digital “07
and the other to digital “1.7

[B852] The modulated RF signal, carryving the data signal, may be transmitied to a class-D
power amplificr 206 as illustrated in Figure 2. However, also note that at least a portion of the
modulated signal may be transmitted to a prescaler 208, The prescaler 208 may scale the
signal and provide the scaled signal to the BLE packetizer 202, where it may be used as a
clock source. For instance, the prescaler 208 may scale down the 2.48 GHz signal toa 1 MHz
or 8 MHz cignal. By using a portion of the carrier signal as a clock source for the BLE
packetizer 202, there may be no need for a separate timing source for the BLE packetizer
202, thereby further increasing power savings.

{0853} Furthermore, as illustrated in Figure 2, the modulated RF carmrier signal may be
amplified using the class-D power amphifier 206, The amplificd signal may then be

transmitted to the antenna {(represented as “RE” in Figure 2) where it may be broadcast over
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the air. As explained above, 1in some embodiments, a BLE module may be operating in an
advertising mode, which wmvolves the BLE module penodically transmitting advertismg
packets. Accordingly, the broadeast RY signal may mclude advertisement packets, which may
be received by one or more Bluetooth devices.

[3054] A BLE module may be powered by the powertrain 210. The powertrain may include a
low dropout regulator (LD(O) 228, a power on reset (PoR) 222, a bandgap voltage reference
{Bandgap) 226, and a real time clock (RTC) 224 Note that the RTC 224 may have a low
frequency and may operate without a crystal reference, as the BLE packetizer 202 may use a
signal from the osciliator 204 as explained above.

{3055] Figures 4A and 4B illustrate example oscillator circuits for use in a BLE module. For
example, the example oscillator circuits depicted in Figures 4A and 4B may serve as
oscillator 204 in the BLE transnutter 200 depicted in Figure 2, which may or may not operate
in the connectable configuration {e.g., capablc of pairing with another Bluctooth device)
and/or the scannable configuration {e.g., broadcasting an advertising packet in response to
receiving a scan reguest from another Bluetooth device).

16036} In particular, Figure 4A illustrates a Pierce oscillator circuit 400. The Pierce oscillator
circuit 400 may include a resonator 402, a transistor 404, capacitors €1 406 and €2 408, and a
biasing resistor 410, As discussed above with respect to Figure 2, the resonator 402 may be
an FBAR resonator that osciliates at an RF frequency. In other examples, the resonator may
be any resonator that may be a high frequency resonator, which may provide an oscillation

frequency with a stability and an accuracy that may meet Bluetooth standards, such as a

o

¢

crvstal resonator. While the transistor 404 1s depicted m Figure 4A as a metal-oxide-
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semiconductor ficld-effect transistor (MOSFET), the transistor 404 may be any type of
amplifving transistor. In some cxamples, the transistor 404 may nclude more than one
transistor and/or may take the form of an operational amplificr.

[B657] As depicted in Figure 4A, a Pierce oscillator circuit includes a pi-network feedback
circuit arrangement. In this arrangement, one terminal of the resonator 402 1s connected to
capacitor 1 406, and the other terminal of the resonator 402 is connected to capacitor (2
408, while capacitors €5 406 and ¢y 408 are coupled to ground. In operation, the FBAR
resonator 402 may appear mductive at frequencies different from 1ts resonant frequency, and
the oscillation frequency of the FBAR resonator 402 may be adjusted by varying its load
capacitance. Accordingly, by varying the capacitance of capacitors €1 406 and C; 408 the
load capacitance of the FBAR resonator 402 may be varied, and, consequently, the oscillation
frequency of the Pierce oscillator circuit 400 may be varied as well.

[G058] As noted above with respect to Figure 2, the data signal generated by the BLE
packetizer 202 may act as a tuning code that may be used to directly modulate an RF signal
generated by the Pierce oscillator circwit 400, such that the modulated RF signal may carry
the data signal generated by the BLE packetizer 202, Within examples, the tuning code may
modulate the RF signal generated by the Pierce oscillator circuit 400 according to at least
BLE protocols.

[B8539] For instance, the tuning code may be used to modulate the RF signal to two ditferent
frequencies of the same advertising chaonel according to GFSK. Additionally andfor
alternatively, the tuning code may be used to modelate the RF signal to two different

frequencies of the same advertising channel according to BFSK. In some examples, the
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capacitors C1 406 and Cz 408 may include a bank of switched capacitors, which may be used
to adjust the load capacitance of the FBAR resonator 402. As explained above, adjusting the
load capacitance of the FBAR resonator 402 may adjust the oscillation frequency of the
Pierce oscillator circut 400, The digital data signal, mdicative of digital *0” and “1,” may be
used to modify the load capacitance of the FBAR resonator 402, such that the Pierce
oscillator circuit 400 may geverate a modulated signal of two trequencics, one of which
corresponds to digital 07 and the other to digital “1.7

16060} Figure 4B illustrates a Colpitts oscillator circuit 420. Similar to the Pierce oscillator
circuit 400, the Colpitts oscillator circuit 420 may include a resonator 422, a transistor 424,
capacitors 1 426 and €2 428, and a biasing resistor 430, As discussed above with respect to
Figure 2, the resonator 422 may be an FBAR resonator that oscillates at an RF frequeney. In
other examples, the resonator may be any resonator that may be a high frequency resonator,
which may provide an oscillation frequency with a stability and an accuracy that may mect
Bluctooth standards. such as a crystal resonator. While the transistor 424 is depicted in Figure
48 as a MOSFET, the transistor 424 may be any type of amphifying transistor. In some
cxaraples, the transistor 424 may include more than one transistor and/or may take the form
of an operational amplifier.

[3661] As depicted in Figure 4B, a Colpitts oscillator circuit 420 mncludes a capacitive
voliage divider feedback circuit arrangement. In this arrangement, capacitors Ci 426 and 2
428 are coupled in serics to form a voltage divider. One terminal of the resonator 422 is
connecied to the transistor 424, and the other terminal of the resonator 422 1s connected to

ground. In operation, the FBAR resonator 422 may appear inductive at frequencies different
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from its resonant frequency, and the oscillation freqacncy of the FBAR resonator 422 may be
adjusted by varving s load capacitance. Accordingly, by varyving the capacitance of
capacitors {1 426 and (2 428 the load capacitance of the FBAR resonator 422 may be varied,
and, consequently, the oscillation frequency of the Colpitts oscillator circait 420 may be
varied as well.

3062} As noted above with respect to Figure 2, the data signal generated by the BLE
packetizer 202 may act as a tuning code that may be used to directly modulate an RF signal
generated by the Colpitts oscillator circuit 420, such that the modulated RF signal may carry
the data signal generated by the BLE packetizer 202, Within cxamples, the tuning code may
modulate the RF signal generated by the Colpitts oscillator circuit 420 according to at least
BLE protocols.

[3863] For instance, the tuning code may be used to modulate the RF signal to two ditferent
frequencies of the samce advertising chaonel according to GFSK. Additionally and/or
alernatively, the tuning code may be used to modulate the RF signal to two different
frequencies of the same advertising channel according to BFSK. In some examples, the
capacitors C1 426 and C2 428 may include a bank of switched capacitors, which may be used
to adjust the load capacitance of the FBAR resonator 422, As explained above, adjusting the
load capacitance of the FBAR resonator 422 may adjust the oscillation frequency of the
Colpitts oscillator circuit 420. The digital data signal, indicative of digital “07 and “1,” may
be used to modify the load capacitance of the FBAR resonator 422, such that the Colpitis
oscillator circuif 420 may gencrate a modulated signal of two frequencies, one of which

corresponds to digital “07 and the other to digital 1.7
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[0864] Note that the example oscillator circuits provided in Figures 4A and 4B and the
accompanving description herein is for illustrative purposes only and should not be
considered limiting. For instance, the oscillator circwits may inclode additional and/or
altermative components than depicted. Further, Pierce and Colpitts oscillator circuits may take
various forms, and the BLE devices described herein should not be limited to the depicted
oscillator circutt configurations. For example, in some cmbodiments, the Colpitts oscillator
circuit 420 may include a bipolar junction transistor {BJT) arranged in a common base
configuration.

[0665] In some cxamples, an oscillator, such as oscillator 204 of BLE transmitter 200
depicted in Figure 2, may include three Pierce oscillator circuits 400, cach of which may be
used to generate a carrier signal at a frequency of one of the three BLE channels. In some
examples, an oscillator, such as oscillator 204 of BLE transmitter 200 depicted i Figure 2,
may include three Colpitts oscillator circuits 420, cach of which may be used to generate a
carrier signal at a frequency of onc of the three BLE channels.

[6666] Stll in other examples where the BLE transmitter 200 includes more than one of the
Picree ascillator circuits 400 or Colpitts oscillator circuits 420, the BLE transmitier 200 may
employ time division multiplexing (TDM} to modulate the RF carrier signals generated by
the Pierce oscillator circuits 400 or Colpitts oscillator circuits 420 to carry the data signal
generated by the BLE packetizer 202, In this manner, the data signal generated by the BLE
packetizer 202 may be carried on a first R¥ signal {e.g., a 2.402 GHz signal) for a given
amount of time, then carned on a second RFE signal {e.2., a 2.480 GHz signal} for a given

amount of time, and then carried on a thurd RF signal (e.g., a 2.426 GHz signal) for a given
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amount of time. Note that, in some examples, TDM may be used to carry the data signal on
more or fewer than three R signals.

10867) As noted, reducing the size and power consumption of a BLE module allows for
longer operation and more versatile applications and/or uses. Accordingly, it may be
advantageous to generate multiple carrier signals with a single oscillator circust. Figures 5A
and 5B depict example oscillator circuits that produce multiple carricr signals for use in a
BLE device. In some examples, the oscaillator circuits depicted in Figures 5A and 3B may
serve as oscillator 204 n the BLE transmitier 200 depicied in Figure 2, which may or may
not operate in the connectable configuration {e.g., capable of pairing with another Bluctooth
device} and/or the scannable configuration (e.g., broadcasting an advertising packet n
response to receiving a scan request from another Bhuetooth device}.

[B868] Figure 5A illustrates a Pierce oscillator circuit 500, Like the Pierce oscillator circuit
400 depicted 1 Figure 4A, Picrce oscillator circuit 500 may include a transistor 504,
capacitors {1 506 and C: 508, and a biasing resistor 510. However, rather than including a
single resonator, the Pierce oscillator circuit 500 may mchude a number of resonators 502.
The resonators 502 may be FBAR resonators or high frequency resonator that may provide an
oscillation frequency with a stabibity and an accuracy that may meet Bloctooth standards,
such as crystal resonators.

3069} As depicted in Figure 5A, the Pierce oscillator circurt 500 mcludes three resonators
502. Each of the three resonators 502 may respectively oscillate at one of the frequencies of
the three BLE channels. Note that, in other examples, the Pierce oscillator circuit 500 may

include more or fewer than three resonators, and the resonators may oscillate at varous
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frequencies.

16078} In operation, a switch 512 may toggle between terminals of the resonators 502, such
that onlv one of the resonators 502 is connected to the Pierce oscillator circuit 5060 at any
given time. As illustrated in Figure 5A, the switch 512 may connect a terminal on one side of
the resonators 502 to capacitor C1 306 while the terminals on the other side of the resonators
remain coupled to capacitor C2 308 In another cxample, the switch 512 may connect a
terminal on one side of the resonators 502 to capacitor C: 508 while the terminals on the
other side of the resonators remain coupled to capacitor C1 306, In another example, the
switch 512 may connect a terminal on one side of the resonators 502 to capacitor C1 506 and
a terminal on the other side of the resonators 302 to capacitor 7 508, The switch 512 may
have a low resistance to minimize power loss and performance degradation of the Pierce
oscillator circuit 500, Further, the switch 312 mayv have a low capacitance to minimize
capacitive loading of the resonators 502,

{6871} In some examples, a BLE module, such as the BLE transmitter 200 ilustrated in
Figure 2, may employ time division multipleximg when toggling the switch 512, In this
manner, the Picree oscillator cirenit 300 may gencrate a fust RE signal with one of the
resonators 502 for a given period of time, a sccond RF signal with another one of the
resonators 502 for a given period of time, and a third RF signal with vet another one of the
resonators 502 for a given period of time. In some examples, each of these three RF signals
may have a respective frequency within the three respactive BLE channels. Further, cach of
these RF signals may be modulated by the data signal generated by the BLE packetizer 202,

amplified by the amplifier 206, and broadcast over the air. In other examples, time division
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multiplexing may be used similarly to select between more or fewer than three RY signals.

[6672] Figure 5B illustraies a Colpitts osciilator circuit 520. Like the Colpitis oscillator
circuit 420 depicted in Figure 4B, Colpitts oscillator circuit 520 may inchude a transistor 524,
capacttors Ci 526 and 2 328, and a biasing resistor 530, However, rather than including a

mgle resonator, the Colpitts oscillator cirenit 520 may include a number of resonators 522

154

The resonators 322 may be FBAR resonators or high frequency resonator that may provide an
oscillation frequency with a stability and an accuracy that may meet Bluctooth standards,
such as crystal resonators.

16073 As depicted in Figure 3B, the Colpitts oscillator circutt 520 ncludes three resonators
522. Each of the three resonators 322 may respectively oscillate at one of the frequencies of
the three BLE channels. In some examples, the Colpitts oscillator circuit 520 may inclade
more or fewer than three resonators, and the resonators may oscillate at various frequencics.
3074} in operation, a switch 532 mav toggle between ternunals of the resonators 522, such
that only one of the resonators 522 is connected to the Colpitts oscillator circuit 520 at any
given time. As illustrated in Figure 3B, the switch 532 may connect a terminal on one side of
the resonators 522 to the transistor 524 while the terminals on the other side of the resonators
remain coupled to ground. In another example, the switch 532 may connect a terminal on one
side of the resonators 522 to ground while the terminals on the other side of the resonators
remain coupled to the transistor 524, In another example, the switch 332 may connect a
terminal on one side of the resonators 522 to the transistor 524 and a terminal on the other
side of the resonators 522 to ground. The switch 532 may have a low resistance (o minimize

power loss and performance degradation of the Colpitts oscillator circuit 520, Further, the
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switch 332 may have a low capacitance to minimize capacitive loading of the resonators 522.
[6675] In some examples, a BLE module, such as the BLE transmitter 200 illustrated in
Figure 2, may employ time division multiplexing when toggling the switch 532, In this
manner, the Colpitts oscillator circuit 520 may generate a first RF signal with one of the
resonators 522 for a given period of time, a second RF signal with another one of the
resonators 522 for a given period of time, and a third RF signal with vet another one of the
resonators 522 for a given period of time. In some examples, cach of these threc RF signals
may have a respective frequency within the three respective BLE channels. Further, each of
these RF signals may be modulated by the data signal generated by the BLE packetizer 202,
amplified by the amplifier 206, and broadcast over the air. In other examples, time division
multiplexing may be used similarly to scloct between more or fower than three RF signals.
[B876] As noted previously, the resonator or resonators of the oscillator 204 may be Jocated
on a separate 1C from the oscillator 204, In order to further reduce the size of a BLE module,
multiple resonators may be fabricated on a single die.

[6677} Figure 6 illustrates a flow diagram of a method 600 for broadcasting an advertisement
gvent on a wireless channel, according to an example embodiment. In particular, the method
600 of Figure 6 may be carried out or implemented by one or more of devices, such as the
Blustooth devices described herein. For example, the method 600 may be carried out by the
beacon 102 in Figure 1 to communicate with computing devices 106 and 108. The beacon
102 may include a BLE transceiver that includes the BLE transmitter 200. In some examples,
the beacon 102 may also mclude a sensor. Within examples, the oscillator circuit of the BLE

transmitter 200 may be one or more of the oscillator circuits described in relation to Figures
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44, 4B, SA, and 5B. Accordingly, one or more Pierce oscillator circuifs with ong or more
FBAR resonators, or one or more Colpitts oscillator circuits with one or more FBAR
resonators, may directly generate the BRF signals.

[3678] Further, the method 600 may include one or more steps, processes, and/or functions as
illustrated by one or more of blocks 602 through 608, Although the blocks are lustrated in a
sequential order, a number of these blocks may also be performed simuliancously and/orin a
different order than those dhustrated. Also, the varous blocks may be combingd mto fower
blocks, divided mito additional blocks, and/or removed based upon specific implementations.
Also, although the method 600 is described hercin as being carried out by a BLE beacon
using BLE protocols, the method may alse be carried out by other devices using other
protocols.

[B879] At block 602, the method 600 includes broadcasting, by an antenna of a transceiver, a
first data packet on a wircless channel. The transceiver may be a BLE module of a host
device, such as the beacon 102, In such an embodiment, a controtler of the transceiver may
recetve a signal from the host stack of the beacon 102, For example, the controller may
recetve a signal from the host stack via an HCI. The received signal may be indicative of a
configuration of the beacon 102 and may include data that may be included in a first data
packet that the beacon 102 generates.

[B886] in an embodiment, the first data packet may be a first packet of a broadcast event. As
explained above, the beacon 102 may periodically tum oo to broadcast data packets. A
broadcast event includes the data packets that a beacon may broadcast during a time interval

in which the beacon 1s on. Accordingly, the beacon 102 may penodically broadcast a
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broadcast event including one or more packets. The time imterval bebween two broadcast
gvents may be referred 1o as a “broadeast interval.” The beacon 102 may idle/sleep or tum off
during ecach broadcast interval In some cxamples, broadcast interval may be the same
between all broadeast events that are broadcast. In other examples, a pseado-random delay
may be added to the broadcast interval between broadcast events. The broadcast mterval may
be anv time period on the order of minutes, seconds, milliscconds, microseconds, ete. For
example, the broadeast interval may be 10 milliseconds.

[6681] In some examples, a beacon that includes more than one FBAR oscillator, may
broadcast a data packet on more than one wircless channel. A broadcast cvent of such a
beacon may include data packets that are broadcast on more than one wireless channel. In the
context of BLE protocols, a broadcast event may be referred to as an “advertisement event”
and a broadcast mterval as an “advertisement interval.” Further, i the context of BLE
protocols, a wircless channel onto which an advertisement cvent 15 broadcast may have a
frequency of 2.402 GHz, 2.430 GHz, and 2.426 GHz

[6682] Figure 7 illustrates a broadcast event, according fo an example embodiment. As
iHustrated in Figure 7, the beacon 102, may broadcast a first data packet 702 on one of the
advertisement channgls. Accordingly, the broadcast event may be an advertisement event and
the first data packet 702 mav be an advertisement packet. Further, the first data packet 702
mav be the first packet of the advertisement event. A PDU type of an advertisement packet
may specify the type of the advertisement packet and thus the tvpe of the advertisement
event. For example, the PDMJ type may be a scannable undirected advertisement type. A

scannable advertisement type indicates that a beacon transmitting the packet may receive a
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second data packet from a device that received the first data packet. In an example, the PDU
tvpe of first data packet 702 1s a scannable undirected advertisement type.

10683] Returning to Figure 6, at block 604, the method 600 further includes receiving, at the
antenna of the transceiver, a second data packet transmitted on the wirgless channel. As
illustrated in Figure 7, the device 106 may receive the first data packet 702, The device 106,
also referred to herein as a “‘scanner,” may include a Bluetooth module. The device 106 may
use the Bluetooth module to scan the advertisement channels in order to detect data packets
that mayv be broadcast by beacons, such as beacon 102, The device 106 may determune that
the PDU type of the first data packet 702 15 a scannable undirected advertisement tvpe. In
some examples, the device 106 may not send a data packet in response to receiving the first
data packet. In such examples, the first packet 702 may be the sole data packet of the
broadcast event.

{6084} In other examples, the device 106 may generate and transmuit a data packet in response
to receiving the first data packet 702, As llustrated 1n Figure 7, the device 106 may generate
and transmit a second data packet 704. In an example, the device 106 may generate the
second data packet 704 to request more information from the beacon 102, The second data
packet 704 may be transmitted on the same wireless channel as the first data packet 704, The
beacon 102 may remain on for a period of time after transmitting the first data packet 702 in
order to scan the wircless channel for the sccond data packet. The time period during which
the beacon remains on mav be any time pericd on the order of seconds, mulliseconds,
microseconds, ete. The beacon 102 may recetve the second data packet 704 afier a time

period of t1 from broadcasting the first packet 702, For example, {1 may be 150 microseconds.
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The second data packet 702 may be the second data packet of the advertisement event. In the
context of BLE protocols, the second data packet is referred to as a “scan request” packet.
10683] As shown by block 606, the method 600 further mehudes responsive to receiving the
second data packet, performing an action associated with the broadcast event. For example,
the second data packet may be indicative of a request for more data from the beacon 102, The
beacon 102, responsive to receiving the sccond data packet, may generate a data packet
including the requested data.

[6686] At block 608, the method 600 further includes based on the action, transmitting, by
the antenna, a third data packet on the wireless channel. As illustrated in Figure 7, the beacon
102 may transmit the third data packet 706 on the wircless channel on which the first and
second packets were broadcast. As explained above, the third data packet 706 may include
data requested by the device 106. The beacon 102 may transmit the third data packet 706
after a time period ©2 from receiving the second data packet. The time period ©» may be any
time period on the order of seconds, milliseconds, microseconds, etc. The third data packet
706 may be the third and final data packet of the advertisement event. In the context of BLE
protocols, the third data packet may be referred to as a “scan response” packet.

106687} It should be noted that Figure 2 may correspond to some of hardware, chipsets, and/or
circuitry that are designed or wired to perform the specific logical functions in method 600.
Further, each block i method 600 may represent a module, a segment, or a portion of
program code, which mchides one or more instructions executablc by a processor for
implementing specific logical functions or steps in the process. The program code may be

stored on anv tvpe of computer readable medium, for example, such as a storage device
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meluding a disk or hard drive.

[6688] Figure 8 illustrates an advertisermnent event, according to an example embodiment. The
advertisement event ilustrated in Figore 8 may include a beacon 102 that may transmit a
signal on three wireless channels. For example, the beacon 102 may turn on and transmit the
first data packet CH1 802 on a first advertisement channel CHIL. For example, the first
advertiscruent channel may have a frequency of 2.402 GHz. The first data packet 802 may be
the first packet of the advertisement event and the first data packet CHI 802 may be an
advertisement packet. The PDU tvpe of the first data packet CHI 802 may be a scannable
undirected advertisement tvpe. The device 106 may be scanning the first advertisement
channel CHI. As illustrated in Figure &, the device 106 may receive the first data
packet CH1 802, In this example, the device 106 does not generate and transmit a data
packet in response to receiving the first data packet CHI 802,

[6689] The beacon 102 may also transmit a data packet, which includes identical or nearly
identical information to the first data packet CHI1 802, on a different channel than the
channel on which the first data packet 802 was broadcast. For example, the beacon 102 may
broadcast a first data packet CH2 804 on a second advertisement channel CH2. The second
advertisement chanoel may have a frequency of 2.480 GHz. The first data packet CH2 804,
which may be an advertisement packet, may be the second packet of the advertisement event.
The PDU type of the first data packet CH?2 804 may be a scannable undirected advertisement
type. The device 108 may be scanning the advertisement channel CHZ. As illustrated
Figure 8, the device 108 may recetve the first data packet CH2 804, As the PDU type of the

first data packet CH2 804 1s a scannable type, the device 108 may generate and transmit a
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data packet in response to recetving the first data packet CH2 804,

[6698] For example, the device 108 may generate a second data packet CH2 806. The device
108 mav transmit the second data packet CH2 806 on the same wircless channel on which
the first data packet CH2 804 was broadeast, which, m this example, is 2.480 GHz. The
beacon 102 may be on and scanning the wireless channel CH2 afier transmitting the first data
packet CH2 804, Accordingly, the beacon 102 may receive the second data packet CH2 806
after a time period 2 from transmitting the first data packet CHZ 804, The second data
packet CHZ 806 may be a scan request packet and may be the third packet of the
advertisement cvent.

10621} In response to receiving the second data packet CH2Z 806, the beacon 102 may
perform an action associated with the advertisement event. For example, the advertisement
event may be a data transfer event, and the first data packet CH2 804 may nclude data
stored in the beacon 102, such as scusor data gathered by a sensor of the beacon 102, The
second data packet CH2 may be a request for additional data. Thus, in response to receiving
the second data packet CH2, the beacon 102 may generate a data packet that includes the
requested data. Subsequently, the beacon 102 may transmit the generated data packet on the
wireless channel CHZ. As ilustrated in Figure 8, the gencrated data packet, may be
transmitted to the device 108 as a third data packet CH2 308 The beacon 102 may transmit
the third data packet after a time period 14 from receiving the sccond data packet CHZ 806,
The third data packet CH2 RO may be a scan response packet and may be the fourth packet
of the advertisement cvent.

[6692] Further, the beacon 102 may broadcast a data packet, which includes identical or
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nearly identical information to the first data packet CHI 802 and the first data packet CH2
804, on a different channel than the channels on which the first data packet CHUT 802 and the
first data packet CH?2 804 were broadcast. For example, the beacon 102 may broadcast a first
data packet CH3 810 on g third wireless channel CH3. The wireless channel CH3 may be an
advertisement chanuel that has a frequency of 2.426 GHz. The first data packet CH3 810
may be the fifih and final packet of the advertisement cverd. As illustrated 1 Figure 8, the
beacon 102 may transmit the first data packet CH3 810 after a period of 14 from transmitting
the third data packet CH2 808. The time period t4 mayv be any time peniod on the order of
seconds, milliscconds, microseconds, etc. In this example, neither the device 106 nor the
device 108 is scanning the wircless channel CH3. Thus, the first packet CH3 810 is not
received by either device. The beacon 102 may switch to sleep mode afier a period of time
from transmitting the first packet CH3 810. The beacon 102 may remain on for the time
period in order to scan the channel CH3 for any possible scan request packets.

{6893} The beacon 102 may perform the method 600 to broadcast a broadcast event. Within
examples, the broadcast event broadcast by the beacon 102 may be one of a plurality of
broadcast cvent types. The type of event that is broadcast may depend on the application in
which the beacon 102 is being used or on the data that is being broadcast by the beacon 102,
Alternatively, the type of event may be determined by a user of the device that receives data
packets from the beacon 102

{6894} In an embodiment, the broadcast event may be an encrypted data transfer event. An
encrypted data transfer event may be used to transmit encrypted data from a first device to a

second device. For example, the first device mav be a beacon, such as beacon 102, that
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ncludes a transcetver. The second device may be a computing device, such as device 106 and
device 108. The encrypted data transfer broadcast event may include an exchange of three or
more data packets between the first device and the second device. A beacon may broadcast an
encrypted data transfer event when the data that the beacon may broadeast 1s sensitive.

[B895] in an example, the beacon 102 may generate a first data packet. The first data packet
may be the tirst packet of the encrypted data transfer event. The first data packet may include
encrypted data indicative of the beacon 102, For example, the encrypted data may include a
umique identifier of the beacon 102 such as a serial number, a UID, or a MAC address. The
beacon 102 may use one or more encryption keys to encrypt the paviocad data. Further, the
beacon 102 may broadcast the first data packet on a wireless channgl For example, the
wircless channel may be an advertisement channel that has a frequency of 2.402 GHz, 2.480
GHz, or 2.426 GHz.

[60696] The device 106 may be scanning the wircless channel on which the first data packet is
transmitted. Accordingly, the device 106 may receive the first data packet The device 106
may need to decrypt the pavicad of the first data packet m order to identify the beacon from
which the first data packet was sent. The device 106 may use one or more eneryption kevs to
decrypt the data. The device 106 may be decrypt the data if the one or more encryption keys
that 1t uses are wdentical to the encryption key(s) used by the beacon 102 to encrypt the data.
The encrvption kev(s) may have been previously shared between the devices. For example,
the encryption key{s} may be located on an authentication server that the device 106 may
access. The server may authenticate that the device 106 mav receive the encryption kev(s)

using an identifier of the device 106 for instance. The device 106 may receive the encryption
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kevis) from the server if the device 106 has authorization to receive the encryption kev(s}. In
another example, the encrvption kev(s) may be exchanged between the beacon 102 and the
device 106 using a direct wireless connection such near field communication (NFC) or radic
frequency identification (RFID). In yet another example, the encryption kev(s) may be input
manually into the device 106 via a user mterface of the device 106,

6097} The device 106 may use the decrypied data from the first data packet to identify the
beacon 102, The device 106 may determine whether it may request more data from the
beacon 102, H the device 106 determines o request more data, the device 106 may generate a
second data packet. The pavioad of the second data packet may mclude a response that may
be used to confirm its authentication to receive data from the beacon 102. For example, the
device 106 may use the shared encryption kevs (o generate an expected response. The data
wndicative of the expected response may be encrypted and mcluded n the payload of the
sccond data packet. The device 106 may then transmit the sccond packet on the same wireless
channel on which the first data packet was broadcast.

[6698] The beacon 102 may be on and scanning the wireless channel for packets sent in
response to the first data packet. Accordingly, the beacon 1062 may receive the second data
packet sent by the device 106, The beacon 102 may use the shared encryption keys to decrypt
the data included in the pavicad of the second data packet. The beacon 102 may determing
whether the expected response mcluded in the second data packet matches a response stored
in a memory of the beacon 102. The response stored in the memory of the beacon 102 may be
generated uvsing the shared encryption kevs. The beacon 102 may determine that the device

106 may receive data from the beacon 102 if the expected response matches the response
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generated by the beacon 102,

16099} In response to determining that the device 106 may receive data, the beacon 102 may
generate a third data packet. The pavicad of the third data packet may include data, such as
sensor data, that may be stored in a memory of the beacon 102. The beacon 102 may use the
shared encrvption kevs to encrvpt the pavicad data. The beacon 102 may transmut the third
data packet on the same wircless channel on which the first and second data packets were
transmitted. The device 106 may receive the third data packet. The device 106 may also
decrypt the encrypied payvioad data of the third data packet. The third data packet may be the
third and final packet of the advertisement event. The beacon 102 may tam off or switch to
sieep mode after transmitting the third data packet.

[3100] In ancther embodiment, the broadcast event may be a state transition ¢vent. A state
transition event may be used to change a state of a first device by sending an instruction from
a second device. For example, the first device may be a beacon, such as beacon 102, that
includes a transceiver and a sensor. The second device may be a computing device, such as
device 106 or device 108. The state transition broadcast event may include an exchange of a
plurality of data packets between the first device and the second device.

10181} In an example, the state transition broadcast event may include an exchange of three
data packets between the beacon 102 and device 106. The beacon 102 may be operating in a
first state, which may be a broadcasting state. In a broadcasting state, the beacon 102 may
periodically turn on to broadcast a packet that includes data mndicative of the beacon 102,
Further, in a broadeast state, the beacon 102 may not gather sensor data in order to conserve

power. The device 106 may be scanning the wireless channel on which the beacon 102 is
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broadcasting the packets. Accordingly, the device 106 may receive a first data packet that is
broadcast by the beacon 102, The device 106 may use from the wdentification data mcluded in
the pavlcad of the packet in order to identify the beacon 102 and the state in which the
beacon is operating,

3102} In an example, the device 106 may make the determination that the beacon 102 1s
operating in a broadcast state. The device 106 may also make a determination that the beacon
102 should operate in a state other than a broadcast state. The determination may be based an
mput {e.g., from a user of the device 106} mdicative of a desired state of operation of the
beacon 102, Accordingly, the device 106 may gencrate a data packet that includes data
indicative of the desired state of operation of the beacon 102. For example. the desired state
of operation may be a data gathering state. In a data gathenng state, the beacon 102 may use a
sensor to gather sensor data. The device 106 may transmit the second data packet on the
wireless channel on which the first data packet was broadcast.

{6103} The beacon 102 may be scanning the wireless channel for packets sent in response to
the first data packet. Accordmgly, the beacon 102 may receive the second data packet. The
heacon 102 may determine the destred state of operation from the payload data of the second
data packet. In response o determining the desired state of operation, the beacon 102 may
change the state of operation from the first state of operation to the second state of operation.
In this example, the beacon 102 may change s state of operation from a broadcast state fo a
data gathering state. In another example, the beacon 102 may change its state of operation
from a data gathering state to a broadcast state.

[63104] The beacon 102 may also generate a third data packet. The payload of the third data
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packet mayv nclude data indicative of a confirmation that the state of operation has been
changed. The beacon 102 may transmit the third data packet on the same wireless channel on
which the first and second data packets were transmitted. The device 106 may receive the
third data packet. The third data packet may be the third and final packet of the state
transition event. The beacon 102 may turn off or switch to sleep mode afier transmutting the
third data packet.

{6105} In ancther embodiment, the broadcast event may be a data wransfer event. A data
transfer event may be used contirm receipt of data transfer from a first device to a second
device. For example, the first device may be a beacon, such as beacon 102, that mcludes a
transceiver and a sensor. The second device may be a computing device, such as device 106
or device 108. The data transfer broadcast event may include an exchange of a plurality of
packets between the first device and the second device.

[6106] Consider an example where the beacon 102 includes a sensor that periodically gathers
sensor data. For instance, the beacon 102 may periodically measure the temperature. The
gathered sensor data may be stored in the memory of the beacon 102 as the beacon gathers
the data. Further consider that the rate or frequency at which the sensor gathers data is /1.7
The beacon 102 may also periodically broadeast the gathered sensor data. For mnstance, the
rate or frequency at which the sensor broadeasts the gathered sensor data 1s /2.7 Each packet
broadcast by the beacon 102 may include the most recently gathered sensor data. However, in
some embodiments /2 may be greater than /1. In such embodiments, the beacon 102 may
broadcast the same sensor data more than once. Further, as sensor data accumulates in the

beacon 102°s memory, data that has been gathered earlier than a certain pomt in time mayv not
Js S J
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be included 1n a packet due to himited size of the packet. It may occur where data 1s not
included m a pavload of a packet although the intended receiving device (2. 2., device 106)
has not received the data. Thus, the device may not receive some of the data gathered by the
SENSOr.

[3107] A confirmation broadcast event may be used to avoid the situation in which data may
be lost. In a confirmation broadcast event, the beacon 102 broadcasts a first data packet. The
first data packet inchudes a first set of seusor data. The beacon 102 pericdically broadceasts the
first data packet on a wireless channel. The device 106 may receive the first data packet once
the device is within range and is scanning the wircless channel. The device 106 may generate
and transmit a second data packet in response to receiving the first data packet. The payioad
of the second data packet may include data indicative of the device 106, For example, the
wdentification data may be a serial number, a UID, or a MAC address. The second data packet
may be transmitted on the samc wireless on which the first data packet was transmitted.
{6108} The beacon 102 may receive the second data packet. Responsive 1o receiving the data
packet, the beacon 102 may determine that the first data set was received by the device 106.
Accordingly, in subsequent broadcasts of sensor data, the beacon 102 may drop or not
include some of the data that was included in the first data set. Further, the beacon 102, in
response to recetving the second data packet, may generate a third data packet that may be
transmitted on the same wireless channel on which the first and second data packets were
transmitted. The payload of the third data packet may include data indicative of the dropped
sensor data. Additionally and/or alternatively, the payvload may mclude a confirmation that

the beacon 102 received the second data packet. The device 106 may receive the third data
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packet, which may be the final data packet of the broadeast event.

16109} As illustrated in Figure 9, a Bluetooth device 900, such as beacon 102, may include an
application manager 902, a host stack 906, a controlier 910, an anteuna 918, and a sensor
922 In particular, the application manager 902 may be coupled to the host stack 906 by a
systern bus 904 or a similar mechanism. Further, the host stack 906 may be coupled to the
controller 910 by a system bus 908 or a similar mechanism. In some cmbodiments, the
interface between the host stack 906 and the controller 910 may be referred to as HCL Yet
further, the controller 910 may be coupled to the antenna 918 by a svstem bus 912 or similar
mechanism,

13118} In some examples, the application manager 902, host stack 906, and the controller 910
may be implemented on a single IC chip, which may referred to as a “svstem-on-chip
(S50C).” Accordingly, in a SOC implementation, the three layers may be implemented
simultancously on a low power processor. In other examples, the controlier 910 may be
tmplemented on a separate processor from the host stack 906. For instance, the controller 910
may be implemented on a low power processor on a device {e.g., 2 BLE module), while the
host stack 906 is implemented on a processor of a host computing device.

10111} As illustrated n Figure 9, the controller 910 may include a link layer 914 (L) and a
physical controller nterface 916 (PHY). The link layer 914, which may manage the
configuration of the Bluetooth device, may directly interact with the phvsical controller
interface 916, which may include the hardware for generating a signal. The link laver 914, on
the other hand, may be mnplemented using a combination of hardware and software.

Accordingly, the physical controller interface 916 and link layver 914 may be implemented
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Bluetooth device 900 using at least the BLE transmitter 200, The physical controller interface
816 and link layer 914 may also be implemented using a BLE transceiver, which may mchude
the BLE transmitter 200,

16112} Accordingly, in examples where the physical controller mterface 916 may be
wmplemented using at least the BLE transmutter 200, the Bluetooth device 900 may operate in
an advertising mode. More specificallv, the Bluctooth device 900 may broadcast advertising
packeis on one of the BLE adveriising channels. The specific chaonel onto which the
advertising packet may be advertised may depend on the configuration of the BLE transmutter
200. Further, the broadcast advertising packets may be scannable and undirected advertising
packets. Yet further, the Bluetooth device 900 may broadcast packets that may be part of a
broadeast event.

[3113] In some embodiments, the Bluctooth device 900 may be m advertising mode to
broadcast an advertising packet 920 1o onc or more computing devices. Figure 10 is a block
diagram of an example computing device 1000, In some instances, computing device 1000
may, for example, take the form of any computing device described above m relation to
Figure 1 or a similar device that may be configured to perform the methods and functions
described herein. In this example, computing device 1000 includes a processor 1002, data
storage 1004, a network mterface 1006, and an input/output function 1008, all of which may
be coupled by a system bus 1010 or a sinular mechanism. Processor 1002 can include one or
more CPUs, such as one or more general purpose processors and/or one or more dedicated
processors (e.g., application specific micgrated circuits, digital signal processors, network

processors, application processing umit, eic.).
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[0114] Data storage 1004, in turn, may comprise volatile and/or non-volatile data storage and
can be miegrated in whole or mn part with processor 1002, Data storage 1004 can hold
program instructions, excoutable by processor 1002, and data that may be manipulated by
these mstructions to carry out the various methods, processes, or functions described herein.
Altemnatively, these methods, processes, or functions can be defined by hardware, firmware,
and/or any combination of hardware, firmware, and software. By way of example, the data in
data storage 1004 may contain program instructions, perhaps stored on a non-transitory,
computer-readable medium, executable by processor 1002 to carry out any of the methods,
processes, or functions disclosed in this specification or the accompanying drawings.

101135] Network interface 1006 may take the form of a wireless connection, such as
Bluetooth. In particular, network interface 1006 may enable one or more Bloctooth standards
or protocols, including BLE protocols and related advertising protocols. For example,
referring back to Figure 1, computing device 106 may also include network nderface 1006 to
pair with computing device 108. In addition, the network interface 1006 may include a
fransceiver. A transmitier can transmit radio waves carrving data and a receiver can receive
radio waves carrving data. A transceiver with that transmitier and recetver can inchude one or
more antennas and can be referred to as a “radio unit,” an “RF transceiver,” or a “wireless
transceiver.” In addition, network interface 1006 may take the form of other wireless
connections, such as IEEE 802.11 (Wi-Fi), or a wide-area wireless connection. However,
other forms of physical laver conmections and other tvpes of standard or proprictary
communication protocols may be used over network interface 1006, Furthermore, network

mterface 1006 may comprise multiple physical interfaces. Further, network interface 1006
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may take the form of a wircline connection, such as an Ethemet connection.

16116} Input/output function 1008 may facilitate user inferaction with example computing
device 1000, Input/output function 1008 may comprise multiple types of input devices, such
as a keyboard, a mouse, a touch screen, and so on. Stmilarly, iput/output function 1008 may
comprise multiple tvpes of cutput devices, such as a screen, monttor, printer, Or one Or MOTS
light emitting diodes (LEDs). Additionally or altematively, example computing device 1000
may support remote access from another device, via network interface 1006 or via another
interface (not shown), such as a universal senal bus (USB) or high-definition multimedia
interface (HDMI) port.

10117} In some embodiments, the computing device 1000 may include a device platform or
operating system {(not shown}. In some mstances, the device platform or the operating system
may be compatible with Bluctooth, Bluetooth Low Energy (BLE) protocols, and/or BLE
advertising protocols. In some instances, the device platform or the operating system may be
configured as a multi-layvered Linux platform or operating system. The device platform may
melude different applications and an application framework, as well as various kernels,
libraries, and runtime entitics. In other examples, other formats or systems may operate the
computing device 1000 as well.

[3118] Accordingly, Bluetooth device 900 may transmit advertising packet 920 which may
be received by computing device 1000, Tn particular, an application may be downloaded on
Bluetooth device 900 or on a computing device combined with Bluetooth device 900
Further, the application may exchange advertisement data with application manager 902

through an application interface. Yot further, the applications may commumicate with
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application manager 902 to transmit the advertisement packet 920 to other devices {not
shown in Figure 9), such as computing device 1000,

10119} In some embodiments, Bluetooth device 900 may enter advertisement mode to
transmit an advertising packet over the air for one or more applications. In some examples,
the apphication of the Bluctooth device 900 may be predetermined. For instance, the
Bluctooth device 900 may be a location beacon. In an example, the Bluetooth beacon 900
may be located inside of a building {e.g.. an office building, store, ¢ic.}. Further, a computing
device 1000 may be located m proximity to the Blustooth beacon 900, When the Bluetooth
beacon 900 transmuis advertising packets, 1t may transmit the advertising packet with location
data. Depending on the specific embodiment, the location data can take many different forms.
For example, the Bluetooth beacon 900 may be configured to provide data related to a
location of the respective Bluctooth beacon either via relative position information or
geographic coordinate svstom data. In another example, the Bluctooth beacon 900 may
provide the computing device 1000 with global location data.

[6128] These reference advertiserment packets may correspond to a location that 1s known by
the computing device 1000, such as the cutrance to a building. In other cmbodiments, the
computing device 1000 may receive data wirelessly inclading a sot of reference
advertisement packets. For example, when entering a building, the Bluetooth beacon 900 may
communicate a set of data that relates to reference advertisement packets that the computing
device 1000 can expect to receive when stepping foot inside the store.

{0121} In another example, the Bluctooth device 900 may include a sensor 922, Asg

ithustrated, the sensor 922 may exchange data with the application manager 902 through the
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application interface 924. For instance, the Bluetooth device 900 may broadcast advertising
packets, which may mclude data collected by the sensor 922, which the application manager
902 mav receive through the application interface 924. For instance, the Bluctooth device 900
may be a body-mountable device configured to be mounted to a skin surface {e.g, to skin of
the upper armm or abdomen of a person), with one or more sensors for quantitatively and
qualttatively testing an analvte concentration in interstitial fluid {e.g., shucose in interstitial
flhuid} in situ and in real-ime. Those of skill in the art will recognize that the sensing platform
described herein may be provided 1n devices that could be mounted on a variety of portions
of the human body to measure concentrations of an analyte in other fluids than interstitial
fuid (e.g., to measure an analvie in a tear fluid, blood, saliva, or some other fluid or tissue of
the body}. Accordingly, the Bluetooth device 900 may be used for monitoring or detecting a
user’s health state. Further, the Bluetooth device 900 may broadcast sensor readings to a
user’s computing device 1000

{6122} In ancther example, the Bluctooth device 900 may exchange packets with the
computing device 1000. For instance, the Bluetooth deviee 900 may broadcast a broadcasting
ovent such as encrypted data transfer. For example, the Bluctooth device 900 may be a body-
mountable device that includes a sensor. The Bluetooth device 900 may broadcast an
encrypted data transfer event in order to encrypt the body-mountable device sensor data and
transfer the encrypted data to a user’s computing device 1000, The Bluetooth device 900 may
also be programimed to broadcast other events such as a data transfer event and a state
fransition event.

[63123] The present disclosure is not to be hmited m terms of the particular embodiments

44



WO 2017/156168 PCT/US2017/021423

described n this application, which are intended as illustrations of various aspects. Many
modifications and variations can be made without departing from its spirit and scope, as will
be apparent to those skilled i the art Fuonctionally equivalent methods and apparatuses
within the scope of the disclosure, in addition to those enumerated herein, will be apparent to
those skilled in the art from the foregoing descriptions. Such modifications and vanations are
intended to fall within the scope of the appended claims.

{6124} The above detailed description describes various features and fonctions of the
disclosed systems, devices, and methods with reference to the accompanving figures. In the
figures, similar symbols typically identify similar components, unless comtext dictates
otherwise. The example embodiments described herein and in the figures are not meant to be
limiting. Other embodiments can be utilized, and other changes can be made, without
departing from the spirit or scope of the subject matter presented herein. It will be readily
understood that the aspects of the present disclosure, as generally descrbed herein, and
iHustrated i the figures, can be arranged, substituted, combined, separated, and designed in a
wide vanety of different configurations, all of which are explicitly contemplated herein.
[6125] A block that represents a processing of imformation may correspond to circuitry that
can be configured to perform the specific logical functions of a herein-described method or
technique. Alternatively or additionally, a block that represents a processing of information
may correspond to a module, a segment, or a portion of program code (including related
data}. The program code may inchide one or more instructions executable by a processor for
mplementing specific logical functions or actions n the method or technigue. The program

code and/or related data may be stored on anv type of computer readable medium such as a
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storage device including a disk or hard drive or other storage medium,

[6126] The computer readable medium may also mclude non-transitory computer readable
media such as computer-readable media that stores data for short periods of time like register
memory, processor cache, and random access memory (RAM). The computer readable media
may also mchide non-transitory computer readable media that stores program code and/or
data for longer periods of time, such as secondary or persistent long term storage, like read
only memory {ROM), optical or magnetic disks, compact-disc read only memory (CD-
ROM}, for example. The computer readable media may also be any other volatile or non-
volatile storage systems. A computer readable medium may be considered a computer
readable storage medium, for example, or a tangible storage device.

{3127} Moreover, a block that represents one or more information transmissions may
correspond to information transmissions between software and/or hardware modules in the
same physical device. However, other information transmissions may be between software
modules and/or hardware modules in different physical devices.

[6128] The particular arrangements shown in the figures should not be viewed as himiting. 1t
should be understood that other embodiments can include more or less of cach clement
shown in a given figure. Further, some of the illustrated clements can be combined or
omitted. Yet further, an example embodiment can mchude elements that are not illustrated m
the figures.

16129} While various aspects and embodiments have been disclosed herein, other aspects and
embodiments will be apparent to those skilled in the art. The various aspects and

embodiments disclosed herein are for purposes of illustration and are not intended to be
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binnting, with the true scope being indicated by the following claims,
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CLAIMS

L. A system comprising:
a sensor;
a transceiver coupled to the sensor, the transceiver comprising:

an oscillator circuit compnising a thin-film bulk acoustic resonator (FBAR);
and

an antenna,
a controller comprising a processor programmed to:

broadcast, by the antenna, a first data packet on a wircless channel, wherein
the first data packet i1s a first packet of a broadcast event;

receive, at the antenna, a second data packet transmutied on the wireless
channel, wherein the sccond data packet is a second packet of the broadcast event;
and

responsive to receiving the second data packet, perform an action associated
with the broadcast event;

responsive to the action, transmit, bv the antenna, a third data packet on the
wirgless channel, wherein the third data packet 1s a third packet of the broadcast

event.

2. The system of claim 1, wherein the broadcast event is an encrypted data

transfer event, wheremn a payload of the first data packet comprises encrvpted data imdicative
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of a first response, and wherein a payload of the second data packet comprises a second

Fesponse.

(9]

The system of claim 2, wherein the processor programmed to perform the
action associated with the broadcast event compnises the processor programmed to determing

that the second response matches the first response.

4, The system of claim 1, wherein the broadcast event is a state transition
broadcast event, wherein a pavioad of the first data packet comprises data indicative of a first
state of operation of the sensor, wherein a payload of the second data packet comprises data
indicative of a second state of operation of the sensor, and wherein the processor
programmed to perform the action associated with the broadcast event comprises the
processor programamed to change the state of operation of the scnsor from the first state to the

second state.

5. The system of claim 4, wherein the first state is a broadcasting state, wherein

the second state is a data gathering state, and wherein a pavioad of the third data packet

comprises sensor data gathered by the sensor operating in the data gathering state.

5. The system of claim 5, wherein the first state is a data gathering state, and

wherein the second state 15 a broadcasting state.
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7. The svstem of claim 1, wherein the broadcast event is a data transfer event,
wherein a pavioad of the first data packet comprises sensor data, and wherem the second data
packet is transmitted by a radio unit of a device.

8. The system of claim 7, wherein the processor programmed to perform the
action associated with the broadeast event comprises the processor programmed to! (1)
determine receipt of the first data packet by the radio unit of the device, and (11) responsive to

determining the receipt, deleting a portion of stored sensor data.

9. The system of claim 1, wherein the oscillator circuit 15 a Pierce oscillator
circoit.
10 A method comprising:

broadcasting, by an antenna of a transceiver, a first data packet on a wireless channel,
wherein the transceiver comprises an oscillator circuit, whercin the oscillaior circuit
comprises a thin-film bulk acoustic resonator (FBAR), and wherein the first data packet is a
first packet of a broadeast cvent;

recetving, at the antenna of the transceiver, a second data packet transoutted on the
wireless channel, wherein the second data packet is a second packet of the broadcast event;

responsive to receiving the second data packet, performing an action associated with
the broadcast event; and

based on the action, transnuitting, by the antenna, a third data packet on the wireless

channel, wherein the third data packet is a third packet of the broadcast event.
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i1 The method of claim 10, wherein the broadcast event is an encrypied data
transfer event, wherein a pavload of the first data packet comprises encrypied data mdicative
of a first response, and wherein a payload of the second data packet comprises a second

FESPONSC.

12. The method of claim 11, wherein performing the action associated with the
broadcast event comprises determining that the second response matches the first response,

and wherein a payload of the third data packet comprises encrypted sensor data.

13. The method of claim 10, wherein the broadcast event is a state transition
broadeast event, wherein a payioad of the first data packet compnises data indicative of a first
statc of operation of the sensor, and wherein a pavicad of the sccond data packet comprises

data indicative of a second state of operation of the sensor.

14, The method of claim 13, wherein perfornming the action associated broadcast
event comprises changing the state of operation of the sensor from the first state to the second
state, wherem the first state is a broadcasting state, wherein the second state 1s a data
gathering state, and wherein the third data packet comprises sensor data gathered by the

sensor operating 10 the data gathering state.

15. A system comprising:
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a transceiver coupled to the sensor, the transceiver comprising:

at least one Pierce oscillator circuit compnsing a thin-film bulk acoustic
resonator (FBAR);

an antenna,
a controller comprising a processor programmed to:

broadcast, by the antenna, a first data packet on at least one wireless channel,
wherein the first data packet is a first packet of a broadcast event;

recetve, at the antenna, a second data packet fransmitted on the at feast one
wireless channel, wherein the second data packet is a second packet of the broadcast
event;

responsive to receiving the second data packet, perform an action associated
with the broadcast event; and

responsive to the action, transmit, by the antenna, a third data packet on the at
least wircless channel, wherein the third data packet 15 a third packet of the broadcast

event.
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