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SMARTCHIP BIOMETRIC DEVICE 

RELATED INFORMATION 

0001. The present application is a continuation of PCT 
patent application number PCT/US01/16055, filed on May 
17, 2001, which claims priority to U.S. provisional patent 
application No. 60/205,061, filed on May 18, 2000, the 
entire contents both of which are hereby incorporated by 
reference. 

BACKGROUND OF THE INVENTION 

0002 (1) Field of the Invention 
0003. The present invention relates generally to portable 
computing devices, to Smart card technology, and more 
particularly to incorporating Smart card technology into a 
Writing implement Structure. 
0004) (2) Description of the Prior Art 
0005 With increasing miniaturization of electronic 
devices, it is possible to incorporate certain electronic 
devices and functionality in common, portable Structures. 
One example of Such technology is the Smartcard, wherein 
a miniature computer chip is incorporated into a card having 
Similar Structure to a credit card. The embedded micropro 
ceSSor allows Storage of personal data including medical 
records, etc., on the card, that may be accessed only after the 
card presenter enters a personal identification number into 
the card-reading System. 
0006 Prior art systems disclose a personal digital assis 
tant (PDA) that includes a touch screen or other user 
interface, authenticates a user with biometric data, and 
thereafter allows the user to access Stored personal and 
financial information for reading and writing to a Smartcard. 
The prior art System requires a user interface and a card 
reader for full functionality and access to the Smart card 
information. 

0007. There is currently no smartcard technology that 
incorporates the Smartcard chip in a structure other than a 
credit card Structure. 

0008 What is needed is an extension of the Smartcard 
technology to another Structure for Simplified processing. 

SUMMARY OF THE INVENTION 

0009. The present invention provides an apparatus that 
incorporates the microprocessor and chip technology used in 
Smartcards into a writing implement Structure. By also 
configuring the writing instrument with a transmission 
device, the writing instrument can communicate, either 
contact or contactless, wired or wireless, to other devices. 
0010. Other objects and advantages of the present inven 
tion will become more obvious hereinafter in the Specifica 
tion and drawing. 
0.011 These objects are accomplished with the present 
invention by a writing instrument that incorporates a first 
microprocessor on the writing instrument Structure, wherein 
the first microprocessor incorporates the Smart card tech 
nology, and is capable of transmitting, receiving, processing, 
and Storing Signals and other pertinent data. In one embodi 
ment, the first microprocessor internally Stores an encrypted 
PIN for the writing instrument owner. The writing instru 
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ment may also incorporate biometric Sensors and a Second 
microprocessor to control Such biometric Sensors and collect 
biometric data during a signature event. The internally 
stored and encrypted PIN can be transferred to other systems 
with biometric information to provide a dual verification 
Scheme. In another embodiment, data Stored on the first 
and/or Second microprocessors is accessed by a reader 
requiring a PIN input from a user. In another embodiment, 
a PIN is written with the writing instrument, and the second 
microprocessor is Subsequently provided biometric data to 
verify the PIN stored in the first microprocessor and authen 
ticate the user biometric data. The chip information can be 
displayed on an optional display incorporated into the Writ 
ing instrument, or on a remote display. In another embodi 
ment the data in the Smartcard chip are Secure. The Secure 
data in the the Smartcard chip can only be accessed if the 
measured biometric data match a stored biometric template 
of the user of the pen. In one embodiment, the biometric 
template may be Stored in the memory of the Second 
processor. In another embodiment, the biometric template 
may be Stored in the Smartcard chip in the pen. In another 
embodiment, multiple biometric templates may be Stored in 
the pen, thus allowing multiple users. In another embodi 
ment, the pen incorporates enough memory to Store large 
amount of data generated by the Sensors, and transferred to 
a docking Station, only after authorization through the func 
tions in the Smartcard. This authorization may include 
biometric verification, in or outside the pen. 
0012. In another embodiment, a pen-cap incorporates a 
Smartcard reader that can be connected to a computing 
device, PDA, telephone or other instrument with an embed 
ded processor, capable of transmitting the Smartcard data to 
an application System. The Smartcard reader can be incor 
porated in a terminal as known in the art, but the invention 
allows the terminal to perform biometric registration func 
tions and generation of biometric templates for a plurality of 
users. These templates are then Stored in the pen as described 
above. 

0013 Thus the invention allows the incorporation of a 
contact or contactleSS Smartcard in a pen. The invention 
further allows the Smartcard data to be accessible only after 
biometric means recognize the user of the pen. The inven 
tion further allows this recognition to occur Solely in the pen. 
The invention allows biometric registration in the pen, or in 
a pen-docking Station that functions as Smartcard reader. The 
docking Station can have the form of a pen-cap, a pen-holder 
or any wallet, connectable to a computer by known means. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0014) A more complete understanding of the invention 
and many of the attendant advantages thereto will be readily 
appreciated as the same becomes better understood by 
reference to the following detailed description when con 
sidered in conjunction with the accompanying drawing, 
wherein like reference numerals refer to like parts and 
wherein: 

0015 FIG. 1 presents an architectural diagram of an 
embodiment wherein the Smart chip and biometric informa 
tion provide dual Security. 

DESCRIPTION OF THE ILLUSTRATED 
EMBODIMENTS 

0016 To provide an overall understanding of the inven 
tion, certain illustrative embodiments will now be described; 
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however, it will be understood by one of ordinary skill in the 
art that the Systems described herein can be adapted and 
modified to provide Systems for other Suitable applications 
and that other additions and modifications can be made to 
the invention without departing from the Scope hereof. 
0017 Referring now to FIG. 1, there is shown a diagram 
of the system architecture 10 for an embodiment wherein a 
Writing instrument Structure 12 includes a first microproces 
Sor 14, and the writing instrument 12 can be additionally 
configured with biometric Sensors 16 and a Second micro 
processor 18 to control the biometric sensors. The FIG. 1 
Writing instrument 12 includes a pen, but may likewise 
comprise a pencil, marker, Stylus, or other writing instru 
ment capable of generating communicative text. For an 
embodiment according to FIG. 1, it is not necessary that the 
Writing instrument 12 operate on paper, display, or other 
Surface, providing that the writing instrument 12 provides 
communicative text to an object or device. 
0.018 AS FIG. 1 indicates, in the illustrated embodiment, 
the first microprocessor 14 can be embedded in the outer 
Structure of the writing implement. The first microprocessor 
can include any microprocessor element capable of being 
incorporated into the writing implement Structure, while 
allowing for data Storage and processing. The first micro 
processor can be read and written to electronically by an 
external device. The first microprocessor can also be pro 
grammed for protected data Storage. 
0019. In an embodiment, the first microprocessor can 
incorporate the technology known as Smart card technology, 
and can allow a personal identification number (PIN) 20 to 
be stored electronically within the first microprocessor. The 
PIN 20 can be stored with some type of encryption or 
Scrambling. 

0020. In addition to the first microprocessor 14, the 
Writing instrument can include at least one biometric Sensor 
16 to record biometric data from the writing instrument user. 
Such biometric data can be collected during a writing event 
Such as a signature. Examples of biometric information for 
this embodiment can include writing angles, Signature dura 
tion, and the forces applied during a signature event, 
although the invention herein is not limited to the types of 
biometric data collected. The biometric Sensors can be 
controlled by a Second, biometric microprocessor 18, how 
ever other embodiments can utilize Single microprocessor 
for the control of the biometric sensors and the writing 
instrument. 

0021. In one embodiment, the first microprocessor 
related to the Smart card technology 14 and the biometric 
microprocessor 18 function independently. Referring to 
FIG. 1, in Such a configuration, the microprocessors inde 
pendently interact with a transmitter/receiver 22 that can 
include a Stand-alone System or a System connected to a 
network. A requirement of the transmitter/receiver 22 
includes an ability to interact with the two microprocessors 
14, 18 and the verification system 24. The transfer between 
the writing instrument 12 and the transmitter/receiver 20 can 
be through contact, Such as by connecting an electronically 
equipped writing instrument cap with a receiver/transmitter 
for the writing instrument. Alternately, a writing instrument 
case can be instrumented to transmit and/or receive infor 
mation from the writing instrument microprocessors 14, 18 
to another System. 
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0022. In an alternate embodiment, the writing instrument 
may include the transmitter/receiver 20. In yet another 
embodiment, the first microprocessor 14 can be controlled 
by the Second microprocessor 18, thereby requiring only the 
Second microprocessor 18 to communicate with the trans 
mitter/receiver 20. 
0023. In an embodiment according to FIG. 1, the writing 
instrument microprocessors 14, 18 can provide the 
encrypted PIN and the biometric information to the verifi 
cation system 24. The PIN and biometric information can 
provide dual Security measures for user identification and 
authorization. Particular users can be listed in a database that 
stores respective PINs and biometric data, or the PIN 
database 26 and biometric database 28 can be distinct for 
added security, as shown in FIG. 1. User identification can 
be authenticated only upon receiving the encrypted PIN and 
the corresponding validated biometric information for the 
particular user. The verification results can be transmitted 
back to the transmitter/receiver 20, or if the writing instru 
ment 12 is equipped with a display, a display can indicate the 
Verification Status. 

0024. The connections between the writing instrument 12 
and the transmitter/receiver 20 can be wired or wireless, and 
can be through contact or without contact. The transmitter/ 
receiver 20 can be a Stand-alone System or a networked 
System. Similarly, the connections between the transmitter/ 
receiver 20 and the verification system 22 can have the same 
flexibility without departing from the invention herein. 
0025 Depending upon the application and the desire for 
wired or wireless communications, etc., one practiced in the 
art may design the transmitter/receiver 20 to be a mobile or 
Stationary telephone, a laptop, palm, desktop, handheld, or 
networked computer, or any other microprocesser-based 
electronic device, including but not limited to personal 
digital assistants, etc., capable of transmitting and receiving 
information as Stored in the microprocessors 14, 18 accord 
ing to the invention herein, all without departing from the 
Scope of the invention. 
0026. In an alternate embodiment wherein the second 
microprocessor 18 can control the first microprocessor 14, 
the PIN can again be stored in the first microprocessor 14, 
but the user may be required to write the PIN with the 
biometric writing instrument, whereupon the Second micro 
processor 18 processes the biometric data collected during 
the PIN writing event to verify the PIN as stored in the first 
microprocessor 14. The biometric data collected during the 
PIN writing event, or during a Subsequent writing event, can 
be utilized for dual security. 
0027. In another embodiment, the transmitter/receiver 20 
can be enabled upon the entry of a personal identification 
number (PIN). Upon the user entering the correct PIN, the 
user can extract the otherwise protected data from the 
Writing instrument first microprocessor 14 and transfer the 
data to an external device, or transfer data from the external 
device to the first microprocessor 14. By reading the pro 
tected data, the external device can authenticate the user 
(e.g., extract a credit card number). Alternately, depending 
upon the application, the transmitter/receiver 20 can extract 
personal information (e.g., medical records) for display on a 
device including the transmitter/receiver 20, or other Such 
device. 

0028. In yet another embodiment, the writing instrument 
includes a display to display the first microprocessor con 
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tents. This application may be most relevant to Storing and 
recalling personal information on the microprocessor Such 
as credit card numbers, telephone numbers, etc., wherein 
Such examples are merely illustrative and the invention 
herein is not So limited. 

0029 What has thus been described is a writing instru 
ment that incorporates a first microprocessor within the 
Writing instrument Structure, wherein the first microproces 
Sor incorporates the Smart card technology, and is capable of 
transmitting, receiving, processing, and Storing Signals and 
other pertinent data. In one embodiment, the first micropro 
cessor internally stores an encrypted PIN for the writing 
instrument owner. The writing instrument can also incorpo 
rate biometric Sensors and a Second microprocessor to 
control Such biometric Sensors and collect biometric data 
during a signature event. The internally Stored and encrypted 
PIN can be transferred to other systems with biometric 
information to provide a dual verification Scheme. In another 
embodiment, data Stored on the first and/or Second micro 
processors can be accessed by a reader requiring a PIN input 
from a user. In another embodiment, a PIN can be written 
with the writing instrument, and the Second microprocessor 
is subsequently provided biometric data to verify the PIN 
Stored in the first microprocessor and authenticate the user 
biometric data. The chip information can be displayed on an 
optional display incorporated into the writing instrument, or 
on a remote display. 
0030 Although the present invention has been described 
relative to a Specific embodiment thereof, it is not So limited. 
Obviously many modifications and variations of the present 
invention may become apparent in light of the above teach 
ings. For example, the communications between the micro 
processors embedded in the writing instrument, and the 
Verification System, may be wired or wireless, and may 
utilize any Standard, well-known communications technique 
or protocol. The Verification System may be any micropro 
cessor controlled device. Similarly, the verification device 
may incorporate the PIN and biometric databases. 
0.031 Many additional changes in the details, materials, 
StepS and arrangement of parts, herein described and illus 
trated to explain the nature of the invention, may be made by 
those skilled in the art within the principle and Scope of the 
invention. Accordingly, it will be understood that the inven 
tion is not to be limited to the embodiments disclosed herein, 
may be practiced otherwise than specifically described, and 
is to be understood from the following claims, that are to be 
interpreted as broadly as allowed under the law. 
What is claimed is: 

1. A writing instrument comprising: 
an outer Surface constructed and arranged to be gripped 
by a user, the outer Surface further comprising a micro 
processor. 

2. The writing instrument of claim 1, wherein the micro 
processor can at least one of transmit data, receive data, Store 
data, and process data. 
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3. The writing instrument of claim 1, wherein the micro 
processor is activated by an electronic device, through 
contact or contactleSS means. 

4. The writing instrument of claim 1, further comprising 
at least one biometric Sensor. 

5. The writing instrument of claim 1, further comprising: 
at least one biometric Sensor, 
a distinct Second microprocessor to control the biometric 

Sensors, 

a biometric Signature data memory; 
a registration module to register pen users and to generate 

biometric templates used in Verification; 
a verification module to process data from the at least one 

biometric Sensor and compare the biometric data to the 
biometric Signature data memory; and, 

an activation module to activate the electronic module 
based upon the verification module output. 

6. The writing instrument of claim 1, further comprising 
a display. 

7. The writing instrument of claim 1, wherein the micro 
processor further comprises a display driver to display the 
data. 

8. The writing instrument of claim 1, wherein the element 
for engaging a writing media comprises a Stylus tip. 

9. The writing instrument of claim 1, wherein the element 
for engaging a Writing media comprises an ink cartridge tip. 

10. The writing instrument of claim 1, wherein the ele 
ment for engaging a Writing media comprises a lead pencil. 

11. The writing instrument of claim 7, further comprising 
a Software user interface to display the data. 

12. A method for Securing data using biometric data, 
comprising, 

collecting the biometric data; 
collecting a personal identification number (PIN); and, 
providing access to the databased upon validation of the 

biometric data and the PIN. 
13. A method according to claim 12, wherein collecting 

the biometric data further comprises collecting information 
from a Signature event. 

14. A method according to claim 12, wherein collecting a 
PIN further includes collecting the PIN from a signature 
eVent. 

15. A method according to claim 12, wherein providing 
access to the data based on validation of the biometric data 
further comprises comparing the collected biometric data to 
a biometric database. 

16. A method according to claim 12, wherein, 
collecting PIN further includes collecting a PIN using a 

first microprocessor, and, 
collecting biometric data further includes collecting bio 

metric data using a distinct Second microprocessor. 
k k k k k 


