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(57) Abstract: Provided are a method and a system for verifying validity of a detection result.
A method for verifying validity can comprise the steps of: receiving events, which are detected
from heterogeneous security devices, from a security information and event management (SIEM)
server, correlatively analyzing the received events, and determining an event which corresponds to
a preset correlation rule among the received events as an event requiring analysis, and thus receiv-
ing the event requiring analysis from the security information and event management server, and
registering same; collecting raw data of the registered event from a security device corresponding
to the registered event among the heterogeneous security devices; analyzing the collected raw data
and obtaining location information on a network targeted by an attack with respect to the registered
event; determining whether or not there is validity in the event requiring analysis on the basis of
the obtained location information; and, if it is determined that there is no validity in the event re-
quiring analysis, generating an exception processing message of the event requiring analysis and
transmitting same to the security information and event management server.
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Current event

Detailed Information | Log description| Packet analysis

(] UDS_316_Eval_One_Line_PHP_WebShell_090803

Packet 329.00

General info
Time 2016/09/19 11:05:17 Time detected ~ 2016/09/19 11:05:17
occured:
Sensor: LD_Sensor02 Virtual sensor:  LIVEDOOR
Severity: High Number of 1count
Source information
P addiess:  113.57,187.84
Port: 15944
MAC 28.C0.DA.FC.57.F0 Network:
address:
Destination information
P address:  125.6.190.6
Port: 80
MAC 02.01.D7.8A.18.15 Netwark:
Packet information
Protocol: TCP TTL: 41

Number of packet:

1count

Close
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Current event

Detailed Information | Log description| Packet analysis

Packet

MAC Header
802.1Q Virtual LAN
IP v4 Header

TCP Header

Data

Pattern Detecked

00a0 75 6e 5d 29 3b 3f 3e 20 48 54 54 50 2f 31 2e 31 = =
00b0  0d Oa 41 63 63 65 70 74 3a 20 2a 2f 2a Od 0a 41 LE3.@)..
00cO0 6363 70 74 2d 4e 61 6e 67 75 61 6765 3a 20 —|.T}
00d0  7a 68 2d 63 6¢ 0d Oa 55 73 65 72 2d 41 67 65 6e
00e0 74 3a 20 4d 6f 7a 69 6¢ 6¢ 61 2f 35 26 30 20 28
00f0 63 6f 6d 70 61 74 69 62 6c 65 3b 20 4d 53 49 45
0100 2039 2e 30 3b 20 57 69 6e 64 6f 77 73 20 4e 54
0110 2036 2e 31 3b 20 20 4f 57 36 34 3b 20 54 72 69
0120 6465 6e 74 2f 35 2e 30 29 0d Qa 48 6f 73 74 3a
0130 2062 6¢c 6f 67 2¢ 6¢ 69 76 65 64 6f 6f 72 26 62
0140 70 0d 0a 0d 0a 00 00 00 00 :
_Accenl: #/+..A
ccept-Language:
zh.ch..User.Agen
t: Mozilla/5.0 ( |
compatible; MSIE
|_1|9.0;Windows NT ||
< || 6.1, WoW64;Tri v
ASCII Character |Ascii character only | < | ‘ Select CopyHASCII Copy AH‘
E5]
Events
endTime name sourceAddress

2016/09/19 11:05:17 L0078_CS_User_Inb...  113.57.187.84

RAW CEF : 0| ArcSight| ArcSight|6.5.1.2083.2| rule : 102| L0078_CS_User_In
BounD_WebShel_Alert | High | eventlD=26993438503 end=1474250717000
mrt=1474250738196 cnt=1 dpt=980 type=2 generAtor=3300076020 priority

=7 sRc=113.57.187.84 start=147250717000 sessionID=0 modelConfience

=0 severity=0 relevance=10 locality=Local asetCriticality=0 cat=/Rule/Fire
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[5-6]
610 620 600
) )
(
X Eb QE
() No. +H IDCH E|7H S4X P
7HOIEI'Xl . LO078_CS_User_Inbound 114.198.146.186
[ Y e R — — —
L) 2 Sggy)  Livedoor Ny Shel Aler AR
HQlEx L0078_CS_User_Inbound
HH = —YO-Uoul— 27.153.205.251
O 1 Tgsm)  Hvedoor o Shell Aler
[57]
740
_______________________________ e
EU DS_316_Eval_One_Line_PHP_WabShell_090803 125.6.180.6 80 j
720\,_{&&[ __________ blog.livedoor.jp/login.php?makehimi=1 &chdb[ htm|name]=wooyun.php -
e Sondolpath]=cachedcontent=_ =~ !
'RAWData (WSE3@8q9T}>HPEWDPWTGET /login.php?makehtm| =1&chdblntmina |
| me]=wooyun.php&chdb[path]=cache&content=<?php%20@eval($_PO
710 ST[wooyun]);?>HTTP/

Accept: */x

Accept-Language: zh—cn

User-Agent: Mozlla/5.0 (compatible; MSIE 9.0; Windows NT 6.1;
WOW64; Trident/5.0)

Host: blog.livedoor.jp

730—

-
|

| L HTTP_Eror:404

Respons Code

Response length
13731

<IDOCTYPE htm[>

<htm |lang="ja">

<head>

<meta charset="UTF-8">

<title>404 Not Found</title>

<meta name="viewport" content="width=device-width, minimun-
scale=1, maximum-scale=1, user-scalable=no">

<link rel="stylesheet"

href="http://fonts.googleapis.com/css?family=Roboto:100">
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