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A method and apparatus for hiding cryptographic keys based on autocorrela-
tion timing attacks is provided. The method and apparatus of the present invention
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METHOD AND APPARATUS FOR
HIDING CRYPTOGRAPHIC KEYS UTILIZING
AUTOCORRELATION TIMING ENCODING AND COMPUTATION

FIELD OF THE INVENTION
The present invention relates to maintaining the secrecy of cryptographic
keys, and more specifically, to a method and apparatus for hiding cryptographic

keys in software utilizing autocorrelation timing encoding and computation.

BACKGROUND OF THE INVENTION

The evolution of electronic commerce and other network computing
paradigms, such as the Internet, have increased the need for self-contained software
entities. Such entities include intelligent agents, content containers, and network
crawlers that are frequently required to authenticate themselves to other software
entities, such as firewalls. This authentication must be performed without human
intervention.

Authentication can be made by using one or more of the following bases (1)
something you have; (2) something you are; or (3) something you know. Only the
third basis is available to independent software entities. Inherent in authentication
based on something you know is that the something you know is a secret.
However, it is a known problem to maintain a secret in software.

One attack on secrets stored in independent software entities is disclosed in
“Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and Other
Systems”, by Paul C. Kocher, published in “Advances in Cryptology”, CRYPTO
‘96, p. 104, Lecture Notes in Computer Science #1109, which describes an
autocorrelation timing attack using a simple a series of computations method that
may be tailored to work with any implementation of ciphers with sufficient timing
variance in their implementations. The attack is effective because most
cryptographic operations contain code segments that execute differently depending
on the value of the segment of cryptographic key used in an operation. For

example, public key computations involve long series of modular exponentiations.
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The standard methods of doing the modular exponentiations utilize power trees
that have different operations depending on whether the current bitisa 1 ora 0. It
may appear that only a small amount of information, such as the Hamming weight
of the cryptographic key would be ascertainable, or that noise in the system would
overwhelm the information sought, however, Kocher has shown that neither of
these assumptions is accurate.

The autocorrelation timing attack may be explained by showing how timing
information can be used to derive the individual secret component, X, of a Diffie-
Hellman key exchange. The Diffie-Hellman key exchange is used to allow two
parties, Alice and Bob, to mutually agree upon a secret, Z. The two participating
parties agree on g and p, both of which may be known to an adversary. Alice
generates a personal secret X, and computes

Y, =g modp. Equation 1
Bob generates a personal secret X, gnd computes

Y, =g modp. Equation 2
Alice and Bob then publicly exchange Y, and Y,. Thus, an adversary may know
g, p, Y, and Y,. Alice then computes

Z=Y;*modp Equation 3
and Bob computes

Z=Y*modp. Equation 4
The Zs are equal and are thus a shared secret.

An autocorrelation timing attack can be utilized to allow an adversary to
derive X, if Bob uses the same value of X, in very many exchanges. The attacker
first observes k exchanges, measuring the time, ¢, taken by Bob to compute

Equation 2. This can be accomplished by using the following algorithm to compute

Z=g"modp:
Let Z, =1
Let g, =¢

FOR i =0 upto (bits_in_X - 1)
IF (bit i of X) is 1 THEN
Let R, =(R )(g)modp
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ELSE
Let R, =R,

Let 8is1 = Rzﬂ mOdP
Thus, an adversary who knows bits b,...b,_, of X can compute b,. To compute
all of the bits, the attacker starts with bit b, and monitors the amount of time
required to evaluate Equation 2.

For a few R, and g values, the calculations of R,,, will be slow, and the
attacker may know which calculations are slow by monitoring the length of time
required to execute a modular exponention of R,.,,. If the calculation is slow, the
bit is set. If there is no relationship between the time required to compute R,,; and
the total processing time, the bit is clear.

Typically, the timing difference between a clear bit and a set bit are not
extreme, but do have enough variation to allow the attack to work. For each g, the
attacker can estimate d, a measure of the time expected to complete
(R,)(g,)mod p. The attacker also knows the total time 7 to compute g* mod p.
Because the first b exponent bits are known, the attacker knows R, and can
measure ¢, the amount of time required for the first b iterations of the

exponentiation loop.

Given g, t, ¢ and d for one timing measurement, the probability, P, that a

bit b is set is:

¢( (t—c —(—Ic(lt)_—;zftd—)c - d)]

P(g.t,c,d)= Equation 5
) o uti=a), f bme-d)-ut—c=d)|
o(t—c) o(t—c—d)
where
———e-; Equation 6
- t
¢(x) T quation
is the standard normal function,
n-1
X;
p(x)=+2 Equation 7
n
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is the mean of x, and

n-1 xZ n-1 x 2
o(x)= 2( i J —(2 £ l) Equation 8
i= i=0

is the standard deviation of x. Thus, the overall probability that a bit is set is:

k-1

HP(gi’ti’ci’di)

P(bit =1) = 4= =0 . Equation 9

[1P(s:t0cd )+ ﬁ(l - P(g,.,t,.,c,.,d,.))
i=0

i=

For the attack to work, the probabilities do not need to be very large,
because incorrect bit guesses destroy future correlations. After a mistake, no new
significant correlations are detected. Thus, the attacker can backtrack through the
most recent bits and modify them. It is important to note that this timing attack
works in the presence of external system timing noise because it is based on
autocorrelation of small code segments. As computers increase in design
complexity, the effects of debugging and program monitoring facilities greatly
increase the execution time and, more importantly, variance. Thus, an
autocorrelation timing attack may run in the background on a personal or similar
computer to obtain the user’s secret key.

The difference between the attacker’s computer and the victim’s computer
is also a source of variance not related to the key. To overcome this noise, as well
as the noise of the normal system interruptions, the attacker simply needs more
samples. The attacker’s computer may even be the same computer system as
victim’s computer, but timing differences may be due to monitoring or tracing the
victim’s code by the attacker. The attacker may even own the victim computer
hardware, but not the software that is run on the hardware, such as in video-on-
demand systems.

While the number of samples is directly proportional to the number of bits
in the key, the number of samples must also increase in proportion to the square of
the timing noise. For example, if N samples are needed to derive they key in

computations having a “signal” variance of V, and a “noise” variance, V,, the

expected number of samples, N, needed to derive the key is:

N =N((V, +V,)/ V) Equation 10
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Thus, increased noise introduces more variance, which is overcome by increasing
the number of samples required by the attacker. Therefore, it would be desirable to
provide a method and apparatus for storing statistics related to a series of

computations using a cryptographic key rather than storing the cryptographic key.

SUMMARY OF THE INVENTION

A method and apparatus for storing a plurality of timing statistics

generated based on a cryptographic key in an electronic device, such that the device
may derive the cryptographic key comprising is disclosed. A plurality of timing
statistics based on an amount of time required for a sequence of related
computations used in deriving the key are generated. When authentication is
required, the electronic device derives the key in a bitwise fashion by guessing
whether bits of the key are clear or set, wherein derivation of the key utilizes the
timing statistics stored in the electronic device to determine whether bits guessed in
the derivation correspond to bits in the cryptographic key only in the absence of

programmonitoring.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example, and not by way of

limitation, in the figures of the accompanying drawings in which like reference

numerals refer to similar elements and in which:

Figure 1 is a block diagram of one embodiment of a video on demand

viewing system according to the present invention.

Figure 2 is a block diagram of one embodiment of a computer network

according to the present invention.

Figure 3 is a flow diagram of one embodiment for encoding a segment of a

cryptographic key in a friendly environment according to the present invention.

Figure 4 is a flow diagram of one embodiment for encoding a cryptographic

key in a hostile environment according to the present invention.
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Figure 5 is a flow diagram of one embodiment of deriving a segment of a

cryptographic key for use according to the present invention.

Figures 6a-6i are one embodiment of an exemplary search tree for deriving

a cryptographic key according to the present invention.

Figure 7 is one embodiment of a functional block diagram of the timed

function according to the present invention.

Figure 8 is one embodiment of an encoded cryptographic key

representation according to the present invention.

DETAILED DESCRIPTION

A method and apparatus for storing statistics related to computation of
cryptographic keys based on autocorrelation timing information is described. In
the following description, for the purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of the present
invention. It will be apparent, however, to one skilled in the art that the present
invention may be practiced without these specific details. In other instances, well-
known structures and devices are shown in block diagram form in order to avoid
obscuring the present invention.

The method and apparatus of the present invention utilize a autocorrelation
timing statistics to allow independent software entities to authenticate themselves
without storing a private cryptographic key. This is accomplished by storing
timing statistics related to the evaluation of Equation 2 in the software entity rather
than the cryptographic key itself. When the software entity authenticates itself,
the cryptographic key is derived based on information provided by the timing
statistics contained in the software entity. Derivation is performed in a bitwise
fashion and is based on guesses as to whether a bit is set or clear. After each guess
timing information is compared to stored statistics to determine whether past
guesses were correct. Interference such as timing by using debug registers by
attackers destroys future correlations thereby preventing an attacker from deriving

the cryptographic key through a timing attack.
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Figure 1 is a block diagram of one embodiment of a video-on-demand
viewing system according to the present invention. Video server 100 is connected
to a plurality of viewing stations, such as viewing stations 110, 120 and 190. Each
viewing station comprises control unit 112 coupled to monitor 114 that are
independently addressable. Control unit 112 provides an interface between video
server 100 and monitor 114 and allows a user to select videos to be viewed on
monitor 114. Control unit 112 contains an independent software entity that
authenticates itself to video server 100, such that video server 100 can be certain
that the video provided will be sent to the appropriate viewing station. The
independent software entity contained in each control unit may compute a secret
cryptographic key in accordance with the present invention to identify the viewing
station to video server 100.

Figure 2 is a block diagram of one embodiment of a computer network
according to the present invention. Server 200 provides resources and data to the
devices connected to it. These device may include, for example, personal
computers such as personal computers 210 and 230. Devices connected to server
200 may also include workstations, such as workstation 240 and terminals, such as
terminal 290. Any other appropriate device may also be connected to server 200.
Each device connected to server 200 may contain an independent software entity
that allows the device to authenticate itself to server 200. The independent
software entities may authenticate themselves according to the present invention.

Figure 7 is one embodiment of a functional block diagram for encoding a
cryptographic key according to the present invention. Old state value 700 and key
bit value 705 are input values to benchmark function 710. In one embodiment, for
the first evaluation of benchmark function 710, old state value 700 is a random
number. For subsequent evaluations of benchmark function 710, old state value
700 is the new state value 725 generated by a previous evaluation of whitening
function 720. Alternatively, old state value 700 may be a random number for all
evaluations of benchmark function 710. Key bit value is one or more bits of the
cryptographic key to be encoded.

In one embodiment, benchmark function 710 determines the next prime

number greater than old state value 700. Because the relationship between old
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state value 700 and the next greater prime number is unknown, the amount of time
required to evaluate benchmark function 710 varies. The variableness of time
required to evaluate benchmark function 710 for different old state values 700 is
used to encode and decode cryptographic keys. In one embodiment, a pseudo-
primality function is used for benchmark function 710. Alternatively, other
mathematical functions that provide unpredictable evaluation timing may be used.

The output of benchmark function 710 is input to whitening function 720.
Because randomness is desirable in new state values 725 generated by encoding
processing, whitening function 720 is used to prevent clustering of values that
would otherwise be used for new state values 725. In one embodiment, whitening
function 720 is a message digest or similar function. The time required for
evaluation of whitening function 720 is not required to be variable because variation
in timing is provided by benchmark function 710. However, whitening function
720 may provide a variable timing for evaluation.

The output of whitening function 720 is new state value 725 and raw time
value 730. In one embodiment, new state value 725 is fed back to benchmark
function 710 as old state value 700. Raw time value 730 is the amount of time
required to evaluate benchmark function 710 and whitening function 720.

Raw time value 730 is input to time result function 740, which uses one or
more bits of raw time value 730 to generate output time value 750. Any single bit
of raw time value 730 may be used as output time value 750; however, such an
embodiment is immune to timing interruptions, which would allow an attacker to
observe the decoding process. Using the complete raw time value 730 results in an
embodiment that is too sensitive to normal system interruptions and does not
consistently and correctly encode and decode cryptographic key values.

In one embodiment, the seven least significant bits of raw time value 730
are used to generate output time value 750; however, a different number of bits
may be used. Output time value 750 is used subtracted from a total time value
required for encoding and decoding. The number of bits from raw time value 730
used for output time value 750 are chosen such that the encoding process is
immune to normal system interrupts, but increasing timing variance when an

abnormally high number of interrupts occur. By selecting the seven least
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significant bits of raw time value 750, the precision of timing measurements is
provided according to the desired precision, and thus the tolerance to the number of
interrupts that may occur without disruption of variance measurements enough to
prevent the key from being properly encoded and decoded. The length of the
interrupts is not important.

Figure 3 is a flow diagram of one embodiment for encoding a cryptographic
key in a friendly environment according to the present invention. Of course, any
other method that provides timing statistics based on key derivation having
sufficient variance may also be used.

In step 300 the SAMPLE variable is set to 0. This variable is used to count
iterations of the evaluation process to so that the correct number of samples are
processed. The number of samples per bit required depends on a number of
factors including clock speed of the timing clock, key size and system noise.
Slower clock speeds and noisier systems require more samples per bit. However,
it is important to note that excessive bits per sample may allow timing attack
interference to be treated as noise and filtered out. According to one embodiment,
six samples per bit are processed. However, a different number of samples per bit
may also be used.

In step 305 the BIT_COUNT variable is set to 0. This variable is used to
count the number of bits evaluated. Each sample contains a number of bits to be
evaluated along with a seed value for each sample. In one embodiment, 100 seed
values are used.

A seed value is generated for the bit to be encoded in step 310. According
to one embodiment, each seed value is a 128 bit integer, however, other seed sizes
may also be used. The larger the seed value, the less chance of collisions between
the states reached by two key bits during encoding and decoding. The seed values
must have more bits than the number of key and pad bits being encoded in a
segment.

In step 315 the seed value is combined with a bit from the key to be
encoded. The resulting number is 128 bits (i.e., a 128 bit seed plus a one bit
corresponding to a guessed key bit). This is the number to be used as an input to a

benchmark function, the evaluation of which provides timing information for
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autocorrelation statistics. Combination of the seed value with the key bit may be
performed by a variety of operations. In one embodiment, the two numbers are
concatenated. Alternatively, the two numbers may be logically ANDed, ORed,
EXORed, etc.

As discussed above, the benchmark function combines an old state value
with the key bit to produce a new state value and a raw time value. Variableness of
timing in evaluation of the benchmark function is responsible for providing timing
variations for statistics that are used for encoding and decoding cryptographic
keys. Whitening of the output of the benchmark function is provided to avoid
state collisions during encoding and decoding. State collisions occur when multiple
state value are equal to each other. In one embodiment, an entire random state
space is used to avoid collisions between key values. The time required for
evaluation of the benchmark function and whitening is processed to produce the
time output that is used for statistical purposes.

In step 320 a timer is started to time evaluation of the number generated in

step 315. According to one embodiment, a 0.8 microsecond clock available on

Intel® microprocessors of the 486 generation or later available from Intel
Corporation of Santa Clara, California, is used. However, other timing devices and
procedures may also be used. It is important to note that the finer, or shorter, the
timing intervals available, the fewer samples are required. Conversely, the courser,
or longer, the timing interval available, the greater the number of samples required.

Step 325 is the evaluation of the benchmark and whitenting functions, the
time to completion of which is the timing information sought for encoding
purposes. In step 330 the timer started in step 320 is stopped. The timing
information obtained therefrom is added used to generate timing information for
evaluation of the key.

In step 340 BIT_COUNT is incremented to indicate that a bit has been
processed. Steps 310 to 340 are repeated for each successive bit in the key to be
encoded. According to one embodiment, an additional number of bits (a pad) are
provided to generate enough statistical data for the low-order bits of the key to be

processed in the same manner, however, the low order bits of the key may be
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processed in another manner. In one embodiment, the pad is 24 bits; however,
other pads sizes may also be used.

Once it is determined that the bits in a sample have been processed, in step
345, the time taken to process the bits in the sample is processed in step 350.

In step 355 SAMPLE is incremented and steps 305 to 350 are repeated for
the next sample to be processed. This process continues until, in step 360, it is
determined that the appropriate number of samples have been processed. If the
appropriate number of samples have been processed, encoding in complete in step
365.

The encoded key should be checked. If it fails to decode to the original key
value, other seed values should be chosen. Repeated failures indicate that the state
size is too small relative to the number of key bits being encoded in each segment.

Figure 4 is a flow diagram of one embodiment for encoding a cryptographic
key in a hostile environment according to the present invention. The steps in Fig.
4 are performed on a trusted server that can communicate with the hostile host.

In step 400, M seed values along with extra bits to be encoded are
generated. According to one embodiment, M is much larger than the number of
seed values required for a friendly environment, as described above with respect to
Fig. 3. The manner in which seed values and bits are generated for encoding a key
for a hostile user is the same as for encoding a key for a friendly user. The only
difference is that a much greater number of seed values and associated bits are
generated when the key is to be encoded for a hostile environment. In a hostile
environment the additional bits are arbitrary bits that do not correspond to the key
to be encoded. When encoding in a hostile environment, M is much larger then N
so that the hostile host cannot predict the bits that form the cryptographic key. In
a hostile environment only the benchmark function 710 is evaluated. The
whitening function 720 is kept secret.

In step 410 the order of the seed values and associated bits are mixed. This
is an additional guard against predicting the bits that are used in the key.

In step 420 the M seed values and associated bits are sent to the hostile
host. One or more functions to evaluate using the seed values and bits are also

sent. According to one embodiment, only one function is used and that function
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finds the next prime number greater than the seed value and bit evaluated.
However, alternative functions may be used and multiple functions may be used.
For example, half of the values may be evaluated by one function and the other half
of the values may be evaluated by another function.

The trusted server then waits for a response from the hostile host in step
430. If the hostile host takes too long to evaluate the seeds and functions, which
indicates that the hostile host is performing an attack, the trusted server may
abandon the process. In step 440 the trusted server receives function results and
timing information from the hostile host, if offered within an acceptable window of
time.

In step 450 the N bits that form the key to be encoded are selected and the
remaining seeds and bits are discarded. In step 460 the N bits selected are placed in
order such that the bits form the key.

In step 470 the timing information received from the hostile host is
processed. The trusted server determines an expected time, ¢, for the host to
process a sample. Finally, in step 480 the timing information for the N bits and the
function or functions are sent to the hostile host.

Figure 8 is one embodiment of an encoded cryptographic key
representation according to the present invention. In one embodiment, the
cryptographic key size in bits is known, the segment size, if the key is broken into
multiple segments for encoding/decoding is known, and the number of samples
used for encoding and decoding is known.

Seed value 800 is a random number generated to start the decoding process.
Vector of time sums for each key segment 810 is a vector of evaluation times for
the number of samples used and the number of bits in a segment summed. Vector
810 represents a total time required for encoding the cryptographic key and is an
expected time required for decoding of the key value. By having a total time value
for each sample and segment, the time required for benchmark evaluation for each
sample and key bit may be subtracted from the total value to determine whether
variance has been decreased or increased by a particular bit selection.

Figure 5 is a flow diagram of one embodiment of deriving a cryptographic

key for use according to the present invention. For the method of deriving a
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cryptographic key described in Figure 5, the method includes the steps of storing
the second lowest variance of the nodes related to the current node is described.
However, any method of exploring a search tree that allows determination of the
leaf node having the lowest variance may be used.

In step 505 a random seed value and first time sum is read for each sample
to be evaluated. In step 510 the benchmark function is evaluated for each seed
value combined with a set bit and with a clear bit. Each evaluation of the function
is timed. The time required for evaluation of the benchmark evaluation is
subtracted from the time sum associated with the respective seed values.

The time required to evaluate the function for the guessed bit is subtracted
from a total expected time, t, for each sample. The variance, o?, of the remaining

expected time is computed.

These evaluations corresponding to the set bit and to the clear bit may be
thought of as child nodes in a search tree, where each level in the search tree
corresponds to a bit in the key. In this search tree the leaf node with the lowest
variance is expanded through evaluation of the function in an attempt to guess at
the next bit in the key. When the variance of the expected remaining times for each
sample begins to grow after decreasing, the path chosen is the incorrect one, and
nodes are backtracked.

In step 520 the related node with the lowest variance that has not been
previously selected is selected. Related nodes are the two child nodes of the
current node as well as the parent node of the current node. The node with the
lowest variance is most likely to be the node representing the correct bit in the key.

After a node is selected, the node having the second lowest variance of the
remaining nodes not previously selected is stored in step 525. This step allows for
backtracking without reevaluating the variance of the related nodes. Ifitis
determined later that the selected node was the incorrect node, and the node having
the next lowest variance is most likely, of the remaining related nodes, to represent
the correct node. At this time the node selected first can be ignored because it has

been determined that the node lies in the incorrect path.
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If the second node to be selected is determined to be the incorrect node, the
remaining node that has not been selected is selected and evaluation continues from
that node. The variance of the third node selected does not have to be stored
because it is the only remaining node and thus has the lowest variance of the nodes
not previously selected.

It should be noted that step 525 is only one of many methods for
expanding a search tree. Any method that allows for the identification and
expansion of a leaf node having a particular characteristic among the leaf nodes,
such as the lowest variance, may be used. In other words, any method for
identification of the correct path from the root node through the search tree
representing the correct cryptographic key may be implemented without deviating
from the spirit and scope of the present invention.

In step 535 it is determined whether the node selected is at commit depth.
The commit depth is the number of bits (i.e., depth in the search tree) at which the
probability that the bit at the top of the commit depth is the correct bit is
satisfactory. In one embodiment, the commit depth is 24. Thus, after evaluating
24 levels into the search tree, the first bit is committed. Similarly, after evaluating
25 levels into the search tree the second bit is committed, and so on. Other commit
depths may also be used. The probability that the bit at the top of the commit
depth is correct can be estimated by evaluating Equation 5. The deeper the commit
depth, the higher the probability that the bit to be committed is correct; however, a
larger commit depth also increases the memory required to evaluate the search tree.

As noted above, extra bits may be appended to the key when it is encoded
to provide timing information for the low order bits of the key. According to one
embodiment, the number of extra bits is equal to the commit depth. Thus,
evaluation of the last bit in the pad corresponds to committing the last bit of the
key. Fewer bits may be appended to the key, however, this requires alternative
derivations for the low order bits in the key. It is important to note that number of
samples required to derive a key is determined by the first node evaluated. As bits
are committed and the search tree is traversed, the number of samples relative to
the number of remaining bits grows, which gives more samples per bit and more

accurate timing information.
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When the commit depth has been reached and a bit has been committed, the
a series of computations step of decryption is performed in step 540. The bits are
used as they are committed so that the bits that form the key are not stored in
memory such that an attacker may observe the key. Thus, if an attacker disrupts
the derivation process by observing, at most one bit will be obtained. Because of
the variable amount of time required to evaluate the function, the timing of
committing bits is not regular and thus is difficult to observe.

In step 545, it is determined whether all of the bits in the sample have been
evaluated. If so, the process is complete and decryption has been accomplished. If
not, steps 510 to 540 are completed for the remaining bits in the sample if the
newly selected node is not a leaf node. If the newly selected node is a leaf node,
steps 520-540 are repeated for the newly selected node. The newly selected node
is checked to determine whether it is a leaf node in step 555.

The foregoing discussion with respect to Figs. 3-5 assume that the
cryptographic key is encoded and computed one bit at a time. However, multiple
bits may be encoded or computed in each step by combining the bits to be encoded
or decoded to the seed value. Encoding a decoding multiple bits changes the search
tree from a binary one to one where each node has 2" child nodes, where n is the
number of bits encoded or computed per step.

Figures 6a-6i are one embodiment of an exemplary search tree for deriving
a cryptographic key for use according to the present invention. For purposes of
the example related to Figs. 6a-6i, the commit depth is 5 and the variance, o’,is
simplified. The values of o shown represent the variance across a vector of time
values, 7, (not shown) corresponding to evaluation of the respective seed values
used during expansion of the current node. For simplicity, the variance values
shown in the node in which it is contained and not the variance of the second best
related node as described with respect to Fig. 5. Also, the child nodes on the left of
its parent represent a key bit that is clear and the child nodes on the right of its
parent represent key bits that are set. For example, selecting node 610 represents a
path from node 600 to node 610 and indicates a clear bit for the first bit of the key.

In Figure 6a, the first or root node 600 is evaluated. The value of

o® =100 is the variance that is determined as a result of the encoding process as
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described with respect to Figs. 3 and 4 and not the result of evaluating a new set of
seed values for cryptographic key computation purposes. To expand node 600 the
seed values along with a clear bit are evaluated in the function provided and timing
information is collected. These evaluations correspond to node 610. Assume for
this example that the variance of the times required for evaluation is 50. Thus,

o’ =50 for node 610.

Node 611 is similarly evaluated with a set key bit. The resulting variance is
o? = 49. Because node 611 has a lower variance than node 610, it is assumed that
the first bit of the key is set and node 611 is selected and expanded.

Figure 6b is an expansion of node 611. The function is evaluated for new
seed values that are the output of the function when evaluating node 611 (i.e., the
whitened prime number output by the function in evaluating the last seed value)
and key bit. Node 620 represents a clear key bit and node 621 represents a set key
bit. Node 621 is selected because o> = 43 in node 621 is less than o® =45 in
node 620. Thus, node 621 is the leaf node in the search tree with the lowest
variance and, as such, is the next node expanded.

It is important to note that moving down a level in the search tree reduces
the expected times in, 7, because an additional bit has been evaluated, which
reduces the time to evaluate the remaining bits. However, variance does not
necessarily decrease as a lower level node in the tree is evaluated. If the selected
node represents an incorrect guess, the correlation between the statistics that
represent the actual key and the guesses decrease, which results in a larger variance.
Thus indicating that the path chosen in the search tree is the incorrect one.

Figure 6c is an expansion of node 621. Because both o =52 in node 631
and o = 55 in node 630 are greater than o = 45 stored in node 611, the selection
of node 621 was incorrect. Thus, the search tree is backtracked to node 620 is
selected because node 620 is now the leaf node with the lowest variance.

Figure 6d is an expansion of node 620. Expansion of node 620 results in
evaluation of node 632 with 6 = 58 and node 633 with o* =60. Thus, node 620
also lies on the incorrect path in the search tree. Because both children of node 611

lie in the incorrect path, node 611 does also, and the search tree is backtracked
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another level. Now the leaf node with the lowest variance is node 610, which is
selected for expansion.

Figure 6e is an expansion of node 610. Node 610 has two child nodes 623
and 622 that have o° =35 and 0° = 32, respectively. Node 622 is the leaf node
with the lowest variance, thus node 622 is selected for expansion.

Figure 6f is an expansion of node 622. Nodes 636 and 635 have o’ =18
and 0° =19, respectively, so node 636 is chosen for expansion.

Figure 6g is an expansion of node 636. Node 636 has two child nodes 640
and 641 with o* =33 and ¢° = 35, respectively. Because the variances are of
nodes 640 and 641 are greater than the variance of the parent of node 636, these
nodes lie on the incorrect path. Node 635 is now the leaf node with the lowest
variance, thus it is chosen for expansion.

Figure 6h is an expansion of node 635. The related node of node 635
having the lowest variance is node 643, so node 643 is chosen for expansion. Node
643 is at a depth of 5, which is the commit depth in this example. Thus, the first
bit evaluated is committed. In this example, the first bit is clear, represented by the
chosen path passing from node 600 to node 610. The first bit can now be used to
begin decryption. Also, the portion of the search tree comprising node 600, node
611 and expansions from node 611 may be ignored because they lie on the incorrect
path, thus freeing memory.

Figure 6i is an expansion of node 643. One of the child nodes of node 643
has o =0, which indicates the chosen bits matches the key. Thus, the path from
node 600 to node 643 represents the key. This corresponds to a key of 01111.

In theory, the variance of the correct path is zero. However, in practice,
the noise of errors in gathering timing information and other sources of noise, such
as the cache state, may be larger than the signal variance at the end of the
computation.

To counter the effects of this noise, random trailing pad bits may be added
to the secret key where the number of pad bits is greater than or equal to the
number of bits in the commit depth. This allows all of the bits of the key to be

committed in the usual manner with the same degree of confidence as the earlier
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bits in the key. Of course, the addition of pad bits to the key requires more
samples to compensate for the additional key bits.

A modification that may be used with longer keys to increase efficiency is
to break the long key into two or more shorter segments, each having random
padding. The final seed values for the first segment may be used as the initial seed
values for the second segment. Timing values are generated for each segment. As
the last bit of a preceding segment is committed, all nodes except for the committed
node are cleared, discarding the pad bits. The timing values generated for the
segment replace the timing values used in the preceding segment.

The effect of segmenting the key is a reduction in the number of samples
required for each node, which saves memory space and evaluation time over the
alternative of evaluating more samples. Additionally, the difficulty of finding the
correct path is more difficult at the beginning of each segment where the number of
sampies per unknown bit is lower.

In the foregoing specification, the invention has been described with
reference to specific embodiments thereof. It will, however, be evident that various
modifications and changes may be made thereto without departing from the broader
spirit and scope of the invention. The specification and drawings are, accordingly,

to be regarded in an illustrative rather than a restrictive sense.
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CLAIMS
What is claimed is:

1. A method for encoding a cryptographic key to be stored in
an electronic device, the method comprising the steps of:

generating the plurality of timing statistics based on an amount of time required
a series of computations used in deriving the cryptographic key;

deriving the cryptographic key in a bitwise fashion in the electronic device by
guessing bits of the cryptographic key; and

using the timing statistics stored in the electronic device to determine whether

bits guessed in the deriving step correspond to bits in the cryptographic key.

2. The method of claim 1, further comprising the step of storing the timing statistics

the electronic device, such that the cryptographic key is not stored in the electronic device.

3. The method of claim 1, further comprising the step of deriving the cryptographic
key each time the cryptographic key is required.

4. The method of claim 1, wherein the step of generating the plurality of
timing statistics comprises the steps of:

generating a total expected time for derivation of the cryptographic key based
on a plurality of starting values; and

generating a variance of the total expected time.

5. The method of claim 1, wherein the step of generating the plurality of
timing statistics comprises the step of monitoring an amount of time required to

evaluate a particular function given a known input.
6. The method of claim 5, wherein evaluating the function comprises the

step of finding a pseudo-prime number that is the lowest pseudo-prime number greater

than the known input.
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7. The method of claim 5, wherein evaluating the function comprises the
step of finding a prime number that is the lowest prime number greater than the known

input.

8. The method of claim 1, wherein the step of deriving the cryptographic
key comprises the steps of:

(a) generating a predetermined number of seed values;

(b) evaluating the function for each of the predetermined number of seed
values combined with a set bit, wherein the seed values combined with a set bit
correspond to a first child node of a current node;

() evaluating the function for each of the predetermined number of seed
values combined with a clear bit, wherein the seed values combined with a clear bit
correspond to a second child node of the current node;

(d) computing a statistical measure for a time required for each evaluation
corresponding to the first child node and the second child node;

(e) selecting between the first and second child nodes a parent node of the
current node based on the statistical measure;

® repeating steps (b) through (£) until a third predetermined number of
nodes have been selected; and

(g) repeating step (f) a predetermined number of times.

9. The method of claim 7, wherein the statistical measure is a variance.

10. A method for encoding a cryptographic key in an
electronic device comprising the steps of:

(a)  generating a plurality of seed values;

(b)  combining one or more bits from a predetermined string of

bits with a respective seed value;
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(c)  repeating steps (a) and (b) a predetermined number of
times, wherein each iteration of steps (a) and (b) is designated as a
sample;

(d)  performing a function for each seed value;

(e)  determining a period of time required to perform the
functions for each seed value in a sample;

® repeating steps (d) through (f) for each sample;

(g2)  computing statistical measures based on the periods of
time;

(h)  storing the results from step (g) in the electronic device.

11. The method of claim 10, wherein the seed values are random numbers of

a predetermined size.

12. The method of claim 10, wherein the seed values are pseudo-random

numbers of a predetermined size.

13.  The method of claim 10, wherein the predetermined string comprises

the cryptographic key of a predetermined size.

14.  The method of claim 10, wherein the predetermined string comprises
the cryptographic key of a first predetermined size combined with a set of bits of a

second predetermined size.
15.  The method of claim 10, wherein the step of performing the function

comprises the step of determining a prime number greater than a particular seed value

provided to the function.
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16.  The method of claim 10, wherein the step of performing the function
comprises the step of determining a pseudo-prime number greater than a particular

seed value provided to the function.

17.  The method of claim 10, wherein the electronic device comprises a node

in a video-on-demand network.

18.  The method of claim 10, wherein the electronic device comprises a

computer.

19.  The method of claim 10, wherein the statistical measures comprise a
total expected time required to derive the cryptographic key and a variance across the

total expected time for the predetermined number of samples.

20. A method for hiding a cryptographic key in an electronic
device comprising the steps of:

(a) generating a first plurality of seed values;

(b)  combining one bit from a predetermined string of bits with
a respective seed value;

() mixing an order of the seed values and bits;

(d)  repeating steps (a) through (c) a predetermined number of
times, wherein each iteration of steps (a) and (c) is designated as a
sample;

(e) sending the samples and a function to the electronic device
forevaluation;

® receiving, from the electronic device, results from the
functions performed, a period of time required to perform the function for
each result obtained, and a variance for each sample;

(g)  placing the seed values and bits in an original order;
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(h)  selecting, from the first plurality of seed values for each
sample, a subset of seed values corresponding to the cryptographic key;
@) generating an expected period of time to perform the
functions for the subset of seed values for the predetermined number of
samples;
G) generating a variance for the expected period of time to perform the
functions for the predetermined number of samples; and

(k)  sending the results from steps (i) and (j) in the electronic device.

21.  The method of claim 20, wherein the seed values are random numbers of

a predetermined size.

22.  The method of claim 20, wherein the seed values are pseudo-random

numbers of a predetermined size.

23.  The method of claim 20, wherein the predetermined string comprises

the cryptographic key of a predetermined size.

24.  The method of claim 20, wherein the predetermined string comprises
the cryptographic key of a first predetermined size combined with a set of bits ofa

second predetermined size.

25.  The method of claim 20, wherein the step of performing the function
comprises the step of determining a prime number greater than a particular seed value

provided to the function.
26.  The method of claim 20, wherein the step of performing the function

comprises the step of determining a pseudo-prime number greater than a particular

seed value provided to the function.

SUBSTITUTE SHEET (RULE 26)



WO 99/44331 PCT/US99/03025

24-

27.  The method of claim 20, wherein the electronic device comprises a node

in a video-on-demand network.

28.  The method of claim 20, wherein the electronic device comprises a

computer.

29. A method for deriving a cryptographic key in an electronic device
having stored therein a plurality of statistics corresponding to a time required for a
function to be evaluated for a first predetermined number of samples and a variance for
the time for evaluation for each sample, wherein each sample comprises a second
predetermined number of seed values, the method comprising the steps of:

(a)  generating a second predetermined number of seed values;

(b)  evaluating the function for each of the second predetermined number of
seed values combined with a set bit, wherein the seed values combined with a set bit
correspond to a first child node of a current node;

() evaluating the function for each of the second predetermined number of
seed values combined with a clear bit, wherein the seed values combined with a clear
bit correspond to a second child node of the current node;

(d)  computing a statistical measure for a time required for each evaluation
corresponding to the first child node and the second child node;

(e) selecting between the first and second child nodes a parent node of the
current node based on the statistical measure;

® repeating steps (b) through (f) until a third predetermined number of
nodes have been selected; and

(g) repeating step (f) a predetermined number of times.
30.  The method of claim 29, wherein the statistical measure is a variance.
31. A device for controlling request and viewing of audio/video

programming comprising a control unit configured to communicate with an audio/visual
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server and configured to generate an output, the device having associated with ita
particular cryptographic key, wherein a plurality of original timing statistics
previously generated to derivation of the cryptographic key based on evaluation of a
given function having as an input a plurality of original seed values are stored in the
device and the cryptographic key is not stored in the device, the device comprising:

a processor; and

a memory coupled to the processor, wherein the processor derives a
cryptographic key associated with the device in a bitwise manner when the device
authenticates itself to the audio/visual server by guessing at a bit in the cryptographic |
key and evaluating the given function based on the guess and comparing the plurality
of original timing statistics to a plurality of timing statistics generated in response to

the guessed value of the bit.
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