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(57) Abstract: A block chain-based evidence collection method and device, the method comprising: obtaining a network evidence
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RagidAR dy, KRR Gee sy, sl b a4 BARIB AT AR ALEAR G W 7 49
HEB R FARAHIE, AT 5 RIGAZARSAE o0 % st B 49 B AN B AT R
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ARABFEA T 2 A PATRIE A BT K0T S RH 2T L PATHIE R T 8, A X
O EAAEASIE R E A H D BB HIER T — B, BRI AN PATHIE R
AP BHPATHIE B, W ORI HATHAE R, FHF R R HATHIE S 2 A
PGEHAE . FEHPGR, BRAEARTE, FUEHIBELTE, BRREMRALFE, KR
EHET A G4 LT AT, N, . XTEALARBE A T agatia. LTl i
FE, KTV RIS SRIR A, R EAR A AN, W BGESAE T oA L35
RGN 5 AR A9 AR AR a9V ANSTUE A EAZAR I T L 64 B J8] . LS 6430 05 & 5F

AT Ak 52 3 5] A 2 A SR PR T

[(67]F#ldm, FHIGEFRIAZ & Ky T ARAEAR G W TP & 6 W 3k 69 5845 A= AR 09 K ARAZ
B, BARGEARIZ BT A QIERR L AR, S, B4Ry, BERALFE, NEKRY
ARBEOHEXFA LMK EHF;, ERAABR, NERGEREETAQER N 4
LAk ESF. AT ERBGEARIAE S, FHeH T L IGERE ol RIBAFIZ
AREARGG W T AT % 0 P 55 6 4 35 R BN T AZAEAR GG W P& 69 W 3, JHi8 71 /A A A2 A
BAREG R T PT B b W 56 89 B — AR 0 N AR, FREBE—ANEEG M ASE A S
BARG A AT IR AL, S E BRI ARAZ & IR AL g N 0348 7 8 H RAAEE . 2K
Fob, FRFGEHAE AT oL 60985 Rapbbifl A o4y, LT AT B4R
BN ATAZASEARNG P T B 64 W) 36 64 B R TN A AZASEAR G P TR % 6 W 36, FFid 7
ISR AIEAR GG T T T, b W 3h P 6B — AN HE 0 W AR, EEAN T R R IGG A 1R
AEAR GG W PTG W 56 698 — ANHEHE 60 R T 3038 4 7 B Bk 69 FARAZ &3 AT IE e,
FHFEATF BRI AN FAZAEAR G W) T AT B, 0 ) 35 F 84 55 ZAR 09 BORZ 8 I fe 4
TSI A S BB AT BB EAE , AR EAT BRI ARSIE A A R
AT B PITHIE, ARIEBAT B MG PATIAE FI BT K300 BB AH 3T S 49 PATIE
RE—B, BRI ERFLHNT LOPTHIE R, W TR PATHIEG LR,
B 2 im0 PATHAR A T A TGESE . T2 A, RIERB L EE L L P H#ATT
LB, B b R,

[68] 47 Bk S360, A BUEMIEMATE S, HWEFEIGEMIE L L E A P 6g4n.,
[69] E A i ZE6 Y, ERRIFGELRIES, HTBAEMEHHF, E—FRIETGEHK
W TIEE., B PGEMIBESRAE T, ARG EEH XA vA K @ i a RGE R & X
SRAEAE A BT 18] 3 04 o Ko RGBSR HEAT A3 5 38T A 4 18 3 A BAE A Am & —IAIEARIA
897 XATBGESAEHATE T, L F, INEARIR EAR R X T A d FAAR 8474 F,
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Blde, INEARIRT AL —ANZFBE R BT AL — AN ZANAFHARGTHEF, A
AP R FEA) AT S R AR BRI T . F B AR, B AGPAT AR A K e bk 6 —
AN B, R RRAEFHITA T 55, KTOEREF L RMFRIRE. & 250
R, BEANTFQEMERG Y, BRGEF RO LR BT 4B 2 i, 5 QP72 HRR
TAHRREEF AT ERHF LA T LT, TTUARERSE, KRk E4EH5 20
T AFFRIR

[70]1 4 7 8 % WM& H, RIEAFEGIGEHRIEN oMK, BEFENIIEMIBELEE
F P a4 T Q4% ARG QFGERIB AT B LI, AT R he 5 6 BUESIE,
T A 5 5 WG BAESAR KL B P e 45m,

[TILERSHEHB T, EBGEF QG E AT 1o, N Rk 8 a4
BB BGERABRAT A F LI, AT R I B 6 BUERIE , ¥ B d BGESR L
% Z P A, DMER PO ASE IR T 5 AT B 8 AL AR A i S B BRGESR AR SEAT IR
A3, VAFE R S G IRAESE .

[72] B BGET 49 A B 4e B 2 P, W] R Sedd =T A8 i 5 — MAXT A2 5 09 GRS
BHATH — kB2, AR — K e B S GRS, B F — R InE B 9 IRGEH
BK % ERERSE B, REMSB8 1T H AT — K B 5 6 BGESAE AT B 4L
BT R e ARSI, FHIE F R S S BAESRAE KA B P oy,
J P43 T AR FARAE 5 5§ N T 69 5 A 4R A 5 B — 4R 5T 0 & — AR AT
TR JE W ARSI HAT AR AT B R B U5 0 RS R

(731 Lo 4w, B bat 535 49 BGERIB HAT O, T AR R M 42 #, RIEBGEHIE

0y,

[74] 42 L ATid, @dif A Kotk 30 E 0978 60649, 454) RSk 495 EARIE BEATRIA
12 EPATRGESRAE, AAFE)A0 R A BGERIE, AL TIA A, b T ARAASEAR
AT W 2538 AE 6 7 SORIRIBGER AR, IPARRAA LG X, FIT BHERIE ) A SRR, K
RG24 T FGER ], R3 T RIERE, BLEKTRIEGA A RA; 5o, b Tl
PR 23 H) R ek F 04 SARIE BOEARIAME S BT IGESRAE AT 3 A48 2 44 BRESL
¥, PPAER A TR EBGERE, JFERREYIELT, BETANBEXGH R, KRiE
T WAIRBLTAZE, BPoblE % T 8 MA4EH . i Msb3 5T 69 & &, itk
PET BAESIR G TAE A, b, B BGERERATEE, TR L MAHHE, #—F
A9PRIE T BAESIE 69 7T 12
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(7515 L BiR B T Rt 0 BGE 7 ik, R THRGERE, RPFEAEHZRET —F K
T REAEGBGERE, B 4 KB B — AR B AKHAAIRE R T RO IGER E
EMAER, el 4 Fa, KT RREEBGER E 400 7T A 45 Rk 401, #AT
AR 402 VAR T AR 403, H P

[76] RIAESE 401, ST oA TRIA P 44 WA FGETF K, FARSE W L BGEH K KIRIGE
ARIAE s

(VAT 402, TTOUA TR R3khe BB QA AL, HIE AT 0T SARIB
BAEARIAME SPATIGERAE, AR 48 5 69 BGESR AR

[78] 5 F 43k 403, T TATBGESIERAITEE, FHEFTEWRIEHIBE L ZER F
EREZS

[79] 7T 649, ATALSE 402 7T A QL35

[8O]A M 27T, M-TRAMBEESY, 4 Rikst b eg & EARE BGEARIAE LHATIGE
BAE, AR & B HPATIEE, A

(81121287, A TxF &9 S PATIIEFATI R IE, F1F 8| Lm0y ATIIEE A
BAEEIE .

[82] 7Tk ty, A FALk 403, BARA Ti@ i3 BGESAE An £ X Sk 0 P 0 7] 2R 49 75 Xx

BAESIE HATA &,

[83]7T k8, EIALE 401, AR FARUR P o458 % 1% 04 B 4s A TGEE R, *T&
45 1 25 BRAE T R A TR XIATHAL, DARFEVR 7 0 M TGER R, 34 BRI R

RAGEGA P oM TGER K, AP 04 P SIGE R G RIS BARIE A P 69285 4
1% 4 B 4G W S BRGETR REEILAR ).

[84] 7Tk &g, KIRALE 401, BARA TR EBE R P REBGEFRK, g s
J P g W A IRGEE K EATIR S, DR RRE SR P N AIGEF K, URARER EE
& 8 P 0 R & IR AR R R IR AEAR17E s,

[85] 7Tk 6y, HFALE 403, BARM T AF B IGESIE ST ImE L IE, AFE| nsg
JE B BGERAE, F¥ B G G BGERIE K 14 B R P SE,

[86] A if Ll RAL GG T R 09 BGER F , BiTAM R3edk EHFHGH LY,
F2 8 X 34k P 049 SAREFGEARIAE S HATIGERAE, AR A8 8 69 GESE, AT
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WA BA, &1 T AR EA R AT W EFAE 6 7 KFRRPGERIE, BPARARAA LT X,
FILT BAESIE G A FHFIR, K KM%EE TRIEN ], 13 TRIERE, FINALEKT
BGEM A RA; 5%, dTRAE e 444 R st ¥ o9 FARIEBGEARTUE &HAT
RAERAE VAT B AR B G RAE SR, PP AT G862 P iR B RGESRAE, JHE Rk4E P15 47
R T AABAEGTR, RIET MG T3, BPoe# % T8 MG, thiE K
SEE AT A A A, RRIE T BEESIE A T 13 B sboh, @it BROEH IR S ATE
T AE S M AP H, dt—F 0 RAIE T BUESRIE 6T 1B

8718t —F ¥, AT EXE 3 PTagF%k, APFHERGTEMET —F T RkbagIx

[88] 2 F X 4k a9 BIEIR &-°T B e B AL R i = AR pbd K69 258, TR @ —/ K
—AA LA 501 A= G AE 2R 502, Ak 502 F T AR — A R— AN A LG
AL REIE., P, GAEE 502 7T ARSI GAERIF AL, GAEEGAES 502 49 1
RARF T A 45— AR —A v Bk (BTRTH) , BABERT L QKT Rkt
BRI G 69— Z F) it AT HATHR A, Lab— 3, 3R 501 TR EH 5 A4k
7 502 3815, AT RSk 0 BUER & L PAT B4 2 502 F 69— Z 713+ FAHT HATHE 4
AT R G FAEEGL T A A — AR —2A ERIR 503, —AK— A EHF LKL
KMLIET 504, — AR AR HIET 505, — AR AR 506 5.

[891fE — AN Bk 2t b, H T R34k 69 BGER & LIEA FAE S, AR —AR—A A
LwgiR R, EF—AREF AU LR T AME T, B— /A RFH —Avh A5 A
BFE—ANR—AA B3R, BN A 355t T R 3k bk 9 BGER &P 49— & 714t
BT HATIR A, BEREAE —ANRE — A LA BPATE— N RE — A LR F
8,4 FHAT A T i EAAT HATHE 4

[90] 3K B P 6 WM 44 BGER K, FARIE R B BGETE R IKIRBGEAR 12 &
(9118 X34k L ERF 884864, 154 R 34k b 4970 SARIETGEARIAME S HATIGESE
VB, AR RN A8 B A BAGESAE

(921 M BUEHABHATA T, AT W IUERIB L LB P #9455,

(93] 7Tk 8, + EAUT HATIE AR IATES, HF K3kdk EEFH A4, HHR%
BP0 EARIE BGEARIAE B HATIGEARAE, AT 348 5 09 BRGESLIE L35

[94] B %5 4662y, 54 R34k P 64 &0 SARIEGEARIAE B HUTIGERYE, AfFE &
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T ERPATIIE, DA

[95] % & S G PATHIE AT 174 22, FHA51F B) S 1R 9 PATSIABAE A GRS IR,

(961749, ++ EM T HATIEA AR PATI, *TPBGESIEHATA T 035

[97] 38 it BGEA AR A 2 K 345 4 B 10 B 44 7 XA BGEMAR 4T85,

[98]FTik 89, ++ BAT $ATIE AR IATES, FRIBUR P 89 WA BGEF R, @35

[99] AL P 64 4455 & 34 64 R4 W S BGETR R, SR 46 W 4 BGETH R 3 B IR X AT

Ak, AFER P e MBBGEHR R, KA

[100] HMARERFBLFEGH P ML BGEFRK, AP 4 REABGERF R i RIEZR 45

BARIE R P 04 438 KR WY JB A R 2 TR H R AT E)

[101]  *Tikdd, T EWTHATIEAERPIATI, FBUR P o) L IRAEF R, HARIE W

L BGE SRR IR BGEATIE & 6,45

[102] RIBAZEA P M ABGEE K, SimEE e R F oA BGEE RATHRE,

AR R R E G 69 P A M A BGETE K

[103] ARIEMGE /S 04 P 84 W - RGE T R R IRIBGEARIAIE &,

[104] T4y, T HEATHATIEASERPATH, FEFEHRAEHRIEL L E ] F oy

5% L35

[105] 35 FEBEGESIE AT B4, R i 5 b IRAERIE, H B mE 5 8

POESAE R % E ) P o ass

[106] AW EsapiR4akeg K T R34 49 GER &, @M R skdk B30 095 42

2y, I8 X bk P 490 SARIETGEARIAE S PATIGERAE, AR 348 B 69 GRS, 48

e FIAHAR, BT R RN EA R HATH LA 69 7 RIRIPGESIE, IPRRAAL

F R, FILTGEHIE A ERIR, KK %EE TR, _E 7TRIERE, B4

AR T BGESG A A R H 9, @ TRAMEF S L6 K bk 7 04 BARBEIGEARIMZ

EHATIGERAME AR 48 B 6 BGESIE, BPAER A P BGERAE, FAEREM T

EAT, BRTANARFHR, RIET WA TIZE, BPobil &, T thd WM& bt i,
W 3EZ S FAT AWK A, SRR T BAESIE O TAZ E; sbdh, @ i IRGES IR

FTEFE, TOABENEHF, #t—F ORIET BGESIE T /L,

[107] Py, R EEPIE R T —F AN, A T A AT HATIE 4,
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—Ff BAR GG LB P, AT A U, &, BRES, MM R G E
WU PATHE A AR TR B PATH, AL LI T IAAR:
[108] FRIA F e MABGER K, FHARSE WA BGEF R KRIGEAR 1 &

[109] AR Xtk EIRFH AL, B4R P 695 SARBEIGEARIAE EHATIR
PERAE, AT BAR L 0 RS

[110] ATBGERBHATEF, FFHEFEIIERBREER P 49435,

[111] T4, ZAMNR AT FAT HATIE A AR A T B ATH, BR R skt
FEREZ IO, IH R bk g SARIE BGEARIAE S HATIGEIRAE, IARE| A8
B BAGESLIE 6135

[112] ARAEFRESY, =4 Rkss b a5 ARG BGEARIAE EHATIGERME, Ui
FAT B HATEIE, VAR

[113] A& S HATHAESAT IR AL 2, 513 3) 3197 64 PAT HABAE A BGES

[114]  *Ti&b9, ZAMNT A4 T FAUT HATHE A AL 3 BPATH, AT BRIESAE

HATEF L35
[115] i@ s BOESAE An 2 R 3k 44 P 0 18] Bk g 77 X AT BGESAE AT F

[116] T4, ZGHNR G AT AT S AR AL BHATH, RIRA P 6
W &GRSR, 1%

[117]  HEAKR P o 2858 K 34 0 R 46 W 45 TRGER K, 3R 46 W 44 B 7h R 48 BB T X
BATERAL, AFR A P ML IGEF K, KA

[118] MRS B LA P MEBGEFR, B P oM & RGER R iR R4
BARIE R P 04 438 KR WY JB A R 2 TR H R AT E)

[119] “Tik4Y, &GN G4 0+ AT AT S AR AL 32 BHATRT, FRIRA P 8
W 24 BRAEH R, FARIE W & BRAETH R IRIRIAEAR 1745 8 L35

[120] SKBRAnE S 6 M P 69 MG RGETR R, 3TinE G 64 P 44 I 4 BGE R AT 58
VAFE B BRI G 0 R P 84 W S BRAETE K ;

[121] ARIESFE /S 649 ) P 44 W 4 BT KR R BGEARIR1E &

[122]  Tik&d, ZAMATR AT AT PATIE S AWML BPATH, BEFEH
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TRAESEE K A B P 458 a5

[123] *TEFEWBGESIE AT BELIE, DIF8 e G FGERIE, FHmE a8
PAERIE K E Z ) P ogsess

[124] AR 56400 F 69 AR G Ak 69 7 AT BATIE A AL B BT, @id
PR R bk B3 E 0 a2, 56 R RE T 49T FARIE BUEAR IR S HATIGERRAE,
VAT R AR B G BAESHE, ABL T IR HR, & FRRA A EA R HAT M 4345 6977 XK
RIBAERAE, PP RRAA L X, KT BEELAR GG B 3R, K K 694548 T AR ],
R TRAERE, Rl LR T BEEGAANRA; F95, b T RMAFGRE 254 Kkt
¥ 449 EARYEAEAFIME S PIATIGERANE AT R AR GG FESAE, PPEF RS FRE
BUERAE, AR T ES, BETAHBA TR, RET NEIRSTATIEE, 7P
S R, T ARE W 848 AR S5 AT A R L, HRRIET BUERIE 9T 15 A
BeIl, BT BUERABIATE R, TOAE L MAHF, H—F GRIET BUESIE 6T 15
.

[125] /& 20 #22 90 AKX, #F F —AFAR G B T IR B30 K 42 B2 4F b 6 2 it (4]
Yo, M. MARE. TFRFRIBLEM B ) RS EaGEat (AT RRARY
) . Rdn, MABRKGLE, H50RE 7iHAR L AT AALA B B ks
ey ARG, RO A R LR AR S B 0 7 R AR AR B AR A e sk b R AT F AR AL 4G
R R AE A B L, RAEBL— AN R AAR 4G B R R A8 R R A SR AR AR R SR I, Bl 4m,
T 44235 45 53 4F (Programmable Logic Device, PLD) (#]4=¥L3% < %4214 %] (Field
Programmable Gate Array, FPGA) ) st 2 X AF—AF E R w5k, HEF a8 A Pt 24
mARRAE , HIITAR BATRRRIE—ANRTF 2R ERE—H PLD L, M E &k
R AT BRI R AMEE R EREE R, M, b, BRKF DA ER Y
BG Kk, IEAEE S FRUN “EHERIFR (logic compiler) 7 AR EI, T EELS
TR AR T 0T BT R @ 8 S i B4R AL, T B iF AT 69 R AL KA AT R 4 A S ARiE
RARE, PARZ AL E S (Hardware Description Language, HDL) , @ HDL 4
FARAH —FF, @AAHF S F, 4 ABEL (Advanced Boolean Expression Language ) .
AHDL ( Altera Hardware Description Language ) « Confluence. CUPL ( Cornell University
Programming Language ) . HDCal. JHDL ( Java Hardware Description Language ) » Lava.
Lola. MyHDL. PALASM. RHDL (Ruby Hardware Description Language ) %F, E A7
&6 1% i 49 & VHDL( Very-High-Speed Integrated Circuit Hardware Description Language )
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5 Verilog, AARBBAARLEZFE, RAFEEW 7 HARM LR AR i8S
AV B AR TR AR R R B IH Y , T ARE A7 5| K I Z o R IR R
[126] 454 BT ABAEFTIE B 0977 XN FEIL, Flde, 54 8T ORI o fik 4L 32 25 R 4L
BREBGMT 0% (k) LI BPAT T FAT AR AR (Bl 2B ) 4941
BEhoTiEA K. BT, . FREREH (Application Specific Integrated Circuit,
ASIC) . TTRABZH 426 BAS Nz H| BT X, 24186090 T LB RRTF AT
F##H) % ARC 625D. Atmel AT91SAM. Microchip PIC18F26K20 ¥A% Silicone Labs
C8051F320, A fiff 545 %] S5 7T VAML SE I A A4tk B b 42 4| 0 — 3 5. AAUBBAA
RAgei, BT ALt AT A2 5 R 7 X FE IS B8, T oid ks
RUATE F AL RBIFER BAZHT. X, TAEREHE. THAELEE 4 B ik

NARAEH B0 Xk ZOAIF 2 de. B L AF 35 4] 8 5T ABIA S 2 —FF A3, &
TR QBN R T EREFT ARG EE LT MM RN G EHM. RFELE, T
F AT 52 I EAt 2 fe 64 K BALA BLT vA & S I 77 ik b9 SRAFAR SR ST VA BRS04 1 69
ZEH,

[127] Lz mlBeAe A%, 5. BRRET, BT oAb FH0S B R ERE
I, A GEHEA ARG R EI, —AP A ZIRE A AL, AR, R
WA= A A AN AT B B BRI AL, B w . AAALEE, FREEaE. MART
M. BARBAAE. FAURE. wTEMHRE. BRI E . PRIT AL T RRE
RA X BR L P AGIEFTIR L0944

[128] A THbAR&GH 1R, #BA LR B A GESHEIF LA, R FE, HK, AR
AT B — AR B A F A0 T vAJe B b 7 B8R ] — A R B A A T/ RAEA

S8

[129] AARAGHEAAR LR G, ADLRA B — R EANFHRGTREA Tk R4
Rt FAALF 5, Bob, AGLAB—AREZ AN EHESTRA TSR LS. TEK
] REEA A AR b A X, @A, ABLE B —A R E A e
TRALE—ANRE ALY CA T HAT RARSZ KA G+ FHT A AN (@R
kT AE AR CD-ROM. RF A EF ) LEEN T FIASF g X,

[130] ARBEAB—AREZEANEHG)ZLARBRBERPF RO T E, BE (RRE) .
Fait FAARFF = S 0 RAR B F / By AR R ARG, FLERMET it B B 454 IR
BB A/ RFIER F 4 H—FA2F / RFAE. ABRARR S / RFIER F 64742 H= / R
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FAEGYLE S, TR T F AR F8 4R @ A T AL F R AL SN EE AL,
HAT A2 HAB AL B R A L B A 5 A —AHLE, 438 1 B AT A 3R
K IRIR 4 RR BPAT R4S £ T RILERRE —ANRER S MAs / R E
B —AFAER S AN FAEF 5 RE .

[131] B8t SAUAR 48 40T 4 12 85| 53t SEAUS ST A2 S04 AL SRR v
O K IAMERH SENT R A B , AT AT IR AR P 0484 4 045
B4R B Rl S, A AR R RE AR E — N RAR S AN A / S E — A5

HER S AT AR T 482G hk.

[132] X sEit F AR B 48 AT R H BT AR AT e S B b 30k & b, AT
i BEARIAT A2 IR & L HAT— R IR T IROA ™ A FALE I 23, IAd it S
MR AT A2 L PATH 180N T EIERBRE N RER S AR T/ &
FHAEE — AN IER S A HAEF 45T 69 fe e IR,

[133] A—ANEREGREF, HHEEECEAREANLER (CPU) . HrN/#rd
2. MgsEafh g,

[134] A AT L LIET FATNR P ER AR, MGG E (RAM)
FalRAEH RN GEFH X, wREF4#E (ROM) RAHF (flashRAM) . AAFZTHE
AT BSR4

[135] 3T FAUT SR L35k A Fa db Rk A0k T # 3 Fa AR =T #5 S BEAR T LA dpAEA47T
B RBEAREZIE EA. A5 T AR AT k484, SR M . 25 8B R tb
BA. T EIE BT 8, (2 RIRTFAAE AA (PRAM) . #AMIGIRG
%% (SRAM ) . ) S HMLE IR A4 % (DRAM ) . Ak £ 04 AN IR G4 % (RAM)
Rig A4 (ROM) . ©THRT %2 R 44425 (EEPROM ) . I8k R4k
NARAK. RiEkEREA4#%E (CD-ROM) .« #F 3 k& (DVD) Ak b
k. REE XA, B RERL A B AR A AT E e AR AR, TR T
AT AR Bk &7 6913 8 FBARICF R, I ET AR R L A
AR (transitory media) , Jwif %] 49 BIBAZ 5 A K.

[136] HEZVH A, KiELE. “@87 A AT IO TARE ik £ A Hpilt 09
e, MmfEfFaig— A5 2 F6idf2. Fik, BaiFRETROEALERE, mE
EOIERA R HI E bR, RF AL QFEHIA LR, ik, AeXEREHE
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HeEEk, AXHESRAGELT, wigag<aiz—A . "REZNEE, F1HRA
QIEZENEE. Tk BRREXETELFLE R INHRZE.

[137]  ARBLE B —A R % A E564) T AL & i FAAPAT A9 3+ AT PATHR 449 — & L
TRF A, Blhof Ak, —Rb, 1274 QIEPATH LS 5F I T 30
KA GgHIAR. BE. R A BEENFF, LTAESH IR T ZEAT
W, BB XA HRSE T, i@ 43 M 44 d ARk B 40 1B AR L IR A R PATIE 4
BN KT FEARBL Y, £ AT DML T Q46 54k & 1 A 69 R Al A2 FALG A
R

[138] AL F5 F 69 &N a6 R A B 3t 6 7 XL, A K45 19 48 F) A8 4L 6g
o AANAIEPT, B LA E SF AR E TR TR 2. L, T
R FEHSME, BT EEARART 7k RG], PToAR R e H 2, MAZL AN
7 ik I ) 6 SR - BLEA BP T .

[139] VA EALAKBLEA B —AREA LB @, FRAFRAASE P, HF K40
BIEARAAR R, RHP B —ARE A EHBITAH S LA R, LAY H—
AN B AN AN R AT o R IEZ A TR R AEATIS L. R, S, RS KR
P B —ARENEHRGIRAIZREEZA,
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BAFERF

1. —HA T RRMGIGET 4k, AHEET, &l

RI P o P S TRAETE R, FHARYE AT 12 W 24 BT SRR IRBAEAFIRE &5

R RSk LR AR AR 2, AR AT ORAE T 693 BARYE P A BAEAFIME &R
ATRAERAE, AT A8 R 9 AL SR ;

TP R BGESIBE AT T, FHETE PR BGESIE L % Z TR P ag4s%

2. ARBRAIER 1 PTE T KR IGETG &, HFMEE, PR Kkt b
HE RS YY), ARHI PR R Ssk o 49 BARSE PTiE BEEAF A SHATIGERAE, A7
B A8 B 6 TRAESLE €45

W PTRA G624y, 28 P R 3Rk o 69 870 SARIE T BRAEATIAE S HAT AT IR
IERAE, UIFE|EFTA T B PATHIE, A

3B FTR TN SO PATRARGAT AT, TR AT B SR A PATRARAR A P i BRES
¥,

3. ARBAFIZR | AR TR IUES &, R4 e T, At prid e
B RATE T Q45

8 AL xF AT IR BRGEAC AR An B X Sk 4k 4 4 0 1) B 44 7 Xt P ik BRGESIE B AT A 3,

4, ARABBAIER 1 PR eg I T Rk 9 BGET &, HAFEE, PR R P 49 W
BIAEF R, Wi

BT R P 44k K5 0 R 4s W S BGETR R, St BT ik R 46 W 4 BGET Raz R IR
o XBATHAL, ATFEVPTAR P oy M RGEF K, A

BARER S B A E PR R P oy MAGETF R, PR P o W& IGEF R & PTik
RILIB S BARYE P L) P 2458 K% 69 JR 46 P S8 BRAE TR R AEILAT 5.,

5. RIBEAIZR 1~4 FE—RAGET RREGIGET %, THFEET, T
R P oy R IGETE R, FRARIE PT iR W A BGEH K RIBGEFRIRE & .45

RI A E G KGR P 6 W ATGERR, stATiE g G 69 P oy M & BGETF R AT E,
VAT RR G 09 R P 84 P 4 TRAEIR K ;

ARIE BT R FR B 5 69 R P 84 W 48 BRGE T R IR IR IRAEARIAAE &

6. RIFBBAIZR 1~4 FE—RAGET RN IGET %, LHFEET, T
¥ 5T 5 6 IR BOESAR K2 B ATIE R P oy %om @45

AT G G BT IR AR AB B AT I B AL 32, AR R B G G IRAEEIE, STAF P iR e 5
J& W BRAER AR K 12 EPTIR A P 64438,



10

15

20

WO 2020/119265 PCT/CN2019/112659
20

7. —APETRBEMEGIGERE, H4EET, 0%
RIS, T ARIA P oG WS BGETR K, FHARE T ik P 45 B 7 SRR IGEAR IR

17 &

Ull

PATAS R, A TRA Rk LERE TGS Y, 8 PTE R bk 49 SARIE T iE
BAEAFIAME SHATIAERAE, AT B A8 L 69 BAE S ;

HFAe, ATATPRBGESMIERTE T, SHREFTEQITEBGERIE L % EPTiE
F P g ss,

8. — AT RR4EGIGERE, HREET, €%

L AR

PR FE AT FAAUT IATHE A0 B Ak 35, P =T AT HE A AR PAT B 4% AT 18 2k 32

o
e

FRIF P MG BAETR R, FARIE AT id B 44 BRI R IR IRIGEARIR1Z &

PR R Hedk L3RE 00 5602, 154 PTiE R34k F 69 BARIE AT £ BUEAFIRIE &40
ATIAEARAE, AFF B A0 R 49 AR S ;

AP A BAES AR AT AT, AT B 0PI A PRSI L 2 Z TR P oy 435

O —AANR, BT AT AT HATIE A, HBEET, PrETHIITIRA L
RIATIS SE I T AR

FRIRJ P WA IRGETT K, FHARIE T i W - BRGE T K IR IR IBGEAR 1213 &

PR X sk EEREGH RS2, 1B PR R Sk 69 SARSE PT iR BUEARIAE &M
ATIAEARAE, AFF B A0 R 49 AR S ;

St BT iR BAESAE AT AT, R EF B PR GRS K 5 2 TR A a9 443%,



WO 2020/119265 PCT/CN2019/112659
1/3

— B AR A BGEE K
X 3k 44
: ;-
2 ) 2 F G GRS
J P e ess

X 4k

A e

K2



WO 2020/119265 PCT/CN2019/112659
2/3

FREUR P4 W 4 BGEE R, ﬂﬁ'«%&m ATAE |/
‘”E] *ZKEXEX'LE*T'l /To AoN

.

PR ESEE ST 7 6029, 12T IR S0
g EARIE BAEARIRAE & PATBAEBAE
u%ﬂﬁvwﬂmi i€

8360
o BGE HABIATEST, STREF B RAEL |
FERIEEJ) P AGLs

K 3
400
| 401
RBAESE
T 402
PATAR S
P 403
oS-k S




WO 2020/119265

PCT/CN2019/112659
3/3
4 15 G AhiL % ™
L 0L — 503
AR oam
S04
AEIAER | |
hpEn
s
Bk 3 505
WO s
""" 506
L ges e
\ ~

A5



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2019/112659

A.

CLASSIFICATION OF SUBJECT MATTER
G06Q 20/38(2012.01)1

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

G06Q

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNPAT, CNKI, WPI, EPODOC: [X3E8E, #7iF, ID, /%, BUE, 7FiF,

KE, B4, WA, iR, FEEEYY, block, chain,

blockchain, evidence, signature, intelligent, contract, identification, time, stamp, consensus

C.

DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

PX
claims 1-9

CN 110009336 A (ALIBABA GROUP HOLDING LIMITED) 12 July 2019 (2019-07-12)

1-9

Y
(2018-11-13)
description, paragraphs [0040]-[0065]

CN 108809932 A (HANGZHOU SHIBEI IP SERVICE CO., LTD.) 13 November 2018

1-9

September 2018 (2018-09-07)
description, paragraphs [0013]-[0017]

CN 108512653 A (CHENGDU LINGGUANG QUANTUM TECHNOLOGY CO., LTD.) 07

1-9

(2017-09-22)
entire document

CN 107196900 A (ALIBABA GROUP HOLDING LIMITED) 22 September 2017

1-9

(2018-11-30)
entire document

CN 108920966 A (BEIJING QIHOO TECHNOLOGY CO., LTD.) 30 November 2018

1-9

September 2018 (2018-09-18)
entire document

CN 108550037 A (BELIJING ZHIJINLIAN NETWORK TECHNOLOGY CO., LTD.) 18

D Further documents are listed in the continuation of Box C.

See patent family annex.

Special categories of cited documents:

document defining the general state of the art which is not considered
to be of particular relevance

earlier application or patent but published on or after the international
filing date

document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

document referring to an oral disclosure, use, exhibition or other
means

> document published prior to the international filing date but later than
the priority date claimed

wr

D&

wyr

g

later document published after the international filing date or priority
date and not in conflict with the application but cited to understand the
principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

document member of the same patent family

Date of the actual completion of the international search

10 December 2019

Date of mailing of the international search report

31 January 2020

Name and mailing address of the ISA/CN

China National Intellectual Property Administration (ISA/
CN)

No. 6, Xitucheng Road, Jimengiao Haidian District, Beijing
100088

China

Facsimile No. (86-10)62019451

Authorized officer

Telephone No.

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/CN2019/112659

Patent document

Publication date

Patent family member(s)

Publication date

cited in search report (day/month/year) (day/month/year)
CN 110009336 A 12 July 2019 None
CN 108809932 A 13 November 2018 None
CN 108512653 A 07 September 2018 None
CN 107196900 A 22 September 2017 ™ 201835803 A 01 October 2018
AU 2018240272 Al 19 September 2019
KR 20190118630 A 18 October 2019
WO 2018175540 Al 27 September 2018
CA 3054840 Al 27 September 2018
us 2018276668 Al 27 September 2018
CN 108920966 A 30 November 2018 None
CN 108550037 A 18 September 2018 None

Form PCT/ISA/210 (patent family annex) (January 2015)




EFrRRRE Il P iR 5
PCT/CN2019/112659

A ESIRbaES
GO6Q 20/38(2012.01)1

FZIR PR R 23 3% (TPC) B ] 4% 8 ] 28 7 SRR TPC P ok 702K

B. AENTbE
o3 AR B S0k (bR 2R R AR 285
GO6Q

AR AL TR AU 10 o o I PR B SR L AR AR R 2R STk

e P R I & 10 H 1 R e (B R A4 A, AR A CanfiE DD )

CNPAT, CNKI, WPI, EPODOC: XiRHE. #5iH. ID. #w'S. EUE. fFiE. &%, 4. FHE. HH. BG4, blo-
ck, chain, blockchain. evidence. signature. intelligent. contract. identification., time. stamp-.

consensus
C. LEE s
% AU SIS, BERN, IERMHEEETE AR AR K
PX CN 110009336 A (i B EERFEEERAE) 20194 7H 12H (2019 - 07 - 12) 1-9
BRIER1-9
Y CN 108809932 A (BUHFE WUAMIRA~BURSE RAE) 20185 115 13H (2018 - 11 - 1-9
13)
1 BE 55500401 -[0065 ] B
Y CN 108512653 A (FESENLE TRIREEAT) 20184 98 7H (2018 - 09 - 07) 1-9
1B 58 [0013]-[0017] B
A CN 107196900 A (Fi B EAERFBEEERAE) 201748 9H 22H (2017 - 09 - 22) 1-9
43
A CN 108920966 A (JLRZERFHRAT) 20184 11H 30H (2018 - 11 - 30) 1-9
43
A CN 108550037 A (AbFRHNEHEMLIHAERAF) 20184 95 18H (2018 - 09 - 18) 1-9
43
[Nacssepprecms: b . TRBERIHE
* Bl ERER “r FEHEHEMAEN B2 G840, 5 HiEA AL, (24 TER
N7 PRI IR T I HR— SRS RS U2 2 e o O I S
“g” EE%$%E%%%&ZE®E%E%$%&%% X GHESHIH, BERERTE, URERRPHZATR
oL» ATREXTIL A SRR REE S0, BN R B — RS R S i it X
S g3z “y” fF AAAREISCE, Azt 55 - BEE 2R ZE TS S IT
E}’g%g‘g)ﬁﬁﬁ%lﬁﬁﬁﬂz%l LRSS BREE B i 5 | R RIS (B EP,HE.XJ‘?ZIS*ﬁﬁi?}z?kJ\EjJ fﬁ%ﬂafugjz{%#‘ﬁ’]ﬁ
“07 WROSATF. . BB R A TR “”ﬁfﬁﬁ@‘f
wpr A 5 T B R (R T BT R (R L i S & RIS AIEISCR:
[l Jom A6 2% 2o 52 B 19 H B Frs 22 AR 5 Wi 2 3
20194F 12H 10H 20204 1H 31H
TSA/CNF & FR A0 MR 2y ik ZRE R
rb B B R 40 R AU (ISA/CN) BT
rp b BT R X B T 1A 465 100088
fEEE (86-10)62019451 B iESHS 86-(10)-53961316

PCT/1SA/210 3 (58271) (20154E1 1)



Bl H S
XTREERNESR PCT/CN2019/112659
Wit 4 8 0 B RS el Gl el
CN 110009336 A 20194F 7H 12H T
CN 108809932 A 20184 118 13H T
CN 108512653 A 20184 9H 7H T
CN 107196900 A 20174F 98 22H W 201835803 A 20184 108 1H
AU 2018240272 Al 20194F 98 19H
KR 20190118630 A 20194F 108 18H
WO 2018175540 Al 20184 98 27H
CA 3054840 Al 20184 98 27H
us 2018276668 Al 20184 98 27H
CN 108920966 A 20184 117 30H T
CN 108550037 A 20184 9H 18H T

PCT/1SA/210 R (FMIREFMM) (201551 )




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - claims
	Page 22 - claims
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - wo-search-report
	Page 27 - wo-search-report
	Page 28 - wo-search-report
	Page 29 - wo-search-report

