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(57) Abstract: A system,for accessing protected data comprising a token retriever system operating on a processor and configured

to receive a token from a user and to transmit a request,including the token to a detokenization system over a data communications
medium. The detokenization system configured to receive the token, to verify that the request has been received from an authorized

source, and to transmit a response to the request that includes an account number associated with the token. The token retriever system

is configured to receive the account number and to display the account number for a predetermined period of time.
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SYSTEM AND METHOD FOR SECURE DETOKEN]

o]

SATION

TECHNICAL FIELD

{0001} The present disclosure relates generally to data

transaction security, and more specifically to a system and
method for secure detokenization of tokenized data.

BACKGROUND OF THE INVENTION
{00021 Converting secure data into an encrypted form to
protect the secure data from misuse is known. For example, U.S.

7,451,481, commonly owned and assigned with the pendinc

application, discloses a <database stem and method Zfor
encryption and protection of confidential information, and is
hereby incorporated by reference for all purposes as 1if set

Fo

-

&
o

th herein in its entirety. Howsver, access to the encrypt

£

th
(..

information in U.S. 7,451,481 by a secure system over a public

network is prevented, to ensure data security.

SUMMARY OF THE INVENTION

L

[0003] A system for accessing protected data is disclosed
that includes a token retriever system operating on a processor

“rom a user and to transmit s

e}
.
[
-3
o

and configured to receive a i«

to a detockenization system over a

The detokenizaticon system is
configured to receive the token, to verify that the reguest has
been received from an authorized source, and to transmit a
response tc the request that includes an account number and its

h the token. The token retriever
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expiration date associ
receive the account number and to
predetermined period of time.

features, and advantages of

become apparent to one with
1

in the art upon examination of the following drawings and

detailed description. It is that ail such additi

systems, methods, features, and advantages be included within

-
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this description, be within the scope of the present dizclosure

BRIEF DESCRIPTION OF THE SEVERAL VIEWS CF THE DRAWINGS
{00051 Azpects of the disclosure can be better understood

iowing drawings. The components in the

drawings may be to scale, but emphasis is placed upon clearly

illustrating the principles of the present discloszure. Moreover,
in the drawings, like reference numerals designate corresponding
parts throughout the several views, and in which:

{0008] FIGURE 1 is a diagram of a system for providing secure
detokenization, in accordance with an exaemple embodiment of the
present disclosure; and

{0007] FIGURE 2 is a flow chart of an algorithm for providing
secure detokenization, in accordance with an example embodiment

of the prese:

DETAILED DESCRIPTION OF THE INVENTION

{00081 In the description that follows, like parts are marked

throughout the specification and drawings with the same

L

rence numerals. The drawing figures may be to scale anc

"
i

certain components can be shown in generalized or schematic form

~
C

identified by

£

designations in the interest of
clarity and conciseness,

{0009} FIGURE 1 is a diagram of a system 100 for providing
secure detokenization, in accordance with an example embodiment
of the present disclosure. System 100 includes point of sale
system 102, token retriever system 106, data tokenization system
118 and detockenization asystem 104, which further includes 1imit

system 112, security accesg zystem 114, token valid

116 and terminal management system 122, each of

implemented in hardware or a suitable combination of hardware

or other suitable device that includes a processcor, one or more
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1o func

to perform algo

device, to allow processed

device. Point of sale szystem

that are configured to use

k(\

number from a credit

communication (NFC

devices and to transmit

over a public n

generation of a token.
be used in place of the

need for the account number

sale system 102. Because poi

>srogrammable features and

updates from a remote

colnt of sale svyvstem 02
; Y

102, 1
software code {or “malware’)
third party to obtain the ac
U.s. 7,4
cted data
numbexr

the account

account number

malware, but the account

the such as t reso
7,451,481 discloses that a
access aystem can be used t

data and the account number,

usad to address every

needed.

is

[0011] T

numnber
cken retriever
that

lel

vatem

102, ar can

access

tions

one

account

carn
location to modify the func

it can be

~
Toxr

nuam

ive

situaticn

system

is sep
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devicezs and other components that
red in the one or more memory devices

the input/cutput devices and

received at an input

provided to an output

Lthms

or more alg:

a card reader device to read an

a magnetic stripe, a

card

chip or guitable security

ccoount number te a data tokenization

etwork, such as network

example embodiment,

number, such as to eliminate the

to be made available at point of

sale system 102

receive one or  mo

)
L

[tel
O
=

target of

that can be used by an unauthorized

ount number Using proc

51,481, the account number

that can be used like a token, to

transaction processing. In this

can be from access by

ber may be required at a point in

a cha

in which the original account

specialized

from point

252 PIN pad or
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system 106 includes a processor,
- N A AT N TR T Aetrd N /1 vy At e PRaTe ~ o
one or more memory devices, input/output devices and other

algerithmas to be stored in the one or more

(’D
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COMPONE
memory devices and used by the vprocessor to access the

nput/output devices and to perform algorithmic functions on
data received at an input device, to allow processed data to be

to an output device for transmission over & public

such as
example embodiment, token retriever system 106 can transmit
encoded data that represents a confidential account number
{which can be referred to as a “token to detokenization system
104, and can receive data from detokenization system 104 that

repregents the account numk an expiration date and other

suitable data. The data received from detokenization system 104

frame or other suitable

can be one or more data packet ata
data structures, can be encrypted and can include other data
security protection. Token retriever system 106 can include one

cessor of token retriever
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go
system 106 to receive and decrypt the one or more data packet

e to extract the account number, to perform other suitable

0]

security processing on the one or more data packet or frame, and

then to display the acceount number associated with the toker

for a predetermined itod of time, i

After the period of time has elapsed, the account number can be
irrevocakly deleted, such as by writing over the data buffe
where the account number is stored with a null data set or in

manners. T

£ty than point of sa
ability to modify the algorithms that operate on token retriever

system 106 is more limited than the ability to modify the

algorithms that operate on point of sale system 102 or other
similar systems. [n an access device 108 is

to enable token retriever system 106 to operate, such as a card
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with encoded identification data stored in a semiconductor
memory device, a magnetic stripe or other suitable devices.

Access device 108 can be locally authenticated

C‘

i, remotely
authenticated cor can use c¢ther processes to control access Lo
token retriever system 106 oken retriever system 106 can thus

be used at different workst such as when a

ccated close to a workstation where a charge is

being finalized. In this manner, a

ing token retriever

system 106 to a t ~es the need to write

down account information in an unsecure manner, such as on a

{00121 Detokenization system 104 includes a processor, one
or more memory devices, input/output devices and other

components that allow algorithms to be stored in the one or more

L2

memory devices and used by the vprocessor to access the

nput/output devices and to perform algorithmic functions on
data received at an input device, to allow processed data to be
provided to an output device. Detokenization system 104 can
receive a request to detokenize a data string from a token

retriever system 106 and can access tokenirzed data at a dat

i‘J
i‘J

ization system 118 over a secure network zuch as network

12¢0. The data string can include unigue numbers that are used

to represent credi card account numbers in a system such

3
n

;.
,._l
I

U.s. 7,451,481 or other suitable systens, be protected

behind a secure data network, a firewall system and using other

-

security measures, to prevent a user on a pubklic data network

from directly accessing the secure data network. For example,

a malicious wuser on a public data network

attempts to access a data processing system that is accessible

over the public network until access is obtained, and placing

tokenizaticon

systems that cannot he directly accessed

over such public networks dimproves the security of the

is being tokenized. Thus, while

confidential informati

o

2 3 such data

6}
G

(}

allowing detokenization system 104 to

O
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tokenization systems over a secure network introduces some risk
of unauvthorized access to the confidential data, detokenization
system 104 is configured to provide additiconal security
measures, in addition to firewall protection, access protection

and other conventional forms of data security, as discussed

0013} Limit system 112 operates on the processor of

104 or other

data representing a

eques

whether a number of detokenization requests exceeds a

._)
t...l
[oN
.

predetermined threshc In one exanple embodiment, the

based on a number of detokenization requests that would normally

expected for a typical establishme
retriever system 106. In this embodiment, a limit can be
cstablish in a hosted system as a security measure to limit an
overall detokenization exposure in case of compromise, where the
limit can be predetermined and only be changed remotely with a
software download to the associated token retriever system 106

or in other suitable manners. Limit system 112 provides

additional =zecurity by preventing mass detokenization

[#)

from being submitted by a malicious actor, and limits the number

J

of detokenization reguests and associated risi

additional detokeniz

raquested

operator or using an approved security protocol. In addi

limit system 112 can implement cne or more security measures if

repeated requests are received from a token retriever system 106
that exceed an allowed of requests, such as to notify a

predetermined wuser, to shut down operaticn of the token

retriever system 106 or to perform other =zuitable functions.

%
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carn

identifies the

identifier of the user

device

access

identify token

token retriever
other suitable manners.

implement one or mo

@]
5

m
jt
!

from a

re received

[oXs

to pert

{0015} Token
of

detokenization

prese

determines whether the

requester. in one
inciude one or

to ide

S 'F‘

C1l

as a set of numeric

predetermined

valildati

token

addition,

"
<

securit

W
o
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—
=
0
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T
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-
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59
o

retriever

authorized user for the asszociated

re securi

token

system

exanmple e

nore data fields

tLhat

predetermined
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le embodiment, a requester can have an

clude a card with a

agnetic stripe or other

e
=
=
T
-

o
=
g,

retriever system 106

storage device that

system 106,

ident

o
|__l
Fh
|._l
6]
=
@]
h

o~k BOCEa: I omvra g 100 an

To

device 108 and a

determine whether the

access device 108

SASSWOrd,

sultable data. security data

alternatively be performed locally at

106, using a third party system or in

In addition, security access system 114
ity measures if repeated
retriever system 106 that
notify a
token retriever system 106

erates on the processor
suitable processors,

iLzation

nting a
detokeniza

nhodiment,

or combinations

the source of the tokeni

predetermined

other suilta

mernt

116 can imple

C
o}
[€a)

<
0]
o+
0]
=

one or

requests are

do not have a valid source identifier,

user, to shut down operation
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token retriever system 106 or to perform other suitable

functions. In one cample embodiment, & token can be required

~

ex
to pass a local token format check, the token can be wverified

T
9]
Qo
-
[
9]
wn
&
T
7'\_\
)

to determine that validly i

5 system 104 and is not a token from a third party token, can be
verified to ensure that it been lssued to a
with token retriever system 106 (such as where system 100 issues
tokens as a function of an individual locatio
group of locat where the same n dc
10 account number for all merchants but only for
and possibly a specific merchant location), the formatting can
be checked again at detokenization system 104, and other
suitable processes can also or alternatively be used.
[0016] Ferminal system 122 operates on the
15 processor of detokenization system 104 or other suitable
processors, and interfac with token retriever system 106 to
provide software updates, security certificate replacement,
device health evaluation and other suitable functions. In one
example  embodiment, terminal management system 122 can
20 periodically guery a token retriever system 106 to verify that

it has not heen tampered with,

functions.,

N
n

{0017} FIGURE 2 is a flow chart of an algorithm 200 for
providing secure detokenization, in accordance with an sxample

embodiment of the present disclosure. Algorithm 200 can be

implemented in hardware or a =zuitable combination of hardware

softwa

[t

e, such as by compiling scurce code into machine code

&\
&

w
[a»)
o]
]
j&N
ot
o
0]
fow}
b
]
b
i
o}
e
t
o
D
=
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O
p
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o}
®
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Lo one or more processzors and
associated data link libraries, input/output devices, data

memory devices and so forth. Although algorithm 200 is shown

as a f

s3]

chart, 1t can alzo or alternatively be implemer
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a state mach
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ect-oriented programming or in cother
suitable manners.
{00181} Algorithm 200 begins at 202, where an access device

is received at a token retriev

ystem, In one example

o
o
o3
o
Is

+
[
o
—
o]
ot
-
ny
i
3
O

access device can be a card having a magnetic

stripe, an NFC chip or other s=suitable data storage devices that

a location associated with

T

user and other The access device data can

iodically updated using a hash or other suitable dynamic

1 data to reduce the risk of misappropriation of the data of the
access device. The algorithm then proceeds to 204.
{0012} At 204, it is determined whether a user is authorized.
In one example embodiment, the user data can be checked against
a local o remote database of users,

15 locations where the user is authorized
system, or other suitable data, and additional processes can
also or alternatively be used, such as password authentication,
biometric authentication, two-step authentication by

sion of an access code to a device of record or cother
20 processes. If the user is authorized, the algorithm

to 206, otherwise the algorithm proceeds to 208 whers

an error message 1s displaved, such as to the user or to an

d
O
fu
_‘5
Q)
S
_‘5
-
m
*x
[o7]
ot
O
=~

25 embodiment, the token can be manually entered into a data entry
device, can be selected from a list of available tokens using a
user interface device or can be selected in other suitable
manners. s Lo 210.

{0021}

whether the source requesting
30 the token has been verified. In

“““ v be verified by an IP address,

stored at the terminal or in other

equesting the tok

is not wverified, the algorithm

proceeds to 208, otherwise the a

O
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(o022} At 214, it is determined whether the terminal has been

embodiment, a
terminal identifier hosted at a detokenization system or other

suitable locations can be required to be enabled before

such as by determining whether a

“detokenizaticon al hag been set to “on” to enable the

functionality of a detokenization system, or

manners. If the terminal is not verified,; the

to 208, otherwise the algorithm proceeds to 216.

216, it is determined whether the user has been
r

In one example embodiment, a user can be verified by

whether the uszer 1s as
retriever system, with an entity that operates the token

manners. 1f the user is

al)
—
>:_)
o

retriever system or in other sults
not wverified, the algorithm proceeds to 208, otherwise the
algorithm proceeds to 218.

{00241 At 213, it is determined whether a limit on the number

of detokenization procedures has been reached. In one example

£

L

embodiment, each token retriever system can have an assocliated
number of detckenization procedures that it 1is allowed to

perform, such as based on the lccation of the token retriever

aystem, the hist ical number of

ion procedures
performed with the token retriever system in a predetermined
period of time or in other suitable manners. If the limit has
ached, the algorithm proceeds to 208, otherwise the
0

proceads to 220

At 220, it is determined whether the token has been

In one example embodiment, & token can have a

5

nship hbetween data

predete a predetermined relatic

values in the token or cother suitable structu

the token is not verified, the algorithm
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(0028} At 222, the primary account number is trangsmitted. In
one  example embodiment, the token can be transmitted over a
eto

secure data network from a

ization system that converted the primary account number

o
[
—
o]
ot
<

the token, or other suitable processes can be used. Once
the primary account number iz received at the detckenirzation

vstem it can be compiled into one or more packets or frames,

‘.
7

encrypted and otherwise processed for transmission to a token

,__
P~
&)

retriever system or cther zuitabl ices., The algorithm then

10 proceeds to 224.

[0027] At 224, the primary account number iz displayed for a
predetermined period of time Ti. In one example embodiment, a
system  can . limited  predetermined
“ionality that on a processor and

15 which causes transmitted data to be received, decrypted,
reconstructed intce a data ztring having predetermined paraneters

and displayed on a display for a predetermined period of time.
As part of any display, the data may be temporarily stored in a
buffer, and after the predetermined time period, the buffer can
20  be purged by storing null data values or in other suitable

MENNers .
{0028} Az used herein, the singular forms

.

are intended to include the plural forms

context octherwise.

5

25 understood that the terms “comprises” and/or

UL UL [Z2NN)
comprising,” when

bedsy
h

in this specification, specify the

o]
features, integers, steps, operations, elements, and/or

of one

30 components, and/or groups thereof. As used herein, the term
includes any and all combinations of one or more of the

Iy

. N 3 Toa 1 34 e . I - 5 o) . —~ . .l —
zssociated listed items. As used herein, phrases such as

X and YV

("‘

X and Y* and “between abo

interpreted to include X and Y. As used herein, phrases such as
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N

“between about X and Y” mean “between about X and about Y.7 As

used herein, phrases such as “from abcout X to Y7 mean “from

i

{00291} As used herein, “hardware” can include a combination

n

of discrete components, an integrated circuit, an application-

specific integrated circuit, a field programmable gate array,

QO

or other suitable hardware. As used herein, “software” can

ude one or more cobiects, agents,

lines of code,

ot

oftware applica

subroutines, separa two or more lines

5

of code or other suitable software structures operating in two

or more software applications, on one or more processors (where
a processor includes one or more microcomputers or other

suitable data processing units, memory dev:

I
O
M

ices, input-output

input devices such as a keyboard or a

N . N 5 B . N

L. - 71 . i~ - - - P g o P N — =
pherals such as printers and speakers, associate

o

ntrol cards, power scurces, network devices, docking

devices, or other suitable devices operating under

scftware systems in con-

more lines of

;._.
QL
O
o
w3
&
O
I

exemplary embodiment, sofftware can incilt

code  or other suitable software structurses operati:

general purpose software application, such as an operating

L

system, and one or more lines of code or other suitable zoftware

i

structures coper software application.
As used herein

as “couples”

and ipled can include a physical connection
(such aszs a copper conductor), a virtual connection (such as

randomly assigned memory locations of a data memory

a logical connection {(such as through logical gates of
a semiconducting device), other sguitable connections, or a
suiltable combination of such connections. The term “data” can

refer to a suitable structure for using, conveying or storinc

o
o
o
9]
o
O
=
9]
o
O
u
o

data message having

)

the data wvalue and data, a control
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message having the data value and one or more operators that
cause the receiving system or component to perform a function

using the data, or other suitable hardware or software

9]
[
b
o
O
e

s
i

T

component electronic processing of data

5 {00301 In general, a software system 1s a system that
operates on a processcer to perform predetermined functions in
response Lo predetermined data fields. For sxample, a system car
be defined by the function it that
it performs the function
10 where NAME iz typically the name of the general function that
is performed by the sysztem, refers to a software =zystem that is
to operate on a processor and to perform the disclosed
on the disclosed data fields. Unless a specific
is disclosed, then any suitable algorithm that would
15 be known to one of skill in the art for performing the function

using the associated data fields is contemplated as falling

within the scope of the disclosure. For example, a message system

(/)

that generates a message that includes a sender address field,
d encompas
20 software operating on a processor that can obtain the sender

=1d, recipient address field and me

gtem or device of the processor, such as a buffer

device or buffer system, can assemble the sender address field,

sz field and message

25 electronic message format (such as an electronic mail message,

a TCP/IP message or any le message format that has
a sender address field, a recipient address field and message
field), and can transmit the electronic message using electronic

messaging systems and devices of the processcor over a

,_.
O
on
o
)
oy
=
D
ot
5
]
8

30 communications medium, suc <. One of ordinary skill

in the art would be able to provide the specific coding for a

specific application based on the foregoing disclosure, which

is iIntended to set forth

mplary embodiments the present

disclosure, and not to provide a tutorial for someons having

—
(9%}
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}

kil

o]

less than cordinary s in the art, such &s someone who 1s

unfamiliar with programming or processors in a suitable

=y

programming language. A specific algorithm for performing a

function can be provided in a flow chart form or in other

5 suitable formats, where the data fields and associated functions
can be in an exemplary order of coperaticns, where the
order can be rearranged as suitable and is not intended to be
limiting unless explici to be limiting.

{00311 it shculd be emphasized that the above-described
10 embodiments are merely examples of possible implementations.

Many variations and modifications may be made to the above-

described embodiments without departing from the principles of

the present disclosure. All such modifications and wvariations

are to be included herein within the scope of this
15 discliosure and protected by the following claims.
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1. A system for accessing protected data comprising:

a token retriever system operating on a processor and
configqured to receive a token from a user and to transmit a
request including the token to a detokenization system over a
data communications medium;

the detckenization system operating on a second pProcesscr

and ceonfigured to receive the token, that the request

has been received from an autherized source, and to transmit a

response to the reguest that includes an account number

wherein the token retriever system is configured to receive
the account number and to display the account number for a

predetermined periocd of time.

2. The system of claim 1 wherein the token retriever
avstem is configured to receive an accesg device and to determine
whether the access device is associated with an authorized user,

) e

3. The syvstem of claim 1

¥
)

system further comprises a limit system configured to limit a

number of detokenization procedures from the token retriever

aystem within a predetermined pericd of time.

4, The rstem of claim 1 wherein the detokenization

9]

system further comprises a terminal management system configured

to interface with the gyztem and to authenticate

the token retriever systemn.

5. The system of c¢laim 1 wherein the detokenization

a terminal management system configured

—
i
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to interface with the token

security certificate at the token

5. The system of c¢laim 1

&
o
0
9
o
g
H
-
&

retriever

token

further

’..J
—
U
p
<
93]
fus
=

comprises a security

with the token retriever
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and to determine whether the access
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further comprizes a first

configqured to interface

and the detokenization system
20 security access system configured to
security access system and the access

whether the

25 receiving a token from a user

operating on a

DL OCESSOr;
transmitting a

retriever system

communications medium;

the

at
verifying that request
authorized source;

transmi

retriever

retriever sys

wherein

acce

wherein the

with an access
assoclated

further comprises a second

detoke

has
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systemm and to

the detokenization

detock
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seiel

configured to
device
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andtd an access

ice 1s associated with

5

security
device and to determine

S, 4 -
with an authorized

with the first

and to determine

evice

with an authorized user.

the token from the token
system over a data
been received from an

ludes an
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receiving the account number at the token retriever system;

displayinc he ccount numbe “or a predetermined perioed
lisplay the account nber fc ] determined period

10. The method of claim 9 further comprizing:
receiving an access device at the token retriever system;
and

the access device 1s assocliated with

determinin

QO

an authorized user.

11. The method of c¢laim 9 further comprising limiting a

a.

.
t

number of detokenization procedures from the token retriever

.

system within a predetermine of time.

v

iz, he method of claim 9 further comprising intex

o
5
Q

with the tfoken retriever system using a terminal management

ayvstem to authenticate the token retriever system,

13. The method of claim 2 further comprising interfacing
with the token retriever system to replace a security

certificate at the token retriever system,.

[

14. The method of claim 9 further comprising
with the token retriever system to determine a state of operation

of the token retriever system.

(D
=
o
{ ™y
e
oo
O

15. The method of claim 9 further comprising i

with the token retriever syvstem and an access device to determine

('\

whether the access device iz assocliated with an authorized user.

16. The method of claim 9 further comprising:
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interfacing with an access device at a detckenization

W
N

V)]

[

1]

:m Lo determine whether the access device is associated with

5

an authorized user; and

interfacing with the detcks

device and to determine whether the access device is associated

with the auvthorized user.

(f)

17. In a system for accessing protected data having a

token retriever svs

v'l:

Tem

=

on & first processor and

configqured to receive a token from a user and to tftransmit a
request including the token to a detokenization system over a

data communications medium, the detokenization syst
on a second processor and configured to receive

verify that the request has been received from

source, and to transmit a response to the reguest

an account number associated with the

ken, and wherein the

token vetriever system is configured to receive the account

N

number and to display the account number for a predetermined

vstem is configured

< =

1od of time, wherein the token retriever
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to receive an access device and to determine whether the access
device 1s asscociated with an authorized user, wherein t
kenizatior system further comprises a limit system

o
configured to limit a nunmber of detcokenization procedures

th

from

stem within a predetermined pericd of

5

time, wherein the detokenization system Zfurther comprises a

system con with the

token retriever system and to authenticate the token retriever

system, wh

the terminal management system is configured to
interface with the token retriever system and to replace a

certificate at the token retriev system, wherein the

terminal management zystem configured to interface with the
token retriever system and to determine a state of operation of

hereln the det
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ace with the token retriever system and the access device

and to determine whether the access device is associated with

0]

an authorized user, wherein the token retriever system further

comprises a first security access system configured to int

5 with the access device and to determine whether the access device
is associated with an authorized user, and the
system further comprises a second security access system
configured to interface with the first security access system
and the acce device and to determine whether the access device
1 5 associated with an authorized user, a method for accessing
protected data comprising
receiving a token from a user a3t a token retriever system
operating on a fi 530r;
transmitting a reguest including the token from the token
15 detokenization system over a data

at the detokenization system;

request has been received from an

20 transmitting a response to the request that includes an
account number associated with the token;
receiving the account number at the token retriever system;
displaying the account number for a predetermined period
of time;
25 receiving an access device at the token retriever system;

the access device 1s assocliated with

determining
an authorized user;

limiting a number of detokenirzation procedures from the

token retriever system within a predetermined period of time;

i
b
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the token retriever

30 interfacing wi using a

n retriever

terminal managenent system to authenticate the

)

system;

gystem to replace a
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