(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Burcau

A 0

(10) International Publication Number

WO 02/052390 A2

(51) International Patent Classification”: GO6F 1/00 (74) Agents: PIRIO, Maurice, J. et al.; Perkins Coie LLP, P.O.
Box 1247, Seattle, WA 98111-1247 (US).

(43) International Publication Date
4 July 2002 (04.07.2002)

(21) International Application Number: PCT/US01/49000 .
(81) Designated States (national): AE, AG, AL, AM, AT, AU,

AZ,BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,
CZ,DE, DK, DM, DZ, EC, EE, ES, Fl, GB, GD, GE, GH,
GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,

(22) International Filing Date:
19 December 2001 (19.12.2001)

(25) Filing Language: English MX, MZ, NO, NZ, OM, PH, PL, PT, RO, RU, SD, SE, SG,
SI, SK, SL, TJ, TM, TR, TT, TZ, UA, UG, UZ, VN, YU,

(26) Publication Language: English ZA, ZW.
(30) Priority Data: (84) Designated States (regional): ARIPO patent (GH, GM,
09/747,307 22 December 2000 (22.12.2000)  US KE, LS, MW, MZ, SD, SL, 5Z, TZ, UG, ZM, ZW),

Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, CH, CY, DE, DK, ES, FI, FR,
GB, GR, IE, IT, LU, MC, NL, PT, SE, TR), OAPI patent
(BE, BIJ, CF, CG, CI, CM, GA, GN, GQ, GW, ML, MR,
NE, SN, TD, TG).

(71) Applicant: OPENDESIGN, INC. [US/US]; 12721
Bel-Red Road, Suite 100, Bellevue, WA 98005 (US).

(72) Inventors: BUSH, Steve; 8605 217th Avenue NE, Red-
mond, WA 98053 (US). JUNG, Edward; 13420 NE 36th  Published:
Street, Bellevue, WA 98005 (US). KNIGHT, Holly; 17413 —  without international search report and to be republished
155th Place NE, Woodinville, WA 98072 (US). upon receipt of that report

[Continued on next page]

(54) Title: METHOD AND SYSTEM FOR ACCOUNT MANAGEMENT

Client 400
Application Application
430 s o @
a3 431
Platform
Start ; Process logon
420 application Connect node Register user Logan user response Cache
421 422 423 424 425 426
Operating System
410

(57) Abstract: A method and system for managing accounts that control access to resources of different providers. The account
management system allows providers to use a common logon procedure through an account management server. The account man-
agement system dynamically creates accounts when users request to access resources. To access to a resource, a user provides their
credentials (e.g., user identifier and password) through a certain location (e.g., client computer) and identifies the resource (e.g.,
application). The account management system determines whether an account has already been created for those credentials. If not,
a the account management system authenticates the user, creates a new account for those credentials (i.e., registration), and associates
the identified resource with the account.

02/052390 A2



w0 02/052390 A2 IO R0 00 OO

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gazette.



WO 02/052390 PCT/US01/49000

[0001]

[0002]

[0003]

METHOD AND SYSTEM FOR ACCOUNT MANAGEMENT

TECHNICAL FIELD

The described technology relates generally to management of
accounts; particularly, accounts for accessing computer resources from

various nodes.
BACKGROUND

Techniques for accessing computer resources (e.g., application
programs and computer data) require that the accessing user be
authorized to access the computer resource. The authorization is typically
verified using a logon procedure in which a user supplies their credentials
(e.g., user identifier and password) to the system that controls access to
the computer resource. When the system receives the credentials, it
determines whether the user is authorized to access the resource (e.g., by
checking capabilities associated with the user identifier). If so, then the
system allows the user to access the computer resource. For example, a
database program may require a user to supply their user identifier and
password before accessing (e.g., reading and writing) the data in the
database.

Such techniques for accessing computer resources are well adapted
to environments in which the computer resources (e.g., data in a database)
are provided by a single source. For example, a news service may require
a user to logon before accessing any news stories during  that logon
session. The news service may then bill the user on a monthly basis for all
the news stories accessed during the month. Each provider of computer
resources typically develops their own logon procedures. A problem with

such development is that each provider duplicates the efforts of other
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providers when developing their own logon procedures. Another problem
with such development is that each provider may use different types of
logon procedures which tends to confuse users. For example, one
provider may require a password to be at least 8 characters while another
provider may require that passwords be 5 to 7 characters. Thus, a user
who accesses the computer resources of both providers needs to
remember different passwords. Even if different providers were to use the
same logon procedures, a problem would still exist in that a user would
receive separate bills from each provider. This problem may not be
significant if a user uses the computer resources of only a few providers,
but it is significant when a user (e.g., an Internet user) accesses the
computer resources of many different providers (e.g., different news
organizations and associations).

These problems could be solved if a procedure was provided by a
logon organization that is not related to providers. For example, a user
would logon through a logon organization with a single set of credentials
and then access the computer resources for different providers. Providers,
however, typically find it undesirable to have their logon procedures
provided by an unrelated source for several reasons. First, providers
prefer to have the displays associated with the logon of their users to be
integrated with the look and feel of the user interface provided by the
developer. Second, providers may prefer to have provider accounts used
when accessing the providers’ services and resources. It would be
desirable to have a technique that would combine the advantages of the
logon organization to avoid these difficulties, and yet enable providers to

use established accounts and provider-supplied logon elements.
BRIEF DESCRIPTION OF DRAWINGS

Figure 1A illustrates a display page for entry of the user identifier.
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Figure 1B illustrates a display page through which a user enters
their temporary password and new password.

Figure 1C illustrates a display page for identifying common
accounts.

Figure 2 is a block diagram illustrating the account management
system in one embodiment.

Figure 3 is a block diagram illustrating the tables of the accounts
database in one embodiment.

Figure 4 is a block diagram illustrating components of a client
computer in one embodiment.

Figure 5 is a flow diagram illustrating the processing of the start
application component of a client computer.

Figure 6 is a flow diagram of the connect node component of the
client computer.

Figure 7 is a flow diagram illustrating the processing of the register
user component of the client computer.

Figure 8 is a flow diagram illustrating the processing of the logon
user component in one embodiment.

Figure 9 is a flow diagram illustrating the processing of the process
logon response component of the client computer.

Figure 10 is a flow diagram of the processing of the register node
component of the server computer.

Figure 11 is a flow diagram of the processing of the connect node
component of the server computer.

Figure 12 is a flow diagram of the processing of the disconnect node
component of the server computer.

Figure 13 is a flow diagram of the processing of the register user
component of the server computer.

Figure 14 is a flow diagram of the processing of the process logon

request component of the server computer.
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DETAILED DESCRIPTION

A method and system for managing accounts that control access to
resources of different providers is provided. In one embodiment, the
account management system allows providers to use a common logon
procedure through an account management server. The account
management system dynamically creates accounts when users request to
access resources. To access to a resource, a user provides their
credentials (e.g., user identifier and password) through a certain location
(e.g., client computer) and identifies the resource (e.g., application). The
account management system determines whether an account has already
been created for those credentials. If not, the account management system
authenticates the user, creates a new account for those credentials (i.e.,
registration), and associates the identified resource with the account. If an
account has already been created for those credentials, then the account
management system associates the identified resource with that account.
The account management system then notifies the provider that the user is
authorized to access the resource. In this way, accounts are automatically
created when a resource is accessed, and access to different resources
using the same credentials automatically ties the resources to the same
account. To access a different resource provided by a different provider,
the user again provides their credentials and identifies the different
resource. Since an account has already been created for those
credentials, the account management system simply associates the
different resource with the account if not already associated. Each
provider can customize their logon procedures as long as the provider
adheres to the procedures defined by the account management system for
acceptable credentials. By customizing their logon procedures, a provider
can use the account management system in such a way that their users are
not even aware of the account management system. Because resources of

two different providers are associated with a single account, the account
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management system can generate a single report (e.g., bills) for the user
that reflects the user’s access of both resources.

One aspect of the account management system provides a
technique for identifying common accounts when a user provides different
credentials for accessing different resources such as, for example, when
the same user accesses one resource using one user identifier and then
accesses another resource using another user identifier. In general, the
account management system creates a separate account for each user,
and the user may have multiple unique sets of credentials. The account
management system associates accounts with nodes or locations. It tries
to identify common accounts when a user accesses a resource from one
node using credentials of an account associated with another node and the
node from which the user is accessing the resource already has an
account associated with it. When the account management system creates -
an account, it associates that account with the node (e.g., computer)
through which the user has requested to access the resource. When the
account management system receives a request from the user at that node
to access a resource of another account associated with another node, it
determines whether the account associated with the node and the account
associated with the other node should be considered the same account.
For example, a household may have two computers. One family member
may have accessed a resource from one computer using their own
identifier and another family member may have accessed another resource
(or the same resource) from the other computer using their own identifier.
The account management system would create two accounts and
associate the accounts with the different computers. When one family
member tries to access through the other computer a resource using their
own identifier, the account management system detects that the account
associated with the computer and the account associated with the other

computer are possibly common accounts. The account management
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system may prompt the user to indicate whether the different user
identifiers should really represent the same account. If so, then the
account management system updates its records to reflect that the two
user identifiers represent the same accounts. In such a case, the users will
access each resource using their own user identifiers. Since the accessing
of both resources is tied to a single account, information relating to such
accessing (e.g., billings, notifications, and preferences) may be combined.
The account management system similarly identifies common accounts
when one user uses two different user identifiers. In an alternative
embodiment, the account management system authorizes access to
resources based on whether that pair of credentials has already been
associated with that resource. If so, the account management system
authorizes access to the resource. In this embodiment, the account
management system may track combinations of credentials and resources.
Thus, within one account, different sets of credentials (e.g., different user
name and password) can be used to access different or even the same
resource. To avoid user confusion, the account management system may,
however, require each resource associated with an account to have only
one authorized set of credentials, even though another resource of the
account may be associated with a different set of credentials. Thus, the
credentials of one family member cannot be used to access a resource of
the common account when that resource is associated with the credentials
of the other family member.

Another aspect of the account management system allows users to
access their accounts from different nodes. .When a user requests to
access a resource using a node and the user’s account is not currently
associated with that node, then the account management system
associates the account with that node. If the user specifies that access
through the node is only on a temporary basis, for example, because the

user is visiting that node, then all information relating to the access to the
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resource is removed from the node after access to the resource is
complete. The use of a node on a temporary basis is commonly called
“roaming.”

Figures 1A-1C illustrate display pages provided by the account
management system in one embodiment. Figure 1A illustrates a display
page for entry of the user identifier. This display page is typically displayed
by the application as soon as it is started. Display page 100 includes a
user identifier field 101 a password field 102, an existing user button 103,
and a new user button 104. If the existing user button is selected, the
account management system attempts to log the user on to the application
using the user identifier and password. If the new user button is selected,
then the account management system registers the user (if not already
registered), sends a temporary password to the user, so that the user can
log on as an existing user using the temporary password. The temporary
password may be sent through a different communications channel, such
as by electronic mail message or telephone. The use of a different
communications channel known to be associated with that user helps
ensure that an imposter is not using the user identifier. In one
embodiment, user identifiers are the electronic mail addresses of the users.
In this way, the account management system can send an electronic mail
message to the address represented by the user identifier. Figure 1B
illustrates a display page through which a user can change their temporary
password. Display page 110 includes a temporary password field 111, a
new password field 112, a confirm password field 113, and continue button
114. After the user receives a temporary password, the user enters it into
the temporary password field, enters a new password, and selects the
continue button. Assuming that the temporary password entered by the
user matches the temporary password generated by the account
management system, then a new account is confirmed for the user

identifier and access to the identified application is authorized. This
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confirmation process helps with the initial authentication of the user.
Figure 1C illustrates a display page for identifying common accounts. The
account management system displays this display page when a user
requests to access an application (i.e., a particular type of resource) of an
account that is not already assigned to the requesting node and at least
one account is already assigned to the requesting node. Display page 120
includes an account selection area 121 with radio buttons and a continue
button 122. The account selection area indicates that two accounts are
currently assigned to the requesting node. The accounts may be identified
by the names of the users. The user indicates whether the account
associated with the application to be accessed should be the same account
as one of the displayed accounts. In one embodiment, the account
management system may require the user to enter a password associated
with the selected account to ensure that an imposter is not indicating that
the accounts should be common.

Figure 2 is a block diagram illustrating the account management
system in one embodiment. Client computers 210 are connected to the
server computer 220 via the Internet 230. The computers may include a
central processing unit, memory, input devices (e.g., keyboard and pointing
device), output devices (e.g., display devices), and storage devices (e.g.,
disk drives). The memory and storage devices are computer-readable
media that may contain instructions that implement the account
management system. In addition, the data structures and message
structures may be stored or transmitted via a data transmission medium,
such as a signal on a communications link. Various communication
channels other than the Internet may be used, such as a local area
network, a wide area network, or a point-to-point, dial-up connection. The
server computer includes a server engine 221, a register node component
222, a connect node component 223, a disconnect node component 224, a

process register request component (new user) 225, a process logon
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request component (existing user) 226, and an accounts database 227.
The server engine receives requests from the client computers and invokes
the appropriate component for processing the request. The register node
component receives requests to register a client computer with the account
management system. Each node registers with the acco‘unt management
system before access to a resource from that node is authorized. The
connect node and disconnect node components control connecting client
computer to the server computers. The process register request
component is invoked to process a registration request from a new user
that is received from a client computer. Registration refers to the process
of assigning a new user identifier to a new account. The process logon
request component controls the logon of an existing user. A log on refers
to the process of authenticating the user to access an application, account,
or resource. The accounts database includes various tables for managing
the accounts.

Figure 3 is a block diagram illustrating the tables of the accounts
database in one embodiment. The accounts database includes a
registered node table 301, an account table 302, an application table 303,
a user table 304, and a registered connected node table 305. The
registered node table contains an entry for each registered node and
indicates the accounts associated with that node. For example, the first
entry of the registered node table indicates that the node with the node
identifier “Home” is associated with account “A1” and account “A2.” This
association means that all applications associated with both accounts can
be accessed from that node. The account table contains an entry for each
account and indicates the applications associated with that account. For
example, the first entry of the account table indicates that applications
“*01,” “02,” and “03" are associated with account “A1.” This association
means that access to these three applications are tied to a common

account. The account table may also indicate the credentials associated
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with each application of each account. By providing credentials for each
application, users of a common account can have their access to the
applications limited to those who know the credentials associated with that
application. The application table contains an entry for each application
that is available to be accessed by a user and may include a reference
indicating where the application is stored. The user table contains an entry
for each user (or more precisely each user identifier) and includes the
password and the associated account. For example, the first entry of the
user table indicates that user “U1” is associated with account “A1.” The
associations in these tables means that user “U1” can access the
applications of account “A1” through nodes “Home” and “Work1.” The
connected node table contains an entry for each node currently connected
to the server computer. For example, the first entry indicates that node
“Home” is currently connected to the server computer.

Initially, the node table, account table, and user table are empty; and
the application table contains an entry for each available application (e.g.,
applications “01,” “02,” “03,” and "04"). When user “U1” requests to
access application “O1,” the account management system first adds an
entry to the registered node table for node “Home” with no associated
account to effect registration of the node. The account management
system then adds an entry to the account table for account “A1” that
indicates the association with application “O1,” adds an entry to the user
table for user “U1” that indicates the association with account “A1,” and
updates the entry for the registered node table for node “Home” to
associate it with account “A1” to effect the registration of the user. User
“U1” may then request to access application “O2” from node “Home.” In
response, the account management system notes that an entry for user
“U1” is already in the user table, that the user is associated with account
“A1,” and that the entry in the registered node table for node “Home” is

already associated with account “A1.” The account management system
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then updates the entry in the account table for account “A1” to associate it
with application “02.” User “U1” then tries to access application "03” from
node “Work1.” Since the node “Work1” is not yet registered, the account
management system adds an entry to the registered node table for node
“Work1” without any association to an account. The account management
system determines that the user table contains an entry for user “U1” and
that the user is associated with account “A1.” The account management
system then updates the entry in the registered node table for node
“Work1” to associate it with account “A1” and updates the entry in the
account table for account “A1” to associate it with application “O3.” User
“U1” can then access applications “O1,” “02,” and “O3” from the nodes
*Home” and “Work1.” User “U2” then requests to access application “O1”
from node “Home.” Since user “U2” is new, the account management
system adds an entry to the account table for a new account “A2’
associated with application “O1,” adds an entry to the user table for user
“U2" associated with account “A2,” and updates the entry in the registered
node table for node “Home” to associate it with account “A2” to effect the
registration of the user. The person who used user identifier “U2” then
requests to access application “O4” from node “Work2” using user identifier
“U2°." Since “U2” and “U2™ are not the same user identifiers, the account
management system assumes the users are different. The account
management system first adds an entry to the registered node table for
node “Work2” without being associated to any account. The account
management system then adds an entry to the account table for account
“A3" and associates it with application “O4,” adds an entry to the user table
for user “U2™ to associate it with account “A3,” and updates the entry in the
registered node table for node “Work2” to associate it with account “A3.” If
the user then tries to access application “O1” from node “Work2" using
user identifier “U2,” the account management system prompts the user to

indicate whether account “A2” and account “A3” are common accounts. If
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the user responds affirmatively, then the account management system (not
shown in the tables) updates the entry in the user table for user “U2” to
associate it with account “A2” and disassociate it from account “A3,”
updates the entry in the account table for account “A2” to associate it with
application “O4,” and updates the entry in the register node table for node
‘Work2” to associate it with account “A2” rather than account “A3.” The
account management system then deletes the entry in the account table for
account “A3.”

Figure 4 is a block diagram illustrating components of a client
computer in one embodiment. The client computer includes an operating
system 410, application platform 420 and application storage area 430.
The application platform includes the client-side portion of the account
management system that includes a start application component 421, a
connect node component 422, a register user component 423, a logon user
component 424, a process logon response component 425, and a cache
426. The start application component is invoked when a user indicates to
start an application. The connect node component is invoked to connect
the client computer to the server computer and register the client computer
with the account management system if not already registered. The
register user component is invoked to register a user with the account
management system, and the logon user component is invoked to logon a
registered user to an application. The process logon response component
is invoked when the client computer receives a response from the server
computer to a logon request. The cache may contain a copy of portions of
the account database relating to that client computer. The caching of this
data allows the client computer to authorize access to applications of
accounts that are associated with the client computer when the server
computer is unavailable.

Figures 5-14 are flow diagrams illustrating the processing of the

account management system in one embodiment. Figures 5-9 are flow
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diagrams of components of a client computer. Figure 5 is a flow diagram
illustrating the processing of the start application component of a client
computer. This component connects the client computer to the server
computer and logs the user on to the application identified by the user.
This component is invoked by an application that the user has launched.
In block 501, the component connects the client computer to the server
computer by invoking the connect node component. As part of the
connection process, if the client computer is unregistered, it is registered
with the server computer. In decision block 501a, if the connection failed,
then the component reports an error in block 508 and completes, else the
component continues at block 502. In block 502, the component inputs an
indication of whether the user is a new user or an existing user. If the user
already exists, then the component inputs the user identifier and password.
In decision block 502a, if this is the first time any application that uses the
account management system is being launched at the client computer
(then the client computer has no information about any user) or the user
indicated that they were new, then the component continues at block 503,
else the component continues at block 504. In block 503, the component
registers the new user by invoking the register user component, which also
logs the user onto the application. In block 504, the component logs the
user on to the application by invoking the logon user component. In
decision block 505, if the user was successfully logged on, then the
component continues at block 507, else the component reports an error to
the user in block 506 and loops to block 502 to begin attempting to log the
user on to the application. In block 507, the component launches the
application program and then completes.

Figure 6 is a flow diagram of the connect node component of the
client computer. This component determines whether the computer is
registered with the account management system. If not, the component

effects the registration of the client computer with the account management
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system. The component then connects the client computer to the server
computer. The registration process automatically connects the client
computer to the server computer. In block 601, the component retrieves a
node identifier that was stored if and when the client computer was
registered with the account management system. The registration of a
node may be handled by a node management system that is separate from
the account management system. The node identifier may be stored in a
registry provided by the operating system. In block 602, the component
validates the node identifier. In decision block 603, if the node identifier is
valid, then the component continues at block 612, else the component
continues at block 604. In block 604, the component clears the current
node identifier. In blocks 605-611, the component registers the client
computer with the account management system or a node management
system. In block 605, the component sends a register node request to the
server computer. In block 606, the component receives the response,
including the node identifier, from the server computer. In block decision
607, if the response indicates success, then the component continues at
block 608, else the component continues at block 609. In block 608, the
component stores the received node identifier so that it is available in block
601 when the component is next invoked and then returns an indication of
success. In block 609, the component reports that the node could not be
registered to the user. In decision block 610, the component determines
whether the registration should be retrieved after a certain period. If so,
the component continues at block 611, else the component returns an
indication of failure. In block 611, the component sets a timer (or uses
some other delaying mechanism) and when the timer expires the
component continues at block 605 to retry the registration. In block 612,
the component sends a connection request to the server computer. The
connection request includes the node identifier and node address. In block

613, the component waits for a response from the server. In decision block
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614, if the response indicates a successful connection, then the component
returns an indication of success, else the component returns an indication
of failure.

Figure 7 is a flow diagram illustrating the processing of the register
user component of the client computer. The register user component
coordinates the registration of a user that is new to the client computer. If
the client computer has already encountered the user identifier, then the
component prompts the user to see if the user is really the same user. If
the same, then the component proceeds to log the user on to the
application, else the component returns an error. If the user identifier is
new to the client computer, then component registers the user with the
server computer and receives the account identifier in return and proceeds
to log the user on to the application. In block 701, the component inputs
the user identifier that was received through the display of Figure 1A. The
component may also input some additional registration information such as
the name of the user and billing information. In decision block 702, if the
user identifier is in the cache of the client computer, then the user identifier
is not new and the component continues at block 703, else the component
continues at block 707. In block 703, the component asks the user if the
user is really the same user who used this user identifier for another
application. In decision block 704, if the user indicates that they are not
the same, then the component reports an error to the user in block 706
because of duplicate user identifiers and then return an error, else the
component continues at block 705. In block 705, the component invokes
the logon user component to log the user on to the application and then
returns the results of the logon. Blocks 707-712 are performed when the
user identifier is indeed new to the client computer. In block 707, the
component sends a registration request to the server computer to register
the user. The request includes the application identifier, user identifier and

node identifier, but does not include an account identifier because none is
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known for this user. In block 708, the component waits for a response to
the registration request from the server computer. In decision block 709, if
the response indicates that the registration of the new user was successful,
then the response includes the account identifier and the component
continues at block 710, else the component continues at block 711. In
block 710, the component caches the new account identifier, user
identifier, and application identifier and continues at block 705 to log the
user onto the application. In decision block 711, if the user identifier is
already in use, then the component continues at block 703 to see if the
user is really the same, else the component continues at block 712 to
report some other error and then returns an indication of failure.

Figure 8 is a flow diagram illustrating the processing of the logon
user component. The component coordinates the logon of a user to the
application. This component is invoked after a new user has been
successfully registered or a user has indicated that they are an existing
user. If the user is not registered, then the component returns an error. If
the user is known to the client computer, then the component sends the
account identifier with the logon request to the server computer. If the user
is not known to the client computer, the component sends the logon
request without the account identifier. If the server computer successfully
log the user on to the application, the server computer returns the account
identifier. If the account identifier matches an account known to the client
computer, then the component caches the user's credentials, else the
component combines accounts at the user's request. The user may
choose to combine accounts or start using an account that is new to the
node. If the logon is not successful, then the component clears its cache of
the user identifier password for the account. This component is invoked
when a user requests to access an application that has already been
accessed from the client computer or when a new application is being

accessed using a user identifier that has already been used at the client
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computer. In block 801, the component inputs a user identifier and
password. In decision block 802, if the server computer is available, then
the component continues at block 803, else the component continues at
block 817. In blocks 803-816, the component requests the server
computer to log the user onto the application. In block 803, the component
sends a logon request to the server computer. The logon request includes
the node identifier, application identifier, user identifier, and password.
This logon request does not include an account identifier that may have
been cached by the client computer. In block 804, the component waits for
the response from the server computer for that user identifier. For
example, if a user identifier is being used that has not been used before at
the client computer, then the logon request does not include an account
identifier. The response includes the account identifier associated with the
user identifier. In block 805, the component processes the logon response
by invoking the process logon response component. In decision block 806,
if the logon was successful, then the component continues at block 807,
else the component continues at block 813. In decision block 807, if the
account identifier returned in the response matches an account identifier
known to the client computer, then the component continues at block 808,
else the component continues at block 809. In block 808, the component
caches the user credentials (user identifier and password) in association
with the account identifier and then returns an indication of a success. In
block 809, the component asked the user if the returned account is actually
one of the accounts that is known to the client computer by displaying the
display page of Figure 1C. In decision block 810, if the user selected a
known account, then the component continues at block 812, else the
component continues at block 811. In block 811, the component caches
the new account identifier and continues at block 808. In block 812, the
component collapses the returned account and the user selected account

into a single account and continues at block 802 to send a re-login request

-17-



WO 02/052390 PCT/US01/49000

[0033]

with the user selected account to the server computer to collapse the two
accounts. The server computer will detect that the user identifier is now
being associated with the user selected account and is different from the
returned account and will collapse the two accounts into a common
account identified by the user selected account. In decision block 813, if
no account identifier is returned in the response, then the user has not yet
been registered or the user's registration has been canceled and
component continues at block 815, else the component continues at block
814. In decision block 814, if the password sent in the logon request was
invalid, then the component continues at block 815, else the component
continues at block 816. In a block 815, the component clears the cache of
the invalid user identifier and password for the account and continues at
block 820 to report an error. In block 816, the component processes the
error reported by the server computer and then returns a failure indication.
In blocks 817-820, the component attempts to locally authorize access (log
on the user) to the identified application. In block 817, the component
retrieves the cached credentials for the user identifier and application
identifier. In decision block 818, if the cached credentials were found, then
the component continues at block 819, else the component continues at
block 820 to report an error. In decision block 819, if the input password
matches the cached password of the credentials, then the component
returns an indication of success, else the component continues at block
820. In block 820, the component reports an error to the user and returns
an indication of failure.

Figure 9 is a flow diagram illustrating the processing of the process
logon response component of the client computer. This component is
invoked when a response to a logon request is received from the server
computer. In block 901, the component retrieves the response. In decision
block 902, the component determines whether the response indicates that

the logon was successful. A logon request can be unsuccessful if the
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[0034]

[0035]

account identifier sent in the request is invalid, the password sent in the
request was invalid, or other server computer errors occurred. If the logon
was successful, then the component returns an indication of success, else
the component returns an indication of failure. ‘

Figures 10-14 are flow diagrams of components of the server
computer. Figure 10 is a flow diagram of the processing of the register
node component of the server computer. This component is invoked when
the server computer receives a request from a client computer to register a
node. The component also connects the client computer to the server
computer. In block 1001, the component generates a unique node
identifier. In block 1002, the component adds the node identifier to the
registered node table to register the client computer. In block 1003, the
component adds the node identifier and the node address (e.g., IP address
and port address) to the connected node table to connect the client
computer to the server computer. In block 1004, the component sends a
response to the client computer that includes the node identifier. The
component then completes.

Figure 11 is a flow diagram of the processing of the connect node
component of the server computer. This component is invoked when the
server computer receives a request to connect a client computer. The
connect request includes the node identifier of the client computer and the
node address. In block 1101, the component validates the node identifier
by comparing it to the entries in the registered node table. In decision
block 1102, if the node identifier is in the registered node table, then the
component continues at block 1103, else the component continues at block
1104. In block 1103, the component adds an entry for the node identifier
and node address pair to the connected node table and then returns an
indication of success. In block 1104, the component sends an error

message to the client computer and closes the connection and completes.
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[0036]

[0037]

Figure 12 is a flow diagram of the processing of the disconnect node
component of the server computer. This component is invoked when the
server computer receives a connection close request from a client
computer. In block 1201, the component removes the entry for the node
identifier and node address pair from the connected node table. In block
1202, the component closes the connection with the client computer, logs
the closing and then completes.

Figure 13 is a flow diagram of the processing of the register user
component of the server computer. This component is invoked when the
server computer receives a request to register a new user from a client
computer. The request includes the user identifier and node identifier. If
the user identifier is already registered, then the component sends a
response that indicates the account number and that the user identifier is
already in use. If the user identifiers is not registered, then the component
effects registration and sends a temporary password to the user via e-mail.
In decision block 1301, if the received node identifier is in the connected
node identifier table, then the client computer is connected and the
component continues at block 1303, else the component sends an error
response in block 1302 and then completes. In block 1303, the component
determines whether the user identifier is in the user identifier table. In
block 1304, if an entry for the received the user identifier is in the user
identifier table, then the user identifier is known to the server computer and
the component continues at block 1305, else the component continues at
block 1309. In block 1305, the component retrieves the account identifier
for the user identifier from the account table. The component then sends a
response to indicate that the user identifier is already registered and then
completes. In decision block 1309, if the account identifier is present in the
received request, then the component continues at block 1310, else the
component continues at block 1311. In block 1310, the user identifier is

new but the account identifier was included in the registration request. As
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[0038]

a resulit, the component sends a response to the client computer indicating
a registration failure, which causes the client to ask the user to logon and
then completes. In block 1311, the component creates a new account
identifier in the account table. In block 1312, the component adds the
application identifier, user identifier, and nbde identifier to the account
table. In block 1313, the component generates a temporary password. In
block 1314, the component sends an electronic mail message into the user
indicating the temporary password. The component then completes.

Figure 14 is a flow diagram of the processing of the process logon
request component of the server computer. This component is invoked
when the server computer receives a logon request from a client computer.
The logon request includes the application identifier, user identifier,
password, node identifier, and optionally account identifier. If the account
identifier is included in the request and is valid but it does not match the
account identifier that the server computer has associated with the user
identifier, then the server computer collapses the two accounts into a single
account that is identified by the received account identifier. The account
identifier is not included when that user identifier has not been previously
used at the client computer. In decision block 1401, if the account
identifier is present, then the component continues at block 1402, else the
component continues at block 1408. In decision block 1402, if the account
table contains an entry for the received account identifier, then the account
identifier is valid and the component continues at block 1403, else the
component continues at block 1409 to report an error. In block 1403, if the
user table contains an entry for the received user identifier, then the user
identifier is valid and the component continues at block 1404, else the
component continues at block 1407. In decision block 1404, if the
password for the user identifier is valid, then the component continues at
block 1405, else the component continues at block 1409 to report an error.

In decision block 1405, if the account identifier associated with the user
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[0039]

identifier matches the received account identifier, then the component
continues at block 1412, else the component continues at block 1406. In
block 1406, the component collapses the two accounts into a common
account identified by the received account identifier and continues at block
1412. In block 1407, the component adds an entry to the account table
that maps the application identifier and user identifier to the account
identifier, and an entry to the user table that maps the user identifier to the
temporary password. In block 1407a, the component sends the temporary
password to the user via electronic mail and sends a response indicating
failure to the client computer and then completes. Blocks 1408-1414 are
performed when no account identifier is included in the response. In
decision block 1408, if the password is valid for the user identifier, then the
component continues at block 1410, else the component continues at block
1409. In block 1409, the component sends an error response to fhe server
computer and then completes. In block 1410, the component retrieves
from the user table the account identifier associated with the user identifier.
In decision block 1411, if the node identifier in the request is associated
with the retrieved account identifier, then the component continues at block
1414, else the component continues at block 1412. In block 1412, the
component adds an entry to the account table that maps of the account
identifier to the node identifier. In block 1413, the component adds an
entry to the node table that maps the node identifier to the account
identifier and then continues at block 1413. In block 1414, the component
adds the application identifier to the entry for account in the account table
and then sends a response to the client computer that includes the account
identifier and then completes.

From the above description, it will be appreciated that although
specific embodiments of the technology have been described for purposes
of illustration, various modifications may be made without deviating from

the spirit and scope of the invention. In one embodiment, credentials other
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than user identifier and password pairs can be used. For example, each
user may encrypt certain information with their private key of a public and
private key pair. The server computer can use the public key to decrypt the
information to ensure that it was encrypted with the correct private key.
Also, the authentication can be performed by a separate authentication
server with the results being sent back to the server computer or directly to
the client computers. In another embodiment, each account can be
identified by the user identifiers that are assigned to that account. Thus,
an account may be considered a group of one or more user identifiers.
Also, the resources need not be limited to computer resources. For
example, the resources may include people, groups or communities,
physical goods, communications service (e.g., phone, video), and so on.

Accordingly, the claims are not limited except by the appended claims.
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CLAIMS

[c1] 1. A computer-based method for identifying common accounts,
the method comprising:
assigning a first user identifier to a first account, the first account
being associated with a first node;
assigning a second user identifier to a second account, the second
account being associated with a second node;
receiving a request from the second node that includes the first user
identifier,
when the first account is not already associated to the second node,
determining whether the first and second
accounts represent the same account; and
when it is determined that the first and
second accounts represent the same account, combining the

first and second accounts into a single account.

[c2] 2. The method of claim 1 wherein the determining includes
requesting a user to indicate whether the first and second accounts

represent the same account.

[c3] 3. The method of claim 2 including identifying the second
account to the user by specifying a user name associated with the second

account.
[c4] 4. The method of claim 2 wherein when the user indicates that

the first and second accounts represent the same account, requesting that

the user provide credentials associated with the second account.
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[c6]

[e7]

[c8]

[c8]

[c10]

5. The method of claim 1 wherein each account has a user and

the user of the first account is the same as the user of the second account.

6. The method of claim 1 wherein each account has a user and
the user of the first account is not the same as the user of the second

account.

7. A method of claim 1 wherein the combining includes deleting
one of the accounts and assigning the user identifier assigned to the

deleted account to the remaining account.

8. The method of claim 7 including associating with the
remaining account a resource that was associated with the deleted

account.

9. The method of claim 1 including:
when it is determined that the first and second accounts do not
represent the same account, associating the first account with

the second node.

10. A computer-based method of generating a common account,
one account being associated with a node, the method comprising:
receiving at the node information relating to an account; and
when the account to which the information is related is not currently
associated with the node,
determining whether the account
associated with the node and the node not currently

associated with the node should be common accounts; and
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[c11]

[c12]

[c13]

[c14]

[c15]

[c16]

when it is determined that the accounts
should be common accounts, directing the combining the

accounts into a single account.

11.  The method of claim 10 wherein the determining includes

requesting a user to indicate whether the accounts are common accounts.

12. The method of claim 11 wherein the determining includes
identifying the account associated with the node to the user by specifying a

user name associated with that account.

13.  The method of claim 10 wherein each account is associated

with one or more user identifiers.

14.  The method of claim 13 wherein the information relating to

the account is a user identifier associated with the account.

15.  The method of claim 10 including determining that the
account to which the information is related is not currently associated with

the node by receiving an indication of that account from another computer.

16. A method in a computer system for identifying common
accounts, the method comprising:

receiving a user identifier from a user;

sending a log on request to a server computer, the request including
the received user identifier, but not including an account
identifier;

receiving a log on response from the server, the response including
an account identifier associated with the received user

identifier; and
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when the received account identifier does not match an account
identifier previously stored at the node, prompting the user to
indicate whether the account identified by the received
account identifier should be the same account as an account
identified by an account identifier previously stored at the

node.

[c17] 17.  The method of claim 16 including when the user indicates that
the accounts should be common accounts, sending a log on request to the
server computer, the request including the received user identifier and an

account identifier previously stored at the node.

[c18] 18.  The method of claim 16 wherein the prompting occurs only if

at least one account identifier was previously stored at the node.

[c19] 19. A method in a computer system for authorizing access to
applications, each application having an application identifier, the method
comprising:

receiving a plurality of user identifier and application identifier pairs;

for each pair received, storing the user identifier in association with
the application identifier;

receiving a request to access an application, the request including a
user identifier and application identifier pair, the application
identifier identifying the application to be accessed; and

when the user identifier and application identifier pair of the request
match a stored user identifier and appliéation identifier pair,

indicating that access to the application is authorized.

[c20] 20. The method of claim 19 wherein the requested access is

execution of the application.
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[c21]

[c22]

[c23]

[c24]

[c25]

[c26]

21.  The method of claim 19 wherein the plurality of user identifier
and application identifier pairs are received in requests to access the

application identified by the application identifier of the pair.

22.  The method of claim 19 including when the user identifier and
application identifier pair of the request does not match a stored user
identifier and application identifier pair, indicating that access to the

application is not authorized.

23. The method of claim 19 wherein access is authorized for

applications developed by different application developers.

24.  The method of claim 19 wherein the request is received and
the authorization is indicated before starting execution of the requested

application.

25.  The method of claim 19 wherein received requests are sent

by a plurality of client computers.

26. The method of claim 19 wherein each application identifier
and user identifier pair includes a password and indicating that access to
the application is authorized only when the request includes a password
that matches the password for the application identifier and user identifier

pair of the plurality of application identifier and user identifier pairs.
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[c27] 27. A method in a computer system for authorizing access to
different applications, each application having an application identifier, the
method comprising:

receiving a plurality of user identifier and application identifier pairs;
and
for each pair received,
sending the received user identifier and
application identifier pair to an authorization system;
receiving from the authorization system
an indication whether access to the application identified by

the application identifier is authorized.

[c28] 28. The method of claim 27 wherein the authorization system
maintains user identifier and application identifier pairs that indicate the
user identified by the user identifier is authorized to access the application

identified by the application identifier.

[c29] 29. The method of claim 27 wherein the receiving includes
receiving a password that is sent to the authorization system wherein
authorization is indicated only when the sent password matches a
password stored at the authorization system for the sent user identifier and

application identifier pair.

[c30] 30. A method in a computer system for authorizing access to a
resource, each resource having a resource identifier, the method
comprising:

providing a plurality of user identifier and resource identifier pairs,

each user identifier and resource identifier pair indicating that
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the identified user is authorized to access the identified
resource;

receiving a request to access a resource, the request including a
user identifier and resource identifier pair, the resource
identifier identifying the resource to be accessed; and

when the user identifier and resource identifier pair of the received
request match a provided user identifier and resource

identifier pair, indicating that access to the resource is

authorized.
[c31] 31.  The method of claim 30 wherein the resource is computer
data.
[c32] 32. The method of claim 30 wherein the resource is a

communications channel.

[c33] 33.  The method of claim 30 wherein the indicating that access to

the resource is authorized occurs after performing authentication for the

identified user.

[c34] 34. The method of claim 33 wherein the authentication includes

comparing a received password with a password associated with the

matched user identifier and resource identifier pair.

[¢35] 35. A method in a computer system for managing accounts, the

method comprising:
assigning an account to a node;
receiving from the node a request to access a computer resource
that is associated with an account that is not assigned fo the

node; and
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[c36]

[c37]

[c38]

[c39]

[c40]

[c41]

[c42]

[c43]

in response to receiving the request, assigning the account
associated with the computer resource to the node so that the

computer resource can be accessed from the node.

36. The method of claim 35 wherein the computer resource is an

application.
37. The method of claim 35 including after access to the
computer resource is complete, un-assigning the account associated with

the computer resource from the node.

38. The method of claim 35 wherein the accounts associated with

the node represent accounts of different users.

39. The method of claim 35 wherein the nodes are computers.

40. The method of claim 35 wherein the computer resource is

computer data.

41.  The method of claim 35 wherein the computer resource is a

user.

42.  The method of claim 35 wherein the computer resource is a

communications channel.
43. A method in a computer system accessing a computer

resource, the method comprising:

assigning a different account to each of a plurality of nodes;
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receiving from a node a notification that a user has requested to
access a computer resource that is associated with an
account that is assigned to another node; and

in response to receiving the notification, temporarily assigning the
account associated with the computer resource to the node
so that the user can access the computer resource from the

node.

[c44] 44.  The method of claim 43 wherein after access to the computer
resource is complete, all information relating to the temporarily assigned

account is removed from the node.

[c45] 45.  The method of claim 43 wherein after access to the computer

resource is complete, un-assigning the account from the node.

[c46] 46. A method in a computer system for tracking use of
applications, the method comprising:
receiving from a client computer a request to access an application,
the requests including an application identifier and user
identifier;
determining whether the user identifier is associated with an
account;
when the user identifier is associated with an account,
sending to an authorization computer a
request to authorize access to the application, the request
including the user identifier; and
upon receiving a response indicating that
access is authorized, sending to the client computer a

response indicating that access is authorized.
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[c47]

[c48]

[c49]

[c50]

[c51]

[c52]

47.  The method of claim 46 wherein the request received from
the client computer includes a password that is sent to the authorization

system.

48. The method of claim 46 including sending the application

identifier to the authorization system.

49. A method in a computer system for managing account, the
method compirising:

receiving a plurality of user identifiers;

associating the user identifiers with a single account;

receiving attributes when a user is logged on with one of the user
identifiers associated with the single account; and

providing those received attributes when a user is logged on with
another of the user identifiers associated with the single

account.

50. The method of claim 49 wherein the atiributes includes

preferences relating to access to an application.

51.  The method of claim 51 whereby the attributes are associated

with the single account rather than an single user identifier.

52. A computer-readable medium containing instructions for
causing a computer system to generate common account, one account
being associated with a node, by a method comprising:

receiving at the node information relating to an account; and

when the account to which the information is related is not currently

associated with the node,
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[c53]

[c54]

[c55]

[c56]

[c57]

determining whether the account
associated with the node and the node not currently
associated with the node should be common accounts; and

when it is determined that the accounts
should be common accounts, directing the combining the

accounts into a single account.

53. The computer-readable medium of claim 52 wherein the
determining includes requesting a user to indicate whether the accounts

are common accounts.

54. The computer-readable medium of claim 53 wherein the
determining includes identifying the account associated with the node to

the user by specifying a user name associated with that account.

55. The computer-readable medium of claim 52 wherein each

account is associated with one or more user identifiers.

56. The computer-readable medium of claim 55 wherein the
information relating to the account is a user identifier associated with the

account.

57. The computer-readable medium of claim 52 including
determining that the account to which the information is related is not
currently associated with the node by receiving an indication of that

account from another computer.
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[c58]

[c59]

[c60]

[c61]

[c62]

[cB3]

58. A computer system for generating a common account, one
account being associated with a node, comprising:

means for receiving at the node information relating to an account;
and

means for, when the account to which the information is related is
not currently associated with the node, determining whether
the account associated with the node and the node not
currently associated with the node should be common
accounts; and when it is determined that the accounts should
be common accounts, directing the combining the accounts

into a single account.

59. The computer system of claim 58 wherein the means for
determining includes requesting a user to indicate whether the accounts

are common accounts.

60. The computer system of claim 59 wherein the means for
determining includes means for identifying the account associated with the

node to the user by specifying a user name associated with that account.

61. The computer system of claim 58 wherein each account is

associated with one or more user identifiers.
62. The computer system medium of claim 61 wherein the
information relating to the account is a user identifier associated with the

account.

63. The computer system medium of claim 58 including means for

determining that the account to which the information is related is not
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currently associated with the node by receiving an indication of that

account from another computer.

[c64] 64. A computer-readable medium containing instructions for
controlling a computer system to authorize access to different applications,
each application having an application identifier, by a method comprising:

receiving a plurality of user identifier and application identifier pairs;
and
for each pair received,
sending the received user identifier and
application identifier pair to an authorization system,
receivihg from the authorization system
an indication whether access to the application identified by

the application identifier is authorized.

[c65] 65. The computer-readable medium of claim 64 wherein the
authorization system maintains user identifier and application identifier
pairs that indicate the user identified by the user identifier is authorized to

access the application identified by the application identifier.

[c66] 66. The computer-readable medium of claim 64 wherein the
receiving includes receiving a password that is sent to the authorization
system wherein authorization is indicated only when the sent password
matches a password stored at the authorization system for the sent user

identifier and application identifier pair.
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[c67]

[c68]

[c69]

[c70]

[c71]

67. A computer-readable medium for controlling a computer
system to authorize access to a resource, each resource having a resource
identifier, by a method comprising:

providing a plurality of user identifier and resource identifier pairs,

each user identifier and resource identifier pair indicating that
the identified user is authorized to access the identified
resource;

receiving a request to access a resource, the request including a

user identifier and resource identifier pair, the resource
identifier identifying the resource to be accessed; and

when the user identifier and resource identifier pair of the received

request match a provided user identifier and resource
identifier pair, indicating that access to the resource is

authorized.

68. The computer-readable medium of claim 67 wherein the

resource is computer data.

69. The computer-readable medium of claim 67 wherein the

resource is a communications channel.

70. The computer-readable medium of claim 67 wherein the
indicating that access to the resource is authorized occurs after performing

authentication for the identified user.

71.  The computer-readable medium of claim 67 wherein the
authentication includes comparing a received password with a password

associated with the matched user identifier and resource identifier pair.
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[c72] 72. A method in a client computer for coordinating registration of
a user with a server computer, comprising:
receiving a user identifier and an indication that the user is a new
user;
when the client computer has previously cached that user identifier,
prompting the user to indicate whether
the user is the same as the user associated with the
previously cached user identifier;
when the user indicates that the user is
not the same, allowing the user to enter a new user identifier;
and
when the user indicates that the user is
the same user, coordinating log on of the user; and
when the client computer has not previously cached that user
identifier,
registering the user;
when the registration is successful,
caching the user identifier and coordinating log on of the

user.

[c73] 73. A method in a client computer for log on of a user,
comprising:
receiving a user identifier and password;
sending a log on request to a server computer, the request including
an account identifier when the client computer has an account
identifier associated with the received user identifier;
when a response indicating that the log on was successful is

received, the response including an account identifier,
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when the account identifier does not
match an account identifier previously cached at the client
computer, prompting the user whether the received account
identifier and a previously cached account identifier represent

the same account; and

when the user indicates that the accounts

represent the same account, combining the accounts.
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