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System and Method for Restricting System and Application Software
Available for Installation on a Managed Mobile Device

BACKGROUND

” 1]

[0001] As used herein, the terms “mobile device”, “device”, “user equipment’, “UE”,
and the like may refer to easily transportable devices such as mobile telephones,
personal digital assistants, handheld or laptop computers, and similar devices that have
telecommunications capabilities. Such terms may also refer to devices that have similar
capabilities but that are not transportable, such as fixed line telephones, desktop
computers, or set-top boxes. In many cases, such devices may be manufactured by a
first entity and then deployed for use by a second entity. For example, an electronics
manufacturer may manufacture a mobile telephone, and a telecommunications service
provider may manage the services available through the device. Such a manufacturer
may be referred to herein as a device provider, and such a telecommunications service
provider may be referred to herein as a service provider.

[0002] Operating system software, communications-related software, application-
related software, and other software used by such devices may be upgraded or otherwise
modified from time to time. The device provider, the service provider, or some other
entity may make the modified software available to the device users, and the users may
choose to install the modified software on their devices. Such modifications may be
referred to as updates, new versions, new releases, new builds, or similar terms.
Hereinafter, any such modified software will be referred to as a version of the software or
a software version or simply a version.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] For a more complete understanding of this disclosure, reference is now made
to the following brief description, taken in connection with the accompanying drawings
and detailed description, wherein like reference numerals represent like parts.

[0004] Figure 1 is a block diagram of a system for managing software according to an

embodiment of the disclosure.
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[0005] Figure 2 is a block diagram of a system for managing software without passing
software-related information through a device according to an embodiment of the
disclosure.
[0006] Figure 3 is a block diagram of a system for managing software when an
internet connection is not available according to an embodiment of the disclosure.
[0007] Figure 4 illustrates a graphical user interface that may be used by an
administrator of a system for managing software according to an embodiment of the
disclosure.
[0008] Figure 5 is a simplified block diagram of an exemplary network element
according to one embodiment.
[0009] Figure 6 is a block diagram with an example user equipment capable of being
used with the systems and methods in the embodiments described herein.
[0010] Figure 7 illustrates a processor and related components suitable for
implementing the several embodiments of the present disclosure.

DETAILED DESCRIPTION

[0011] It should be understood at the outset that although illustrative implementations
of one or more embodiments of the present disclosure are provided below, the disclosed
systems and/or methods may be implemented using any number of techniques, whether
currently known or in existence. The disclosure should in no way be limited to the
illustrative implementations, drawings, and techniques illustrated below, including the
exemplary designs and implementations illustrated and described herein, but may be
modified within the scope of the appended claims along with their full scope of
equivalents.

[0012] A business, a government agency, or some other type of enterprise or
organization may provide persons under its management with a mobile device for use in
conducting the organization’s activities or may otherwise manage the devices used by
those persons. When an organization manages a large number of devices, the
organization may employ an administrator to oversee the usage of the devices,
particularly in cases where the devices may have access to the organization’s data
resources. The administrator may be an individual or a group that ensures that the

hardware and software on the devices are up to date, that only authorized devices are
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allowed access to the organization’s data resources, and that the devices are otherwise
being used in accordance with the organization’s policies. For example, when a new
software version becomes available, such as by a device provider or a service provider,
for one or more of the devices managed by the administrator, the administrator may
oversee the installation of the new version on the appropriate devices.

[0013] An organization that manages a large number of devices may not necessarily
want to accept every new software version that becomes available for every device. For
example, a government agency or an organization in a highly regulated industry may
have strict security requirements and may perform its own internal certification
procedures to determine the mobile device software that may be installed on the devices
it manages. Such an organization may wish to perform additional testing of the versions
or perform other actions to ensure that the versions meet the standards of the
organization. The organization may also wish to allow a new software version for some
devices and not for other devices or may wish to allow only certain versions within a suite
of available versions. Also, an organization may modify, for example, open source
software to suit its needs. If a provider of open source software updates the software that
an organization had previously modified, the organization may wish to delay installing the
updated software until the organization ensures that the updated software is compatible
with the modifications the organization made to the previous version of the open source
software.

[0014] A device provider or a service provider may have control over which software
versions are installed on devices manufactured or deployed by the device provider or
service provider. However, a third-party administrator who is not managed by a device
provider or a service provider typically must accept all available updates or none at all.
As discussed above, it may be desirable for such an administrator to have the capability
to determine which versions among a set of available versions are to be installed on the
devices the administrator manages.

[0015] Embodiments of the present disclosure allow an organization’s administrator
who is not under the management of a device provider or a service provider to view a
plurality of software versions available for devices under the control of the administrator.

The administrator may then specify which of the available versions are allowed to be
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installed on which devices and/or which of the available versions are prohibited from
being installed on which devices. Such a specification may apply to a single device, a
group of devices, a single device user, a group of device users, or to some combination of
devices and users.

[0016] It should be understood that only one version of a particular unit of software is
typically installed on a device at a given time. For example, version 10.1 and version 10.2
of a web browser would typically not be installed on the same device at the same time.
However, multiple different units of software may be installed on a device simultaneously,
such as a web browser, an email program, a calendar program, and other applications,
each of which may have its own version number. Therefore, when mention is made
herein to a software version or software versions being available to a device, it should be
understood that the version or versions may be a version for a single unit of software or
multiple different versions, each for a different unit of software.

[0017] The information regarding which software versions are currently available for
devices under the control of an administrator may be referred to herein as release
information. The relevant characteristics of the devices and device users under the
control of an administrator and the software version restrictions and allowances that may
pertain to those devices and users may be referred to herein as user and device data.
[0018] Figure 1 illustrates an embodiment of release information and user and device
data being used to determine the software versions that may be allowed or not allowed to
be installed on one or more devices. A software management entity 110 may be a
software vendor or some other entity that makes software versions available, such as a
device provider or a service provider. The software management entity 110 may manage
a software loading service 112 that controls the installation of software versions. While
the software loading service 112 is depicted within the software management entity 110,
the software loading service 112 or a similar component may exist remotely from the
software management entity 110. The software loading service 112 may include a
software catalog 114 that lists all software versions available for installation by the
software management entity 110. The software in the software catalog 114 may be
organized according to device type or model such that, for a given device type or model,

only the software relevant to that device type or model is listed in the software catalog
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114. While the software catalog 114 is depicted within the software loading service 112,
the software catalog 114 may exist remotely from the software loading service 112.
[0019] A server computer 122 or similar component may be present at a customer site
120, wherein the customer that manages the customer site 120 may be an organization
that manages a large number of devices, as described above. Alternatively, the server
122 may be available to a customer via a network. Alternatively, the server 122 may be
located at a site managed by the software management entity 110 and may be under the
control of the software management entity 110. In some embodiments, the software
management entity 110 and the customer that manages the customer site 120 may be
the same entity, and in other embodiments, the software management entity 110 and the
customer that manages the customer site 120 may be different entities.

[0020] In an embodiment, the software loading service 112 sends release information
to the server 122, as shown at arrow 1. The release information may list all or a portion of
the software versions currently available in the software catalog 114. More specifically,
the release information may specify a set of software versions that are allowed or not
allowed to be installed on one or more devices 140. The set of software versions may
include a single software version, a single continuous range of software versions from a
minimum version number to a maximum version number, multiple ranges of software
versions with one or more exceptions between the ranges, multiple non-continuous
software versions, or some other combination of software versions. When the release
information specifies the software versions that are allowed to be installed on the device
140, software versions that are not listed in the release information may not be installed
on the device 140. Alternatively or additionally, the release information may explicitly
specify one or more software versions that are not allowed to be installed on the device
140.

[0021] The set of software versions listed in the release information may be
determined based on one or more attributes of the devices 140 on which the software
versions may be installed. For example, the set of software versions listed in the release
information may be determined based on the hardware characteristics of the devices 140,
such as model type, processing capability, memory capacity, or antenna configuration; on

the software characteristics of the devices 140, such as the operating system version or
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other software already installed on the device 140; on the radio access technology or
radio access network used by the device 140, such as 3G, 4G, LTE, WiFi, CDMA, GSM,
GERAN, UTRAN, or E-UTRAN;: and/or on other known attributes of the device 140. Such
attributes may be taken into consideration in determining the software versions that are
applicable to a given device 140, and only those versions that are applicable may be
listed in the release information for that device 140.

[0022] In an embodiment, the software loading service 112 may send the release
information to the server 122 in response to a request from the server 122 for information
about available software versions. The server 122 may send such a request in response
to a request from an administrator 130. Alternatively, the sending of the release
information from the software loading service 112 to the server 122 may be triggered in
some other manner.

[0023] At arrow 2, the server 122 stores the release information in a database 124 or
a similar data storage component so that when the release information is needed, the
release information can be quickly retrieved from the database 124 rather than being
received from the software loading service 112.

[0024] An administrator 130 may oversee the installation of software on one or more
devices 140. Although only one device is shown in Figure 1, the administrator 130 may
oversee a plurality of devices 140, and any discussion herein regarding a single device
140 may apply as well to multiple devices 140. In an embodiment, the administrator 130
is not under the management or control of the software management entity 110 or the
customer that manages the customer site 120. Therefore, the administrator 130 has no
control or input regarding which software versions are made available by the software
loading service 112 in the form of the release information. Instead, the administrator 130
may view the software versions that are made available by the software loading service
112 and select which of the versions are allowed or not allowed to be installed on which
of the devices 140. The administrator 130 may be separated from the server 122 by a
firewall 150 or a similar security component.

[0025] The administrator 130 may have access to user and device data 160 that
describes the characteristics of the devices 140 that the administrator 130 manages and

the users of those devices 140. That is, the user and device data 160 may list any
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characteristics of the devices 140 or users that may affect which software is applicable to
those devices 140 or users. The user and device data 160 may be organized according
to device models and/or service providers such that any characteristics common to a
particular device model and/or any characteristics common to a particular service provider
are associated with the appropriate model or service provider. While the administrator
130 is depicted as having direct access to the user and device data 160, the user and
device data 160 may be located at the software management entity 110, on the server
122, or in some other location.

[0026] In an embodiment, the administrator 130 may request release information from
the server 122. That is, the administrator 130 may send a message to the server 122
asking the server 122 to provide information regarding the set of versions of software
available for installation on one or more devices 140. As described above, the server 122
may have previously received such information from the software loading service 112 and
may have stored that information in the database 124. At arrow 3, the server 122
retrieves the release information from the database 124, and at arrow 4, the server 122
sends the release information to the administrator 130.

[0027] In an embodiment, the administrator 130 may then use the release information
and the user and device data 160 to create a profile for one or more devices 140 and/or
device users. The profile may specify which software versions are allowed to be installed
on which devices 140 and/or which software versions are prohibited from being installed
on which devices 140. The specification may include a minimum release number and a
maximum release number for the software versions that are allowed or not allowed on the
device 140; a blacklist and/or whitelist of software versions that are prohibited or allowed
on the device 140; any overrides or exceptions that may apply to the minimum release
number, maximum release number, blacklist and/or whitelist; and/or any other
combination of versions as described above with regard to the release information. A
profile may be assigned to individual devices or users, to groups of devices or users, or
globally to all devices or users in an organization. As discussed in more detail below, a
plurality of profiles may be created for a device 140 or a group of devices 140, and the
profiles may be ranked according to their precedence. One of the profiles may be

designated as the default profile for one or more devices 140.
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[0028] In an embodiment, the administrator 130 may determine the software versions
to be included in the profile for one or more devices 140 based at least partially on the
above-described attributes for the devices 140, such as hardware characteristics,
software characteristics, radio access technology, and/or radio access network.
Additionally or alternatively, the administrator 130 may specify in the profile one or more
conditions under which one or more software versions included in the profile are to be
applied to a device 140. For example, the administrator 130 may specify that a particular
version is to be applied only at a particular time, such as a time of day or a day of the
week. Additionally or alternatively, the administrator 130 may specify that a particular
version is to be applied based on the location of the device 140. For instance, the
administrator 130 may specify that a first version is to be applied if the device 140 is in
use in a first country and a second version is to be applied if the device 140 is in use in a
second country, or that a particular version is to be applied only if the device 140 is in use
in a particular region, or that a particular version may not be applied if the device 140 is in
use in a particular region, or that a particular version is to be applied based on some other
location-based parameter related to the device 140. Additionally or alternatively, the
administrator 130 may specify that a particular version is to be applied based on the
roaming status of the device 140. Additionally or alternatively, the administrator 130 may
specify that a particular version is to be applied based on the amount of memory currently
available on the device 140. Additionally or alternatively, the administrator 130 may
specify that the most recent software versions available to the device 140 are to be
mandatorily installed on the device 140. As used herein, terms such as “applying a
version” and the like may refer to installing a version or following a rule that prohibits the
installation of a version.

[0029] As shown at arrow 5, after creating one or more profiles, the administrator 130
may then send the profile information to the server 122. The sending of the profile
information to the server 122 may promote the eventual enforcement of the profile on the
device 140 to which the profile pertains, where enforcement may include allowing
installation of a software version listed in the profile, preventing installation of a software
version listed in the profile, providing an alert that a software version listed in the profile is

available for installation, and/or providing an alert that a software version listed in the
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profile is not available for installation. Such an alert may be sent to the device 140 or to
some other component.

[0030] Atarrow 6, the server 122 may store the profile information in the database 124
for future use. The server 122 may then use the information in the profile to create a
payload that specifies the restrictions and/or allowances that pertain to the software for a
specific device 140 or group of devices 140. The payload may be an Extensible Markup
Language (XML) document or other file into which the server 122 has converted the
profile information. At arrow 7, the server 122 sends the payload to the device 140. The
server 122 may also store the payload in the database 124.

[0031] In some cases, multiple profiles may pertain to a single device. For example,
all devices within a group of devices may be given a first profile that allows software up to
and including a first version number to be installed on the devices. A number of users of
the devices in that group may be beta testers who are testing a version of the software
with a later version number than the first version number. The devices of those users
may be given a second profile that allows the software with the later version number to be
installed on those devices.

[0032] In an embodiment, when multiple profiles pertain to a single device, the server
122 may perform a reconciliation procedure to determine which of the profiles is to be
enforced on the device at a given time. The reconciliation procedure may be based on a
ranking of the profiles that specifies which profiles are to take precedence over others.
The server 122 may then include the appropriate profile information in the payload.

[0033] In an embodiment, after receiving the payload, the device 140 may act as a
pass-through and, at arrow 8, send the specific software version policy information that
pertains to itself, as specified in the payload, to the software loading service 112. The
software loading service 112 may then use the device-specific profile information to
determine the software versions that may be installed on the device 140 or may be
prohibited from being installed on the device 140. At arrow 9, the software loading
service 112 sends the device 140 the versions that are to be installed on the device 140.
[0034] In some cases, it may be preferable not to use the device 140 as a pass-
through for the payload. Such an embodiment is illustrated in Figure 2. In this case, it

may not be possible to create a payload that is specific to a particular device 140.
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Instead, an entire profile containing software version policy information for a plurality of
devices 140 may be sent directly from the server 122 to one or more web service
application programming interfaces (APIs) 116 within or available to the software loading
service 112, as shown at arrow 7. The software loading service 112 may then receive the
profile from the APIs 116 and use the profile information to determine how the profile is
enforced. That is, the software loading service 112 may determine which software
versions are allowed to be installed on which devices 140 and/or which software versions
are prohibited from being installed on which devices 140.

[0035] In some cases, the customer site 120 may not have an internet connection via
which the server 122 can receive the release information from the software loading
service 112. Such an embodiment is illustrated in Figure 3. In such so-called “dark site”
cases, the customer that manages the customer site 120 may be willing to accept
incoming data transmitted from the administrator 130 but may not allow outgoing data to
be transmitted to the administrator 130. The administrator 130 may receive the release
information from the software loading service 112, as shown at arrow 1. The
administrator 130 may then use the received release information and the available user
and device data 160 to create one or more profiles as described above. The
administrator 130 may then transmit the release information and the profile information to
the server 122, as shown at arrows 2 and 3. As an example, the administrator may
export a file from the software loading service 112 and import the file into the server 122.
The server 122 may then create a payload and send the payload to the device 140 as
described above. Since the server 122 has no internet connection in this case, the
payload may be sent to the software loading service 112 via the device 140 rather than
through a web service APl. The server 122 may communicate with the device 140 via
WiFi or a similar communication protocol.

[0036] The components described above for controlling the software versions that are
applied to devices may also be used to determine whether a device is in compliance with
the software version policies specified for the device. Returning to Figure 1 as an
example, the server 122 may know the profile assigned to the device 140 and the
software installed on the device 140. Therefore, the server 122 can compare the

software that the profile allows to be installed on the device 140 to the software that is
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actually installed on the device 140 and determine if the device 140 is in compliance with
its profile. For example, the profile may specify that operating system software only within
the range of version 10.2 to 10.4 is allowed to be installed on the device 140. If the
server 122 determines that version 10.1 is installed on the device 140, the server may
determine that the device 140 is out of compliance with its profile. In other embodiments,
an entity other than the server 122 may make such a comparison and determination.
[0037] In an embodiment, if the device 140 is found to be out of compliance, one or
more actions may occur. For example, the server 122 may notify the administrator 130
and/or the user of the device 140 of the lack of compliance. The administrator 130 and/or
the user of the device 140 may then take appropriate actions to ensure compliance with
the profile. Alternatively or additionally, if the device 140 is found to be out of compliance,
one or more actions may be taken to impair the functioning of the device 140 in some
way. For example, the device 140 may be prevented from connecting to a network, one
or more applications on the device 140 may be prevented from executing, the device 140
may be switched off, or some other action may be taken to affect the functionality of the
device 140.

[0038] Figure 4 illustrates a graphical user interface 410 that may be used by an
administrator in creating profiles and managing software versions. The interface 410 may
include a field 412 in which the administrator may enter a profile name and a field 414 in
which the administrator may enter a profile description. A check box 416 or a similar
input mechanism may allow the administrator to specify that an upgrade to the most
recent available version should be forced for a given device or carrier. That is, the
administrator may check the check box 416 to specify that the most recent software
versions available to a device are to be mandatorily installed on the device, as described
above.

[0039] A first dropdown box 418 or a similar input mechanism may allow the
administrator to specify the minimum version number for a unit of software to be applied
to a device, and a second dropdown box 420 or a similar input mechanism may allow the
administrator to specify the maximum version nhumber for that unit of software. That is,
the administrator may use the dropdown boxes 418 and 420 and/or other similar input

mechanisms to specify a set of software versions allowed or not allowed to be installed on
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the device. As described above, the specification may be based on hardware
characteristics of the device, software characteristics of the device, a radio access
technology or radio access network used by the device, a time or location associated with
the device, a roaming status of the device, an amount of memory currently available on
the device, and/or other attributes associated with the device.

[0040] As an example, the administrator may use the dropdown boxes 418 and 420 to
create a profile that may contain an open upper bound in a range, such as 10.2.1 or
higher. This means that the device can see version 10.2.1 and any versions of the
software that are later than 10.2.1, including any new releases that are made available at
a future time. Conversely, if the range is 10.2.1 to 10.3.1, this may mean that a software
update is initially available in this range but it may also mean that updates outside the
range are not seen. So software that may otherwise be publicly available may not
available to the device with this policy.

[0041] In an embodiment, the administrator may user the interface 410 to specify a
model number or other identifier for one or more devices for which a profile is being
created. The dropdown boxes 418 and 420 and/or other input or output mechanisms in
the interface 410 may then display only the software versions that pertain to that device
model.

[0042] A data entry field 422 may allow the administrator to specify any exceptions or
overrides that are to be made to the information entered elsewhere in the interface 410.
The values that appear in the dropdown boxes 418 and 420, the data entry field 422,
and/or other input or output mechanisms in the interface 410 may be populated from data
in the software catalog 114 of Figures 1, 2, and 3. One of skill in the art may recognize
that other fields may be present in the interface 410 to assist an administrator in creating
a profile for one or more devices. When the administrator has entered information into
the interface 410, the information from the interface 410 may then be processed to
generate the profile information that the administrator may then send to the server 122 of
Figures 1, 2, and 3.

[0043] After creating a profile for one or more devices in such a manner, the
administrator may then return to the interface 410, create another profile for the same

device or group of devices or for another device or group of devices, and send that profile
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to the server 122. Alternatively, the administrator may create a plurality of profiles in the
interface 410 and then send all of the profiles to the server 122 in a batch. The
administrator may continue such a procedure until all profiles have been created for all
devices for which the administrator wishes to create a profile.

[0044] The above may be implemented by a network element. A simplified network
element is shown with regard to Figure 5. In Figure 5, network element 3110 includes a
processor 3120 and a communications subsystem 3130, where the processor 3120 and
communications subsystem 3130 cooperate to perform the methods described above.
[0045] Further, the above may be implemented by a UE. An example of a UE is
described below with regard to Figure 6. UE 3200 may comprise a two-way wireless
communication device having voice and data communication capabilities. In some
embodiments, voice communication capabilities are optional. The UE 3200 generally has
the capability to communicate with other computer systems on the Internet. Depending
on the exact functionality provided, the UE 3200 may be referred to as a data messaging
device, a two-way pager, a wireless e-mail device, a cellular telephone with data
messaging capabilities, a wireless Internet appliance, a wireless device, a smart phone, a
mobile device, or a data communication device, as examples.

[0046] Where the UE 3200 is enabled for two-way communication, it may incorporate
a communication subsystem 3211, including a receiver 3212 and a transmitter 3214, as
well as associated components such as one or more antenna elements 3216 and 3218,
local oscillators (LOs) 3213, and a processing module such as a digital signal processor
(DSP) 3220. The particular design of the communication subsystem 3211 may be
dependent upon the communication network in which the UE 3200 is intended to operate.
[0047] Network access requirements may also vary depending upon the type of
network 3219. In some networks, network access is associated with a subscriber or user
of the UE 3200. The UE 3200 may require a removable user identity module (RUIM) or a
subscriber identity module (SIM) card in order to operate on a network. The SIM/RUIM
interface 3244 is typically similar to a card slot into which a SIM/RUIM card may be
inserted. The SIM/RUIM card may have memory and may hold many key configurations
3251 and other information 3253, such as identification and subscriber-related

information.
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[0048] When required network registration or activation procedures have been
completed, the UE 3200 may send and receive communication signals over the network
3219. As illustrated, the network 3219 may consist of multiple base stations
communicating with the UE 3200.

[0049] Signals received by antenna 3216 through communication network 3219 are
input to receiver 3212, which may perform such common receiver functions as signal
amplification, frequency down conversion, filtering, channel selection, and the like.
Analog to digital (A/D) conversion of a received signal allows more complex
communication functions, such as demodulation and decoding to be performed in the
DSP 3220. In a similar manner, signals to be transmitted are processed, including
modulation and encoding for example, by DSP 3220 and are input to transmitter 3214 for
digital to analog (D/A) conversion, frequency up conversion, filtering, amplification, and
transmission over the communication network 3219 via antenna 3218. DSP 3220 not
only processes communication signals but also provides for receiver and transmitter
control. For example, the gains applied to communication signals in receiver 3212 and
transmitter 3214 may be adaptively controlled through automatic gain control algorithms
implemented in DSP 3220.

[0050] The UE 3200 generally includes a processor 3238 which controls the overall
operation of the device. Communication functions, including data and voice
communications, are performed through communication subsystem 3211. Processor
3238 also interacts with further device subsystems such as the display 3222, flash
memory 3224, random access memory (RAM) 3226, auxiliary input/output (I/0O)
subsystems 3228, serial port 3230, one or more keyboards or keypads 3232, speaker
3234, microphone 3236, other communication subsystem 3240 such as a short-range
communications subsystem, and any other device subsystems generally designated as
3242. Serial port 3230 may include a USB port or other port currently known or
developed in the future.

[0051] Some of the illustrated subsystems perform communication-related functions,
whereas other subsystems may provide “resident” or on-device functions. Notably, some
subsystems, such as keyboard 3232 and display 3222, for example, may be used for

both communication-related functions, such as entering a text message for transmission
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over a communication network, and device-resident functions, such as a calculator or
task list.

[0052] Operating system software used by the processor 3238 may be stored in a
persistent store such as flash memory 3224, which may instead be a read-only memory
(ROM) or similar storage element (not shown). The operating system, specific device
applications, or parts thereof, may be temporarily loaded into a volatile memory such as
RAM 3226. Received communication signals may also be stored in RAM 3226.

[0053] As shown, flash memory 3224 may be segregated into different areas for both
computer programs 3258 and program data storage 3250, 3252, 3254 and 3256. These
different storage types indicate that each program may allocate a portion of flash memory
3224 for their own data storage requirements. Processor 3238, in addition to its operating
system functions, may enable execution of software applications on the UE 3200. A
predetermined set of applications that control basic operations, including at least data and
voice communication applications for example, may typically be installed on the UE 3200
during manufacturing. Other applications may be installed subsequently or dynamically.
[0054] Applications and software may be stored on any computer-readable storage
medium. The computer-readable storage medium may be tangible or in a transitory/non-
transitory medium such as optical (e.g., CD, DVD, etc.), magnetic (e.g., tape), or other
memory currently known or developed in the future.

[0055] One software application may be a personal information manager (PIM)
application having the ability to organize and manage data items relating to the user of
the UE 3200 such as, but not limited to, e-mail, calendar events, voice mails,
appointments, and task items. One or more memory stores may be available on the UE
3200 to facilitate storage of PIM data items. Such a PIM application may have the ability
to send and receive data items via the wireless network 3219. Further applications may
also be loaded onto the UE 3200 through the network 3219, an auxiliary 1/0 subsystem
3228, serial port 3230, short-range communications subsystem 3240, or any other
suitable subsystem 3242, and installed by a user in the RAM 3226 or a non-volatile store
(not shown) for execution by the processor 3238. Such flexibility in application installation
may increase the functionality of the UE 3200 and may provide enhanced on-device

functions, communication-related functions, or both. For example, secure communication
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applications may enable electronic commerce functions and other such financial
transactions to be performed using the UE 3200.

[0056] In a data communication mode, a received signal such as a text message or
web page download may be processed by the communication subsystem 3211 and input
to the processor 3238, which may further process the received signal for output to the
display 3222, or alternatively to an auxiliary /0O device 3228.

[0057] A user of the UE 3200 may also compose data items, such as email messages
for example, using the keyboard 3232, which may be a complete alphanumeric keyboard
or telephone-type keypad, among others, in conjunction with the display 3222 and
possibly an auxiliary 1/0 device 3228. Such composed items may then be transmitted
over a communication network through the communication subsystem 3211.

[0058] For voice communications, overall operation of the UE 3200 is similar, except
that received signals may typically be output to a speaker 3234 and signals for
transmission may be generated by a microphone 3236. Alternative voice or audio I/O
subsystems, such as a voice message recording subsystem, may also be implemented
on the UE 3200. Although voice or audio signal output may be accomplished primarily
through the speaker 3234, display 3222 may also be used to provide an indication of the
identity of a calling party, the duration of a voice call, or other voice call-related
information, for example.

[0059] Serial port 3230 may be implemented in a personal digital assistant (PDA)-type
device for which synchronization with a user’s desktop computer (not shown) may be
desirable, but such a port is an optional device component. Such a port 3230 may enable
a user to set preferences through an external device or software application and may
extend the capabilities of the UE 3200 by providing for information or software downloads
to the UE 3200 other than through a wireless communication network. The alternate
download path may, for example, be used to load an encryption key onto the UE 3200
through a direct and thus reliable and trusted connection to thereby enable secure device
communication. Serial port 3230 may further be used to connect the device to a
computer to act as a modem.

[0060] Other communications subsystems 3240, such as a short-range

communications subsystem, are further optional components which may provide for
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communication between the UE 3200 and different systems or devices, which need not
necessarily be similar devices. For example, the subsystem 3240 may include an
infrared device and associated circuits and components or a Bluetooth™ communication
module to provide for communication with similarly enabled systems and devices.
Subsystem 3240 may further include non-cellular communications such as WiFi, WiIMAX,
near field communication (NFC), and/or radio frequency identification (RFID). The other
communications element 3240 may also be used to communicate with auxiliary devices
such as tablet displays, keyboards or projectors.

[0061] The UE and other components described above might include a processing
component that is capable of executing instructions related to the actions described
above. Figure 7 illustrates an example of a system 3300 that includes a processing
component 3310 suitable for implementing one or more embodiments disclosed herein.
In addition to the processor 3310 (which may be referred to as a central processor unit or
CPU), the system 3300 might include network connectivity devices 3320, random access
memory (RAM) 3330, read only memory (ROM) 3340, secondary storage 3350, and
input/output (1/0) devices 3360. These components might communicate with one another
via a bus 3370. In some cases, some of these components may not be present or may
be combined in various combinations with one another or with other components not
shown. These components might be located in a single physical entity or in more than
one physical entity. Any actions described herein as being taken by the processor 3310
might be taken by the processor 3310 alone or by the processor 3310 in conjunction with
one or more components shown or not shown in the drawing, such as a digital signal
processor (DSP) 3380. Although the DSP 3380 is shown as a separate component, the
DSP 3380 might be incorporated into the processor 3310.

[0062] The processor 3310 executes instructions, codes, computer programs, or
scripts that it might access from the network connectivity devices 3320, RAM 3330, ROM
3340, or secondary storage 3350 (which might include various disk-based systems such
as hard disk, floppy disk, or optical disk). While only one CPU 3310 is shown, multiple
processors may be present. Thus, while instructions may be discussed as being

executed by a processor, the instructions may be executed simultaneously, serially, or
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otherwise by one or multiple processors. The processor 3310 may be implemented as
one or more CPU chips.

[0063] The network connectivity devices 3320 may take the form of modems, modem
banks, Ethernet devices, universal serial bus (USB) interface devices, serial interfaces,
token ring devices, fiber distributed data interface (FDDI) devices, wireless local area
network (WLAN) devices, radio transceiver devices such as code division multiple access
(CDMA) devices, global system for mobile communications (GSM) radio transceiver
devices, universal mobile telecommunications system (UMTS) radio transceiver devices,
long term evolution (LTE) radio transceiver devices, worldwide interoperability for
microwave access (WIMAX) devices, and/or other well-known devices for connecting to
networks. These network connectivity devices 3320 may enable the processor 3310 to
communicate with the Internet or one or more telecommunications networks or other
networks from which the processor 3310 might receive information or to which the
processor 3310 might output information. The network connectivity devices 3320 might
also include one or more transceiver components 3325 capable of transmitting and/or
receiving data wirelessly.

[0064] The RAM 3330 might be used to store volatile data and perhaps to store
instructions that are executed by the processor 3310. The ROM 3340 is a non-volatile
memory device that typically has a smaller memory capacity than the memory capacity of
the secondary storage 3350. ROM 3340 might be used to store instructions and perhaps
data that are read during execution of the instructions. Access to both RAM 3330 and
ROM 3340 is typically faster than to secondary storage 3350. The secondary storage
3350 is typically comprised of one or more disk drives or tape drives and might be used
for non-volatile storage of data or as an over-flow data storage device if RAM 3330 is not
large enough to hold all working data. Secondary storage 3350 may be used to store
programs that are loaded into RAM 3330 when such programs are selected for execution.
[0065] The I/O devices 3360 may include liquid crystal displays (LCDs), touch screen
displays, keyboards, keypads, switches, dials, mice, track balls, voice recognizers, card
readers, paper tape readers, printers, video monitors, or other well-known input/output

devices. Also, the transceiver 3325 might be considered to be a component of the 1/0
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devices 3360 instead of or in addition to being a component of the network connectivity
devices 3320.

[0066] In an embodiment, a method for managing software on a device is provided.
The method comprises: receiving, from a third party associated with the device, by a
software administrator of an organization different from the third party, release information
regarding software versions for the device; creating, by the software administrator, a
profile that specifies whether or not at least one of the software versions is allowed on the
device; and transmitting the profile, by the software administrator to a server computer
associated with the third or other parties, to promote enforcement of the profile for the
device.

[0067] In another embodiment, another method for managing software on a device is
provided. The method comprises: receiving, by a server computer under exclusive
control of a third party, from a software loading service, release information regarding
software versions for the device; transmitting, by the server computer to a software
administrator of an organization different from the third party, the release information;
receiving, by the server computer from the software administrator, at least one profile that
specifies whether at least one of the software versions is allowed on the device or is
prohibited on the device; and transmitting, by the server computer to the software loading
service, information regarding a specified software version that is allowed on the device
or is prohibited on the device, thereby causing the software loading service to make the
specified software version available for installation on the device.

[0068] In another embodiment, a server computer is provided. The server computer
comprises a memory and a processor. The processor is configured such that the server
computer receives, from a software loading service, release information regarding
software versions for a mobile device; further configured such that the server computer
stores the release information to the memory; further configured such that the server
computer transmits, to a software administrator of an organization different from the third
party, the release information; further configured such that the server computer receives,
from the software administrator, at least one profile that specifies whether at least one of
the software versions is allowed on the device or is prohibited on the device; and further

configured such that the server computer transmits to the software loading service
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information regarding a specified software version that is allowed on the device or is
prohibited on the device, thereby causing the software loading service to make the
specified software version available for installation on the device or causing the software
loading service to prevent installation of the specified software version on the device.
[0069] While several embodiments have been provided in the present disclosure, it
should be understood that the disclosed systems and methods may be embodied in many
other specific forms without departing from the spirit or scope of the present disclosure.
The present examples are to be considered as illustrative and not restrictive, and the
intention is not to be limited to the details given herein. For example, the various
elements or components may be combined or integrated in another system or certain
features may be omitted, or not implemented.

[0070] Also, techniques, systems, subsystems and methods described and illustrated
in the various embodiments as discrete or separate may be combined or integrated with
other systems, modules, techniques, or methods without departing from the scope of the
present disclosure. Other items shown or discussed as coupled or directly coupled or
communicating with each other may be indirectly coupled or communicating through
some interface, device, or intermediate component, whether electrically, mechanically, or
otherwise. Other examples of changes, substitutions, and alterations are ascertainable
by one skilled in the art and could be made without departing from the spirit and scope

disclosed herein.
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CLAIMS

1. A method for managing software on a device, the method comprising:
receiving, from a third party associated with the device, by a software administrator
of an organization different from the third party, release information
regarding software versions for the device;
creating, by the software administrator, a profile that specifies whether or not at
least one of the software versions is allowed on the device; and
transmitting the profile, by the software administrator to a server computer
associated with the third or other parties, to promote enforcement of the

profile for the device.

2. The method of claim 1, wherein the server computer, responsive to receiving the
profile, transmits information regarding enforcement of the profile to a software loading

service, thereby causing the software loading service to enforce the profile on the device.

3. The method of claim 1, wherein the enforcement of the profile for the device
comprises at least one of:
allowing installation of at least one software version on the device;
preventing installation of at least one software version on the device;
providing an alert on the device that at least one software version is available for
installation on the device; and
providing an alert on the device that at least one software version is not available

for installation on the device.

4. The method of claim 2, wherein the software administrator receives the release
information from the server computer responsive to sending the server computer a
request for the release information, and wherein the server computer previously received
the release information from the software loading service and stored the release

information in a data storage component accessible to the server computer.
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5. The method of claim 2, wherein, when the server computer does not have an
internet connection, the software administrator receives the release information from the

software loading service and sends the release information to the server computer.

6. The method of claim 2, wherein the administrator creates the profile via an
interface that allows selection of at least one software version and selection of at least
one action to be performed on the software version, wherein the action is one of installing,
by the software loading service, the software version on the device or following, by the
software loading service, a rule that prohibits installing the software version on the device,
and wherein the interface further allows specification of a condition under which the action
is to be taken, the condition being related to at least one of:

a location of the device;

a location in which the action is to be taken;

a time when the action is to be taken;

a roaming status of the device;

an amount of memory space available on the device;

the software version, wherein the most recent available software version is to be

mandatorily installed on the device;

a hardware characteristic of the device;

a software characteristic of the device;

a radio access technology in use by the device; and

a radio access network in use by the device.
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7. A method for managing software on a device, the method comprising:

receiving, by a server computer under exclusive control of a third party, from a
software loading service, release information regarding software versions
for the device;

transmitting, by the server computer to a software administrator of an organization
different from the third party, the release information;

receiving, by the server computer from the software administrator, at least one
profile that specifies whether at least one of the software versions is allowed
on the device or is prohibited on the device; and

transmitting, by the server computer to the software loading service, information
regarding a specified software version that is allowed on the device or is
prohibited on the device, thereby causing the software loading service to
make the specified software version available for installation on the device
or causing the software loading service to prevent installation of the

specified software version on the device.

8. The method of claim 7, wherein the server computer transmits the release
information to the software administrator responsive to receiving a request for the release

information from the software administrator.
9. The method of claim 7, wherein the server computer previously received the

release information from the software loading service and stored the release information

in a data storage component accessible to the server computer.
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10.  The method of claim 7, wherein the information regarding the specified software
version is one of:

a payload transmitted to the device and then transmitted from the device to the
software loading service, wherein the payload contains information specific
to the device; or

the profile, wherein the profile is transmitted to a web service application
programming interface accessible to the software loading service and then
transmitted from the application programming interface to the software

loading service.

11. The method of claim 7, wherein, when the server computer receives more than
one profile for the device, the server computer performs a reconciliation procedure to

determine which of the profiles is to be enforced on the device.

12. The method of claim 7, wherein the server computer compares the software
installed on the device to the software specified in the profile and, when the software
installed on the device does not correspond to the software specified in the profile, the
server computer at least one of:
sends the software administrator a message informing the software administrator
that the software installed on the device does not correspond to the
software specified in the profile;
sends the device a message informing the device that the software installed on the
device does not correspond to the software specified in the profile; or

takes an action to impair the functioning of the device.

13. The method of claim 7, wherein the software versions included in the release
information are determined based on at least one of:

a hardware characteristic of the device;

a software characteristic of the device;

a radio access technology in use by the device; and

a radio access network in use by the device.
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14. A server computer under exclusive control of a third party, the server computer
comprising:
a memory; and
a processor configured such that the server computer receives, from a software
loading service, release information regarding software versions for a
mobile device; further configured such that the server computer stores the
release information to the memory; further configured such that the server
computer transmits, to a software administrator of an organization different
from the third party, the release information; further configured such that the
server computer receives, from the software administrator, at least one
profile that specifies whether at least one of the software versions is allowed
on the device or is prohibited on the device; and further configured such
that the server computer transmits to the software loading service
information regarding a specified software version that is allowed on the
device or is prohibited on the device, thereby causing the software loading
service to make the specified software version available for installation on
the device or causing the software loading service to prevent installation of

the specified software version on the device.

15.  The server computer of claim 14, wherein the server computer transmits the
release information to the software administrator responsive to receiving a request for the

release information from the software administrator.
16.  The server computer of claim 14, wherein the server computer previously received

the release information from the software loading service and stored the release

information in a data storage component accessible to the server computer.
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17.  The server computer of claim 14, wherein the information regarding the specified
software version is one of:

a payload transmitted to the device and then transmitted from the device to the
software loading service, wherein the payload contains information specific
to the device; or

the profile, wherein the profile is transmitted to a web service application
programming interface accessible to the software loading service and then
transmitted from the application programming interface to the software

loading service.

18. The server computer of claim 14, wherein, when the server computer receives
more than one profile for the device, the server computer performs a reconciliation

procedure to determine which of the profiles is to be enforced on the device.

19. The server computer of claim 14, wherein the server computer compares the
software installed on the device to the software specified in the profile and, when the
software installed on the device does not correspond to the software specified in the
profile, the server computer at least one of:
sends the software administrator a message informing the software administrator
that the software installed on the device does not correspond to the
software specified in the profile;
sends the device a message informing the device that the software installed on the
device does not correspond to the software specified in the profile; or

takes an action to impair the functioning of the device.

20. The server computer of claim 14, wherein the software versions included in the
release information are determined based on at least one of:

a hardware characteristic of the device;

a software characteristic of the device;

a radio access technology in use by the device; and

a radio access network in use by the device.
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