wo 2015/116487 A1 || IO OO0 0

(43) International Publication Date
6 August 2015 (06.08.2015) WIPOIPCT

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2015/116487 Al

(51

eay)

(22)

(25)
(26)
(30)

1

International Patent Classification:
GO6F 17/30 (2006.01)

International Application Number:
PCT/US2015/012599

International Filing Date:
23 January 2015 (23.01.2015)

Filing Language: English
Publication Language: English
Priority Data:

14/169,322 31 January 2014 (31.01.2014) US

Applicant: GOOGLE INC. [US/US]; 1600 Amphitheatre
Parkway, Mountain View, CA 94043 (US).

)

(74

(8D

Inventors: CYPHER, Robert; 18460 Montpere Way,
Saratoga, CA 95070 (US). QUINLAN, Sean; 825 Chan-
ning Avenue, Palo Alto, CA 94301 (US). SCHIRRIPA,
Steven, Robert; 19 Meredith Way, Hazlet, NJ 07730 (US).
CARMLI, Lidor; 207 W 80th St., Apt. 4b, New York, NY
10024 (US). SCHROCK, Christian, Eric; 9 Saw Mill
Lane, Cold Spring Harbor, NY 11724 (US).

Agents: KRUEGER, Brett, A. et al.; Honigman Miller
Schwartz And Cohn LLP, 350 East Michigan Avenue,
Suite 300, Kalamazoo, MI 49007-3800 (US).

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

[Continued on next page]

(54) Title: EFFICIENT DATA READS FROM DISTRIBUTED STORAGE SYSTEMS

320a 320b 320¢ 320d 312 320n
> > 5] P B >
%Sl*:pe(} I Stripe 1 [ Stripe 2 I Stripe 3 I B 1 Stripeni

5
{ Data Data i Data Data
§1 Chunk Chunk 4 Chunk Chirk
i ) B
| 3%, wo, | s, 330,
230nD, 330nD, b 33000, 330D
AN S~ -
~
,
- ey
\\ Neon-Data Non-Data | \ | Nen-Data ... | NonData
\ Chunk Ghunk t1 Chunk Chunk
A
5 > / > 2
\ 330, 330, 330, 330,
N éfﬂﬁncg 330nC; A30nC; 330nCyy
~ -
e e

(57) Abstract: A method (800) of distributing data (312) in
a distributed storage system (100) includes receiving a file
(310) into non-transitory memory (204) and dividing the re-
ceived file into chunks (330), The chunks are data-chunks
(330nD) and non-data chunks (330nC). The method also in-
cludes grouping one or more of the data chunks and one or
more of the non-data chunks in a group (G). One or more
chunks of the group is/are capable of being reconstructed
from other chunks of the group. The method includes dis-
tributing the chunks of the group to storage devices (114) of
the distributed storage system based on a distributed storage
system hierarchy (400). The hierarchy includes maintenance
domains (402) having active and inactive states, each storage
device associated with a maintenance domain, the chunks of
a group are distributed across multiple maintenance domains
to maintain the ability to reconstruct chunks of the group.
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Efficient Data Reads From Distributed Storage Systems

TECHNICAL FIELD

0081 This disclosure relates to efficient data reads from distributed storage systems.
BACKGROUND
16062} A distributed system generally includes many loosely coupled computers,

cach of which typically includes a computing resource {e.g., 01 OF MOTe Processors}
and/or storage resources {¢.g., raemory, flash memory, and/or disks). A distributed
storage system overlays a storage abstraction {e.g., key/value store or file system) on the
storage resources of a distributed system. In the distributed storage system, a server
process running on one compuier can export that computer’s storage resources to client
processes running on other computers. Remote procedure calls (RPC) may transter data
from server processes to client processes. Alternatively, Reroote Direct Memory Access
{(RDMA) primitives may be used to transfer data from server hardware to client

ProCesses.

SUMMARY
EUEIRY Une aspect of the disclosure provides a method of distributing data in a
distributed storage system. The method meludes receiving a file into non-transitory
wemory and dividing the recetved file futo chunks using a coroputer processor in
communication with the non-transitory memory. The method also includes grouping one
or raore of the data chanks and one or more of the non-data chunks n a group. One or
more chunks of the group are capable of being reconstructed from other chunks of the
group. The method optionally further includes distributing chunks of the group to storage
devices of the distributed storage system based on a hierarchy of the distributed storage
systermn, The hierarchy includes maintenance domains having active and tnactive states.
Moreover, cach storage device is associated with a maintenance domain. The chunks of a
group are distributed across multipic maintenance domains to maintain the ability to

reconstruct chunks of the group when a moaintenance domain is 1o an inactive state.
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8084 implementations of the disclosure may include one or more of the following
optional features. In some implementations, the method further includes restricting the
number of chunks of a group distributed to storage devices of any one maintenance
dornain.

15685] In some implementations, the method inchudes determining a distribution of
the chunks of a group among the storage devices by determining a first random selection
of storage devices that roatches a namber of chunks of the group aud determiving if the
sclection of storage devices is capable of maintaining accessibility of the group when one
OF MOTe units are 1o an active state. In some examples, when the first random selection
of storage devices is incapable of maintaining accessibility of the group when one or
more mainicnance domaing are in an inactive state, the method further includes
determining a second random selection of storage devices that match the number of
chunks of the group or modifying the first random selection of storage devices by adding
or removing one or more randomly selected storage devices. The method may further
nclude determining the first random selection of storage devices using a simple
sampling, a probability saropling, a siratified sarmphing, or a cluster sampling.

[6085] in some implementations, the method includes determining a distribution of
the chunks of the group among the storage devices by selecting a consecutive number of
storage devices equal to a mumber of chunks of the group from an ordered circular list of
the storage devices of the distributed storage. When the selected storage devices are
coliectively incapable of maintaining the accessibility of the group when one or more
maintenance domains are 1 an mactive state, the rocthod further inchudes sclecting
another consecutive number of storage devices from the ordered circular st equal to the
number of chunks of the group. The method may inchide determining the ordered
civcular fist of storage devices of the distributed storage system. Adjacent storage devices
on the ordered circular list are associated with different maintenance domains. In some
examples, a threshold nurober of consecutive storage devices on the ordered circular list
are cach associated with different maintenance domains or are each in different
geographical locations,

1668671 In some implementations, the method inchudes determining the maintenance

hicrarchy of maintenance domains {(c.g., using the cormputer processor), where the

o
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maintenance hierarchy has maintenance levels and cach maintenance level includes one
or raore maintenance domains. The method also includes mappiog each maintenance
domain to at least one storage device. In some examples, each maintenance domain
mcludes storage devices powered by a single power distribution unit or a single power
bus dact.

(6088 The method may melude dividing the received file into stripes. Each file
includes an error correcting code. The error correcting code is one of a nested code or a
fayered code. The non-data chunks inchide code-check chunks, word-check chunks, and
code~check~word-check chunks.

[ 8069 Another aspect of the disclosure provides a system for distributing data in a
distributed storage systern. The system includes non-transitory memory, a computer
processor, and storage devices. The non-transitory memory recetves a file. The
computer processor contrunicates with the non-transitory racmory and divides the
received files into chunks. The chunks are data~-chunks and non-data chunks. The
computer processor further groups one or more of the data chunks and one or more the
non-data chunks 1u a group. One or more chunks of the group are capable of beiug
reconstructed from other chunks of the group. The storage devices communmicate with the
computer processor and the non-transitory meroory. The computer processor stores the
chunks of the group on the storage devices based on a maintenance hierarchy of the
distributed storage systern. The maintenance hierarchy includes maintenance domains
having active and inactive states. Each storage device is associated with a maintenance
domain. The computer processor distributes the chunks of a group across multiple
maintenance domatns to matntain accessibility of the group when a maintenance domain
is int an inactive state.

16G16] Implementations of this aspect may mnclode one or more of the following
optional features. In some examples, the computer processor restricts a mumber of
chunks of the group distributed to storage devices of any one mwaintenance domain. The
computer processor may determine a distribution of the chunks of the group among the
storage devices by determining a first random sclection of storage devices matching a
number of chunks of the group and by determining if the selection of storage devices is

capable of mamtaining accessibility of the group when one or more maintenance domains
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are in an inactive state. The computer processor may determine a second random
selection of storage devices matching the number of chunks of the group when the first
random selection of storage devices 18 incapable of maintaining accessthility of the group
when one or more maintcuance doraing are i an tnactive state,

10611} In some implementations, the computer processor modifies the first random
sclection of storage devices by adding and removing one or more randomly sclected
storage devices wheu the first random selection of storage devices is incapable of
maintaining accessibility of the file when one or more maintenance domains are in an
nactive state. The computer processor may determine the first random selection of
storage devices using a sitnple sampling, a probability sampling, a stratified sampling, or
a cluster samnpling.

6612} In some examples, the computer processor determines a distribution of the
chunks among the storage devices by selecting a consecutive nurnber of storage devices
equal to a nurmber of chunks of the group from an ordered circular list of the storage
devices of the distributed storage system. Moreover, the computer processor may select
another consecutive nurnber of storage devices from the ordered circular Hst equal to the
number of chunks of the group, when the selected storage devices are coliectively
incapable of maintaining the accessibility of the group when one or more maintenance
domains are in an inactive state.

[6613] In somc implementations, the coraputer processor determines the ordered
circular list of storage devices of the distributed storage system, where adjacent storage
devices on the ordered circular list are associated with different maintenance domains.
Additionally or alternatively, a threshold number of consecutive storage devices on the
ordered circular list may each be associated with different maintenance domains.
Additionally or alternatively, a threshold number of consecutive storage devices on the
ordered circular list may cach be in different geographical locations.

18614} In some examples, the computer processor determines a maiontenance
bierarchy of maintenance domains and maps cach maintenance domain to at least one
storage device. The maintenance hierarchy has maintenance levels, with cach

maintenance level including one or more maintenance domains. Each maintenance
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domain may include storage devices powered by a single power distribution unitor a
stngle power bus duct.

UERY In some implementations, the computer processor divides the recetved file
mto stripes, with each file mcluding an error correcting code. The error correcting code
is one of a nested code or a layered code. The non-data chunks inchude code-check
chunks, word-check chunks, and code-check-word-check chunks.

16816} The details of one or more iraplementations of the disclosure are set forth in
the accompanying drawings and the description below. Other aspects, features, and

advantages will be apparent from the description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS
[6G17] FiG. 1A is a schematic view of an exemplary distributed storage system.
[6G18] FI1G. 1B is a schematic view of an exemplary distributed storage systern

baving a cell of memory hosts managed by a curator.

[B01% FiG. 2 is a schematic view of an exemplary curator for a distributed storage
system,

[6628] FI1G. 3A is a schematic view of an exemplary file split into stripes.

18621} FIG. 3B is a schematic view of an exemplary file split inte data chunks and

code chunks.

16622} FIG. 3C 1s a schematic view of an exeraplary Reed-Solomon coding
technique.

8623} FIGS. 3D-3F are schematic views of excraplary layered coding techniques.
18024] FIG. 3G is an exemplary arrangement of operations for storing data using
layered coding techniques.

16025} FIGS. 3H-31 are schematic views of exemplary nested coding techruques.
[6G26] FI1G. 3K is an exemplary arrangement of operations for storing data using
nested coding technigues.

18627 FIGS, 4A-4C are schematic views of an exemplary maintenance hierarchy.
[6628] FIG. 5A is a tlow chart of an exemplary arrangement of operations for

randomly selecting a group of storage resources.
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{8029 Fi(. 5B is a schematic view of an exemplary random selection of storage
devices.

[6G38] FIG. 6A s a flow chart of an exemplary arrangement of operations for
randomly sclecting a group of storage resources then randomly updating storage devices
within the group.

0031} FIG. 6B 15 a schematic view of an excraplary random selection of storage
devices.

[6G32] FI1G. 7A is a flow chart of an exemplary arrangement of operations for
selecting a group of storage resources frova a circular hist.

186334 Fi(:. 7B is a schematic view of an exemplary selection of storage devices
from an ordered list.

[6G34] FIG. 8 is a schematic view of an exemplary arrangement of operations for
distributing data in a storage syster.

18835} Like reference symbols in the various drawings indicate like elements.

DETAILED DESCRIPTION
{6036} Storage systems include multiple layers of redundancy where data is
replicated and stored in multiple data ceunters. Data centers house computer systerns and
their associated components, such as telecommunications and storage systems 100 (FIGS,
1A and 1B). Data centers usually include backup power supplies, redundant
communications connections, environmental controls (to maintain a constant
temperature), and sccurity devices, Data centers may be large industrial scale operations
that use a great amount of electricity {e.g., as much as a small town). Data centers may
be located in different geographical locations {(¢.g., different cities, different countrics,
and different continents). In some examples, the data centers, or a portion thereof,
require maintenance {¢.g., duc to a power cutage or disconnecting a portion of the storage
system for replacing parts, or a system fatlure, or a combination thereot). The data stored
in these data centers may be unavailable to users during the maintenance period resulting
in the impairment or halt of a user’s operations. Therefore, it is desirablc to provide a

distributed storage system 100 where a user is capable of retrieving stored data or



[91]

(53]

WO 2015/116487 PCT/US2015/012599

reconstructing unhealthy or lost data despite the storage system 100 or portions thereof
undergoing maintenance or a system failure.

6G37] Referring to FIGS. 1A and 1B, in some implementations, a distributed storage
system 100 includes loosely coupled memory hosts 110, 110a-n {c.g., cornputers or
servers), each having a computing resource 112 {e.g., one or more processors or central
processing untts {CPUSs)) in comraunication with storage resources 114 {c.g., memory,
flash raemory, dynamic random access muemory (DRAM), phase change meroory {(PCM},
and/or disks}) that may be used for caching data 312, A storage abstraction {(e.g.,
key/value store or file system) overlain on the storage resources 114 allows scalable use
of the storage resources 114 by one or more clients 120, 120a-n. The clients 120 may
comrunicate with the merory hosts 110 through a network 130 (e.g., via RPC).

[ 6G38] In some implementations, the distributed storage system 108 is “single-sided,”
climinating the need for any server jobs for responding to remote procedure calls (RPC)
from clients 120 to store or retrieve data 312 on their corresponding memory hosts 110
and may rely on specialized hardware to process remote requests 122 instead. "Single-
stded” refers to the racthod by which most of the request processing oun the memory hosts
110 may be done in hardware rather than by software executed on CPUs 112 of the
wemory hosts 110, Rather than having a processor 112 of a mevoory bost 110 {e.g., a
server) execute a server process 118 that exports access of the corresponding storage
resource 114 {c.g., non-transitory raemory) to client processes 128 exccuting on the
clients 120, the clients 120 may directly access the storage resource 114 through a
network mnterface controller (NIC) 116 of the memory host 110, In other words, a client
process 128 executing on a chient 120 may directly interface with one or more storage
resources 114 without requiring execution of a routine of any server processes 118
executing on the coraputing resources 112, This single~sided disiributed storage
architecture offers relatively high-throughput and low latency, since clients 120 can
access the storage resources 114 without interfacing with the computing resources 112 of
the memory hosts 110, This has the effect of decoupling the requirements for storage 114
and CPU cycles that typical two-sided distributed storage systemns 100 carry. The single-
stded distributed storage system 100 can utilize remote storage resources 14 regardless

of whether there are spare CPU cycles on that racmory host 110; furthermore, since

~3
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single-sided operations do not contend for server CPU 112 resources, a single-sided
systern can serve cache requests 122 with very predictable, low latency, even when
memory hosts 110 are ranning at high CPU utilization. Thus, the single-sided distributed
storage systern 100 allows higher utilization of both cluster storage 114 and CPU 112
resources than traditional two-sided systems, while delivering predictable, low latency.
60639} In somc implementations, the distributed storage system 100 includes a
storage logic portion 102, a data control portion 104, and a data storage portion 106, The
storage logic portion 102 may include a transaction application programming interface
(AP} 350 (e.g., a single-sided transactional systern chent library) that is responsible for
accessing the underlying data 312, for example, via RPC or single-sided operations. The
data control portion 104 muay manage allocation and access to storage resources 114 with
tasks, such as allocating storage resources 114, registering storage resources 114 with the
corresponding network interface controller 116, setting up connections between the
client(s} 120 and the memory hosts 110, handling errors in case of machine failures, etc.
The data storage portion 106 may inclade the loosely coupled memory hosts 110, 110a-n.
16046} The distributed storage system 100 may store data 312 in dynamic random
access memory {DRAM} 114 and serve the data 312 from the remote hosts 110 via
remote direct memory access (RDMA-capable network interface controllers 116, A
network interface controller 116 (also known as a network interface card, network
adapter, or LAN adapter) moay be a computer hardware cornponent that connects a
computing resource 112 to the network 130. Both the memory hosts 110a-n and the
client 120 may cach have a network interface controller 116 for network
communications. A host process 118 executing on the computing processor 112 of the
mermory host 110 registers a set of remote direct memory accessible regions 115a-n of the
meroory 114 with the network interface controller 116, The host process 118 may
register the remote direct memory accessible regions 115a-n of the memory 114 with a
permission of read-only or read/write. The network interface controller 116 of the
memory host 110 creates a client key 302 for each registered memory region 1135a-n.
0041} The single-sided operations performed by the network mterface controllers
116 may be limited to simple reads, writes, and comparc-and-swap operations, none of

which may be sophisticated enough to act as a drop-in replacerment for the software logic
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tmplemented by a traditional cache server job to carry out cache requests and manage
cache policies. The transaction AP 350 translates commands, such as look-up or insert
data commands, into sequences of primitive network interface controller operations. The
transaction AP 350 interfaces with the data control and data storage portions 104, 106 of
the distributed storage system 100,

0042} The distributed storage system 100 may include a co-located software process
to register macmory 114 for reraote access with the network interface coutrollers 116 and
set up connections with client processes 128, Once the connections are set up, client
processes 128 can access the registered memory 114 via engines i the hardware of the
network interface controliers 116 without any invelvement from software on the local
CPUs 112 of the corresponding memory hosts 110,

[60G43] Referring to FIG. 1B, in some implementations, the distributed storage system
100 includes multiple cells 200, cach ccll 200 mcluding memory hosts 110 and a curator
218 in communication with the memory hosts 110. The curator 218 {(e.g., process) may
execute on a computing processor 202 {c.g., server having a non-transitory memory 204}
connected to the network 130 and manage the data storage (e.g., manage a file system
stored on the memory hosts 110), control data placements, and/or initiate data recovery.
Moreover, the curator 210 may track an existence and storage location of data 312 on the
mermory hosts 110, Redundant curators 210 are possible. In some implementations, the
curator(s} 210 track the striping of data 312 across multiple mernory hosts 110 and the
existence and/or location of multiple copies of a given stripe for redundancy and/or
performance. In computer data storage, data siriping 18 the technique of segmenting
fogically sequential data 312, such as a file 310 (FIG. 2} into stripes, in a way that
accesses of sequential segments are made to different physical memory hosts 116 {e.g.,
cells 200 and/or memory hosts 118). Stripiog is useful when a processing device requests
access to data 312 more quickly than a memory host 110 can provide access. By
performing segroent accesses on multiple devices, multiple segments can be accessed
concurrently. This provides more data access throughput, which avoids causing the
processor to idly watt for data accesses. In some implementations (discussed in more
detail below}, each stripe may be further divided into groups G {e.g., including chunks),

where accesses of sequential groups G are made to different physical memory hosts 110,
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Grouping of segments within a stripe may also be useful when a processing device
requests access to data 312 more quickly than a memory host 110 can provide access. By
providing segment access of a group G on multiple devices, multiple segments of a group
(3 can be accessed concurrently. This also provides more data access throughput, which
avoids causing the processor to idly wait for data accesses, thus improving the
performance ot the systern 100,

168441 In some implementations, the transaction API 350 imnterfaces between a client
120 {c.g., with the client process 128) and the curator 210. In some examples, the client
120 communicates with the curator 210 through oue or roore remote procedure calls
(RPC). In response to a client request 122, the transaction AP 350 may find the storage
location of certain data 312 on memory host(s) 110 and obtain a key 302 that alows
access to the data 312, The transaction AP 350 communicates directly with the
appropriate memory hosts 110 (via the network mterface controllers 116) to read or write
the data 312 (e.g., using remote direct memory access). In the case that a memory host
110 is non-operational, or the data 312 was moved to a different memory host 110, the
chent request 122 fails, prompting the client 120 to re-query the curator 210,

[60G45] Referring to FIG. Z, in some implementations, the curator 210 stores and
manages file system metadata 212, The metadata 212 may inclade a file map 214 that
maps files 310, to file descriptors 300, ,. The curator 210 may examine and modify the
representation of its persistent metadata 212, The curator 210 may use three different
access patterns for the metadata 212 read-only, file transactions, and stripe transactions.
For example, the metadata 212 can specify which parts of a file 310 are stored at which
data centers, where redundant copies of data 312 are stored, which data chunks 330nD
and code chunks 330nC form codewords, and the like.

[6046] Referring to FIGS. 3A-3K, data 312 may be one or more files 310, The
curator 210 may divide each file 310 into a collection of stripes 320a-n, with cach stripe
320a-n being encoded independently from the remaining stripes 320a~n. Each stripe 320
may be encoded and stored on different memory hosts 110, As shown in FIG. 3A, each
stripe 320 1s divided into data-chunks 330nD and non-data chunks 330nC based on an
encoding level 313, e.g., Reed-Solomon Codes (FIG. 3B}, layered codes (FIGS. 3C-3G),

or nested codes (FIGS. 3H-3K), or other hicrarchical codes. The non-data chunks 330nC
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may be code chunks 330nC {e.g., for Reed Selomon codes). In other examples, the non-
data chunks 330nC may be code-check chunks 330nCC, word-check chunks 330n W,
and code-check-word-check chunks 330nCCWC (for layered or nested coding). A data
chunk 330nD is a specified amount of data 312, In some implementations, a data chunk
330nD is a contiguous portion of data 312 from a file 310, In other implementations, a
data chunk 330nD 18 one or more non-contiguous portions of data 312 from a file 310.
For example, a data chunk 330nD can be 236 byies or other units of data 312

60471 A darmaged chunk 330 {c.g., data chunk 330nD or non-data chunk 330nC)is a
chunk 330 containing ove or more errors. Typically, a damaged chunk 330 1s identified
using an crror detecting code 313, For cxample, a damaged chunk 330 can be completely
erased (c.g., if the chunk 330 was stored in a hard drive destroyed in a hurricane), or a
damaged chunk 330 can have a single bit flipped. A healthy chunk 330 is a chunk 330
that 1s not damaged. A damaged chunk 330 can be damaged intentionally, for example,
where a particular memory host 110 1s shut down for maintenance. A damaged chunk
nay be a missing or unavailable chunk. In that case, damaged chunks 330 can be
identified by identifying chuoks 330 that are stored at racmory hosts 110 that are being
shut down.

18848} The non-data chunks 330nC of a file 310 include the error-correcting code
chunk 313. The error-correcting code chunks 313 include a chunk 330 of data 312 based
on one or more data-chunks 330nD. In some implerncntations, cach code chunk 330nC s
the same specified size {e.g., 256 bytes) as the data chunks 330nD. The code chunks
330nC arc generated using an crror-correcting code 313, ¢.g., a Maximal Distance
Separable (MBS) code. Examples of MDS codes include Reed-Solomon codes. Various
techniques can be used to generate the code chunks 330nC. For example, an error-
correcting code 313 can be used that can reconstruct d data chunks 330nD from any set of
unique, healthy chunks 330 (either data chunks 330nD or code chunks 330n(C).

18349} A codeword 15 a set of data chunks 330nD and code chunks 330nC based on
those data chunks 330nD. If an MDS code is used to generate a codeword containing ¢
data chunks 330nD and ¢ code chunks 330nC, then all of the chunks 330 (data or code)
can be reconstructed as long as any d healthy chunks 330 (data or code) are available

from the codeword.
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80561 FiG. 3B shows a Reed-Solomon encoding as the error-correcting code chunks
313, Hach stripe 320 1s divided into chunks 330 stored on maultiple storage resources 114,
The chunks 330 may be data chunks 330nDy or code chunks 330n{,, which together
form a single code word. The data chunks 330nDy include the actual data 312; while the
code chunks 330nC,, are for parity to determine if the file 310 1s intact. The Reed-
Solomon encoding allows for the loss of up to the total number of code chunks 330nC,,
where the stripe 312 may still be reconstrucied froro the data chunk 3300D,. Therefore,
cach stripe 320a-n of a file 310 consists of multiple data chunks 330nDy and code chunks
3300, that the curator 210 places on multiple storage resources 114, where the
collection of data chunks 330n}, and code chunks 330nC,, forms a single code word. In
general, the curator 210 may place cach stripe 320a-n on storage resources 114
independently of how the other stripes 320a-n in the file 310 are placed on storage
resources 114, The Reed-Solomon Encoding 313 adds redundant data 312, or parity data
312 to a file 310, so that the file 310 can later be recovered by a receiver even when a
number of errors {up to the capability of the code being used) were introduced. Reed-
Solowon Encoding 313 is used to maintain data infegrity in memory hosts 110, to
reconstruct data 312 for performance (latency), or to more quickly drain machines.

180511 Referring to FIGS, 3C-31, i layered coding (FIGS. 3C-3G) and nested coding
(FIGS. 3H-3K) technigues, an encoded data biock 314 includes a data block 316 (having
data chunks 330nD)} and error-correcting code chunks 313 (i, non-data chunks 330nC)
that is being stored is viewed as forming a two dimensional R x C array. There are X
code chunks 330nC for cach column C {called “code-check chunks 330nCC™) that can be
used to reconstruct X or fewer damaged chunks 330 per column €. There are Y code
chunks 330nC (called “word-check chunks 330nWC™) for the entive 2-D array. When
there are more than X damaged chanks 330 in one or more columns C, the word-check
chunks 330nWC are used in addition to other healthy chunks 330 to reconstruct damaged
chunks 330, Although soroe examples described in this specification illustrate encoded
data blocks 314 (i.e., data blocks 316 and code chunks 330aC (i.c., non-data chunks
330n()) as forming a two dimensional array, it 15 possible for coding techniques to create
encoded data blocks 314 configured differently. For instance, different columns can have

different numbers of code-check chunk 330nCC, and colurnns that contain word-check
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chunks 330nW can have different numbers of rows R than columns C that contain data
chunks 330uD and code~check chuuks 330n(.

[6052] The codes 330nC can be used to store data 312 across memory hosts 110 by
allocating cach columu C of data chunks 330nD to a data center. Each chunk 330 within
the column € can be allocated to a memory host 110 within a data center. Then, if X or
foewer chunks 330 are lost at g datas center, the chunks 330 can be reconstructed using
only intra~-data center communication {¢.g., s0 no other data centers have to provide data
312 m performing reconstruction}. If more than X chunks 330 arc lost in one or more
data centers, then the Y word-check chunks 330nWC are used to attempt reconstruction.
Thus, inter-data center comymunication (which may be more expensive, ¢.g., slower than
ntra-data center comnmunication) 1s only needed when more than X chunks 330 are
damaged within a single data center.

053] The codes can alse be used within a single data center. Instead of allocating
different columns C to different data centers, the encoding system 102 stores all of the
columns C at a single data center. The data chunks 330nD and code chunks 330nC can
be stored at distinet memory hosts 110 within that data center. Thas is useful, for
example, where reading data 312 from memory hosts 110 during reconstruction i
expensive (e.g., time consurmng), so that the encoding system 102 can read fewer chunks
330 during reconstruction than would be needed using conventional coding techniques.
Staall numbers of damaged chunks 330 can be reconstructed by reading small numbers of
other chunks 330 (code-check chunks 330nCC and other data chunks 330nD» in a column
(), and large numbers of damaged chunks 330 can be reconstructed using the word-check
chunks 336nW{ when needed. In some examples, the curator 210 groups data chunks
330nD and certain non-data chunks 330nC in a group G in a manner that allows the
systern 100 to reconstruct rossing chunks 330 from other chunks 330 of the group G.
The group G may include one or more columns € or portions thereof.

[18054] Referring to FIGS. 3C-3G, in some iraplerventations, a layered coding technique
shows data chunks 330n} and code chunks 330nC forming codewords. An error-correcting
code 313 18 i systematic form if resulting codewords can be partitioned uto two sets of
chunks 330, one set including the data chunks 330sD and one set including the code

chunks 330nC. A code i systematic form is Maximal Distance Separable (MDS) if it has
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N code chunks 330nC and it can correct any N damaged chunks 330, A layered code is
created from two MDS codes, ¢.g., Reed-Solomon codes or parity codes, in Systematic
form. One code is used to create the code-check chunks 330nCC and the other code s
used to create the word-check chunks 330nWC.
[ B055] Referring to the example shown in FIGS. 3D-3F, a data block 316 includes
data chunks 330nD labeled D0-D41 that are encoded with a layered code. InFIG. 3D, a
first columns of data chunks 330nD 1s shown, B0-DS.  Two code-check chunks 330nCC
arc shown for the columms, C0 and C1. C0 and C1 arc based on D0-D35. Thus, D0-DS5
and CO-C1 form a codeword.  Tn FIG. 3E, an encoded data biock 314 having the data
block 314 {D0-D41) and six code chunks C0-C5 is shown. C0-C5 are based on DG-D41.
Thus, DG-D41 and CO-C5 form a codeword.
[6056] FIG. 3F dlustrates the resulting encoded data block 314 that includes the data
block 314 {(D0-D41) and additional code chunks 330nC (code-check chunks 330nCC and
word-check chunks 330nWCy.,  The i-th code-check chunk in column j 1s denoted Cij.
So 0,0 and C1,0 are both code-check chunks 330nCC for DG-DS.
166571 Together, BO-DS and €00 and C1.0 form a codeword.  The word-check
chunks C0-CS are shown in the last column to the right. Together, DO-D41 and C0-C5
form a codeword.  €8,7 and C1,7 can be generated based on CO-C35, so that C8,7 and
C1,7 and CO-C35 form a codeword.
16338} In the exarapic shown m FIG. 3F, the word-check chunks 330nWC filla
whole column C. However, layered codes can be created with an arbitrary number of full
Coluraons C of word-check chunks 330nWC plus an optional partial coluran of word-
check chunks 330oWC. If the data chunks 330ub3 and the word-check chunks 330aWC
do not fill an integral number of colunms C, enmipty zero-valued chunks 330 can be added
to the 2D arvay. Those chunks 330 do vot have to actually be stored and they would never
¢ iIt TYOT.
18059] In general, a layered code with X code-check chunks 330nCC, per colurmn C
and N word-check chunks 330nWC can reconstruct up to X damaged chunks 330 per
column while performing only intra-colurnn € comrounication.  If after reconstructing
those damaged chunks 330, N or fewer damaged chunks 330 remain in the 2D array

{within the data plus word-check chunks 330nWC portion of the 2D array), the damaged
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chunks 330 can be reconstructed using the word-check chunks330nWC and the code-
check chuuks 330nCC. Thus is true because N or fewer damaged chunks 330 wn the data
chunks 330nD plus the word-check chunks 330nWC can be reconstructed using only the
word-check chunks 330nWC. Then, if any code-check chunks 330nCCy. are damaged,
they can be reconstructed from the data chunks 330nD of their respective column C.
(0066} Referring to FIG. 3G, in some implementations, the curator 210 distributes
data 312 using a layered code. The curator 210 receives a data block 316 that includes
data chunks 330nD (step 362). For cxample, the data block 316 can be from a file 310
that 1s being stored.  The data block 316 can include mg*ny data chunks 330nC, myis a
number of data rows and ny 18 a number of data columns, and my, and »y, are greater than
or cqual to one. The encoded block 314 includes m*n chunks 330 that include my*na,
where m is the total number of rows R of data chunks 330nD and non-data chunks
330nC, and m 18 the number of colurans C of data chunks 330nD and non-data chunks
330n(; m and n are greater than or equal to one. The curator 210 generates one or more
columns C of word-check chunks 330nWC using a first error-correcting code 313 in
systeroatic form and the data chunks 330uD (step 3643, The colurans C of word-check
chunks 330nWC can have different numbers of word-check chunks 330nWC in the
columm €. The data chunks 330nD and the word-check chunks 330nWC, taken together,
form a codeword.

16861} For cach column C of one or more colurnns C of the data chunks 330nD, the
curator 210 generates one or more code~check chunks 330sCC for the column C using a
second crror-correcting code 313 in systematic form and the data chunks 330nD of the
coluran C {(step 366).  The first and second error-correcting codes 313 can be distinet.
The cohumns C can have different mumbers of code-check chunks 330nCC. The system
100 can also generate code-check chunks 330nCC for the columun € of word-check chunks
330nWC. The systom 100 stores the data chunks 330nD, code-check chunks 330nCC, and
word-check chunks 330uWC (step 368).  In some moplementations, the system 100
allocates each columns C and/or the code-check chunks 330nCC withinacolumn Ctoa
distinct group of memory host 10, In other implernentations, the system 100 stores the
data chunks 330nD» and the code chunks 330nC at a same group of memory host 110, e.g.,

a single data center. The systern 100 may group data chunks 3300D and certain code-
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check chunks 330nCC, and word-check chunks 330nWC in groups G where an unhealthy
chunk 330 can be restored from one or more other chanks 330 of the group G. Therefore,
the systerm 100 stores chunks 330 of a group G at different memory hosts 110,

[9062] When the syster allocates a column C of chunks 330 to a group of mernory
hosts 110, the code-check chunks 330nCC can be generated at different locations. For
exaruple, the code-check chunks 330uCC can be generated by a central encoding system
{e.g., the server 202 of FIG. 18) that performs the allocation or by the group of memwory
hosts 110 after receiving a column C of data chunks 330nD. At each group of memory
hosts 110, each of the allocated data chunks 3300, code-check chunks 330nCC, and
word-check chunks 330nWC can be stored at a distinct memory host 1140,

[8663] When the system 100 identifics a darnaged data chunk 3300D at a first group
of memory hosts 110, the system 100 attempts to reconstruct the damaged chunk 330
without comnunication with other groups of memory hosts 110 (using the code-check
chunks 330nCC) of the group G of chunks 330, In some cases, the system 100
reconstructs as many other damaged data chunks 330nD from the group G of chunks 330
at the first group of memory hosts 110 as is possible using the code-check chunks 330nCC
and any healthy data chunks 330nD allocated to the first group of memory hosts 110 from
the group G of chunks 330, If the system 100 determives that the damaged chunk 330
cannot be reconstructed without communicating with other groups of memory hosts 110
that have other groups G of chunks 330, the systern identifics {e.g., by requesting and
receiving) healthy chunks 330 from other groups of memory hosts 110 that have other
groups G of chunks 330 so that at least o*n healthy chunks 330 arc available, where the
healthy chunks 330 are data chunks 330aD, word-check chunks 330nWC, or both, and
reconstructs the damaged data chunk 330nD using the healthy chunks 330.

[6064] Referring to FIGS. 3H-3], in some implementations, a vested coding
technique shows data chunks 330nD and code chunks 330nC that form a codeword. As
shown, the nested coding techniqgue is a two dimensional (2D) nested coding technigue,
but a three dimensional (3D) nested coding technique may alse be applied.

0065} Nested coding techniques differ frorn layered coding technigues by creating a
different relationship between the code-check chunks 330nCC and the word-check

chunks 330nWC. A 2D nested code 15 ereated from an arbitrary lincar MDS code in
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systematic form. Word-check chunks 330nWC that are based on a data block 316 are
partitioned into two groups, the first group including X code chunks 3300 and the
second group inchiding N code chunks 330nC. The encoded data block 316 is viewed as
forming an array of colurnns C, and X code chunks 330nC in the first group arc used fo
create X column chunks 330 per column by “splitting” them into separate components
per column {“split” code-check chunks 330nCC). The N code chunks 330nC in the
second group form word-check chunks 330aWC.
[6066] For example, FIG. 3H shows a data block 314 (D0-D41) and code chunks
(CO-C7) 330nC that are based on the data block 316 (B0-D41). The data chanks (D0-
D41} 330nD and the code chunks (CO-C7) 330nC form a codeword. The code chunks
330nC are partitioned into a first group that inchudes CO-C1 and a second group that
inchudes C2-C7. CO-C1 are split to form split code-check chunks 330nCC. C2-C7 are
used as word-check chunks 330nWC.
188671 FiG. 31 shows a resulting encoded block 314 that includes the data block 316
(D0-D41) and additional code chunks 330nC (split code-check chunks 330nCC and
word~check chunks 330uWC). To generate a split code-check chunk 330nCC
corresponding to CO for column § {(denoted CO), CO is gencrated as though all the data
chunks 330nD) vot in colaomn j have the value zero. That is, €0,/ bas the value that would
result from performing the operations to generate C0 using the full data block 316 but
instead using only the column 7, with all of the other columns zeroed out. For example, if
a generator matrix would be used to generate CO for the data block 314, then the
generator raatrix can be modified to generate €0, so that it has the value that would
result from using the original generator matrix and applying that original generator matrix
to the data block 316 with data chunks 330nD in columns C other than column j zeroed
out.
[6068] The split code-check chunks 330nCC for C1,j for each column C are
generated simnilarly, but using C1 instead of CO. As a result, CO is a Huear corabivation
of CO,0-0C0,6 and C1 1s a linear Combination of C1,0-C1,6. That is,

Co= Z‘j‘ﬁ £0,j, and {1}

~q & o .
Cl=3%4C 1LJ.

e

2)
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80669} The chunks 330 denoted as *“?” in FIG. 31 can be generated in various ways,
e.g., as described further below with reference to FIG. 31

[6478] in the example of FIGS. 3H and 31, the resulting encoded data block 314
mcludes 42 data chunks 330nD and § code chunks 330nC. Referring to the original code
used to create the encoded block, the code chumks 330nC belong to one of two groups as
described above, X =2 of which arc in the first group and N = 6 of which arc i the
second group. Whenever there are two or fewer (X or fewer) damaged chunks 330
within one of the first seven colunms, the damaged chunks 330 can be corrected using the
healthy chunks 330 of the columns € and the split code-check chunks 330nCC for the
column C. To sec this, let j denote the column C including the two or fewer damaged
chunks 330 and consider the codeword obtained by zeroing-out all the data chunks
330nD from columns C other than /. In that codeword, CO = C0j and C1 =1/, Asa
result, the two or fewer damaged chunks 330 in other columns as containing all-zero data
chunks 330n13, and by viewing the word-check chunks 330nWC as being damaged.
180711 in the example shown in FIG. 3F, the word-check chunks 330nWC fully fill
an entire column C (the column to the night). 2D pested codes 313b can be created with
an arbitrary number of columns C of word-check chunks 330aWC. The columns C of
word-check chunks 3300 W can have the same number of rows R as the columns of data
chunks 330nD or different numbers of rows R, and the columns C of word-check chunks
3300WC can have different numbers of rows R from cach other. Colurnns C of word-
check chunks 330nWC can, but do not have to, have code-check chunks 330nCC, 1e,
code-check-word-check chunks 330nCCWC. Increasing the number of word-check
chunks 330nW improves the reliability of the stored data 312 but uses more storage at
mermory hosts 110, In general, for nested codes columns C include either data chunks
3300D or word-check chuoks 330nWC and vot both.

[6672] in general, a 2D nested code with X split code-check chunks 330nCC per
column C and N word-check chunks 330nWC can be used to recounstruct X damaged
chunks 330 per column C (in those columns that include data chunks 330nD) while
performing only intra-colurnns coramunication {(which is typically, ¢.g., intra-data center
communication}. In reconstructing muitiple damaged chunks 330 within the encoded

block 314, those damaged chuunks 330 arc typically reconstructed first because intra-
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column communication is less expensive than inter-column communication, but other
damaged chanks 330 may rewain. I, after reconstructing damaged chuuks 330 within
columns, {N+X} or fewer other chunks 330 are stili damaged (because they were not able
to be reconstructed using intra-column cormmunication), those other damaged chunks 330
can be reconstructed using the word-check chunks 330aWC and the split code-check
chunks 330nCC. The word-check chunks 330nWC 1 the first group {C0 and C1 n FIG.
4B} can be determined froro the split code-check chunks 330nCC, ¢.g., using the formula
Ci= .:?:o € i,], even though those word-check chunks 330nWC are not explicitly stored.
16673} To see this, let 7 denote the number of word-check chunks 330nW that are
damaged and let Y denote the number of word-check chunks 330nWC in the first group
that cannot be reconstructed frovn their corresponding sphit code-check chunks 330nCC
according to the formula C7 = "?:G € 0, to split code-check chunks 330nCC being
damaged. Using that formula, X — Y word-check chunks 330nWC from the first group
can be determined, resulting in a codeword (c.g., the one shown in FIG. 3H) with Y
damaged word-check chunks 330nWC in the first group and Z damaged word-check
chunks 330nWC in the second group. Because there are at most N+X total damaged
chunks 330, there are at most N+X-Y-Z damaged data chunks 330nD. Thus, itis
possible to use the resulting codeword to reconstruct all of the damaged chuoks 330, as it
includes at most N+X-Y-Z2+Y+7Z =N+X damaged chunks 330.

16674} Referring to FIG. 3J, in some implementations, a resulting encoded block 314
includes code-check chunks 330nCC for the word-check chunks 330nWC (e, code-
check-word-check chunks 330nCCWC), Compared to the encoded block of FIG. 31, the
encoded block 314 of FIG. 3] includes the code-check chunks C0,7 and C1,7 330nCC in

46(}7'}

place of the locations marked with in FIG. 31 This is one way to provide for

reconstructing damaged word-check chunks 330n W without relying on juter-column
communication. The code-check chunks C0,7 and C1,7 330nCC can be generated in
vartous ways., For example, those code-check chuuks 330nCC can be generated based ou
C2-C7 in the same manner that 0,0 and C1,0 are gonerated based on DO-D5. The
resulting cncoded block 314 of FIG. 37 (using the example nested code) can be used to
reconstruct up fo eight damaged chunks 330 after performing intra-column

reconstruction, whereas the resulting encoded block of FIG. 3E (using the example
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fayered code) can be used to reconstruct up to six damaged chunks 330 after performing
intra-column reconstraction. Code-check chunks 3300C can be added for any number of
columns that include word-check chunks 330aWC.

RULERY Reterring to FIG. 3K, 1n some implementations, the curator 210 distributes
data 312 using a nested code 313b. The system 100 receives a data block 316 (step 372).
The data block 316 can include mz*ny data chunks 330nC, my is a number of data rows
and #y1s a number of data colurons, and my and ng are greater than or equal to one. The
encoded block 314 includes m™n chunks 330 that include mi*n,, where m s the total
number of rows R of data chunks 330nD and non-data chonks 330nC, and # is the
number of columns C of data chunks 330nD and non-data chunks 330nC; m and # are
greater than or equal to one. The system 100 generates one or more columns C of word-
check chunks 330nWC using a first Hinear error-correcting code 313 in systematic form
and the data chunks 330nD (step 374). The word-check chunks 330nWC and the data
chunks 330n1) of the same vow R form a codeword. For each of my row of data chunks
330nC, the system 100 generates one or more split code-check chunks 330nCC for the
Column C {step 376). The split code-check chunks 330uCC are generated so that a linear
combination of » split code-check chunks330nCC from different columns C forms a first
word-check chunk 330nWC of a first codeword including the data chunks 330uD and the
m word-check chunks 330nWC. The first word-check chunk 330nWC (and any other
word-check chunks 330nWC resulting from a Hocar cornbination of split code-check
chunks 330nCC from different columns C) forms a codeword with the data chunks
330nD and the word-check chunks 330nWC generated in step 374, For example, the
split code-check chunks 330uCC for each columns € can be generated using a splitting
error-correcting code 313 and the my data chunks 330nD or the word-check chunks
330aWC, wherein the splitting error-correcting code 313 includes a splitting generator
matrix that codes the same as a generator matrix for the first linear error-correcting code
313 applied to the data chunks 330nD with the data chunks 330nD zeroed-out for
cotumns C other than the cohumn C.

18676} The system 100 stores the column C of data chunks 330nD and the sphit code-
check chunks 330nCC and the word-check chunks 330nWC (step 378). In some

mmplementations, the system 100 stores all the chunks 330 at a single group of racmory
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hosts 110, In some other implementations, the system 100 allocates cach column Cto a
distinct group of memory bosts 110, In some implernentations, the systera 100 groups
chunks 330 capable of being reconstructed from other chunks 330 within the group G,
and allocates the chunks 330 of the group G to distinct groups of memory hosts 110
188771 When the system 100 identifies one or more damaged chunks 330, the system
100 can reconstruct the damaged chunks 330 using the split code-check chunks 330nCC
and the word-check chunks 330uWC. Typically, the system 100 atieropts to recounstruct
damaged chunks 330 using the split code-check chunks 330nCC and other data chunks
330nd 1o the same column C. I, after reconstructing damaged chunks 330 using only the
split code-check chunks 330nCC, some damaged chunks 330 remain, the system 100 uses
the word-check chunks 330nWC for reconstruction, including the word-check chunks
330n W that can be determined by determining a linear combination of the split code-
check chunks 330nCC. In addition, if afier reconstructing damaged chunks 330 using
only split code-check chunks 330nCC of chunks 330 of a group G, some damaged
chunks 330 remain, the system 100 uses chunks 330 from other groups G of chunks 330
to reconstruct the damaged chunks 330,

[6¢78] Referring back to FIG. 2, in some implementations, file descriptors 300,
stored by the curator 210 contain wetadata 212, such as the file map 214, which roaps the
stripes 320a-n to data chunks 320nd, and non-data chunks 320nc¢,,, as appropriate, stored
on the mernory hosts 110. To open a file 310, a client 120 sends 4 request 122 to the
curator 210, which returns a file descriptor 300. The client 120 uses the file descriptor
360 to translate file chunk offsets to remote merory locations 115a-n. The file
descriptor 300 may inchide a client key 302 (e.g., a 32-bit key} that is unique to a chunk
330 on a memory host 110 and is used to RDMA-read that chunk 330. After the client
120 loads the file descriptor 300, the client 120 may access the data 312 of a file 310 via
RDMA or another data retrieval method.

186791 The curator 210 may maintain status information for all memory hosts 110
that are part of the cell 200, The status information may inchude capacity, free space,
load on the memory host 110, latency of the memory host 110 from a client’s point of
view, and a current state. The curator 210 may obtain this information by querving the

memory hosts 110 in the cell 200 directly and/or by querying a client 120 to gather
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fatency statistics from a client’s point of view. In some examples, the curator 210 uses
the memory host status information to make rebalancing, draining, recovery decisions,
and allocation decisions.

18080] The curator(s) 210 may allocate chunks 330 in order to handle chiont requests
122 for more storage space in a file 310 and for rebalancing and recovery. The curator
210 may maintain a load map 216 of memory host load and hiveliness. In some
fmpiementations, the curator 210 allocates a chunk 330 by generating a Hst of candidate
memory hosts 110 and sends an allocate chunk request 122 to cach of the candidate
wemory hosts 110, If the memory host 110 18 overloaded or has no available space, the
mermory host 110 can deny the request 122, In this case, the curator 210 selects a
different memory host 110, Each curator 210 may continucusly scan its designated
portion of the file namespace, examining all the metadata 212 every minute or so. The
curator 210 ruay use the file scan to check the integrity of the metadata 212, determine
work that needs to be performed, and/or to generate statistics. The file scan may operate
concurrently with other operations of the curator 210, The scan itself may not modify the
metadata 212, but schedules work to be done by other components of the systern 100 and
computes statistics.

18081 In some implementations, the processor 202 roay group one or more of the
data chunks 330nD and one or more of the non-data chunks 330nC in a group G. The
one or more chunks 330 of the group G are capable of being reconstructed from other
chunks 330 of the group G. Therefore, when reconstructing chunks 330 of a group G, the
curator 210 reads chunks 330 of the group G to reconstruct damaged chunks 330 within
the group G. This allows more efficient reconstruction of missing chunks 330, and the
number of chunks 330 being read is reduced. Specifically, reducing the number of chunk
reads can decrease the cost of the read, since fewer reads to hardware devices (e.g.,
memory hosts 114) are performed, and reduce the latency of the reconstruction since
slow devices are less likely o be accessed.

[B082] Referring to FIGS. 4A-4C, the curator 210 may determine a maintenance
hierarchy 400 ot the distributed storage systern 100 to identify the levels (c.g., levels 1-3)
at which matntenance may occur without affecting a user’s access to stored data 312.

Maintenance may include power maintenance, cooling system maintenance (FIG. 40),
) > -
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networking maintenance, updating or replacing parts, or other mainicnance or power
outage affecting the distributed storage systera 100,

[ G083 The maintenance hierarchy 400 identifies levels (e.g., levels 1-3) of
maintenance domains 402, where cach maintenance domain 402 may be in an active state
or an inactive state. Hach memory host 110 of the distributed storage system 100 is
associated with one or more maintenance domain 402, Moreover, the processor 202
maps the association of the memory hosts 110 with the maintenance domains 402 and
their components 410, 420, 430, 440, 114, FIG. 4A shows a strict hierarchy 400a where
cach component 410, 420, 430, 440, 114, depends on one other component 410, 420, 438,
440, 114, while FIG. 4B shows a non-strict hicrarchy 400b where one component 410,
420, 430, 440, 114 has more than one fnput feed. In some exaraples, the processor 202
stores the maintenance hierarchy 400 on the non-transitory memory 204 of the processor
202. For exaraple, the storage resource 114s 1s mapped to a rack 440a, which is mapped
to a bus duct 430a, which in turn is mapped to a power module distribution center 420a,
which in turn is mapped to a power plant 410a. The processor 202 determines, based on
the mappings of the components 410, 420, 430, 440, 114, what merory hosis 110 are
inactive when a component 410, 420, 430, 440, 114 15 undergoing maintenance. Once
the system 100 maps the maintenance domains 402 to the storage resources 114, the
system 100 determines a highest level {e.g., levels 1-5) at which maintenance can be
performed while maintaining data availability.

16684 A maintenance domain 402 includes a component 410, 420, 430, 440, 114
undergoing maintenance and any components depending from that component 410, 420,
430, 440, 114, Therefore, when one component 4148, 420, 430, 440, 114 is undergoing
maintenance that component 410, 420, 430, 440, 114 is inactive and any component 410,
420, 438, 440, 114 1o the maintenance domain 402 of the compounent 410, 420, 430, 440,
114 is also inactive. As shown in FIG. 4A, level T components may inchude the storage
resources 114a-n; level 2 coroponents way include racks 440a-1 level 3 components may
include bus ducts 430a-n; level 4 components may include power module distribution
centers 420a-420n; and level S components may be the power plants 410 providing
power to levels T to 4 components. Other component distribution may also be available.

When a memory host 110a 18 undergoing maintenance, 4 level 1 maintenance domain
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402a includes the memory host 110 and that storage device 114 is inactive. When a rack
440a 1s undergoing mainienance, a level 2 maintenance domain 402b that inchudes the
rack 440a and memory hosts 110 depending from the rack 440a are in an inactive state.
When a bus duct 430a 1s undergoing maintcnance, 4 level 3 maintenance domain 402¢
that includes the bus duct 430a and any components in fevels 1 and 2 that depend from
the bus duct 4303 arc in an mactive state. When a power module distribution center 420a
is undergoing mantenance, a level 4 maintenance doroain 4024 that jnclades the power
module distribution center 420a and any components in levels 1 to 3 depending from the
power module distribution center 420a are in an inactive state. Finally, when the power
plant 410 is undergoing maintenance, a level 5 maintenance domain 402¢ inchuding any
power module distribution centers 420, bus ducts 430, racks 440, and memory hosts 110
depending on the power plant 410 are inactive, and therefore a user cannot access data
312 located within the level 1 maintenance doraain 4024,

8088} In some examples, as shown in FIG 4B, a non-strict hierarchy 400b
component 410, 420, 430, 440, 114 has dual feeds, t.e., the component 410, 420, 430,
440, 114 depends on two or more other coraponents 410, 420, 438, 440, 114, For
cxample, a bus duct 430n may have a feed from two power modules 420; and/or a rack
448 way have a dual feed from two bus ducts 430, As shown, a first mamntenance
domain 402¢ may include two racks 440a and 440n, where the second rack 440n includes
two feeds from two bus ducts 430a, 430n. Theretore, the second rack 440n s part of two
maintenance domains 402ca and 402¢b. Therefore, the higher levels of the maintenance
hicrarchy 400 arc maintained without causing the loss of the lower levels of the
maintenance hierarchy 400. This causes a redundancy in the systern 100, which allows
for data accessibility. In particular, the power module distribution center 420 may be
maiotained without losing any of the bus ducts 430 depending from it. Insome
cxamples, the racks 440 include a dual-powered rack 440 that allows the maintenance of
the bus duct 430 without losing power to the dual-powered racks 440 depending from it
In some cxamples, maintenance domains 402 that are maintained without causing outages
are ignored when distributing chunks 330 to sllow for maintenance; however, the ignored
maintenance domains 402 may be included when distributing the chunks 330 since an

unplanned outage may still causce the loss of chunks 330
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[ B086] in some cxamples, as shown in FIG. 4C, the maintenance hierarchy 400 is a
cooling herarchy 400¢ {or a combination of a power hicrarchy 400a, 400b) and a cooling
hierarchy 400¢. The cooling hierarchy 400c maps a cooling device 442 to the racks 440
that it 1s cooling. As shown, a cooling device 442 may cool one or more racks 440. The
processor 202 stores the association of the memory hosts 110 with the cooling
maintenance domains 4021, In some implemeutations, the processor 202 considers all
possible combinations of maintenance that might occur within the storage systern 100 fo
determine a hierarchy 400 or a combination of hierarchics 400a, 400b, 400c.

180871 Theretore, when a coraponent 410, 420, 430, 440, 114 in the storage systern
100 1s being maintained that component 410, 420, 430, 440, 114 and any components
410, 420, 430, 440, 114 that arc mapped to or depending from that component 410, 420,
430, 440, 114 are in an mactive state. A component 418, 420, 430, 4490, 114 inan
mactive state 1s inaccessible by a user, while a component 410, 420, 430, 440, 114 in an
active state is accessible by a user allowing a user to access data 312 stored on that
component 410, 420, 430, 440, 114 or on a2 memory host 110 mapped to that component
410,420, 430, 440, 114, As previously mentioned, during the inactive state, a user 18
incapable of accessing the memory hosts 110 associated with the maintenance domains
492 undergoing maintenance; and therefore, the user 1s incapable of accessing the files
310 (i.c, chunks 330, which include stripe replicas 330n,, data chunks 330nDy, and code
chunks 330nC,).

6088 In some implementations, the processor 202 restricts a number of chunks 330
within a group G that are distributed to memory hosts 110 of any one maintenance
domain 402, ¢.g., based on the mapping of the components 410, 420, 430, 440, 114,
Therefore, if a level | maimtenance domain 402 is tnactive, the processor 202 maintains
accessibility (1.e., the unhealthy chunks 330 can be recounstructed) to the group G
although some chunks 330 may be inaccessible. In some examples, for cach group G of
chunks 330, the processor 202 determines a maximur number of chunks 330 that are
placed within any memory host 110 within a single maiuntenance domain 402, so that if a
maintenance domain 402 associated with the memory host 110 storing chunks 330 fora
file 310 is undergoing maintenance, the processor 202 may still retrieve the chunks 330

within the group G. The maximum mumber of chunks 330 cnsures that the processor 202
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is capable of reconstructing the number of chunks 330 of the group G although some
chunks 330 may be unavailable. In some exanples, the maximum namber of chunks 330
of a group (3 is set to a lower threshold to accommodate for any system failures, while
still being capable of reconstructing the group G of chunks 330, When the processor 202
places chunks 330 on the memory hosts 110, the processor 202 ensures that within a
group G of chunks 330 of g stripe 320, no more than the maximum number of chunks 330
are inactive when a single maintevance domain 402 undergoes maintenance.

[6G8Y] Referring to FIGS. 5A-7B, in some implementations, the processor 202
determines a disiribution of the chunks 330 of a group G amwong the memory hosts 110,
In some cxamples, the processor 202 makes a first random selection 150 of memory hosts
110 from an available pool of storage devices 140 to store the chunks 330 of a group G.
The processor 202 selects a number of memory hosts 118 {¢.g., selected memory host
1108) equal to the number of chunks 330 in the group G. Next, the processor 202
determines if the selection 150 of selected memory hosts 1108 1s capable of maintaining
accessibility of the group G (i.e., the chunks 330 of the group G are avatlable) when one
or raore {or a threshold number of) roaintenance domaius 402 are 1o an inactive state.
The random sclection 150 has the goal of allowing reconstruction of the group G if
maintenance occurs on one of the maintenance components 410, 420, 430, 449, 114,
[8096] Referring to FIGS. 5A and 3B, in some examples, when the processor 202
determines that the first random selection 150a of selected memory hosts 1105 18
incapable of maintaining accessibility of the group G when one or more {or a threshold
number of) maintenance domains 402 are in an inactive state, the processor 202
determines a second random selection 150b of selected memory hosts 1108 that matches
the number of chunks 330 of the group G. Then, the processor 202 determines if the
second random selection 150b of selected memory hosts 1108 is capable of maintaining
accessibility of the group G when one or more (or a threshold number of) maintenance
dorvains 402 are n an inactive state. If the processor 202 deterroines that the second
random selection 150b is incapable of maintaining accessibility of the group G when one
or more {(or a threshold number of) roaintenance domains 402 are in an mactive state, the

processor 202 continues to make random selections 150n of selected memory hosts 110S
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until the processor 202 identifies a random selection [50n of selected memory hosts 1108
that is capable of maintaining accessibility of the group G.

6691} Referring to FIG. 6A and 6B, in some implementations, when the processor
202 deternmunes that the first randorm 150a selection of selected memory hosts 110S 1
incapable of maintaining accessibility of the group G when one or more (or a threshold
number of) maintenance domains 402 are 1n an inactive state, the processor 202 modifics
the first random selection 150a of selected memory hosts 1108 by adding one or more
randomly sclected memory hosts 1108 and removing a corresponding number of
different roemory hosts 1105, The processor 202 then determaines if the updated first
random selection 150a is capable of maintaining accessibility of the group G when onc or
more (or a threshold nuraber of) maintenance domains 402 are in an inactive state. I the
processor 202 determines that updated first random selection 150a 1s incapable of
maintaining accessibility of the group G when one or more (or a threshold nuraber of)
maintenance domatns 402 are in an tnactive state, the processor 202 updates the selection
150a of selected memory hosts 1108 by adding and removing one or more randomly
selected ruemory host 1108, The processor 202 continues to update the random selection
1502 of memory hosts 110 until the processor 202 determines that the selected memory
hosts 110S are capable of maintaining accessibility of the group G of chunks 330 during
maintenance of the distributed storage system 100, Once the processor 202 makes that
determination, the processor 202 moves to the next stripe 320 {or file 310) to determine a
distribution of the next stripe 320. In some implementations, the processor 202
determines the random selection 150 of sclected memory hosts 1105 by using a
probability sampling, a simple sampling, a stratified sampling, a cluster sampling, or a
combination thercfrom.

16092] Referring to FIGS. 7A and 7B, in some implementations, the processor 202
determines a number of chunks 330 in a group G of chunks 330. The processor 202 then
selects a selected hist 162 having a consecutive number of memory hosts 110a-0 equal to
a number of chunks 330 of the file 310 from an ordered circular list 160 of memory hosts
110 of the distributed storage system 100, the ordered circular hist 160 beginning at a first
memory host 110a. The list 160 may be stored on the noun-transitory memory 204 of the

processor 202, The processor 202 then deterrmnes if the selected memory hosts 110a-n
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from the sclected list 162 are collectively incapable of maimtaining accessibility of the
group G of chunks 330 when oue or roore {or a threshold number of) roainienance
domains 402 are in an inactive state. If the processor 202 determines that the seected
memory hosts 1i0a-n are collectively incapable of maintaining the accessibility of the
group G of chunks 330 when one or more {(or a threshold number of) maintenance
domains 402 arc in an inactive state, the processor 202 selects another sclected list 162
having a consecutive number of memory hosts 11{a-n from the ordered circular list 160
cqual to the number of chunks 330 of the stripe 320 or file 310. In some cxamples, the
processor 202 moves to a second memory host 118(n+1) after the {irst memory host 1100
i the ordered circular list 160 when the processor 202 determines that memory hosts
110a-n of the sclected list 162 arc collectively incapable of maintaming the accessibility
of the group G of chunks 330. In other examples, the processor 202 moves a
predeternuncd number of positions down the ordered circular hist 160, In some
implementations, the processor 202 determines the ordered circular list 160 of memory
hosts 110 of the storage system 100 where adjacent memory hosts 110 or a threshold
number of consecutive wmemory hosts 110 on the ordered civcular list 160 are associated
with different maintenance domains 402, Additionally or alternatively, the processor 202
determines the ordered circular list 160 of mewory hosts 110 of the storage sysiern 100
where adjacent memory hosts 110 or a threshold number of consecutive memory hosts
110 on the ordered circunlar list 160 1s cach in different geographical locations. In some
examples, the memory hosts 110 on the ordered circular list 160 are arranged so that
different maintenance domains 402 cause the dispersion of data 312 sequentially along
the ordered list 160. For exarple, as shown in FIG. 4A, the list 160 may not contain
sequentially memory hosts 110 dependent from the same bust duct 430a. Instead, two
sequential memory hosts 110 on the list 160 are from different mamnienance domains 402
to make sure that data accessibility 18 maintained.

18093} Referring to FIG. B, in some implementations, a method 800 of distributing
data 312 in a distributed storage system 100 includes receiving 802 a file 310 into non-
transitory racmory 204 and dividing 804 the reccived file 310 wto chunks 330 using a
computer processor 202 in communication with the non-transitory memory 204. The

method 800 also includes grouping 806 one or more of the data chunks 330nD and once or
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more of the non-data chunks 330n( in a group G. One or more chunks 330 of the group
G are capable of being reconstructed from other chunks 330 of the group G. The method
RO0 further includes distributing 808 chunks 330 of the group G to storage devices 114 of
the distributed storage system 100 based on a hierarchy of the distributed storage system
108, The hierarchy includes maintenance domains 402 having active and inactive states.
Moreover, cach storage device 114 is associated with a maintenance domain 402, The
chunks 330 of a group G are distributed across multiple raintenance domains 402 to
maintain the ability to reconstruct chunks 330 of the group G when a maintenance
doraain 402 15 1y an inachive state.

16694 in some implementations, the method 800 further inchudes restricting the
number of chunks 330 of a group G distributed to storage devices 114 of any one
maintenance domain 402, The method RO further includes determining a distribution of
the chunks 330 of a group G among the storage devices 114 by determining a first
random selection 150a of storage devices 114 that matches a number of chunks 330 of the
group G and determining if the selection of storage devices 114 18 capable of maintaining
accessibility of the group G when one or more units 402 are in an inactive state. In some
cxamples, when the first random selection 150a of storage devices 114 is incapable of
maintaining accessibility of the group G when one or more maintenance domains 402 are
i an inactive state, the method 800 further includes determining a second random
sclection 150b of storage devices 114 that match the number of chunks 330 of the group
(G or modifying the first random selection 150a of storage devices 114 by adding or
removing one or more randomly sclected storage devices 114, The method 800 may
further include determining the first random selection 130a of storage devices 114 using a
simple sampling, a probability sampling, a stratified sampling, or a cluster sampling.
[6095] In sowe implementations, the racthod 800 further includes determining a
distribution of the chunks 330 of the group G among the storage devices 114 by selecting
a consecutive number of storage devices 114 equal to a number of chunks 330 of the
group G from an ordered circular list 160 of the storage devices 114 of the distributed
storage. When the selected storage devices 114 are collectively incapable of maintaining
the accessibility of the group G when one or more maintenance domains 402 are in an

mactive state, the method 800 further includes sclecting another consecutive number of
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storage devices 114 from the ordered circular list 160 equal to the number of chunks 330
of the group . Additionally or alternatively, the method 800 further includes
determining the ordered circular list 169 of storage devices 114 of the distributed storage
system 100, Adjacent storage devices 114 on the ordered circular list 160 are associated
with different maintenance domains 402, In some examples, a threshold number of
consecutive storage devices 114 on the ordered circular Hist 160 are cach associated with
different maintenance domains 402 or are each 1o different geographical locations.

16096} in some implementations, the method 800 further includes determining the
maintenance hierarchy 400 of maintenavce domains 402 (c.g., using the computer
processor 202}, where the maintenance hierarchy 400 has maintenance levels and cach
maintenance level ncludes one or more maintenance domains 402, The method 800 also
inchides mapping each maintenance domain 402 to at least one storage device 114, In
some examples, cach maintenance domain 402 includes storage devices 114 powered by
a single power distribution unit 420 or a single power bus duct 430,

3097} The method 800 may further include dividing the received file 310 into stripes
326, Each file 310 includes an ervor corvecting code 313. The error correcting code 313
is on¢ of a Reed-Solomon code, a nested code or a layered code. The non-data chunks
330 inchude code-check chunks 330nCC, word-check chunks330nCC, and code-check-
word-check chunks 330nCCWC.

0098} Various implernentations of the systems and techniques described here can be
realized in digital electronic circuitry, integrated circuitry, specially designed ASICs
{application specific integrated circuits), computer hardware, fitmmware, software, and/or
combinations thereof. These various implementations can include implementation in one
or more computer programs that are executable and/or mterpretable on a programmable
systern including at least one programmable processor, which may be special or general
purpose, coupled to receive data and instructions from, and to transmit data and
instructions o, a storage system, at least one input device, and at least one output device.
303991 These computer programs {also known as programs, software, software
applications or code) include machine instructions for a programumnable processor and can
be implemented in a high-level procedural and/or object-griented programming language,

and/or in assembly/machine langnage. As used herein, the terros “machine-readable
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medium’ and “computer-readable medium” refer to any computer program product,
apparatus and/or device {e.g., magnetic discs, optical disks, mewory, Programmable
Logic Devices (PLIIs)) used to provide machine instructions and/or datato a
progranunable processor, including a machine-readable medium that recetves machine
instructions as a machine-readable signal. The term “machine-readable signal” refers to
any signal used to provide machine instructions and/or data to a programmable processor.
[60188]  Implersentations of the subject matter and the functional operations described
in this specification can be implemented in digital electronic circuitry, or in computer
software, firmware, or hardware, including the stractures disclosed n this specification
and their structural equivalents, or in combinations of one or more of them. Moreover,
subject matter described n this specification can be implemented as one or more
computer program preducts, 1.¢., one or more modules of computer program instructions
encoded on a computer readable medium for excoution by, or to control the operation of,
data processing apparatus. The computer readable medium can be a machine-readable
storage device, a machine-readable storage substrate, a memory device, a composition of
matter atfecting a machine-readable propagated signal, or a combination of one or more
of them. The terms “data processing apparatus”, “computing device” and “computing
processor” encorapass all apparatus, devices, and machines for processing data, mcluding
by way of example a programmable processor, a computer, or multiple processors or
computers. The apparatus can include, in addition to hardware, code that creates an
execution environment for the computer program in question, e.g., code that constitutes
processor firmware, g protocol stack, a database manageracnt systom, an operating
system, or a combination of one or more of them. A propagated signal is an artifictally
generated signal, e.g., a machine-generated clectrical, optical, or electromagnetic signal
that is generated to encode information for transmission to suitable receiver apparatus.
(66181} A computer program {also known as an application, program, software,
software application, script, or code) can be written 1o any form of programming
fanguage, including compiled or interpreted languages, and it can be deployed in any
form, including as a stand-alone program or as a module, component, subroutine, or other
unit suitable for use in a computing environment. A computer program does not

necessarily correspond to a file in a file system. A program can be stored in a portion of
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a file that holds other programs or data {c.g., one or more scripts stored in a markup
language document), in a single file dedicated to the prograro in question, or in multiple
coordinated files {¢.g., files that store one or more modules, sub programs, or portions of
code). A compuier program can be deployed to be executed on one computer or on
multiple computers that are located at one site or distributed across multiple sites and
iiterconnected by a communication network,

1601821  The processes and logic flows described i this specification can be performed
by onc or more programmable processors executing one or more computer programs to
perform functions by operating on input data and generating output. The processes and
logic flows can also be performed by, and apparatus can also be implemented as, special
purpose logic cireuitry, e.g., an FPGA {field programmable gate array) or an ASIC
{application spectfic integrated circuit).

186163}  Processors suttable for the execution of a computer program inclade, by way
of example, both general and special purpose microprocessors, and any one or more
processors of any kind of digital computer. Generally, a processor will recetve
instructions and data frovo a read only memory or a random access meroory ot both, The
cssential elements of a computer are a processor for performing instructions and one or
more memory devices for storing instructions and data. Generally, a computer will also
include, or be operatively coupled fo receive data from or transfer data to, or both, one or
more mass storage devices for storing data, ¢.g., magnetic, magneto optical disks, or
optical disks. However, a computer need not have such devices. Moreover, a computer
can be embedded 1n another device, ¢.g., a mobile telephone, a personal digital assistant
(PDA)}, a mobile audio player, a Global Positioning System (GPS) recetver, (o name just
a few. Computer readable media suitable for storing computer program instructions and
data include all forms of non-volatile memory, media and memory devices, including by
way of example semiconductor memory devices, ¢.g., EPROM, EEPROM, and flash
memory devices; magnetic disks, ¢.g., internal hard disks or removable disks; magneto
optical disks; and CD ROM and DVDB-ROM disks. The processor and the memory can
be supplemented by, or incorporated in, special purpose logic circuitry,

[66184] To provide for interaction with a user, one or more aspects of the disclosure

can be implemented on a computer having a display deviee, ¢.g., a CRT {cathode ray
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tube), LD (liquid crystal display) monitor, or touch screen for displaying information to
the user and optionally a keyboard and a pointing device, ¢.g., a mouse or a trackball, by
which the user can provide input to the computer. Uther kinds of devices can be used to
provide interaction with a user as well; for example, foedback provided to the user can be
any form of sensory feedback, ¢.g., visual feedback, auditory feedback, or tactile
feedback; and mput from the user can be received in any form, inchuding acoustic,
speech, or tactile input. Io addition, a computer can interact with a user by sending
documents to and receiving documents from a device that is used by the user; for
example, by sending web pages to a web browser on a user's client device 1u response to
requests received from the web browser.

[88165]  One or more aspects of the disclosure can be implemented in a computing
system that includes a backend component, ¢.g., as a data server, or that includes a
middleware coraponent, ¢.g., an application scrver, or that includes a frontend
component, €.2., a client computer having a graphical user interface or 3 Web browser
through which a user can interact with an implementation of the subject matter deseribed
in this specification, or any combination of one or more such backeund, mddieware, or
frontend components. The components of the system can be interconnected by any form
or medium of digital data communication, ¢.g., a communication network. Examples of
communication networks include a local arca network ("LAN”) and a wide arca network
(“WAN"), an inter-network {e.g., the Internet), and peer-to-peer networks (e.g., ad hoe
peer-to-peer networks).

186166} The computing systern can include clicnts and servers. A client and server are
generally remote from each other and typically interact through a communication
network. The relationship of client and server arises by virtue of computer programs
runuing on the respective computers and having a chient-server relationship to cach other.
In some implementations, a server transmits data (¢.g., an HTML page} to a client device
{c.g., for purposes of displaying data to and receiving user nput from a user interacting
with the client device). Data generated at the client device {(e.g., a result of the user
iteraction) can be recetved from the client deviee at the server.

1661671 While this specification contains many specifics, these should not be

construed as limitations on the scope of the disclosure or of what may be claimed, but
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rather as descriptions of features specific to particular implementations of the disclosure.
Certatn features that are described in this specification n the context of separate
implementations can also be implemented in combination in a single implementation.
Converscly, various featurces that are described in the context of a single implerentation
can also be implemented in multiple implementations separately or in any suttable sub-
combination. Morcover, although features may be described above as acting in certain
combinations and even inihially claimed as such, one or more features from a claimed
combination can in some cases be excised from the combination, and the claimed
combination may be directed to a sub-combination or variation of a sub-combination.
[60168] Similarly, while operations are depicted in the drawings in a particular order,
this should not be understood as requiring that such operations be performed in the
particular order shown or in sequential order, or that all ilfustrated operations be
performed, to achicve desirable results. In certain circurnstances, multi-tasking and
parallel processing may be advantageous. Moreover, the separation of various system
components in the embodiments described above should not be understood as requiring
such separation in all embodiments, and it should be understood that the described
program components and systems can generally be integrated together in a single
software produact or packaged into raultiple software products.

1861691 A number of implementations have been described. Nevertheless, it will be
understood that various modifications may be made without departing from the spirit and
scope of the disclosure. Accordingly, other implementations are within the scope of the
following claims. For example, the actions recited in the claims can be performed ina

different order and still achieve desirable results.
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WHAT IS CLAIMED {S:

1. A method (RGO) of distributing data (312) in a distributed storage system (100),
the method (800) comprising:

receiving a file (310} into non-transitory memory (2043,

dividing the received file (310) into chunks (330} using a computer processor
(202} in cornmunication with the non-transitory mermory (204}, the chunks (3390) being
data-chunks (330nD) and non-data chunks (330nC;

grouping one or more of the data-chunks (330uD) and ove or more of the non-
data chunks (330nC} in a group (G}, one or more chunks (330) of the group (G} capable
of being reconstructed from other chunks (330) of the group (G); and

distributing the chunks (330) of the group (G) to storage devices {114, Tida-n} of
the distributed storage system (100} based on a hicrarchy {400) of the distributed storage
system {108}, the hierarchy (400} comprising maintenance domains {402, 402a-¢) having
active and inactive states, cach storage device (114, [14a-n) associated with a
maiotenance domain {402, 402a-¢), the chunks (330) of a group (G) are distributed across
multiple maintenance domains (402, 402a-¢) to maintain the ability to reconstruct chunks

{330) of the group (G) when a maintevance dorain (402, 402a-¢) 1s 1u an ivactive state.

2. The method (800) of claim 1, further comprising restricting s nurnber of chunks
{330} of a group (G) distributed to storage devices (114, 114a-n} of any one maintenance

domain (402, 402a-¢).

3. The method (800) of claim 1, further comprising determining a distribution of the
chunks €330) of a group (G) armoung the storage devices (114, 114a-n) by:

determining a first random selection (1350, 150a, 150n) of storage devices (114,
114a-u) matching a nurnber of chunks (330) ot the group (G); and

determining if the selection (158, 150a, 150n) of storage devices (114, 114a-n} is
capable of maintaining accessibility of the group () when one or more maintenance

domains (402, 402a-¢} are in an inactive state.

(%)
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4. The method (800) of claim 3, wherein when the first random selection (150, 150a,
1500) of storage devices (114, 114a-n) is incapable of maintaining accessibility of the
group ({3} when one or more maintenance domains (402, 402a-¢} are in an tnactive state,
determining a second randorn sclection (150, 150b) of storage devices (114, 114a-n)
matching the number of chunks (330} of the group (G).

5. The method (800) of claim 3, wherein when the first vandoru selection (150, 150a,
150n) of storage devices (114, 114a-n) 18 incapable of maintaining accessibility of the
group {G) when one or more maintenance domains (402, 402a-¢) are in an imactive state,
modifying the first random sclection (150, 150a, 150n) of storage devices {114, 114a-n)

by adding and removing one or more randomly selected storage devices (114, 114a-n).

6. The mcthod (800) of claim 3, determining the first random selection (150, 150a,
150n) of storage devices {114, T14a-n} using a simple sampling, a probability sampling, a
stratified samipling, or a cluster sampling.

7. The method (800) of claim 1, further comprising determining a distribution of the
chunks (330) of the group (G) among the storage devices (114, 114a-u) by selecting a
consecutive number of storage devices (114, 114a-n} equal to a number of chunks (330)
of the group (G) frora an ordered circular hist (160) of the storage devices (114, H4da-n)
of the distributed storage system (100).

8. The macthod (800) of claim 7, further comprising, when the selected storage
devices (114, 114a-n) are collectively incapable of maintaining the accessibility of the
group (G} when one or more maintenance domains (402, 402a-¢) are in an tnactive state,
selecting another consecutive number of storage devices (114, 114a-n) from the ordered

circular list (160) cqual to the number of chunks (330} of the group (G).

9. The method (800} of claim 7, further comprising determining the ordered circular
Hist (160) of storage devices (114, Hda-n) of the distributed storage systerm {(100),
adjacent storage devices (114, T14a-n} on the ordered circular list {160} associated with

different maintenance domains (402, 402a-¢).
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10.  The method (800) of claim 9, wherein a threshold namber of consecutive storage
devices {114, 114a-n} on the ordered circular list (160) are each associated with different

maintenance domains (402, 402a-¢).

11, The method (800) of claim 9, wherein a threshold number of consccutive storage
devices {114, 114a-n) on the ordered circular list (160) are cach in different geographical

locations.

12, The method (800) of claim 1, further comprising:

determining, using the computer processor {202), a maintenance hierarchy (400)
of maintenance domains (402, 402a-¢), the maintenance hierarchy (400) having
maintenance fevels (1, 2, 3, 4, 5), cach maintenance level (1, 2, 3, 4, 5) comprising one or
more maintenance domains (402, 402a-¢); and

mapping each maintenance domain (402, 402a-¢) to at least one storage device

(114, 114a-0}.

13, The wethod (RO0) of claim 12, wherein each maintenance domain (402, 402a-¢)
comprises storage devices (114, 114a-n} powered by a single power distribution unit

{420, 4204, 420n) or a single power bus duct (430, 430a, 430n).

14, The method (800) of claim 1, further comprising dividing the received file (310)
into stripes (320}, each file (318} including an error correcting code (313), the error
correcting code (313) comprising one of a nested code or a layered code, the non-data
chanks (330nC) coroprising code~check chunks (330nCC), word-check chunks

{330nWC), and code-check-word-check chunks (330nCCWC).

15, Asystem for distributing data (312} in a distributed storage system (100), the
systera comprising:

non-transitory memory {204} receiving a file (310}



[91]

1R
o

WO 2015/116487 PCT/US2015/012599

a computer processor (202} in communication with the non-transitory memory
{204), the corputer processor (202);
dividing the recetved file (310) into chunks (330}, the chunks (330) being
data~-chunks (330nD) and non-data chunks (330nC); and
grouping {836} one or more of the data-chunks (330n13} and one or more
of the non-data chunks (330nC) in a group (G), one or more chunks (330} of the group
{3} capable of being reconstructed frora other chuoks (330) of the group (G); and
storage devices (114, 114a-n) in communication with the computer processor
{202) and the von-trausitory memory (204), the coraputer processor (202) storing the
chunks (330) of the group (G} on the storage devices (114, 114a-n) based on a
maintenance hierarchy (400) of the distributed storage system (100}, the maintenance
hierarchy {400} comprising maintenance domains (402, 402a-¢) having active and
mactive states, cach storage device (114, 114a-n) associated with a maintenance domain
(402, 402a-¢), the computer processor {202} distributing the chunks (330} of a group (G)
across multiple maintenance domains (402, 402a-c) to maintain accessibility of the group

{(3) when a maintenance domaio (402, 402a-¢) 18 in an inactive state,

16.  The system of claim 15, wherein the coraputer processor {202) restricts a nurober
of chunks (330) of the group (G) distributed to storage devices (114, 114a-n) of any one

maintenance domain (402, 402a-¢).

17.  The system of claim 15, wherein the coraputer processor (202} determines a
distribution of the chunks {330) of the groups ((G) among the storage devices (114, 114a-
n} by:

determining a first randor selection (130, 1504, 150n) of storage devices (114,
114a-n) matching a number of chunks (330) of the group (G}); and

determaining if the selection (150, 150a, 150n) of storage devices (114, 114a-n) &5
capable of mamntaining accessibility of the group (G} when one or more maintenance

domains {402, 402a-¢) are in an inactive state.
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18, The system of claim 17, wherein the computer processor (202) determines a
second random selection {150, 150b, 150n) of storage devices {114, 114a-n) maiching the
number of chunks (330) of the group (G} when the first random selection (150, 150a,
150n;} of storage devices (114, 114a-n) 1s incapablc of maintaining accessibility of the

group (G} when one or more maintenance domains (402, 402a-¢) are in an inactive state.

19, The systern of claim 17, wherein the computer processor {(202) modifies the first
random sclection (150, 150a, 150n) of storage devices {114, 114a-n) by adding and
removing one or more randomly selected storage devices (114, 114a-n) wheo the first
random sclection (130, 150a, 150n) of storage devices (114, 114a-n} is incapable of
maintaining accessibility of the file (310) when one or more maintenance domains (402,

4(Za~¢) are in an inactive state.

20, The system of claim 17, wherein the computer processor (202) determines the
first random selection (150, 150a, 150n) of storage devices (114, 114a-n) using a simple

sampling, a probability saropling, a siratified sarmphing, or a cluster sampling.

21, The system of claim 15, wherein the computer processor (202) determines a

distribution of the chunks (330} among the storage devices (114, 114a-n) by sclecting a
consecutive number of storage devices {114, 114a-n) cqual to a nurnber of chunks (330)
of the group {3} from an ordered circular list (160} of the storage devices (114, 114a-n}

of the distributed storage system (100).

22.  The system of claim 21, wherein the computer processor (202) selects another

consecutive number of storage devices {114, 114a-n) from the ordered circular hist (160}
cqual to the number of chunks (330) of the group (G), when the selected storage devices
{114, 114a-n) are collectively tncapable of maintaiming the accessibility of the group (G

when one or more maintenance domains (402, 402a-¢) are in an inactive state.

23, Thesystem of claim 21, wherein the computer processor (202} determines the

ordered circular hist (160) of storage devices {114, 114a-n) of the distributed storage
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system {100}, adjacent storage devices (114, H14a-n) on the ordered circular list (160}

assoctated with differcot mamtenance domains (402, 402a-¢).

24, The system of claim 23, wherein a threshold number of consccutive storage
devices (114, 114a-n) on the ordered circular list (168} are cach associated with different

maintenance domains (402, 402a-¢).

25, The systenm of claim 23, wherein a threshold number of consecutive storage
devices (114, 114a-n) on the ordered circalar list (160} are each 1 different geographical

locations.

26. The system of claim 15, wherein the computer processor (202

deterruines a maintenance hicrarchy (400) of maintenance domains (402, 402a-¢},
the maintenance hierarchy {400} having maintenance levels (1, 2, 3, 4, 5}, each
maintenance level {1, 2, 3, 4, 5} comprising one or more maintenance domains (402,
402a-¢); and

maps cach maintenance domain (402, 402a-c} to at lcast one storage device (114,

114a-n).

27. The systern of claim 26, wherein cach maintenance domain (402, 402a-¢)
comprises storage devices (114, 114a-n) powered by a single power distribution unit

{420, 420a, 420n) or a single power bus duct {430, 430a, 430n).

28.  The system of claim 15, wherein the computer processor (202) divides the
received file (310) into stripes (320), cach file (310) including an error correcting code
{313}, the crror correcting code (313) comprising one of a nested code or a layered cede,
the non-data chunks (330nC) comprising code~-check chunks (330nCC), word-check

chunks (3300 W), and code-check-word-check chunks (330aCCWC).

40
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