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ORGANIZATION OF MEMORY

(57) Abstract

A memory card (10) uses two sections of electrically alterable memory cells, such as EEPROM cells. The first section (20)
receives an address signal (12), a write signal (16) and a first enable signal (24) for enabling or disabling the first section (2). The
second section (26) of the memory card (10) receives the address signal (12), the write signal (16) and a second enable signal (34)
for enabling or disabling the second section (26). Logic means (50) generate simultaneously the first enable signal (24) to enable
the first signal to read or write data signals therefrom and generates the second enable signal (34) which disables the second sec-
tion (26). In a second mode of operation, the logic means (50) simultaneously generates a first enable signal (24) to disable the
first section (20) and generates a second enable signal (34) which permits the memory in the second section (26) to be read. Final-
ly, in the third mode of operation, the logic means (50) generates the first enable signal (24) to disable the first section (20) and
simultaneously generates the second enable signal (34) which permits the memory in the second section (26) to be written into.
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MEMORY STORAGE DEVICE HAVING IN SITU COPY
PROTECTION AND DATA SECURITY CAPABILITY

Technical Field

The present invention relates to a memory
storage device and more particularly to a memory
storage device comprised of semiconductor integrated
memory circuits such as EEPROM and flash EPROM/EEPROM
memory circuits. Furthermore, the present invention
relates to a memory storage device having in situ
copy protection and data security features.

Background of the Invention
Electrically alterable non-volatile memory made

of integrated circuit devices on a semiconductor
substrate is well-known in the art. As the scale of
integration increases, i.e. the density of the memory
cells in the memory storage device increases per unit
area, it becomes commercially possible to manufacture
a so-called "memory card" containing megabytes (with
each byte equal to 8 bits of data) of storage. Such
a memory card in many applications can be used in
lieu of a magnetic storage media such as a floppy or
a hard disk.

Similar to the magnetic media, the memory card
is also designed to be the medium for the
distribution of software programs. Thus, software
programs can be distributed in memory cards.

Also similar to the magnetic media where copy
protection for software programs distributed thereon
has become a problem, the copy protection for the
software programs distributed in a memory card would
also pose a copyright protection problem.
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In U.S. Patent No. 4,419,747, a method and an
apparatus is disclosed wherein an auxiliary memory
array is provided in addition to a primary circuit.
The auxiliary memory provides for the storage of
processing and test information relating to the
manufacture of the integrated circuit device.
However, the auxiliary memory is accessed (read and
write) only by a high voltage signal.

Summary of the Invention

In the present invention a memory storage device
is disclosed. The memory storage device has in situ
copyright protection and data security feature. The
memory storage device has an address port which
receives an address signal, a data port which
receives an input data signal or provides an output
data signal, and a write enable port for receiving a
write signal. The storage device comprises an
electrically alterable memory storage means for
storing information. The storage means has a first
section and a second section. The first section of
the storage means receives the address signal, the
write signal, and has an enable port which receives a
first enable signal for enabling or disabling the
first section. Similarly, the second section of the
storage means receives the address signal and the
write signal, and has an enable port which receives a
second enable signal for enabling or disabling the
second section. Logic means generates simultaneously
the first enable signal for enabling the first
section to receive the input data signal or for
providing an output data signal therefrom and
generates the second enable signal to disable the
second section. The logic means also comprises means
for simultaneously generating the first enable signal
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for disabling the first section and generating the
second enable signal for enabling the second section
to provide an output data signal therefrom in one
state. Finally, the logic means in another state has

5 means for simultaneously generating the first enable
signal to disable the first section and generates the
second enable signal for enabling the second section
to receive the input data signal.

Brief Description of the Drawinas

10 Figure 1 is a schematic block level diagram of
the storage device 10 of the present invention.
Figure 2 is a schematic logic diagram of one
embodiment of a high voltage level detector used in
the storage device 10 of the present invention.
15 Figure 3 is one embodiment of the state machine
shown in Figure 1.

Detailed Description of the Drawings

Referring to Figure 1 there is shown a schematic
drawing of the memory storage device 10 of the

20 present invention. The memory storage device 10 has
an address port for receiving an address signal 12.
The device 10 also has a data port for receiving an
input data signal 14 or for providing an output data
signal 14. As is well known, each of the address

25 signal 12 and data signal 14 is supplied on a
plurality of conductors. The device 10 also has a
write enable port for receiving a write signal 16.

An inverse write signal 18, designated as "write#" is
also provided.

30 The device 10 has a first section 20 of
electrically alterable memory for storing
information. The first section 20 comprises a first
array 20 of memory cells of the type shown and
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described in U.S Patent Application No. 07/467,507
filed on January 22, 1990, which is incorporated
herein by reference. The first array 20 is also
designated as the normal memory array 20. The first
array 20 has an address decoder 22 to which the
address signal 12 is supplied. The address decoder
22 also has an enable port which receives a first
enable signal 24. The first enable signal 24 enables
or disables the first section 20 of memory. The
write signal 16 is also supplied to the address
decoder 22 of the first array 20 of memory.

The device 10 also comprises a second section 26
of electrically alterable memory storage cells. The
second section 26 is divided into two arrays of
memory cells: second array 30 and third array 40.
The second array 30, designated as a user array, has
an associated address decoder 32. The address
decoder 32 receives the address signal 12 and the
write signal 16. In addition, the second array 30
has an enable port which receives a second enable
signal 34 for enabling or disabling the second array .
30.

The third array 40, designated as the
manufacturer array, also has an address decoder 42
associated therewith. The address decoder 42
receives the address signal 12 and the write signal
16. In addition, the address decoder 42 has an
enable port which receives a third enable signal 44
which enables or disables the third array 40.

A state machine 50 receives the address signal
12, the data signal 14 and the write pulse signal 52.
In response thereto, the state machine 50 generates
an output signal SACC# 54. The SACCH# 54 is supplied
to a NAND gate 56, to which an HACC# signal 58 is
also supplied. The HACC# signal 58 is generated by a
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high voltage detector for detecting high voltage
being supplied to specific pins of the device 10 of
the present invention. The output of the NAND gate
56 is then inverted by the inverter 60 and is the
first enable signal 24.

The output of the NAND gate 56 is also supplied
the second enable signal 34. The output of the NAND
gate 56 is also supplied to a second NAND gate 62 to
which the WRITE# signal 18 is also supplied. The
output of the NAND gate 62 is supplied to a third
NAND gate 64 to which the HACC# signal 58 is also
supplied. The output of the NAND gate 64 is the
third enable signal 44.

Referring to Figure 2 there is shown one
embodiment of a high voltage detection circuit 70.
The high voltage detection circuit may comprise of a
string of four inverters 72, 74, 76 and 78. The
first inverter 72 has a suitable threshold for
detection of the high voltage signal involved. The
signal is then inverted by the second inverter 74, a
third and fourth inverters to reach conventional CMOS
signal levels. In this manner, the high voltage
supplied to the device 10 can be detected and the
signal HACC# 58 can be generated.

Referring to Figure 3 there is shown one
embodiment of the state machine 50. The state
machine 50 serves to detect a combination of the
address signal 12, data signal 14 and the write pulse
signal 52 to generate the SACC# signal 54. As will
be seen, the specific embodiment of the state machine
50 is purely arbitrary. The manner in which the
SACC# signal 54 is generated is dictated entirely by
the manufacturer of the device 10. It can range from
a simple circuit of the type shown in Figure 3
wherein a certain logic combination of the address
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signal 12 and data signal 14 sets a flip-flop or
register 80 and another certain combination of the
address signals 12 and data signals 14 resets the
flip-flop 80.

5 The operation of the device 10 will now be
described with reference to a specific example
wherein the first array of normal memory 20 comprises
one megabytes of storage. Thus, the address signals
12 comprises 20 signal lines. The address signal 12

10 ranges from "00000" to "FFFFF", where the numbers are
expressed in hexadecimal units.

The user array 30 comprises memory cells
addressable in the location from "10000" to "30000".
The manufacture array 40 comprises memory cells

15 addressable in the location from "00000" to "OFFFF".
Thus, no portion of the address of the memory cell in
the user array 30 overlaps with the address of the
manufacturer array 40, and vice versa. However, as
can be seen, collectively, the address space of the

20 memory cells in the second section 26, i.e. the user
array 30 and the manufacturer array 40, overlap that
of the normal memory array 20.

The device 10 of the present invention is
particularly suited to be used as a "memory card".

25 Thus, since the memory cells of the device 10 of the
present invention comprise electrically alterable
memory cells, the first array 20 of memory cells can
be used to store computer programs, such as word
processing and spread sheet programs, and distributed

30 on memory card form. The user array 30 is a section
in the device 10 which the user can have access to
with the storage of his/her data. The manufacturer
array 40 is an area of the device 10 containing
information such as the production history of the

25 memory cells of the device 10. In addition, and more
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importantly, the manufacturer array 40 can be used by
the publisher of the computer program that is stored
in the first array 20 to provide a key or a copy
protect algorithm to thwart the copying of the
program that is stored in the first array 20. The
specific manner of accomplishing that function will
now be explained.

The signals SACC# 54, HACCH# 58, and WRITE# 18
are all active low signals. That is, these signals
represent a logic "1" state when they are low in
voltage and a logic "0" state when they are high in
voltage. The first enable signal 24, second enable
signal 34, and third enable signal 44 are all active
high signals. Thus, a logic table for the various
signals is set forth on the attached.

NORMAL USER MFGR
SACCH# HACC# WRITE# ENABLE ENABLE ENABLE

CoOrHOORR
oOrOHOMHOR
PFHRPRROOOO
OCocorHOoOOCOK
HHEEHROKKKO
HFHErHRrOHORPO

From the foregoing, it can be seen that the
first array 20 of normal memory is activated to read
or write therefrom when both SACC# 54 and HACC# 58
signals are high. Thus, if no high voltage level is
detected and HACC# signal 58 is high and the state
machine 50 is not brought to a state where SACCH#
signal 54 is generated, then the address signals 12
would activate an address in the normal memory array
20. The write signal 16 would cause memory array 20
to be written into or read from and provide the
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appropriate signals on the data signal 14. When the
first enable signal 24 is generated enabling the
first array 20, the second enable signal 34 and the
third enable signal 44 serve to disable the second
and third memory arrays 30 and 40 respectively.

When either SACC# signal 54 is activated or the
HACC# signal 58 is activated and the WRITE# signal 18
is high indicating it is a read state, then both the
second enable signal 34 and third enable signal 44
are generated to activate the second array 30 and the
third array 40 respectively. In that state, the
first enable signal 24 is generated to disable the
reading or writing of data from the first array 20.
Thus, although there is overlapping of address
between the first array 20 and the second and third
arrays 30 and 40, respectively, the generation of the
enable signals serve to differentiate between the
different arrays of the memory. In addition, if
SACC# signal 54 is generated and WRITE# signal 18 is
active low, then the second memory array 30 can be
written into. Thus, in the second state of
operation, one could read from the second and third
arrays 30 and 40, and one could also write into the
second array 30.

Finally, in the last state of operation, in the
event HACC# signal 58 is active, and the WRITE#
signal 18 is active, then one could write into the
third memory array 40.

In the event the device 10 of the present
invention is used to store computer program in the
first array 20 and the device 10 is used to
distribute the computer program, then the thwarting
of copying occurs as follows. The manufacturer of
the software program would store a key program or
data in the third array 40, during the process of



WO 94/11823 PCT/US93/10775

10

15

20

25

30

35

-9-

manufacturing the card. There are three potential
cases with respect to the copying of data.

The first case is where the copying is from the
software manufacturer supplied card 10 (the card 10
of the present invention: hereinafter: "original
card") to a copied card (hereinafter: "copied card"),
which is identical to the card 10 of the present
invention. 1In that event, during copying, the copied
card 10 prohibits the writing of data or program,
including the key, into the third array 40. Since
normally the HACC# signal 58 is accessible only by
the manufacturer, only the program in the first array
20 would be copied into the corresponding first array
20 in the second device 10. The key or the copy
protection code that is contained in the third array
40, although could be read by the computer to which
the device 10 is attached, could not be copied to the
second memory card because the HACC# signal 58 is not
available. Thus, the copy protection code would not
be copied over to the second device 10. The high
voltage signal is normally not supplied to the memory
card 10 when the card is used by a user in a "normal"
computer. The high voltage signal is present only
when the manufacturer publishes the card 10 and
stores the key in the third array 30. As a result,
during the execution of the program stored in the
copied card, the program in the first array 20 or the
second array 30, looks to the key in the third array
40. Since the key would be missing in the third
array 40, the program would stop executing.

In the second case, the copying is from an
original card to a copied card similar to the card 10
of the present invention. The copied card has the
three arrays 20, 30 and 40, with the second and third
arrays 30 and 40 being writable by the user. Since
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the second and the third arrays 30 and 40 are
writable by the user, the user can copy the contents
of the second and third array 30 and 40 from the
original card 10 to the copied card. After the data
is copied, during the execution of the program, the
program attempts to write into the area in the third
array 40 where the key is located. If the card 10 is
an original card, the user cannot write into that
portion of the third array 40, and the original key
would remain. 1If the card 10 is a copied card, the
result would be an altered key. Thus, after an
attempt to write into the portion of the third array
40 where the key is stored, the contents of third
array 40 would be read. The result would be the
original key being read back (if the card 10 were the
original card) or would be the altered key (if the
card 10 were the copied card). The program can then
terminate execution if the key were the altered key.

In the third case, the copied card has the
second array 30 and the third array 40 alterable by a
programmer, but not by a user. A user, operating as
a programmer status, copies the contents of the
original card 10, including the contents of all three
arrays 20, 30 and 40 into the copied card. Since the
user has programmer status, the copied card will
contain the contents from the third array 40 of the
original card 10. 1In the execution of the program
from the copied card, the program writes a test code
into the third array 40 of the copied card 10. Upon
read out, if the result is altered from the original
key, then the card from which the program was loaded
is a copied card and the program terminates its
execution. This is the case where the user executes
the program of the copied card while maintaining the
programmer status.
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If the user changes the status to a user status
and executes the program from the copied card, then
the program writing to the third array 40 would find
the key is not altered. The program then writes to a

5 section in the second array 30. If the second
section is alterable, then the card from which the
program is executing is an original card. If the
second array 30 is not alterable, then the card from
which the program is executing is a copied card. 1In

10 that event the program would also terminate its
execution.

There are many advantages of the present
invention. First and foremost is that the device 10
provides users of the device 10 a way to access extra

15 memory blocks which are not normally addressable by
the conventional address pins. As can be seen, the
sections of the memory in the second array 30 and the
third array 40 are addressed by the same address
locations as in the first array 20. The generation

20 of the first enable signal 24, and the second and
third enable signals 34 and 44 respectively control
whether or not the first array of memory cells 20 is
accessed or the second and third memory arrays 30 and
40 are accessed. Further, within the second section

25 26 of the memory device 10, the memory is further
divided into a user array 30 and a manufacturer array
40 to differentiate a user's portion and a
manufacture's portion. Through this division, data
security can be easily assured and copy protection

30 can be properly enforced.

In another embodiment of the present invention,
in lieu of the state machine 50 generating the SACC#
signal 54, the SACC# signal 54 can be supplied
directly into the memory device 10. In this

35 embodiment, the address signals 12 can be used to
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directly address the second and third arrays 30 and
40, respectively. Further, the direct access can be
assigned to different user array or manufacturer
array. In fact, direct access may permit addressing
5 of a memory space which overlaps areas accessible by
other access modes. In each of the overlapping
areas, a different access rights, i.e. read only,

read/write, or even write only can be defined.
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WHAT IS CLATMED IS:
1. A memory storage device having an address

port for receiving an address signal, a data port for
receiving an input data signal or for providing an
output data signal, and a write enable port for
receiving a write signal, said device comprising:
electrically alterable memory storage means
for storing information, said storage means
having a first section and a second section;
said first section of said storage means
for receiving said address signal, said write
signal, and having an enable port which receives
a first enable signal for enabling or disabling
said first section;
said second section of said storage means
for receiving said address signal, said write
signal, and having an enable port which receives
a second enable signal for enabling or disabling
said second section;
logic means for simultaneously generating
said first enable signal for enabling said first
section to receive said input data signal or for
providing an output data signal therefrom and
generating said second enable signal for
disabling said second section;
said logic means further comprising means
for simultaneously generating said first enable
signal for disabling said first section and
generating said second enable signal for
enabling said second section to provide an
output data signal therefrom in one state; and
said logic means further comprising means
for simultaneously generating said first enable
signal for disabling said first section and
generating said second enable signal for
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enabling said second section to receive said

input data signal in another state.

2. The device of Claim 1 wherein said second
section of said storage means further comprises a
user section and a manufacturer section, each for

receiving said address signal and said write signal.

3. The device of Claim 2 wherein said user
section having an enable port for receiving a user
enable signal, and said manufacturer section having
an enable port for receiving a manufacturer enable

signal.

4. The device of Claim 3 wherein said logic
means in said one state simultaneously generates said
first enable signal for disabling said first section,
and generates said user enable signal for enabling
said user section to receive said input data signal
therefrom or to provide said input data signal
therefrom, and generates said manufacturer enable
signal for enabling said manufacturer section to

provide said input data signal therefrom.

5. The device of Claim 4 wherein said logic
means in another state simultaneously generates said
first enable signal for disabling said first section,
and generates said manufacturer enable signal for
enabling said manufacturer section to receive said
input data signal.

6. The device of Claim 5 wherein said
manufacturer section stores a copy protected portion
of a software program.
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7. The device of Claim 1 wherein said logic
means receives said address signal and said input
data signal.

8. The device of Claim 7 wherein said logic
5 means generates said first enable signal and said
second enable signal in said one state in response to
a combination of said address signal and input data

signal.
9. The device of Claim 8 wherein said second
10 section of said storage means stores a copy protected

portion of a software program.
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