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(57) Abstract: Embodiments of a system and method for receiving task requests from unregistered devices are described. Embodi-
ments may include a communication interface service configured to receive from a communication device a message indicative of
a request to perform a task. The communication interface service may determine that the communication device is not registered
with an existing account that provides information for performing said task. The communication interface service may obtain
identification and authentication information for an existing account via a communication channel. The existing account may be
an account for that is accessible via a network-based interface. The communication channel through which the identification and
authentication information is received by the communication interface service may be any communication channel that does not
include the network-based interface of the existing account. Additionally, the communication interface service may use the identi-
fication and authentication information for performance of the task using the existing account.
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TITLE: SYSTEM AND METHOD FOR RECEIVING REQUESTS FOR TASKS FROM

UNREGISTERED DEVICES

BACKGROUND

[0001] The Internet, sometimes called simply "the Net," is a worldwide system of computer networks in
which a client at any one computer may, with permission, obtain information from any other computer. The most
widely used part of the Internet is the World Wide Web, often abbreviated "WWW." which is commonly referred to
as "the web." The web may be defined as all the resources (e.g., web pages and web sites) and users on the Internet
that use the Hypertext Transfer Protocol (HTTP) or variations thereof to access the resources. A web site is a
related collection of web files that includes a beginning file called a home page. From the home page, the user may
navigate to other web pages on the web site. A web server program is a program that, using the client/server model
and HTTP, serves the files that form the web pages of a web site to the web users, whose computers contain HTTP
client programs (e.g., web browsers) that forward requests and display responses. A web server program may host

one or more web sites.

[0002] Mobile telephony has emerged alongside the Internet and the web, and the two technologies have
crossed over and merged to form what is essentially a global communications and information network. Cellular
telephones, for example, have become “digital”, and continue to become more sophisticated. Today, many digital
cell phones are capable of web access via their cellular service providers. Similarly, many web applications are
capable of telephone communications to conventional phones and to mobile telephones. In addition, other
technologies such as text messaging have emerged to enhance the capabilities and uses of mobile telephones and
other personal electronic devices. Further, other personal electronic devices, such as Personal Digital Assistants
(PDAs) may provide mobile telephone links to the web, and user interfaces for accessing the web, along with text
messaging and other information and communications capabilities. Thus, these devices are part of the emerging
global communications and information network. SMS (Short Message Service) is a service for sending messages
of up to 160 characters (224 characters if using a 5-bit mode) to mobile phones. SMS does not require the mobile
phone to be active and within range. An SMS message may be held until the target phone is active and within
range. SMS messages may be transmitted within the same cell, or out of the cell to phones with roaming service
capability. SMS messages may also be sent to digital phones from a web site, or from one digital phone to another.
An SMS gateway is a web site that accepts SMS messages for transmission to cell phones within the cell served by
that gateway, or that acts as an international gateway for users with roaming capability.

[0003] Various applications of the Internet, and of the web, involve marketplaces that provide goods and
services for sale. For instance, consumers may visit a merchant’s website to view goods and services offered for
sale. With the merging of mobile telephony and other technologies and the web into an emerging global
communications and information network, these other technologies have become part of such marketplaces in many

such applications.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Figures 1A-1B illustrate block diagrams of an account provider service including a communication

interface service, according to various embodiments.

[0005] Figure 2 illustrates a flowchart of a method for processing messages received from communication

devices, according to various embodiments.
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[0006] Figure 3 illustrates a block diagram that illustrates the data flow between a communication device and
an account provider service, according to various embodiments.

[0007] Figure 4 illustrates a flowchart of a method for processing text messages received from a cell phone,

according to various embodiments.

[0008] Figure 5 illustrates a block diagram that illustrates the data flow between a cell phone and a merchant

service, according to various embodiments.

[0009] Figures 6A-6D illustrate block diagrams of various system configurations for systems including a

communication interface service, according to various embodiments.

[0010] Figure 7 illustrates a block diagram of a system suitable for implementing various systems and
components of the system and method for receiving task requests from unregistered devices, according to various

embodiments.

[0011] While the system and method for receiving task requests from unregistered devices is described herein
by way of example for several embodiments and illustrative drawings, those skilled in the art will recognize that the
system and method for receiving task requests from unregistered devices is not limited to the embodiments or
drawings described. It should be understood, that the drawings and detailed description thereto are not intended to
limit embodiments to the particular form disclosed. The intention is to cover all modifications, equivalents and
alternatives falling within the spirit and scope of the system and method for receiving task requests from
unregistered devices as defined by the appended claims. Any headings used herein are for organizational purposes
only and are not meant to limit the scope of the description or the claims. As used herein, the word "may" is used in
a permissive sense (i.e., meaning having the potential to), rather than the mandatory sense (i.e., meaning must).

Similarly, the words “include”, “including”, and “includes” mean including, but not limited to.

DETAILED DESCRIPTION OF EMBODIMENTS

[0012] Various embodiments of a system and method for receiving task requests from unregistered devices
are described: ‘The system and method for receiving task requests from unregistered devices may a communication:
interface service configured to receive a message from a communication device. Such message may indicate a
request to perform a task. For example, such message may be a text message including a promotional code for
purchasing items or services. The communication interface service may be configured to determine that the
communication device is not registered with an existing account that provides information for performing said task.
For instance, the communication service might search various account records for an identifier associated with the
communication device. In this example, if no identifier for the communication device is found, the communication
interface service may determine that the communication device is unregistered. The communication interface
service may be configured to obtain identification and authentication information for an existing account via a
communication channel. For instance, the communication interface service may be configured to obtain such
information via a voice communication channel by utilizing an automated voice system. The existing account may
be an account for that is accessible via a network-based interface. For example, the existing account may be an
account provided by a web-based merchant that receives and processes orders for goods and services via the
Internet. The communication channel through which the identification and authentication information is received

by the communication interface service may be any communication channel that does not include the network-
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based interface of the existing account. ~Additionally, the communication interface service may be configured to

use the account identification and authentication information for performance of the task using the existing account.
[0013] The account provider service and the communication interface service described herein may in various
embodiments supports communications via various communication channels. Communication channels may
include any methods or mechanisms for transmitting information between entities. Communication channels
generally include protocols for information transfer (e.g., Short Message Service (SMS) for text messaging), media
over or through which information is transmitted according to the protocols, and infrastructures for supporting the
transmissions (e.g., cellular telephone service providers). Further, a communication channel may require various
devices that enable entities to communicate via the communication channel, for example a mobile phone, satellite
phone, cell phone, conventional telephone, computer system, or Personal Digital Assistant (PDA). Examples of
communication channels include, but are not limited to, conventional, land-based telephone systems, mobile or
cellular telephone systems, satellite telephone systems, email, instant messaging (IM), Voice over IP (VoIP), and
text messaging. Note that separate communication channels may share one or more of protocol, media,
infrastructure, and enabling device. For example, text messaging and cellular telephone systems may be enabled

through the same device (a cell phone) and may transmit over the same medium.

[0014] Note that communications on communication channels over which voice messages may be transmitted
(e.g., conventional, land-based telephone systems, mobile or cellular telephone systems, satellite telephone systems,
VolIP, etc.) may collectively be referred to herein as “voice communications”, and likewise the channels may be
referred to collectively as “voice communication channels”. Further note that voice communications includes both
“live” or real human voice communications and automated voice systems. Automated voice systems include
automated systems in which synthesized or recorded voice messages are transmitted to communicate information.
Note that some automated voice systems may transmit at least some synthesized or recorded voice messages in
response to vocal input (via voice recognition technology) or other input into a communication device (e.g.,

numeric key pad entries).

[0015] In some embodiments, a communication channel may include a network-based interface configured to
‘s<upport coiﬁrﬁuniéatioﬁs Betweenﬂé.nemork—based entity (e.g., an online service or a Web server supporting éuch
service) and one or more other entities (e.g., users accessing such a service via the Internet or another network). In
various embodiments, a network-based interface may be a web-based interface configured for communications via
the Internet or World Wide Web. For instance, in one embodiment, such a network-based interface may be
configured to provide a user with one or more web pages for accessing various functions, such as functions of the
entity in which the network-based interface is implemented. For example, if a network-based interface were
implemented as part of an online merchant’s website, the network-based interface may provide one or more product
web pages enabling users to purchase one or more items via the Internet. In many embodiments, access to such a
network-based interface may include the use of a personal computer equipped with a web browser, such as Internet

Explorer, Mozilla Firefox, or Opera.

[0016] Figure 1A illustrates an account provider service (e.g., account provider service 110) configured to
communicate with a comumunication interface service (e.g., communication interface service 100). Account
provider service 110 may in various embodiments include a variety of services configured to provide and/or
manage user accounts. For each user account provided, the account provider service may be configured to perform

one or more tasks. For instance, in one embodiment, the account provider service may be a merchant service
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configured to enable one or more users (e.g., user 102) to purchase items. For instance, such a merchant service
may receive a purchase request (e.g., from user 102) and perform the task of processing the purchase request by
initiating a fulfillment process (e.g., packaging and shipping) for one or more purchased items.

[0017] As demonstrated by the illustrated embodiment, account provider service 110 may include a network-
based interface (e.g., network-based interface 115). Network-based interface 115 may in various embodiments
enable a user (e.g., user 102) to register for an account with the account provider service. For instance, the network-
based interface may present one or more registration web pages to the user. For example, such registration web
pages may include one or more fields in which the user may specify details relevant to the account (e.g., the user’s
name, contact information, shipping and/or billing address, billing methods, account numbers including credit card
numbers, etc.). As illustrated by account configuration files 120, the account provider service may be configured to
establish an account for user, such as by generating an account configuration file that stores such registration
information as well as other relevant account details. For instance, in some embodiments, the account provider
service may enable the user to purchase one or more items. Accordingly, the account configuration files may
include information pertaining to such purchases (e.g., invoices, order status, shipment and/or tracking information,
etc.).

[0018] During such registration process, the user may in some cases register identification and authentication
information with the account provider service. For example, such identification information may include a
username, user ID or email address or some other type of identification information. In some embodiments, the
username may be a user-selected alias, such as an email address, or an alias assigned by the communication
interface service. Additionally, such authentication information may include a password, passcode, security code,
security image, or some other type of authentication information. For instance, in one embodiment, such
identification and authentication information may include an electronic mail (“email”) address and a user-defined
password including a string of characters, numbers and/or symbols. For a particular user, the identification and
authentication information described herein (or some representation thereof, e.g., a one-way function result of such
identification and/or authentication information) may be stored in the user’s account configuration file for
subsequent account access. For example, when a user accesses network-based interface 115, the network-based
interface may prompt the user for one or more portions of the above described identification and authentication
information. Accordingly, the user may provide such information (e.g., via one or more fields of a login webpage).
The network-based interface may be configured to determine whether the provided identification and authentication
information is correct with respect to identification and authentication information stored in the user’s account
configuration file. If the user’s identification and authentication information is correct (with respect to the stored
identification and authentication information), the account provider service may enable the user to access one or
more functions of their account. For instance, the user may be enabled to purchase items or services or transfer

funds to various entities.

[0019] In various embodiments, other types of account provider services and account functions are possible
and contemplated. For instance, in one embodiment, account provider service may include accounts that include
account functions for managing one or more accounts including but not limited to cellular telephone accounts, cable
or satellite television accounts, subscription-based accounts (e.g., newspaper, magazine, movie, music, etc.), bank
accounts (e.g., checking, savings, etc.), investment accounts, credit accounts (e.g., credit cards, student loans, etc.).

In general, account provider service may be any type of service configured to provide user accounts as well as
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perform tasks associated with the account (e.g., initiating or confirming a purchase, checking a balance, transferring
funds, or performing another one of the various tasks described herein).

[0020] As illustrated by Figure 1B, communication interface service 100 may be configured to provide a user
or account holder (e.g., user 102) with access to one or more accounts provided by account provider service 110. In
various embodiments, such user (e.g., user 102) may be a user that has previously established an account with
account provider service 110, such as by the registration techniques described above. In embodiments,
communication interface service 100 may be configured to enable user 102 to access various functions of their
account via a communication device (e.g., communication device 130) that is not registered with the account
provider service. For instance, in one embodiment, the account provider service may have no record of
communication device 130 (or an identifier thereof) within account configuration files 120 or any other records

accessible to the account provider service.

[0021] As described above, communication interface service 100 may be configured to enable a user to
request the performance of one or more tasks to be performed (or initiated by) account provider service 110. In
various embodiments, performing such tasks may include utilizing information previously submitted via network-
based interface 115 (e.g., account preferences, shipping.preferences, billing preferences). For instance, if providing
such a function includes enabling the user to purchase an item, the communication interface service and/or the
account provider service may access a billing preference and bill the user for the item according to the billing
preference. For instance, the billing preference may specify a particular credit card to be used to pay for items

purchased via the account.

[0022] In various embodiments, communication device 130 may be a cellular telephone, smart phone,
personal digital assistant (PDA) or other device configured to communicate with the communication interface
service via one or more cellular technologies including but not limited to Global System for Mobile
Communications (GSM), General Packet Radio Service (GPRS), Code Division Multiple Access (CDMA), Time
Division Multiple Access (TDMA), Evolution-Data Optimized (EV-DO), Enhanced Data Rates for GSM Evolution
(EDGE), Universal Mobile Telecommunications System (UMTS), and/or other cellular technologies, whether such

technologies are presently known or developed in the future.

[0023] In various embodiments, communication device 130 may be a device configured to communicate with
communication interface service 100 via a text messaging communication channel. For instance, the
communication device 130 may be configured to transmit text messages to, receive text messages from, and/or
exchange text messages with communication interface service 100. In various embodiments, such text messaging
communications may adhere to one or more text messaging protocols including but not limited to SMS or other text

messaging protocols, whether such other text messaging protocols are presently known or developed in the future.

[0024] Consider the following example. As described above, user 102 may be a user that has previously
established a user account with account provider service 110 via network-based interface 115 (e.g., via the
registration techniques described above). In this example, user 102 may view/hear an advertisement, such as a
television commercial, roadside billboard, print advertisement, radio commercial, or some other advertisement.
Such advertisement may include instructions for ordering an item via a communication channel other than a
network-based interface. For example, such advertisement might include the following exemplary message: “To
purchase this item, text <message> to <account provider service>,” where <message> represents a word, code, or

phrase and <account provider service> represents an identifier for an account provider service, such as a telephone
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number to which text messages may be sent. Subsequent to viewing such advertisement, the user may decide to
purchase the described item by sending the appropriate text message to the appropriate account provider service
identifier.

[0025] Accordingly, in this example, communication interface service 100 may receive such text message and
process the purchase request for the item despite the fact that communication device 130 may not be registered with
the account provider service (e.g., communication device 130 may not be registered with any account provided by
the account provider service). In one example, this may be accomplished by receiving identification and
authentication information (e.g., a username and password) from the user. Such validation information may be sent
from the user to the account service provider through a variety of communication channels other than a network-
based interface (e.g., network-based interface 115). For instance, such validation information may be received via
one or more text messages (in some cases, included within the original text message), a voice communication
channel, or some other communication channel that does not include a network-based interface (e.g., network-based
interface 115). In this example, once the user has been validated, the account provider service may perform the task
requested by the user. In this case, such task may include, e.g., processing the purchase of the advertised item or
notifying the account provider such that the account provider service may process the purchase of the advertised
item.

[0026] The system and method for receiving task requests from unregistered devices may include various
methods. One such method is illustrated by the flowchart of Figure 2 as well as the block diagram of Figure 3.
Note that the following description collectively refers to Figure 2 and Figure 3. Such method may in various
embodiments be employed by the communication interface service described herein. As illustrated, the method
may include receiving a message from a communication device (block 200). Such message may include a request
to perform a task. For instance, such task may include but is not limited to purchasing an item, transferring funds to
another entity, and/or managing services. Further, the method may in some cases include receiving such message
via a communication channel other than a network-based interface, such as a text messaging or voice
communication channel. However, the method may in other cases include receiving the message via a network-
base interface such as network-based interface 115 described herein. For instance, in one embodiment, the
communication device may be a mobile phone equipped with a web browser, and the message may be sent via the

web browser to the network-based interface.

[0027] Message 310 of Figure 3 illustrates the transfer of such a message from a communication device (e.g.,
communication device 130) to a communication interface service (e.g., communication interface service 100). In
some embodiments, such message may include identification information as described above (e.g., username, email
address, etc.). However, in some cases, such identification information may be collected with authentication

information as described with respect to block 204 below.

[0028] The method may in some embodiments include determining whether the communication device is
registered for access with an existing account, such as the various accounts provided by account provider service
110 (block 202). In various embodiments, this may include determining whether the communication device is
registered to access (via the communication channel) a specific account provided by an account provider service
(e.g., account provider service 110). For instance, in one embodiment, determining whether the communication
device is registered for access may include searching for an identifier of the communication device among the

various account configuration files provided by the account provider service to determine whether such files



10

15

20

25

30

35

40

WO 2009/120501 PCT/US2009/036840

indicate that the particular device has been registered for access via one of the accounts provided by the account
provider service. For example, in one embodiment, the received message may be a text message (e.g., an SMS text
message) received via a text messaging communication channel. In this example, the method may include utilizing
caller ID or some other identification technique to determine an identifier (e.g., a phone number) of the device that
sent the text message. In various embodiments, other device identifiers may be utilized, such as International
Mobile Equipment Identity (IMEI) numbers. In this example the method may include searching the account
configuration files provided by the account provider service to determine whether any of the account configuration
files indicate the particular communication device (e.g., as indicated by the device’s identifier) is registered with a

user account provided by the service.

[0029] If the communication device is not registered for access with any existing accounts provided by the
account provider service (negative output of block 202), the method may include obtaining identification and
authentication information for an existing account from the communication device (block 204).  In some
embodiments, obtaining such information may include contacting the user that sent the message to obtain
identification and/or authentication information from the user. Such identification information may include
information for verifying the identity of such user. For example, in one embodiment, the method may include
asking the user for a username and password combination. In other embodiments, authentication information, such
as passwords, pass codes, and other security related information, may be requested. In some embodiments, the
information that is requested from the user may be the same identification and authentication information that the
user may have previously used to access a network-based interface (e.g., network-based interface 115). In various
embodiments, such network-based interface may be a network-based interface of an account provider service
implementing the method described. For instance, as described above, account provider service 110 may in various
embodiments be configured to perform the method illustrated by Figure 2. Accordingly, in some embodiments, the
identification and authentication information requested from the user may be the same identification and
authentication information that the user may utilize to access network-based interface 115. In one particular
embodiment, such identification and authentication information includes the user’s email address and an account

password.

[0030] In various embodiments, obtaining the identification and authentication information may include
contacting the user for such information via the same communication channel through which the message is
received in block 200. For instance, if the message were received via a text messaging communication channel,
block 204 may include contacting the user for validation information via a text messaging communication channel.
However, since different communication channels may be susceptible to different types of security threats in certain
situations, contacting the user for validation information via a communication channel that is different than the
communication channel through which the message is received at block 200 may in some cases provide a higher
level of security for communications with the communication device. For instance, consider the case where the
message is received at block 200 through a text messaging communication channel. If the text messaging
communication channel were compromised by a fraudulent individual (e.g., such as a “man-in-the-middle” or other
ecavesdropper), the message received at block 200 might alert the frandulent individual that sensitive information
(e.g., identification and authentication information) is soon to follow. By obtaining the identification and
authentication information via a communication channel that is different than the communication channel through
which the message is received at block 200 (e.g., a voice communication channel), the method may avoid disclosing

sensitive information to a fraudulent individual that has comprised the communication channel through which the
7
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message is received at block 200 thereby improving the level of security for communications with the
communication device. In some embodiments, one or both of such communication channels may be specified by
the user (e.g., as indicated by an account configuration file).

[0031] In various embodiments, the identification and authentication information requested may include
information other than usernames and passwords. In some embodiments, such validation information may include
previously used billing information. For instance, in some embodiments, the user may be required to provide
information about payment methods or billing information previously used with an existing account (e.g., the users
account with the account provider service). For example, in one embodiment, the user may be asked to provide the
last 4 digits of a previously used credit card number and/or a zip code of a previously used billing or shipping
address. Note that this combination of validation information is merely exemplary and other combinations of
identification and authentication information are possible and contemplated. For example, in some embodiments,
such identification and authentication information may include name and/or contact information. Such name and/or
contact information may in some cases be name and/or contact information previously registered with account

provider service 110 via network-based interface 115.

[0032] In various embodiments, obtaining identification and authentication information may include
receiving such information from the communication device (e.g., sent by the user) and determining whether such
identification and authentication information included in the response is correct (block 206). Also note that the
identification and authentication information received from the user is illustrated as identification and authentication
information 330 of Figure 3. Determining whether the identification and authentication information included in the
response is correct may include determining whether such identification and authentication information is correct
with respect to stored identification and authentication information accessible to the communication interface
service and/or account provider service. For instance, the method may include determining whether such
identification and authentication information is correct with respect to information stored in one or more account
configuration files, such as account configuration files 120. If the validation information is not correct (negative
output of block 208), the method may include directing the user to a network-based interface, such as network-
based interface 115 of account provider service 110. For instance, the method may include sending a message to
the communication device (e.g., via a voice communication channel or text messaging communication channel);
such message may indicate, e.g., “The validation information you submitted could not be verified. Please visit
<web address> to complete this action” (where <web address> represents an address of a network-based interface

accessible via the Internet, such as network-based interface 115).

[0033] If the identification and authentication information is correct (positive output of block 206), the
method may include using the identification and authentication information for performance of the task using the
account that corresponds to such identification and authentication information. For instance, the task may be
performed by the communication interface service or, alternatively, the communication interface service may notify
the account provider service of such task such that the account provider service may perform or complete the task.
Note that the task may be performed even when the communication device that sent the original message has not
been registered for account access with the any of the accounts provided by the account provider service. For
example, in response to determining that the identification and authentication information is correct, the method
may include the processing of various tasks including but not limited to the purchase of an item, the transfer of

funds to another entity, or the management of various services. In general, any task requested in block 200 may be
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performed in response to determining that the received identification and authentication information is correct.
Note that such task may be performed even though the communication device that sent the message in block 200
may not be registered with the account provider service (e.g., account provider service 1 10).

[0034] In various embodiments, the method may also include determining whether the communication device
should be registered with a respective existing account for subsequent requests to perform a task (block 210). For
instance, the method may include sending a message to the communication device; such message may ask the
sender whether the communication device should be registered with an existing account for subsequent access (e.g.,
for subsequent messages requesting the performance of one or more tasks). Such message may be sent via any of
the various communication channels (e.g., voice communication channel, text messaging communication channel,
etc.) described above. The method may include receiving a response from the user and registering or not
registering the device dependent on such response. The method may include determining the user’s answer such
the response. For instance, if the response indicates that the device should not be registered (negative output of
block 210), the method may include choosing to not register the device (block 216) (e.g., not registering the device

with an account of the account provider service).

[0035] If the response indicates that the device should be registered with an account for subsequent access
(positive output of block 210), the method may include registering (or initiating the registration of) the
communication device with a respective account for subsequent access (block 212). In one embodiment, registering
the device for subsequent access may include recording an identifier of the device (e.g., a phone number or other
identifier) within the user’s respective account configuration file (e.g., a file of account configuration files 120).
For instance, such account configuration file may include one or more fields for listing devices that have been
registered for access for an existing account. Accordingly, upon subsequent requests for performance of a task (as
described above with respect to blocks 200 and 202), the communication interface service may be configured to
determine that the communication device is registered for account access. In some embodiments, registering the
communication device may be specific to a particular communication channel. For instance, in one embodiment,
the method may include registering the device for account access via text messaging but not for account access via

other communication channels.

[0036] In various embodiments, registering the communication device for subsequent access may includes
establishing validation information such as a personal identification number (PIN) (or other security or validation
information) to be used on subsequent account function requests. For instance, the method may include contacting
the user via a voice communication channel on the communication device. Furthermore, the method may include
contacting the user via a voice communication channel with a synthesized voice message that states “please enter a
PIN via your keypad for use with subsequent account accesses from this device.” Other methods for obtaining a
PIN or other security information from the user are possible and contemplated. Further description of such PIN or

other security or validation information is presented below with respect blocks 218-224.

[0037] As described above with respect to block 202, the method may include determining whether the
communication device (e.g., the communication device that sent the message indicating a request to perform a task)
is registered for account access through which the original message (e.g., the message indicating a request to
perform a task) was sent. In one example, the method may include obtaining an identifier of the communication
device (e.g., via caller ID) and determining if such identifier has been recorded within the user’s account

configuration file (e.g., a file of account configuration files 120). In various embodiments, the method may include
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determining that the communication device is registered for access via the communication channel (positive output
of block 202). For instance, in one embodiment, the method may include determining that the communication
device identifier was previously recorded within the user’s account configuration file.

[0038] In such case, the method may include obtaining validation information such as identification and
authentication established in block 206 as described above. Obtain validation information may include sending a
request for validation information to the communication device. In various embodiments, this request may be sent
via any of the various communication channels described above. For instance, in one embodiment, such request
may be sent via a text messaging communication channel. In other embodiments, such request may be sent via a
voice communication channel or some other communication channel. In some embodiments, such request may be a
request for the identification and authentication information described above with respect to block 204 and block
206. In various embodiments, such request may be a request for a PIN or other security or validation information
registered with the account provider service, such as described above with respect to block 212. In this way, the
PIN (or other validation information) set by the user during a previous access of the account provider service with
the communication device may be used to validate the user. In some cases, this may make the validation process
quicker and easier for the user. For instance, instead of sending an email address and a password to the
communication interface service, the user could provide, e.g., a four digit numerical PIN. Note that such PIN is

merely exemplary and other forms of validation information are possible and contemplated in various embodiments.

[0039] The method may further include receiving validation information from the user. As described above,
this may in some case include receiving the identification and authentication information described with respect to
blocks 202-204. However, in various embodiments, receiving the validation information may include receiving a
PIN or other security or validation information as described above with respect to block 212. Receiving the
validation information may also include receiving the validation information through a variety of communication
channels including but not limited to a voice communication channel and/or a text messaging communication
channel. In various embodiments, such validation information may be received via a communication channel other
than a network-based interface (e.g., network-based interface 125). The method may further include determining
whether such validation information is correct (block 220). In some embodiments, determining whether such
validation information is correct may include determining whether such validation information is correct with
respect to stored information accessible to the account provider service and/or the communication interface service.
For instance, in one embodiment, determining whether such validation information is correct may include
determining whether such validation is correct with respect to validation information stored within the user’s
respective account configuration file. In some embodiments, the validation information of the user’s account
configuration file may have been previously provided by the user or previously registered by the user via a network-
based interface (e.g., network-based interface 115). For instance, such validation information may bave been
provided during an account registration process.

[0040] If the validation information is not correct (negative output of block 220), the method may include
directing the user to the network based interface (as described with respect to block 214). Note that in some
embodiments, the user may be provided with multiple chances to provide such validation information. For instance,
if the user mistakenly enters the wrong validation information, they may be given a set number of additional
attempts to provide the correct validation information. However, if the validation information is correct (positive

output of block 228), the method may include performing the task requested by the receive message or,
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alternatively, notifying the account provider service such that the account provider service may initiate and/or
complete the performance of the task. For instance, depending on the particular task requested, performing the task
might include various actions including but not limited to processing a purchase for one or more items, managing

features of a subscription account, or transferring funds to one or more entities.

[0041] Figure 4 illustrates one particular embodiment of a method that may be implemented by the
communication interface described herein. Note that the following description collectively refers to Figure 4 and
Figure 5. Further, with respect to Figure 5, note that cell phone 530 is a particular instance of communication
device 130 described above, merchant service 510 is a particular instance of account provider service 110 described
above, web-based interface 515 is a particular instance of network-based interface 115 described above, and
customer account configuration files 520 are particular instances of account configuration files 120 described

above, according to various embodiments.

[0042] Merchant service 510 may be a service configured to enable users to browse an electronic catalogue of
items (e.g., books, music, movies, electronics, other items, services, etc.). For instance the merchant service may
provide one or more product web pages via web-based interface 515. For example, merchant service 510 may be
implemented by one or more web servers configured to service requests from client computer systems for such
product web pages. The merchant service may also be configured to sell the items of its electronic catalogue to
users that have registered for an account with the merchant service. For instance, the merchant service may be
configured to receive via web-based interface 515 an indication of one or more items a user desires to purchase as
well as other information for processing an order for such items. Such other information may include, e.g., billing
information (e.g., credit card numbers, bank account and routing numbers, etc.) and shipping information (e.g.,
shipping method, shipping carrier, etc.). In various embodiments, this information may have been previously
registered via web-based interface 515 and stored in a customer account configuration file of customer account
configuration files 520. Customer account configuration information may also include information similar to or the
same as the information described above with respect to account configuration files 120 (e.g., identification and

authentication information, account preferences, shipping preferences, etc.).

[0043] Cell phone 530 may be a cellular or mobile telephone configured to communicate wirelessly via one
or more of the various cellular technologies described above (e.g., GSM, CDMA, TDMA, etc.). Note that cell
phone 530 may in various embodiments be a smart phone, PDA, or some other mobile device. In general, cell
phone 530 may be any device configured to communicate via a text messaging communication channel and/or a

voice communication channel.

[0044] The method of Figure 4 may include receiving a text message from a cell phone (400). The receipt of
such text message is illustrated by text message 515 of Figure 5. The text message may include a request to
perform a task. In this embodiment, such task may include the processing of a purchase request. For example, in
one embodiment, an exemplary text message might include a promotional code for ordering an item. Such codes
may be viewed within advertisements or sales listings. For instance, user 102 could view a roadside billboard for an
item. Such billboard might include an image of an item for sale as well as the following exemplary message: “To
purchase this item, text PROMOS55 to 43032 (where PROMOS53 is an exemplary promotional code and 43032 is an
exemplary text messaging identifier for a merchant). As illustrated in Figure 5, the text message of this
embodiment is received through a text messaging communication channel. Note that the cell phone from which the

text message is sent may in various embodiments be unregistered with respect to the various accounts provided by
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the merchant service. For example, in one embodiment, customer account configuration files may include one or
more data fields for recording identifiers (e.g., phone numbers or other identifiers) of devices associated with
various account holders. If no devices have been registered for a particular user’s account, such data fields may be
empty.

[0045] The method may further include determining whether the cell phone is registered for account access
with any of the accounts provided by merchant service 510 (block 402). As described above, customer account
configuration files may include one or more data fields that are configured to store identifiers of devices that have
been registered with the merchant service. Accordingly, determining whether the cell phone is registered to access
the merchant service via text messaging may include searching the various customer account configuration file
(e.g., items 520) for a device identifier of the cell phone to determine whether an of such customer account
configuration files include a record for the cell phone. For instance, in one embodiment, the method may include
determining an identifier for the cell phone (e.g., via caller ID) and checking such customer account configuration
files for such identifier. If the identifier is present within a customer account configuration file, the method may
include determining that the cell phone has been registered with the respective account provided by the merchant
service. If the identifier is not present within any of the customer account configuration files, the method may
include determining that the cell phone has not been registered with any of the accounts provided by the merchant
service. In other embodiments, other techniques may be employed to determine whether the cell phone has been

registered with the merchant service.

[0046] If the cell phone is not registered with the merchant service (negative output of block 402), the method
may include requesting the user’s identification and authentication information for the network-based interface
(e.g., network-based interface 115) (block 404). For instance, such identification and authentication information
might include an email address and password that the user has previously used to access the merchant service (e.g.,
merchant service 510) via the merchant’s web-based interface (e.g., web-based interface 515). For instance, such
validation information might be the login information that the user uses to access a website of the merchant service
provided by the web-based interface. In other embodiments, other types of identification and authentication
information may be requested. The request for validation information is illustrated as request 525. Note that in this
particular embodiment such request is sent via a voice communication channel; in other embodiments the request
may be sent via other communication channels. For instance, the communication interface service described herein
may request such identification and authentication information from the user via an automated voice system
configured to interact with one or more users via synthesized voices. Such automated voice system may be
configured to contact the user via an automated phone call and present a voice message to the user. For instance,
such voice message might include a message such as “please enter the email address and password for your

customer account via your phone keypad.”

[0047] The method may further include receiving a response that includes identification and authentication
information from the user (block 406). An example of this response is illustrated as item 535 of Figure 5. In
general, the identification and authentication information provided by the user may correspond to the particular
identification and authentication information requested. For instance, if an email address and password were
requested, the identification and authentication information received may in many cases include an email address
and a password. In other embodiments, other types of identification and authentication information (such as the

various types of identification and authentication information described above) may be received. As illustrated by
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Figure 5, the user’s response may in various embodiments be sent from the cell phone via a voice communication
channel. In some cases, such response may be provided during a communication session with the automated voice
system described above. For instance, the automated voice system might prompt the user for validation information
and the user could provide the automated voice system with such validation information during a same session (e.g.,
same phone call). Note that the voice communication channel described and illustrated does not include web-based
interface 515. While the identification and authentication information is obtained via a voice communication
channel in this embodiment, in general, any communication channel that does not include web-based interface 515

may be employed in the illustrated embodiment.

[0048] The method may further include determining if such identification and authentication information is
correct (block 408), which may include determining whether the identification and authentication information is
correct with respect to stored identification and authentication information accessible to the merchant service. For
instance, such stored validation information may include identification and authentication information that the user
registered with the merchant service via web-based interface 515 (e.g., during an account registration process). If
the identification and authentication information is not correct, the user may be directed to access the merchant

service via the service’s web-based interface (block 420).

[0049] If it is determined that the user has provided the correct identification and authentication information
(positive output of block 408), the method may include processing the purchase request (block 410). For instance,
the method may include debiting an account (e.g., a credit card account) on file with the merchant service for an
amount of the purchase price for the order. The method may also include initiating the fulfillment of such items.
Such fulfillment may include packaging and shipping such items to the user. In various embodiments, processing
the purchase request may include utilizing information previously registered via the merchant service’s network-
based interface. For instance, a credit card registered via the network-based interface may be billed. In another

example, a previously used shipping address may be designated as the shipping address of the items purchased.

[0050] In various embodiments, block 410 may include notifying merchant service 510 such that the
merchant service may perform the requested task (e.g., processing the purchase of one or more items). For instance,
the method may include conveying information to the merchant service including but not limited to information
indicative of a customer’s name (or other customer or account identifier) and one or more items to be purchased. In
this case, merchant service 510 may complete the performance of the task requested by the original text message

(e.g., the text message described above with respect to block 400).

[0051] The method may also include registering the cell phone with an existing account provided by
merchant service 510 for subsequent account access. For instance, the method may include asking the sender
whether the cell phone should be registered for subsequent account access (block 412). In some embodiments, this
may occur via an automated voice system. For instance, receiving the user’s response (block 414) may include
receiving the user’s response through an automated voice system, such as the automated voice system used to
collect the user’s identification and authentication information in block 406 described above. In some cases,
receiving identification and authentication information as described with respect to block 406 and receiving the
user’s response (block 414) may occur during the same phone session (e.g., same phone call) with such an
automated phone system. The method may further include determining whether the cell phone should be registered
for access with an account provided by the merchant service based on the user’s response (block 416). If the cell

phone should be registered (positive output of block 416), the method may include registering the cell phone for
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subsequent access via any of the various methods described above (block 418). As described above, this may
include creating a record of the cell phone within a customer configuration file associated with an existing account.
Furthermore, registering the cell phone for subsequent access may in various embodiments include establishing a
PIN for subsequent account access. Accordingly, upon receiving subsequent text messages including purchase
requests (e.g., blocks 400-402) the method may include evaluating such PIN (provided by the user) and processing
the purchase request if the PIN is correct (blocks 424-432) using any of the various techniques for processing
purchase requests as described above. Note that if the PIN provided is incorrect, the method may include directing
the user to the web-based interface for further assistance (block 430). Also note that, as is the case with the
validation information described above with respect to Figure 2, use of a PIN may be quicker and more convenient
for the user. For instance, a four digit PIN may be easier to type (when compared to a longer alphanumeric

password, for example) on a cell phone that does not have a full QWERTY keyboard.
[0052] The block diagrams of Figures 6A-6D illustrate exemplary configurations of systems including a

communication interface service, according to some embodiments. In each of Figures 6A-6D, network 610 may be
a variety of networks include but not limited to Local Area Networks (LANs), Wide Area Networks (WANSs),
telecommunication networks (e.g., mobile voice and data networks), some other type of network, or some
combination thereof. In general, network 610 may be configured to support communication via any of the various

communication channels described herein.

[0053] As illustrated by Figure 6A, the communication interface service may in various embodiments be
configured as a component of an account provider service (e.g., account provider service 110), according to some
embodiments. For instance, in various embodiments account provider service 110 may be an application executing
on a host system, such as host system 620. In this example, communication interface service 100 may be an
application extension or another item configured to extend the functionality of account provider service 110. For
instance, communication interface service 100 may enable the account provider service to process requests for
account functions, such as the text messages described herein. Additionally, user 102 may communicate with
communication interface service 100 (and/or account provider service 110) via various communication devices,
such as communication device 130. Communication device 130 may include various devices including but not
limited to cellular or mobile telephones (or other devices configured to communicate via voice or text message
communications), devices configured to communication via email, conventional land-based telephones, and/or
devices configured to communicate via any of the various communication channels described herein. Additionally,

data store 650 may be a back-end database or other system configured to store account configuration files 120.

[0054] In other embodiments, such as the illustrated embodiment of Figure 6B, communication interface
service 100 may be implemented as an application separate from the account provider service yet residing on the
same host system 620. For instance, communication interface service may be an application configured to service
requests from account provider service 110. Note the other elements of Figure 6B may operate in a manner similar
to (or the same as) the respective, like-numbered elements of Figure 6A. In other embodiments, communication
interface service 100 may be configured to be executed on a computer system (e.g., host system 630) separate from
the computer system on which the account provider service 110 executes, such as illustrated by the biock diagram
of Figure 6C. For instance, in the illustrated embodiment, communication interface service 100 may be a web
service configured to service requests from account provider service 110. As illustrated by Figure 6D, account

provider service 110 may communicate with communication interface service 100 via network 640, which may in
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various embodiment be a network separate from network 610. For instance, in one embodiment, network 610 may
be a wireless communications network configured to transport text messages sent to and/or from communication

device 130. In contrast, network 640 may be a WAN, such as the Internet, in this example.

Disambiguating Identification and Authentication Information

[0055] As described above, the communication interface service and/or the account provider service
described herein may be configured to receive identification and authentication information from a user. For
instance, such identification and authentication information may be used to determine whether the user of a device
has an account established with an account provider service. As described above, this identification and
authentication information may in various embodiments be received via a variety of communication channels
including text messaging and voice communication channels. In some cases, such as when a user provides such
information via a voice communication channel, the user may need to utilize an input device with limited input
functionality. For instance, the user may need to enter identification and authentication information that includes
alphabetical characters. However, the input device may not include keys (or other input elements) for alphabetical
characters. For example, the user may need to enter identification and authentication information that includes
alphabetical characters via a numeric keypad, such as a numeric keypad typically found on cell phones and other
mobile devices. Accordingly, the communication interface service described herein may be configured to enable a
user to provide alphanumeric information via an input device that do does not include dedicated input elements

(e.g., keys, buttons, etc.) for alphabetical characters.

[0056] For example, in one embodiment, the identification and authentication information to be provided by
the user includes an email address (e.g., jsmith@abc.com) and an associated password (e.g., PASS1234). The
communication interface service described herein may enable the user to enter such information using only a
standard numeric keyboard found on many cell phones and other mobile devices. Note that the techniques
described herein may also apply to other types of input devices that do not include a full QWERTY input. In some
embodiments, the communication interface service may be configured to enable a user to submit their identification
and authentication information (e.g., username and password) using the standard letter-to-key mappings found on
many cell phones and other mobile devices. For instance, in one embodiment, the number 2 may map to 4BC, 3 to
DEF, 4 to GHI, 5 to JKL, 6 to MNO, 7 to PORS, 8 to TUV, and 9 to WXYZ. The asterisk (*) may be used for all
punctuation, and numbers may remain unmapped. Note that the techniques described herein are not limited to these
exemplary key mappings. Indeed, in other embodiments, other key mappings are possible and contemplated. In
this example, the user could enter his/her email address (e.g., jsmith@abc.com) by submitting the following:

576484%222%266. The user could enter his/her password (e.g., PASS1234) by submitting the following: 72771234.

[0057] In various embodiments, the account provider service may generate an index of user identification and
authentication information and corresponding mapped versions of such information. This index may be used to
determine whether the mapped identification and authentication information provided by a user is correct.
However, note that in some cases, the mapped identification and authentication information of one user may be the
same as the mapped identification and authentication information of another user even if the identification and
authentication information itself is not the same. For instance, the email address ksmith@abc.com would also map
to 576484*%222%266. Likewise, the password PASSI2DH would also map to 72771234. In many cases, the
combination of an email address (or other user identifier) and a password (or other security information) may be

unique. However, in cases where such combination is not unique, the communication interface service may be
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configured to ask the user for additional information to differentiate such user from other users having the same
mapped identification and authentication information. For instance, the communication interface service may ask
the user to enter a mother’s maiden name, social security number, credit card number, etc. until the user can be
uniquely identified. If for some reason the user cannot be uniquely identified, the communication interface service

may direct the user to the network-based interface of the account provider service for resolution of the issue.

Ilustrative System

[0058] Various embodiments of a system and method for receiving task requests from unregistered devices,
as described herein, may be executed on one or more computer systems, which may interact with various other
devices. One such computer system is computer system 700 illustrated by FIG. 7. Computer system 700 may be
capable of implementing a communication interface service and/or an account provider service, such as
communication interface service 100 and/or account provider service 110. In the illustrated embodiment, computer
system 700 includes one or more processors 710 coupled to a system memory 720 via an mput/output (I/O)
interface 730. Computer system 700 further includes a network interface 740 coupled to I/O interface 730, and one
or more input/output devices 750, such as cursor control device 760, keyboard 770, and display(s) 780. In some
embodiments, it is contemplated that embodiments may be implemented using a single instance of computer system
700, while in other embodiments multiple such systems, or multiple nodes making up computer system 700, may be
configured to host different portions or instances of embodiments. For example, in one embodiment some elements
may be implemented via one or more nodes of computer system 700 that are distinct from those nodes

implementing other elements.

[0059] In various embodiments, computer system 700 may be a uniprocessor system including one processor
710, or a multiprocessor system including several processors 710 (e.g., two, four, eight, or another suitable
number). Processors 710 may be any suitable processor capable of executing instructions. For example, in various
embodiments processors 710 may be general-purpose or embedded processors implementing any of a variety of
instruction set architectures (ISAs), such as the x86, PowerPC, SPARC, or MIPS ISAs, or any other suitable ISA.

In multiprocessor systems; each of processors 710 may commonly, but not necessarily, implement the same ISA:-

[0060] System memory 720 may be configured to store program instructions 722 and/or data 732 accessible
by processor 710. In various embodiments, system memory 720 may be implemented using any suitable memory
technology, such as static random access memory (SRAM), synchronous dynamic RAM (SDRAM),
nonvolatile/Flash-type memory, or any other type of memory. In the illustrated embodiment, program instructions
and data implementing a communication interface service and/or an account provider service, such as
communication interface service 100 and account provider service 110 described above, are shown stored within
system memory 720. In other embodiments, program instructions and/or data may be received, sent or stored upon
different types of computer-accessible media or on similar media separate from system memory 720 or computer
system 700. Generally speaking, a computer-accessible medium may include storage media or memory media such
as magnetic or optical media, e.g., disk or CD/DVD-ROM coupled to computer system 700 via I/O interface 730.
Program instructions and data stored via a computer-accessible medium may be transmitted by transmission media
or signals such as electrical, electromagnetic, or digital signals, which may be conveyed via a communication

medium such as a network and/or a wireless link, such as may be implemented via network interface 740.

[0061] In one embodiment, I/O interface 730 may be configured to coordinate I/O traffic between processor

710, system memory 720, and any peripheral devices in the device, including network interface 740 or other
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peripheral interfaces, such as input/output devices 750. In some embodiments, I/O interface 730 may perform any
necessary protocol, timing or other data transformations to convert data signals from one component (e.g., system
memory 720) into a format suitable for use by another component (e.g., processor 710). In some embodiments, I/O
interface 730 may include support for devices attached through various types of peripheral buses, such as a variant
of the Peripheral Component Interconnect (PCI) bus standard or the Universal Serial Bus (USB) standard, for
example. In some embodiments, the function of I/O interface 730 may be split into two or more separate
components, such as a north bridge and a south bridge, for example. Also, in some embodiments some or all of the
functionality of I/O interface 730, such as an interface to system memory 720, may be incorporated directly into

processor 710.

[0062] Network interface 740 may be configured to allow data to be exchanged between computer system
700 and other devices attached to a network, such as other systems (e.g., communication device 130), or between
nodes of computer system 700. In various embodiments, network interface 740 may support communication via
wired or wireless general data networks, such as any suitable type of Ethernet network, for example; via
telecommunications/telephony networks such as analog voice networks or digital fiber communications networks;

via storage area networks such as Fibre Channel SANS, or via any other suitable type of network and/or protocol.

[0063] Input/output devices 750 may, in some embodiments, include one or more display terminals,
keyboards, keypads, touchpads, scanning devices, voice or optical recognition devices, or any other devices suitable
for entering or accessing data by one or more computer systems 700. Multiple input/output devices 750 may be
present in computer system 700 or may be distributed on various nodes of computer system 700. In some
embodiments, similar input/output devices may be separate from computer system 700 and may interact with one or

more nodes of computer system 700 through a wired or wireless connection, such as over network interface 740.

[0064] As shown in FIG. 7, memory 720 may include program instructions 722 configured to implement
communication interface service 100 and/or account provider service 110. In one embodiment, accessibility
component 100 and/or account provider service 110 may implement the methods described above, such as the
methods illustrated by Figure 2 and Figure 4. In other embodiments, different elements and data may be included.

[0065] Those skilled in the art will appreciate that computer system 700 is merely illustrative and is not
intended to limit the scope of embodiments. In particular, the computer system and devices may include any
combination of hardware or software that can perform the indicated functions, including computers, network
devices, Internet appliances, PDAs, wireless phones, pagers, etc. Computer system 700 may also be connected to
other devices that are not illustrated, or instead may operate as a stand-alone system. In addition, the functionality
provided by the illustrated components may in some embodiments be combined in fewer components or distributed
in additional components. Similarly, in some embodiments, the functionality of some of the illustrated components

may not be provided and/or other additional functionality may be available.

[0066] Those skilled in the art will also appreciate that, while various items are illustrated as being stored in
memory or on storage while being used, these items or portions of them may be transferred between memory and
other storage devices for purposes of memory management and data integrity. Alternatively, in other embodiments
some or all of the software components may execute in memory on another device and communicate with the
illustrated computer system via inter-computer communication. Some or all of the system components or data
structures may also be stored (e.g., as instructions or structured data) on a computer-accessible medium or a

portable article to be read by an appropriate drive, various examples of which are described above. In some
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embodiments, instructions stored on a computer-accessible medium separate from computer system 700 may be
transmitted to computer system 700 via transmission media or signals such as electrical, electromagnetic, or digital
signals, conveyed via a communication medium such as a network and/or a wireless link. Various embodiments
may further include receiving, sending or storing instructions and/or data implemented in accordance with the
foregoing description upon a computer-accessible medium. Accordingly, various embodiments may be practiced

with other computer system configurations.

[0067] Various embodiments may further include receiving, sending or storing instructions and/or data
implemented in accordance with the foregoing description wupon a computer-accessible medium. Generally
speaking, a computer-accessible medium may include storage media or memory media such as magnetic or optical
media, e.g., disk or DVD/CD-ROM, volatile or non-volatile media such as RAM (e.g. SDRAM, DDR, RDRAM,
SRAM, etc.), ROM, etc., as well as transmission media or signals such as electrical, electromagnetic, or digital

signals, conveyed via a communication medium such as network and/or a wireless link.

[0068] The methods described herein may be implemented in software, hardware, or a combination thereof,
in different embodiments. In addition, the order of the actions of the methods may be changed, and various
elements may be added, reordered, combined, omitted, modified, etc. Various modifications and changes may be

made as would be obvious to a person skilled in the art having the benefit of this disclosure.

[0069] These various embodiments described herein are meant to be illustrative and not limiting. Many
variations, modifications, additions, and improvements are possible. Accordingly, plural instances may be provided
for components described herein as a single instance. Boundaries between various components, operations and data
stores are somewhat arbitrary, and particular operations are illustrated in the context of specific illustrative
configurations. Other allocations of functionality are envisioned and may fall within the scope of claims that
follow. Finally, structures and functionality presented as discrete components in the exemplary configurations may
be implemented as a combined structure or component. These and other variations, modifications, additions, and

improvements may fall within the scope of embodiments as defined in the claims that follow.
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WHAT IS CLAIMED IS:

1. A system, comprising:
a memory;
one or more processors coupled to said memory; wherein said memory comprises program instructions
executable by the processor to implement a communication interface service configured to:
receive a message from a communication device, the message indicating a request to perform a
task;
determine that said communication device is not registered with an existing account that provides
information for performing said task;
obtain from the communication device via a communication channel, identification and
authentication information for an existing account; wherein said existing account is
accessible through a network-based interface; wherein said communication channel does
not include said network-based interface; and
use the identification and authentication information for performance of the task using the

existing account.

2. The system of claim 1, wherein the communication interface service is configured to:
receive an indication that the device is to be registered with the existing account; and

in response to said indication, initiate the registration of the device with the existing account.

3. The system of claim 1, wherein said obtained identification and authentication information
comprises identification and authentication information for accessing said existing account via the network-based

interface.

4, The system of claim 3, wherein said identification and authentication information for accessing

said existing account via the network-based interface comprises a username and a password.

3. The system of claim 4, wherein said username comprises one or more of: an email address, a

user-selected alias, or an alias assigned by the communication interface service.

6. The system of claim 1, wherein said communication channel is a voice communication channel or

a text messaging communication channel.

7. The system of claim 1, wherein said request to perform a task indicates a request to purchase an
item, wherein to use the identification and authentication information for performance of the task the
communication interface service is configured to provide an account provider of said existing account an indication

of the request to purchase an item.

8. The system of claim 1, wherein said request to perform a task indicates a request to transfer funds
to an entity, wherein to use the identification and authentication information for performance of the task the
communication interface service is configured to provide an account provider of said existing account an indication

of the request to transfer funds to the entity.
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9. The system of claim 1, wherein said message is a text message.

10. The system of claim 9, wherein said text message adheres to the Short Message Service (SMS)
protocol.

11. The system of claim 1, wherein said message is an electronic mail message.

12. The system of claim 1, wherein to determine that said communication device is not registered the

communication interface service is configured to access mapping information and determine that said mapping

information does not contain a record of the communication device.

13. The system of claim 1, wherein to determine that said communication device is not registered the
communication interface service is configured to access a plurality of account configuration files and determine that

said account configuration files do not contain a record of the communication device.

14. The system of claim 13, wherein the communication interface service is configured to determine
an identifier of the communication device through caller ID, wherein to determine that said plurality of account
configuration files do not contain a record of the communication device the communication interface service is

configured to determine that said plurality of account configuration files do not contain said identifier.

15. The system of claim 1, wherein to use the identification and authentication information for
performance of the task the communication interface service is configured to access information previously
registered via the network-based interface and use the accessed information for performance of the task, wherein
said information previously registered via the network-based interface comprises one or more of: customer contact

information, billing information, and shipping preferences.

16. The system of clalm 1, wherein sald commumcatlon device 1s one or more of: a moblle dev1ce

conﬁgured to communicate via text messaging, a mob1le dev1ce conﬁgured to communicate via a voice

communication channel, and a cellular telephone.

17. A computer-implemented method, comprising:

receiving a message from a communication device, the message indicating a request to perform a task;

determining that said communication device is mot registered with an existing account that provides
information for performing said task;

obtaining from the communication device via a communication channel, identification and authentication
information for an existing account; wherein said existing account is accessible through a
network-based interface; wherein said communication channel does not include said network-
based interface;

using the identification and authentication information for performance of the task using the existing
account; and

initiating registration of the device with the existing account.
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18. The method of claim 17, wherein said request to perform a task indicates a request to purchase an
item, wherein using the identification and authentication information for performance of the task comprises

providing an account provider of said existing account an indication of the request to purchase an item.

19. The method of claim 17, wherein said request to perform a task indicates a request to transfer
funds to an entity, wherein to using the identification and authentication information for performance of the task
comprises providing an account provider of said existing account an indication of the request to transfer funds to the

entity.

20. The method of claim 17, wherein determining that said communication device is not registered
comprises accessing mapping information and determining that said mapping information does not contain a record

of the communication device.

21. The method of claim 17, wherein determining that said communication device is not registered
comprises accessing a plurality of account configuration files and determining that said account configuration files

do not contain a record of the communication device.

22. The method of claim 21, further comprising determining an identifier of the communication
device through caller ID, wherein determining that said plurality of account configuration files do not contain a
record of the communication device comprises determining that said plurality of account configuration files do not

contain said identifier.

23. The method of claim 17, wherein using the identification and authentication information for
performance of the task comprises accessing information previously registered via the network-based interface and
using the accessed information for performance of the task, wherein said information previously registered via the
network-based interface comprises one or more of: customer contact information, billing information, and shipping

preferences.

24, A computer-readable storage medium storing program instructions computer-executable to

implement a method as recited in any of claims 17-23.
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Figure 2
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Figure 4
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