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B71e AH Al AFE 7)EE EARNEY BHA, B dyo] AAldE 3GPP M A AF5E ALE

= do] glo] AlEde] AAES FAsE WAS AdE. AolEde] AAS Eylstr] 9% ﬁlz% S

] = 1 W ZEA eFa, PCRFZHE A]ZET. Lejv, o]#gk PCR

AR e FELS BFZH EAS =93tk P(RE7E A8 BaNE o7 oj=gxd 5 91—;7}?
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it £9AE ol F4 AN FHFODH o AU

o] Ao GAg Arel oA, 71EA EAe By A As Aledt

TS 23.402% S2c2 AbE3te]l H]-3GPP MA o] UES olBR A A#AA7|=AS FATTE. H]-3GPP N A|~7} BBF %
ol AU e 743t = 12 o33 TS BoFEt. WA, RGE 71EE AlolEYE Yehha, ue}
A 7oA AT RGWeF 553kt

WA 3PP MM %ol Qe AU s nysted, ols & 20 EAEO gtk o3 AjvtE]ellA, BGW
(37194 BNGEZ H-5)& PCRFE 3l AolEde]l AlAS s 4= §luh. v dAEe] = 20] HA|E:

@ o4 1: 27 <23=(Local authentication). UExE= 27 [P F42E F53tl. 3GPP E A%
(credentials)e] QIth. oA WE 0SE 71AE A= (laptop) ¥ L3 A=},
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@® A 2: DMIPv6(Dual-Stack MIPv6) Elde] Ald. 3GPP A&A} Q5SS ¥g3t). dA 2 o5,
g HA w8 EdF(best-effort traffic)S A 4= Ut}k. QSE AA37] Yl B2 WA S Hesd)
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@ A 3: AEY TrREF HEA A2~ (Internet Protocol Connectivity Access Network:IP-
CAN) Al Ald. &7 2014 $7418F 3GPP UE ASAE 78k, o] AlMe 542 U5 Aol A PCREAIA |71 d]
oJE Alo] =)ol (Packet Data Network Gateway:PDN-GW)E sjZ o] v}z o] 7b53A dh= Zlolt).
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AlEol L 3o Also] gl

@ A 1: UEE= 3GPP A~ =S #3lt). 3GPP UE A)FAEo] E3HTE, o] AlYgLe v]-3GPP HA|~
A Ao o] AZ . 3GPP MAA ¢1FS TS 23.4029] S2¢coll thafjAE AeEA o)),
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WA 4: BNG7} AlolEg]e] AL AETE. whA 164 §218F 3GPP UE A1AAS 7|Hro
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& et (spoof) & 4= STk, wiRHAQl Sl A M-S RGN AMAH R A3 tholobvlg] Add s ddshs A
T T AMAIBE BNGE AlcLEste] AlelEflo]l AR S A 5 9l

%49 AFEAA, 802.1X7} Q1% TREFEA ALEHT. F-AROE o=, WiFiAP(S 802.1X ¢157])7F &4
3l AddE et dvks e ofnldth: AN TP F4E ok Aol dasta H3k of Ao #ojrolx/

tlololdE I Y'Y (Radius/Diameter shared secret)S 7Fd Z a7} A}, o], T WiFi APE &4}
Afrata #FEitd Adrbseitt. 2y, diFEe Aol dejA, WiFi APe AMEAF AfSkal HEdE ARS
27% geElety. A, o] slAaA-e wiA TAlE oF7] s},

O 0% T2EF 3 HE 54 3A2E A4 X2 EF(Dynamic Host Configuration Protocol:DHCP) <15o]t}.
ady, o] ZREFS 1A IAAS Fd) RGeS 95 8 FE 7|29, UBEX DHCP 953 AM8E ¢
UEF, o dybxog w7 98 Z2EF gk Julo]E7F Hasirt. [Pv6 AU e, P F4AE FHE
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3 AEaes o] %%H, ROIE BA® Fask drh ey Rl 9o, ROE Mledolth. o), 2
W o] Aaldlel BE A eols PANAS] 84S Al
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el of &3 UE, WiFi AP 2/ RGWe 3 | SA Ak, webA, 2 2l
]

@ A 0: ofgelA &3,

@ 97 1: 24 Q% IEx 22 IP 45 FHAS53Y. 36PP UE Adgo] FRteA ket g o
3 29] ©A 19} 2.

2: DSMIPv6(Dual-Stack MIPv6) El@e]l M. 3GPP AF&-A} ¢1%S X393}, @A 2 o] T,

Argas HA =8 EfY(best-effort traffic)S 3 4= Ao}, QSE AAst7] 93 e dAES] s}
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thgel Aol A, o Aul ol PeRFe] AEEETle] B ooy g, R wwe] tad AAAES 7]
&% ge & e

L 5ol A @A 00 mAEof Qltt.
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lﬁ:% 78218k}, BPCFE 0130 UE/NAT IP 45 AH|A8HE BNGE 28 = JA=F A",
EPC Z=w|Ql& T2 PCRFES X &= AS FYsloF st} o] Afof, TS 29.213¢] 4% 23} 2L tho]
obvlE 299 of ]dE(Dlameter Routing Agent :DRA)E AFE3It}. ol = 6o ZA|H o] QA &t} & 62 &
| BBF & A}o] DRAVHS H o]t}
AolEQ o] M-S AF3st7] §38Fe], PCRF= UE/NAT =45 7]¥te g g & DNS fHAo & A)zketth, DNS&= o
D2 ZAIsHAl €}, o]= BBF X9l Ul DRAE o =d2317] {8l H38 A -5 APl Al AR&H T},
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wo] 2= oln] @5de] BRF =wQl Ul FEAI5ta ITHA-RACFY] AH-2A). 227 9 dlo|eiwo]~E A3}
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3GPP Fo]W o ZXHE] H]-3GPP AA|Ado T A
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of @AE ol ddAdS offelld A

T 109 Z# AW(PCRF) & = 139 %741—‘;—(51 S2a, S3 % SH)E& FYJEF 7Y
P4)S Zeath = 119 A MPCHE = 139 dAIE(S5a, S6a 2 S7a)S ﬂZ%
E(P5a, P6a ¥ P7a)S E3et;. & 129 Alo]Eglo] ==(BNG)+ & 139 @A E(
T =S FAHE FE(P5h, P6b E P7h)ES Egsith. RE(PDS i?q IP F4&
MY AAFHolth, FE(P3)E AH Ao] A A 2 %‘rfﬂ"”o}ﬂr T (P4)
W (Poa)2 A4 Aol AA FHfFHlolrt. Fi(P6a)> HA A %ﬂﬂr (P7a)° A FAFH (s
A R EF)olth. FEPsh)E AR Aol A Yo
b)= A v fY o). s g
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43
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Fxate o
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80
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::,rﬁ

fo > mlo ‘{E

P 4 ARE o]t th49] H]-3GPP AA|=Eo %ﬂfc] =24 IP F
Aeletth, ©Al(S22)9] tite 2 A, ©AI(S2b)+= (3GPP DRASF #2) 3GPP =
T St %M Qo s FxsH, wA(S2a/b)ES }74](4)01] ek,
o] GAI(40)¢}, 12]al & 89 ©@AI(35)el tggrh. TAI(S2a) & HEE &=
A36)0l 23, ©A(S2h) = w3 & 79 @A(43)0l th3FH}.
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o] Aol oA, FF IP T4 AKX DNS dlojgue]2 Yo = 3GPP Zoj™ o] X5+ & H]O]Eiﬂﬂol
zo] A% & doA, @A(S2a/b) = HES A AFEEHE H]-36PP AA=E A3ty A =4 [P F

2 7wro 2 dglolgo] A WA A ZFZH(lookup operation)S F&q3E WA, BE 24 [P F4AE ]‘%‘l&
2 % ol AN 45 & ==V I8 F UEF 517 3 e ==dd 2Z IP F4AE ATse 9

6= Fste] AL Tleshksd, @A(S2a)= @AI39)9] 9 DNS
Aotk DNS dlolEo]~n = thE dHolHuo]AE AEshs S4& &= 73 8% FEste] A2 B ABYUA
=M 71ed.

A2 (= 7)o, B2 dolgMo]~= 3GPP DRACIZL, &= 79 ©HAI(43)9lA HES 98] AFEE+= H|-3GPP
MM ~-S 3GPP DRAZF A8 & UEF 317 93 &= 79 @A(42)elA] 3GPP DRAC] =7 TP F4&

(PCRF) 7} Al&gtth. A3AAIA (% 8)ellA], the dolguo]2s A2 A (PCF)ol s FA=iL, A2 A
(PCRO) & = 89 @AI(36) A H&ES 98] AFEEE H-3GPP AM2wS AAI, e dolguolas T3
A AW (PCRF) ZH-H 9744 =t & 4 i, A AW(PCRF) = 94 ==25E ARE A,

SA(S3) el tHE HeHARA, FE(Psa B Pob)ES A&k WAI(S5a R S5h)EONA, HI-3GPP oA Awte
B3 A8l (PCF) 2t Aol Ede] iE(BNG)E% A Ao Aol Feld =S e (A Zﬂ°1 Al €
Y @A) #As] AT|olA Tied A o] 3PP ool o AAHATH). kA QokF-E Fxs)
, @A(S5a/b) e o oulel A @A)l W, @AI(Sha)= EF = 69 A8 H 43)54, = 79
SAI(40 2 48)5F, LEla = 89 ©A(35 H 46)E, T Aok °olE 574]% < AA AB(PCF)ell B ¥

2 48)3, a8 = 89 A

BEEd &t} GA(SShE 3 = 69 ©A(38 H 43)7, = 79 A (40 2
5 % 46), T HoJE olE WAL FoA AolEde] ==(BNG)d #AHHE FEEd )3},
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A (Sl A, A= B (PCRF) Y] F-E-(P4)E ©HA(S3, S5a @ S5h)E9 AxaA g AH Ao] S A}
§3te] B-3GPP HA| =Tl S Azttt A, S ol wabo] v]-3GPP QM=o A wjxE 9)d
Zolar, o]#] gk AbEE QoFRolA V]&Eo] Qi Hg 11 o] AMeAE AFEt. 9A(M)E = 69 o
ANz, = 79 @A1(52)9, 28la & 89 @A(50)0l &I TH A2 QoS 9] AlFel BHHAT).

HA(S6a 2 SEb)el A, A FHE(P6a & PEb)ES AHEste], A Ao NS F8 42 AW (PCF)<t Ao
Edo] :==(BNG)Ol o) F=AlETh, @A(S6a)= = 69 ©HAI(48)9h, = 79 ©A(53)9, ¥ T 82 A
(GDe t&stt). GA(Seh) = = 69 9A(51/52)9, & 79 SA(56/57), a8 & 89 wWA(54/55)e T
53t

GA(S7a)oll A, AR Au](PCF)e] FE(P7a)2, AlolEdo] ==(BNG)o| AAS Aoz THwE HEy)
#Ads] Ao wjxE 3 wldEHo, @A(STa)E DA(Seb) 2 Jgsoh. SA(STAE = 69 dAIGDHS}, =

o] @A(56)¢F, ela = 89 wA(54)e th$3ho).
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hscale=auto, compress=yes, numbering=yes;

defcolor light green="205,255,215";
defcolor light red="250,185,175";

defstyle nodebox [fill.color=lgray, fill.gradient=up,

vline.color=lgray];

UE [nodebox, label="\bUE"],

RGW [nodebox, label="\bRGW\n\sWLAN AP\nNAT\n802.1X
authenticator\nDHCP server"],

AN [nodebox, label="\bAN"],

BNG [nodebox, label="\bBNG\n\-PEP\nDiameter relay"],
NASS [nodebox, label="\bLNASS\n\-AAA server for BBF"],
PCF [nodebox, label="\bPCF\n\-PDP"],

PCRF [nodebox, label="\bPCRF"],

PDN [nodebox, label="\bPDN-GW\n\-PCEF"],

AAA [nodebox, label="\bAAA server"];
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[0110]

RGW--BNG: Establish fixed ISP session;

..:\c(125,125,125) Local attach and access authentication

[fill.color=1ight green, fill.gradient=down] {

UE<->RGW: Setup 802.11 association;
UE--RGW: 802.1X controlled port blocked;

RGW->UE: EAP-REQ/Ident;
UE->RGW: EAP-RSP/Ident;

RGW->BNG->AAA: Diameter (EAP-RSP/Ident)\n\-UE Identifier

(NAT) ;

AAA->BNG->RGW: Diameter (EAP-REQ/AKA'-Chall);

RGW->UE: EAP-REQ/AKA'-Chall;
UE->RGW: EAP-RSP/AKA'-Chall;

RGW->BNG->AAA: Diameter (EAP-RSP/AKA'-Chall);
AAA->BNG->RGW: Diameter (EAP-REQ/AKA'-Notif);

RGW->UE: EAP-REQ/AKA'-Notif;
UE->RGW: EAP-RSP/AKA'-Notif;

RGW->BNG->AAA: Diameter (EAP-RSP/AKA'-Notif);

AAA->BNG: Diameter (EAP-Success);

BNG--BNG: Trigger to start\nGateway Control Session;

BNG->RGW: Diameter (EAP-Success);
RGW->UE: EAP-Success;

RGW<->UE: EAPOL-Key (4-way handshake);
UE--RGW: 802.1X controlled port unblocked;
)i

UE->RGW: DHCP Discover;

RGW--RGW: Allocate local IP\naddress for UE;
UE<-RGW: DHCP Offer;

UE->RGW: DHCP Request;

UE<-RGW: DHCP Ack;

UE--UE: Local IPv4@ (CoA)\nreceived;
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..:\c(125,125,125) Establish Gateway Control Session\n (3GPP TS
23.402, 23.203, 29.213, ETSI TS 183 060) [fill.color=light red,
fill.gradient=down] {

BNG->PCF:\c(red) (Radius CoA) Access-Request\n\-

Attributes: RGW Identifier (IPQ),\nUE Identifier (NAI);

PCF--PCF: Decide to forward\nbased on\nroaming agreement;

PCF->PCRF: (3GPP S9) Diameter CCR\n\-AVPs: Type=initial,
UE identifier (NAI), IP-CAN type;

PCRF--PCRF: Policy decision\ngenerate PCC rules;

PCRF->PCF: (3GPP S9) Diameter CCA\n\-AVPs: QoS rules,
event triggers;

PCF--PCF: Accept rules\naccording to\nroaming agreement;

PCE>>PCRF: (3GPP S9) Diameter CCR\n\-AVPs: Rules nACK;

PCRE>>PCF: (3GPP S9) Diameter CCA\n\-AVPs: Modified QoS

rules, event triggers;

PCF->BNG:\c (red) (Radius CoA) Access-Accept\n\-Attributes:
UE identifier (NAI), type=initial, \nQoS rules, event triggers;
BNG--BNG: Deploy QoS rules\nand event triggers;
}i

..:\c(125,125,125) Establish UE-HA SA and do EPC user
authentication) [fill.color=light green, fill.gradient=down] {
UE<->PDN: IKE SA INIT;
UE->PDN: IKE AUTH Request\n\-UE Identifier, APN;
PDN->AAA: Diameter (EAP-RSP/Ident)\n\-UE Identifier, APN;
AAA->PDN: Diameter (EAP-REQ/AKA-Chall);
PDN->UE: IKE AUTH Response;
UE->PDN: IKE AUTH Request;
PDN->AAA: Diameter (EAP-RSP/AKA-Chall);
AAA->PDN: Diameter (EAP-Success);
PDN->UE: IKE AUTH Response;
UE->PDN: IKE AUTH Request;

PDN->UE: IKE AUTH Response\n\-HoA;
[0111] -
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UE--UE: IPv4 home@ (HoA)\nreceived;
}i

UE->PDN: DSMIPvé6 Binding update;

..:\c(125,125,125) Establish IP-CAN Session\n (3GPP TS 23.402,
23.203, 29.213) [fill.color=light red, fill.gradient=down] {
PDN->PCRF: Diameter CCR\n\-AVPs: UE Identifier (NAI), APN,
IP-CAN type, IP address;
PCRF--PCRF: Policy decision;
PCRF->PDN: Diameter CCA\n\-AVPs: Rules, triggers;
PDN--PDN: Deploy PCC rules\nand event triggers;
}i
UE<-PDN: DSMIPv6 Binding ack;

..:\c(125,125,125) Gateway Control and QoS Rules Provision
Session\n (3GPP TS 23.402, 23.203, 29.213, ETSI TS 183 060)
[fill.colorzliqht_red, fill.gradient=down] {
PCRF->PCF: (3GPP S9) Diameter RAR\n\-AVPs: Rules,
triggers;
PCF--PCF: Accept rules\naccording to\nroaming agreement;
PCF->BNG:\c(red) (Radius CoA) CoA-Request\n\-Attributes:
UE identifier, type=update, \nQoS rules, event triggers;
BNG--BNG: Deploy QoS rules\nand event triggers;
BNG->PCF:\c (red) (Radius CoAZA) CoA-Ack;
PCF->PCRF: Diameter RAA\n\-AVPs: ack;
}i

{UE<=>RGW-BNG-PDN: User Data (CMIP tunnel) [color=blue];}

{PDN<->: User Data [color=blue]l;}:;

User data {

UE->RGW: User data packet\n\-Outer IP: CoA->HA\nOuter UDP:

4500->4500\nInner IP: HoA->peer;
[0112]

RGW->BNG: User data packet\n\-Outer IP: RGW->HA\nOuter
UDP: pl->4500\nInner IP: HoA->peer;

BNG--BNG: Apply policy rules;

BNG->PDN: User data packet\n\-Outer IP: RGW->HA\nOuter
UDP: pl->4500\nInner IP: HoA->peer;

PDN->: User data packet\n\-IP: HoA->peer;
bi

[0113]
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hscale=auto, compress=yes, numbering=yes;

defcolor light green="205,255,215";
defcolor light red="250,185,175";
defcolor light yellow="255,255,160";
defcolor light blue="171,219,255";

defstyle nodebox [fill.color=lgray, fill.gradient=up,

vline.color=lgray];

UE [nodebox, label="\bUE"],

RGW [nodebox, label="\bRGW\n\sWLAN AP\nNAT\n802.1X
authenticator\nDHCP server", fill.color=light blue],

AN [nodebox, label="\baAN", fill.color=1light blue],

BNG [nodebox, label="\bBNG\n\-PEP\nDiameter relay",
fill.color=1light blue],

NASS [nodebox, label="\bNASS\n\-AAA server for BBF",
fill.color=1light blue],

dbs_own ranges [nodebox, label="\bdatabase\nown IP ranges",
line.type=dashed, vline.type=dashed, fill.color=light blue],
PCF [nodebox, label="\bPCF\n\-PDP", fill.color=light blue],

[0115] VDRA [nodebox, label="\bDRA", fill.color=light blue],
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PCRF [nodebox, label="\bPCRF"],
PDN [nodebox, label="\bPDN-GW\n\-PCEF"],

AAA [nodebox, label="\bAAA server"];

..:\c(125,125,125) Configuration of own IP address ranges (semi-
static, manual) [fill.color=1light yellow, fill.gradient=down]{
dbs_own ranges>>dbs own_ranges: \c(red)add range;
dbs_own ranges--dbs own ranges: "\c (red) Store in DNS

server\n\-IPx..IPy -> NW id";

dbs_own_ranges>>VDRA: \c(red)IPx..IPy -> PCF@;
VDRA--VDRA: \c(red)update realm\nrouting table;
dbs own ranges>>PCF: \c(red)IPx..IPy -> BNG@;
PCF--PCF: \c(red)Store mapping\nRGWE@->BNGQ;

bi

..:\c(125,125,125) Local attach and access authentication

[fill.color=1light green, fill.gradient=down] {

UE<->RGW: Setup 802.11 association;
UE<<>>RGW: EAP;
i

UE->RGW: DHCP Discover;

RGW--RGW: Allocate local IP\naddress for UE;
UE<-RGW: DHCP Offer;

UE->RGW: DHCP Request;

UE<-RGW: DHCP Ack;

UE--UE: Local IPv4@ (CoA)\nreceived;

..:\c(125,125,125) Establish UE-HA SA and do EPC user
authentication) [fill.color=1light green, fill.gradient=down] {
UE<->PDN: IKE SA INIT;
UE->PDN: IKE AUTH Request\n\-UE Identifier, APN;
PDN->AAA: Diameter (EAP-RSP/Ident)\n\-UE Identifier, APN;
AAA->PDN: Diameter (EAP-REQ/AKA-Chall);
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PDN->UE: IKE AUTH Response;
UE->PDN: IKE AUTH Request;
PDN->AAA: Diameter (EAP-RSP/AKA-Chall);
AAA->PDN: Diameter (EAP-Success);
PDN->UE: IKE AUTH Response;
UE->PDN: IKE AUTH Request;
PDN->UE: IKE AUTH Response\n\-HOA;
PDN--PDN: Store mapping\nUE Identifier->RGWQ;
UE--UE: IPv4 homeQ@ (HoA)\nreceived;
bi

UE->PDN: DSMIPv6 Binding update;

..:\c(125,125,125) Establish IP-CAN Session\n (3GPP TS 23.402,
23.203, 29.213) [fill.color=light red, fill.gradient=down] {
PDN->PCRF: Diameter CCR\n\-AVPs: UE Identifier (NAI), APN,
IP-CAN type,\n UE IPQ (HoA), \c(red)RGWQ;
PCRF--PCRF: Policy decision;
PCRF->PDN: Diameter CCA\n\-AVPs: Rules, triggers;
PDN--PDN: Deploy PCC rules\nand event triggers;
bi
UE<-PDN: DSMIPv6 Binding ack;

..:\c(125,125,125) Initiate gateway session
[fill.color=light yellow, fill.gradient=down] {

PCRF--PCRF: \c(red)Reverse DNS lookup:\nFind NW id using
RGW@;

PCRF->VDRA: \c(red) Diameter CCR\n\-AVPs: RGWQ@, UE
Identifier (NAI);

VDRA->PCF: \c(red) Diameter CCR\n\-AVPs: RGWE@, UE
Identifier (NAI);

PCF->PCRF: \c(red) Diameter CCA;
bi
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..:\c(125,125,125) Establish Gateway Control Session\n (3GPP TS
23.402, 23.203, 29.213, ETSI TS 183 060) [fill.color=light red,
fill.gradient=down] {
PCF--PCF: Decision\nbased on\nroaming agreement;
PCF->PCRF: (3GPP S9) Diameter CCR\n\-AVPs: Type=initial,
UE identifier (NAI), IP-CAN type;
PCRF--PCRF: Policy decision\ngenerate PCC rules;
PCRF->PCF: (3GPP S9) Diameter CCA\n\-AVPs: QoS rules,
event triggers;
PCF--PCF: Accept rules\naccording to\nroaming agreement;
PCEF>>PCRF: (3GPP S9) Diameter CCR\n\-AVPs: Rules nACK;
PCRE>>PCF: (3GPP S9) Diameter CCA\n\-AVPs: Modified QoS

rules, event triggers;

PCF->BNG:\c(red) (Radius CoA) CoA-Request\n\-Attributes:
UE Identifier (NAI), type=initial,\nQoS rules, event triggers;
BNG--BNG: Deploy QoS rules\nand event triggers;
BNG->PCF:\c (red) (Radius CoA) CoA-Ack;
}i

{UE<=>RGW-BNG-PDN: User Data (CMIP tunnel) [color=blue];}
{PDN<->: User Data [color=bluel;};

User data {

UE->RGW: User data packet\n\-Outer IP: CoA->HA\nOuter UDP:
4500->4500\nInner IP: HoA->peer;

RGW->BNG: User data packet\n\-Outer IP: RGW->HA\nOuter
UDP: pl->4500\nInner IP: HoA->peer;

BNG--BNG: Apply policy rules;

BNG->PDN: User data packet\n\-Outer IP: RGW->HA\nOuter
UDP: pl->4500\nInner IP: HoA->peer;

PDN->: User data packet\n\-IP: HoA->peer;
bi

[0118]
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hscale=auto, compress=yes, numbering=yes;

defcolor light green="205,255,215";
defcolor light red="250,185,175";
defcolor light yellow="255,255,160";
defcolor light blue="171,219,255";

defstyle entity [fill.color=lgray, fill.gradient=up,

vline.color=lgrayl];

UE [label="\bUE"],

RGW [label="\bRGW\n\sWLAN AP\nNAT\n802.1X authenticator\nDHCP
server", fill.color=light blue],

AN [label="\bAN", fill.color=light blue],

BNG [label="\bBNG\n\-PEP\nDiameter relay",

fill.color=1light blue],

NASS [label="\bNASS\n\-AAA server for BBF",

fill.color=1light blue],

dbs_own ranges [entity, label="\bdatabase\nown IP ranges",
line.type=dashed, vline.type=dashed, fill.color=light blue],
PCF [label="\bPCF\n\-PDP", fill.color=light blue],

VDRA [label="\bBBF DRA", fill.color=1light blue],

HDRA [label="\b3GPP DRA"],

PCRF [label="\bLPCRF"],

PDN [label="\bPDN-GW\n\-PCEF"],

AAA [label="\bAAA server"];

..:\c(125,125,125) Configuration of own IP address
ranges\n (semi-static, manual) [fill.color=light yellow,
fill.gradient=down] {

nudge;

[0120] dbs_own ranges>>dbs own ranges: \c(red)add range;
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dbs_own_ranges>>VDRA: \c(red)IPx..IPy -> NW id;
VDRA>>HDRA : \C(red)IPx..IPy -> NW id;

HDRA--HDRA: \c(red)update realm\nrouting table;

dbs_own_ranges>>VDRA: \c(red)IPx..IPy -> PCF@;

VDRA--VDRA: \c(red)update realm\nrouting table;

dbs_own_ ranges>>PCF: \c(red)IPx..IPy -> BNG@;
PCF--PCF: \c(red)Store mapping\nRGWR->BNGE;
}i

..:\c(125,125,125) Local attach and access authentication

[fill.color=1light green, fill.gradient=down] {

UE<->RGW: Setup 802.11 association;
UE<<>>RGW: EAP;
}i

UE->RGW: DHCP Discover;

RGW--RGW: Allocate local IP\naddress for UE;
UE<-RGW: DHCP Offer;

UE->RGW: DHCP Request;

UE<-RGW: DHCP Ack;

UE--UE: Local IPv4@ (CoA)\nreceived;

..:\c(125,125,125) Establish UE-HA SA and do EPC user
authentication) [fill.color=light green, fill.gradient=down] {
UE<->PDN: IKE SA INIT;
UE->PDN: IKE AUTH Request\n\-UE Identifier, APN;
PDN->ARA: Diameter (EAP-RSP/Ident)\n\-UE Identifier, APN;
AAA->PDN: Diameter (EAP-REQ/AKA-Chall);
PDN->UE: IKE AUTH Response;
UE->PDN: IKE AUTH Request;
PDN->ARA: Diameter (EAP-RSP/AKA-Chall);
AAA->PDN: Diameter (EAP-Success);
PDN->UE: IKE AUTH Response;
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UE->PDN: IKE AUTH Request;

PDN->UE: IKE AUTH Response\n\-HoA;

PDN--PDN: Store mapping\nUE Identifier->RGWQ@;
UE--UE: IPv4 home@ (HoA)\nreceived;

}i

UE->PDN: DSMIPv6 Binding update;

..:\c(125,125,125) Establish IP-CAN Session\n (3GPP TS 23.402,
23.203, 29.213) [fill.color=light red, fill.gradient=down] {
PDN->PCRF: Diameter CCR\n\-AVPs: UE Identifier (NAI), APN,
IP-CAN type,\n UE IPQ@ (HoA), \c(red)RGW@;
PCRF--PCRF: Policy decision;
PCRF->PDN: Diameter CCA\n\-AVPs: Rules, triggers;
PDN--PDN: Deploy PCC rules\nand event triggers;
}i
UE<-PDN: DSMIPv6 Binding ack;

..:\c(125,125,125) Initiate gateway session
[fill.color=1light yellow, fill.gradient=down] {
PCRF--PCRF: \c(red)Generare realm\nfrom RGW@Q;
PCRF->HDRA: \c(red) Diameter CCR\n\-AVPs: RGWQ@, UE
Identifier (NAI), \bDest. Realm;
HDRA--HDRA: \c(red)Route based on\ndestination realm;
HDRA->VDRA: \c(red) Diameter CCR\n\-AVPs: RGW@, UE
Identifier (NAI), \bDest. Realm;
VDRA->PCF: \c(red) Diameter CCR\n\-AVPs: RGWQ@, UE
Identifier (NAI), \bDest. Realm;
PCF--PCF: \c(red)Store mapping\nNAI->RGW@E;
PCF->VDRA-HDRA-PCRF: \c(red) Diameter CCA;
i

..:\c(125,125,125) Establish Gateway Control Session\n (3GPP TS
23.402, 23.203, 29.213, ETSI TS 183 060) [fill.color=light red,
fill.gradient=down] {

[0122] PCF--PCF: Decision\nbased on\nroaming agreement;
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PCF->PCRF: (3GPP S9) Diameter CCR\n\-AVPs: Type=initial,
UE identifier (NAI), IP-CAN type;

PCRF--PCRF: Policy decision\ngenerate PCC rules;

PCRF->PCF: (3GPP S9) Diameter CCA\n\-AVPs: QoS rules,
event triggers;

PCF--PCF: Accept rules\naccording to\nroaming agreement;

PCF>>PCRF: (3GPP S9) Diameter CCR\n\-AVPs: Rules nACK;

PCRF>>PCF: (3GPP S9) Diameter CCA\n\-AVPs: Modified QoS

rules, event triggers;

PCF->BNG:\c(red) (Radius CoA) CoA-Request\n\-Attributes:
UE Identifier (NAI), type=initial,\nQoS rules, event triggers;
BNG--BNG: Deploy QoS rules\nand event triggers;
BNG->PCF:\c (red) (Radius CoA) CoA-Ack;
}i

{UE<=>RGW-BNG-PDN: User Data (CMIP tunnel) [color=blue];}

{PDN<->: User Data [color=blue];};

User data {

UE->RGW: User data packet\n\-Outer IP: CoA->HA\nOuter UDP:
4500->4500\nInner IP: HoA->peer;

RGW->BNG: User data packet\n\-Outer IP: RGW->HA\nOuter
UDP: pl->4500\nInner IP: HoA->peer;

BNG--BNG: Apply policy rules;

BNG->PDN: User data packet\n\-Outer IP: RGW->HA\nOuter
UDP: pl->4500\nInner IP: HoA->peer;

PDN->: User data packet\n\-IP: HoA->peer;
}i

[0123] }
[0124] = 8o Ui dFE M
[0125] S
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hscale=auto, compress=yes, numbering=yes;

defcolor light green="205,255,215";
defcolor light red="250,185,175";
defcolor light yellow="255,255,160";
defcolor light blue="171,219,255";

defstyle nodebox [fill.color=lgray, fill.gradient=up,

vline.color=lgray];

UE [nodebox, label="\bUE"],

RGW [nodebox, label="\bRGW\n\sWLAN AP\nNAT\n802.1X
authenticator\nDHCP server", fill.color=light blue],

AN [nodebox, label="\bAN", fill.color=light bluel],

BNG [nodebox, label="\bBNG\n\-PEP\nDiameter relay",
fill.color=1light blue],

NASS [nodebox, label="\bNASS\n\-AAA server for BBF",
fill.color=1light blue],

dbs_own ranges [nodebox, label="\bdatabase\nown ranges",
line.type=dashed, vline.type=dashed, fill.color=light blue],
dbs local map [nodebox, label="\blocal\nmapping\ndatabase",
line.type=dashed, vline.type=dashed, fill.color=light blue],
PCF [nodebox, label="\bPCF\n\-PDP", fill.color=light bluel,
VDRA [nodebox, label="\bDRA", fill.color=light bluel,

PCRF [nodebox, label="\bPCREF"],

dbs other ranges [nodebox, label="\bdatabase\nother's ranges",
line.type=dashed, vline.type=dashed],

PDN [nodebox, label="\bPDN-GW\n\-PCEF"],

AAA [nodebox, label="\bAAA server"];

..:\c(125,125,125) Configuration of own IP address ranges (semi-
static, manual) [fill.color=light yellow, fill.gradient=down] {
dbs own_ ranges>>dbs own_ranges: \c(red)add range;
dbs_own ranges>>dbs_local map: "\c(red)dbs store\n\-

IP@x..IPQy, BNGR@, PCFQ)";
[0126] (IP@x Qy @ @)
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dbs_own_ranges>>dbs other ranges: "\c(red)dbs store\n\-
(IPx..IPy, NW id)";
i

..:\c(125,125,125) Local attach and access authentication

[fill.color=1light green, fill.gradient=down] {

UE<->RGW: Setup 802.11 association;
UE<<>>RGW: EAP;
}i

UE->RGW: DHCP Discover;

RGW--RGW: Allocate local IP\naddress for UE;
UE<-RGW: DHCP Offer;

UE->RGW: DHCP Request;

UE<-RGW: DHCP Ack;

UE--UE: Local IPv4RQ (CoA)\nreceived;

..:\c(125,125,125) Establish UE-HA SA and do EPC user
authentication) [fill.color=light green, fill.gradient=down] {
UE<->PDN: IKE_SA_INIT;
UE->PDN: IKE AUTH Request\n\-UE Identifier, APN;
PDN->AAA: Diameter (EAP-RSP/Ident)\n\-UE Identifier, APN;
AAA->PDN: Diameter (EAP-REQ/AKA-Chall);
PDN->UE: IKE AUTH Response;
UE->PDN: IKE AUTH Request;
PDN->AAA: Diameter (EAP-RSP/AKA-Chall);
AAA->PDN: Diameter (EAP-Success);
PDN->UE: IKE AUTH Response;
UE->PDN: IKE AUTH Request;
PDN->UE: IKE AUTH Response\n\-HoA;
PDN--PDN: Store mapping\nUE Identifier->RGW@;
UE--UE: IPv4 home@ (HoA)\nreceived;
Vi

UE->PDN: DSMIPv6 Binding update;

_28_
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..:\c(125,125,125) Establish IP-CAN Session\n (3GPP TS 23.402,
23.203, 29.213) [fill.color=light red, fill.gradient=down] {
PDN->PCRF: Diameter CCR\n\-AVPs: UE Identifier (NAI), APN,
IP-CAN type,\n UE IP@ (HoA), \c(red)RGWE;
PCRF--PCRF: Policy decision;
PCRF->PDN: Diameter CCA\n\-AVPs: Rules, triggers;
PDN--PDN: Deploy PCC rules\nand event triggers;
bi
UE<-PDN: DSMIPv6 Binding ack;

..:\c(125,125,125) Initiate gateway session

[fill.color=1light yellow, fill.gradient=down] {
PCRE>>dbs other ranges: \c(red)dbs query\n\-RGWE, NWid?;
dbs_other ranges>>PCRF: \c(red)dbs reply\n\-NW id;

PCRF->VDRA: \c(red) Diameter CCR\n\-AVPs: RGW@, UE
Identifier (NAI);

VDRA>>dbs local map: \c(red)dbs query\n\-RGW@, PCFQ?;

dbs local map>>VDRA: \c(red)dbs reply\n\-PCF@;

VDRA->PCF: \c(red) Diameter CCR\n\-AVPs: RGW@, UE
Identifier (NAI);

PCF>>dbs local map: \c(red)dbs query\n\-RGWE, BNGE?;
dbs_local map>>PCF: \c(red)dbs reply\n\-BNGE;
PCF--PCF: Store mapping\nRGWE@->BNGE;
PCF->PCRF: \c(red) Diameter CCA;

}i

..:\c(125,125,125) Establish Gateway Control Session\n (3GPP TS
23.402, 23.203, 29.213, ETSI TS 183 060) [fill.color=1light red,
fill.gradient=down] {
PCF--PCF: Decision\nbased on\nroaming agreement;
PCF->PCRF: (3GPP S9) Diameter CCR\n\-AVPs: Type=initial,
UE identifier (NAI), IP-CAN type;

[0128] PCRF--PCRF: Policy decision\ngenerate PCC rules;
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PCRF->PCF: (3GPP S9) Diameter CCA\n\-AVPs: QoS rules,
event triggers;

PCF--PCF: Accept rules\naccording to\nroaming agreement;

PCF>>PCRF: (3GPP S9) Diameter CCR\n\-AVPs: Rules nACK;

PCRE>>PCF: (3GPP S9) Diameter CCA\n\-AVPs: Modified QoS

rules, event triggers;

PCF->BNG:\c(red) (Radius CoA) CoA-Request\n\-Attributes:
UE Identifier (NAI), type=initial,\nQoS rules, event triggers;
BNG--BNG: Deploy QoS rules\nand event triggers;
BNG->PCF:\c (red) (Radius CoA) CoA-Ack;
}i

{UE<=>RGW-BNG-PDN: User Data (CMIP tunnel) [color=blue];}

{PDN<->: User Data [color=blue];};

User data {

UE->RGW: User data packet\n\-Outer IP: CoA->HA\nOuter UDP:
4500->4500\nInner IP: HoA->peer;

RGW->BNG: User data packet\n\-Outer IP: RGW->HA\nOuter
UDP: pl->4500\nInner IP: HoA->peer;

BNG--BNG: Apply policy rules;

BNG->PDN: User data packet\n\-Outer IP: RGW->HA\nOuter
UDP: pl->4500\nInner IP: HOA->peer;

PDN->: User data packet\n\-IP: HoA->peer;
}i

[0129] !
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Z Local atach end access aizhentication
3; Setup 80211 association __,|

6: EAP-RSPAdect

7: Diameter (EAP-RSPAdert)

T O
8: Diameter (EAP-REQUAKA'-Chall)

9: EAP-REQ/AKA" Chat
10: FAP-RSPIAKA'-Chal

11: Diameter (EAP-RSPIAKA'Chal)

12 Diameter (EAP-REQIAKA™Notif)

13; EAP-REQUAKA'Nati
14: EAP-RSPIAKA"Notif

15 Diameter (EAP-RSPIAKA™Notif)

19: EAP Success
20: EAPOL Key (4-way handshake)
21: 802 1X contralled port tnblocked

16: Di

17: Tnigger o start
Gateway Conrol Session

18: Diameter (EAP Success]

i 27 DHCP Discover ]
| 25: ABocale local P
24: DHCP Ofey |_B3ess tor UE

' 24: DHCP Offer *-———
I 25 DHCP Reques!
I

26: DHCP Ack
27 Local Pwg@ (Con)
received

26 Esiabish Gateway Corirol Session
(3GPP TS 23.402, 23203, 29.213, ETSITS 183 060)
29: lius CoA)
P S9) Diameter CCR
i T i AN
32 Polcy dedision
generaie PCC ndes
33, (3PP S9) Diametef GCA |
‘—(.v—m._ o
39 Estabish UF-HA SA and do EPC user authenticaton; ACIKE_SA_INIT
41: BEAUTH Request 42; Diameter (EAP-RSPAtent)
- P
I AT Diameter (EAP-REQYAKA-Chal)
45:IKE, "‘"’“‘ Request 46 Diameter (EAP-RSPIAKA.Chaf)
. 47: Diameter (EAP-Suxcess)
1 49 IKE_AUTH Request
i 50.KE_AUTH Response
52 DOWMRNG Dinding
53, Establish IP-CAN Session
(3GPP TS 23 402,23 203, 29213)
; iarneler CCR
o

58: DS ck

55 Pobicy

PCC nles
evert triggers

59; Gateway Control and QoS Rules Provision Session
(3GPP TS 23.402, 23.203, 29213, ETSI TS 183 060)

)
{,_80: (3GPP S9) Diameter RAR
T o

B7: User Data

72: User data packet .
I e o, — 73: User data packet
= —
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: Local atiach and access auhenticalion
|

,.9: Selup 502 11 association

P
T 11:DHCP Discover {
i 12 Alocate local (P
addresstor UE
$3: DHCP Offer I
i 14:DHCP Request |
o 15:DHCPAK

15 DHCP Ack

,WI G oA

17. Establish UE-HA SA and do EPC user authentication) 18: IKE_SA_INIT
i R 19 IKE_AUTH Request 20D  RSPAdent)
i v T 20 Diomeip EAPSPMn)
| i 21: Diameter (EAP-REQ/AKA-Chall
! : 2IKE
h }
: B IKE : Diameter KA-Cha)
; : o275, Dameter (EAP-Success) |
| 261KE. :
2 IKE,
28: IKE, i

29 Siors mapping
U Wenter-REWE

D
i

{[34Pokcy decision)

|
L

32 Esiabish P CAN Sessicn
(36PP TS 23402, 23203, 29.213)
33, Oiameter CCR
heg e
PG Ry

| 55 Dismeter CCA
| i~

[36: Depioy PCC rues
and event mggers

{,_40 Diameler CCR |
= e i A

ctor CCA |

€3 Esisbih Gateway Corc] Session -
2,28 203, 20213 ETSI TS 183060}

(3GPP TS 23 402

roaming acreement]

45: (3GPP 59) Diametet CCR :
=t

& Decision

based on

7 (3PP 59) Diameter

o AT(3GPP.59) Diameter CCA

S i A
45: Pokcy Gecision
enesate PCC ndes

55: Uset Data

o Bl:Usordampacket
="y T

_40_

[

10-1807888



10-1807888

s=<s5

S
B
H

10d

DONE<DMOY
RN @iE:

" DoNa < AdIXdIg,

'
[

P! MN < Ady xdI

& HAKSNag

18188 yyy _Mzon_ [[4u9d] vua 488

- — === == [
|

a4

(v0D) OyAdl B= 94

33V dOHA G1

jsanbay dOHA ¥i

1310 dOHA €1

UONEDO0SSE | | Z0g dNids 6

206 Ve © &R

o o

B2=8

sabuel J| UMO [zaa
1
| eseqejep “_

Aeias saaweq
did

ONg

[

G

_41_



10-1807888

s==4

S
B
H

!

DMOY<1RIUapIIN
BN B 6¢

&

(voH) @awoy yAdI 08

' VoH —
mmca_ammm HLNY 382

«m.mzvmw_ HINV 3I-LC

(ssadong-dv3) 1Isj8weiq ;G2

asuodsay HLNY 31 192
|

X _

(IeuD-W)VIdSYH-dV3) 1al8weld #¢

_m“mz_umw_ I»D<\m_w= £C

(IleUD-WIV/DIY-dv3) J9jewelq ;12 >

NdV ‘Byjuap 3n

asuodssy HLNY e

i
N NdV "Byiuapl 3n

(WapydSYH-dv3) 1IBpwelq 0z

ﬁm:vmm _._.5<|m__v= 6l

»

LINIvS 3M1:8)

K
i

203 Y81y 0d3 % R VS VH-IN 4|

4324 204 |1 53BUEI d] uMo,|
anss Yy MO-Nad| [4uDd|vuadaa)|d0d|| ssequep |

7&&353

SSVYN

]

mo¥ | [an]

_42_



10-1807888

s==4

I
VOO iejBwelq gy

IVN) 52UIUSPI 3N BMOY SIAY

IVN) 2ynuep| 3n “Bmoy ”mm><_

dJD Jepwelq o

IC% PI M

1o sy

SEOMDY:iv 2 SNJ 5 16€

400 BRWeI Ly

IYHC &I ol 10lC:gg

seiBig ‘sa|ny SdAVY

VOO lsjswielq -G¢

=)

RE mR g

BMmoy tvoH) Bd 3n

$4A NYD-dl ‘NdV (Vi) Synuap 30

L

HOD 1Bjawelq g
(€12'6T ‘€02'€Z '20V'ET S
RE WK N

1 dd9Og)
vO-dl2g

1
yoe Bupuig oAINSA L€

|
|
i
P
)
1
|
!
|
)
|
i
T
'
i
1
i
I
'
i
'
'
t
'
'
l
|
|
|

430d
19AI3S YVV | [MO-NOd

d0d mw
vaa 484 40d|}

S0BE BiolA SdINSA IE!

18138 dDHO

sabuel gj umo,
aseqejep "

468 10} S2AIIE VYV

SSVN

|

Aera1 smpureq
d3ad

ON8

YN
d¥ NVIM

mod  [3n]

_43_



10-1807888

s==4

! |

i
_ 1< YOH d] 52UU)|
ad<yoH idi 006t<-1d :daN SN
o L =viol VH<MOY 'dl Bing

lefm BlolB Y &1y 18 ~ZI B0 X 21Y 09

3

o0
R
"

Pad<yo 'd| BuL|
00st<-1d :dan =0 ada-yoH 'd) PuY)
YH<MOY ‘dil B0 006+#<-00S¥ 'dON BNQ
Tem Bloln Y &1y 8§ YHYOD 'dl B0
i Blol X =1Y /G

Blok &1y 95

3

|
(
|
i
|
|
'
|
[
i
|
|
'
I

EH6e

»

A 4
~

NEEE SR R (FH dNO)EORE NEV 45 |

: I
¥y-y0D (V0D SNIPeY) ‘€5
" Xin Skles
| BIRI0 TSzt S0UZG
5mBBi Juass ‘s gog)
P int S50 POUIBON SUAY ._w______UuME "{IvN) mm._z:mv_ 3an _Bsn_uw<
..... 2D DISDOFUPN N. _p  Jsenbay-yoD (VoD snipey) (1
Y20 1Bjswelqg Amw dd9e) 05 i

ADVU SHNY SJAY

»

saBBig JuaAa 's2ir 0D SJAY

2D teppweiq (6S ddog) v

344 NvD-dl {IvN) 2yiuspt 30 Bgui=adAL SdAV

H00 seswelq (6S ddog) 'Sv

ER ZToiRIC
SicrR B b

(090 €81 S11S13 ‘€126 ‘COZEZ 20V €T 1 ddOE)
| Riz Bivlol lolsSIolc gy

|
1
t
'
|
1
|
I
1
|
1
(
'
'
|
|
[
i
I
'
I
|
1
[
1
T
|

_ fm————= === 1 v ey _ .m.Z..u—““uu_MmNS
sabuel gj umo | o
Jonies vwv| |mo-Nad |482d| |vua 488 H "usbmmmu ™| ona [NV Mod [an]

_44_



k1

57a

76" Coca: aiach and access auperaciion
V5 Semp 02 1 ssocinton.

Lo

T Corbonmehon o o P aGeie4s 27088
(s i, mona)
2adsramge” 3

[

nr

o
25 E_AUTH Remst

24KE_AUTHResporoe

. 25 WE_AUTH Rouest

26'905 AUTH Rerporma

29'E_AUIH Hoguest

30 OE_AUTH Resparse

STOSHPA

3 DSMIPG Binting ack.

(45 Esibisn o

& fuml‘mrrﬂw
(3GPP TS 23,402, 23 203, 20213, ETSI TS 163 063)

. vevks ey Feseon
H i
i
i
|  tsDamesccor _ smrtgar i
{[46 S mepetn)
NARNE

50067 5 Diamems O

52 (36PP 59) Duameter CCA

51 Poticy degon
|penerate PCC s

_45_

P . stz R
: | EHEEE i e

ol 10-1807888



10-1807888

s==s5

R
B
H

PIMN < &dFXdl '

DING<-OMOY |
SN RE M

SE=0m | | OoNE<hdrxds,
Bk B !
‘I|||| |||||||||||| -

-Illlllll
1

|

S0bUBI d| UMO 355 5 s0mms wuv

> |
120135 VYV _Mnnm__mmum [waia ddoe | [vaa 1aq] E | aseqejep

SSVYN

(v0D) DvAdl B = 81

&4

_46_

¥V dOHA L1

1sanbay dOHA 94

1310 dOHA S

uolje1dosse L1208 dnas 111

o —

20 ¥ & AR RS0

13535 dDHO

fejas smoureg

43d
ON8

e
d¥ NvIm

MOy




10-1807888

s==s5

NN
B
H

DOmoy<Iayuap) 3n
1524

N Ad
(voH) @awoy pAd) :Z€

hic ]
asuodsay HLNY 3M1-0¢

158nbay H1NV Il 62

g

(ss@20ng-dv3) Jejewelq /2

" (reUD-WHVIdSH-dv3) Jejeuielq -9z

asuodsay __._l_.:< 8¢

Isanbay “_._._.:<|mV= G

WEUDVIVID3Y-dv3) IPRWEI] €2 |

NdV ‘Bujuapl 3n

(uapydSH-dv3) 19j8welq :¢e

asuodsad HINY 3MI:ve

I
!
NV ‘Rynuepl 3n

Jsanbay ._._._.:<|m_v__ e

>

:z_(,_\m[m_x_ 0 ®IY 20 Y81y Od3 & R4z VS VH-3N 6}
T ﬁ 19A398 dOHO
_.||||_|||||_ Aejas saweiq VN v
oo 204 _mom:u._ dI UMO [gamsonms wov|  a3a v iim
19138 WYY MoNGd| [du0d|vud ddoc|vea 48a]|40d|; sseqeep ( sswN ona|[nv]  moy [an]

_47_



10-1807888

s==4

_48_

Jgjpwelq ;.
YOO sisweld Ly DmousN
P #hd v
ey 1380 (IvN) RUIURPI 30 BMOU AV
i 3590 ({IVN) RUHUP! 30 BMOY AV

TR 3590 {IvN) PUfop Sn BMOY AV )| [EENCE
H00 RIEI ¥ YOO lelawelq Gy

ineay 1590 lIvhl SuRLOP) 3N BMOY LR

HID ,wjawelq gy

X0

e
;omi IV hc &Iy 101510l ov

w0 ‘S SAAY
VOO IBRwelq -/g

EE mE 9l
Bmod tvor) Dut 3f

H

i

| n

m 36 NVD-dl "NV {IVN) BURU9P1 3N AV

H00 Jalpwelq 'S¢
(€12'62 '€0Z'€2 '20V°€Z S1 ddOE)
2iE BN NVO-dI¥E

i}
=
o
31
o)

)

0 1A 9AdINSA te

24198 gOHO

;
'
'
X
'
'
:
:
!
:
:
,
.
|
oE BUIpUIg GAJINSQ 6€ j
:
'
'
:
!
|
:
'
X
:
)
!
,
:
;

e m .
|

sseaguagne X) 208

K]
W sabues gj UMo | s im0

4304 d0d 268 0} BASDE WYY d3d dV NVIM
:,._._ 1an198 VY| mo-Nad JM0d V¥a ddot [vaa 388 Eﬂ oseqmep | SSWN ona [Nv]  mou



10-1807888

s==4

| | |
_ P ) Buu| !
ad<yoH i =ﬂwmﬂﬂq._w¢@%_.__ e "
Tzl H1018 Y E1Y 199 .l _aémﬁw .“wmn.“_w T
e = o ] o
_ Bkt ®E 39
“ I smad<yol idf Puu|
00Gy<-1d :dan Bng madayoH d| SBuu|
" + <Ia.¢$mv~_ -dl B\INQ 005b<-00G+ ._nE: =ng
) Telit Bl0B Y&1Y €9 YHEYOO idl B0
i Tefit Blok Y&y 29
_ Blol Y&y ‘19
“Horx=vog (CEEIEERE ﬁm: 65 bt > >
v_u<.<oo (voD mz_umw_u ‘8g
_ IXHH 2= =ikl0
L8518 wans ‘i 500) 5 Skl SO0 g
BB s 531 SO0 PO el ._m:_:_UuMb .:<z.mA==__wv_ an "m.sn_..w< o
[ SR DMR I 590 PPN AAY _ »  1S3nb3aYy-yoD (VO snipey) :g5
w00 Isjpweld (6S n_n_wmu 56 :
e — = — — [yowu soiny =any _
420 1epweld (6S ddog) ¥5 \
v Sigtt 210 “
IR B= G | !
sRBBIY JuBAB 'S3|MI SO0 SAAY |
DD J9eweiq (6S ddog) 2§ |
wiv St 00d _
R ®R (G i
8df} NvD-dl {IvN) Sunuapl 3n ‘lsu=adh) sdAY “
H00 IejpweIa (6S dd9E) 106 !
BE maRIc |,
=5 BE 6Y ~
(090 €81 SLIS13 '€L26Z ‘€0T'EZ ZOV'EZ SL ddOE)
_ _ BE mIvIol l0BSI0l gy
T 7 13AI3S dDHO
lIII_IIIII _ e ! Xi'zo8
1sabues dl :>>9 188 10 97055 WYY g3d u<ﬂ_.§

O
N
¥ 1on9s vy | Mo-Nad |380d| |[vaia ddog]vaa saa] .“ eseqejep SSVN ONg [Nv]  mow an
H

_49_



5

8 Seup 802 11 assocation
7.EAR

= (=]

|
|

Wss | adbiss | |
IS R B

© 15KE_SA odT

19 ME.

17. Diameter (EAP-RSPident)

1,18; Diametes AP REQUAKA Cha|

20 0E_AUTHReqwes

‘ZH)GAUNRW

5

SPIAKA-Cliat)
22 Diarmeter AP Stcoess)

= i

34 OSMPV Binding ock.

25 Ectaien CAN Session
13GPP TS 23 402,23 209, 29.213)

4 Eaame Gamvay Coa Sz
GGP TS 23 405, 25505 29 213, ETSITS 183.060)

35 iitate Gateway session

‘ I
|

i :

St: Racis Co) CokRegest.
__ e
[ Ras=raT
20d evert o 56 (Rachus CoA) CoA-Ack

57 Usex Datn {CUD turned)

58,User Data

H o)
: iy

84; Uses data packet
T

_50_

SS=50dl 10-1807888



10-1807888

s==4

| " Nv
| : (v0D) DrAdl RE €L
,“ m ¥V dOHO 2h >
! ' 1sanbay dOHA 'L}
! “ 1810 dOHA 0k
i i
i i

1

BE v
di ke l3ns

18A03510 4OHA 8

—————————b
UOHBI0SSE | | ¢0g s -

! 26 vivie 8 mR BEg
N I i) | _ J W
BIOISSAP Y | Biod Bona ABdi B,
_ i allssap g
I e

(v 'BRT-RIFE BBRY= dl 81
ooy t 12335 JOHO
]
|

"
_
! | ' OO oA R
_

|||||||||| | |aseqejep

=== \ Keios sappusn VN

_ |

0 =oa I s Jayjo! Joa | Bu | i UMO ([ 188 i) sons0s yyy d3d 4V VI .

N 1am9s yyv||MO-Nad | eseqeiep  [4u0d][vaa d88]|40d] ooy ! | aseqeyep | gSYN oNg_|[Nv]|  mou [an]
H

_51_



10-1807888

s==4

=8¢

‘ ' i

_ ! _
" ! (vOH) @&E vAdliLe

i WOH
asu0dssy HINY M G2
15anbay HLOV il #2
asuodsay HINY 3M1 ‘€2
' i
5anbadl HLY 31 0C
; a5u0dsa, ¥
(1r_YD-WIY/OIY-dV3) 18jaweiq ;gL ! : . :5<M e
i

Nd¥ ‘Rynuapi 30 i )
(WapydSH-dv3) 18jawelq /1 i e
, 159nb3Y HLNY 31 °91

' [IETSENET)

|mom e _MmMnrm—lme"||||P|||, ﬁ ke hﬂou..n.u E.:””ouwg

e |Sabuel s 1801 [Ta0a |' Burddew , saBuBI UMO [15a.0 s2mms v me.m._ ) 4 YA

1emes YWY MoNGd|_ eseqeep  |[q40d|vaa488)|40d) lecol ! eseqemep | sswN oNg {[Nv]|  moy [an]

DMmoy<-1ayuap| In
RN @B 97

(Ss800nS-dvy/3) IajeWeIlq -zg
(1_YD-WIV/dSH-dv3) 1Blewerq -1z

w0
=
Klo
ol
=4
0
<
(&)
a
w
ol
il
i
<
[%]
<
T
w
>
-

_52_



10-1807888

s==4

g PN BIMOY |

........ -+ DD 19)PUEIq BE

v} saunuap) 3n ‘Bmoy HL><_

{
v0Q 1eppWel] Gy

Ivi) Bynuap) 3n Bmod “un.><- ﬁ

l¢----

&N ZiE P

| PR,

Aanb sqp 68

IYlic 21 101510 licge

DONa<OMOY |

Kianb sqp 2t

|

! Aianb sqp :g¢

4G4 cER=TT V]
6 izt 00d €g| ¢

'
srB514 's2jny AV

3

Y20 _ﬁmEm_D €

o=
. _ _.Knh

=43 ”rm_

Bmou ‘tvor) B 3n
dAy Nyrell ‘NelY ‘(IVN) SUBUSP| 30 SdAY

HOD s9ewelq og

(€126 ‘€02 €T ‘20 €T S ddOE)
248 Bl NVO-dl 62

1
3joe Bupuig GAINSA Ve

#0d
[1ones vvv||mornaul;_oseamep | [0

Ya Jgga

SI0BR oA OAJINSa 8z, .

[

jeseqeepr_ __ L ___

! Guiddew 1| 62BUB UMO [Fom s roraws vy

L _le2q_ ) eseqeen

13285 dOHO

SSVYN

Koo smaureiq
d3id

ONE

(]

Xi'zo8
1YN
d¥ NV

MO

[an]

_53_



10-1807888

s==4

3
B
H

Bad<yoH di

Tefit B0 Y&1Y+#9

T
350d<-yoH d) Ul
005¥<-1d :dan =g
YHCMON 'dl Bing

| !
I T
| i
| '

el BI0ID Y E1Y:€9

_ f
'
i
1
!
|
|
i
|

t
'
'
|
'
'
'
'
'
.

=
=

v ixt 2

madcyoy d) Buy)
00St<-1d ‘dan =2irg
YH<MOY dI =Ing
v SV O
ET B0 Y&1Y-19.4

1Badeyoy 'd| 5uu)
00SH<-00GY daN N0
YH<Y0D idl BinQ

&l F10lh Y &1v:09

Hlola Y =1y ‘66;

BB I

21Y:85

EEELRMERER ST

SraBBIY (A3 "SI S0 PRIPOK SAY.

vO0 Iajawelq (6S ddog) €5

MOVU SIMY SJAY

udD 1alaueld (65 ddog) 25

BRE A L] (0D snipey) 195

! 58511 1UAAD "SR SO0 ?

“[Bniui=adfy "{lvn) PSR 3N SN,

- === RN RN ==

_m%vmm&oo (0D snipey) v

QL =
E¥ SIX

llis B f

& 1210
3= 16

538518 JuBAS ‘591N SOD SAAY

vJ0 1ajaweIq (6S dd9E) 105

ER kR 6F

ERE oon_:

XA NvO-dl '(IvN)

Huap! 3N "eui=adAL ‘SdAV

H00 1ajeuweq (65 dd9E) :8¥

|
'
'

7 &R ToiRlc
= = o= -
=

'
'
'
l
[
'
'
'
'
'
'
'
'
'
'
[
'
'
'
'
i
'

|
|
|
i
I
I
|
'
'
'

i

Smc €81 SLIS13‘€L2'62 ‘€02°ET '20F €2 SL ddOE)
R m_\__v:o__.w 0= 01 gp

s Jayjo!

[1onaos vwv] |morNad _:ﬂ.mm_m.mm:_

3854 [vua 388 @

wmmna.«v_:l:_:l:

_ 1BASSE JOHO

Aeyas smaureiq 1N

"uc_nnsE "'sabuel umo | .ese. d3d 4v KM
| leoo| ! eseqmep | SSWN | SNA (nv]  mon [an]

_54_



10-1807888

s==4

B
H

Al
s &
il
o —
M4 R
© W Ko
o Al R
m
= K0
Ko
=2 I
o
o p
[e]
s

EHI10

PCRF

P2a

P1

m - -
oa %
Pl R =
bog R &
m ar me m 70
[ned T -
ol X ul
3 = w o
0k S _, X
o = ok ok
= ﬂ = _
Mo 7=
M ®O ™

EH]1

PCF

P5a

X MAAE

XK
Ok

a0
o

P6a

P7a

Rl
RO

_55_



10-1807888

s==4

EHI12

BNG

P5b

3 MOolAlA

3
US

D
o

P6b

P7b

XK
[

=

Rl
&0

EWHI3

o Y Y ]
Gi| T I BT m
| moAar i il = < | H _ i
o = i il = =z | i = i
r4 s = ' o= o [ i IS i
o ) il 2 3 ; | ®OROO|[ ; z :
< HoRaa o g |t B
= R A O - T R N L
= i RO i i i \ i
= e i i i ; i
A m . L w
5 g LS ma | g ;
5 ol ®moEr | 2 =% | 2 % i
= s 29 L ge ey sE
& | =3 [T CON I R
e L R R - -
AT I L L
o * ......... 2 S 7 Gl i
o _____ L,
_|.|.|.|.l.l.|.|:u.|.n4 ﬂ_ |
P M P uw |
g 2 i ] &3 1
T PR I o
R nE RO & @ 1 20
g o g
ER- RN =
- o Hm ....... oLk i
T f
_.ﬂ .. nnéa ||||||||| 4 [32] <
[ I D ] s n
a T g | ° R0
P ¢ s x f | T _ y Z
©, w <1 I z < =
& o P I A = s "
Q 0 K- H M_ i W ~ = R0
o a LAl mm = _ = Mu 53 -
I ! z & G
wz “lpI K 3T ) g0 o
] e ——— 4

_56_



	문서
	서지사항
	요 약
	대 표 도
	청구범위
	발명의 설명
	기 술 분 야
	배 경 기 술
	발명의 내용
	해결하려는 과제
	과제의 해결 수단
	발명의 효과

	도면의 간단한 설명
	발명을 실시하기 위한 구체적인 내용

	도면
	도면1
	도면2
	도면3
	도면4a
	도면4b
	도면4c
	도면4d
	도면4e
	도면5
	도면6a
	도면6b
	도면6c
	도면6d
	도면6e
	도면7a
	도면7b
	도면7c
	도면7d
	도면7e
	도면8a
	도면8b
	도면8c
	도면8d
	도면8e
	도면9
	도면10
	도면11
	도면12
	도면13




문서
서지사항 1
요 약 1
대 표 도 1
청구범위 3
발명의 설명 4
 기 술 분 야 5
 배 경 기 술 5
 발명의 내용 5
  해결하려는 과제 6
  과제의 해결 수단 6
  발명의 효과 8
 도면의 간단한 설명 8
 발명을 실시하기 위한 구체적인 내용 9
도면 9
 도면1 31
 도면2 32
 도면3 33
 도면4a 34
 도면4b 35
 도면4c 36
 도면4d 37
 도면4e 38
 도면5 39
 도면6a 40
 도면6b 41
 도면6c 42
 도면6d 43
 도면6e 44
 도면7a 45
 도면7b 46
 도면7c 47
 도면7d 48
 도면7e 49
 도면8a 50
 도면8b 51
 도면8c 52
 도면8d 53
 도면8e 54
 도면9 55
 도면10 55
 도면11 55
 도면12 56
 도면13 56
