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METHOD AND APPARATUS FOR DETECTION AND TRACKING OF
OBJECTS WITHIN A DEFINED AREA

FIELD OF THE INVENTION

The present invention generally relates to the detection of objects.
Specifically, the present invention relates to systems and methods that track and
detect position, status, movement and identity of objects within a defined area.

BACKGROUND OF THE INVENTION

Systems that identify and track objects within a particular area
include security systems used to identify unauthorized access to restricted areas
énd set off alarms when someone enters an unauthorized area. Convenfional
security systems control entry access to an enclosed structure. Typically, the
enclosed structures have secured doors and windows that prevent anyone
without a key from entering the building. Many commercially available sysfems
require anyone entering an enclosure to confirm their access au‘;horization by
first entering a code at a keypad at the entrance to the enclosure, or swipe a
card or similar device past an access reader near the entry point. The security
confirms the identity of the person based on the access code or encoded
information on the card and unlocks the door for entry.

These systems require access authorization at each point of entry.
In addition, these sysfems do not have an economic way of monitoring people as

they move within or leave an enclosure. As a result, it is possible for people to

' remain in a building intentionally or accidentally without detection. In emergency

situations it can be critical to know if everyone has been evacuated to know
when to initiate search and rescue procedures. Also, individuals may need to

enter a building late at night or on holidays to complete a work assignment. If
1
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they become ill or injured, this problem goes undetected since systems such as
those described in the above examples cannot detect when someone leaves a
puilding or if they remain in the building.

Additionally, if someone is in an enclosure, the only methodé to
control access from one area of an enclosure to another area are to install doors
with access authorization hardware, to install video security cameras to monitor
movement, or to employ security guards at checkpoints to control access. Any
of these solutions is complex and costly.

Access control systems also limit flexibility to readily change the
configuration of the work space or use a common space for workers with
different levels of authorization. For example, manufacturers who have several
contract manufacturers may use the same space for manufacturing different
processes. Since the contract groups operating in this space are employees of
different companies, it is desirable for these workers to have access only to the
floor space reserved for their activities. Itis also, desirable not to build
enclosures and install security systems to control access since the
manufacturing needs of the company and the space required for these changes
may change quickly over time depending on business opportunities or economic
conditions.

Other conventional tracking systems include package tracking and
warehousing. Tracking of packages includes affixing bar codes to letters and
packages and scanning the labels at pickup and delivery points. The identity of
the letter or package retrieved from the barcode label might be combined with
positional informatioh based on global positioning or more simply based on a

known route or reported location of the delivery person. In each case a delivery
2
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person must scan the barcode attached to the letter or package. Also, the
spatial location, presence or identity of the package within a delivéry vehicle or
warehouse is‘not known continuously in réal time because bar code readers
used to establish identity and location required close proximity of the bar code
reader to the bar code.

In warehousing, which ihvdlves assigning items numbers to
inventory, if someone fails to place an item in the ‘correct location in the
warehouse the item may be lost. Warehousing does not provide security
features to insure t'hat items really enter and leave the warehouse when
management thinks they are entering or leaving the warehouse, and efficient use
of the warehouse depends on accurate’ prediction of the space requirement for
an inventory supply and requires reorganizing the warehouse space in case
inventory levels of particular items change in response to business conditions.

SUMMARY OF THE INVENTION

The present invention provides a method of locating an object
within a defined area, comprising interrogating the defined area to determine the
presence of an object within the defined area, wherein the at least one |
interrogation device is within communication range of at least one master
controller unit and transmits a signal within the defined area and receives data
relating to the object if the object is within the defined area, transmitting the data
from the at least one interrogation device to the at least one master controller
unit and storing the data received in a memory therein, compiling the data
received from the at least one interrogation device at the at least one master

controller unit, and interpreting the data compiled by at the least one master
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controller unit to determine characteristic information of the object within the
defined area.

In another embodiment, the present invention provides an object
detection apparatus comprising a low frequency information device positioned on
an object within a defined area, at least one high frequency interrogation device,
the at least one interrogation device within a tranémission and detection range of
the defined area, a passive repeater powered by the at least one interrogation
device, the passive repeater receiving a high frequency signal transmitted by the
least one interrogation device and converting to a low frequency signal for
communication with the information device to determine the presence of an
object, and receiving a low frequency signal from the information device and

converting to a high frequency signal for transmission to the at least one

interrogation device, and a master controller unit within a transmission and

detection range of the at least one interrogation device and capable of receiving
information transmitted from the at least one interrogation device, wherein the |
passive repeater provides an interface to communicate information over a
distance.

The foregoing and other aspects of the bresent invention will be
apparent from the following detailed description of the embodiments, which

makes reference to the several figures of the drawings as listed below.

BRIEF DESCRIPTION OF THQR_AWING_S

FIG. 1 shows an object tracking system and method within a‘
defined area according to one embodiment of the present invention;

FIG. 2 shows components of an object tracking system and

method according to one embodiment of the present invention;
4
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FIG. 3 is another view of components of an object tracking system
and method according to one embodiment of the present in\)ention;

FIG. 4 is a three dimensional view of one type of information device
for use with the present invention; and

FIG. 5 is a three dimensional view of another type of information

device for use with the present invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

In the following description of the present invention referencé is
made to the accompanying drawings which form a part thereof, and in which is
shown, by way of illustration, exemplary embodiments illustrating the principles
of the present invention and how it may be practiced. It is to be understood that
other embodiments may be utilized to practice the present invention and
structural and functional changes may be made thereto without departing from
the scope of the present invention.

The present invention is embodied in a system comprising one or

more of the elements shown in FIG. 1 and described in the following

-specification.

FIG. 1 represents a system and associated methods to detect
position, status, movement and identit&t of objects entering, leaving and residing
within defined spaces, areas, or volumes. FIG. 1 shows a defined area 10,
within which there are objects 20 which are capable of entering, exiting, and
residing within the defined area 10. FIG. 1 shows that the objects 20 may or

may not include an information device 30 posiﬁoned thereon. Interrogation

" devices 40 are shown in FIG. 1 placed within the defined area 10; however, it is

5
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to be understood that any number of interrogation devices 40 may be placed
within the defined area 10, outside the defined area 10, or both. Also, FIG. 1
shows master controller units 50 placed within the defined area 10. However, as
with the interrogation devices 40, any number of master controller units 50 may
be placed within the defined area 10, outside the defined area 10, or both.

The objects 20 may be animate (for example, people) or inanimate
(for example, packages). The system and methods may employ one or more

information devices 30, one or more interrogation devices 40, and one or more

“master controller units 50. The information devices 30 are either passive or
active. An information device 30 may be any type of device which is capable of

~ identifying or providing characteristic information for an object 20 on which it

resides, including, for example, Radio Frequency Identification (RFID) tags.
Inanimate objects 20 may include sensors or controllers that the system may
query for additional information or control. One or more ihterrogation devices 40
are positioned within a transmission and detection range of the defined area 10
(an the information devices 20 located therein) and within a tranémission and
detection range of another interrogation device 40, if more than one interrogation
device 40 is utilized. The interrogation devices 40 receive signals reflected from
objects 20 or information devices 30, or signals generated by information
devices 30 up to 100 meters in a narrow aperture. The signals received contain
directional field strength information as Wéll as information about the identity of
the object 20.

The present invention also contemplates that one or more master
controller units 50 are placed within a transmission and detection range of one or

more of the interrogation devices 40. The interrogation devices 40 may
6



10

15

20

WO 2005/071634 PCT/US2005/001997

interrogate an information device 30 or object 20 simultaneously and
communicate with each other and with the master controller unit 50 as a
network. The master controller units 50 receive information from one or more
interrogation devices 40, and compile this information for human review or
automatic response to the information. The master controller unif 50 can
interpret directional field strength information‘ from two or more interrogation
devices 40 to define spatial coordinates over time of information devices 30 or
objects 20. The master controller unit 50 combines this spatial coordinate
information with the identity information retrieved by interrogation devices 40 to
locate objects 20. Using this coordinate.informaution it is possible to track objects
20 of.known identity within a defined area 10 that is not necessarily confined by
walls.

The defined area. 10 may be an area, volume or spéce of any size
and may be single or multi-dimensional. The perimeter of the defined area 10
need not necessarily be the enclosure of a room or building. The area or volume
of the defined area 10 is only limited by the transmission and reception range of
the interrogation devices 40 placed near, around or within the definéd area 10.
The defined area 10 can have ény number of objects 20 with or without
information devices .30 therein. The objects 20 may be animate or inanimate,
and the animate objects 20 may include people 60. The defined area 10 can
also have inanimate objects 20 such as packages 110 with or without
information devices 30. The defined area 10 has one or more interrogation
devices 40 each one of which is placed close enough to its nearest neighboring

interrogation device 40 so that it can communicate with it. All interrogation
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devices 40 are able to communicate with one another and with the master
controller units 50 directly or through other interrogation devices 40.

An interrogation device 40 interrogates the defined area 10 to
obtain characteristic information associated with an object 20. In one
embodiment, interrogation of the defined area 10 includes commlunication with
an information device 30. Communication with the information device 30
provides a signal which represents data having characteristic information about
the object 20. The data is compiled by the master controller unit 50 to determine
the characteristic information, which may include at least one of identity,
presence, status, and position of the object 20 within the defined area 10.

The information device 30 may store characteristic information that
identifies the animate and inanimate objects 20 associated with the information
device 30. For both animate and inanimate objects 20, the inforhation device 30
may have preprogrammed authorization levels or may receive authorization
levels dynamically from the master controller unifs 50 via the interrogation device
40.

For animate objects 20, the information device 30 may contain
additional information specific for the animate object 20, including but not limited
to (i) biometric information, (ii) physiological information for animate objects,
and/or (jii) legal, financial or health information. For animate objects 20 without
an information device 30, identity may be determined using biometric information
independent of the information device 30 and is obtained by scanning the person
60.

For inanimate objects 20, the information device 30 may contain

information in addition to the identity and authorization level of the inanimate
8
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objects 20, including but not limited to (i) chemical and physical properties of the
inanimate object, (i) preferred storage conditions and shelf life, (jii) date of
manufacture, (iv) shipping information, (v) safety and handling information. For
inanimate objects 20 without an information device 30, the interrogation device
40 may scan the object 20 to determine its position, change in position, radio
frequency signature and other information that may assist in identifying the
object 20.

;I‘he interrogation device 40 interrogates an object 20 by
transmitting a signal into the defined area 10. In one embodiment, the

interrogation device 40 sends radio frequency transmissions to a person 60 or

package 110 having an information device 30 position thereon. The

interrogation device 40 then detects a signal sent back from the information
device 30. The returned signal contains information stored in the information
device 30. The interrogation device 40 may be a fixed device or a wireless or
mobile device, such as a handheld device.

The master controller unit 50 receives, compiles, and decodes
information from one or more interrogation devices 40. The master controller
unit 50 can also transmit information to other master controller units 50. The
master controller unit 50 determines the identity of the object 20 by comparing
the information obtained from the information device 30 and comparing it to
reference data associated with the object 20 previously stored in the master
controller unit 50 or accessed by the master controller unit 50 from another
storage medium.

The master controller unit 50 determines the spatial coordinates of

the object 20 by comparing the angle of maximum field strength during
: 9
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transmission and reception and the time required for transmission from one or

* more interrogation devices 40. The master controller unit 50 may also determine

motion by comparing spatial coordinates determined over time. In another

embodiment, the master controller unit 50 determines motion by analyzing

 Doppler shift, in which waves propagated by an object are analyzed for

frequency changes to determine if the object is in motion over a given period of
time. The master controller unit 50 is capable of determining if a person 60 or
object 20 is authorized to be within a defined area 10 by comparing
authorization information with pre-approved authorization information for the
defined area 10 stored in a memory in the master controller unit 50 and

determining based on spatial coordinates of the object 20 if it is within the

‘defined area 10. The master controller unit 50 can then create and transmit an

alarm 70 to any one of several alarming devices 80 (not shown). Examples of
alarming devices 80 might be (1) a CRT display of the alarm status for human
review, (2) wireless transmission to an audible (for example, a siren or horn) or
visual (for example flashing lights) alarm visible to people within or external to
the defined area or (3) to an alarming device 80 on the information device 30
itself. The master controller unit 50 can also transmit preprogrammed responses
to other devices.

FIG. 2 shows components of an object tracking system and
method according to one embodiment of the present invention. in this
embodiment, the master controller unit 50 is a computer or other similar device
in a network that communicates with wireless interrdgation devices 40. The
interrogation devices 40 are within a transmission and detection range of thg »

master controller unit 50 and are within a transmission and detection range of
10
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objects 20 that reside within a defined area 10 with or without information
devices 30. Additionally, the information devices 30 may be active or passive.
Active information devices 30 are powered and capable of transmission to and
from an interrogation device 40. Passive information devices 30 are not
powered, but instead may derive power from the signal transmitted by the
interrogation device 40 itself, or may be reflective devices, or both.

FIG. 3 is another view of components of an object traéking system
and method according to one embodiment of the present invention. FIG. 3 i
shows the master controller unit 50 is a computer or other similar device in a
network that communicates with wireless interrogation devices 40. The
interrogation dgvices 40 are within a transmission and détection range of the
master controller unit 50 and are within a transmission and detection range of
objects 20 that reside within a defined area 10 with or without information
devices 30. In FIG. 3, the interrogation device 40 communicates with the
information devices 30 via a passive repeater 120. In this embodiment, the
interrogation devices 40 communicate using microwave frequencies with small
antennas. The passive repeater 120 allows microwave communication with low
frequency information devices 30 placed on objects ZQ by relaying the signails
back and forth between the interrogation qevice 40 and the information device
30. The passive repeater 120 also allows communication by inductive coupling.
This embodiment also allows for the use of either of active or passive information
devices 30 as described herein.

FIG. .1, FIG. 2 and FIG. 3 generally describe systems and methods

which may be used in many different embodiments of the present invention.

11
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One such embodiment provides a system and method that permits
tracking objects 20 entering, exiting, residing within, and moving within defined
areas 10. One aspect of this embodiment is monitoring objects 20 entering and
leaving a defined area 10. Security systems in use today often only provide an
automatic method of monitoring entry into an area; exiting a space is either not
automatic or is not monitored at all. The present invention provides a means of
monitoring not only entry but also exit from a defined area 10 since it is possible
to determine if an animate or inanimate object 20 has moved outside of defined
coordinates. This capability is helpful to determine if animate or inanimate
objects 20 remain within a secured area once they have entered.

Another embodiment of the present invention involves automatic
real-time surveillance of an object 20 withiﬁ a defined area 10. Defined areas 10
may be buildings or areas in which a high level of security is needed. In this
embodiment, automatic real-time surveillance is conducted by interrogating

objects 20 continuously or periddically in real time to determine identity, spatial

- coordinates, change in spatial coordinates and change in status. In one aspect

of this embodiment, interrogating is performed by communicating with an
information de;/ice 30 positioned on the object 20. In another embodiment,
interrogation of the object 20 includes performing a biometric scan of the object
20.

In a further embodiment, objects 20 in an ensemble configuration
are monitored to determine if the objects 20 stay together or are separated. For
example a guard and é group of prisoners may be monitored to determine if they
all stay together within a defined area 10. If the guard or one of the prisoners is

missing an alarm 70 is created.
12
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Another embodiment of the present invention is a system and
method of controlling and confirming evacuation from a defined area 10. When
a defined area 10 is evacuated during an emergency it is important to determine
if every person 60 or object 20 has left the defined area 10. If the defined areé
10 remains intact following an emergency, interrogation devices 40 installed in
the defined area 10 can determine if objects 20 with or without information:
devices 30 still remain in the defined area 10. One can also use a handheld
interrogation device 40 to determine if any people 60 or objects 20 remain in the
defined area 10 in the event that the interrogation devices 40 that normally
service the defined area 10 have been destroyed during the emergency. In
another aspect of this embodiment, an interrogation device 40 can also be used
to quickly count all the people 60 evacuated and held in a defined area 10
following evacuation.

Yet another embodiment of the present. invention provides a
system and method for authorization level control for a defined area 10. The
authorization level for a person 60 or objeét 20 depicted in FIG. 1 may be
preprogrammed in an information device 30 carried by a person 60 or object 20.
It may be dynamically assigned by determining the identity of the object 20 by
interrogating the information device 30 positioned on the object 20 (or some
other means of identifying the object 20 as described herein). The object identity
is compared to authorization levels stored in the master controller unit 50 or
access authorization rules based on such variables as time and location.
Authorization is granted if the object’s identity meets stored criteria or meets
predetermined rules. [f the system does not authorize access, the system

creates an alarm 70.
13
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Another embodiment of the present invention includes a system
and method for information device-identity pair confirmation. With moét security
or tracking systems, it is assumed that a person using an information device 30
such as a security access card is the person in possession of the identity card.
This may not be the case. Identity cards are sometimes lost, loaned to another
for unauthorized use or stolen or recovered by unauthorized personnel. When
this happens, someone without authorization may enter restricted areas without
detection. The present invention provides a system and method of determining
the identity of an individual by independent biometric measurements and
comparing measured biometric data to stored biometric information specific for
the individual. If measured biometric information is identical to stored biometric
information, this confirms, that the person 60 in possession of an information
device 30 is the person 60 who should properly possess the information device
30. If the person 60 in possession of thé info‘rmation device 30 should ndt have
the information device 30, the present invention is capable of triggering an alarm
70.

This system and method of information device-identity pair
confirmation uses identity and biometric information obtained by scanning the
person 60. One example of obtaining biometric information is to design an
information device 30 that can detect and record fingerprint patterns. An
interrogation device 40 retrieves both the biometric fingerprint information and
identity information stored in the information device 30. Another example of
obtaining biometric information is to scan individuals 60 with radio frequencies
and detect reflected radio frequency patterns that identify the individual 60.

These scanned radio frequency patterns can be compared to stored patterns
14
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known to identify the individual 60. Another example of this emquiment is to
attach a physiologic sensor 90 (not shown) to an information device 30. One
example of such a physiologic sensor 90 is one capable of detecting skin
characteristics using optical means to uniquely identify an individual 60. The
sensor information may be transferred to the information device 30 so that an
interrogation device 40 can scan it. Other types of physiologic sensors 90 could
detect ECG, EKG, blood pressure, pulse, galvanic skin response, skin color,
oxygen tension, or blood glucose level. Many other types of physiologic sensors
90 may be employed within the scope of the present invention. Another example
of this embodiment is an information device 30 that permits the person 60
wearing the information device 30 to manually enter a password. The
interrogation device 40 can retrieve the entered password as well as
identification information on the information device 30.

Physioldgic and biometric characteristics of a person 60 may be
determined by different sensors or by the same sensor,' and may also be
determined by scanning the person 60. For example, a camera is an example of
sensor which can be used fo take a picture to record a person’s appearance
such as skin color, and which can also be used to record a person’s iris pattern. -
It should be noted that physiologic characteristics generally relate to
characteristics that are not unique to one person 60, such as a bfeathing pattern,
and that biometric characteristics relate to characteristics which are unique to a
particular individual, such as a fingerprint.

In another embodiment, the physiologic sensor 90 is used to
determine whether a person 60 is in danger within the defined area 10. In this

embodiment, the physiologic sensor 90 is coupled to the information device 30.
' 15
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The sensor 90 detects a physiologic state with the physiologic sensor.
Physiologic information related to the physiologic state is stored in the
information device 30, and is transmitted to the interrogation device 40, and from
there is transmitted to the master controller unit 50. The master controller unit
50 determines whether the physiologic information for a person 60 obtained from
the physiologic sensor represents an abnormal condition, and creates and
transmits an alarm 70 of unauthorized presence or access if an abnormal
condition is found. The abﬁormal condition exists if the physiologic information is

outside a range of normal values for the physiologic state.

Another embodiment of the present invention provides a system
and method of detectiné and alarming unauthorized removal or utilization of an
information device 30 by an individual 60. In this embodiment, real time identity
information 100 (not shown) associated with a person 60 must be obtained. This
real time information 100 may include dental records, fingerprints, body weight,
body dimensions, skin color, hair color, identifying marks, raciai characteristics,
blood type, DNA sequence, or other confidential information known only to the
individual 80, such as mother’s maiden name, social security number or place of
birth. Real time identity information 100 for a person 60 may be obtained by
automatic passive or active scanning of biometric data with or without the aid of
an informétion device 30. Real time identity information 100 for inanimate
objects 20 such as packages might include contents, labeling, chemical
compositions, physical dimensions, physical properties, shipping date, attached
work orders or descriptive information, or electronic identifiers. Real time identity

information 100 for inanimate objects 20 may also be obtained by automatic
16
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passive or active scanning of additional electronic identifiers such as RFID tags
with or without the aid of informafion device 30. By comparing real time identity
informatibn 100 with identity information stored on the information device 30, one
can create an alarm 70 if real time identity information does not égree with
stored identity. The alarm 70 indicates that an unauthorized person has
possession of the information device 30.

In another embodiment, a system and method of detecting and
alarming unauthorized removal or utilization of a information device 30 includes
placing a plurality of information devices 30 on a single animate or inanimate
object 20. To detect unauthorized removal or utilization, one compares real time
identity information 100 stored on one information device 30 associated with a
single animate or inanimate object 20 with thé identify information stored on a
second information device 30. If the identify information on the two information
devices 30 does not agree, then the system creates an alarm 70 that can wamn
system users of una“uthorized removal or utilization.

Another embodiment of the present invention provides a system
and method for controlling an environment based on information contained within
an information device 30 associated with an object 20. Information devices 30
may be attached to sensors to gather environmental information such as
illumination level, temperature, pressure, humidity, gas composition, particle
counts, presence of biological or chémical agents, or physiologic information.
The interrogation device 40 collects this environmental information by
interrogating the information device 30 as described previously. The master
controller unit 50 evaluates the environmental status and transmit control signals

via the interrogation device 40 to controllers to control the environment. In
17
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addition, the interrogation device 40 may scan an object 20 within a defined area
10 to determine identity, physiologic status or preprogrammed environmental
preferences or requirements. This information may be stored on an information
device 30 associated with the object 20 or in some other memory device in

communication with the present invention. Based on environmental preferences

~ of the object 20, the master controller unit 50 can change the environmental

conditions in the defined area 10. For example, the master controller unit 50
may have stored therein rules that a defined area should be maiﬁtained ata
particular temperature if an object 20 is present, but be otherwise maintained at
another temperature. The interrogation device 40 determines if a person 60 or
object 20 enters the defined area 10 and adjusts the temperature according to
the object’s presence in the defined area 10. |

A package 110 might also have an information device 30, such as
a RFID device, that controls warehouse storage conditions. An interrogation
device 40 may determine package storage conditions when a package 110
enters a warehouse and creates an alarm 70 if envyironmental conditions exceed
predetermined limits or adjust temperature and humidity to required limits.

Another emboqliment of the present invention provides the ability to
communicate with a person 60 through an information device 30. For example,‘
if a person 60 enters an unauthorized defined area 10, the location of the person
60 can be determinéd by interrogating the information device 30 worn by the
person 60. The interrogation device 41;0 interrogates the defined area 10 and
communicates with the master controller unit 50. The master controller unit 50
determines that the person 60 is hot authorized in the defined area 10. In one

aspect of this embodiment, the master controller unit 50 directs the interrogation
18
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device 40 to transmit a signal to the information device 30 for notification of
unauthorized access. The information device 30 may include an alarming device
80 such as a visual or auditory alarm 70 that will notify the person 60 or
surrounding people that the person 60 should not be in the restricted defined
area 10. |

Yet aﬁother embodiment of the present invention involves
monitoring and controlling a mixed identity environment, in which objects 20 with
and without information devices 30 may be found. For example, a person 60
may carry an information device 30 for identification purposes, or a person 60
may be identified by biometric scanning, or simply by monitoring movement.. A
person 60 may be detected within a defined area 10 by a unique pattern of
reflected radio waves and tracked by the movement of that unique pattern. By
incorporating the dual capability of information device 30 tfacking and biometric
scanning, people 60 and objects 20 can be tracked Within the defined area 10,
whether they have an information device 30 or not, and an authorization of their
presence within the defined area 10 can be determined.

The following examples illustrate this embodiment. One such
example involves monitoring mixed identities for school security. Each student
in a school has an information device 36 that permits entry, exit or passage
between various points within the school perimeter. In another example, the
present invention detects and monitors people without information devices 30
entering, leaving and moving within the school perimeter. People 60 without
information devices 30 would not go undetected using the present invention.

Another example of the present invention involves controlling

access to commercial buildings. Security systems used for commercial buildings
19



10

15

20

WO 2005/071634 PCT/US2005/001997

monitor entry into buildings of personnel with information devices 30. However,
someone without an information device 30 may enter a building undetected if
accompanied by someone who does have an information device 30. The
unauthorized person can only be detected if surveillance éameras or security
guards are also. employed. This, of coursg, is more costly and complex to
implement.

Still another embodiment of the present invention includes a
method of package 110 identification and tracking within defined areas 10. A
package 110 or other inanimate object 20 includes an information device 30 that
has information stored thereon that identifies the package 110 associated with
the information device 30. The information device 30 may include additional
information including but not limited to (i) preprogrammed authorization levels,
(if) content information, (iii) disposition information, (iv) storage and stability
information, (v) safety ihformation and (v) memory for receiving information
dynamically from the interrogation device 40. Alternatively, packages may not
have an information device 30. In this case it may be possible to determine the
identity of the package using physical, chemical or biologic sensors 90. For
example, volatile organic component sensors can detect the presence of many
explosives.

Alternatively, one may be able to identify a package j10 by
determihing its position or change in position. If a package 110 or object 20 has
a unique radio frequency signature (for example a gun or explosive), the object’
20 may be detected directly. The present invention may also be used to detect

an unattended package 110 by associating the package 110 with another object
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and determining of the package 110 and the associated object have been
separated.

"In another embodiment of the present invention, automatic
warehousing of packages 110 within a defined area 10 includes package 110
identification and tracking. If a package 110 has an information device 30
attached thereto, an interrogation device 40 can determine the identity of the

package 110, its spatial coordinates and its movement within a warehouse. The

information device 30 may also include (i) preprogrammed authorization levels,

(i) content information, (iii) disposition information, (iv) storage and stability
information, (v) safety information and (v) memory for receiving information
dynamically from the interrogation device 40. Using the interrogation device 40,
one can determine in real time when packages 110 enter or leave a warehouse
and where they are located wi{hin the warehouse. A package 110 can be stored
almost anywhere without fear of losing the package 110 since one can easily
determine its coordinates within the warehouse using an appropriately positioned
interrogation device 40.

Another embodiment of the present invention provides an
automated filing system. Files with information devices 30 can be stored
randomly and retrieved after the location is determined with an iﬁterrogation
device 40. This approach reduces the chance of misplacing or losing important
documents. It also reduces the time required to retrieve documents or files.
Additional information stored in the information device 30 can help determine
whether a file is relevant without retrieving and reviewing the complete file.

Another embodiment of the present invention relates to baggage

handling for airline, bus or train or other means of travel. By attaching
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information devices 30 to bags and passengers, interrogating the defined area
10 (the airport perimeter or other location), and communicating with the a master
controller unit 50, the present invention determines where a person’s bags are
after the person 60 enters the defined area 10 in relationship to the owner.

In yet another embodiment, the present invention also provides a
method of information transfer from an information device 30 positioned on an '
object 20 within a defined area 10. The method includes trénsmitting data from
the information device 30 to at least one interrogation ‘device 40. Data is then
transmitted from the at least one interrogation device 40 to a master controller
unit 50. The data is compiled at the master controller unit 50 to determine
characteristic information associated with the object 20. In this embodiment, the
method may also include transmitting qata from the informatién aevice 30 to at
least one passive repeater 120, and reiaying the data from the at least one
passive repeater 120 to the at least one interrogation device 40. The method
may also include relaying the data from the at least one information device 30 to
the at least one interrogation device 40 through a plurality of passive repeaters
120. A transmission path for transmitting data is bi-directional, such that data
flows from the at least one information device to the interrogation device to the
master controller along the transmission path, and such that data flows from the
mastér controller unit to the at least one interrogation device to the at least one
information device along the transmission path. It is noted that in all
embodiments of this invention, the path of transmission of information, including
signals and data may include bi-directional or multi-directional paths.

An information device 30 as contemplated by the present invention

may, be any device that is capable of active or passive communications and
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stores information regarding the object 20 on which it is placed. As discgssed
above, an examplé of an information device 30 according to the present
invention is a standard RFID tag, drawings of which are shown in FIG. 4 and
FIG. 5. Standard RFID tags include a front-end that converts radio frequency or
inductively coupled energy to the DC power required to operate the tag, and
demodulates or detects the information signal. The RFID tagé also include
circuitry, often comprising a single chip, which contains the identification
information and the capability to perform additional functions when the RFID tag
is powered.

.RFID tags have different frequencies and come in many different
shapes and with different functions. Unlike inductive RFID tags which require
substantial surface area, many turns of wire, or magnetic core matérial to collect
the magnetic field, UHF and microwave fags can be very small requiring length
in only one dimension. Thus, in addition to longer range over the inductive
systems, the UHF and microwave tags are easier to package and come in a
wider variety of configuratiéns. Tag lengths of 2 to 10 cm are typical. The tag's
thickness is limited only by the thickness of the chip as the antenna can be
fabricated on thin flexible materials. Since tags opgrating in the E field do not
require antennas with extremely low impedances, inexpensive flexible antennas
able to withstand considerable bending are achievable.

RFID systems operate in both low (less than 100 MHz) and high
frequency (greater than 100 MHz) modes. Unlike their low-frequency
counterparts, high-frequency tags can have their data read at distances of
greater than one meter, even while closely spaced together. New data can also

be transmitted to the tags.
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FIG. 4 is a view of a low frequency information device 30, such as
an RFID tag. Information devices 30 such as those shown in FIG. 4 and FIG. 5
include a reader portion 130 and a tag portion 140. In low-frequency systems
such as those shown in FIG. 4, an integrated circuit 150 in the reader por{ion
130 sends a signal to an oscillator 160,Awhic‘h creates an alternating current in
the reader portion’s coil 170. That current, in tum, generates an alternating
magnetic field that serves as a power source for the tag portion 140. The field
interacts with the tag portion’s coil 180 in the tag, which induces a current that
causes charge to flow into a capacitor, where it is trapped by the diode. As
charge accumulates in the capacitor, the voltage across it also increases and
activates the tag pértion’s integrated circuit 190, which then transmits its

identifier code. High and low levels of a digital signal, corresponding to the ones

" and zeros encoding the identifier number, turn a transistor on and off. Variations

in the resistance of the integrated circuit 190, a result of the transistor turning on
and off, cause the tag portion 140 to generate ‘its own varying magnetic field,
which interacts with the reader portion’s magnetic field. In this technique, called
lead modulation, magnetic fluctuations cause changes in current flow from the
reader portion 130 to its coil 170 in the same pattern as the ones and zeros
transmitted by the tag portion 140. The variations in current flow in the reader
portion’s cail 170 are sensed by a device that converts this pattern to a digital
signal. The reader portion’s integrated cirbuit 150 then discerns the tag’s
identifier code.

FIG. 5 is a view of a high frequency information device 30, such as
an RFID tag. In a high-frequency system, the reader portion’s integrated circuit

150 sends a digital signal to a transceiver 200, which generates a radio-
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frequency signal that is transmitted by a dipole antenna 210 in the reader portion
130. The electric field of the propagating signal gives rise to a potential
difference across a dipole antenna 220 in the tag portion 140, which causes
current to flow into the capacitor, the resulting charge is trapped there by the
diode. The voltage across the cépacitor turns on the tag portion’s integrated
circuit 190, which sends out its unique identifier code as a series of digital high
and low voltage levels, correspondihg to ones and zeros. The transistor gets
turned on or off by the highs and lows of the digital signal, alternately causing the
dipole antenna 220 to reflect back or absorb some of the incident radio-
frequency energy from the reader portion 130. The variation in the amplitude of
the reflected signal, in what is called backscatter modulation, correspond to the
pattern of the transistor turning on and off. The reader portion’s transceiver 200
detects the reflected signals and converts them to a digital signal that is relayed
to the reader portion’s integrated circuit 150, where the tag portion’s unique
identifier is determined.

Typical memory size for information devices 30 such as RFID tags
ranges from 64 bits for simple device to several Kbytes for devices used in data
rich logistic applications. Memory types include factory-programmed “read only”
for identification purposes with small memory sfze requirements, one time field
programmable devices (OTP), and read/write tags which permit data to be
changed.

Passive information devices 30 store information in memory therein
but do not have a source of power other than that provided by a signal from an
external source, such as an interrogation device 40. One type of information

device 30 capable of use with the present invention is a preprogrammed
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information device 30. This type of information device 30 may not be
programmed by an interrogation device 40. Still another type of information
device 30 may be powered by interrogatibn device 40 at which time it performs
specified functions in addition to reporting stored information.

An active information device 30 is powered from a source other

than the interrogation device 40. For example, if the information device 30 is to

be mobile it may have battery-supplied power. A cell phone and keyless entry

system in a car and the hand-held controller for such a keyless entry system are
examples of active information devices 30.

One example of an active information device 30 is one which is
capable of identifying the object 20 on which it resides. For animate objects 20,

identification of the object 20 may include active biometric signature

-determination, which requires the identity to participate directly in the biometric

determination by positioning itself Aor part of itself with respect to the sensor, such
as fingerprint, iris patterh or hand or other blood vessel pattern. Identification
may also include passive biometric identification, which does not require active
participation of the identity in order to measure or sense the identity’s biometric
property. ldentification may further include proximity to another information
device 30 to confirm the identity. For.example two information devices 30 can
be positioned on an object 20, where one is obvious and the other is hidden, that
must have a prescribed Eelationship with respect to each other. Identification
may also performed by an information device 30 that must be re-authenticated
each time it is moved. An example of this is an information device 30 worn on
the wrist for which a password must be entered each time the wristband is

opened and closed.
26



10

15

20

25

WO 2005/071634 PCT/US2005/001997

Information devices 30 capable of identifying the object 20 on
which it resides by actively taking biometric or physiologic information may
include additional modules for capturing specific biometric information. For
example, a fingerprint module is a sensor which may be coupled to an
information device 30 for use with the present invention. Other examples include
ivmage sensors that may be used to capture the image of the eye for a retinal
scan or detection of an iris pattern. Another example is a sensor capable of
detecting vascular patterns, such as the vein pattern on the back of a hand, or
skin surface proximate capiliary patterns. An information device 30 or sensor
worn on the wrist may measure other characteristics such as wrist size, skin
temperature and skin resistance.

In one embodiment, an information device 30 identifying the object
20 on which it resides may also signal that it has been moved from the object 20
on which it belongs. In one aspect of this embodiment, the information device 30
sends a signal when it can no longer confirm the identity of the object 20 on
which it is or was placed. Another aspect of this embodiment includes an
information device 30 comprised of two parts that must both be moved/removed
according to a specific protocol to avoid a signal that the information device 30
has been improperly removed. Such a two-part information device 30 may
confirm identity by being positioned within a specific distance from each other,
such that at some time prior to interrogation, this proximity is valid only for a
given time period. For example, a user must set/reset encryption key
periodically by bringing one part of the device to a “recharge station.”

Another example of an information device 30 contemplated by the

present invention is one which must be re-authenticated each time it is moved
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from an object 20. Such an information device 30 may be ane that is worn on
the wrist and for which a password must be entered each time the wristband is
opeﬁed and closed;

Yet another example of an information device 30 according to this
embodiment of the present invention is one which opening a wristband cuts an
electrical connection for proper operation of the information device 30. This
connection is completed'when a tool is used to affix the wristband. Such an
information device 30 may be embodied, for example, on a single use
identification bracelet.

The present invention determines the presence of objects 20 and
communicates with information devices 30 by spatially and temporally surveying ~
the defined area 10. Interrogation devices 40 contemplated by the present
invention perform this spatial and temporal survey of the defined area 10. Inthe
present invention, therefore, at least one interrogation device 40 is within a
transmission and detection range of a defined afea 10. One example of an
interrogation device 40 contemplated by this invention is one that typically relies
on low cost implementation technology, operating in the‘ microwave range to
enablé radar-like operation for identifying and tracking objects 20 with or without
information devices 30. One or more interrogation devices 40 each with
scanning capability are used to localize the position and interrogate each
information device 30 within its range. Information from all interrogation devices
40 are combined to locate and identify objects 20 within a defined area 10.

Several different types of interrogation devices 40 are
contemplated for use with the present invention. In one embodiment, an

interrogation device 40 locates objects 20 within a defined area 10 without
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information devices 30 positioned thereon. An interrogation device 40 according
to this embodiment emits a signal and analyzes the return signal to determine
the presence of objecfs 20 within its scan range. The interrogation device 40
may operate at different frequencies and at different distances depending on a
variety of factors, including the aperture and antenné configuration and the type
of application for which transmission is being used. In one embodiment, the‘
interrogation devices 40 may transmit 10 to 30 GHz signals focused in a narrow
aperture using a phased array antenna for distances up to 100 meters. In
another embadiment, the interrogation device 40 operates with a spatial
resolution of less than a meter at distances up to 100 meters; in the embodiment
where the frequency is 10 GHz, the wavelength is 3 cm. In another
embodiment, the interrogation device 40 performs a mapping function using
electromagnetic radiation in any band providing desired resolution, such as RF
with a frequency of 984 MHz for distances of 1 foot, RF with a frequency
between 30 and 15 GHz for distances of 1 or 2 cm. This technology is well
known and is widely used for applications such as radar systems.

Other interrogation devices 40 according to this embodiment
operate over a large range at relatively low power, such as a wireless device.
Such interrogation devices 40 may Have a range of several miles or larger.
These long-range interrogation devices 40 employ a narrow directed beam from
the interrogation device 40. Use of the narrow beam delivers more power and
more signal strength to the information device 30. Use of this technology also
allows greater sensitivity in receiving a response from the information device 30.

In another embodiment of the present invention, a plurality of

interrogation devices 40 are employed, each of which is capable of
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communicating with other at least one other interrogation device 40. Such
interrogation devices 40 are configured to operate in a relay format, in which one
or more interrogation devices 40 interrogate a defined area 10, and

communicate received data to and from another interrogation device 40 in the
plurality of interrogation devices 40 as 'part of the overall system of
communication with a master controller unit 50. This type of communication
technology is widely known in the art and is commonly used in systems such as -
mobile telephone networks, in which devices communicate with one another
either directly or through a base station.

Another embodiment of an interrogatibn device 40 capable of
operating in synchrony with other such interrogation devices 40-is one which
creates a “large aperture” devicé for fine resalution. Examples of such devices
include synthetic aperture radar. A spatial array of interrogation devices 40
operating in appropriate synchrony can duplicate a moving antenna
configuration, such as in radio telescopes and phased array devices.

An interrogation device 40 according to the present invention |
communicates dafa to and from a master controller unit 50, which is located
within a transmission and detection range of at least one interrogétion device 40.
A master controller unit 50 according to the present invention may be a single
device or a distributed group of devices. A master controller unit 50 may include
a computer or a computer network that receives information from one or more
interrogation devices 40. Examples of a master controlier unit 50 include cell
phone networks, in which a base station acts as the master controller unit 50,
and the Internet, in which with various servers acts as network of distributed

master controller units 50.
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One function of a master controller unit 50 of the present invention
is compiling information received from an interrogation device 40. The master
controller unit 50 compiles such information to perform a variety of other
functions, such as resolving the location of an object 20 within the defined area
10, determining its identity, and defining access and presence conditions. The
master cpntroller unit 50 may accomplish this by performing algorithmic functions
to determine the position of the object 20. One example of an algorithm applied ’
by a master controller unit 50 is one for which the intersection of every possible
pair of interrogator airection lines is determined. The centroid of the points is
computed as the estimate of the object’s location.

Information processed by a master controller unit 50 may also be
transmitted to another master controller unit 50, or displayed for human review.
The location of objects can be displayed graphically for a human observer to
review and act upon. The master controller unit 50 may aiso control an
environment within the defined area 10 in accordance with information received
from the interrogation device 40. Environmental'control may include limiting
ingress to the defined area 10 if the capacity of the defined area 10 has been
reached or if other conditions such as a dangerous object or classified material
are present. Environmental control may also include adapting an environment to
a specific object 20 or a group of objects 20. For example, if inanimate objects
20 requiring speciific temperature or humidity control are found, the appropriate
conditions can be imposed. If certain human identities are sensed that are for
example visually impaired, then audible environmental warnings stating the‘
dangers explicitly can be annouhced as opposed to say the normal light

indicators.
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It is to be understood that other embodiments may be utilized and
structural and functional changes may be made without departing from the scope
of the present invention. The foregomg descrlp’uons of embodiments of the
invention have been presented for the purposes of illustration and description. It
is not intended to be exhaustive or to limit the inventio.n to the precise forms
disclosed. Accordingly, many modifications and variations are possible in light of
the above teachings. For example, multiple information devices 30, and many
different types of passive and active information devices 30 in different
combinations may be used in accordance with the present invention. |
Additionally, the informétion dévice 30 may be of any size, including nano-scale
deyices, and may be embedded in another device or some other vehicle on fhe
object 20, including huma‘n skin or blood. An object 20 may therefore have any
number of nano-scale information devices positionéd thereon, each capable of
indicating characteristic information associated with the object 20, and each
capable of communicating with another such device and/or with an interrogation
device 40. It is therefore intended that the scope of the invention be limited not

by this detailed description.
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CLAIMS

1. A method of locating an object within a defined area, comprising:

interrogating the defined area to determine the presence of an object within the
defined area, wherein the at least one interrogation device is within
communication range of at least one master controller unit and transmits a signal
within the defined aréa and receives data relating to the object if the object is

within the defined area;

transmitting the data from the at least one interrogation device to the at least one

master controller unit and storing the data received in a memory therein;

compiling the data received from the at least one interrogation device at the at

least one master controller unit; and

~ interpreting the data compiled by at the least one master controller unit to

determine characteristic information of the object within the defined area.

2. The method of claim 1, further comprising positioning at least one
information device on the object, the at least one information device receiving
the signal from the at least one interrogation device and transmitting a signal in

response thereto.
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3. The method of claim 2, wherein the at least one information device is a

radio frequency identification tag.

4. The method of claim 2, wherein the characteristic information indicates a

position of the object within the defined area.

5. . The method of claim 4, wherein the position includes positional

coordinates and a change in position over time.

6. The method of claim 5, wheréin the characteristic information includes a

presence of the object within the defined area.
7. The method of claim 6, wherein the object is a person.

8. The method of claim 7, wherein the characteristic information includes

identity information about the person.

9. The method of claim 8, wherein the identity information includes biometric

data characteristic of the person.
10.  The method of claim 9 wherein the at least one information device

includes memory for receiving additional information dynamically from an

interrogation device.
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11.  The method of claim 10, wherein the at least one master controller unit
determines the identity of the person by comparing the biometric data

characteristic of the person with the reference data.

12.  The method of claim 11, wherein the data is stored in memory on the at

least one information device.

13.  The method of claim 12, further comprising scanning the person to

acquire biometric data.

14.  The method of claim 13, wherein the person’s identity information is
confirmed by comparing the scanned biometric data with the data stored in the
memory.

15. The method of claim 14, further comprising

positioning a physiologic sensor coupled to the at least one information device;

detecting a physiologic state with the physiologic sensor,

storing physiologic information related to the physiologic state in the at least one

information device,
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transmitting the physiologic information stored in the at least one information
device to the at least one interrogation device, and from the at least one

interrogation device to the at least one master controller unit;

determining whether the physiologic information for a person obtai‘n‘ed‘from the
physiologic sensor represents an abnormal condition, and creating and
transmitting an alarm of unauthorized presence or access if an abnormal
condition is found, wherein the abnormal condition exists is the physiologic

information is outside a range of normal values for the physiologic state.

16. The method of claim 2, wherein the interrogating the defined area
includes transmitting radiation into the defined area and detecting radiétion'
reflected back into the at least one interrogation device from the object within the

defined area.

17. The méthod of claim 16, further comprising providing a plurality of
interrogation devices, each interrogatidn device capable of communicating with
another interrogation device and each interrogation device including a
transmitter capable of transmitting :signals to other interrogation devices of the
plurality of interrogation devices, and receiving signéls from other interrogation

devices of the plurality of interrogation devices.

18. The method of claim 17, wherein each interrogation device in the plurality
of interrogation devices includes a transmitter capable of transmitting to the at:

least one master controller unit and to the at least one information device.
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19.  The method of claim 18, further comprising providing a plurality of master
controller units, each master controller unit capable of communicating with
another master controller unit for transmitting and receiving data received from

the at least one interrogation device.

20. A method of controlling authorization level of an object within a defined
area, the object having at least one information device positioned thereon, the at
least one information device capable of communicating with at least one
interrogation device within a communication range of at least one master

controller unit, the method comprising:

interrogating the defined area to determine the presence of the object within the
defined area, wherein the at least one interrogation device transmits a signal
within a defined area and receives data characteristic of the object if the object is

within the defined area;

transmitting the data from the at least one interrogation device to the at least one

master controller unit and storing the data received in a memory therein;

comparing approved authorization levels for the object within the defined area
with the data characteristic of the object within the defined area, wherein the
object has multiple levels of access permission to enter, reside and move within

the defined area; and
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.assigning the authorization level dynamically based on the data characteristic of

the object.

21 The method of claim 20, wherein the at least one information device is a

radio frequency identification tag.

22, The method of claim 21, wherein the data characteristié of the objedt

includes a presence of the object position within the defined area.

23 The method of claim 22, wherein the data characteristic of the object

includes a position of the object within the defined area.
24.  The method of claim 23, wherein the object is a person.

25.  The method of claim 24, wherein the data characteristic of the person

includes an identity of the person.

26.  The method of claim 25, wherein the at least one information device
includes biometric data characteristic of t'he person.

27.  The method of claim 26, wherein the at least one master controller unit
determines the identity of the person by comparing the biometric data
characteristic of the person with reference data stored at the master controller

unit.

38



WO 2005/071634 PCT/US2005/001997
28. The method of claim 27, further comprising scanning the person to

acquire biometric data.

29.  The method of claim 26, further comprisiﬁg providing a plurality of
interrogation devices, each interrogation device capable of communicating with
another interrogation device and each interrogation device including a
transmitter capable of transmitting signals to other interrogation devices of the
plurality of interrogation devices, and receiving signals from other interrogation

devices of the plurality of interrogation devices.

30. The method of claim 29, wherein each interrogation device in the plurality
of interrogation devices includes a transmitter capable of transmitting to the at .

least one master controller unit and to the at least one information device.

31. The method of claim 30, further comprising providing a plurality of master
controller units, each master controller unit capable of communicating with
another master controller unit for transmitting and receiving data received from

the at least one interrogation device.

32. The method of claim 31, further cdmprising interpreting the comparison
between the approved authorization levels for the object within the defined area
with the data characteristic of the object at the least one master controller unit to
determine whether the object is authorized to enter, exit, or reside within the

defined area.
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33 The method of claim 32, further comprising creating an alarm if the object

is not authorized to enter, exit, or reside within the defined area.

34,  The method of claim 33, wherein the at least one information device
includes information identifying preprogrammed authorization levels for the
object, wherein the at least one master controller unit restricts movement of the

object in the defined area based on the preprogrammed authorization levels.

35. A method of confirming identity information of an object within a defined
. area, the object having at ieast one information device positioned thereon and
capable of entering, exiting or residing in the defined area, the method

comprising:

interrogating the at least one information device within the defined area with at
least one interrogation device within a transmission and detection range of the at
least one information device, the at least one interrogation device having a
transmitter capable of transmitting a signal into the defined area, and a detector
for detecting a signal reflected back into the at Iea'lst one interrogation device

from the object within the defined area;

scanning the object within the defined area to obtain characteristic information

relating to the identity of the object;

transmitting the signal received from interrogating the at least one information

device, and the characteristic information scanneél from the object, to at least
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one master controller unit within a transmission and detection range of the at

least one interrogation device; and

comparing characteristic information scanned from the object with identity
information retrieved from the signal from the at least one information device,
wherein the at least one master controller unit determines whether the
characteristic information corresponds to the identity information from the at least

one information device.

36. The method of claim 35, wherein the at least one information device is a

" radio frequency identification tag.

37 The method of claim 35, wherein a plurality of objects have access

permission to reside or move within the defined area.

38.  The method of claim 35, wherein the at least one information device
includes preprogrammed authorization level information for each at least one’
information device issued to the object.

39. The method of claim 38, wherein the object is a person.

40. The method of claim 39, wherein the characteristic informatjon is

biometric information associated with the identity of the person.
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41.  The method of claim 40, wherein the at least one master controller unit

dynamically assigns the authorization level based on the identity of the person.

42.  The method of claim 40, further comprising determining the identity of the

person using the biometric information obtained by scanning the person.

43. The method of claim 42, further comprising creating an alarm if the
biometric identity of the object carrying the at least one information device does
not correspond to the identity information from the at least one information

device.

44. The method of claim 43, further comprising:

detecting fingerprint information from the object within the defined area; and
scanning the at least one information device for fingerprint information stored
thereon, wherein the at least one master controller unit compares the detected
fingerprint information with the fingerprint information stored in the at least one
information device.

45.  The method of claim 44, wherein the at least one master controller unit

creates an alarm state if the detected fingerprint information does not match the

stored fingerprint information.
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46. The method of claim 35, wherein the scanning the object within the |
defined area to obtain characteristic information further comprises detecting and
transmitting radio frequency biometric information to the at least one
interrogation device by radio frequency scanning of the object within the defined

area.

47. The method of claim 35, wherein the scanning the object within the
defined, area to obtain characteristic information further comprises detecting and
transmitting radio frequency biometric information by radio frequency scanning Aof
the at least one information device and transmitting a radio frequency signal to

the at least one interrogation device.

48. The method of claim 46, further comprising comparing radio frequency
biometric information to stored, authorized radio frequency biometric information,
the at least one master controller unit creatiﬁg an alarm state if the detected
radio frequency biometric information does not match the stored radio frequency

biometric information.

49, The method of claim 47, further comprising comparing radio frequency
bi‘ometric information to stored, authorized radio frequency biometric information,
the at least one master controller unit creating an alarm state if the detected
radio frequency biometric information does not match the stored radio frequency

biometric information.
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50. A method of confirming identity information on a person within a defined
area, the person ha\/ing an information device positioned thereon, the method

comprising:

receiving a first password entered on a password input means on the information
device, wherein the person enters a first password on the information device as

the source of identity information;

scanning the information device and obtaining a second password stored in the
information device, wherein a master controller unit compares the first password
entered by the person wearing the information device with the second password

stored on the information device; and

creating an alarm state if the first password does not match the second
password.

51. The method of claim 50, wherein the first and second passwords
correspond to approved authorization levels for fhe object to enter, reside, or exit

within the defined area.

52.  The method of claim 51, further comprising a third password stored in a

memory of the master controller unit.

53. The method of claim 52, further comprising comparing the first password

entered by the'person aﬁd the third password stored in the memory of the
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master controller unit, and creating an alarm state if the first password does not

match the third password.

54. The method of claim 50, wherein the first password is a biometric
identifier for the person, and wherein the at least one information device stores

preprogrammed biometric information of the person.

55 A method of detecting and alerting unauthorized removal of an
information device positioned on an object capable of entering, exiting or

residing within a defined area, the method comprising:

obtaining real time identity information for the object in the defined érea by
scanning the object within the defined area with at least one interrogation device
in a plurality of interrogation de\}ices, the at least one interrogation device within
a transmission and detection range of the information device;

. interrogating the information device to obtain identity information stored on the

information device;

transmitting the stored identity information and scanned real-time identity
information from one or more interrogation devices in the plurality of interrogation
devices to a master controller unit within the transmission and detection range of

the at least one interrogation device in the plurality of interrogation devices;

comparing the real time identity information with the identity information stored

on the information device; and
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creating an alarm if the scanned real time identity information does not agree
with the stored identity information, the alarm indicating unauthorized possession

of the information device.

56. The method of claim 55, further comprising scanning the object for

. coordinate information that identifies a position of the object.

57 The method of claim 56, wherein the scanned real time identity
information includes descriptive information relating to the object 20, the
descriptive information including at least one of contents, labeling, chemical
compositions, physical dimensions, physical properties, shipping date, and

attached work orders.
58. The method of claim 56, wherein the object is animate.
59. The'method of claim 58, wherein the object is a person.

60. The method of claim 59, wherein the scanned real time identity

information is biometric data that identifies the object.
61.  The method of claim 60, wherein the biometric data includes dental

records, fingerprints, body weight, body dimensions, skin color, hair color,

identifying marks, racial characteristics, blood type, and DNA sequence.
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62. The method of claim 61, wherein the scanned real time identity
information further includes confidential information known only to the person,
the confidential information including mother’s maiden name, social security

number, and place of birth.

63. A method of detecting and alerting unauthorized removal or utilization of
an information device on an object capable of entering, exiting, or residing within

a defined area, the method comprising:

interrogating a first informétion device in a defined area to receive real time
identity information associated with an object on which the first information |
device is placed, and interrogating a second information device on the object to
receive stored identity information stored thereon, wherein at least one of the
first and second information devices is hidden from discovery by unauthorized

persons;

transmitting the real time identity information and the stored identity information
from at least one interrogation device to at least one master controller unit,
wherein the at least one interrogation device is within a transmfssion and
detection range of the defined area and within a transmission and detection

range of the at least one master controller unit;

comparing the real time identity information associated with the object with the

stored identity information; and
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creating an alarm if the stored identity information does not match the real time
identity information, the alarm indicating that the first and second information

devices associated with the object have been separated without authorization.

64. The method of claim 63, wherein the interrogating the first information

device further comprises scanning the at least one information device.

85. The method of claim 64, wherein the interrogating the first information
device further comprises scanning the at least one information device for

coordinate information that identifies a position of the object.

66. The method of claim 64, wherein the scanned real time identity
information includes at least one of contents, labeling, chemical compositions,
physical dimensions, physical properties, shipping date, attached work orders,
and other descriptive information of the object. .

67. The method of claim 63, wherein the object is a person.

68. The method of claim 67, wherein the interrogating the first information

device further comprises scanning the object for real time identity information.

89. The method of claim 67, wherein the real time identity information is

biometric data that identifies the person.
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70.  The method of claim 69, wherein the biometric data includes at least one
of dental records, fingerprints, body weight, body dimensions, skin color, hair

color, identifying marks, racial characteristics, blood type, and DNA sequence.

71.  The method of claim 67, wherein the real time identity information
includes confidential information known only to the person, the confidential
information including at least one of a mother's maiden name, a social security

number, and a place of birth.

72. A method of dynamically assigning authorization levels to.an object within
a defined area and having an information device positioned thereon, the method

comprising:

interrogating the defined area, wherein at least one interrogation device
‘transmits a signal within the defined area and receives data associated with an

object if the object is within the defined area;

transmitting the data from the at least one interrogation device to at least one
master controller unit and storing the data received in a memory therein, the at
least one interrogation device within a communication range of the at least one

master controller unit;

determining identity characteristics of the object by comparing the data received
from the at least one interrogation device at the at least one master controller

unit with reference data stored in the at least one master controller unit;
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interpreting the identity characteristics to determine an authorization level of the
object, wherein the authorization level determines whether the object is

authorized to enter, exit, reside, or move within the defined area; and

transmitting the authorization level to the information device and storing the
authorization level on the information.
73.  The method of claim 72, wherein the identity characteristics include a

presence of the object within the defined area.

74, The method of claim 73, wherein the identity characteristics include a

position of the object within the defined area.

75 The method of claim 74, further comprising creating an alarm level in the
at least one master controller unit that transmits an alarm signal if the object
enters an unauthorized space or exits or leaves an authorized space for an

unauthorized space.

76.  The method of claim 72, further comprising providing a second
information device positioned on the object and comparing the identity
characteristics with identify information stored on the second information device

and associated with the object.

77 The method of claim 786, further comprising creating an alarm if the

identity information stored on the second information device associated with the
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object does not match the identity characteristics, the alarm indicating that the

first and second information devicés have been separated without authorization.

78.  The'method of claim 77, wherein the identity information includes

biometric and physiological information for the object

79.  The method of claim 78, wherein the identity information includes legal,

financial or health information.

80. The method of claim 75, wherein the information device includes a
memory for dynamically receiving authorization level information from thé at

least one interrogation device.

81. The method of claim 80, further comprising enabling the at least one

interrogation device to perform a biometric scan on the object.

82. The method of claim 81, wherein the interrogating the defined area
includes transmitting and receiving radio frequency signals comprising biometric

information.

8’3. The method of claim 82, wherein the identity characteristics further

include position coordinates and a change in position coordinates over time.

84. The method of claim 75, further comprising providing a plurality of

interrogation devices; each interrogaﬁon device capable of communicating with
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another interrogation device and each .interrogation device including a
transmitter capable of transmitting signals to other interrogation devices of the
plurality of interrogation devices, and receiving signals from other interrogation

devices of the plurality of interrogation devices.

85. The method of claim 84, wherein each interrogation device in the plurality
of interrogation devices includes a transmitter capable of transmitting to the at

least one master controller unit and to the at least one information device.

86. The method of claim 85, further comprising providing a plurality of master
controller units, each master controller unit capable of communicating with
another master controller unit for transmitting and receiving data received from

the at least one interrogation device.

87. A method of automatic real-time surveillance of an object within a defined
~ area and having at least one information device positioned thereon, the method

comprising:

sensing environmental conditions associated with the object within the defined
area, the at least one information device coupled to at least one sensor on the

object;

storing data comprising the sensed environmental conditions on a memory of the

at least one information device;
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interrogating the at least one information device when the object is within the
defined area with at least one interrogation device within a transmission and
detection range of the at least one information device, wherein the at least one
interrogation device transmits a signal to the at least one information device and
receives the data comprising the lsensed environmental conditions and reference

data from the at least one information device if successfully interrogated;

transmitting the data comprising the sensed environmental conditions and the
reference data from the at least one interrogation device to at least one master
controller unit, the at least one master controller unit within a transmission and

detection range of the at least one interrogation device; and

comparing the data comprising the sensed environmental conditions with the

reference data to determine characteristic information about the object.

88.  The method of claim 87, wherein the data comprising the sensed
environmental conditions includes at least one of illumination level, temperature,
pressure, humidity, gas composition, particle counts, presence of biological or -

chemical agents, and physiologic information.
89. The method of claim 87, wherein the at least one informétion device on

the object is further coupled to an environmental condition controller cépable of

changing environmental or physiologic conditions associated with the object.
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90. The method of claim 87, wherein the sensor continuously senses

environmental conditions associated with the object.

91.  The method of claim 90, wherein the interrogaﬁng the at least one
information device occurs continuously in real time to receive the data

comprising the sensed environmental conditions.

92. The method of‘claim 87, wherein the interrogating the at least one
information device occurs periodically in real time to receive the data relating to

environmental conditions.

'93.  The method of claim 92, further comprising tracking at least one of the

identity, position, and status of the object.

94. The method of claim 93, wherein the reference data includes at least one
of identity information of the object, access authorization of the object, positional
coordinates of the object, and a change in positional coordinates of the object

over time.

95. The method of claim 94, further comprising providing a plurality of
interrogation devices, each interrogation device capable of communicating with
another interrogation device and each interrogation device including a
transmitter capable of transmitting signals to other interrogation devices of the
plurality of interrogation devices, and receiving signals from other interrogation

devices of the plurality of interrogation devices.
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96. The method of claim 95, wherein each interrogation device in the plurality
of interrogation devices includes a transmitter capable of transmitting to the at

least one master controller unit and to the at least one information device.

97. The method of claim 96, further comprising providing a plurality of master
controller units, each master controller unit capable of communicating with
another master controller unit for transmitting and receiving data received from

the at least one interrogation device.

98. A method of controlling environmental conditions in a defined area based
on information associated with an object having at least one information device

positioned thereon, the method comprising:

determining environmental preferences stored within the at least one information
device and associated with the object, wherein the determining includes
interrogating the at least one information device when the object is within the
defined area with at Ieaét one interrogation device within a transmission and
detection range of the at least one information device, the at least one
interrogation device transmitting a signal to the at least one information device
and receiving data relating to the environmental preferences from the at least

one information device if successfully interrogated,;

determining an environmental status of the defined area, the at least one

interrogating device interrogating at least one environmental sensor within the
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defined area and receiving environmental status data associated with the

defined area from the at least one sensor;

transmitting data received from the at least one information device and the at
least one environmental sensor to at least one master controller unit, the at least
one master controlier unit within a transmission and detection range of the at

least one interrogation device;

comparing the environmental preferences of the object with the environmental

status of the defined area; and

adjusting the environmental status of the defined area until the environmental
status is within limits specified in the environmental preferences associated with

the object.‘

99. The method of claim 98, wherein the at least one information device is
coupled to at least one object sensor for gathering environmental information
related to the object, including at least one of illumination level, temperature,
pressure, humidity, gas composition, particle counts, presehce of biological or

chemical agents and physiologic information .

100. The method of claim 99, wherein the at least one information device on
the object is further coupled to an environmental condition controller capable of

changing environmental or physiologic conditions associated with the object.
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1 01. w The fﬁe:fhod of claim 98, wherein the adjusting the environmental status "of
the defined area includes operating an environmental condition controller
capable of changing environmental of physiologic conditions associated with the

defined area.

102. The method of claim 98, wherein the at least one environmental sensor

continuously senses environmental status data associated with the defined area.

103. The method of claim 102, wherein the interrogating the at least one
environmental sensor occurs continuously in real time to receive the

environmental status data.

104. The method of claim 98, wherein the interrogating the at least one
environmental sensor occurs periodically in real time to receive the

environmental status data.

- 105. The méthod of claim 98, further comprising providing a plurality of
interrogation devices, each interrogation device capable of commfmicating with
another interrogation device and each interrogation device including a
transmitter capable of transmitting signals to other interrogation devices of the
plurality of interrogation devices, and receiving signals from other interrogation

devices of the plurality of interrogation devices.
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106. The method of claim 105, wherein each interrogation device in the
plurality of interrogation devices includes a transmitter capable of transmitting to

the at least one master controller unit and to the at least one information device.

107. The method of claim 108, further comprising providing a plurality of
master controller units, each master controller unit capable of communicating
with another master controller unit for transmitting and receiving data received

from the at least one interrogation device.

108. A method of controlling and confirming evacuation of a person from a
defined area, the person having at least one information device positioned

thereon, the method comprising:

transmitting an evacuation alarm to evacuate to the at least one information

device;

interrogating the at least one information device with at least one interrogation
device to determine an identity of the person and a location of the person as the
person moves out of the defined area, the at least one interrogation device within

a transmission and detection range of the at least one information device;

receiving identity and location information at an at least one master controller
unit, the at least one master controiler unit within a transmission and detection

range of the at least one interrogation device;

58



WO 2005/071634 PCT/US2005/001997
compiling the identity and location information to determine that the person

requiring evacuation is outside or inside of the defined area; and

transmitting the identity and location information, the identity and location
information specifying the person as within or outside of the defined area to be
evacuated, and enabling a rescue alarm if the person remains within the defined

area.

109. The method of claim 108, further comprising interrogating the at least one
information device to obtain physiologic information about the person, the at
least one information device include a sensor for determining physiological

characteristics of the person.

110. The method of claim 108, further comprising providing a plurality of
interrogation devices, each interrogation device capable of communicating with
another interrogation device and each interrogation device including a
transmitter capable of transmitting signals to other interrogation devices of the
plurality of interrogation devices, and receiving signals from other interrogation

devices of the plurality of interrogation devices.
111. The method of claim 110, wherein each interrogation device in the

plurality of interrogation devices includes a transmitter capable of transmitting to -

the at least one master controller unit and to the at least one information device.
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112. The method of claim 111, further comprising providing a plurality of
master controller units, each master controller unit capable of communicating
with another master controller unit for transmitting and receiving data received

from the at least one interrogation device.

113. A method of package identification and tracking within a defined area, the
defined area having at least one interrogation device capable of transmitting and

receiving signals therein, the method comprising:

interrogating the defined area to determine the presence and identity of a
package that is capable of entering, exiting or residing in the defined area,
wherein the at least one interrogation device transmits a signal within the defined
area and receives data indicating a presence and an identity of the package if

the package is within the defined area;

transmitting the data from the at least one interrogation device to at least one
master controller unit within a transmission and detection range of the at least

one interrogation device, and storing the data received in a memory therein;
comparing the data received from the at least one interrogation device at the at

least one master controller unit with reference data stored in the at least one

master controller unit; and
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interpreting the comparison between the received data and the reference data at
the least one master controller unit to determine whether the package is

authorized to enter, exit, or reside within the defined area.

114. The method of claim 113, further comprising positioning at least one

information device on the package.

115. The method of claim 114, wherein the interrogating further includes
sensing physical, chemical or biological characteristics of the package with

sensors attached to the at least one information device.

116. The method of claim 115, wherein the interrogating further includes
determining real time information of packages entering, Ieaying, residing or
moving within the defined area, including access authorization, three
dimensional coordinates, change in three dimensional coordinates of over time,
content information, disposition information, storage and stability information,

and safety information.

117. The method of claim 116, wherein the package is placed in a location

within the defined area for subsequent retrieval or inventory counting.

118. The method of claim 117, further comprising transmitting the real-time
information to financial, manufacturing, sales, marketing, service and distribution
units to aid in business management.

119. An object tracking apparatus comprising:
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an information device positioned on an object capable of entering, residing

within, or leaving a defined area;

an interrogation device capable of signal transmission and reception within a
defined area, wherein the interrogation device interrogates the information

device by transmitting a signal within the defined area; and

a master controller unit capable of communication with the interrogation device,
the interrogation device transmitting data received from the information device
relating to the position and presence of the object ‘within the defined area, the
master controller unit comparing the received data with reference data stored in
the master controller unit and interpreting the comparison between the received
data and the reference data determine characteristic information associated with

the object.

120. The apparatus of claim 119, wherein the characteristic information
associated with the object includes a position of the object within the defined

area.

121. The apparatus of claim 120, wherein the characteristic information
associated with the object includes a presence of the object within the defined .
area.

122. The épparatus of claim 121, wherein the ;:haracteristic information

associated with the object includes an identity of the object.
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123. The apparatus of claim 122, further comprising a bio'metric sensor
coupled to the information device, the biometric sensor for sensing biometric
information associated With the object, wherein the information device includes a

memory for storing the biometric information.

124. The apparatus of claim 119, wherein the interrogation device is a scanner
for scanning the object to determine at least one of a presence, a position, and

an identity within the defined area.

125. The apparatﬁs of claim 119, further comprising a plurality of interrogation
devices, each interrogation device capable of communicating with another
interrogation device and each interrogation device including a tranémitter
capable of transmitting signals to other interrogation devices of the plurality of
interrogation devices, and receiving signals from other interrogation devices of

the plurality of interrogation devices.

126. The apparatus of claim 125, wherein each interrogation device in the

plurality of interrogatioﬁ devices‘includes a transmitter capable of transmitting to
| the master controller unit and to the information device.

127." The apparatus of claim 126, further comprising providing a plurality of

master controller units, each master controller unit capable of communicating

with another master: controller unit for transmitting and receiving data received

from the interrogation device.

128. An object detection apparatus comprising:
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alow frequency information device positioned on an object within a defined area;

at least one high frequency interrogation device, the at least one interrogation

device within a transmission and detection range of the defined area;

a passive repeater powered by the at least one interrogation device, the passive
repeater receiving a high frequency signal transmitted by the least one
interrogation device and converting to a low frequency signal for communication
with the information device to determine the presence of an object, and receiving
a low frequency signal from the information device and converting to a high

frequency signal for transmission to the at least one interrogation device; and

a master controller unit within a transmission and detection range of the at least
one interrogation device and capable of receiving information transmitted from

the at least one interrogation device,

wherein the passive repeater provides an interface to communicate information
over a distance.
129. The apparatus of claim 128, wherein the passive repeater communicates

with the information device with a radio frequency link.

130.I The apparatus of claim 128, wherein the passive repeater communicates

with the information device with inductive coupling.
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131. The apparatus of claim 128, wherein the information device is a radio

frequency identification tag.

132. The apparatus of claim 128, further comprising a second information
device positioned on the object, the second information device having

information stored thereon associated with the object.

133. The apparatus of claim 132, wherein the second information device is
interrogated to obtain the information for transmission in the second low

frequency signal to the passive repeater.

134. The apparatus of claim 133, further comprising a plurality of passive
repeaters, wherein at least one passive repeater in the plurality of passive
repeaters transmits and receives signals between the information device and the
second information device.
135. The apparatus of claim 134, further comprising a plurality of objects with
in the defined area, the plurality of objects including objects Wifh an information
device positioned thereon, and objects without an information device positioned
thereon.
136. The apparatus of claim 135, further comprising a plurality of interrogation
devices, each interrogation device capable of communicating with another
interrogation device and each interrogation device including a transmitter

| capable of transmitting signals to other interrogation devices of the plurality of
interrogation devices, and receiving signals from other interrogation devices of

the plurality of interrogation devices.
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137. The apparatus of claim 136, wherein each interrogation device in the
plurality of interrogation devices includes a transmitter capable of transmitting to

the at least one master controller unit.

138. The apparatus of claim 137, further comprising providing a plurality of
master controller units, each master controller unit capable of communicating
with another master controller unit for transmitting and receiving data received

from the at least one interrogation device.

139. A method of detecting an object having an information device, the method

comprising:

transmitting a first high frequency signal from at least one interrogation device to

a defined area;

converting the first high frequency signal to a first low frequency signal for

transmission to the defined area:,

interrogating the information device with the first low frequency signal, the
information device configured for low frequency, short distance transmission and
reception, wherein the information device transmits a second low frequency

signal following interrogation;

converting the second low frequency signal to a second high frequency signal for

transmission to the at least one interrogation device;
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transmitting the second high frequency signal to a master controller unit; and

processing information in the second high frequency signal to determine

characteristics of the object.

140. The method of claim 139, further comprising interrogating a second

information device for information stored thereon and assobiated with the object.

141. The method of claim 140, further comprising transmitting information
across a network comprising a plurality of interrogation devices, wherein each
interrogation device is capable of communication with at least one other

interrogation device in the network of interrogation devices.

142. A method of information transfer from an information device positioned on

an object within a defined area, the method comprising:

transmitting data from the information device to at least one interrogation device;
transmitting the data from the at least one interrogation device to a master

controller unit; and

compiling the data at the master controller unit to determine characteristic

information associated with the object.

143. The method of claim 142, further comprising transmitting data from the

information device to at least one passive repeater.
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144.  The method of claim 143, further comprising relaying the data from the at

least one passive repeéter to the at least one interrogation device.

145.  The method of claim 142, further comprising relaying the data from the at
least one information device to the at least one interrogation device through a

plurality of passive repeaters.

146. The method of claim 142, wherein the characteristic information
associated with the object includes a position of the object within the defined

area.

147. The method of claim 142, wherein the characteristic information

associated with the object includes an identity of the object

148. The method of claim 142, wherein the transmitting the data from the
information dévice includes interrogating the defined area.

149. The method of claim 148, wherein the information device is a passive
device that transmits data when the at least one interrogation device interrogates

the defined area.

160. The method of claim 142, wherein the information device is an active

device that continuously transmits data.

151.  The method of claim 142, wherein a transmission path for transmitting

data is bi-directional, such that data flows from the at least one information
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device to the interrogation device to the master controller along the transmission
path, and such that data flows from the master controller unit to the at least one
interrogation device to the at least one information device along the transmission

path.
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