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NEEFHOIANS §YSTEM FOR FILTERING WEBSITE CONTENT

FIELD OF THE INVENTION
This invention relates to websites, and more particularly, to filtering website content to
prevent undesirable words or phrases from appearing in website postings by users on the

website.

BACKGROUND OF THE INVENTION

On many online websites, registered and/or unregistered users (referred to as “Users”)
can, among other things, create accounts, play games, and communicate with each
other. Messages (referred to as “Content”) can be sent between Users, or to the internet
population in general, through an internal or external email system, an instant messaging system,
message boards, chat rooms, or any other method of displaying Content to other Users. Content
sent by some Users may be inappropriate for the purpose of the website or otherwise in violation
of the policies established by the website owner or sponsor for its Users. This is especially true
for websites geared towards children. The present invention filters Content sent by Users that
contains undesirable words or phrases, and can either block the Content from being viewed or

replace the Content with language acceptable to the website owner or sponsor.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a flow diagram illustrating the overall method of filtering website content
in an embodiment of the present invention.

FIG. 2 shows a flow diagram illustrating the blocking subroutine in an embodiment of
the present invention.

FIG. 3 shows a flow diagram illustrating the preprocessing subroutine in an embodiment
of the present invention.

FIG. 4 shows a flow diagram illustrating the content breakdown subroutine in an
embodiment of the present invention.

FIG. 5 shows a flow diagram illustrating the recursive comparison subroutine in an
embodiment of the present invention.

FIG. 6 shows a flow diagram illustrating the matching subroutine in an embodiment of
the present invention.

FIG. 7 shows a flow diagram illustrating the matching breakdown subroutine in an

embodiment of the present invention.
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Fie: 8 shéwws' 2 Abwhdisgiam illustrating the recursive matching comparison subroutine
in an embodiment of the present invention.

FIG. 9 shows a block/flow diagram illustrating the database of the method of filtering
website content in an embodiment of the present invention.

FIGS. 10-13 show representations of exemplary screen shots of Web pages delivered by
a server computer that may be displayed through a Web browser on a display device of a client
computer or a user computer of the system and method of filtering website content in an

embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The invention may be practiced as a system. The invention may also be practiced as a
method, or more specifically as a method of operating a computer system. Such a system would
include appropriate program means for executing the method of the invention. Also, an article
of manufacture, such as a pre-recorded disk or other similar computer program product, for use
with a computer processing system, could include a storage medium and program means
recorded thereon for directing the computer processing system to facilitate the practice of the
method of the invention. It will be understood that such apparatus and articles of manufacture
also fall within the spirit and scope of the invention.

The present invention may be utilized by website owners or sponsors, by companies
having an intranet for their empioyees, by an internet service provider, or any other type of
organization that utilizes email type communications, hereinafter referred to as the
“Communication Forum”. Collectively, any one of these organizations providing a
Communication Forum is hereinafter referred to as a “Sponsor”.

From a User's perspective, interaction with the filtering system and method while
utilizing the Communication Forum is limited. If a User puts into Content words or phrases
(referred to as “Terms”) that are acceptable (referred to as “OK” Terms), the User will not notice
the filtering system and method. When a User submits Content that contains undesirable words
or phrases (referred to as “Bad” Terms), the Sponsor has several options to choose from on how
to handle the submission of “Bad” Terms. For example, the Sponsor may choose to have the
User receive an “Input Blocked” Web page (see FIGS. 10A and 10B), which informs the User
that the User's submission of Content was blocked, indicates the Term that was undesirable,
reminds the User about the Sponsor’s relevant policies, and directs the User to re-submit the
Content with the appropriate changes. Optionally, the “Input Blocked” Web page could omit
information on the blocked Term, Sponsor policies, or re-submit instructions, and could include

any other message from the Sponsor to the User.
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" A gAncthér-bptiot isteat 6t having the input blocked, the undesirable Term could be
replaced by an acceptable Term designated by the Sponsor. The User may or may not be
informed about the replacement through an “Input Replaced” Web page (see FIGS. 114, 11B,
and 11C) that gives the Sponsor the same options as the “Input Blocked” Web page discussed
above. The User could also be logged as having attempted to enter a “Bad” Term. Users who
are repeat offenders may at some point be put on probation, temporarily denied access to the
Communication Forum, or permanently denied access to the Communication Forum.

Referring now to the Figures, in which like reference numerals refer to structurally
and/or functionally similar elements thereof, Figure 9 shows a block/flow diagram illustrating
the database of the method of filtering website content in an embodiment of the present
invention. Referring now to FIG. 9, the filtering system and method of the present invention
maintains the Terms in a Database 902. Database 902 may contain lists of “Bad” Terms, “OK”
Terms, and “Not Reviewed” Terms, and could also contain lists of Terms commonly used by
hackers (referred to as “Hack” Terms), to be determined “TBD” Terms, “Replacement” Terms,
or other categories definable by the Sponsor. Any Term in the database can also be designated
as a “Matching” Term. “Matching” Terms are Terms that are used by the Matching Subroutine
(see FIG. 6) to identify similar Terms for review by the Sponsor. The “Matching” Terms are
chosen because they represent the roots of the majority of “Bad” Terms.

The Matching Subroutine (block 612, FIG.6) returns “Not Reviewed” Terms to
Database 902 in block 906. The Sponsor then has an opportunity to review the “Not Reviewed”
Terms and designate a category for them (“Bad”, “OK”, etc.). In block 910 the Sponsor may
also enter phrases that the Sponsor does not want posted in the Communication Forum. These
entered phrases are sent in step 912 through the Preprocessing Subroutine of FIG. 3, and are
then returned to Database 902, where they are added to the databases marked as selected, and
added to the list of “Bad” Terms used by the filtering software. The Sponsor may determine that
“OK” Terms can appear in the Communication Forum, “Bad” Terms may not appear, and
“TBD” Terms should be further reviewed before making a decision. “Hack” Terms may or may
not be allowed. Whether or not they are allowed, “Hack” Terms can be flagged for review by
the Sponsor when they appear. “Replacement” Terms are assigned to one or more “Bad” and/or
“Hack” Terms. The “Replacement” Terms are the Terms that will take the place of the “Bad”
and/or “Hack” Terms in the Content if the Sponsor is using the replacement option discussed
below. The “Not Reviewed” Terms are generated by the Matching Subroutine (block 612,
FIG. 6), inserted into Database 902, and subsequently reviewed and put into the appropriate
Database 902 category by the Sponsor in block 908 through the Sponsor Interface (see

FIG. 12). The Terms in Database 902 that will not be allowed in the Communication Forum
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(Bad” | érins" drid-possiBly- ##1aek-s I'erms or other Terms) are copied to a Secondary Database
of Undesirable Terms 904 to enable fast searches in real time by the filtering system and method
of the present invention.

The Sponsor Interface to the filtering system and method of the present invention (see
FIG. 12) allows the Sponsor in block 908 to review “Not Reviewed” Terms, and in block 914 to
search or view, add or delete, or change the category of Terms in the Database. When reviewing
“Not Reviewed” Terms, the Terms are displayed next to the Database category choices and a
“Delete” choice. The Sponsor then chooses in which category the Terms belong. The default
category is “OK”. While making this choice, placing the cursor over the Term displays the
Content that the word or phrase (Term) was used in so the Sponsor can understand the context of
the Term (see FIG. 13). After choosing a category for a Term, the Content is discarded. Left
clicking on the Term or User Identification (“User ID”) brings up a new Web page showing site
administrative functions and information on the User account that posted the Content so that the
Sponsor may warn, freeze, suspend, or take other action against a User. Once reviewed and
entered into the Database, Terms can be reviewed through a search by Term, by category of
Term, or by Terms reviewed by specific Sponsor employees on a per-employee basis. While
viewing Terms shown by the search, the Sponsor can add, delete, or change the category of a
Term.

The Terms entered into the database by the Sponsor can reflect typical “Bad” words, bad
phrases (phrases containing all “Bad” words, or a mix of “Bad” and “OK” words) slang, or
misspelled “Bad” words, or non-English “Bad” words.

Figure 1 shows a flow diagram illustrating the overall method of filtering website
content in an embodiment of the present invention. Referring now to FIG. 1, Content submitted
by a User for dissemination over the Communication Forum is intercepted for processing and
copied in step 102 by a software program (hereinafter referred to as the “Program”) which
embodies the method and system of the present invention. The Program then calls the first of
two major subroutines in step 104, the Blocking Subroutine (described more fully in relation to
FIG. 2), and passes to it the intercepted Conteﬁt. The Blocking Subroutine calls a Preprocessing
Subroutine (described more fully in relation to FIG. 3), and then calls a Content Breakdown
Subroutine (described more fully in relation to FIG. 4), which calls a Recursive Comparison
Subroutine (described more fully in relation to FIG.5). The objective of the Blocking
Subroutine is to prevent undesirable words that have been identified in the Secondary Database
of Undesirable Terms 904 from appearing in the Communication Forum when they are

submitted for posting by a User.
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A frértemiing t¥dm "theBlocking Subroutine, in step 106 the original Content received
in step 102, the output from the Blocking Subroutine, and the User ID of the User submitting the
Content are stored in a file. The program then calls the Matching Subroutine in step 108
(described more fully in relation to FIG. 6) and passes to it the original Content. The Matching
Subroutine calls the Preprocessing Subroutine of FIG. 3, and then calls a Matching Breakdown
Subroutine (described more fully in relation to FIG. 7), which calls a Recursive Matching
Comparison Subroutine (described more fully in relation to FIG. 8).

After processing by the Matching Subroutine in step 108, in step 110 the storage file
from step 106 is erased, and the method of the present invention ends. The steps of FIG. 1 are
repeated each time Content is submitted by a user for dissemination over the Communication
Forum.

Figure 2 shows a flow diagram illustrating the blocking subroutine called from FIG. 1in
an embodiment of the present invention. Referring now to FIG. 2, by way of example, the
following sample Content, which could be submitted by a User, is shown within quotation
marks (the quotation marks are not a part of the Content), and will be used throughout the

description of the invention in the context of this example:
1.0 “The $ly brown Phox .”

There is a space between each word, and there are five blank spaces following the last
word and before the period at the end of the sentence. After being called from step 104, the
Blocking Subroutine in step 202 calls the Preprocessing Subroutine of FIG. 3 and passes to it
the Content. The word or phrase size to be processed is limited by the size of the field in the
database, which may be increased or decreased depending upon a particular application and the
database used.

Figure 3 shows a flow diagram illustrating the preprocessing subroutine called from
FIGS. 2, 6, or 9 in an embodiment of the present invention. Referring now to FIG. 3, the goals
of the Preprocessing Subroutine are to reduce the wide variety of expression in Content to its
least common denominator, and to enable the analysis of Terms hidden in the Content. This
results in searches on fewer words or phrases, and a faster processing performance by the
Program. The Preprocessing Subroutine performs phonetic changes (e.g., mapping “ph” to “f”),
symbolic changes (e.g., mapping “$” to “s”), superfluous character elimination (e.g., reducing
“aaaaaaaaaaaaaa”’ to “aa”), and similar character usage changes (e.g., numbers changed to “0”).

In step 302 the Content passed to the Preprocessing Subroutine is first analyzed for any
HTML tags. There are two situations where HTML tags are important. One situation is

innocent, where a User is creating a web page and it is desirable to scan the words that appear on
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i’ Web page’ $épatate tromi-the' HIML directives. The other situation is where a User places

HTML tags within the text (which do not appear to the target audience) in an attempt to break
the filter, or places JavaScript commands within the HTML tags to disrupt the page contents or
exploit security holes in the browser.

If no HTML tags are found, the Content is then sent on to step 310. If HTML tags are
found, in step 304 the contents of the HTML tags are separated from the non-HTML text. The
non-HTML text is concatenated with a single space being put in to replace where the HTML
tags were in step 308, and then sent on to step 310. The text inside the HTML tags is copied
from the Content and put into a file in step 306. This copied text from the HTML tags is treated
as a new Content submission from the User and is processed more simply than the non-HTML
text due to the structured requirements of the HTML code. Any URLs contained in the HTML
tags are not altered. Accordingly, in step 322, the steps described in steps 310, 314, and 320
(described below) are performed on the HTML text. After this simplified processing, control
returns to the step which called the Preprocessing Subroutine (Step 202 of FIG. 2, step 602 of
FIG. 6, or step 912 of FIG. 9).

In step 310 all white space, which is defined as spaces, tabs, returns, end of line
characters, or any other character that will be displayed on a display device as a space or white
space to a viewer, is converted to spaces. In step 312 all punctuation characters at the end of
strings of characters (hereinafter referred to as “Words™) are removed. All uppercase characters
are then converted to their corresponding lowercase characters in step 314.

In step 316 the Content is sent though a character mapping process. In a first sub-step,
the Program identifies phonetic and symbolic similarities in characters of the Content and
changes the characters to another set of predetermined characters that represents the common
sound or meaning. However, a character or string of characters is changed only if it has a
predefined one-to-one correspondence with a target character. For example, an exclamation
point character “!” is not changed to the letter “I” because the exclamation point character “!”

could represent lowercase letter “i” or lowercase letter “I” or the number one “1”. Characters

* with multiple possible corresponding target characters such as this are addressed as “Alias

Characters” in the Recursive Comparison Subroutine of FIG. 5 and/or the Recursive Matching
Comparison Subroutine of FIG. 8.

As an example of phonetic mapping, the letters “ph” are changed to the letter “f” because
the sound made when “ph” is pronounced is the sound “f* makes when it is pronounced.

The following are several symbolic mapping examples. The number “13” is changed to
“@

lowercase letter “b” due to its visual similarity to uppercase letter “B”. The character string

(which is a pipe character followed by an underscore character followed by another pipe
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«(J”. The dollar sign character “$” is changed to lowercase letter “s”. The plus sign character
“4 and the Cyrillic character “1” are changed to lowercase letter “t”.

In a second sub-step, numeric characters are replaced with zeros “07, unless previously
changed under a phonetic or symbolic rule. In a third sub-step, non-numeric and non-alphabetic
characters, such as “#”, “%”, “/”, “&”, and others including commas and periods (but excluding
an open parenthesis “(”, close parenthesis “)”, an exclamation point “!”, a dollar sign “$”, and
others handled through the above phonetic or symbolic rules or handled as Alias Characters (see
FIGS. 5 and 8)) are changed to an asterisk(s) “*”.

In addition to recognizing the standard Roman alpha-numeric characters, the Program
may also recognize Unicode characters and characters from other alphabets (Cyrillic, Greek,
Japanese, Chinese, etc.) and change them to their symbolic or phonetic representations in
English and other languages, as necessary.

After the character mapping is complete, in step 318 any consecutively repeated
characters are changed to either a single component character or two of the component
characters. The determination of whether to change such consecutively repeated characters to
either one or two of the component characters is made pursuant to a defined list. For example,
“00000000” would be changed to “00” whereas “kkkkkkkk” would be changed to “k”. Finally,
any remaining spaces at the end of the Content are deleted in step 320, and control returns to the
step which called the Preprocessing Subroutine (Step 202 of FIG. 2, step 602 of FIG. 6, or step
912 of FIG. 9).

The following shows the results of applying the preprocessing steps to our example

Content:
1.0 “The $ly brown Phox .”

There are no HTML tags to deal with in step 302, nor is there any white space that needs
to be removed in step 310. In step 312, the period at the end of the sentence is removed,

leaving:
1.1 “The $ly brown Phox ”

In step 314, the capital letters “T” and “P” would be changed to lowercase letters
leaving:
12 “the $ly brown phox ”

In step 316, the phonetic mapping changes the letters “ph” to the letter “f’, and the

symbolic mapping changes the dollar sign “$” to lowercase letter “s” leaving:
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bRl

13" “the sly brown fox

In step 318, the multiple spaces at the end of the phrase are reduced to one space,

leaving:
1.4 “the sly brown fox ” [
Finally, in step 320, the space at the end of the phrase is deleted, leaving:
1.5 “the sly brown fox”

The Preprocessed Content 1.5 as shown above is returned to FIG. 2 and control passes to
step 204. In step 204 the Blocking Subroutine of FIG. 4 is called. The Blocking Subroutine of
FIG. 4 searches for undesirable Terms in the Preprocessed Content and calls the Recursive
Comparison Subroutine of FIG. 5.

Figure 4 shows a flow diagram illustrating the content breakdown subroutine called
from FIG. 2 in an embodiment of the present invention. Referring now to FIG. 4, in step 402,
the Content received is characterized as Words (strings of characters) separated by spaces
(except for Oriental character sets, which are treated character by character.) For example, the
Preprocessed Content 1.5 in the example above is characterized as having four words: W1, W2,
W3, and W4 separated by spaces. In the example, W1 is “the”, W2 is “sly”, W3 is “brown”, and

W4 is “fox” separated by spaces as shown below:

1.6 “the sly brown fox”
W1 W2W3 W4

Next, in step 404 the Program breaks up the Content into multiple strings of characters
beginning with each of the four Words identified above, and passes these strings one at a time to
step 406, which calls the Recursive Comparison Subroutine of FIG. 5. The string beginning
with the first Word is the first string passed to the Recursive Comparison Subroutine. In our

example, the four strings are:

1.7 S1: “the sly brown fox”
1.8 S2: “sly brown fox”
1.9 S3: “brown fox”
1.10 S4: “fox”

The Program takes the string of characters starting with the first Word, “the”, and sends
the string 1.7, “the sly brown fox”, to the Recursive Comparison Subroutine.
Figure 5 shows a flow diagram illustrating the recursive comparison subroutine called

from FIG. 4 in an embodiment of the present invention. Referring now to FIG. 5, in step 502
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"ifte first 'chatdeter® of ‘Hé-stfing™s checked against a predefined “Alias Character” List to
determine if there are any Alias Characters for the first character. If so, a temporary Alias
Character List is built for the first character.

Alias Characters are predefined character mappings in which more than one character is
mapped to a single character. For instance, as described above, an exclamation point “!” could
be either an exclamation point “!”, the letter “i”, the letter “I”, or the number “1”. These
predefined sets of characters are in an ordered sequence in the Program, such as the ordered
sequence of “!”, “i”, “I”, “1”. Whenever any one of these characters is detected, the Program
will run the string of characters through the Recursive Comparison Subroutine with each of the
predefined characters in the order set in the Program. The Program will keep track of which
Alias Character has been checked and move to the next Alias Character when prompted.

In our example, the character string “the sly brown fox”, the letter “I” in the word “sly”
could be a representation of an exclamation point “!”, the letter “i”, the letter “1”, or the number
“1”. Assuming the defined order of these characters is “1”, “i”, “17, “17, the Program will first
run the string “the s!y brown fox”, then when prompted, the Program will run the string “the siy
brown fox”, and then again, when prompted, the string “the sly brown fox”, then finally, when
prompted, the string “the sly brown fox”.

Alias Characters, like the Character Mapping above, are chosen to approximate phonetic,
symbolic or any other similarities in characters of the Content. In addition to recognizing the
standard Roman alpha-numeric characters, the Program’s Alias Character sets may also include
Unicode characters and characters from other alphabets (Cyrillic, Greek, Japanese, Chinese,
etc.).

Spaces are treated somewhat differently from other Alias Characters. The Alias
“Character” for a space is the deletion of the space from the string. When the Program detects a
space in the string in step 502, the Program will first run the string with the space through the
rest of the steps in the Recursive Comparison Subroutine. Assuming that a “Bad” Term is not
matched in step 504, when the Program checks for other Alias Characters in step 506, the
Program will delete the space from the string and run the string through the Recursive
Comparison Subroutine steps again. This allows the Program to detect undesirable words that
simply have spaces or other white space between the individual characters.

For example, in the string “the sly brown fox”, when the Program reaches the space
between the words “the” and “sly”, the Program will run one string of “the sly brown fox” and
another string, when prompted, of “thesly brown fox”.

In step 502, after the Alias Character List has been built for the first character in the
string, and the first Alias Character is substituted for the first character, the Program notes that it
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his stattett“the ‘progression-tor e~ lias Characters, and control flows to step 504. Or, if there
are no Alias Characters for the first character in the string in step 502, control flows to step 504
and the Program tries to match the first Alias Character (or original character) in the first
position to any of the “Bad” Terms in the Secondary Database of Undesirable Terms 904
(FIG. 9).

To determine if the string contains a “Bad” Term, the first character of the string of
Content is compared against the first character of all of the “Bad” Terms in the Secondary
Database Of Undesirable Terms 904. In our example, the “t” of the string “the sly brown fox”
would be compared against the first character of the “Bad” Terms in the Secondary Database Of
Undesirable Terms 904. When there is no match between the characters, the Program then
determines if there are any Alias Characters left for the current position in step 506. If one or
more Alias Characters are left, the Program replaces the first character of the string with the next
Alias Character in the predefined sequence in step 508 and checks again in step 504 the first
character of the modified string against the first character of the “Bad” Terms in the Secondary
Database of Undesirable Terms 904 to determine if there is a match.

In our example, the Program will first run the phrase “the sly brown fox”. Then, after
steps 506 and 508 have been performed, the phrase “the siy brown fox” will be run, and then
after steps 506 and 508 have been performed again, “the sly brown fox” will be run, and finally,
after steps 506 and 508 have been performed again, “the sly brown fox” will be run. Assuming
that there are no matches found in step 504, and that all Alias Characters have been run from
step 506, the Program then determines in step 520 if the Program is pointing to the first string
position on its way back up from the recursion. The string position refers to the order of
characters of the current string being examined. In our example, “the sly brown fox”, the
beginning or first position is the letter “t”, the second position is the letter “h”, the third position
is the letter “e”, the fourth position is the space “* between the “e” and the “s”, and the fifth
position is the letter “s”, etc.

Tt should be noted that the Program only compares characters of the string and the “Bad”
Terms in the Secondary Database of Undesirable Terms 904 if those characters are in the same
or equal positions. This means that if the Program is currently pointing to the fifth character of
the string, it will only be comparing that character against the fifth character of a “Bad” Term in
the Secondary Database of Undesirable Terms 904 that has matched the first four characters of
the string.

If the Program determines in step 520 that it is not pointing to the first string position on
its way back up from the recursion, then in step 522 the Program steps back up a level in the

recursion and points to the previous position and again determines in step 506 if any Alias
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CHarhctefs’ 416 1eft to b8 'chieked in that position. If Alias Characters are left in that position,
then, as above, the Program will replace the current Alias Character with the next Alias
Character in step 508 and compare it in step 504 to the Secondary Database of Undesirable
Terms 904 to determine if there is a match. If step 506 determines that there are no more Alias
Characters left for comparison in that position, the Program will again determine if it is pointing
to the first position in the string in step 520. If it is not in the first position, the Program will
continue to regress to the first position while checking for Alias Characters that have not been
compared against the Secondary Database of Undesirable Terms 904. When the Program
reaches the first position in step 520, then in step 524 the Program returns any “Bad” Terms
found to the Content Breakdown Subroutine of FIG. 4.

In our example, if the first four characters of the string were a match, the Program would
then point to the fifth string position, the letter “s” of the string “the sly brown fox™. Assuming
that the “s” is not a match in step 504, and that there are no more remaining Alias Characters in
step 506 (in any position), then in step 520 the Program determines that it is not pointing to the
first position, so in step 522 the Program would step back up a level in the recursion to the
previous position and point to the fourth position, the space character “”. The Program
determines in step 506 that there are no remaining Alias Characters in the fourth position, and
then continues stepping back through the recursion levels in steps 520, 522, and 506 until it
reaches the first position. Once the Program determines in step 520 that it is pointing to the first
position, the Program returns any “Bad” Terms found to the Content Breakdown Subroutine of
FIG. 4.

If step 504 determines that the first character in the string matches the first character of
one or more “Bad” Terms in the Secondary Database of Undesirable Terms, then the Program
checks to see if the character in the string of Content is at the end of a Word in step 510. In our
example for the string of “the sly brown fox”, the current character that the Program is checking
is the letter “t”. The letter “t” is not at the end of the Word “the”; the character “e” is at the end
of that Word. If there is not an end of Word indication in step 510, then in step 512 the Program
calls itself recursively and moves to the next position in the string of Content. At this next
position, the Program again builds an Alias Character List as described above in step 502 and
then in step 504 compares the character in the second position to the character in the second
position of all of the “Bad” Terms in the Secondary Database of Undesirable Terms 904 that
matched the first character. If there is another match in step 504, then the Program would again
check in step 510 for the end of the Word indication. Assuming that each character in the
following positions are matches, this sequence of advancing positions will continue until the

Program reaches an end of Word indication in the string. In our example for the string of “the
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“e” in the Word “the”.

When the Program reaches an end of Word indication in step 510, the Program then
determines in step 514 if a flag has been set in the Secondary Database of Undesirable Terms
904. A flag is set in the secondary database at the end of each “Bad” Term. This means that the
Program will only identify a match if the exact Term in the database exists as a Word or
sequence of Words in the string. For example, if the secondary database contained the “Bad”
Terms “brown” and “brownie”, and the string being evaluated was “brown fox”, the Program
would determine that the string matched “brown”, but not “brownie” because “brownie” does
not have a flag set at the position for the letter “n” as does “brown”. Similarly, if the Term was
“brown” and the string was “brownie”, these would not match because the end of Word
indication in the string is not reached until the position of the letter “e”, which is after the flag in
the database at the position of the letter “n”. The “i” and the “e” of “brownie” do not match any
corresponding characters after the “n” in “brown”.

This process also allows “Bad” Terms in the database consisting of multiple Words (a
phrase such as “the sly” as opposed to just the single words “the” or “sly”) to be detected in the
string. For example, if the Secondary Database of Undesirable Terms 904 contained the Term
“the sly” then the database flag would not be set until the position of the letter “y” in word
“sly”. Since in our example the string is “the sly brown fox”, the “Bad” Term would be
detected. The “Bad” Term would not be detected if the string was “thesly brown fox” since the
Term contains a space between “the” and “sly”.

It is possible, however, to instruct the Program to ignore spaces in the “Bad” Terms in
the Secondary Database of Undesirable Terms 904 when comparing the Content to the “Bad”
Terms. Ignoring the spaces will result in more hits and more “Input Blocked” Web pages sent to
the User. For example, if the Program is not ignoring the spaces, “thesly” would not be detected
as above. If the Program is ignoring spaces, then the Content of “thesly” would be detected as
would Content of “the sly”, because of the Alias Character elimination of the space as described
above regarding Alias Characters.

If a flag is set in the Secondary Database of Undesirable Terms 904, the Program saves
the Term as originally submitted in the Content as a “Bad” Term in memory in step 516 and
returns to the recursion at step 518. If at a later time the Program finds another match, then this
later match, if matched in a later position, will replace the previously saved “Bad” Term. This
determines which Term is the best match to the string (the match in which the most characters of
the string match the Term). For example, if the “Bad” Terms in the Secondary Database of

Undesirable Terms 904 were “the” and “the sly”, and the string being examined was “the sly
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hiowh fod™® -théd tHe Progratn woidd determine a match and would save a “Bad” Term in step
516 for first “the”, and then “the sly”. The preferred Term that would be saved is “the sly”
because it matched more of the characters in the string. The preferred Term “the sly” is a match
in the seventh position as opposed to the Term “the” which is a match in the third position.

If step 514 determines that a flag is not set in that position of a Term in the Secondary
Database of Undesirable Terms 904, then the Program determines if it has reached the end of the
string in step 518. If it has not, the Program in step 512 will call itself recursively and moves to
the next position of the string and builds an Alias Character List for that position in step 502. If
the Program determines it has reached the end of the string in step 518, then the Program will
begin regressing back to the beginning of the string as described above in relation to steps 520,
522 and 506 if it is not pointing to the first position of the string, checking any Alias Characters
in any position that the Program may not yet have checked. When in step 520 the Program
reaches the beginning of the string, then the Program returns any “Bad” Terms found to the
Content Breakdown Subroutine of FIG. 4.

Returning now to FIG. 4, after returning from the Recursive Comparison Routine of
FIG. 5, step 408 determines if any “Bad” Terms have been returned from step 524 of FIG. 5. If
step 408 determines that no “Bad” Terms have been returned, then in step 410 the Program
determines if any Words are left to test in the current Content being examined. If yes, the
Program in step 404 advances to the next Word in the string of characters and in step 406 sends
the string beginning with the next Word through the Recursive Comparison Subroutine of
FIG. 5. In our example, the first string of the Content that was sent through the Recursive
Comparison Subroutine was the string 1.7 beginning with the first Word “the”. The second
Word in the string is “sly”, and the second string sent, 1.8, is “sly brown fox”. The third word in
the string is “brown” and the third string sent, 1.9, is “brown fox”. The fourth and last word in
the string is “fox” and the last string, 1.10, is “fox”.

Assuming no “Bad” Terms are found, the Program will continue advancing through the
Words in the current Content and send strings beginning with those Words though the Recursive
Comparison Subroutine of FIG. 5. When step 410 determines that there are no Words left in the
current Content to be examined, then the Program in step 412 will return to the Blocking
Subroutine of FIG. 2 an indication of no “Bad” Terms found.

If, however, step 408 determines that the Recursive Comparison Subroutine of FIG. 5
has found a “Bad” Term, then in step 414 the Program will determine if the replacement option
has been chosen by the Sponsor. If the replacement option has not been chosen, the Program
will store the “Bad” Term in memory in step 416. Terms not replaced will be blocked later

when control of the Program returns to FIG. 2. If the replacement option has been chosen in
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"step 414, 'therd i step 4T8¢ the'Progtam will check Database 902 to determine if the “Bad” Term
has a designated “Replacement” Term. If a “Replacement” Term has been designated, then the
Program will replace the “Bad” Term in the Content with the designated “Replacement” Term in
step 420. The Sponsor may also choose to have a default “Replacement” Term. The default
“Replacement” Term would be used whenever the replacement option has been chosen in step
414, but the specific “Bad” Term does not have a designated “Replacement” Term. Then, if a
default “Replacement” Term is chosen, the Program will replace the “Bad” Term with the
default “Replacement” Term when there is no designated “Replacement” Term. If a “Bad”
Term does not have a designated replacement Term in step 418, and if the default option is not
chosen, then the Program will store the “Bad” Term in memory in step 416, just as if the
replacement option had not been chosen.

In our example, if the Sponsor had determined that the Word “the” was a “Bad” Term
and should be replaced with “that”, then when the Word “the” is detected in the Content “the sly
brown fox”, the Program will replace “the with “that” resulting in a replacement string of “that
sly brown fox”.

If the replacement option was not chosen in step 414, resulting in a “Bad” Term having
been stored in memory in step 416, the Sponsor may choose to direct the Program in step 422 to
look only for one match and stop. If the Sponsor has selected this option, then in step 412 the
Program will stop and return the “Bad” Term to FIG.2. If the Sponsor has directed the
Program to look for more than one match in step 422, the Program will determine in step 410 if
there are any Words left to test in the current Content. If yes, the Program will go to the next
Word in the character string in step 404 and pass the next string in step 406 to the Recursive
Comparison Subroutine of FIG.5. If step 408 determines that the Recursive Comparison
Subroutine returns any other “Bad” Terms, then the additional “Bad” Terms are processed
through the steps outlined above. When step 410 determines that there are no more Words left
in the current Content, then the Program in step 412 will return any “Bad” Terms found to the
Blocking Subroutine of FIG. 2. If no “Bad” Terms are found, the Program will return to FIG. 2
with an “OK” indication.

Thus, when the Program finishes checking all of the Words in the current Content, the
Program will then have either a replacement string, or a replacement string and saved “Bad”
Terms (if a “Bad” Term was not in the replacement database and the default option was not
chosen), or an “OK” indication. The Program in step 412 will return with the replacement string
and any “Bad” Terms found, or an “OK” indication, to the Blocking Subroutine of FIG. 2.

Returning now to FIG.2, step 206 determines if any “Bad” Terms have been
returned. If yes, then in step 208 the Program will block the Content submission from the User
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chosen. The Program will only replace the string if no “Bad” Terms are present. Also in step
208 a message is sent to the User that his Content has been blocked. This message will inform
the User that his submission has been blocked and may (FIG. 10) or may not (FIG. 11) inform
the user of the “Bad” Terms found. If the message does inform the user of the “Bad” Terms
found, the message can contain either the original “Bad” Terms as found in the Content, or the
corresponding “Bad” Terms from the database. After the submission has been blocked, then
also in step 208 the “Bad” Terms are returned to FIG. 1 and the Blocking Subroutine ends.

If step 206 determines that no “Bad” Terms have been returned, then in step 210 the
Program will check for a replacement string or an “OK” indication. If there is an “OK”
indication, the Program in step 212 allows the Content to be posted to the Communication
Forum and control returns to FIG. 1. If step 210 determines that there is a replacement string,
all or part of the original Content will be replaced by the replacement string in step 214 yielding
an altered content. Step 216 determines if the option to notify the User that his Content has been
altered has been selected. If yes, then in step 218 the User is notified that some Terms in the
Content were replaced. Then in step 212, the modified Content is posted to the Communication
Forum. If step 216 determines that the notify option has not been selected, then the modified
Content is posted to the Communication Forum in step 212 and control returns to FIG. 1.

Returning now to FIG. 1, when the Program receives the return data from the Blocking
Subroutine of FIG. 2, the Program stores the User ID of the User, the original Content, and the
output of the Blocking Subroutine (“OK” indication, “Bad” Term, and/or any replacement
string) in a file in step 106 for future processing through the Matching Subroutine in step
108. The Content is saved rather than processed immediately to conserve computing
resources. The Matching Subroutine of FIG 6 is run once per day, typically at midnight or some
other time when the computing resources are not in heavy use. Once sent though the Matching
Subroutine of FIG 6, the storage file is erased in step 110 and the method and system of the
present invention ends.

Figure 6 shows a flow diagram illustrating the matching subroutine called from FIG. 1
in an embodiment of the present invention. Referring now to FIG. 6, the objective of the
Matching Subroutine is to identify new permutations of “Matching” Terms and add the
permutations to the database as “not reviewed” Terms. Sponsor representatives can then further
classify the newly identified “Matching” Terms as either “OK” or “Bad.” The Content received
by the Matching Subroutine is first sent through the Preprocessing Subroutine (FIG. 3) in step

602. The identical steps are followed in the Preprocessing Subroutine as described above.
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Aftertetiirtiing frofr the-Freprocessing Subroutine, the Program in step 604 removes any
white space remaining in the preprocessed Content. White space as defined above is spaces,
tabs, returns, end of lines, or any other character that will be displayed as a space or white space
to a viewer. Since the Preprocessing Subroutine converted all white space to spaces, the
Matching Subroutine will be removing only spaces. The spaces are removed in the Matching
Subroutine because it is not seeking to match a “Bad” Term in the Content against a specific
“Bad” Term in Database 902 as in the Blocking Subroutine of FIG. 2, but is instead attempting
to find any sequence of characters that may be a new representation of a “Matching”
Term. Applying the Preprocessing Subroutine to our example 1.0, “The $ly brown Phox .7,

resulted in preprocessed Content of “the sly brown fox”. Eliminating the spaces from the

preprocessed Content in step 604 leaves:
1.11 “theslybrownfox”

The preprocessed Content is then passed in step 606 to the Maiching Breakdown
Subroutine of FIG. 7, which searches for undesirable Terms, and also calls the Recursive
Matching Comparison subroutine of FIG. 8.

Figure 7 shows a flow diagram illustrating the matching breakdown subroutine called
from FIG. 6 in an embodiment of the present invention. Referring now to FIG. 7, the Matching
Breakdown Subroutine is similar to the Content Breakdown Subroutine of FIG. 4, except that
instead of sending a string beginning with each Word through the Recursive Comparison
Subroutine of FIG. 5, the Matching Breakdown Subroutine sends a string beginning with each
character through the Recursive Matching Comparison Subroutine of FIG. 8.

In the Matching Breakdown Subroutine, the Program in step 702 Breaks up the Content
into multiple strings (s1, s2, s3, s4, etc.) with each string beginning with each successive
character in the Content, and passes these strings in successive order in step 704 to the Recursive
Matching Comparison Subroutine of FIG. 8 in step 706. The string beginning with the first
character is the first string passed to the Recursive Matching Comparison Subroutine in step
706.

In our example, the string 1.11, “theslybrownfox”, is the first string, which is

successively broken down into the subsequent strings of:
1.12 “heslybrownfox”
1.13 “eslybrownfox”

etc., with each successive string beginning with the next character, ending with the last

string of:
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1.14 “x”

The Program will take the string 1.11 (s-1) “theslybrownfox”, and send it to the
Recursive Matching Comparison Subroutine of FIG. 8 in step 706.

Figure 8 shows a flow diagram illustrating the recursive matching comparison
subroutine called from FIG. 7 in an embodiment of the present invention. Referring now to
FIG. 8, the Recursive Matching Comparison Subroutine is similar to the Recursive Comparison
Subroutine of FIG. 5, but instead of comparing the string of characters against all of the Terms
in the Secondary Database of Undesirable Terms 904, the Recursive Matching Comparison
Subroutine compares the strings against the “Matching” Terms in Database 902. Additionally,
the comparison can be reversed with the “Matching” Terms in Database 902 being compared
against the string of characters. In this reverse comparison, all of the steps above and below
remain the same.

In terms of the major differences between the two recursive subroutines, the Recursive
Matching Comparison Subroutine of FIG. 8 does not have an End of Word check (step 510 of
the Recursive Comparison Subroutine of FIG. 5), and adds in the functionality of Wildcards and
a Match Counter. The End of Word function is missing because the Recursive Matching
Comparison Subroutine of FIG. 8 is not trying to find an exact word-for-word match, but is
trying to find any possible sequence of characters similar to the “Matching” Terms. Wildcards
are introduced to further this goal, enabling a match signal when the Content may be a few
characters off of the actual “Matching” Term.

In step 802 the first character of the string is checked against the predefined “Alias
Characters”, which are stored in Database 902, to determine if there are any Alias Characters for
the first character. If so, a temporary Alias Character List is built for the first character. Except
as noted here, Alias Characters are identical to the description given above for Alias Characters
in the discussion of the Blocking Subroutine of FIG.2. The only difference in the Alias
Character steps here is that, since any white space was deleted in step 604 of FIG. 6, there will
be no spaces as Alias Characters.

To recap the Alias functions, if a character has Alias Characters, then the Program will
build an Alias Character List in step 802. The character in the string is replaced with the first
Alias Character. Next, the Program attempts to match the string with the first Alias Character to
any of the “Matching” Terms. The Program then substitutes the next Alias Character in the list
into the string, and runs the string again to attempt to match the string with the next Alias
Character to any of the “Matching” Terms. ‘
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n ‘St ekample, théstring 1711 “theslybrownfox”, the letter “I” could be a representation
of an exclamation point “!”, the letter “i”, the letter “I”, or the number one “1”. Assuming the
defined order of these characters is “1”, “i”, “I”, “1”, and assuming that the first four characters
were matches, the Program will first run the string “thes!ybrownfox”, then when prompted, the
Program will run the string “thesiybrownfox”, and then again, when prompted, the string
“theslybrown fox”, then finally, when prompted, the string “theslybrownfox”.

If Alias Characters are not present, the Program simply tries to match the original
character against the Terms in Database 902. If Alias Characters are present, the Program
changes the string as noted above, notes that it has started the progression for the Alias
Characters and then runs through the remaining steps to determine if there are any “Bad” Terms.

Wildcards are introduced into the process to allow new permutations of “Matching”
Terms to be found. Wildcards are accounted for by counting the number of actual matches
between the string of characters and the “Matching” Terms. A certain number of character
matches is required for the string to match a “Matching” Term. The number of character
matches required in the sequence controls the number of matches found. A small number of
character matches results in a wide net and many “Matching” Terms for the Sponsor to
review. Requiring all of the characters to match may result in virtually no “Matching”
Terms. Finding an acceptable medium will allow the Sponsor to catch most of the new
undesirable “Matching” Terms being used, without spending inordinate amounts of time
reviewing acceptable Content.

The number of character matches is controlled by either a percentage of the characters in
a “Matching” Term or an absolute number of required character matches for a given number of
characters in a Word. For example, if the percentage is set to 75% character match (and
therefore 25% Wildcards), six letters of an eight letter word must be identical and in the correct
sequence. Alternatively, a specific word length could be hard coded so that only five character
matches in an eight letter word is allowable as a match. If the “Matching” Term is “Neopets”,
and five of seven characters are required to be a match, then “Neipats” and “Netbets” would
match as would “Neobats” and “Neobeds”.

In addition to matching any character, a Wildcard can take the place of an absent
character (to expand the string). For example, if “Neopets” was a “Matching” Term with two
Wildcards allowed, then “Neopt” would match, using two Wildcards to expand the string to
“Neop*t*”. A Wildcard is represented by the asterisk character “*”. ‘

A Wildcard can also be used to match a void (to contract the string). For example, if
“Neopets” was a “Matching” Term with two Wildcards allowed, then “Nudeopets” would

match, using two Wildcards to contract the string to “N**eopets”.
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Ad-lariotert éxihipld,! if he string being examined is “Nzezozpzeztzs”, and the
“Matching” Term is “Neopets”, the first character position in the string is a match to the first
character position in the “Matching” Term (“N” and “N”). The next characters, the “z” and the
«“e” do not match, so a Wildcard is used. Using the Wildcard function that contracts the string,
the next string to be run will be “Nezozpzeztzs” (dropping the “z”). Since the next character is
now a match (“¢” and “e”), it will be counted as a match and advance to the next position. The
Program will continue in this manner until the Program gets rid of the succeeding “z”'s and finds
the match of “Neopets”.

Limitations can also be set in the Program on whether or not the string is expanded or a
void position will be checked. Usually, the Program will only expand a given position once
before moving to the next function. Additionally, the void position is usually not tested when
the Program is checking the first character of the string. To accomplish these functions, the
Wildcard function will act similarly to the Alias function by testing all three possibilities in
sequence and running the recursion on each of them.

For example, if the string being examined is “Neopsss”, and the “Matching” Term is
“Neopets”, and two Wildcards are allowed, the first four letters in the string will be a match to
the “Matching” Term. The next characters, the “s” and the “e”, do not match, so a Wildcard is
used. The Wildcard is like the Alias Character in that first “Neopss” will be run (contracting the
string), then “Neop*ss” will be run (replacing the character), and finally “Neop*sss™ will be run
(expanding the string).

If a Wildcard is used in a position, it will be considered a match against any character,
but will not be counted as a match by the Match Counter because it is a Wildcard. The Program
keeps track of what options have been run.

After building the Alias Character List in step 802, the Program in step 804 compares the
first character in the string against the first character of the “Matching” Terms. If step 804
determines that there is a match to one or more “Matching” Terms in Database 902, then the
Program will count the match in step 806 as one needed toward the total to find a Matching
Phrase in the Content, as described above in the Wildcard section and as described further
below.

As noted above, a Wildcard is not counted as a match. The following three situations are
considered matches. First, if the Content entering the Recursive Matching Comparison
Subroutine contains a wild character (certain characters can be designated as wild characters,
which are generally characters that are often used to replace any letter, such-as the asterisk
character “*”, which is to be distinguished from the replacement of an incoming character with a

Wildcard, as described above) indicating that any character in the “Matching” Term will match
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rthe” chatactet1nthe "Content-Second, if the incoming Content contains a character (or Alias
Character) that exactly matches a character in the same position (including as modified by
Wildcards as discussed above) in a “Matching” Term. Third, if the “Matching” Term contains a
wild character, then any character in the incoming Content in the same position will be
considered a match. These same situations will also count as a match in the Blocking
Subroutine of FIG. 2 as well.

In our example, the string 1.11 “theslybrownfox”, when the Program begins in step 804
the first character that is checked is the letter “t”. The letter “t” would be considered a match if
the “Matching” Term contained a “t” or a wild character.

The Program may also convert the number of matches counted to a “fudge” factor at the
option of the Sponsor. The Program does this by subtracting the counted matches from the
current position of the string. The fudge factor can be used in place of, or in addition to, the
number of matches to define when the Program finds a match. For example, instead of requiring
five characters of an eight character string to match, the Program could be directed by the
Sponsor to find a match when there are only three fudges in an eight string character. Fudge
matches are “virtual wildcards” allowing new substitutions to be detected. For example, if “Sly
Fox” is in the database and a User enters “Sty Fox”, at this point the process could make an
assumption that “t” = “I”” and pass the results on for human verification. There is a limit placed
on the number of fudges available otherwise the number of false matches gets very
huge. Wildcard characters subtract from the number of fudges available. The Program could
also be directed to find a match if there are no more than three fudges and more than four exact
matches in an eight character string. Thus there are three categories of matches possible: fudge,
wildcard, and exact.

After the Program counts the match in step 806, the Program determines if a flag has
been set in the “Matching” Term(s) in Database 902 in step 808. A flag is set in the “Matching”
Terms at the end of a Term. If a flag is set in the current position, then the Program checks in
step 810 to see if the Program has counted enough matches to consider the phrase a match. If
enough matches have been counted (characters equaling a set percentage of the length of a
“Matching” Term, or a set number of characters for a given length of the “Matching” Term) then
the Program saves the string of Content as originally entered as a Matching Phrase in step
812. If at a later time the Program finds another match, then this later match will be saved in
addition to the earlier match.

In our example, if the “Matching” Term was “thefly”, and the string is 1.11
“theslybrownfox”, and assuming that five of six characters are needed for a match, the Program

would first determine that the first three characters of the Content matched the “Matching”
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"Lérm! *1Her tolrth-¢haritter however does not match in step 804 (“f* and “s™). Therefore, the
Program would check for Alias Characters in step 814 for the letter “f” and, finding none, would
then check for any Wildcards that are available in step 816. The first Wildcard obtained in step
818 would delete the current character “f’ and test the string “thelybrownfox”. Further
permutations of the “thelybrownfox™ would not meet the five of six character requirement. The
Program returns to this position and tries the next Wildcard permutation, the string
“the*lybrownfox” in step 818. When the Program examines the string “the*lybrownfox”, the
Wildcard “*” will match the “f’ but will not be counted as a match. The Program will then
continue and find that the next two characters (“I” and “y”) are matches in step 804, then count
the matches in step 806, and then find that the flag is set in the database at the end of the “y” in
“thefly” in step 808. At this point, there have been six matches, five of which were
counted. The one Wildcard was not counted. Since the five of six matches is the criteria needed
for this six letter “Matching” Term as determined in step 810, the string will be saved as a
Matching Phrase in step 812, and the Program will continue checking the rest of the string for
other matches. If not enough matches have been counted as determined in step 810, then the
Content is not saved.

After saving a Matching Phrase in step 812, or finding that a phrase does not match in
step 810, or if a flag is not set in the current position of a “Matching” Term in Database 902 in
step 808, the Program will determine if it has reached the end of the string in step 822. If it has
not, in step 824 the Program will call itself recursively and move to the next position of the
string and build an Alias Character List for thﬁt position in step 802. The Program will continue
searching through the string for Matching Phrases until step 822 determines that the end of the
string has been reached through stepping back up the recursion levels. Once at the end of the
string, it will then begin regressing back to the beginning of the siring.

Regressing back to the beginning of the string is similar to the regression of the
Recursive Comparison Subroutine of FIG. 5. If step 826 determines that the Program is not
pointing to the first string position, then in step 828 the Program steps back up a level in the
recursion to the previous position and step 814 determines if there are more Alias Characters,
and if not, step 816 determines if there are more Wildcards available. The process of working
through the Alias Characters and the Wildcards is described more fully below. When all of the
Alias Characters and Wildcards have been exhausted and the Program returns to the first string
position as determined in step 826, control returns to the Matching Breakdown Subroutine of
FIG. 7 with any Matching Phrases that have been saved in step 812.

For example, if the string being examined is “Neopsss”, and the “Matching” Term is

“Neopets”, and two Wildcards are allowable, the first four letters in the string will be a
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it “The “niehet “etter %% idoesthot match “e” (step 804), and does not have any Alias
Characters (step 814). The Wildcards will then be run (step 816), first contracting the string to
“Neopss” (step 818), which will not work, and then replacing the “s” with a Wildcard to give
“Neop*ss” (step 816 and step 818). This will match (step 804), but will not be counted as a
match (step 806) and go on to the next character (steps 808, 822, 824, and 802), which again is
the letter “s”. This “s” does not match the “t” in the “Matching” Term (804), the Wildcard
process will run as recounted above, and will eventually test the string “Neop**s”, replacing the
first letter “s” and the second letter “s” with Wildcards (steps 816 and 818). The second
Wildcard will match (step 804) but again will not be counted as a match (step 806), and the
Program will advance to the next character (steps 808, 822, 824, and 802), which is “s” which
matches the “s” in the “Matching” Term (step 804) and is counted as a match (step 806). Since
the “s” is at the end of “Neopets”, the Program will then encounter a database flag (step 808),
and check to see if enough matches have been counted (step 810). Since five of seven matches
have been made, which meets the criteria needed for a match in our example, the Program will
save the Matching Phrase (step 812) and continue checking for more Matching Phrases.

If, after building an Alias Character List (step 802), the Program determines that the first
character is not a match to the first character of any of the “Matching” Terms (step 804), then
the Program determines if any more Alias Characters are left to run (step 814). If yes, the
Program replaces the first character of the string with the next Alias Character in sequence in
step 820 and checks the first character of the new string against the first character of the
“Matching” Terms to attempt to find a match (step 804). Assuming that there are no matches
(step 804), and that no more Alias Characters are available (step 814), the Program then tests
Wildcards (step 816).

As discussed above, the Wildcard can be a void, any character, or an extra
character. The first Wildcard contracts the string (step 818) and runs the permutations of a void
to try to find a match. If no maiches are found, then the character is replaced with a Wildcard
and the Program again runs the permutations of the Wildcard (step 818) to try to find a
match. Again, if no matches are found, then the Program will expand the string with a Wildcard
(step 818) and try again to find any matches.

Once the Wildcards are used up in a particular position as determined in step 816, the
Program then determines if it is in the first string position in step 826. As in the Recursive
Comparison Subroutine of FIG. 5, the string position refers to the order of characters of the
current string, and the Program only compares characters of the string and the “Matching”

Terms if those characters are in the same or equal positions.
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1t debp'826 deterniiiicd-Hiat Whe Program is not at the first string position, the Program in
step 828 steps back up a level in the recursion to the previous position and again determines in
step 814 if any Alias Characters are left in that position. If Alias Characters are left to be
checked in that position, then, as above, the Program in step 820 will move to the next Alias
Character and compare it to the database to determine a match (step 804).

If step 814 determines there are no more Alias Characters left for comparison in that
position, the Program in step 816 will determine if all of the Wildcard permutations in that
position have been used. If more Wildcards are available, the Program will get the next
Wildcard in step 818 as above to try to find a match (step 804).

If step 816 determines that there are no more Wildcards left, the Program will again
determine if it is at the first position in the string (step 826). If it is not in the first position, the
Program will continue to regress to the first position while checking for Alias Characters and
Wildcards that have not been compared against “Matching” Terms in Database 902 as described
above. When the Program reaches the first position, it returns to the Matching Breakdown
Subroutine of FIG. 7 with the Matching Phrases that have been saved, if any, in step 812.

In our example, for string 1.11 “theslybrownfox”, and the “Matching” Term is “theme”,
and one Wildcard is allowable, the first three letters will be a match. The next letter in our
string, “s”, does not match “m” (step 804), and in our example does not have any Alias
Characters (step 814). The Wildcards will then be run (step 816), first contracting the string to
“thelybrownfox” (step 818), which will not work, then replacing the “s” with a Wildcard to give
“the*lybrownfox” (step 818). This will match (step 804), but will not be counted as a match
(step 806). Since the database flag is not set on the “m” of “theme”, but at the last “e” (step
808), and the end of the string has not been encountered (step 822) the Program will go on to the
next character (step 802).

This next character in the string, “I”, does not match the “e” (step 804), and assuming
there are no Alias Characters for “1” (step 814), the Wildcard process will run as above (step
816), trying “the*ybrownfox” (contracting the string by deleting the “1”, step 818) which will
not work, and then trying “the**ybrownfox” (step 818). This will be a match (step 804), but
will not be counted as a match (step 806) since it is a Wildcard. The Program will then
encounter the database flag at the end of “theme” (step 808) and check to see if there are enough
characters for a match (step 810). Since we only have three matches, and four are required, the
Program will not save anything and will continue checking the rest of the string (steps 822, 824).

Since the Program has passed the end of the “Matching” Term in the database, the
Program will not encounter any more matches (step 804) except for Wildcard matches, since

there are no more characters to match in the “Matching” Term. The Program will continue
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Bhicking Wildbardshuntiliitréaclies:the end of the string (step 822) and starts regressing back to
the fist position (step 826), checking for any unused Alias Characters (step 814) and Wildcards
(step 816). When the Program reaches the first position of the string (step 826), the Program
will return to the Content Breakdown Subroutine of FIG. 7.

Returning now to FIG. 7, step 708 determines if the Recursive Matching Comparison
Subroutine of FIG. 8 has returned a Matching Phrase. If no Matching Phrase has been returned,
the Program in step 710 determines if the program is pointing to the last string (s-last), that is,
has the last string been processed through the Recursive Matching Comparison Subroutine. If
no more strings are left, then control returns to the Matching Subroutine of FIG. 6. If the
Program is not pointing to the last string in step 710, then the Program will advance to the next
string (s2, s3, etc.) in step 704 and call in step 706 the Matching Comparison Subroutine of
FIG. 8 again, sending a string of characters beginning with the new character to search for
Matching Phrases.

In our example, the first string 1.11 (s1) of Content “theslybrownfox” that was sent
through the Program was the string beginning with the first character. The second character is
“h”_and the second string 1.12 (s2) is “heslybrownfox”. The third character is “¢” and the third
string 1.13 (s3) is “eslybrownfox”. The fourth character is “s” and the fourth string 1.14 (s4) is
“slybrownfox”. The Program will conﬁnue similarly through the Content to the last character,
“x”, which is last string 1.14 (s-last) “x”.

Assuming no Matching Phrases are found, the Program will continue advancing through
the characters in the Content and send strings beginning with those characters through the
Recursive Matching Comparison Subroutine of FIG.3. Once no characters are left in the
Content to test, then the Program will return to the Matching Subroutine of FIG. 6 with no
Matching Phrases.

If, however, step 708 determines that the Recursive Matching Comparison Subroutine of
FIG. 8 has found a Matching Phrase, then the Program will determine if the Sponsor has
selected the option to look for only one Matching Phrase in step 712. If yes, the Program will
stop and return to the Matching Subroutine of FIG. 6 with the Matching Phrase. If step 712
determines that the Sponsor has selected the option to have the Program look for more than one
Matching Phrase, the Program will store the Matching Phrase in memory in step 714 and control
flows to step 710, which determines if there are any more strings left to test in the Content. If
s0, it will continue to run strings through the Recursive Matching Comparison Subroutine of
FIG. 8 as described above. If step 708 determines that any other Matching Phrases are returned
from FIG. 8, the Program will store the additional Matching Phrases in memory with any others
already found in step 714. When the Program determines that it has tested the last string with
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hé-lakt” chdrattet “in- tHe" ontetittin step 710, control returns to FIG. 6 along with all the
Matching Phrases that have been stored in step 714.

Returning now to FIG.6, if Matching Phrases are not retuned to the Matching
Subroutine as determined in step 608, control returns to FIG. 1. If step 608 determines that one
or more Matching Phrases are returned, then the Program starts with the first saved Matching
Phrase in step 610 and attempts to put the phrase in Database 902 as a “Not Reviewed”
Term. Step 610 determines if the phrase is already in the database (as a Term in any
category). If the phrase is not in database 902, then in step 612 the Matching Phrase will be
entered into the database as a “Not Reviewed” Term. Then, step 614 determines if there are
more phrases left to check. If so, then control returns to step 610 where the next Matching
Phrase is checked against Database 902. If step 610 determines that the phrase is already in
Database 902, then control flows to step 614 to check for more Matching Phrases. After all
Matching Phrases have been checked, the contents of each HTML tag are submitted for
processing to the Matching Subroutine.

Figure 10-13 show representations of exemplary screen shots of Web pages delivered by
a server computer that may be displayed through a Web browser on a display device of a client
computer or a user computer of the system and method of filtering website content in an
embodiment of the present invention. Referring now to FIGS. 10-13, FIG. 10A shows an
example of a user attempting to send an email with inappropriate Content through a
Communication Forum of the Sponsor. The user has navigated through a Web browser on a
client computer to Email Web Page 1000, which enables the user to send an email message. In
Message Window 1002 the user has typed in an inappropriate word. In other cases, the
inappropriate Content may be contained within a phrase, or the entire phrase may be
inappropriate. Upon clicking on Send Button 1004, the system of the present invention
intercepts the email message, evaluates the content, and finds the objectionable
Content. FIG. 10B shows an “Input Blocked” Web page that is returned to the user’s Web
browser. Input Blocked Web Page 1006 has Graphic 1008, and Text Message 1010. Text
Message 1010 contains the predetermined message that the Sponsor wants to communicate to
the user regarding posting unacceptable Content, and may be worded in a number of different
ways. Back Button 1012 allows the user to return to Email Web Page 1000 where the user can
edit the message and try to resend it, or quit.

FIG. 11A shows another example of a user attempting to send an email with
inappropriate Content through a Communication Forum of the Sponsor. The user has navigated
through a Web browser on a client computer to Message Board Web Page 1100, which enables
the user to post a topic. The user has selected a particular message board through Entry Box
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102, ' Tl Message - Windéw:FI04stiie user has typed in an inappropriate message for posting to
the particular message board. Upon clicking on Create Topic Button 1106, New Topic Web
Page 1108 shown in FIG.11B is returned to the Web browser of the user’s client
computer. The system of the present invention intercepts the input Content (which is the phrase
“Pm naughty! Are you?”), evaluates the Content, and finds the word “naughty” to be
objectionable, and replaces the word “naughty” with an acceptable Term designated by the
Sponsor, which in this example is the word “boring”.

FIG. 11C shows the replaced Content that is viewed by a different user who has
navigated through the Sponsor’s Website to the Altered New Topic Web Page 1110. The
altered Content can be seen in Message Window 1112. In this example, the Sponsor did not
select the option to inform the user of the replaced text. If the option had been selected, then a
Web page would have been returned to the user similar to Input Blocked Web Page 1006. The
text of the message may show the user the replaced text, or just inform the user that some of the
text has been replaced for being inappropriate Content.

FIG. 12 shows the Sponsor Interface Web Page 1200 that the Sponsor may access to
review “Not Reviewed” Terms. Upon reviewing a Term, the Sponsor may designate a category
for the Term reviewed (“Bad”, “OK”, “Hack”, “TBD”) or select the “Delete” option to remove
the Term from the list, by clicking on the appropriate Radio Buttons 1202. The default category
is “OK”.

Placing the mouse cursor over the Term in the Word Or Phrase column displays the
Content in which the Term was used, so the Sponsor can understand the context for the
Term. This is shown in FIG. 13 in Pop Up Box 1302. The user name of the User submitting
the Content is shown. After choosing a category for a Term, the Content is discarded.

Left clicking on the Term or User ID brings up a new Web page (not shown) for site
administrative functions and information on the User account that posted the Content so that the
Sponsor may warn, freeze, suspend, or take other action against a User. Once reviewed and
entered into the Database, Terms can be reviewed through a search by Term or by Category of
Term in Search Box 1204, or by User Name in Search Box 1206. While viewing Terms shown
by the search, the Sponsor can add, delete, or change the category of a Term. The Sponsor can
also add a word or phrase in Add Word Or Phrase Box 1208.

Having described the present invention, it will be understood by those skilled in the art
that many changes in construction and widely differing embodiments and applications of the

invention will suggest themselves without departing from the scope of the present invention.
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CLAIMS

‘What is claimed is:

1. A method for filtering content submitted by a user for dissemination over a
communication forum, the method comprising the steps of:

(a) intercepting the content submitted by the user to the communication forum;

(b)  preprocessing said intercepted content through a preprocessing subroutine to
yield a modified content by reducing said intercepted content to its least common denominator;

(¢c)  breaking said modified content down through a content breakdown subroutine
into a plurality of strings of words, wherein each successive string of words drops the first word
from the previous string of words;

(@  processing each of said plurality of strings of words through a recursive
comparison subroutine to attempt to identify at least one undesirable term that matches a
previously identified undesirable term stored in a secondary database of undesirable terms,
wherein each of said previously identified undesirable terms is a word or a phrase; and

(¢)  when said at least one undesirable term is identified, blocking the content

submitted by the user from appearing on the communication forum.

2. A method according to claim 1 wherein preprocessing step (b) further comprises
the steps of:

(b1) analyzing said intercepted content for HTML tags;

(b2) converting each of a white space to a space, wherein said white space is a one of
a space, a tab, a return, an end of line character, and any of an other character that is displayed
on a display device as said white space to a viewer;

(b3) removing each of a punctuation character at an end of a word, wherein said word
is a string of characters;

(b4)  converting each of an uppercase letter into a corresponding lowercase letter;

(b5) performing a character mapping on the results of said steps (b2), (b3), and (b4) of
the intercepted content;

(b6) utilizing the results of said step (b5), changing a three or more of any
consecutively repeated character to two of said consecutively repeated character or to a one of
said consecutively repeated character based upon a predefined list; and

(b7) deleting a any remaining spaces at the end of said intercepted content.
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4. " A'misthod dedotdihp'to claim 2 wherein analyzing step (bl) further comprises the
steps of:

(bla) when said HTML tags are present, separating said HTML tags from a non-HTML
text of said intercepted content;

(blb) concatenating said non-HTML text with a space where said HITML tag was
located in said intercepted content;

(blc) sending said concatenated non-HTML text to said converting step (b2) for
continued processing;

(b1d) copying a text inside said HTML tags to a file; and

(ble) processing said text inside each said HTML tags through steps (b2), (b4), and

®7).

4. A method according to claim 2 wherein performing a character mapping step (b5)
further comprises the steps of:

(b5a) finding each character or a string of characters having a one-to-one relationship
with a predetermined phonetic or symbolic character, wherein each said character or said string
of characters having said one-to-one relationship is replaced with its said predetermined
phonetic or symbolic character;

(b5b) replacing each of a remaining non-replaced numeric character with a zero; and

(b5c) replacing each of a remaining non-replaced predetermined non-numeric character

and each of a remaining non-replaced predetermined non-alphabetic character with an asterisk.

5. A method according to claim 1 wherein processing step (d) further comprises the
steps of:

(d1)  checking a first character of a first of said plurality of strings of words against a
predefined alias character list, wherein each of said alias characters is a predefined character
mapping where more than one character in an ordered sequence is mapped to a single character;

(d2) when a match is found in said step (d1) for said first character of a first word of
said first plurality of strings of words, building a temporary alias list for said first character;

(d3) comparing said first character against a first character of all said previously
identified undesirable terms in said secondary database of undesirable terms for a match;

(d4) when a match is found, checking to see if said first character is at an end of said
first word,;

(d5) when said first character is not at said end of said first word, calling, by said

recursive comparison subroutine, said recursive comparison subroutine recursively;
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“(d6) " toving toa hext' ¢iaracter in said first word of said first plurality of strings of
words;

(d7)  repeating steps (d1) through (d6) for said next character;

(d8)  repeating step (d7) for each remaining character in said first word of said first
plurality of strings of words;

(d9) repeating steps (d1) through (d8) for each of a next word in said first of said
plurality of strings of words; and

(d10) repeating steps (d1) through (d9) for the remaining plurality of strings of words.

6. A method according to claim 5 wherein building step (d2) further comprises the
steps of:

(d2a) when a match is not found for said first character of a first word of said first
plurality of strings of words, determining if there are any of said alias characters left for said first
character of said first word;

(d2b) when said determining step (d2a) result is yes, replacing said first character of said
first word with a next alias character in said ordered sequence and passing control to said
comparing step (d3) for continued processing;

(d2¢) when said determining step (d2a) result is no, determining if said recursive
comparison subroutine is pointing to said first character of said first word of said first plurality
of strings of words on its way back up from said recursion,

(d2d) when said determining step (d2c) result is no, stepping back up a level recursively
to a previous character position and passing control to said determining step (d2a) for continued
processing;

(d2e) when said determining step (d2c) result is yes, returning any said at least one

undesirable terms found to said blocking step (e).

7. A method according to claim 6 wherein checking step (d4) further comprises the
steps of: '

(d4a) when said first character is at an end of said first word, determining if a flag has
been set in said secondary database of undesirable terms, wherein said flag is set at an end of
each of said previously identified undesirable terms;

(d4b) when said determining step (d4a) result is yes, indicating that said first word
matches a one of said previously identified undesirable terms, saving into a memory said first

word as said at least one undesirable term, and passing control to step (d4c);
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“(dity"WHen! $aid” Betetmidihg step (d4a) result is no, or after said saving step (d4b),
determining if said recursive comparison subroutine has reached an end of said first of said
plurality of strings of words;
(d4d) when said determining step (d4c) result is no, passing control to said calling step
(d5) for continued processing; and

(d4e) when said determining step (d4c) result is yes, passing control to step (d2c).

8. A method according to claim 7 wherein returning step (d2e) further comprises the
steps of:

(d2el) when any said at least one undesirable terms are returned from said recursive
comparison subroutine, determining if a replacement option has been selected;

(d2e2) when said determining step (d2el) result is yes, checking a database for a
replacement ténn for any of said at least one undesirable terms;

(d2e3) when said determining step (d2el) result is no, passing control to step (d2e5);

(d2e4) when said determining step (d2e2) result is yes, replacing any of said at least one
undesirable terms with said replacement terms in the content yielding a replacement string;

(d2e5) when said determining step (d2e2) result is no, storing any of said at least one
undesirable terms in said memory;

(d2e6) determining if a search for another match option has been selected;

(d2¢7) when said determining step (d2e6) result is no, determining if there are any
words left to test in said first plurality of strings of words;

(d2¢8) when said determining step (d2e6) result is yes, passing control to said blocking
step (e);

(d2e9) when said determining step (d2¢7) result is no, passing control to said blocking
step (e); and

(d2e10) when said determining step (d2e7) result is yes, returning any said at least one

undesirable terms and any said replacement string to said processing step (d).

9. A method according to claim 8 further comprising the steps of:

(d2e11) when any said at least one undesirable terms are not returned from said
recursive comparison subroutine, passing control to said step (d2¢7); and

(d2e12) when said determining step (d2e7) result is no, passing control to said blocking
step (e) with an OK indication.
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40" A'misthod” §8dordingito claim 9 wherein blocking step (e) further comprises the
steps of:

(el) when no said at least one undesirable terms have been returned from said
processing step (d), determining if any said OK indication or any said replacement string has
been returned,

(¢2)  when said determining step (el) result is said OK indication, posting the content
to the communication forum;

(e3)  when said determining step (el) result is said replacement string, replacing all or
part of the content with said replacement string yielding an altered content;

(e4)  determining if a notify user option has been selected;

(e5)  when said determining step (e4) result is yes, notifying the user that all or part of
the content has been replaced;

(e6)  posting said altered content to the communication forum; and

(¢7) when said determining step (e4) result is no, posting said altered content to the

communication forum without notifying the user.

11. A method according to claim 1 further comprising the steps of:

® storing in a file the content intercepted from the user, a user ID for the user, and
any of an OK indications, any of at least one undesirable terms, and any of a replacement string
resulting from preprocessing step (b), breaking step (c), and processing step (d);

(g)  processing said intercepted content through a matching subroutine to identify
new permutations of undesirable terms; and

(h) erasing said file.

12. A method according to claim 11 wherein processing step (g) further comprises
the steps of:

(g]) repeating preprocessing steps (b1) through (b7) of claim 2 for said intercepted
content;

(g2) removing any white space from said intercepted content remaining after said
preprocessing steps (b1) through (b7);

(g3) processing said intercepted content through a matching breakdown subroutine to
attempt to identify at least one matching phrase;

(g4) when said at least one matching phrase has been identified, determining if a first

of said at least one matching phrase is already stored in a database of terms;
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(g5} " thetisaiddetermtiig step (g4) result is yes, passing control to said determining
step (g7) for continued processing;

(g6) when said determining step (g4) result is no, entering said at least one matching
phrase into said database of terms as a not reviewed term;

(g7) determining if there is a next said at least one matching phrase;

(g8) when said determining step (g7) result is yes, passing control to said determining
step (g4) for said next said at least one matching phrase; and

(g9) when said determining step (g7) result is no, passing control to said erasing step

(h).

13. A method according to claim 12 wherein step (g6) further comprises reviewing

said not reviewed term and designating a category for said not reviewed term.

14. A method according to claim 12 wherein processing step (g3) further comprises
the steps of:

(g3a) breaking the content up into a plurality of strings, wherein each successive one of
said plurality of strings begins with a successive character of the content;

(g3b) processing a first of said plurality of strings through a recursive matching
comparison subroutine to attempt to identify said at least one matching phrase that is similar to a
one of said previously identified undesirable terms stored in said secondary database of
undesirable terms;

(g3¢) determining if said at least one matching phrase has been identified in said first of
said plurality of strings;

(g3d) when said determining step (g3c) result is no, determining if there are more of said
plurality of strings to be processed;

(g3¢) when said determining step (g3d) result is yes, passing control to said processing
step (g3b) for a next of said pluraiity of strings;

(g3f) when said determining step (g3d) result is no, passing control to said determining
step (g4);

(g3g) when said determining step (g3c) result is yes, determining if an option to look for
only a one of said at least one matching phrase has been selected;

(g3h) when said determining step (g3g) result is no, storing said at least one matching
phrase in a memory and passing control to said determining step (g3d); and

(g3i) when said determining step (g3g) result is yes, passing control to said determining

step (g4).
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15. A method according to claim 14 wherein processing step (g3b) further comprises
the steps of:

(g3b1) checking a first character of a first of said plurality of strings against a predefined
alias character list, wherein each of said alias characters is a predefined character mapping
where more than one character in an ordered sequence is mapped to a single character;

(g3b2) when a match is found in said step (g3b1) for said first character of said first of
said plurality of strings, building a temporary alias character list for said first character;

(g3b3) comparing said first character against a first character of all said previously
identified undesirable terms in said secondary database of undesirable terms for a match;

(g3b4) when a match is found, counting the match toward a predetermined total of
counted matches needed to identify said at least one matching phrase;

(g3b5) for said match, determining if a flag has been set in a current position of said
previously identified undesirable term in said secondary database of undesirable terms,
indicating an end of said previously identified undesirable term;

(g3b6) when said determining step (g3b5) result is no, passing control to step (g3b10);

(g3b7) when said determining step (g3b5) result is yes, determining if a total of said
counted matches is equal to said predetermined total of counted matches needed to identify said
at least one matching phrase;

(g3b8) when said determining step (g3b7) result is yes, saving said first of said plurality
of strings as said at least one matching phrase;

(g3b9) when said determining step (g3b7) result is no, passing control to step (g3b10);

(g3b10) determining if said recursive matching comparison subroutine has reached an
end of said first of said plurality of strings;

(g3b11) when said determining step (g3b10) result is no, calling, by said recursive
matching comparison subroutine, said recursive matching comparison subroutine recursively;

(g3b12) moving to a next character in said first of said plurality of strings and passing
control to said checking step (g3b1) for said next character;

(g3b13) repeating steps (g3bl) through (g3b12) for said next character; and

(23b14) repeating step (g3b13) for each remaining character in said first of said plurality
of strings.

16. A method according to claim 15 wherein step (g3b7) further comprises requiring

said predetermined total of counted matches to be a percentage of the total number of characters

in said previously identified undesirable term to identify said at least one matching term.
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17. A method according to claim 15 wherein step (g3b7) further comprises requiring
said predetermined total of counted matches to be a hard coded number that is based upon the
total number of characters in said previously identified undesirable term, said hard coded
number being less than or equal to the number of characters in said previously identified

undesirable term, in order to identify said at least one matching term.

18. A method according to claim 15 wherein comparing step (g3b3) further
comprises the steps of:

(g3b3a) when a match is not found, determining if there are any said alias characters in
said temporary alias character list left to be used for comparison in place of said first character;

(g3b3b) when said determining step (g3b3a) result is yes, replacing said first character
with a first alias character in said temporary alias character list and passing control to said
comparing step (g3b3) for said first alias character;

(g3b3c) when said determining step (g3b3a) result is no, determining if there are any
wildcards left to substitute for said first character; and

(g3b3d) when said determining step (g3b3c) result is yes, replacing said first character
with said wildcard and passing control to said comparing step (g3b3).

19. A method according to claim 18 wherein step (g3b3c) further comprises requiring
said wildcard to be used for said first character in said first of said plurality of strings for at least
a one of replacing said first character when there is not a direct match, taking the place of an
absent character to expand said first of said plurality of strings, and matching a void to contract

said first of said plurality of strings.

20. A method according to claim 18 wherein determining step (g3bl0) further
comprises the steps of:

(g3b10a) when said determining step (g3b3c) result is mno, passing control to step
(23b10b);

(g3b10b) when said determining step (g3b10) result is yes, determining if said recursive
matching comparison subroutine is pointing to said first string position;

(g3b10c) when said determining step (g3b10b) result is no, stepping back up a level
recursively to a previous character position and returning to said determining step (g3b3a) for

continued processing;
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(g3B10d)" Whn 84id “detéritiining step (g3b10b) result is yes, passing control to said
determining step (g3c).

21. A system for filtering content submitted by a user for dissemination over a
communication forum, the system comprising:

a software program for intercepting the content submitted by a user through an input
device for dissemination over a communication forum;

a blocking subroutine of said software program for filtering said intercepted content;

a preprocessing subroutine of said software program for preprocessing said intercepted
content to yield a modified content which reduces said intercepted content to its least common
denominator;

a content breakdown subroutine of said software program for breaking said modified
content down into a plurality of strings of words, wherein each successive string of words drops
the first word from the previous string of words;

a secondary database of undesirable terms accessed by said software program, wherein a
list of previously identified undesirable terms are stored, and further wherein each of said
previously identified undesirable terms is a word or a phrase; and

a tecursive comparison subroutine of said software program for processing recursively
each of said plurality of strings of words to identify at least one undesirable term that matches a
one of said previously identified undesirable terms stored in said secondary databse of
undesirable terms;

wherein when said at least one undesirable term is identified, said blocking subroutine

blocks the content submitted by the user from appearing on the communication forum.

22. The system according to claim 21 wherein said preprocessing subroutine:

analyzes said intercepted content for HTML tags;

converts each of a white space to a space, wherein said white space is a one of a space, a
tab, a return, an end of line character, and any of an other character that is displayed on a display
device as said white space to a viewer;

removes each of a punctuation character at an end of a word, wherein said word is a
string of characters;

converts each of an uppercase letter into a corresponding lowercase letter;

performs a character mapping on the intercepted content;
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Chih g b hres" bt 'thotdof any consecutively repeated character to two of said
consecutively repeated character or to a one of said consecutively repeated character based upon
a predefined list; and

deletes a any remaining spaces at the end of said intercepted content.

23.  The system according to claim 22 wherein said preprocessing subroutine:

separates said HTML tags when present from a non-HTML text of said intercepted
content;

concatenates said non-HTML text with a space where said HTML tag was located in said
intercepted content;

sends said concatenated non-HTML text back to the beginning of said preprocessing
subroutine for continued processing;

copies a text inside said HTML tags to a file; and

sends said text inside said HTML tags for simplified processing through said

preprocessing subroutine by performing only a portion of the processing.

24.  The system according to claim 22 wherein said preprocessing subroutine during
said character mapping:

finds each character or a string of characters having a one-to-one relationship with a
predetermined phonetic or symbolic character, wherein each said character or said string of
characters having said one-to-one relationship is replaced with its said predetermined phonetic
or symbolic character;

replaces each of a remaining non-replaced numeric character with a zero; and

replaces each of a remaining non-replaced predetermined non-numeric character and

each of a remaining non-replaced predetermined non-alphabetic character with an asterisk.

25.  The system according to claim 21 further comprising:

a database accessed by said software program; and

a predefined alias character list stored in said database, wherein each of said alias
characters is a predefined character mapping where more than one character in an ordered
sequence is mapped to a single character, wherein a first character of a first of said plurality of
strings of words is checked by said recursive comparison subroutine against said predefined
alias character list, and when a match is found, a temporary alias list is built for said first
character, wherein said recursive comparison subroutine substitutes each of said alias characters

in said list for said first character in said ordered sequence for processing.
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26.  The system according to claim 25 wherein said database further comprises:
a list of replacement terms, wherein a one of said replacement terms is used to replace
said at least one undesirable term in the content for dissemination over the communication

forum.

27.  The system according to claim 21 wherein said software program further
comprises:
a matching subroutine which processes said intercepted content to identify new

permutations of undesirable terms.

28.  The system according to claim 27 wherein the communication forum is a one of a
an internal email system, an external email system, an instant messaging system, a message
board, and a chat room, the system further comprising:

a sponsor of the communication forum, wherein said sponsor is a one of a website
owner, a website sponsor, an internet service provider, and a company providing an intranet to

its employees.

29.  The system according to claim 28 further comprising:

a sponsor interface, wherein a one or more not reviewed terms generated by said
matching subroutine and stored in a database are reviewed by said sponsor, are assigned a
category by said sponsor, and stored in said database or in said secondary database of

undesirable terms based upon said category assigned to said one or more not reviewed terms.

30.  The system according to claim 21 further comprising:
a server computer, wherein said server computer supports the communication forum, and

said software program resides on said server computer.

31.  The system according to claim 21 further comprising;

a client computer; and

a web browser residing on said client computer;

wherein the user accesses said communication forum from said client computer through

said web browser.

32.  The system according to claim 21 further comprising:
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4 thatchig breakdbwhisiibtdutine to identify at least one matching phrase, wherein said
matching breakdown subroutine breaks the content up into a plurality of strings, wherein each

successive one of said plurality of strings begins with a successive character of the content.

33.  The system according to claim 32 further comprising:

a recursive matching comparison subroutine, wherein said recursive matching
comparison subroutine recursively processes each of said plurality of strings to attempt to
identify said at least one matching phrase that is similar to a one of said previously identified
undesirable terms stored in said secondary database of undesirable terms, and when said at least

one matching phrase has been identified, storing said at least one matching phrase in a memory.

34. A computer readable storage medium storing instructions that, when executed by
a processor, cause the processor to perform a method for filtering content submitted by a user for
dissemination over a communication forum, the method comprising the steps of:

(a) intercepting the content submitted by the user to the communication forum;

(b)  preprocessing said intercepted content through a preprocessing subroutine to
yield a modified content by reducing said intercepted content to its least common denominator;

(© breaking said modified content down through a content breakdown subroutine
into a plurality of strings of words, wherein each successive string of words drops the first word
from the previous string of words;

(d)  processing each of said plurality of strings of words through a recursive
comparison subroutine to attempt to identify at least one undesirable term that matches a
previously identified undesirable term stored in a secondary database of undesirable terms,
wherein each of said previously identified undesirable terms is a word or a phrase; and

(e) when said at least one undesirable term is identified, blocking the content

submitted by the user from appearing on the communication forum.

35. The computer readable storage medium according to claim 34 wherein
preprocessing step (b) further comprises the steps of:

(b1)  analyzing said intercepted content for HTML tags;

(b2)  converting each of a white space to a space, wherein said white space is a one of
a space, a tab, a return, an end of line character, and any of an other character that is displayed
on a display device as said white space to a viewer;

(b3) removing each of a punctuation character at an end of a word, wherein said word

is a string of characters;
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ol #* E8rivertinG BalHl of 4h uppercase letter into a corresponding lowercase letter;
(b5)  performing a character mapping on the results of said steps (b2), (b3), and (b4) of
the intercepted content;
(b6) utilizing the results of said step (b5), changing a three or more of any
consecutively repeated character to two of said consecutively repeated character or to a one of
said consecutively repeated character based upon a predefined list; and

(b7)  deleting a any remaining spaces at the end of said intercepted content.

36.  The computer readable storage medium according to claim 35 wherein analyzing
step (b1) further comprises the steps of:

(bla) when said HTML tags are present, separating said HTML tags from a non-HTML
text of said intercepted content;

(b1b) concatenating said non-HTML text with a space where said HTML tag was
located in said intercepted content;

(blc) sending said concatenated non-HTML text to said converting step (b2) for
continued processing;

(b1d) copying a text inside said HTML tags to a file; and

(ble) processing said text inside each said HTML tags through steps (b2), (b4), and
(b7).

37. The computer readable storage medium according to claim 35 wherein
performing a character mapping step (b5) further comprises the steps of:

(b5a) finding each character or a string of characters having a one-to-one relationship
with a predetermined phonetic or symbolic character, wherein each said character or said string
of characters having said one-to-one relationship is replaced with its said predetermined
phonetic or symbolic character;

(b5b) replacing each of a remaining non-replaced numeric character with a zero; and

(b5c) replacing each of a remaining non-replaced predetermined non-numeric character

and each of a remaining non-replaced predetermined non-alphabetic character with an asterisk.

38. The computer readable storage medium according to claim 34 wherein
processing step (d) further comprises the steps of:

(d1) checking a first character of a first of said plurality of strings of words against a
predefined alias character list, wherein each of said alias characters is a predefined character

mapping where more than one character in an ordered sequence is mapped to a single character;
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(dPy =ik 4 rikitehiis ound m said step (d1) for said first character of a first word of
said first plurality of strings of words, building a temporary alias list for said first character;

(d3) comparing said first character against a first character of all said previously
identified undesirable terms in said secondary database of undesirable terms for a match;

(d4)  when a match is found, checking to see if said first character is at an end of said
first word;

(d5) when said first character is not at said end of said first word, calling, by said
recursive comparison subroutine, said recursive comparison subroutine recursively;

(d6) moving to a next character in said first word of said first plurality of strings of
words;

(d7)  repeating steps (d1) through (d6) for said next character;

(d8)  repeating step (d7) for each remaining character in said first word of said first
plurality of strings of words;

(d9) repeating steps (d1) through (d8) for each of a next word in said first of said
plurality of strings of words; and

(d10) repeating steps (d1) through (d9) for the remaining plurality of strings of words.

39.  The computer readable storage medium according to claim 38 wherein building
step (d2) further comprises the steps of:

(d2a) when a match is not found for said first character of a first word of said first
plurality of strings of words, determining if there are any of said alias characters left for said first
character of said first word,

(d2b) when said determining step (d2a) result is yes, replacing said first character of said
first word with a next alias character in said ordered sequence and passing control to said
comparing step (d3) for continued processing;

(d2c) when said determining step (d2a) result is no, determining if said recursive
comparison subroutine is pointing to said first character of said first word of said first plurality
of strings of words on its way back up from said recursion;

(d2d) when said determining step (d2c) result is no, stepping back up a level recursively
to a previous character position and passing control to said determining step (d2a) for continued
processing;

(d2e) when said determining step (d2c) result is yes, returning any said at least one

undesirable terms found to said blocking step (e).
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40  'THéEompiterteadatile storage medium according to claim 39 wherein checking
step (d4) further comprises the steps of:

(d4a) when said first character is at an end of said first word, determining if a flag has
been set in said secondary database of undesirable terms, wherein said flag is set at an end of
each of said previously identified undesirable terms;

(d4b) when said determining step (d4a) result is yes, indicating that said first word
matches a one of said previously identified undesirable terms, saving into a memory said first
word as said at least one undesirable term, and passing control to step (d4c);

(d4c) when said determining step (d4a) result is no, or after said saving step (d4b),
determining if said recursive comparison subroutine has reached an end of said first of said
plurality of strings of words;

(d4d) when said determining step (d4c) result is no, passing control to said calling step
(d5) for continued processing; and

(d4e) when said determining step (d4c) result is yes, passing control to step (d2c).

41.  The computer readable storage medium according to claim 40 wherein returning

step (d2e) further comprises the steps of:
* (d2el) when any said at least one undesirable terms are returned from said recursive

comparison subroutine, determining if a replacement option has been selected;

(d2¢2) when said determining step (d2el) result is yes, checking a database for a
replacement term for any of said at least one undesirable terms;

(d2e3) when said determining step (d2el) result is no, passing control to step (d2e5);

(d2e4) when said determining step (d2e2) result is yes, replacing any of said at least one
undesirable terms with said replacement terms in the content yielding a replacement string;

(d2e5) when said determining step (d2e2) result is no, storing any of said at least one
undesirable terms in said memory;

(d2e6) determining if a search for another match option has been selected;

(d2e7) when said determining step (d2e6) result is no, determining if there are any
words left to test in said first plurality of strings of words;

(d2¢8) when said determining step (d2e6) result is yes, passing control to said blocking
step (e);

(d2¢9) when said determining step (d2¢7) result is no, passing control to said blocking
step (e); and

(d2e10) when said determining step (d2€7) result is yes, returning any said at least one

undesirable terms and any said replacement string to said processing step (d).
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42.  The computer readable storage medium according to claim 41 further comprising
the steps of:

(d2¢11) when any said at least one undesirable terms are not returned from said
recursive comparison subroutine, passing control to said step (d2¢7); and

(d2e12) when said determining step (d2e7) result is no, passing control to said blocking

step (¢) with an OK indication.

43.  The computer readable storage medium according to claim 42 wherein blocking
step (¢) further comprises the steps of:

(e1) when no said at least one undesirable terms have been returned from said
processing step (d), determining if any said OK indication or any said replacement string has
been returned;

(e2) when said determining step (el) result is said OK indication, posting the content
to the communication forum;

(e3) when said determining step (el) result is said replacement string, replacing all or
part of the content with said replacement string yielding an altered content;

(e4)  determining if a notify user option has been selected;

(e5) when said determining step (e4) result is yes, notifying the user that all or part of
the content has been replaced;

(e6) posting said altered content to the communication forum; and

(¢7) when said determining step (e4) result is no, posting said altered content to the

communication forum without notifying the user.

44.  The computer readable storage medium according to claim 34 further comprising
the steps of:

® storing in a file the content intercepted from the user, a user ID for the user, and
any of an OK indications, any of at least one undesirable terms, and any of a replacement string
resulting from preprocessing step (b), breaking step (c), and processing step (d);

(g)  processing said intercepted content through a matching subroutine to identify
new permutations of undesirable terms; and

(h)  erasing said file.

45, The computer readable storage medium according to claim 44 wherein

processing step (g) further comprises the steps of:
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{gl¥ " tepeating*preprocessing steps (b1) through (b7) of claim 35 for said intercepted
content;

(g2) removing any white space from said intercepted content remaining after said
preprocessing steps (b1) through (b7);

(g3) processing said intercepted content through a matching breakdown subroutine to
attempt to identify at least one matching phrase;

(g4) when said at least one matching phrase has been identified, determining if a first
of said at least one matching phrase is already stored in a database of terms;

(g5) when said determining step (g4) result is yes, passing control to said determining
step (g7) for continued processing;

(g6) when said determining step (g4) result is no, entering said at least one matching
phrase into said database of terms as a not reviewed term,

(g7) determining if there is a next said at least one matching phrase;

(g8) when said determining step (g7) result is yes, passing control to said determining
step (g4) for said next said at least one matching phrase; and

(g9) when said determining step (g7) result is no, passing control to said erasing step

().

46. The computer readable storage medium according to claim 45 wherein step (g6)
further comprises reviewing said not reviewed term and designating a category for said not

reviewed term.

47.  The computer readable storage medium according to claim 45 wherein
processing step (g3) further comprises the steps of:

(g3a) breaking the content up into a plurality of strings, wherein each successive one of
said plurality of strings begins with a successive character of the content;

(g3b) processing a first of said plurality of strings through a recursive matching
comparison subroutine to attempt to identify said at least one matching phrase that is similar to a
one of said previously identified undesirable terms stored in said secondary database of
undesirable terms;

(g3c) determining if said at least one matching phrase has been identified in said first of
said plurality of strings;

(g3d) when said determining step (g3c) result is no, determining if there are more of said

plurality of strings to be processed;
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(g3¢)-witen*said 'detertimmg step (g3d) result is yes, passing control to said processing
step (g3b) for a next of said plurality of strings;

(g3f) when said determining step (g3d) result is no, passing control to said determining
step (g4);

(g3g) when said determining step (g3c) result is yes, determining if an option to look for
only a one of said at least one matching phrase has been selected;

(g3h) when said determining step (g3g) result is no, storing said at least one matching
phrase in a memory and passing control to said determining step (g3d); and

(g3i) when said determining step (g3g) result is yes, passing control to said determining

step (g4).

48. The computer readable storage medium according to claim 47 wherein
processing step (g3b) further comprises the steps of:

(g3b1) checking a first character of a first of said plurality of strings against a predefined
alias character list, wherein each of said alias characters is a predefined character mapping
where more than one character in an ordered sequence is mapped to a single character;

(g3b2) when a match is found in said step (g3b1) for said first character of said first of
said plurality of strings, building a temporary alias character list for said first character;

(g3b3) comparing said first character against a first character of all said previously
identified undesirable terms in said secondary database of undesirable terms for a match;

(g3b4) when a match is found, counting the match toward a predetermined total of
counted matches needed to identify said at least one matching phrase;

(g3b5) for said match, determining if a flag has been set in a current position of said
previously identified undesirable term in said secondary database of undesirable terms,
indicating an end of said previously identified undesirable term,;

(g3b6) when said determining step (g3b5) result is no, passing control to step (g3b10);

(g3b7) when said determining step (g3b5) result is yes, determining if a total of said
counted matches is equal to said predetermined total of counted matches needed to identify said
at least one matching phrase;

(g3b8) when said determining step (g3b7) result is yes, saving said first of said plurality
of strings as said at least one matching phrase;

(g3b9) when said determining step (g3b7) result is no, passing control to step (g3b10);

(g3b10) determining if said recursive matching comparison subroutine has reached an

end of said first of said plurality of strings;
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(g3BTI)-iwhien §4id- Bétetrining step (g3b10) result is no, calling, by said recursive
matching comparison subroutine, said recursive matching comparison subroutine recursively;
(g3b12) moving to a next character in said first of said plurality of strings and passing
control to said checking step (g3b1) for said next character;
(g3b13) repeating steps (g3b1) through (g3b12) for said next character; and
(g3b14) repeating step (g3b13) for each remaining character in said first of said plurality
of strings.

49.  The computer readable storage medium according to claim 48 wherein step
(g3b7) further comprises requiring said predetermined total of counted matches to be a
percentage of the total number of characters in said previously identified undesirable term to

identify said at least one matching term.

50. The computer readable storage medium according to claim 48 wherein step
(g3b7) further comprises requiring said predetermined total of counted matches to be a hard
coded number that is based upon the total number of characters in said previously identified
undesirable term, said hard coded number being less than or equal to the number of characters in

said previously identified undesirable term, in order to identify said at least one matching term.

51.  The computer readable storage medium according to claim 48 wherein comparing
step (g3b3) further comprises the steps of:

(g3b3a) when a match is not found, determining if there are any said alias characters in
said temporary alias character list left to be used for comparison in place of said first character;

(g3b3b) when said determining step (g3b3a) result is yes, replacing said first character
with a first alias character in said temporary alias character list and passing control to said
comparing step (g3b3) for said first alias character;

(g3b3c) when said determining step (g3b3a) result is no, determining if there are any
wildcards left to substitute for said first character; and

(g3b3d) when said determining step (g3b3c) result is yes, replacing said first character

with said wildcard and passing control to said comparing step (g3b3).
52. The computer readable storage medium according to claim 51 wherein step

(g3b3c) further comprises requiring said wildcard to be used for said first character in said first

of said plurality of strings for at least a one of replacing said first character when there is not a
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tdikect' matchtaRing the' Place of 'ah absent character to expand said first of said plurality of

strings, and matching a void to contract said first of said plurality of strings.

53.  The computer readable storage medium according to claim 51 wherein
determining step (g3b10) further comprises the steps of:

(g3b10a) when said determining step (g3b3c) result is no, passing control to step
(g3b10b);

(g3b10b) when said determining step (g3b10) result is yes, determining if said recursive
matching comparison subroutine is pointing to said first string position;

(g3b10c) when said determining step (g3b10Db) result is no, stepping back up a level
recursively to a previous character position and returning to said determining step (g3b3a) for

continued processing;
(g3b10d) when said determining step (g3b10b) result is yes, passing control to said

determining step (g3¢).
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