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(57) Abstract: The disclosure provides an approach for computing service
paths for a service chain identifying a sequence of services. One method
includes including information about a plurality of hosts in a heap. Each
of the plurality of hosts includes at least one service virtual computing
instance (SVCI) configured to provide at least one of the services of the
service chain. The information includes, for each of the plurality of hosts,
a number of service paths computed for the service chain at the host and
one of a number of services provided by unused SVCIs of the host or a
number of consecutive services provided by unused SVCIs of the host.
The method further includes selecting a host from the heap based on the
information. The method further includes generating a first service path
for the service chain, the first service path identifying at least one SVCI
of the selected host.
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SERVICE PATH COMPUTATION FOR SERVICE INSERTION

Yong Feng, Yanjun Lin, Yang Ping, Pierluigi Rolando, Anuprem Chalvadi, Li Sun, Fenid
Kavathia, Rajp Koganty

Cross-Reference to Related Applications

{0001 This application claims priority to, and the bencfit of, pending U.S. Non-
Provisional Patent Application No. 16/282,802, filed on February 22, 2019, and entitled
“SERVICE PATH COMPUTATION FOR SERVICE INSERTION, which is incorporated
herein by reference in its entirety.

Bagkeround

{8662} Software defined networking (SDN) comprises a plurality of hosts
communication over a physical network infrastractare, cach host having one or more
virtualized endpoints such as virtual machines {VMs), containers, or other virtual computing
mstances {VCls}) that are connected to logical overlay networks that may span multiple hosts
and are decoupled from the underlying physical network mfrastructure. Though certan aspects
are discussed herein with respect to YMs, i should be noted that they may simlarly be
applicable to other suitable VCls.

HEEIRY SDN mvolves the use of a management plane (MP) and a conitrol plane {(CP).
The management plane is concemed with receiving network configuration input from an
administrator or orchestration automation and generating desired state data that specifies how
the logical network should be implemented in the phvsical infrastructure. The management
plane mayv have access o a database application for storing the network configuration input.
The control plane is concerned with determining the logical overlay network topology and
maintaining mformation about network entitics such as logical switches, logical routers,
endpoints, etc. The logical topology information specifving the desired state of the network is
translated by the control plane mto network configuration data that i3 then commmicated to
network elements of each host. The network configuration data, for example, mchides
forwarding table entrics to populate forwarding tables at virtual switch{cs} provided by the
hypervisor {i.¢., virtualization software) deploved on cach host. An example control plane
logical network controller is descenbed 1n US. Patent 9,525,647 entitled “Network Control
Apparatus and Method for Creating and Modifving Logical Switching Elements,” which is
fully incorporated herein by reference.

0004} The control plane 1s served by an application that can run in a single computing

device or on a cluster of devices that communicate with each other and maintain the same state.
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Typically the centralized control plane (CCP) runs as a cluster to allow for load balancing, favlt
tolerance, and high availably. The CCP may be considered a central entity, in that even though
it may be implemented in a distributed manner, each instance of a control process operates
mdependently to control a portion of the network, as opposed to working in conjunction with
different control processes nunning on different compuating devices. Sharding is a mechanism
used to provide high scalability and availability of a CCP by identifving “master” nodes among
a plurality of nodes within the CCP for handling data from particular sources or of particular
tvpes.

{8005} VMs may exchange traffic with other endpoints {¢.g., physical endpoints, other
VMs, etc.) within the data center, referred to as cast-west traffic. VMs may further exchange
traffic with other endpoints outside the data center, referred to as vorth-south traffic.
Sometimes, the data center is configured to provide network services for the exchange of cast-
west and/or north-south traffic. The insertion of network services to the path of traffic 1o the
data center 15 referred 1o as service insertion. Network services can include one or more of
access control list (ACL) filters, firewalls, load balancers, cic.

{8006} Service isertion works by configuring traffic to be forwarded to service
providers that provide the network services, prior to forwarding the traffic to its actual
destination. The mechanisms for forwarding the traffic are discussed in more detail with
respect to FIG. 1. For example, the logical overlay network, also referred to as a software
defined network (SDNY, can include a number of ¥ Ms that provide network services, referred
to herein as service VMs (SVMs), running on multiple hosts. The term “service VM is
equivalent to the terms “virtual network appliance™ and “virtual network function”™ (VNF),
which are also used in the field. In addition, the implementation of network services using
virtual machines is often referred to as network function virtualization (NFV). Each SVM may
provide a service. For example, an SYM A may provide service A, an SVM B may provide
service B, ctc. A single SVM may be configured to provide multiple services. Further, there
may be multiple SVMs that provide the same service on the same or different hosts, such as to
provide load balancing for providing a given service.

10007 In certain cases, multiple network services are applied to traffic, prior to
forwardmg the traffic to its actual destination. In particular, the traffic is configured to be
forwarded to a first SYM to apply a first service, then to a second SVM to apply a second
service, and so on, sequentially, until all the requisite services are applied, and the traffic is

then forwarded o 115 actual destination. The hinkage of multiple networks services 1 order to
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apply to tratfic 1s referred fo as service chaining. For example, application of service A, then
service B, then service C, in sequence, may be referred to as a service chain.

[B008] Since there arc nmultiple SVMs providing services in the data ceunter, as
discussed, there may be multiple possible paths that tratfic can take for application of a given
service chain. In other words, since there may be multiple mstances of each of service A,
service B, and service €, any one network flow can satisfy the requirements of a service chain
mchuding A, B, and C services by baving packets forwarded first to anv one of the “A” services,
then any one of the “B” services, and then any one of the “C” services. The actual path that
the traffic flows through as network services are applied to the traffic, including the actual
SV Ms in sequence used to apply the networks services of a service chain, is referred to as a
service path. Accordingly, there may be multiple possible service paths corresponding to a
service chain.

{6009] Service path computation refers to the process of computing service paths fora
service chain. Scrvice path computation algorithios are designed to construct service paths by
selecting SVMs for services indicated in the service chamn. Due to the large number of SVMs
i a data center, service path computation can be a complex process, that may utilize sigmficant

memory and processing resources of a computing device.

Summary

{010] Embodiments provide a method for computing service paths for a service chain,
the service chain identifying a sequence of services. The method includes including
mformation about a plurality of hosts in a heap. Each of the plurality of hosts includes at least
one service virtual computing instance (SYCH configured to provide at feast one of the services
of the service chain. The information includes, for each of the plurality of hosts, a nomber of
service paths computed for the service chain at the host and one of a number of services
provided by unused SV s of the host or a number of consecutive services provided by unuse
SYCls of the host. The method further includes selecting a host from the heap based on the
mfommation. The method further includes generating a first service path for the service chain,
the first service path wdentifving at least one SV of the selected host. The method further
mehudes configuring one or more of the plurality of hosts to forward traffic along the first
service path.

{6011} Further embodiments provide a computer system comprising one or 1more

processors contigured to perform the method as set forth above.
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{6612} Further embodiments include a non-transitory computer-readable storage
medium storing tnstructions that, when executed by a computer system, cause the computer

system to perform the method as set forth above.

Brief Description of the Drawings

[6613] FIG. 1 depicts a block diagram of a computer system in which one or more
embodiments of the present disclosure may be utilized.

10014} FIG. 2 depicts a block diagram of another computer system in which one or
more embodiments of the present mvention may be implemented.

{6615] FIG. 3 depicts a block diagram of another computer system in which ong or
more embodiments of the present invention mayv be implemented.

8016} FIG. 4 depicts a block diagram of another computer svstem i which one or
more embodiments of the present invention may be implemented.

[6617] FIG. 5 depicts a flowchart of example operations for computing service paths
according to one or more embodiments of the present invention.

[0018] FIG. 6 depicts a flowchart of example operations for computing service paths
according to one or more embodiments of the present invention.

{6019} To facilitate understanding, identical reforence numerals have been used, where
possible, to designate identical clements that are common to the figures. It is contemplated
that elements disclosed in one embodiment may be beneficially vtilized on other embodiments

without specific recitation.

Detailed Description

{6624} The present disclosure provides approaches to service path computation.
Certain embodiments utilize, for a given service chain, aggregate information about the SYMs
m each host in a data center in order to perform the service path computation. The use of
aggregate information, as will be discussed, provides several advantages and tmprovements to
the computing device(s) used to perform the service path computation. For examaple, aggregate
mformation for the 5VMs on each host machine maintamed and used for a given service chan
can include one or more of the number of service paths created in each host for the service
chain, the number of services provided by unused 5V Ms in each host for the service chain, and
the number of consecutive services provided by unused SVMs in each host for the service

chain. Other aggregate mformation could be maintained and used and for exarmple can mclude
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the number of service paths created in cach host for any service chain, though this may incur
additional overhead for maintaining such information.

{0021 The use of aggregate mformation can reduce the amownt of memory needed for
storing information for service path computation as compared to storing more detailed
mformation, thereby improving/reducing the memory usage of the computing device. Further,
the use of aggregate information can reduce the computational complexity for computing
service paths, thereby mmproving/reducing the processor usage of the computing device.
{6622} Further, the present disclosure provides specific methods of service path
computation utihizing such aggregate information that can be used to compute efficient service
paths. F should be noted that the methods may be heunstic approaches that may not provide
the most efficient service paths, but sull provide efficient service paths using less
computational complexity. Farther, it should be noted that though certain aspects arc described
with the aggregate information being maintained for each host during the computation of the
serviee paths for a service chain, instead full information about the computed service paths
could instead be maintained, and the aggregate information computed on the flv for each
service path computation.

{6623} FIG. 1 depicts a block diagram of a computer system 100 in which ong or
maore embodiments of the present disclosure may be utilized. Data center 102 mav be an on-
premises data center or a cloud data center. Data center 102 includes host(s) 103, a
virtualization manager 130, a gateway 124, a management network 126, and a data network
122, Although the management and data network are shown as separate physical networks, it
18 also possible n some implementations 1o logically 1solate the management network from the
data network using different VLAN identifiers. Each of hosts 105 may be constructed on a
server grade hardware platform 106, such as an x86 architecture platform. For example, hosts
105 mayv be geographically co~located servers on the same rack or on different racks in any
arbitrary location n datacenter 102,

[6024] Host 103 i3 configured to provide a virtualization layer, also referred to as a
hypervisor 116, that abstracts processor, memory, storage, and networking resources of
hardware platform 106 into multiple virtual machines, e.g., VMs 11 and 12 on host 103:, SVM
A21 (providing service A) and VM 21 on host 105, and SVM A31 (providing service A} and
SVM B31 {(providing service B) on host 105;. VMs on the same host 105 mav run
concurrently. The hypervisor architecture may vary. In some embodiments, a virtualization
software can be mstalled as system level sofiware directly on the server hardware {often

referred to as “bare metal” installation) and be conceptually interposed between the physical



WO 2020/172639 PCT/US2020/019372

hardware and the guest operating systems executing n the virtual machines. Aliematively, the
virtualization software may conceptually run “on top of” a conventional host operating system
m the scrver. In some implementations, the hvpervisor may comprise svstem level software as
well as a “Domain 07 or “Root Partition” virtual machine, which 1s a privileged machine that
has access to the physical hardware resources of the host. In this implementation, a virtual
switch, virtual tunnel endpoint (VTEP}, etc, along with hardware drivers, may reside in the
privileged virtual machine.

{8625} Hardware platform 106 of host 105 may include components of a computing
device such as one or more processors (CPUs)y 108, system memory 110, a network interface
112, storage system 114, a local host bus adapter (HBA) 113, and other VO devices such as,
for example, a mouse and kevboard (not shown). CPU 108 is configured to execute
mstructions, for example, executable instructions that perform one or more operations
described herein and that may be stored in memory 110 and in storage 114, Network interface
112 enables host 105 to communicate with other devices via a communication medium, such
as network 122 and extemnal network 146, Network mterface 112 may include one or more
network adapters or ports, also referred to as Network Interface Cards (NICs}, for connecting
to one or more physical networks. In certain embodiments, data network 122 and management
network 126 may be ditferent physical networks as shown, and the hosts 105 may be connected
to gach of the data network 122 and management network 126 via separate NiICs or separate
poits on the same NIC. Ip certain embodiments, data network 122 and management network
126 may correspond to the same physical network, but different network segments, such as
different subnets or different logical VLAN segments.

{6626} Storage system 114 represents local persistent storage devices (e.g., ong or more
hard disks, flash memory modules, solid state disks, and/or optical disks}. Host bus adapter
{HBA) 115 couples host 105 to one or more exteral storages (not shown), such as a storage
arca network {SAN) or distributed virtual SAN. Other external storages that mayv be used
mclude network-attached storage (NAK) and other network data storage systems, which may
be accessible via NIC 112,

16627 System memory 110 1s hardware allowing mformation, such as executable
mstructions, configurations, and other data, to be stored and retrieved. Memory 110 15 where
programs and data are kept when CPU 108 is actively using them. Memeory 110 may be volatile
memory or non-volatile menory.

[6028] Gateway 124 provides VMs and other components in data center 102 with

connectivity to network 146, Network 146 may be, for example, a direct link, a local area

G-



WO 2020/172639 PCT/US2020/019372

network (LAN}, a wide area network (WAN) such as the Internet, another type of network, or
a combination of these. Gateway 124 may manage external public IP addresses for VMs and
route traffic incoming to and outgoing from data center 102 and provide networking services,
such as firewalls, network address translation (NAT), dynamic host configuration protocol
{DHCP}, and load balancing. Gateway 124 may ase data network 122 to transmit data network
packets to hosts 105, Gateway 124 may be a virtual computing mstance, a physical device, or
a software module running within host 103, Gateway 124 may include two gateways: a
management gateway for management network 126 and a data gateway for data network 122,
{80629} CCP 130 communicates with hosts 105 via a network, shown as a management
network 126, and carries out CCP functions as discussed hercin. CCP 1306 1s further configured
to compute service paths as discussed herein.  As discussed, CCP 130 may be a computer
program that resides and executes in a node such as in a central server in data center 102 or,
alternatively, in a virtual computing instance (e.g.. a VM) in one of hosts 105, Further, CCP
130 may be distributed and ron on several nodes, as discussed.

{18034} Hypervisor 116 can mmclude a virtnal switch 117, which serves as a software-
based mterface between virtual machines runming on hosts 105, network interface card(s) (NIC)
112, as well as other physical resources available on host 105, Though only host 1055 is shown
mcluding virtual switch 117: for simplicity, it should be noted that cach host 105 may include
a virtual switch 117

{031] Each of the virtual machines running on host 105 may include a virtual network
mterface card (VNIC) 130, which is responsible for exchanging packets between the VM and
hypervisor 116. Though only host 105, is shown including VNICs 130: and 1302 associated
with ¥YMs 11 and 12 for simplicity, it should be noted that cach VM {including SVMs) on each
host 105 may include a YNIC. VNICs 130 may be, in some cases, a software abstraction of a
physical network interface card. Hach of VNICs 1301 and 130: 15 connected to a virtual port
{vport) provided by virtual switch 1171, and virtual switch 1171 18 connected to NIC 112 (via
one or more vports) to allow network traffic to be exchanged between virtual machines
exccuting on host 105 and other network destinations such as virtual machines hosted by other
hosts on network 122, or devices reachable via an external network such as network 146,
80632} One or more ¥VMs in data center 102 may be associated with a particular service
chain {¢.g., for all traffic of the VM, for certain types of traffic of the VM, for traffic with &
particular destination, ¢tc.). The service chain may indicate one or more of a forward chain
and a reverse cham associated with the VM. For example, the forward chan indicates a

sequence of services o be performed for traffic that is outgoing from the VM. Further, the

.-
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reverse chain indicates a sequence of services to be performed for traffic that 1s incoming to
the VM.

[6033] In certain aspects, an administrator defines a service chain for the one or more
VMs using the management plane, which s then sent to CCP 130, The administrator can define
both the forward chain and a reverse chain of the service chain. The forward chain and reverse
chain may include different services and/or have services in a different sequence than one
another. In certain aspects, if the administrator only defines the forward chain {(¢.g., services
A->B->C}, then by default the reverse chain is the reverse sequence (¢.g., services C->B->A)
of the forward chaim.

[6034] In certain aspects, CCP 130 15 configured to perform service path computation
for service chains as further discussed herein to generate multiple service paths corresponding
to a given service chamn. The CCP 130 then assigns one of the multiple service paths to the
YM associated with the service chain.  In particular, CCP 130 commumicates network
configuration data to various network clements of hosts 105 to ensure traffic associated with
the VM is sent along the assigned service path and the services are applied 1o the traffic.
{6635} For example, to configure VM 11 with the forward service path SVM A21-
>SVM B31, the CCP 130 would send network configuration information to cach of hosts 105:-
1052{c.g., and also host 1052). The network configuration information sent to ¢ach host could
mclude a service table that indicates the MAC addresses of each SVM in cach hop along the
service path for VM 11, The service table may also indicate a virtual network oterface {e.g.,
VNIC) of cach SVM in each hop along the service path for VM 11, The service table may
mdicate (e.g., mmplicitly) that for any packet with a destination IP address of a destination
outside of VM 11 and source IP address of VM 11, that the packet should be sent along the
service path. Hach host 103 includes a local controd plane (not shown) that is part of the
bypervisor 116 that configures a kerncl of the hypervisor 116 to implement the service table as
associated with the VNICa 130 of the VMs and SVMs associated with the service path. For
example, the kernel of the hvpervisor 1161, when receiving a packet at VNIC 130: from VM
11 with a destination outside of VM 11 is configured to set a next-hop MAC address of the
packet to SVM A21 based on the configuration by the LCP.  Accordingly, the packet is
forwarded to SVM A21. Similarly, after SVM A21 roceives and services the packet, it 1s sent
o SYM B31. SVM B31 then receives the packet, and it i3 sent to it destination. It should be
noted that the kemel of the hvpervisor implementing the scrvice table and forwarding the

packet 18 just an example, and other components may implement the service table and forward
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the packet as discussed, such as a component in the user space, a “Domain 07 or “Root
Partition” virtual machine, ete.

[0036] F1G. 2 depicts a simplified block diagram of a computer system 200 in which
one or more embodiments of the present disclosure may be utilized. In particular, FIG. 2
depicts a computer system 200 that utilizes a host-based service deployment. In a host-based
service deployment, SVMs run in the same host as VMs with traffic to be rerouted {also
referred to herein as guest VMs (GVMs)). In certain aspects, a local service path computation
scheme, as discussed further heren, is used for service path computation for a host-based
service deployment.  Computer svstem 200 s just an example of a host-based service
deployment, and a host-based service deplovment can include more or foewer hosts, and more
or fewer GVMs and SVMs.

{8037} As shown, computer system 200 includes three hosts 105:-105:. The hosts 105
may include the same clements as those in FIG. 1, but they are not shown for sake of simplicity.
Further, the hosts 105 are connected via a network, like shown in FIG. 1, but the connection i3
not shown for sake of simphicity. Host 1031 includes GVM 1, GVM 2, 5VM ALl SVM Bl
and SVM A12. Host 105 meludes GVM 3, GVM 4, SVM AZ1 and SVM B21. Host 1055
mchudes GYM 3, GVM 6, and SYM B31.

[0038] F1G. 3 depicts a simplified block diagram of a computer system 300 in which
one or more embodiments of the present disclosure may be utilized. In particular, FIG. 3
depicts a computer systemn 300 that utifizes a cluster-based service deplovment. A cluster refers
to a set of hosts. In a cluster-based service deployment, 5V Ms run in hosts in a service cluster,
and GVMs run in hosts of clusters other than the service cluster, meaning SVMs and GVMs
are not on the same host. In certain aspects, a cluster service path computation scheme, as
discussed further hercin, is used for service path computation for a cluster-based service
deployment. Computer system 300 1s just an example of a cluster-based service deployment,
and a cluster-based service deployment can include more or fewer hosts, additional clusters,
and more or fewer GVMs and SV Ms.

{0039] As shown, computer system 300 includes four hosts 105:-105:. Host 105
mehudes GVM 1 and GVM 2. Host 1052 mcludes GVM 3 and GVM 4. Host 1053 includes
SVM A31, SVM A32, SVM A33, SVM B31, and SVM B32. Host 1034 includes SVM B41
and SVM B42.

[6040] FI1G. 4 depicis a simplified block diagram of a nuxed deplovment computer
gystern 400 in which one or more embodiments of the present disclosure may be utilized.

Computer system 400 is a mix of the host-based service deplovment and a cluster-based service

0.
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deployment. In particular, host 1051 and host 103z mplement a host-based service deplovment,
while host 105 implements a cluster-based service deployment. In certain aspects, gither a
local service path computation scheme or a cluster service path computation scheme can be
used for service path computation for a mixed deployment. Computer system 400 is just an
example of a mixed deployment, and a mixed deployment can include more or fewer hosts,
additional clusters, and more or fewer GVMs and SVMs.

{0041] As shown, computer system 400 includes three hosts 105:-1055. Host 105
mchides GVM |, SYM AlL, SYM A12, SVM 11, and SVM C12. Host 105z includes SVM
A21, SVM B21, and SVM B22. Host 1033 includes GVM 2, GVM 3, SVM A31, SVM B31,
and SYM 31, SVMs ALl A12, A21 and A31 provide service A. SVMs B21, B22, and B31
provide service B. SYMs C11, C12, and C31 provide service C.

6042} FIG. 5 depicts a flowchart of example operations 500 for service path
computation vsing a local service path computation scheme, according to one or more
embodiments of the present invention. Operations 500 may be performed for service path
computation for a particular service chain. In certain aspects, where the service chain includes
a forward chain and a reverse chain that is the reverse of the forward chain, the operations 500
may be perfonmed to generate a forward path (e.g., SYMA->5VMB), and the reverse path may
be set as the reverse sequence of the forward path {e.g., SYMB->5VMA). In certain aspects,
where the reverse chain 1s not just a reverse of the forward chain, operations 500 may separately
be performed for the reverse chain to determine a reverse path. In certain aspects, if the same
services are included in the forward chain and the reverse chain, the SYM used to perform the
service 1n the forward path 15 used to perform the service n the reverse path as well.

[8043] In alocal service path computation scheme, the service path sclection policy is
configured to reduce latency and increase throughput by preferring service paths fora GVM
that mclude more SV Ms on the same host as the GVM. Accordingly, traffic more often remains
tocal to the host of the GVM, reducing the latency of sending the traffic between hosts. In
certain aspects, the aggregate information vsed to perform the local service path computation
scheme meludes the number of service paths created in each host for the service chain and the
number of services provided by unused SVMs in each host for the service chain.

0044} Operations 300 are described with respect to computation of service paths for a
service chain services A->B->C for computer svstem 400 as an example. Operations 500 may
be performed by a CCP, such as CCP 130

[(045] At block 502, hosts in the data center that include a SYM that provides a service

that 1s i the service cham are added to a heap. In particular, aggregate information about the
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host, including the number of service paths created in cach host for the service cham and the
number of services provided by unused 5VMs in each host for the service chain is added to the
heap. The heap is stored 10 memory and/or storage at the CCP. The heap may be implemented
as any appropriate data structure, such as a queue. In certain aspects, all hosts in the data center
that tnclude a SV M that provides a service that 1s in the service chain are added to a heap. In
certain aspects, a subset of hosts i the data center that include a SYM that provides a service
that is in the service chain arc added to a heap.

{86646} Table 1 iHiustrates the heap after block 302, 1 should be noted that the order of

hosts in the heap does not matter.

Host Number of Paths Created | Number of Services
provided by snused SVMs
Host 1033 0 3
Host 105, 0 2
Host 105 0 2
Table 1
[6047] As shown, none of the hosts 105 vet has a service path created for the service

chamn. Further, all SVMs are currently unused in a service path as there are no service paths
computed. Host 1053 includes an unused SVM for each of services A, B and €, and therefore
has a number of services provided by unused SV Ms equal to 3. For host 1052, the number of
services provided by unused 5V Ms 1s equal to 2 as it includes SVMs for services A and B. For
host 105z, the number of services provided by unused SVMs s equal to 2 as it inchudes SVMs
for services A and €.

[0048] At block 504, a host is selected from the heap and dequeued/removed from the
heap based on the aggregate information associated with the host. I the heap is empty, the
operations 500 may go to block 524, In particular, the host associated with the least number
of paths created for the service chain among the hosts in the heap is sclected. If there is a tie
between multiple hosts, the host associated with the greatest number of services provided by
pmused SVMs for the service chain among the multiple hosts with a tie 1s selected. If there is
stifl a tie, a host among the hosts with the least number of paths created and greatest number of
services provided by unused SVMs for the service chain is selected at random, psuedo-
randomly, i order of host 1D, based on the one having the least number of paths created for
any service chain, ete. In the example, host 1053 15 selected as all the hosts have O number of
paths created for the service chain, but 1055 has the greatest number of services provided by
wused SYMs for the service chain.  In other embodiments, the order of prionty of the

aggregate information for selecting the host may be reversed.
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0049] At block 506, it is determined if on the selected host there 1s an unused SVM
{umused for a service path for the service chain} that provides the next service i the service
chain, and if so, the unused SVM 1s sclected. If ves, the operations 500 proceed to block 512,
I no, the operations 500 proceed to block 308, In the first instance, this would be service A of
the service chamn. Here it is determumned that host 1057 mnclodes SVM A3L so SVM A31 18
selected and operations would proceed to block 512 If there are multiple such unused SVMs
on the host, one of such unused SVMs may be selected at random, psucdo-randomly, in order
of 8VM 1D, based on the one that 1s part of the least number of paths created for this and/or
any service chain, ete.

HE ! At block 508, it 1s determined if on the selected host there 15 a used SVM (used
for a service path for the service chamn) that provides the next service i the service chain, and
if so, the used SVM 15 selected. If ves, the operations 500 proceed to block 512, If no, the
operations 500 proceed to block 510, Hf there are multiple such used SV Ms on the host, one of
such used SV Ms may be selected at random, psuedo-randomly, in order of SYM 1D, based on
the one that 1s part of the least number of paths created for this and/or any service chain, etc.
8051} At block 510, a SVM on ancther host that provides the next service in the
service chain 1s selected. H there are multiple such hosts that provide the next service, one of
such hosts may be sclected at random, psuedo-randonmdy, in order of host 1D, based on the one
that ts part of the least number of paths created for this and/or any service chain, ete. If there
1s only one such SVM on the selected host, that SVM is selected. If there are multiple such
SYMs on the selected host, one of such used SVMs may be sclected at random, psuedo-
randomly, in order of SVM ID, based on the one that 1s part of the feast mumber of paths created
for this and/or any service chain, ete. In some aspects, selection of an unused SVM s
prioritized over selection of a used SVM on the selected host.

[6052] Atblock 512, the sclecied SVM is chosen as part of a service path for the service
chamn. Continuing at block 514, it 13 determined if the service path being generated includes
an SYM for each of the services in the service chain. If yes, operations 500 continue to block
516. ifno, operations 300 rctumn to block 506 to sclect additional SYMs. Contimuing with the
example, SYM B31 15 selected for service B and SVM C31 1s selected for service C.

{8053} At block 516, the service path 1s generated for the service chain based on the
selected SVMs. The service path is generated as {{forward path, number of host crossings},
{reverse path, number of host crossingstt. The number of host crossings is the number of
times the path goes from one host to another for the service path. In this example, the forward

path for the service path 1s generated as {SVM A31, SVM B31, SYM €31}, Further, in this
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case, the reverse path is set as the default reverse of the forward path, and therefore the reverse
path is generated as {SVM C31, SYM B31, SYM A31}. The number of host crossings is 0 as
all the SV Ms arc on the same host 1055, Accordingly, the service path is generated as:
{{SVM A3, SVM B31, SVM C31, 0}, {SYM C31, SVM B31, SVM A3l 0}}

[6054] Continuing at block 318, it 1s determined whether to continue to generate
additional service paths for the service chain. I yes, operations 500 continue to block 520 or
directly to block 522. If no, operations 500 go to block 524, In certain aspects, one or more
criteria are used to determine whether to generate additional service paths for the service chain.
In certain aspects, block 518 15 not included, and block 516 proceeds directly to block 320,
[B055] One criteria can include whether a maximum number of service paths have been
created for the service chain. I the maxaimum number have been created, it 1s determined not
to generate additional service paths. If the maximum number has not been created, it is
determuned to generate additional service paths. The maximum number may be based on the
maximum number of service paths that can be identified by an 1D number (e.g., the maximum
number that can be wdentified using 24-bits) or the maximum number may be based on the
maximum number of possible service paths.

HEERTY Another criteria can include whether a time limit hag been reached. If the time
limit has been reached, it 15 determined not to generate additional service paths. If the time
Iemit has not been reached, it 1s determined (o generate additional service paths.

[6057] Another criteria can include whether all SYMs that provide services of the
service chain on the hosts added to the beap at block 502 have been used for a service path. If
ves, it is determined not to generate additional service paths. If no, it 1s determined to generate
additional service paths,

{0658] At block 5320, it is determined whether to add the selected host back to the heap.
In certain aspects, such as when block 518 is not included, it s deteomined if the selected host
meludes any unused SVMs that provide services of the service chain, I yes, operations 500
continue to block 522 where the host is added back {o the heap, and then back to block 504, If
no, operations 500 return to block 504 without adding the selected host back to the heap. In
the example, there are no such unused ¥VMs on host 1053 so 1t 18 not added back to the heap.
In certain aspects, the selected host 1s always determined to be added back to the heap, such as
when block 518 is included.

[B059] At block 524, one or more hosts 103 are configured to forward traffic based on
one or more of the deternuned service paths. For example, a host rumning a GVM associated

with the service chain is configured with a service table as discussed to forward packets from
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the GV M along one of the determined service paths. Further, hosts running SV Ms that are part
of the one of the determined service paths are each also configured with the service table as
discussed to forward packets from the GVM along the one of the determined service paths.

(3060} Table 2 illustrates the heap afier computation of the first service path {{SVM

A31, SVM B31, 5VM 31, 0}, {SVM C31, SVM B31, SYM A31, 0} }.

Host Number of Paths Created | Number of services
provided by unused SVMs
Host 1052 0 2
Host 105 0 2
Table 2
8061} Based on operations 500, the second service path created would be {{SVM AL,

SYM B22, SVM C11, 2}, {SVM CiL, SVM B22, SYM A1l 2}}. For example, host 1051 s
randomly sclected. Further, SYM All is sclected for being an uwmused SVM on host 1051 and
randomly selected instead of SYM A2 also on host 1051, SVM B22 is randomly selected as
an 5V M that provides service B on a host other than bost 105;, Further, SYM C11 is selected
for being an unused SYM on host 105) and randomly selected mstead of SVM C172 also on
host 1051, Host 1051 1s added back to the heap as still including unused SYMs A12 and C12.
08062} Table 3 tilustrates the heap after computation of the second service path { {SVM

A1l SVM B2Z, SVM C11, 2}, {SVM C11, SVM B22, SVM A1l 23}

Host Number of Paths Created | Number of services
provided by unused SYMs
Host 105 4 2
Host 105, i 2
Table 3
[6063] Based on operations 500, the third service path created would be {{SVM A2L,

SYM B21, SYM C31, 1}, {SVM C31, SVM B21, SVYM A21, 2}}. For example, host 1052 15
selected as having the least number of paths created on the heap. Further, SVM A2 1 15 selected
for being on host 103,. SVM B21 is selected as an vnused SVM that provides service B on
host 1052, Further, SYM C31 1s randomly selected as an SVM that provides service C on a host
other than host 1052, Host 1052 1s not added back to the heap as it includes no unused SVMs,
[(064] Table 4 tlustrates the heap after computation of the third service path {{SVYM
A21, SYM B21, SYM (31, 1}, {SVM C31, SYM B21, SYM A21, 2}}.

Host Number of Paths Created | Number of services
provided by unused SYMs
Host 105, i i
Table 4
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[6065] Based on operations 500, the fourth service path created would be {{SVM A12,
SVM B21, SVM C12, 2}, {SVM C12, SVM B21, S¥VM A12, 2}}. For example, host 105) is
selected as the only host on the heap. Further, SYM A12 is selected for being the only unused
SVM that provides service A on host 1051, SVM B21 is randomly selected as an 5VM that
provides service B on a host other than host 1051 5VM (12 is selected for being the only
unused SYM that provides service C on host 105;. Host 105; is not added back to the heap as
it includes no unused SYMs. Based on the heap including no additional hosts, operations 500
go to block 524 with the four service paths having been computed.

{0066} It should be noted that the order in which the service paths are computed is not
necessarily representative of a priority order. Instead, the CCP 130 assigns onc of the service
paths to 2 GVM based on other eriteria, randomly, using round-robin, ctc. For example, CCP
130 may assign a service path that starts with a SVM in the same host as a given GVM to the
GVM. The CCP 130 may further take into consideration other criteria, such as load balancing,
availability of hosts/5VMs, etc.

106067} FIG. 6 depicts a flowchart of example operations 600 for service path
computation using a cluster service path computation scheme, according to one or more
embodiments of the present mvention. Operations 600 may be performed for service path
corputation for a particular service chain. In certain aspects, where the service cham inclades
a forward chain and a reverse chain that is the reverse of the forward chain, the operations 600
may be performed to generate a forward path {¢.g., SVMA->SVMB), and the reverse path may
be set as the reverse sequence of the forward path {e.g., SVMB->8VMA). In certam aspects,
where the reverse chain is not just a reverse of the forward chain, operations 600 may separately
be performed for the reverse chain to determine a reverse path. In certain aspects, if the same
services are imcluded in the forward chain and the reverse chain, the SV M used to perform the
service in the forward path 15 used to perform the service in the reverse path as well.

[(3068] In a cluster service path computation scheme, the service path selection pohicy
1s configured to reduce cross-host traffic inside the service cluster. In certain aspects, the
aggregate mformation used to perform the cluster service path computation scheme inchudes
the number of service paths created i each host for the service chain and the number of
congecutive services provided by unused SVMs i each host for the service chain.

{6669} Operations 600 are described with respect to computation of service paths for a
service chain for service A->B->C for computer system 400 as an example. Operations 600

may be performed by a CCP, such as CCP 130.
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{6674} At block 602, hosts in the data center that include a SVM that provides a service
that is in the service chain are added to the heap. In particular, aggregate information about
the host, including the number of service paths created in each host for the service chain and
the number of consecutive services provided by unused SVMs in each host for the service chain
ts added to the heap. In certain aspects, all hosts in the data center that include a SVM that
provides a service that 1s i the service chain arg added to a heap. In certain aspects, a subset
of hosts in the data center that include a SV M that provides a service that is in the service chain
are added to a heap.

{6671} Table 5 tHustrates the heap after block 602, It should be noted that the order of

hosts in the heap does not matter,

Host Number of Paths Created | Number of consecutive
services  provided by
pnused SYMs

Host 1053 { 3

Host 1052 {0 2

Host 1051 0 1

Table 5
{6672} As shown, none of the hosts 105 vet has a service path created for the service

chain. Further, all SVMs are corrently unused in a service path as there are no service paths
computed. Host 1053 mcludes an unused SYM for cach of services A, B and €, and therefors
has unused SV Ms that provide service for three consecutive services A, B, and C in the service
chain. Host 1052 ncludes an vnused SVM for cach of services A and B, and therefore has
unased SYMs that provide service for two consecutive services A and B in the service chain.
Host 105: includes an unused SVM for cach of services A and €, and therefore has unused
SVMs that provide service for only 1 consecutive service A or 1 consecutive service C in the
service chain.

{6673} At block 604, a host is selected from the heap and dequeved/removed from the
heap based on the aggregate information associated with the bhost. If the heap is empty, the
operations 600 may go to block 624, In particular, the host associated with the least number
of paths created for the service chain among the hosts in the heap is selected. If there is a tie
between multiple hosts, the host associated with the greatest number of consecutive services
provided by unused SVMs for the service chain among the nwltiple hosts with a tic 15 selected.
If there 15 still a tie, a host among the hosts with the least number of paths created and greatest
number of consecutive services provided by unused SVMs for the service cham is selected at

random, psuedo-randomliy, in order of host [D3, based on the one having the least number of
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paths created for any service chain, ete. In the example, host 1033 15 selected as all the hosts
have O mumber of paths created for the service chain, but 105: has the greatest number of
consecutive services provided by umused SVMs for the service chain. o other erabodiments,
the order of prionty of the aggregate information for selecting the host may be reversed.
[6074] At block 606, for the selected host, the unused SVMs corresponding to the
greatest number of consecutive services provided by unused SVMs for the service chain are
selected for the service path. I there are multiple such unused SV Ms for a particular service
at the host, one of such unused SYMs may be sclected at random, psuedo-randomly, in order
of SYM ID, based on the one that is part of the least number of paths created for any service
chain, ctc. fn the example, SV Ms A31, B3 1, and C31 ofhost 105;5 are selected as corregponding
to the greatest number of consecutive services provided by unused SYMs (i.¢., 3). It should be
noted that the SVMs selected for the service path may not alwavs correspond 1o the first service
of the service chain. In some other aspects, the greatest number of consecufive services
provided by unused SVMs is calculated only starting from the first service in the service chain.
{8675} At block 608, if 15 determuned if the service path being generated includes an
SV M for each of the services in the service chain. If ves, operations 600 continue to block 616,
if no, sperations 600 continue to block 610 to select additional SVMs. In the example, a SVM
is included for each of services A, B, and C, so operations continue to block 616,

6076} At block 610, remaining consecutive portions of the service cham without
corresponding sclected SV Ms are identified. In one example, there may be only one remaining
consecutive portion. For example, for a service chain {A, B, C, D, E, F}, if SV Ms are selected
for A, B, and C, then there 1s one remaining consecutive portion B, E, F. If SVMs are instead
selected for C, D, E, then there are two remaining consecutive portions: 13 A B, and 2) F.
16677} At block 612, a host with the greatest number of consecutive services provided
by S¥Ms on the host corresponding to any of the identified remaining consecutive portions is
wdentified. In particular, the CCP 130 maintains a list of hosts and the services provided by
cach host. Accordingly, the CCP 130 traverses the list to determine which host has the greatest
number of consecutive services provided by SVMs (used or unused for a service path for the
service chain} corresponding 1o any of the identified remaming consecuntive portions. The CCP
130 may need to traverse the entire list. Alternatively, if the CCP 130 encounters a host in the
list that includes SVMs corresponding to all the services of a remaining consecutive portion,
that bost may be identified.

[078] Further, at block 614, for the identified host, the SVMs corresponding to the

greatest number of consecutive services provided by SVMs on the host corresponding to any
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of the identified remaining consecutive portions are selected for the service path. if there are
multiple such SVMs for a particular service at the host, one of such SVMs may be selected at
random, psucdo-randomlby, in order of SVM 113, based on the onc that is part of the least number
of paths created for any service cham, etc. Operations 600 then return to block 608,

[6079] At block 616, the service path is generated for the service chain based on the
selected SV Ms. Accordingly, the first service path is gencrated as:

{{SVM A3E, SVM B31, SVM C31, 0}, {SVM C31, SVM B31, SVM A31, 0}}

0080} Continuing at block 618, 1t is determined whether to continue to generate
additional service paths for the service chain. I ves, operations 600 continue to block 620 or
directly to block 622. If no, operations 600 go to block 624, In certain aspects, one or more
criteria are used to determine whether to generate additional service paths for the service chain,
such as those discussed with respect to FIG. 5. In certain aspects, block 618 is not included,
and block 616 proceeds directly to block 620.

{06081} At block 620, it is determined whether to add the selected host back to the heap.
In certain aspects, such as when block 618 1s not included, it 1s determined if the selecied host
meludes any unused 5VMs that provide services of the service chain. If ves, operations 600
continue to block 622 where the host is added back to the heap, and then back to block 604. If
no, operations 600 retumn to block 604 without adding the sclected host back to the heap. In
the example, there are no such umised YMs on host 1035 s0 it is not added back to the heap.
In certain aspects, the selected host is always determuined to be added back to the heap, such as
when block 618 is included.

[0082] At block 624, one or more hosts 103 are configured to forward traffic based on
one or more of the determined service paths. For example, a host running a GVM associated
with the service chain is configured with a service table as discussed to forward packets from
the GV M along onc of the determined service paths. Further, hosts running SV Ms that are part
of the one of the determined service paths are each also configured with the service table as
discussed to forward packets from the GVM along the one of the determined service paths.
{0083] Table 6 illustrates the heap after computation of the first service path {{SVM
A1 SVM B31, SVM C31, 0}, {SVM C31, SVM B31, SVM A31, 04},

Host Number of Paths Created | Mumber of consecutive
services  provided by
unused SVhis

Host 1032 { 2

Host 105, { 1

Table 6
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{6084} Based on operations 600, the second service path created would be {{SVM AZL,
SVM B2E, SVM L, 1] {(SVMCHL SVM B21, SYM A21, 13}, Forexample, host 105z and
host 105 both have zero paths created, however, host 1052 has a greater mumber of consecutive
services provided by unused SVMs, and therefore is selected.  The greatest number of
consecutive services provided by unused SVMs at host 105z corresponds to services A and B.
SVM AZ1 is selected at host 1052 based on it being the only vnused SVM for service A. SVM
BZ1 is randomly sclected as an unused SYM that provides service B on host 1052, The
remaining consecuiive portion i3 . The CCP traverses the hist of hosts and finds host 105,
that provides service €, and randomly selects SVM C11 as a SVM that provides service C on
host 1051, Host 105 is added back to the heap as still includiog unused SVM B22.

[O085] Table 7 tilustrates the heap afier computation of the second service path {{SVM

AZ1, SVMB21, SVMCLL, 1}, {(SVM CLL, SVM B21, SVM A21, 13}

Host Mumber of Paths Created | Number of consecutive
services  provided by
unused SYMs

Host 105, 0 I
Host 105, i 1
Table 7
{6686} Based on operations 600, the third service path created would be {{SVM All,

SVM B31, SVM C31, 1}, {SVM (31, SVM B31, SVM A1l 1}}. Forexample, host 105) is
selected as having the lcast number of paths created on the heap. Further, SYM All is
randomly selected as an unused SVM that provides service A on host 1051, The remaining
consecutive portion 1s B, . The CCP traverses the list of hosts and finds host 1053 that
provides services B and €, and selects SVMs B31 and €31 that provide services B and C,
respectively. Host 105; is added back to the heap as it includes unused SVM A12.

{6687} Table 8§ iHustrates the heap after computation of the third service path {{SVM
AL SVM B31, SVM C31, 1}, {SVM 31, SVM B31, SVM AllL 1}

Host Number of Paths Created | Number of consecutive
services  provided by
unused SVMs

Host 1052 1 1

Host 105 1 1

Table 8
[3088] Based on operations 600, the fourth service path created would be {{SVM A2L,

SYM B22, SVM C12, 1}, {SVM Ci12, SVM B22, SYM AZ1, 1}}. For example, host 1052 1s
randomly selected. SVYM A21 1s sclected at host 1052 based on it being the only SVM for

service A. SVM B221s selected athost 1052 based on it being the only unused SVM for service
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B. The CCP traverses the hist of hosts and finds host 1051 that provides service €, and randomly
selects SVM C12 as a SVM that provides service C on host 1051, Host 1052 1s not added back
to the heap as it includes no unused SVMs.

089} Table 9 iltustrates the heap after computation of the fourth service path {{SVM
A21, SVMB22, SVM C12, 1}, {(SVM CIZ, SYM B22, SVM A21, 11},

Host Number of Paths Created | Number of services
provided by unused SVMs
Host 105 1 1
Table 9
{090} Based on operations 600, the fifth service path created would be {{SVM A12,

SVM B31, SVM C31, 1}, {SVM C31, SVM B31, SYM Ai2, 1}}. Forexample, host 1051 1s
selected as the only host on the heap. Further, SVM A12 is selected for being the only unused
SVM that provides service A on host 105:. The remaining consecutive portion is B, C. The
CCP traverses the list of hosts and finds host 1055 that provides services B and C, and selects
SVMs B31 and €31 that provide services B and C, respectively. Host 105; 18 not added back
to the heap as it inchides no onused SVMs. Based on the heap inchuding no additional hosts,
operations 600 go to block 624 with the five service paths having been computed.

{091} it should be noted that the order in which the service paths are computed is not
necessarily representative of a priority order. Instead, the CCP 130 assigns one of the servige
paths to a GVM based on other critenia, randomly, using round-robin, etc.

106092} In certain aspects, for either cluster service path computation or local service
path computation, the CCP 130 further computes additional service paths, such as for
redundancy. For example, if all of the service paths computed utilize SVMs on the same
host{s), and that host becomes unavailable, then there would be no service path for the CCP
130 to assign for traffic for that service chain. The CCP 130 could wait to compute additional
service paths at that time that do not utilize the unavailable host{s), or could preemptively
compute additional scrvice paths that use different sets of hosts to provide redundancy.

{8633} Further, as discussed. the CCP can include multiple nodes and utilize sharding
to select a node as the master node for performing service path computation for a particular
service chain. In certain embodiments, different CCP nodes can handle computations for
different service chains in paralicl and different CCP nodes can be masters for different service
chamns. In certain aspects, the master CCP node may become unavailable while in the process
of calculating serviee paths for a service chain, such as according to operations 500 or 600, A

different CCP node may then be clecied as the master CCP node. In order to prevent the new
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master CCP node from having to restart the calculation of service paths for the service chain
from the beginning, all the CCP nodes may be configured to ensure that the data {e.g., heap
and calculated paths) used for performing operations 500 or 600 is distributed and locally

stored at cach of the CCP nodes. For example,

B

after each new service path is calculated and
the heap updated at the current master CCP node, the master CCP node may distribute the data
to the other CCP nodes. By utilizing aggregate data as discussed herein, the distribution of the
data mav be more feasible without using excessive network bandwidth, as opposed to having
to use large amounts of bandwidth to distnibute raw data.

8094} It should also be noted that the operations 400 or 300 can be performed
mdependent of the deplovment of GVMs and SV Ms in the data conter. For example, 1t is not
necessary to group particular SVMs together in a host in order to utilize operations 400 or 500,
Further, as SV Ms are added, removed, or migrated from one host to another, operations 400 or
500 can be performed to easily update the calculated service paths for a service chain. For
example, 1f a SYM used by a service chain is added to a host, the host may then be added back
to the heap as discussed, and additional service paths calculated for the service chain, without
having to recalculate the previously calculated service paths for the service chain. Ifa 5VM
used by a service chain is removed from a host, the service paths that vtilize that SVM may be
deleted, the heap updated accordingly, and additional service paths calculated for the service
chain, without having to recalenlate the previously calculated service paths for the service chain
stitt existing. Therefore, the techniques herein further reduce the computational complexity for
updating service paths, further timproving the processing usage at the CCP, and improving the
performance of the CCP iself.

8095} It should be understood that, for anv process described herein, there may be
additional or fower steps performed in simular or alternative orders, or in parallel, within the
scope of the vanous embodiments, consistent with the teachings hercin, unless otherwise
stated.

[6096] The vartous embodiments described herein may employ various computer-
mmplemented operations mvolving data stored in computer svstems.  For example, these
operations may require physical manipulation of physical guantities—usuaily, though not
neecssarily, these quantities may take the form of electrical or magnetic signals, where they or
representations of them are capable of being stored, transferred, combined, compared, or
otherwise manipulated. Further, such manipulations are often referred to m terms, such as
producing, wdentifying, determining, or comparing. Any operations described herein that form

part of one or more embodiments of the invention may be useful machine operations. In
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addition, one or more embodiments of the invention also relate to a deviee or an apparatus for
performing these operations. The apparatus may be specially constracted for speeific required
purposes, or it may be a geoneral purpose computer selectively activated or configured by a
computer program stored in the computer. In particular, various general purpose machines
may be used with computer programs written in accordance with the teachings herein, or it
may be more convenient to construct a more specialized apparatus to perform the required
operations.

16097} The various embodiments described herein may be practiced with other
computer system  configurations  including hand-held devices, microprocessor systems,
microprocessor-based or programmable conswmer electronics, minicomputers, mainframe
computers, and the iike.

3098 One or more embodiments of the present invention may be implemented as one
0T MOTS COMPUST Programs oF as ong or more computer program modules embodied i one or
more computer readable media. The term computer readable medium refers to any data storage
device that can store data which can thereafier be mput to a computer system—computer
readable media may be based on any existing or sebsequently developed tochnology for
embodying computer programs in a manner that enables them to be read by a computer.
Examples of a computer readable medium include a hard drive, network attached storage
(NAK), read-only memory, random-access memory {e.g., a flash memory device), a CD
{Compact Discs) --CD-ROM, a CB-R, or a CB-BRW, a DVD (Digital Versatide Disc), a
magnetic tape, and other optical and non-optical data storage devices. The computer readable
medium can also be distributed over a network coupled computer svstem so that the computer
readable code is stored and exccuted in a distributed fashion.

{86099} Although one or more embodiments of the present invention have been
described in some detail for clanity of understanding, it will be apparent that certain changes
and modifications may be made within the scope of the claims. Accordingly, the described
embodiments are to be considered as illustrative and not restrictive, and the scope of the claims
1s not to be himited to details given hercin, but may be modified within the scope and
equivalents of the claims. In the claims, elements and/or steps do not 1mply any particalar
order of operation, unless explicitly stated in the claims.

{06106} Virtualization systems in accordance with the various embodiments may be
implemented as hosted embodiments, non-hosted embodiments or as embodiments that tend to
blur distinctions between the two, are all envisioned. Furthermore, vanous virtualization

operations may be wholly or partially implemented n hardware. For example, a hardware
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mplementation may employ a look-up table for modification of storage access requests to
secure non-disk data.

00101 Certain embodiments as described above involve a hardware abstraction layer
on top of a host computer. The hardware abstraction layer allows multiple contexts to share
the hardware resource. In one embodiment, these contexts are isolated from each other, each
having at least a user application ronming therein. The hardware abstraction layer thus provides
benefits of resource isolation and allocation among the contexts. In the foregoing
embodiments, virtual machines are used as an example for the contexts and hypervisors as an
example for the hardware abstraction layer. As described above, each virtual machine inchides
a guest operating system in which at least one application runs. It should be noted that these
embodiments may also apply to other examples of contexts, such as containers not inchiding a
guest operating system, referred to heremn as  “OS-less  containers” (see, ¢.g.,
www.docker.com). OS-lcss containers implement operating system-—level virtualization,
wherein an abstraction layer is provided on top of the kemnel of an operating svstem on a host
computer. The abstraction layer supports multiple OS-less containers cach inciuding an
application and its dependencies. Each O8-less contamer runs as an isolated process in user
space on the host operating system and shares the kemel with other contamers. The O5-less
comtainer relies on the kermnel's functionality to make use of resource isolation (CPU, memory,
block /O, network, etc.y and separate namespaces and to completely isolate the application's
view of the operating environments. By using O05-less containers, resources can be isolated,
services restricted., and processes provisioned to have a private view of the operating svstem
with their own process [D space, file svstem structure, and network mterfaces. Multiple
containers can share the same kemel, but cach contamer can be constrained to only use a
defined amount of resources such as CPU, memory and /0. The term “virtualized computing
mstance” as used herein 1s meant to encompass both VMs and OS-less containers.

{66102 Many variations, modifications, additions, and improvements are possible,
regardiess the degree of virtualization. The virtuelization software can therefore wnclude
components of a host, console, or guest operating system that performs virtualization functions.
Plural instances may be provided for components, operations or structures described herein as
a single mstance. Boundaries between various components, operations and data stores are
somewhat arbitrary, and particular operations are iHustrated m the context of specific
illustrative configurations. Other allocations of functionality arc envisioned and may fall
within the scope of the nvention{s}. In general, structures and funcuonality presented as

separate components in exemplary configurations may be implemented as a combined structure
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or component. Similarly, structures and functionality presented as a single component may be
mnplemented as separate components. These and other vanations, modifications, additions,

and tmprovements may fall within the scope of the appended claim(s).
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We claim:

L. A computer systom comprising onc or more processors configured to perform a method
for computing service paths for a service chain, the service chain identifving a sequence of
services, the method comprising:

including information about a plurality of hosts in a heap, wherein cach of the phurality
of hosts includes at least one service virtual computing instance (SYCH) configured to provide
at feast one of the services of the service chain, wherem the information mcludes, for cach of
the plurality of hosts, a number of service paths computed for the service chain at the host and
one of a munber of services provided by unused SYCis of the host or a number of consecutive
services provided by unused SVCis of the host;

sclecting a host from the heap based on the information;

generating a first service path for the service chain, the first service path identifving at
least one SV of the selected host; and

configuring one or more of the plurality of hosts to forward traffic along the first service

path.

2. The computer system of claim 1, whercin sclecting the host comprises:
when only one host of the heap has a least number of service paths computed for the
service chain at the host, selecting the one host as the selected host; and
when multipic hosts of the heap have the least number of service paths computed for
the service cham at the host:
when only one host of the heap has one of a greatest number of services
provided by unused SV Cls of the host or a greatest number of consccutive services
provided by unused SYCls of the host, selecting the one host as the sclected host; and
when more than one host of the heap have one of the greatest number of services
provided by unused SYCs of the host or the greatest number of consecutive services

provided by unused SV Cls of the host, sclecting one of the more than one host.

3. The computer system of claim 1, wherein generating the first service path comprises:
selecting SV{1s to include 1n the first service path in order of the sequence of services,
wherein selecting a next SVCI for a next service according to the order comprises:
when there 1s an unused SVCI that provides the next service on the selected

host, selecting the unused SV as the next SVCI;
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when there 1s not an unused SV and there s a used SV that provides the
next service on the selected host, selecting the used SV as the next SVCI; and

when there 15 not an unused SV and there i1s not a used SYCI that provides
the next service on the selected host, selecting the a SVCI an another host as the next

SVCL

4. The computer system of claim 1, whercin generating the first service path comprises:

selecting to include m the first service path unused SVCIs of the selected host that
provide services corresponding to the greatest number of consecutive services provided by
unused SYCls of the selected host;

wdentifving any remaining consecutive portions of the service chamn without
corrgsponding selected SV Cls in the first service path;

identifving a host of the plurality of hosts with a greatest number of consecutive
services provided by SV Cls of the host corresponding to any of the identified remaining
consecutive portions; and

selecting to include in the first service path SVCls on the identified host corresponding
to the greatest number of consecutive services provided by SVCls of the wdentified host

corresponding to any of the identified remaining consecutive portions.

5. The computer system of claim 1, wherein the method further comprises generating

additional service paths for the service chain until a termination criteria is met.

6. The computer system of claim 3, wherein the method further comprises:

adding the selected host back to the heap when the selecied host meludes at least one
vnused SY I corresponding to any service of the service chain; and

not adding the selected host back to the heap when the selected host does not include at
cast one uvunused SVCI cormesponding to any service of the service chain, whergin the
termination criteria is the heap being cpty.
7. The computer system of claim 1, wherein an unused SVCI comprises an SVl not used

as part of a service path for the service chain,

3. A method for computing service paths for a service chain, the service chan wdentifying

a sequence of services, the method comprising:

e
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mchuding information about a plurality of hosts in a heap, wherem each of the plurality
of hosts includes at least one service virtual computing mstance (SVCI) configured to provide
at least one of the services of the service chain, wherein the information includes, for cach of
the plurality of hosts, a number of service paths computed for the service chan at the host and
one of a nomber of services provided by umised SYCls of the host or a number of consccative
services provided by unused SVis of the host;

sclecting a host from the heap based on the information;

generating a first service path for the service chain, the first service path identifying at
least one SVT of the selected host; and

configuring one or more of the plurality of hosts to forward traffic along the first service

path.

. The method of claim 8, wherein selecting the host comprises:
when only one host of the heap has a least number of service paths computed for the
service chain at the host, selecting the one host as the selected host; and
when multiple hosts of the heap have the least mumber of service paths computed for
the service chain at the host:
when only one host of the heap has one of a greatest number of services
provided by unused SVClIs of the host or a greatest mumber of consecutive services
provided by unused SV Cls of the host, sclecting the one host as the selected host; and
when more than one host of the heap have one of the greatest mumber of services
provided by unused SVis of the host or the greatest number of consecutive services

provided by unused SVCls of the host, selecting one of the more than one host.

10, The method of claim 8, wherein generating the first service path comprises:
selecting SYClis to include n the first service path m order of the sequence of services,
wheretn selecting a next SVCI for a next service according to the order comprises:
when there is an unused SV that provides the next service on the selected
host, selecting the unused SV as the next SVI;
when there 1s not an unused SVCI and there 1s a used SVCI that provides the
next service on the selected host, selecting the used SV ag the next SV and
when there 15 not an unused SV and there i1s not a used SYCI that provides
the next service on the selected host, selecting the a SVCI an another host as the next

SVCL
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11 The method of claim 8, wherein generating the first service path comprises:

sclecting to include m the first service path unused SVCIs of the selected host that
provide services corresponding to the greatest number of consecutive services provided by
unused SYCIs of the selected host;

dentifving any remaining consecutive portions of the service chain without
corresponding selected SVCls i the first service path;

identifving a host of the plurality of hosts with a greatest number of consecutive
services provided by SVCIs of the host corresponding to any of the identified remaining
consccutive portions; and

sclecting to include in the first service path SVClis on the identified host corresponding
to the greatest number of consecutive services provided by SVCIs of the identified host

corrgsponding to any of the identified remaining consecutive portions.

12. The method of claim 8, turther comprising generating additional service paths for the

service chain uniil a termination criteria 1s met.

13 The method of claim 12, further comprising;

adding the selected host back to the heap when the selected host includes at least one
uwnased SV corresponding to any service of the service chain; and

not adding the selected host back to the heap when the selected host does not include at
feast one unused SVI comresponding to any service of the service chain, wheremn the

termination criteria 1s the heap being empty.

14. The method of claim 8, wherein an unused SVCI comprises an SYCI not used as part

of a service path for the service chain.

15. A noon-transttory computer readable medium having instructions stored thercon for
performing a method for computing service paths for a service chan, the service chain
wentifying a sequence of services, the method comprising:

meiuding information about a plurality of hosts in a heap, wherein each of the plurality
of hosts includes at least one service virtual computing instance (SYCI) configured to provide
at least one of the services of the service chain, wherein the information includes, for cach of

the plurality of hosts, a number of service paths computed for the service chain at the host and
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one of a number of services provided by unused SVCIs of the host or a number of consecutive
services provided by unused SVCls of the host;

sclecting a host from the heap based on the information;

generating a first service path for the service chain, the first service path identifving at
teast one SV of the selected host; and

configuring one or more of the plurality of hosts to forward traffic along the first service

path.
16, The non-transifory compuier readable mediam of claim 135, wherein selecting the host
COMPIiSSs:

when only one host of the heap has a least number of service paths computed for the
service chain at the host, selecting the one host as the selected host; and
when maltipie hosts of the heap have the least number of service paths computed for
the service chain at the host:
when only one host of the heap has one of a greatest number of services
provided by unused SVCls of the host or a greatest namber of consecutive services
provided by unused SVIs of the host, selecting the one host as the sclected host; and
when more than one host of the heap have one of the greatest number of services
provided by snused SVClIs of the host or the greatest mumber of consecutive services

provided by unused SV Cls of the host, sciecting one of the more than one host.

17. The non-transitory computer readable medium of claim 13, wherein generating the first
service path comprises:
selecting SV{1s to include 1n the first service path in order of the sequence of services,
wherein selecting a next SV for a next service according to the order comprises:
when there 1s an unused SYCI that provides the next service on the selected
host, selecting the unused SV as the next SV
when there is not an unused SV and there 1s a used SV that provides the
next service on the selected host, selecting the used SVCT as the next SVCI: and
when there is not an unosed SYCI and there 15 not a used SYCI that provides
the next service on the selected host, selecting the a SV I an ancther host as the next

SVCL
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18, The non-transitory computer readable medium of claim 13, wherein generating the first
service path comprises:

sclecting to include m the first service path unused SVCIs of the selected host that
provide services corresponding to the greatest number of consecutive services provided by
unused SYCIs of the selected host;

dentifving any remaining consecutive portions of the service chain without
corresponding selected SVCls i the first service path;

identifving a host of the plurality of hosts with a greatest number of consecutive
services provided by SVCIs of the host corresponding to any of the identified remaining
consccutive portions; and

sclecting to include in the first service path SVClis on the identified host corresponding
to the greatest number of consecutive services provided by SVCIs of the identified host

corrgsponding to any of the identified remaining consecutive portions.

19, The non-transitory computer readable medinm of claim 15, wherein the method further

comprises generating additional service paths for the service chain until a termination criteria

is met.
20, The non-transttory computer readable mednim of claim 19, wherein the method further
COMPIiSes:

adding the selected host back to the heap when the sclected host includes at least one
umused SV corresponding to any service of the service chain; and

not adding the selected host back to the heap when the selected host does not include at
least one unused SV corresponding to any service of the service chain, wherein the

termination criteria is the heap being empty.
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