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VIRTUAL PLAYER TRACKING AND RELATED SERVICES

FIELD OF THE INVENTION

The present disclosure relates to gaming devices, methods and networks.

BACKGROUND OF THE INVENTION

Traditionally, wagering games such as slot games, poker games, blackjack

games, etc., have been permitted only in certain jurisdictions. In these jurisdictions,

such wagering games were only allowed in gaming establishments such as casinos and

the like.

However, it has now become very common for such wagering games to be

played via the Internet. Such games may be referred to herein as "Internet wagering

games" or the like, although the invention is not limited to wagering games and

networks other than the Internet may be used to provide such games.

Although Internet wagering games are currently illegal in the United States,

they are very popular in many parts of the world. A recent poll of United States

citizens determined that approximately 67% believed that the United States

government should allow entities based in the United States to legally provide Internet

wagering games. It seems likely that Internet wagering games will eventually become

legal in more parts of the world, including at least some jurisdictions of the United

States.

For a gaming establishment, it can be important to determine the game playing

habits of individual game players. When the game playing habits of an individual

player are known, the gaming establishment may provide incentives corresponding to

the game playing habits of the individual game player to encourage additional game

play. For example, the gaming establishment may provide an individual player with

coupons for free meals, free rooms or discounted game play, depending on the

player's game playing habits. The game playing habits of individual game players are

typically determined by monitoring game usage on a gaming machine using a player

tracking device of a gaming machine.

Just as gaming establishments use player tracking systems to obtain

information about game play in the gaming establishments, it would be very useful for

online game providers to obtain such information regarding players of Internet

wagering games. However, current player tracking systems are not configured for use



outside of a gaming establishment. Even if systems were developed for use outside of

a gaining establishment, it would probably be quite expensive to equip each player's

host device with a player tracking apparatus. Moreover, a player can use a variety of

different host devices for playing Internet wagering games, such as a personal

computer ("PC"), a cellular telephone, a personal digital assistant ("PDA"), etc. It

seems unlikely that either the players or the game providers would want to bear the

financial burden of providing such equipment for all of the host devices a player may

wish to use for playing Internet wagering games. Accordingly, it would be very

desirable to develop new player tracking methods and devices for wagering games

conducted via the Internet or other networks.

SUMMARY OF THE INVENTION

Some aspects of the invention provide one or more different services,

including but not limited to security functions, harm minimization functions, player

identification functions, player tracking functions, bonusing/progressive game

functions, accounting functions, financial/banking operations, network tunneling,

cheating detection, etc. Some such implementations may be thought of as involving

an agent that "follows" a player from host device to host device, but in reality each

device executes separate software. Such software may be referred to herein as

"software agents" or the like. Because the host devices used for gaming may be

different, the software agents may be configured for different platforms and/or

operating systems.

For example, some implementations of the present invention provide software-

based player tracking that can extend to multiple devices used by a player for gaming.

Whether the player plays games on a gaming machine, a PC, a PDA, a cell phone or

another host device, the player can accumulate points in a player tracking program:

points based on game play on all such devices can be tracked.

Some implementations of the invention provide a gaming method that includes

the following steps: obtaining first gaming information regarding a first player's

Internet wagering games on a first device; obtaining second gaming information

regarding the first player's wagering games on a second device; combining at least

some components of the first gaming information and the second gaming information;

and crediting a player tracking account of the first player based on a combination of at



least some components of the first gaming information and the second gaming

information.

The method may include the step of installing first tracking software on the

first device, wherein the first tracking software obtains the first gaming information.

The first tracking software may comprise a player tracking software agent.

The second device may or may not be disposed within a gaming machine of a

gaming establishment. The second device may be a wired device or a wireless device.

In some implementations, the first device and the second device are in locations other

than gaming establishments.

The gaming method may include the step of determining a first playing style of

the first player. The first playing style may be based on at least one of play

consistency indicia, reaction time indicia, wagering indicia, length of play indicia,

frequency of play indicia, game preference indicia, win frequency indicia, win amount

indicia or optimal play indicia of the first player. The gaming method may include the

step of determining whether the first device is being played according to the first

playing style.

The gaming method may include the step of invoking countermeasures when it

is determined that the first device is not being played according to the first playing

style. The countermeasures may comprise requiring a proper response to a challenge,

disabling the first device and/or sending a message to a game administrator.

Alternative methods are provided by the invention. One such method includes

these steps: obtaining first gaming information regarding a first player's wagering

games from a first software agent executing on a first host device; obtaining second

gaming information regarding the first player's wagering games from a second

software agent executing on a second host device; and crediting a player tracking

account of the first player based on the first gaming information and the second

gaming information.

The method may also involve monitoring a heartbeat from a third software

agent. The method may also include the step of initiating countermeasures when an

expected heartbeat is not received from the third software agent. The third software

agent may also monitor a heartbeat from another device.

The method may involve determining third gaming information regarding a

second player's wagering games on a third device. The determining step may be

performed, at least in part, by the first software agent executing on the first host



device. The method may involve monitoring the third gaining information for indicia

of cheating. For example, the monitoring steps may be performed by a software agent

on the first device. The method may also involve monitoring the first or second

gaming information for indicia of cheating. The monitoring steps may be performed

by a third software agent executing on a third device.

A third software agent executing on the first device may obtain at least some

of the first gaming information from the first software agent. The third software agent

may have a higher or a lower permission level than that of the first software agent. In

some such implementations, the third software agent is an advertising software agent

configured for targeting advertisements to the first player based, at least in part, on the

first gaming information.

The method may provide one or more software agents configured to perform

various tasks and/or to provide various services. Such services include, but are not

limited to, network access services, accounting services, financial services, auditing

services, controller services and/or licensing services.

The present invention provides hardware that is configured to perform the

methods of the invention, as well as software to control devices to perform these and

other methods. For example, methods of this invention may be represented (at least in

part) as program instructions and/or data structures, databases, etc. that can be

provided on such computer readable media. These and other features of the present

invention will be presented in more detail in the following detailed description of the

invention and the associated figures.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. IA is a block diagram of a gaming machine connected to a gaming

machine, a gaming device and a gaming peripheral.

Fig. IB is a perspective drawing of a gaming machine having a top box and

other devices.

Fig. 2 is a block diagram of a gaming machine with virtual gaming peripheral

software modules that control various gaming devices.

Fig. 3 is a block diagram depicting a gaming machine software architecture in

a gaming machine with virtual gaming peripherals.



Fig. 4 is a block diagram depicting a plurality virtual gaming peripheral

processes that control gaming devices using the software architecture described with

respect to Fig. 3.

Fig. 5A is a flow chart depicting a method of providing a game service using a

virtual gaming peripheral.

Fig. 5B is a flow chart depicting a method of arbitrating control of shared

gaming devices on a gaming machine.

Fig. 5C is a flow chart depicting a method of providing game services using

virtual gaming peripherals that can vary according to the gaming devices available on

a gaming machine.

Fig. 6 is an interaction diagram between a virtual gaming peripheral process, a

shared gaming device manager process and a virtual gaming peripheral process.

Fig. 7A is a block diagram of a gaming machine of the present invention.

Fig. 7B is a block diagram of gaming machines that utilize distributed gaming

software and distributed processors to generate a game of chance for one embodiment

of the present invention.

Fig. 8 illustrates a network that may be used to implement some aspects of the

invention.

Fig. 9A is a flow chart that outlines some methods of the invention.

Fig. 9B is a flow chart that outlines some methods of the invention.

Fig. 9C is a flow chart that outlines some methods of the invention.

Fig. 1OA is a simplified depiction of a data structure that may be used to

implement some aspects of the invention.

Fig. 1OB is a simplified depiction of another data structure that maybe used to

implement some aspects of the invention.

Fig. 11 is a flow chart that outlines other methods of the invention.

Fig. 12 illustrates one example of a network topology for implementing some

aspects of the present invention.

Fig. 13 is a block diagram that illustrates a simplified network topology for

some implementations of an Arbiter.

Fig. 14 illustrates a gaming machine and a gaming network that may be

configured according to some aspects of the invention.

Fig. 15 illustrates a network device that may be configured according to some

aspects of the invention.



DETAILED DESCRIPTION OF THE INVENTION

Concepts important to this invention are "gaming devices," "shared gaming

devices," "peripheral devices", "gaming peripherals," "virtual gaming peripherals,"

"gaming processes," "virtual gaming peripheral processes" and "gaming services."

These concepts are initially described with respect to Fig. IA. Further details of these

concepts are described with respect Figs. IB-1 0.

Fig. IA is a block diagram of a gaming machine 300 connected to a gaming

machine 301, a gaming device 303 and a gaming peripheral 304. In the present

invention, a virtual gaming peripheral may be used to provide a gaming service at a

gaming machine. The virtual gaming peripheral may be comprised of one or more

virtual gaming peripheral processes that control one or more gaming devices to

provide the gaming service. The virtual gaming peripheral processes are typically

software components comprising logic necessary to generate the functions of the

virtual gaming peripheral. Preferably, a master gaming controller 224 residing on the

gaming machine 300 activates the virtual gaming peripheral processes In some

embodiments, other logic devices such as a peripheral controller 310 or a peripheral

controller 320, may be used to activate the virtual gaming peripheral processes.

The master gaming controller 224 or another logic device may activate a

plurality of gaming processes 305 including the virtual gaming peripheral processes to

perform various gaming functions such as providing a game of chance on the gaming

machine or providing various gaming services. In the present invention, gaming

processes refer to any software components activated by a logic device such as the

master gaming controller 224 or the peripheral controller 310. Thus, the gaming

processes are not limited only to gaming processes that provide the game of chance on

the gaming machine. For example, player tracking services may be provided on the

gaming machine 300. Player tracking services are not required to provide a game of

chance on the gaming machine. However, one or more game processes 305, such as

virtual gaming peripheral processes, may be activated by the master gaming controller

224 to provide player tracking services. Details of a gaming architecture which may

be used to manage gaming processes on a logic device such as master gaming

controller 224 are described in co-pending U.S. application no. 10/040,239 (Attorney

Docket No. IGTl P078/P-671), filed on Jan. 3, 2002, by LeMay, et al., and entitled,



"Game Development Architecture That Decouples The Game Logic From The

Graphics Logic," which is incorporated herein in its entirety and for all purposes.

Gaming services refer to functions provided by the virtual gaming peripherals.

Gaming services may be used as part of a play of game of chance on the gaming

machine 300 but are not limited to game play. For instance, player tracking services

are gaming services that may be provided by a virtual gaming peripheral but are not

required to play the game chance or used as part of a game of chance.

Traditionally, gaming devices refer to hardware components, such as coin

hoppers, coin acceptors, bill validators and reel assemblies (see Fig. IB for further

details) that are used to play a game of chance on the gaming machine. Traditionally,

gaming peripherals are hardware components used with a gaming machine that are

used to enhance a game of chance or to play provide a function not directly related to

game play. For example, gaming peripheral 304 may be a bonus reel that is activated

when certain events occur during game play on gaming machine 300. In this case, the

peripheral devices may be a motor 322 that spins the reel and lights 324 that flash.

The gaming peripheral 304 may receives commands, "such as spin reels or flash

lights," from the master gaming controller 224. These commands may be interpreted

by a peripheral controller 320 that drives the peripheral devices. As another example,

gaming peripheral 302 may a player tracking unit with the peripheral controller 310

that controls a card reader 312 and a display with touch screen 314. In this case, the

gaming peripheral 302 is used to provide player tracking services.

Gaming devices and gaming peripherals may be mounted directly to a gaming

machine or located external to the gaming machine. For instance, display 34 and the

gaming devices 70 are mounted directly to gaming machine 300 while gaming device

303 is located external to gaming machine 300 but communicates with the gaming

machine via a connection to the main communication board 215. Similarly, the

gaming peripheral 302 is mounted directly to the gaming machine 300 while the

gaming peripheral 304 is located externally to the gaming machine 300 but in

communication with the gaming machine via a connection to the main communication

board 215.

In the present invention, a gaming device refers to a logical abstraction of one

or more hardware components that may be controlled by a virtual gaming peripheral

process in a virtual gaming peripheral. A virtual gaming peripheral may control a

plurality of gaming devices to provide a game service. Device drivers and device



interfaces (see Figs. 2-4) may be used to provide an interface between the logic

abstraction used by the virtual gaming peripheral process and the hardware

components. In one embodiment, the gaming device may be a single hardware

component, such as a bill validator mounted to the gaming machine 300 or a card

reader located on the gaming peripheral 302, and a virtual gaming peripheral process

may directly control the gaming device. In another implementation, the gaming device

may be a gaming peripheral with a plurality of peripheral devices that is controlled by

the virtual gaming peripheral process. In yet another embodiment, the gaming device

controlled by the virtual gaming peripheral may be the gaming machine 301 which

may include a combination of gaming peripherals with peripheral devices and gaming

devices.

The level of logical abstractions used by the virtual gaming peripheral

processes may vary. For example, when the gaming device is a hardware component,

such as a light panel, the logical abstraction may allow the virtual gaming peripheral

process to directly control the functions of the light panel such as flashing individual

lights on the panel. In another embodiment, such as when the light panel is located on

a gaming peripheral 302, the logical abstraction may be higher such that the virtual

gaming peripheral process may send high level commands like "flash lights," to the

gaming peripheral 302. The peripheral controller 310 on the gaming peripheral may

then interpret the high level command and directly control the light panel. Details of

peripheral communication methods that may be used with the present invention are

described in U.S. Patent no. 6, 251, 014, by Stockdale et al. and titled, "Standard

Peripheral Communication," which is incorporated in its entirety and for all purposes.

A plurality of virtual gaming peripheral processes that are used for different

virtual gaming peripherals and other gaming processes may be active simultaneously.

The virtual gaming peripheral processes and other gaming processes that are

simultaneously active may be controlled by a single logic device, such as the master

gaming controller 224, or a plurality of logic devices such as the master gaming

controller 224, the peripheral controller 310 and the peripheral controller 320. Each

active gaming process (virtual gaming processes are one type of gaming process) may

control one or more gaming devices. In the present invention, when two or more

gaming processes may control the same gaming device, the gaming device is referred

to as shared gaming device. For.shared gaming devices, the gaming system may have



to resolve conflicts that arise when two or more gaming processes desire to control the

same gaming device at the same time.

In Fig. IB, a perspective drawing of video gaming machine 2 of the present

invention is shown. The gaming machine comprises many gaming devices that may be

used to generate a game of chance as well as to provide additional game services. In

Fig. IB, gaming devices and some of their typical functions are described. In Figs. 2-

8, virtual gaming peripheral processes that may control a combination of gaming

devices to provide game services are described. In Figs. 9 and Figs. 10, internal

gaming devices and the distribution of gaming devices in a gaming machine network

which also may be used by a virtual gaming peripherals are described.

Machine 2 includes a main cabinet 4, which generally surrounds the machine

interior (not shown) and is viewable by users. The main cabinet includes a main door

8 on the front of the machine, which opens to provide access to the interior of the

machine. Attached to the main door are player-input switches or buttons 32, a coin

acceptor 28, and a bill validator 30, a coin tray 38, and a belly glass 40. The bill

validator 30, coin acceptor 28, player-input switches 32, video display monitor 34, and

information panel are traditionally devices used to play a game of chance on the game

machine 2. The gaming machine 2 may also include a note dispenser (not shown) used

to dispense currency. The devices may be controlled by circuitry, often referred to as a

master gaming controller (See Fig. 9), housed inside the main cabinet 4 of the

machine 2. Many possible games of chance, including but not limited to traditional

slot games, video slot games, video poker, lottery games, card games, pachinko

games, board games, keno and dice games, may be provided with gaming machines of

this invention.

Viewable through the main door is a video display monitor 34 and an

information panel 36. The information panel 36 may be a back-lit, silk screened glass

panel with lettering to indicate general game information including, for example, the

number of coins played. A light panel 44 is located below the display 34 and in some

embodiments may surround the monitor. The light panel 44 may be used to convey

information to a game player as well to add excitement to games played on the gaming

machine. The gaming machine may include a camera 37 that may serve a variety of

functions such as for security and video communication. For instance, the camera 37

may be used for face recognition and may be used for voice recognition. The finger



print reader 39 may also be used for security purposes. For example, it may be used to

identify a player that is using the gaming machine.

The display monitor 34 will typically be a cathode ray tube, high resolution

flat-panel LCD, a plasma display, or other conventional electronically controlled

video monitor. The display monitor may be used to present the game of chance or

bonus game of chance played on the gaming machine. The display monitor may

include a touch screen sensor designed to detect inputs from touch screen buttons 35

displayed on the display screen 34. The touch screen buttons may be used to control a

play of a game of chance as well as to provide inputs for game services provided on

the gaming machine. The display screen 34 may comprise a single display window or

multiple display windows. When multiple display windows are used, multiple games

and games services maybe provided simultaneously in the plurality of windows. The

gaming machine 2 may also include a second display 42. The secondary display may

also be a cathode ray tube, high resolution flat-panel LCD, a plasma display, or other

conventional electronically controlled video monitor and may include a touch screen

sensor. The second display 42 may be used to provide elements of a game of chance, a

bonus game, game services, entertainment content and attraction features.

The gaming machine 2 includes a top box 6, which sits on top of the main

cabinet 4. The top box 6 houses a number of devices, which may be used to add

features to a game being played on the gaming machine 2, including speakers 10, 12,

14, a ticket printer 18 which prints bar-coded tickets 20, a key pad 22 for entering

player tracking information, a display 16 for displaying player tracking information

and a card reader 24 for entering a magnetic striped card containing player tracking

information. Also, a smart card reader that reads smart cards may be used. Further, the

top box 6 may house different or additional devices than shown in the Fig. IB. For

example, the top box may contain a bonus wheel 43 or a back-lit silk screened panel

which may be used to add bonus features to the game being played on the gaming

machine. The top box may also include a secondary display. During a game, these

devices may be controlled and powered, in part, by the master gaming controller

housed within the main cabinet 4 of the machine 2.

Understand that gaming machine 2 is but one example from a wide range of

gaming machine designs on which the present invention may be implemented. For

example, not all suitable gaming machines have top boxes or player tracking features.

Further, some gaming machines have only a single game display - mechanical or



video, while others are designed for bar tables and have displays that face upwards.

As another example, a game may be generated in on a host computer and may be

displayed on a remote terminal or a remote gaming device. The remote gaming device

may be connected to the host computer via a network of some type such as a local area

network, a wide area network, an intranet or the Internet. The remote gaming device

may be a portable gaming device such as but not limited to a cell phone, a personal

digital assistant, and a wireless game player. Images rendered from 3-D gaming

environments may be displayed on portable gaming devices that are used to play a

game of chance. Further a gaming machine or server may include gaming logic for

commanding a remote gaming device to render an image from a virtual camera in a 3-

D gaming environments stored on the remote gaming device and to display the

rendered image on a display located on the remote gaming device. Thus, those of skill

in the art will understand that the present invention, as described below, can be

deployed on most any gaming machine now available or hereafter developed.

Some preferred gaming machines of the present assignee are implemented

with special features and/or additional circuitry that differentiates them from general-

purpose computers (e.g., desktop PC's and laptops). Gaming machines are highly

regulated to ensure fairness and, in many cases, gaming machines are operable to

dispense monetary awards of multiple millions of dollars. Therefore, to satisfy

security and regulatory requirements in a gaming environment, hardware and software

architectures may be implemented in gaming machines that differ significantly from

those of general-purpose computers. A description of gaming machines relative to

general-purpose computing machines and some examples of the additional (or

different) components and features found in gaming machines are described below.

At first glance, one might think that adapting PC technologies to the gaming

industry would be a simple proposition because both PCs and gaming machines

employ microprocessors that control a variety of devices. However, because of such

reasons as 1) the regulatory requirements that are placed upon gaming machines, 2)

the harsh environment in which gaming machines operate, 3) security requirements

and 4) fault tolerance requirements, adapting PC technologies to a gaming machine

can be quite difficult. Further, techniques and methods for solving a problem in the

PC industry, such as device compatibility and connectivity issues, might not be

adequate in the gaming environment. For instance, a fault or a weakness tolerated in a

PC, such as security holes in software or frequent crashes, may not be tolerated in a



gaming machine because in a gaming machine these faults can lead to a direct loss of

funds from the gaming machine, such as stolen cash or loss of revenue when the

gaming machine is not operating properly.

For the purposes of illustration, a few differences between PC systems and

gaming systems will be described. A first difference between gaming machines and

common PC based computers systems is that gaming machines are designed to be

state-based systems. In a state-based system, the system stores and maintains its

current state in a non-volatile memory, such that, in the event of a power failure or

other malfunction the gaming machine will return to its current state when the power

is restored. For instance, if a player was shown an award for a game of chance and,

before the award could be provided to the player the power failed, the gaming

machine, upon the restoration of power, would return to the state where the award is

indicated. As anyone who has used a PC, knows, PCs are not state machines and a

majority of data is usually lost when a malfunction occurs. This requirement affects

the software and hardware design on a gaming machine.

A second important difference between gaming machines and common PC

based computer systems is that for regulation purposes, the software on the gaming

machine used to generate the game of chance and operate the gaming machine has

been designed to be static and monolithic to prevent cheating by the operator of

gaming machine. For instance, one solution that has been employed in the gaming

industry to prevent cheating and satisfy regulatory requirements has been to

manufacture a gaming machine that can use a proprietary processor running

instructions to generate the game of chance from an EPROM or other form of non¬

volatile memory. The coding instructions on the EPROM are static (non-changeable)

and must be approved by a gaming regulators in a particular jurisdiction and installed

in the presence of a person representing the gaming jurisdiction. Any changes to any

part of the software required to generate the game of chance, such as adding a new

device driver used by the master gaming controller to operate a device during

generation of the game of chance can require a new EPROM to be burnt, approved by

the gaming jurisdiction and reinstalled on the gaming machine in the presence of a

gaming regulator. Regardless of whether the EPROM solution is used, to gain

approval in most gaming jurisdictions, a gaming machine must demonstrate sufficient

safeguards that prevent an operator or player of a gaming machine from manipulating

hardware and software in a manner that gives them an unfair and some cases an illegal



advantage. The gaming machine should have a means to determine if the code it will

execute is valid. If the code is not valid, the gaming machine must have a means to

prevent the code from being executed. The code validation requirements in the

gaming industry affect both hardware and software designs on gaming machines.

A third important difference between gaming machines and common PC based

computer systems is the number and kinds of peripheral devices used on a gaming

machine are not as great as on PC based computer systems. Traditionally, in the

gaming industry, gaming machines have been relatively simple in the sense that the

number of peripheral devices and the number of functions the gaming machine has

been limited. Further, in operation, the functionality of gaming machines were

relatively constant once the gaming machine was deployed, i.e., new peripherals

devices and new gaming software were infrequently added to the gaming machine.

This differs from a PC where users will go out and buy different combinations of

devices and software from different manufacturers and connect them to a PC to suit

their needs depending on a desired application. Therefore, the types of devices

connected to a PC may vary greatly from user to user depending in their individual

requirements and may vary significantly over time.

Although the variety of devices available for a PC may be greater than on a

gaming machine, gaming machines still have unique device requirements that differ

from a PC, such as device security requirements not usually addressed by PCs. For

instance, monetary devices, such as coin dispensers, bill validators and ticket printers

and computing devices that are used to govern the input and output of cash to a

gaming machine have security requirements that are not typically addressed in PCs.

Therefore, many PC techniques and methods developed to facilitate device

connectivity and device compatibility do not address the emphasis placed on security

in the gaming industry.

To address some of the issues described above, a number of hardware/software

components and architectures are utilized in gaming machines that are not typically

found in general purpose computing devices, such as PCs. These hardware/software

components and architectures, as described below in more detail, include but are not

limited to watchdog timers, voltage monitoring systems, state-based software

architecture and supporting hardware, specialized communication interfaces, security

monitoring and trusted memory.



A watchdog timer is normally used in IGT gaming machines to provide a

software failure detection mechanism. In a normally operating system, the operating

software periodically accesses control registers in the watchdog timer subsystem to

"re-trigger" the watchdog. Should the operating software fail to access the control

registers within a preset timeframe, the watchdog timer will timeout and generate a

system reset. Typical watchdog timer circuits contain a loadable timeout counter

register to allow the operating software to set the timeout interval within a certain

range of time. A differentiating feature of the some preferred circuits is that the

operating software cannot completely disable the function of the watchdog timer. In

other words, the watchdog timer always functions from the time power is applied to

the board.

IGT gaming computer platforms preferably use several power supply voltages

to operate portions of the computer circuitry. These can be generated in a central

power supply or locally on the computer board. If any of these voltages falls out of

the tolerance limits of the circuitry they power, unpredictable operation of the

computer may result. Though most modern general-purpose computers include

voltage monitoring circuitry, these types of circuits only report voltage status to the

operating software. Out of tolerance voltages can cause software malfunction, creating

a potential uncontrolled condition in the gaming computer. Gaming machines of the

present assignee typically have power supplies with tighter voltage margins than that

required by the operating circuitry. In addition, the voltage monitoring circuitry

implemented in IGT gaming computers typically has two thresholds of control. The

first threshold generates a software event that can be detected by the operating

software and an error condition generated. This threshold is triggered when a power

supply voltage falls out of the tolerance range of the power supply, but is still within

the operating range of the circuitry. The second threshold is set when a power supply

voltage falls out of the operating tolerance of the circuitry. In this case, the circuitry

generates a reset, halting operation of the computer.

The standard method of operation for IGT slot machine game software is to

use a state machine. Different functions of the game (bet, play, result, points in the

graphical presentation, etc.) may be defined as a state. When a game moves from one

state to another, critical data regarding the game software is stored in a custom non¬

volatile memory subsystem. This is critical to ensure the player's wager and credits



are preserved and to minimize potential disputes in the event of a malfunction on the

gaming machine.

In general, the gaming machine does not advance from a first state to a second

state until critical information that allows the first state to be reconstructed is stored.

This feature allows the game to recover operation to the current state of play in the

event of a malfunction, loss of power, etc that occurred just prior to the malfunction.

After the state of the gaming machine is restored during the play of a game of chance,

game play may resume and the game may be completed in a manner that is no

different than if the malfunction had not occurred. Typically, battery backed RAM

devices are used to preserve this critical data although other types of non-volatile

memory devices may be employed. These memory devices are not used in typical

general-purpose computers.

As described in the preceding paragraph, when a malfunction occurs during a

game of chance, the gaming machine may be restored to a state in the game of chance

just prior to when the malfunction occurred. The restored state may include metering

information and graphical information that was displayed on the gaming machine in

the state prior to the malfunction. For example, when the malfunction occurs during

the play of a card game after the cards have been dealt, the gaming machine may be

restored with the cards that were previously displayed as part of the card game. As

another example, a bonus game may be triggered during the play of a game of chance

where a player is required to make a number of selections on a video display screen.

When a malfunction has occurred after the player has made one or more selections,

the gaming machine may be restored to a state that shows the graphical presentation at

the just prior to the malfunction including an indication of selections that have already

been made by the player. In general, the gaming machine may be restored to any state

in a plurality of states that occur in the game of chance that occurs while the game of

chance is played or to states that occur between the play of a game of chance.

Game history information regarding previous games played such as an amount

wagered, the outcome of the game and so forth may also be stored in a non-volatile

memory device. The information stored in the non-volatile memory may be detailed

enough to reconstruct a portion of the graphical presentation that was previously

presented on the gaming machine and the state of the gaming machine (e.g., credits) at

the time the game of chance was played. The game history information may be

utilized in the event of a dispute. For example, a player may decide that in a previous



game of chance that they did not receive credit for an award that they believed they

won. The game history information may be used to reconstruct the state of the gaming

machine prior, during and/or after the disputed game to demonstrate whether the

player was correct or not in their assertion.

Another feature of gaming machines, such as IGT gaming computers, is that

they often contain unique interfaces, including serial interfaces, to connect to specific

subsystems internal and external to the slot machine. The serial devices may have

electrical interface requirements that differ from the "standard" EIA 232 serial

interfaces provided by general-purpose computers. These interfaces may include EIA

485, EIA 422, Fiber Optic Serial, optically coupled serial interfaces, current loop style

serial interfaces, etc. In addition, to conserve serial interfaces internally in the slot

machine, serial devices may be connected in a shared, daisy-chain fashion where

multiple peripheral devices are connected to a single serial channel.

The serial interfaces may be used to transmit information using

communication protocols that are unique to the gaming industry. For example, IGT's

Netplex is a proprietary communication protocol used for serial communication

between gaming devices. As another example, SAS is a communication protocol used

to transmit information, such as metering information, from a gaming machine to a

remote device. Often SAS is used in conjunction with a player tracking system.

IGT gaming machines may alternatively be treated as peripheral devices to a

casino communication controller and connected in a shared daisy chain fashion to a

single serial interface. In both cases, the peripheral devices are preferably assigned

device addresses. If so, the serial controller circuitry must implement a method to

generate or detect unique device addresses. General-purpose computer serial ports are

not able to do this.

Security monitoring circuits detect intrusion into an IGT gaming machine by

monitoring security switches attached to access doors in the slot machine cabinet.

Preferably, access violations result in suspension of game play and can trigger

additional security operations to preserve the current state of game play. These

circuits also function when power is off by use of a battery backup. In power-off

operation, these circuits continue to monitor the access doors of the slot machine.

When power is restored, the gaming machine can determine whether any security

violations occurred while power was off, e.g., via software for reading status registers.



This can trigger event log entries and further data authentication operations by the slot

machine software.

Trusted memory devices are preferably included in an IGT gaming machine

computer to ensure the authenticity of the software that may be stored on less secure

memory subsystems, such as mass storage devices. Trusted memory devices and

controlling circuitry are typically designed to not allow modification of the code and

data stored in the memory device while the memory device is installed in the slot

machine. The code and data stored in these devices may include authentication

algorithms, random number generators, authentication keys, operating system kernels,

etc. The purpose of these trusted memory devices is to provide gaming regulatory

authorities a root trusted authority within the computing environment of the slot

machine that can be tracked and verified as original. This may be accomplished via

removal of the trusted memory device from the slot machine computer and

verification of the secure memory device contents in a separate third party verification

device. Once the trusted memory device is verified as authentic, and based on the

approval of the verification algorithms contained in the trusted device, the gaming

machine is allowed to verify the authenticity of additional code and data that may be

located in the gaming computer assembly, such as code and data stored on hard disk

drives. A few details related to trusted memory devices that may be used in the present

invention are described in U.S. patent no. 6,685,567 from U.S. patent application no.

09/925,098, filed August 8, 2001 and titled "Process Verification," which is

incorporated herein in its entirety and for all purposes.

Mass storage devices used in a general purpose computer typically allow code

and data to be read from and written to the mass storage device, h a gaming machine

environment, modification of the gaming code stored on a mass storage device is

strictly controlled and would only be allowed under specific maintenance type events

with electronic and physical enablers required. Though this level of security could be

provided by software, IGT gaming computers that include mass storage devices

preferably include hardware level mass storage data protection circuitry that operates

at the circuit level to monitor attempts to modify data on the mass storage device and

will generate both software and hardware error triggers should a data modification be

attempted without the proper electronic and physical enablers being present.

Returning to the example of Figure 1, when a user wishes to play the gaming

machine 2, he or she inserts cash through the coin acceptor 28 or bill validator 30.



Additionally, the bill validator may accept a printed ticket voucher which may be

accepted by the bill validator 30 as an indicia of credit. During the game, the player

typically views game information and game play using the video display 34. Using the

key pad 22, a display 16 and a card reader 24, the user may also initiate a player

tracking session on the gaming machine 2. During the player tracking session, the

player may earn loyalty point based upon their game play (e.g., amount of money

wagered) that may redeemed for various benefits.

During the course of a game, a player may be required to make a number of

decisions, which affect the outcome of the game. For example, a player may vary his

or her wager on a particular game, select a prize for a particular game, or make game

decisions which affect the outcome of a particular game. The player may make these

choices using the player-input switches 32, the video display screen 34 or using some

other device which enables a player to input information into the gaming machine

such as the touch screen button 35. Certain player choices may be captured by player

tracking software loaded in a memory inside of the gaming machine. For example, the

rate at which a player plays a game or the amount a player bets on each game may be

captured by the player tracking software. The player tracking software may utilize the

non-volatile memory storage device to store this information (see Fig. 9).

During certain game events, the gaming machine 2 may display visual and

auditory effects that can be perceived by the player. These effects add to the

excitement of a game, which makes a player more likely to continue playing. Auditory

effects include various sounds that are projected by the speakers 10, 12, 14. Visual

effects include flashing lights, strobing lights or other patterns displayed from lights

44 on the gaming machine 2 or from lights behind the belly glass 40. The bonus wheel

43 may also spin and lights on the wheel may flash to provide various visual effects.

After the player has completed a game, the player may receive coins or game tokens

from the coin tray 38 or the ticket 20 from the printer 18, which may be used for

further games or to redeem a prize. Further, the player may receive a ticket 20 for

food, merchandise, or games from the printer 18.

Fig. 2 is a block diagram of a gaming machine with virtual gaming peripheral

software modules 110 that may be used to control various gaming devices to provide a

gaming service. In the present invention, the virtual gaming peripheral software

modules are a component of gaming machine software 100 that may be executed as

processes by a gaming operating system (see Figs. 3 and 4). In one embodiment, the



gaming operating system is part of the master gaming controller of the gaming

machine (see Fig. 9). However, logic devices separate from the master gaming

controller may also be used to execute one or more virtual gaming peripheral

processes. Using the hardware/software interface 102 (described in more detail with

respect to Fig. 3), each virtual gaming peripheral may be used to control a

combination of physical gaming devices 105 residing on the gaming machine or

remote to the gaming machine but in communication with the gaming machine to

provide at least one gaming service.

Examples of virtual gaming peripherals 110 include but are not limited to 1)

virtual player tracking 112 and 114 which may be used to provide player tracking

services, 2) a virtual Automatic Teller Machine (ATM) 116 which may allow the

gaming machine to provide fund transfers and monetary account management, 3) a

virtual entertainment center 118 which may allow the gaming machine to provide one

or more entertainment services besides game play to the game player, 4) a virtual

lottery machine 120 that may allow a player to purchase a lottery ticket of some sort at

the gaming machine, 5) a virtual change machine 122 that may allow a player to

obtain change at a gaming machine, 6) a virtual sports book 124 that may allow a

player to make a wager on an event at the gaming machine, to monitor events, to

receive results and to cash out a winning event ticket, 7) a virtual communication

center 125 that may allow a player to communicate with other game players, other

individuals, send and receive e-messages and locate other players, 8) a virtual

concierge 128 that allows a player to learn about and obtain various hotel/casino,

restaurant, entertainment and travel services , 9) a virtual vending machine 128 that

allows a player to purchase various vending items at the gaming machine and 10) a

virtual kiosk (not shown) that allows for Internet enabled services, such as web-

browsing, and registration services such as for a loyalty program. The virtual vending

machine 128 may allow a gaming machine to dispense items directly to the player or

allow the player to order an item which is brought to the player. Details of a virtual

player tracking gaming peripheral are described in co-pending U.S. application no.

09/642,192, filed August 18, 2000, by LeMay, et al. and entitled, "Virtual Player

Tracking and Related Services," which is incorporated herein in its entirety and for all

purposes. Details of a entertainment content which may be provided with a virtual

entertainment center gaming peripheral, such as 118, are described in co-pending U.S.



application no. 09/665,526, filed September 19, 2000, by LeMay, et al and entitled,

"Play Per View," which is incorporated herein in its entirety and for all purposes.

As described above, each virtual gaming peripheral, which may be a process

executed on the gaming machine, may control a combination of gaming devices in the

physical gaming devices 105 to provide a gaming service. Four examples of gaming

device combinations are shown for illustrative purposes. The device combinations

used by a virtual gaming peripheral may vary according to the gaming devices

available on a particular gaming machine. As an example of device combinations that

may be used by virtual gaming peripherals, the virtual ATM 116 may control the bill

validator 30, the printer 18, the key pad 22, the display 34, the card reader 24 and the

touch screen 35 to provide ATM services. The card reader 22 may be used to accept

an ATM card. The key pad 22 may be used to enter a pin number. The bill validator

30 may be used to accept cash or printed tickets with a cash value. Funds entered into

the gaming machine may be transferred to a bank account. The display 34 and the

touch screen 35 may be used to display and select various ATM services. The printer

18 may be used to provide receipts and print cashless tickets which may be used for

game play in other gaming machines.

A virtual sports book 124 and the virtual lottery machine 120 may also provide

services using the combination of devices described for the virtual ATM 116.

However, the context in which the devices are used may be different. For instance, the

printer 18 may be used to print a lottery ticket for the virtual lottery machine 120 and a

wager ticket for the virtual sports book 124 instead of a receipt. Also, the display 34

and touch screen 35 may be used to display and make lottery and sports bets selections

instead of ATM selections. The contexts in which different gaming devices may be

used by different virtual gaming peripherals are tracked by software on the gaming

machine and are described in further detail with respect to Figs. 3 and 4.

As another example, a virtual entertainment center peripheral 118 may control

a coin acceptor 28, input buttons 32, the secondary display 42 and speakers 12 and 14

to provide entertainment sources to a player. In one embodiment, the virtual

entertainment center 118 may act as a musical video jukebox. Using the input buttons

32, a player may select musical videos, which are output on the secondary display 42

and speakers 12 and 14. In another embodiment, the player may be able to select a

musical format, which is output on speakers 12 and 14. In yet another embodiment,

the player may be able to watch a sporting event on the secondary display while



playing a game on the gaming machine. In some cases, the player may be required to

deposit money via the coin acceptor 28 to use the virtual entertainment center.

In yet another example of virtual gaming peripheral, a virtual player tracking

gaming peripheral (112 and 114) may be used to control a combination of gaming

devices to provide player tracking services. In the present invention, different

combinations of gaming devices may be used to provide the same gaming service. For

instance, the first virtual player tracking peripheral 112 uses the key pad 22, the card

reader 24 and the small display 16 to provide player tracking services. In another

embodiment, instead of the small display 16, a portion of the large display 34, i.e. via

"picture in a picture," may also be used. To start a player tracking session, the player

insert a player tracking card in the card reader 24, enters a PIN number using the key

pad 22 and receive player tracking information via the small display 16. The second

virtual player tracking peripheral 114 uses the display 34, the touch screen 35, the card

reader 24, a finger print reader 39 and a light panel 44. To start a player tracking

session, the player insert a player tracking card in the card reader 24, provides finger

print information via the print reader 39 and receives player tracking information via

the display 34. Using the touch screen 35, the player may be able to select choices

from player tracking service menus and interfaces displayed on the display 34. The

light panel 44 may be used to convey to a player operational information. For

example, the light panel may change color or flash when a player has inserted their

player tracking card incorrectly in the gaming machine.

In the present invention, one or more virtual gaming peripherals 110 as well as

game play processes on the gaming machine may share the same gaming device. For

instance, the card reader 24 may be used by the virtual ATM peripheral 116, the first

virtual player tracking peripheral 112 and the second virtual player tracking peripheral

114. As another example, the bill validator 30 may be used by the virtual ATM

peripheral 116 and by the master gaming controller on the gaming machine.

Traditionally, gaming devices have not been shared by different software

elements or processes executing on the gaming machine and the functions of a

particular gaming device have been fairly limited. For example, card readers on

gaming machine are typically used only to read player tracking information from

player tracking cards. As another example, the bill validator 30 is typically used only

to insert credits into the gaming machine. Thus, conflicts between different gaming



processes wishing to use a gaining device at the same time have not generally had to

be considered on gaming machines.

In the present invention, since a given gaming device may be shared by

multiple software entities, the context in which a given device is being used may be

important. For example, a player tracking session is usually initiated when a player

inserts a player tracking card into the card reader 24. When a card is inserted into the

card reader 24, one of the virtual player tracking peripherals (e.g., 112 or 114) may

detect the insertion of the card an initiate the player tracking session. When the virtual

ATM peripheral 116 is active, the player may insert an ATM card into the card reader

24 to begin ATM services (inserting the card may also activate the ATM peripheral if

it is not active). Thus, one possible scenario using the card reader 24 is that the player

has requested an ATM service, the virtual ATM peripheral 116 is given control of the

card reader 24 and the peripheral is waiting for the player to insert an ATM card into

the card reader 24. If the player mistakenly inserts a player tracking card into the card

reader 24, the virtual ATM 116 may generate an error because the player tracking card

is not an ATM card. When the virtual ATM peripheral 116 and the virtual player

tracking peripheral ( 112 or 114) may be operating simultaneously, logic on the

gaming machine may be required to determine in the situation described above

whether a player tracking session is to be initiated or an error is to be generated.

In general, when a gaming device is shared by two or more entities, such as

two or more virtual gaming peripheral processes or a virtual gaming peripheral

process and another gaming process executed on the gaming machine, and when

situations occur where the two or more entities may want to use simultaneously the

same shared gaming device, shared gaming device logic may be required to arbitrate

control of the shared gaming device. In traditional gaming machines, arbitrating

control of a shared gaming device is generally not an issue because most gaming

devices are usually either controlled by a single process or used for a single purpose.

Control of the shared by gaming device may be determined according to the context in

which the device is being used. For instance, using the coin acceptor 28 in the context

of entering credits to the gaming machine may be given priority over using the coin

acceptor in the context to make change using the virtual change machine 122 or to

purchase items from the gaming machine using the virtual vending machine 128.

Details of the shared gaming device logic used with the present invention are

described in more detail with respect to Figs. 3, 4, 6 and 8.



One advantage of using virtual gaming peripherals and shared gaming devices

is more robustness and flexibility in maintaining gaming machine functionality. When

a gaming device fails using the virtual gaming peripherals, it may be easier to

maintain gaming machine functionality because a new virtual gaming peripheral

process may be loaded that provides the same functionality without using the failed

gaming device. For instance, if player tracking services are provided on a gaming

machine using the virtual player tracking peripheral 112, which uses the small display

16, the card reader 24 and the key pad 22, and the key pad 22 fails or the small display

16 fails, the second virtual player tracking peripheral 114 may be activated which does

not use either of these devices. Thus, with the present invention, the player tracking

services, i.e., the functionality, of the gaming machine may be maintained until the

faulty device is replaced by simply activating a new virtual gaming peripheral.

Another advantage of using virtual gaming peripherals and shared gaming

devices is more flexibility in increasing gaming machine functionality without adding

hardware to the gaming machine. With virtual gaming peripherals, combinations of

gaming devices used to provide gaming services may be easily modified. These

combinations may be chosen in a manner to maximize device utilization on the

gaming machine such that more opportunities for additional revenues and better

customer service are provided. For instance, as described above, the light panel 44

installed on the gaming machine may be used with the virtual player tracking

peripheral 114 to convey information to the player as well as to add excitement to the

play of a game. With current player tracking units, a lighting device for this purpose

may be built into the player tracking unit which is installed on the gaming machine.

To upgrade a gaming machine without this functionality, the player tracking unit is

replaced. With the present invention, the ability to convey information to a player

using a lighting device may be accomplished by installing a virtual player tracking

peripheral, such as 114, on the gaming machine that uses a lighting device already

available on the gaming machine such as the light panel 44. Thus, the ability to

convey information to the player is obtained without replacing or adding hardware to

the gaming machine.

Various hardware and software architectures may be used to implement the

virtual gaming peripherals and shared gaming devices of the present invention. Fig. 3

is a block diagram depicting one suitable example of gaming machine software

elements 100 in a gaming machine with a software architecture 201 employing a NV-



RAM manager 229 to access a physical non-volatile memory storage device 234 as

described with reference to Fig. 9. The NV-RAM manager is a "process" executed by

an operating system 213 residing on the gaming machine. A "process" is a separate

software execution module that is protected by the operating system executed by a

microprocessor on the master gaming controller 224 (See Fig. 9). When a process,

including the NV-RAM manger 229, is protected, other software processes or

software units executed by the master gaming controller 224 can not access the

memory of the protected process.

The operating system 213 used to implement the gaming software architecture

of the present invention may be one of a number of commercially available operating

systems, such as QNX by QNX Software Systems, LTD of Kanata, Ontario, Canada

which is Unix based, Windows NT and MS Windows 2000 by Microsoft Corporation

of Redmond, Washington or Linux by Redhat, Durham, North Carolina, which is an

open source Unix based operating system. Different operating systems may use

different definitions of processes. In QNX, the processes are protected. With other

operating systems, a "process" may be dedicated logic that is executed. Using

different operating systems, many different implementations of the present invention

are possible and the present invention is not limited to the constraints of a particular

operating system.

The NV-RAM manager 229 controls access to the non-volatile memory on the

gaming machine. By using the NV-RAM manager 229, the gaming processes and

virtual gaming peripheral processes may share the non-volatile memory resource at

the same time. Thus, the non-volatile memory usage is optimally used which may

lower the costs associated with adding new functions to the gaming machine.

Other processes that may be considered part of the operating system include

but are not limited to a communication manager 220, a bank manager 222, an event

manager 230, a game manager 221, a power hit detection process 228, a shared

gaming device manager 115 and a virtual gaming peripheral process 114. The virtual

gaming player tracking peripheral process 114 may be used to provide player tracking

services using the card reader 24, the key pad 22, the finger-print reader 39 and the

light panel 44 as described with respect to Fig. 2. The shared gaming device manager

115 may be used to arbitrate control of one or more shared gaming devices on the

gaming machine. For instance, for each shared gaming device, a separate shared

gaming device manager process may be used to arbitrate control of the shared gaming



device. As another example, a shared gaming device manager process may be used to

arbitrate control of multiple shared gaming devices. In general, a gaming machine may

include multiple shared gaming device manager processes that each manage one or

more shared gaming devices (see Fig. 4).

In one embodiment, the shared gaming device manager 115 arbitrates requests

to use a shared gaming device, such as the card reader 24 or the bill validator 30, from

the different gaming processes within the gaming operating system and determines

which entity is given access to the shared gaming device, based on priority settings

(see Fig. 6). The gaming processes that may request control of a shared gaming device

include but are not limited to 1) a virtual gaming peripheral process, such as the

virtual player tracking process 114 and 2) a game play process, such as the bank

manager 222 or the game manager 221. At any given time, multiple entities may try to

obtain control of one of the shared gaming devices. For example, when the card reader

24 is used to read player tracking cards and debit cards, the virtual player tracking

peripheral process 114 and the bank manager process 222 may try to gain control of

the card reader 24. This creates a need for one entity, e.g. the shared gaming device

manager 115, to determine to whom and under what circumstances control of the card

reader 24 is granted.

As described in more detail below, the shared gaming device manager listens

to and responds to game events passed through the event manager 230 and event

distribution 225 specifically those that are requests for any of its known contexts to

enter or exit. A context is a logically defined situation where a gaming process may

request control of a particular shared gaming device. A gaming process may generate

contexts for more than shared gaming device. For instance, the virtual player tracking

peripheral process 114 may generate contexts for the display 34, the touch screen 35,

the card reader 24 and the light panel 44. The display 34, the touch screen 35, the card

reader 24 and the light panel 44 may all be shared gaming devices. There are at least

two circumstances under which the shared device manager 115 may grant control of

the shared gaming device: 1) the current context is finished using the shared gaming

device or 2) a higher priority context requires access to the shared gaming device.

Event based requests are one method of controlling access to a shared gaming

device. Another method are arbitrated requests that are sent directly to a shared

gaming device manager or a similar process. In the present invention, event based

request, arbitrated request or combinations thereof may be used.



The display 34 is one example of a gaming device that may also be a shared

gaming device. Contexts that may request access to the display screen 34 include but

are not limited to: a) a menu context that displays machine menu for maintenance

situations, b) a tilt context that displays tilts including hand pays for tilt situations, c) a

game context that displays regular game play, bonus games and cash outs, d) an attract

context that displays attract menus in attract situations, and e) a main menu context

that displays a game selection menu and other game service menus available on the

gaming machine. The contexts for the display 34 may be generated by various gaming

processes active on the gaming machine. For instance, in one embodiment, game

service menu contexts may be generated by one or more virtual gaming service

peripherals, such as the virtual player tracking process 114. As another example, the

game context may be generated by the game manager process 221. Thus, the display

34 is a device that may be shared multiple times. A practical limit may be applied to

the display 34 or any other shared gaming device to keep the resource from being

entirely exhausted.

The contexts described above for the display 34 may be prioritized. In one

embodiment, the priorities for the display may be prioritized in descending order from

highest to lowest, as the machine menu context, the tilt context, the game context,

bonus game context, the attract context and the main menu context. In general, the

priorities assigned to contexts for a shared gaming device are fixed. However, variable

priorities may also be used for some contexts of the shared gaming device. As an

example, the priorities of attract mode contexts generated by different virtual gaming

peripherals may be increased or decreased as a function of time to emphasize a

particular game service. Thus, a priority for an attract mode context for a particular

game service provided by a virtual gaming peripheral may be increased at particular

times such that the attract mode context is displayed more often than other attract

mode contexts generated by other gaming processes during the time when its priority

is increased. For example, an attract mode context that allows a patron to make a

dinner reservation or an entertainment reservation may be emphasized more by

increasing its priority in the early afternoon or at other times when the patron may

desire these services.

Some parts of the gaming machine software 201 are communication protocols

210, an event manager 230 and event distribution 225, device interfaces 255, device

drivers 259, the game manager 221 which interfaces with gaming processes used to



generate the game of chance, game resources such as the bank manager 222, the NV¬

RAM manager 229 and the communication manager 220, which may be used by other

processes, the virtual gaming peripheral processes, such as the virtual player tracking

114, and the shared device manager process 115 that arbitrates control of one or more

shared gaming devices. These software modules comprising the gaming machine

software 201 may be loaded into memory of the master gaming controller 224 (see

Figs. 9 and 10) of the gaming machine at the time of initialization of the gaming

machine. The game operating system (OS) may be used to load and unload the gaming

software modules from a mass storage device on the gaming machine into RAM for

execution as processes on the gaming machine. The gaming OS may also maintain a

directory structure, monitor the status of processes and schedule the processes for

execution. During game play on the gaming machine, the gaming OS may load and

unload processes from RAM in a dynamic manner.

The NV-RAM manager 229 is a protected process on the gaming machine to

maintain the integrity of the non-volatile memory space on the gaming machine. All

access to the non-volatile memory may be through the NV-RAM manager 229 via a

defined API. During execution of the gaming machine software 100, the non-volatile

manager 229 may receive access requests via the event manager 230 from other

processes, including a bank manager 222, a game manager 221, virtual player tracking

114 and one or more device interfaces 255 to store or retrieve data in the physical non¬

volatile memory space. Other software units that request to read, write or query blocks

of memory in the non-volatile memory are referred to as clients.

The device interfaces 255, including a key pad 235, a display 236, a card

reader 245, a coin acceptor 250, a bill validator 240 and a touch screen 241, are

software units that provide an interface between the device drivers and the gaming

processes active on the gaming machine. The device interfaces 255 may receive

commands from virtual gaming peripherals requesting an operation for one of the

physical devices. For example, in one context, the virtual player tracking peripheral

114 may send a command to the display interface 236 requesting that a message of

some type be displayed on the display 34. The display interface 236 sends the message

to the device driver for the display 34. The device driver for the display communicates

the command and message to the display 34 allowing the display 34 to display the

message. When the display 34 may be controlled by more than one gaming process

(e.g., the game manager 221 may use the display 34 to present the game of chance),



the shared device manager 115 or a similar process may assign a priority to the

context generated by the virtual player tracking peripheral 114 and grant control of the

display 34 to the context depending on whether the display 34 is currently in use. If

the display 34 is in use, the shared device manager may determine whether the current

context using the device should be switched out for the context generated by the

virtual player tracking peripheral 114.

The device interfaces 255 also receive game events from the physical devices.

A game event is an event generated from any active game process such as active

virtual gaming peripheral processes and active game play processes. In general, a

game event may be received by the device interfaces 255 by polling or direct

communication. The solid black arrows indicate event paths between the various

software units. Using polling, the device interfaces 255 regularly communicate with

the physical devices 105 via the device drivers 259 requesting whether an event has

occurred or not. Typically, the device drivers 259 do not perform any high level event

handling. For example, using polling, the card reader 245 device interface may

regularly send a message to the card reader physical device 24 asking whether a card

has been inserted into the card reader. Using direct communication, an interrupt or

signal indicating a game event has occurred is sent to the device interfaces 255 via the

device drivers 259 when a game event has occurred. For example, when a card is

inserted into the card reader, the card reader 24 may send a "card-in message" to the

device interface for the card reader 245 indicating a card has been inserted which may

be posted to the event manager 230. The card-in message is a game event. Other

examples of game events which may be received from one of the physical devices 105

by a device interface, include 1) Main door/ Drop door/ Cash door openings and

closings, 2) Bill insert message with the denomination of the bill, 3) Hopper tilt, 4)

Bill jam, 5) Reel tilt, 6) Coin in and Coin out tilts, 7) Power loss, 8) Card insert, 9)

Card removal, 10) Promotional card insert, 11) Promotional card removal, 12) Jackpot

and 13) Abandoned card.

Typically, the game event is an encapsulated information packet of some type

posted by the device interface. The game event has a "source" and one or more

"destinations." Each game event contains a standard header with additional

information attached to the header. The additional information is typically used in

some manner at the destination for the event.



As an example, the source of the card-in game event may be the card reader

24. The destinations for the card-in game event may be the bank manager 222, the

communication manager 220 and the virtual player tracking manager 114. The

communication manager 220 may communicate information read from the card to one

or more devices located outside the gaming machine. When the magnetic striped card

is used to deposit credits into the gaming machine, the bank manager 222 may prompt

the card reader 24 via the card reader device interface 255 to perform additional

operations. When the magnetic striped card is used to initiate a player tracking

session, the virtual player tracking peripheral 114 prompt the card reader 24 via the

card reader device interface 255 to perform additional operations related to player

tracking. Since multiple contexts may be applied to the card-in event, a shared device

manager, such as 115, may be used to determine which context is granted control of

the gaming device. For example, the shared device manager 115 may grant control of

the card reader to either bank manager 222 or the virtual player tracking peripheral

114.

A game event may be created when an input is detected by one of the device

interfaces 255. Game events may also be created by one game process and sent to

another game process. For example, when a shared gaming device manager 115 grants

control of one shared gaming device to a context, a game event may be generated.

Game events may also be generated from entities located outside the gaming machine.

For example, one gaming machine may send a game event to another gaming machine

via the communication manager 220. The game events are distributed to their one or

more destinations via a queued delivery system using the event distribution software

process 225. However, since the game events may be distributed to more than one

destinations, the game events differ from a device command or a device signal which

is typically a point to point communication such as a function call within a program or

interprocess communication between processes.

Since the source of the game event, which may be a device interface or a

server outside of the gaming machine, is not usually directly connected to destination

of the game event, the event manager 230 acts as an interface between the source and

the one or more event destinations. After the source posts the event, the source returns

back to performing its intended function. For example, the source may be a device

interface polling a hardware device. The event manager 230 processes the game event

posted by the source and places the game event in one or more queues for delivery.



The event manager 230 may prioritize each event and place it in a different queue

depending on the priority assigned to the event. For example, critical game events may

be placed in a list with a number of critical game transactions stored in the NV-RAM

as part of a state in a state-based transaction system executed on the gaming machine.

After a game event is received by the event manager 230, the game event is

sent to event distribution 225 in the gaming system 213. Event distribution 225

broadcasts the game event to the destination software units that may operate on the

game event. The operations on the game events may trigger one or more access

requests to the NV-RAM via the NV-RAM manager 229. Further, when one or more

software units may request control of a shared gaming device in response to the event,

then a shared device manager may be used to arbitrate the request. For instance, when

a player enters a bill into the gaming machine using the bill validator 30, this event

may arrive at the bank manager 222 after the event has passed through the device

drivers 259, the bill validator device interface 240, the event manager 230, and the

event distribution 225 where information regarding the game event such as the bill

denomination may be sent to the NV-RAM manager 229 by the event manager 230.

After receiving the game event, the bank manager 222 evaluates the game event and

determines whether a response is required to the game event. For example, the bank

manager 222 may decide to increment the amount of credits on the machine according

to the bill denomination entered into the bill validator 30. Further, the bank manager

222 may request control of the bill validator. When the bill validator 30 is a shared

gaming device, the request may be arbitrated by a shared gaming device manager.

Thus, one function of the bank manager software 222 and other software units is as a

game event evaluator. More generally, in response to the game event, the bank

manager 222 may 1) generate a new event and post it to the event manager 230, 2)

send a command to the device interfaces 255, 3) send a command or information to

the wide area progressive communication protocol 205 or the player tracking protocol

200 so that the information may be sent outside of the gaming machine, 4) do nothing

or 5) perform combinations of 1), 2) and 3).

Non-volatile memory may be accessed via the NV-RAM manager 229 via

commands sent to the gaming machine from devices located outside of the gaming

machine. For instance, an accounting server or a wide area progressive server may

poll the non-volatile memory to obtain information on the cash flow of a particular

gaming machine. The cash flow polling may be carried out via continual queries to the



non-volatile memory via game events sent to the event manager 230 and then to the

NV-RAM manager 229. The polling may require translation of messages from the

accounting server or the wide area progressive server using communication protocol

translators 210 residing on the gaming machine.

The communication protocols typically translate information from one

communication format to another communication format. For example, a gaming

machine may utilize one communication format while a server providing accounting

services may utilize a second communication format. The player tracking protocol

translates the information from one communication format to another allowing

information to be sent and received from the server. Two examples of communication

protocols are wide area progressive 205 and player tracking protocol 200. The wide

area progressive protocol 205 may be used to send information over a wide area

progressive network and the player tracking protocol 200 may be used to send

information over a casino area network. The server may provide a number of gaming

services including accounting and player tracking services that require access to the

non-volatile memory on the gaming machine.

The power hit detection software 228 monitors the gaming machine for power

fluctuations. The power hit detection software 228 maybe stored in a memory

different from the memory storing the rest of the gaming machine software 100. When

the power hit detection software 228 detects that a power failure of some type may be

eminent, an event may be sent to the event manger 230 indicating a power failure has

occurred. This event is posted to the event distribution software 225 which broadcasts

the message to all of the software units and devices within the gaming machine that

may be affected by a power failure.

Device interfaces 255 are utilized with the gaming machine software 213 so

that changes in the device driver software do not affect the gaming system software

213 or even the device interface software 255. For example, the gaming events and

commands that each physical device 105 sends and receives may be standardized so

that all the physical devices 105 send and receive the same commands and the same

gaming events. Thus, when one of the physical devices 105 is replaced, a new device

driver 259 may be required to communicate with the physical device. However,

device interfaces 255 and gaming machine system software 213 remain unchanged.

When the new physical device requires a different amount of NV-RAM from the old

physical device, an advantage of the NV-RAM manager 229 is that the new space may



be easily allocated in the non-volatile memory without reinitializing the NV-RAM.

Thus, the physical devices 105 utilized for player tracking services maybe easily

exchanged or upgraded with minimal software modifications.

The various software elements described herein (e.g., the device drivers,

device interfaces, communication protocols, etc.) may be implemented as software

objects or other executable blocks of code or script. In a preferred embodiment, the

elements are implemented as C++ objects. The event manager, event distribution,

software player tracking unit and other gaming system 213 software may also by

implemented as C++ objects. Each are compiled as individual processes and

communicate via events and/or interprocess communication (IPC). Event formats and

EPC formats may be defined as part of one or more Application Program Interfaces

(APIs) used on the gaming machine. This method of implementation is common with

the QNX operating system.

The operating system and its components have been described in the context

of a gaming machine. The operating system may be executed by a master gaming

controller on the gaming machine. The present invention is not so limited. Gaming

processes may also be activated by operating systems executed by logic devices

different from the master gaming controller on the gaming machine. For instance, a

gaming peripheral mounted to a gaming machine may include a logic device that

executes an operating system. The operating system on the gaming peripheral may be

the same or different from the operating system executing on the master gaming

controller on the gaming machine. The gaming peripheral may comprise one or more

gaming devices. Like the gaming machine activating a virtual gaming peripheral

process that controls gaming devices located on the gaming peripheral, the logic

device on the gaming peripheral may activate virtual gaming peripheral processes that

control gaming devices located on the gaming peripheral and the gaming machine. In

this embodiment, when a gaming process executed by the gaming peripheral and a

gaming process executed by the master gaming controller desire control of the same

gaming device at the same time, logic residing on the master gaming controller, the

logic device of the gaming peripheral or combinations thereof, may be used to

arbitrate process conflicts.

Fig. 4 is a block diagram depicting a plurality virtual gaming peripheral

processes 110 that control gaming devices using the software architecture described

with respect to Fig. 3. The number of virtual gaming peripheral processes active on



the gaming machine may vary as a function of time. A plurality of different virtual

gaming peripheral processes may be stored on a memory device on the gaming

machine or available to the gaming machine via remote server (see Fig. 10). However,

in many cases only a portion of these virtual gaming peripherals may be active. For

instance, the virtual entertainment center 118, the virtual ATM 116, the virtual lottery

120, the virtual player tracking 112 and the virtual player tracking 114 may all be

stored on a memory device on the gaming machine. However, the operating system

may only load into RAM and activate one of the virtual player tracking peripherals

and the virtual lottery peripheral 120. At a later time, the virtual lottery peripheral may

be deactivated by the operating system and the virtual entertainment center 118 and

the virtual ATM 116 may be activated by the operating system.

The virtual gaming peripherals may be activated as a function of time

according gaming machine use patterns hi times of high demand, the amount of

virtual gaming peripherals may be available on the gaming machine may be limited so

that players focus primarily on game play. In time of low demand, more virtual

gaming peripherals may be available on the gaming machine to attract players to use

the gaming machine.

Five shared device managers are shown including: 1) a card reader manager

132 used to arbitrate control of the card reader 24, 2) a display manager 134 used to

arbitrate control of the display 34, 3) a printer manager 130 used to arbitrate control of

the printer 18, 4) a bill validator manager 136 used to arbitrate control of the bill

validator, 5) a key pad manager used to arbitrate control of the key pad 22. Since the

virtual gaming peripheral processes active on the gaming machine may change as a

function of time the contexts used by the shared device managers 150 and the number

of shared device managers may change as a function of time. For example, the bank

manager 222 may generate a context for controlling the bill validator. When no other

processes use the bill validator other than the bank manager 222, then the bill

validator manager 136 may not be required. However, when the virtual ATM

peripheral process 116 is active on the gaming machine, the virtual ATM process 116

may generate a context where control of the bill validator is required. Therefore, the

bill validator manager process 136 may be required to arbitrate control of the bill

validator 30 between contexts generated by the virtual ATM 116 and the bank

manager 222.



When a gaming process, including but not limited to processes such as a

virtual gaming peripheral processes 110 and game play processes such as the game

manager 221 and bank manager 222, are loaded onto the gaming machine for

execution, logic residing in the operating may determine what contexts are generated

by the gaming process and update the shared gaming device managers. In one

embodiment, a context table may be maintained for each gaming device. The context

table may be updated by the gaming operating system as gaming processes are

activated and deactivated on the gaming machine. The context table may include but

is not limited to a list of the contexts for the gaming device, the name of the gaming

process that generates the context, a priority for the context and information regarding

when the context may be entered and may be exited. The context table may be used by

a gaming device manager for each shared gaming device to arbitrate control of the

shared gaming device. The present invention is not limited to a context table approach

and other logical methods may be used to perform the book keeping associated with

dynamic contexts on the gaming machine.

For example, the virtual lottery peripheral may use the printer 18, the display

34, the touch screen 35 and the bill validator 30 to allow a player to purchase a lottery

ticket. When the virtual lottery peripheral 120 is loaded by the operating system the

gaming operating system may update a table of contexts maintained for each gaming

device used by the virtual lottery peripheral 120 including a context table for the

printer 18, a context table for the display 34, a context table for the touch screen 35

and a context table for the bill validator 30. The updated context tables for each shared

gaming device may be used by the appropriate shared gaming device manager to

arbitrate control of the shared gaming devices during operation of the gaming

machine.

Fig. 5A is a flow chart depicting a method of providing a game service using a

virtual gaming peripheral on a gaming machine hi 505, the gaming operating system

may load one or more virtual gaming peripheral processes. Each virtual gaming

peripheral process may use a combination of gaming devices to provide one or more

gaming services. The gaming operating system may also load other gaming processes

such as gaming processes used to provide a game of chance that may require the use

of one or more gaming devices.

When loading or activating a gaming process on the gaming machine, the

gaming operating system may determine the contexts in which the gaming process



uses various gaining devices. The context information for each gaming device may be

stored in a context table describing the contexts for the device. For example, a virtual

ATM gaming peripheral process may a card reader, a key pad, a display screen, a

printer and a touch screen to provide ATM services. When this process is loaded, the

gaming operating system may determine all the contexts in which the virtual ATM

process may use the key pad, the display screen, the card reader, the printer and the

touch screen and update appropriate context tables for each of these gaming devices.

When a gaming device may be required to support contexts from two or more

gaming processes that may conflict, i.e., two or more gaming processes may request

control of the same gaming device simultaneously, then the gaining operating system

may load a shared device manger to arbitrate control of the gaming device. For

instance, a virtual ATM gaming peripheral, a virtual player tracking gaming peripheral

and bank manager gaming process in some instances may simultaneously attempt to

control the card reader. In this case, a card reader device manager may be used to

arbitrate control of the card reader between the processes. The card reader device

manager may use a card reader device context table to provide guidelines in regards to

granting and switching control of the card reader to different processes.

In 510, a virtual gaming peripheral receives a request for a game service

provided by the peripheral. For instance, a virtual entertainment center peripheral may

receive a request to display a sporting event on a display screen on the gaming

machine. In 515, the availability of each of the gaming devices used by the virtual

gaming peripheral are determined. For instance, the virtual entertainment center

peripheral may require the use of a display screen on the gaming machine and a

communication connection to an outside video feed. Thus, the virtual entertainment

center may request control of these devices. When the requested devices are not being

used by other gaming processes, control of the display and communication connection

may be granted to the virtual entertainment center. The number of outside

communication connections available on a gaming machine may be limited. Thus, the

outside communication connection may not always be available. In 520, the virtual

gaming peripheral may use one or more shared gaming devices to provide the

requested service. For instance, the virtual entertainment center may use the display

and outside communication connection to present the requested sporting event. The

outside communication connection may be an Ethernet communication connection

with bandwidth that may be shared.



Fig. SB is a flow chart depicting a method of arbitrating control of shared

gaming devices on a gaming machine. In one embodiment, the logic may be

implemented by a shared gaming device manager as described with respect to Figs. 3

and 4. In 525, a request is received from a virtual gaming peripheral process or a

gaming process h 530, the priority may be assigned to the request. The priority may

depend on the context in which the gaming device is to be used. In some cases, the

priority assigned to a request may vary as a function of time. For instant, the priority

assigned to a context generated from a particular virtual gaming peripheral may be

increased or decreased to allow the gaming service provided by the virtual gaming

peripheral to be emphasized or de-emphasized. In some embodiments, the priority

information for the contexts in which each gaming device may be used are stored in a

context table.

In 535, it is determined whether the requested shared gaming device is not

being used. In 540, when the requested gaming device is not being used, the gaming

process requesting to use the gaming device may be granted control of the gaming

device. In one embodiment, the gaming process may be notified via a gaming event

message distributed through the event manager (see Fig. 3). The gaming process

context currently controlling the requested gaming device and its priority may be

stored on the gaming machine.

In 545, when the requested gaming device is not being used, the priority of the

context currently controlling the requested gaming device is compared to the priority

of the context requesting control of the gaming device. In 550 and 540, when the

priority of the context requesting control of the gaming device is higher, the control of

the gaming device may be switched from the current context to the requesting context

and the current context may be notified that it no longer controls the gaming device.

When the requesting context has a higher priority than current context, the switching

of control of the gaming device may not occur automatically. Some contexts may be

non-interruptible and thus, may be granted control of the gaming device until their use

of the gaming device is completed.

In 555, when the priority of the context requesting control of the gaming

device is lower than the current context or the current context is non-interruptible, the

gaming process requesting control of the gaming device may be notified that the

device is not available. The gaming process that has generated the context may enter

an idle state until it is notified that the requested gaming device is available. However,



the generated context may be inappropriate and it may be cancelled by the gaming

machine. The gaming machine may also generate and store a queue of contexts

generated by gaming processes that are waiting to use a particular gaming device.

Fig. 5C is a flow chart depicting a method of providing a game service using a

virtual gaming peripheral that varies according to the gaming devices available on a

gaming machine. In 565, in one embodiment, the gaming machine may detect that a

gaming device that was available on the gaming machine is no longer available. For

instance, the gaming device may require maintenance of some type. In 570, the

gaming machine may determine the virtual gaming peripheral processes and gaming

processes currently active that generate contexts requiring use of the unavailable

gaming device.

After surveying the gaming processes affected by the loss of the gaming

device, the gaming machine may develop a recovery plan that allows the gaming

machine to function without using the gaming device. The recovery plan may include

deactivating gaming processes that require the gaming device and activating gaming

processes that provide a level of functionality without using the gaming device. When

some desired level of functionality is not possible, the gaming machine may shut itself

down. In one embodiment, in 575, a first gaming peripheral process that requires the

unavailable gaming device to provide a gaming service is deactivated. The virtual

gaming peripheral process may be deleted by the gaming operating system. In 580, a

second virtual gaming peripheral process is activated that provides the gaming

services without using the gaming device. Thus, the second virtual gaming peripheral

provides the same gaming service or a subset of the gaming services provided by the

first gaming peripheral using a different combination of gaming devices than the first

gaming peripheral i.e., the unavailable gaming device is no longer required.

Fig. 6 is an interaction diagram 600 between a virtual gaming peripheral

process 604, a shared gaming device manager process 602 and a gaming process 606.

The gaming process 606 may be a game play process such a game manager or a bank

manager or a virtual gaming peripheral process such as a virtual player tracking

peripheral process or a virtual ATM peripheral process. The interaction between the

three processes is provided for illustrative purposes only as other more complex

interactions are possible with the present invention. For instance, interactions between

the shared gaming device manager process 602 and a plurality of gaming process are

possible (e.g., 3 or more).



In 608, the virtual gaining peripheral process 604 receives a request for a game

service provide by the virtual peripheral. In 610, the virtual gaming peripheral 608

sends a message to the device manager process 602 requesting control of a gaming

device arbitrated by the device manager process 602. In 612, the device manager

process 602 receives the request, assigns a priority to the request and grants control of

the gaming device to the virtual gaming peripheral process 604. In 614, the device

manager process sends a message to the virtual gaming process notifying that it now

has control of the gaming device.

In 6 11, the gaming process 606 sends a message to the gaming device manager

602 requesting control of the same gaming device which is now controlled by the

virtual gaming peripheral process 604. In 613, the shared gaming device manager 602

assigns a priority to the request by the gaming process 606, compares it to the priority

of the request of the virtual gaming peripheral process currently controlling the

gaming device and decides the control of the gaming device should remain with the

virtual gaming peripheral process 604. In 615, the gaming device manager sends a

message to the gaming process 602 indicating that the requested gaming device is

unavailable. In 617, after receiving the message from the gaming device manager

process 602, the gaming process 606 enters an idle mode. In the idle mode 606, the

gaming process is waiting for the requested gaming device to become available.

In 616, the virtual gaming peripheral process provides the requested gaming

service using a combination of gaming devices that it controls. In 617, the virtual

gaming peripheral process 604 notifies the device manager process 602 that it has

finished using the gaming device. In 618, the gaming device manager grants control of

the shared gaming device to the gaming process 606. In 620, the device manager

process 602 sends a message to the gaming process 606 to notify the gaming process

606 that it now controls the shared gaming device. In 622, the gaming process 606

uses the shared gaming device to provide a gaming function.

Fig. 7A is a block diagram of a gaming machine 2 of the present invention.

Components that appear in the previous figures are identified by common reference

numerals. A master gaming controller 224 controls the operation of the various

gaming devices and the game presentation on the gaming machine 2. The master

gaming controller 224 may communicate with other remote gaming devices such as

remote servers via a main communication board 215 and network connection 214.

The master gaming controller 224 may also communicate other gaming devices via a



wireless communication link (not shown). The wireless communication link may use

a wireless communication standard such as but not limited to IEEE 802.1 Ia, IEEE

802.1 Ib, IEEE 802.1 Ix (e.g. another IEEE 802.1 1 standard such as 802.1 Ic or

802.1 Ie), hyperlan/2, Bluetooth, and HomeRF. The gaming machine may include

wireless communication ports and wired communication ports such as an infrared

port, an Ethernet port and a USB port.

Using a game code and graphic libraries stored on the gaming machine 2, the

master gaming controller 224 generates a game presentation which is presented on the

displays 34 and 42. The game presentation is typically a sequence of frames updated

at a rate of 75 Hz (75 frames/sec). For instance, for a video slot game, the game

presentation may include a sequence of frames of slot reels with a number of symbols

in different positions. When the sequence of frames is presented, the slot reels appear

to be spinning to a player playing a game on the gaming machine. The final game

presentation frames in the sequence of the game presentation frames are the final

position of the reels. Based upon the final position of the reels on the video display 34,

a player is able to visually determine the outcome of the game.

Each frame in sequence of frames in a game presentation is temporarily stored

in a video memory 236 located on the master gaming controller 224 or alternatively

on the video controller 237. The gaming machine 2 may also include a video card

(not shown) with a separate memory and processor for performing graphic functions

on the gaming machine. Typically, the video memory 236 includes 1 or more frame

buffers that store frame data that is sent by the video controller 237 to the display 34

or the display 42. The frame buffer is in video memory directly addressable by the

video controller. The video memory and video controller may be incorporated into a

video card which is connected to the processor board containing the master gaming

controller 224. The frame buffer may consist of RAM, VRAM, SRAM, SDRAM, etc.

The frame data stored in the frame buffer provides pixel data (image data)

specifying the pixels displayed on the display screen. In one embodiment, the video

memory includes 3 frame buffers. The master gaming controller 224, according to the

game code, may generate each frame in one of the frame buffers by updating the

graphical components of the previous frame stored in the buffer. Thus, when only a

minor change is made to the frame compared to a previous frame, only the portion of

the frame that has changed from the previous frame stored in the frame buffer is

updated. For example, in one position of the screen, a 2 of hearts may be substituted



for a king of spades. This minimizes the amount of data that must be transferred for

any given frame. The graphical component updates to one frame in the sequence of

frames (e.g. a fresh card drawn in a video poker game) in the game presentation may

be performed using various graphic libraries stored on the gaming machine. This

approach is typically employed for the rendering of 2-D graphics. For 3-D graphics,

the entire screen is typically regenerated for each frame.

Pre-recorded frames stored on the gaming machine may be displayed using

video "streaming". In video streaming, a sequence of pre-recorded frames stored on

the gaming machine is streamed through frame buffer on the video controller 237 to

one or more of the displays. For instance, a frame corresponding to a movie stored on

the game partition 223 of the hard drive 226, on a CD-ROM or some other storage

device may streamed to the displays 34 and 42 as part of game presentation. Thus, the

game presentation may include frames graphically rendered in real-time using the

graphics libraries stored on the gaming machine as well as pre-rendered frames stored

on the gaming machine 2.

For gaming machines, an important function is the ability to store and r e

display historical game play information. The game history provided by the game

history information assists in settling disputes concerning the results of game play. A

dispute may occur, for instance, when a player believes an award for a game outcome

has not properly credited to him by the gaming machine. The dispute may arise for a

number of reasons including a malfunction of the gaming machine, a power outage

causing the gaming machine to reinitialize itself and a misinterpretation of the game

outcome by the player. In the case of a dispute, an attendant typically arrives at the

gaming machine and places the gaming machine in a game history mode. In the game

history mode, important game history information about the game in dispute can be

retrieved from a non-volatile storage 234 on the gaming machine and displayed in

some manner to a display on the gaming machine. In some embodiments, game

history information may also be stored to a history database partition 221 on the hard

drive 226. The hard drive 226 is only one example of a mass storage device that may

be used with the present invention. For instance, CD/DVD drive, a removable media

drive and a flash drive may be used. The game history information is used to reconcile

the dispute.

During the game presentation, the master gaming controller 224 may select

and capture certain frames to provide a game history. These decisions are made in



accordance with particular game code executed by controller 224. The captured

frames may be incorporated into game history frames. Typically, one or more frames

critical to the game presentation are captured. For instance, in a video slot game

presentation, a game presentation frame displaying the final position of the reels is

captured. In a video blackjack game, a frame corresponding to the initial cards of the

player and dealer, frames corresponding to intermediate hands of the player and dealer

and a frame corresponding to the final hands of the player and the dealer may be

selected and captured as specified by the master gaming controller 224.

Various gaming software modules used to play different types of games of

chance may be stored on the hard drive 226. Each game may be stored in its own

directory to facilitate installing new games and virtual gaming peripherals (and

removing older ones) in the field. To install a new game or a new virtual gaming

peripheral, a utility may be used to create the directory and copy the necessary files to

the hard drive 226. To remove a game or a virtual gaming peripheral, a utility may be

used remove the directory that contains the game and its files.

On boot up, a gaming process in the game OS can iterate through the game

directories on the hard drive 226 and detect the games and virtual gaming peripherals

present on the gaming machine. The gaming process may obtain all of its necessary

information to decide on which games can be played, how to allow the user to select

one (multi-game) and which virtual gaming peripheral processes are to be installed on

the gaming machine. The game manager may verify that there is a one to one

relationship between the directories on the NV-memory 234 and the directories on the

hard drive 226. Details of the directory structures on the NV-memory and the hard

drive 226 and the verification process are described in co-pending U.S. application no.

09/925,098, filed on August 8, 2001, by Cockerille, et al., titled "Process

Verification," which is incorporated herein in its entirety and for all purposes.

Fig. 7B is a block diagrams of gaming machines that utilize distributed gaming

software and distributed processors to generate a game of chance for one embodiment

of the present invention. A master gaming controller 224 is used to present one or

more games on the gaming machines 6 1, 62 and 63. The master gaming controller 224

executes a number of gaming software modules, including but not limited to virtual

gaming peripheral processes, to operate gaming devices 70, such as coin hoppers, bill

validators, coin acceptors, speakers, printers, lights, displays (e.g. 34) and other

input/output mechanisms. The master gaming controller 224 may also execute gaming



software enabling communications with gaming devices located outside of the gaming

machines 61, 62 and 63, such as player tracking servers, bonus game servers, game

servers and progressive game servers. These outside communications may be used by

some virtual gaming peripherals such as virtual player tracking peripheral. In some

embodiments, communications with devices located outside of the gaming machines

may be performed using the main communication board 215 and network connections

7 1. The network connections 7 1 may allow communications with remote gaming

devices via a local area network, an intranet, the Internet or combinations thereof.

The gaming machines 61, 62 and 63 may use gaming software modules to

generate a game of chance that may be distributed between local file storage devices

and remote file storage devices. For example, to play a game of chance on gaming

machine 61, the master gaming controller may load gaming software modules into

RAM 56 that may be may be located in 1) a file storage device 226 on gaming

machine 61, 2) a remote file storage device 81, 2) a remote file storage device 82, 3) a

game server 90, 4) a file storage device 226 on gaming machine 62, 5) a file storage

device 226 on gaming machine 63, or 6) combinations thereof. Virtual gaming

peripheral software may also be distributed in a similar manner.

hi one embodiment of the present invention, the gaming operating system may

allow files stored on the local file storage devices and remote file storage devices to be

used as part of a shared file system where the files on the remote file storage devices

are remotely mounted to the local file system. The file storage devices may be a hard-

drive, CD-ROM, CD-DVD, static RAM, flash memory, EPROM's, compact flash,

smart media, disk-on-chip, removable media (e.g. ZIP drives with ZIP disks,

floppies), or combinations thereof. For both security and regulatory purposes, gaming

software executed on the gaming machines 61, 62 and 63 by the master gaming

controllers 224 may be regularly verified by comparing software stored in RAM 56

for execution on the gaming machines with certified copies of the software stored on

the gaming machine (e.g. files may be stored on file storage device 226), accessible to

the gaming machine via a remote communication connection (e.g., 81, 82 and 90) or

combinations thereof.

The game server 90 may be a repository for game software modules and

software for other game services (e.g., virtual gaming peripheral processes) provided

on the gaming machines 61, 62 and 63. In one embodiment of the present invention,

the gaming machines 61, 62 and 63 may download game software modules from the



game server 90 to a local file storage device to play a game of chance or the download

may be initiated by the game server. For instance, when a gaming device used by a

virtual gaming peripheral to provide a game service fails on the gaming machine, in

some cases, the gaming machine may be able to download a new virtual gaming

peripheral from the game server 90 that provides the game service without using the

failed gaming device. One example of a game server that may be used with the present

invention is described in co-pending U.S. patent application 09/042,192, filed on

6/16/00, entitled "Using a Gaming Machine as a Server" which is incorporated herein

in its entirety and for all purposes. In another example, the game server might also be

a dedicated computer or a service running on a server with other application programs.

Some aspects of the invention provide one or more different services in

addition to player tracking, including but not limited to security services, harm

minimization services, player identification services, bonusing/progressive services,

accounting services, financial/banking services, network tunneling services, cheating

detection services, etc. Some such implementations may be thought of as involving

an agent that "follows" a player from host device to host device, but in reality each

device executes separate software. Such software may be referred to herein as

"software agents" or the like. Because the host devices used for gaming may be

different, the software agents may be configured for different platforms and/or

operating systems.

For example, some implementations of the present invention provide software-

based player tracking that can extend to multiple devices used by a player for gaming.

Whether the player plays games on a gaming machine, a PC, a PDA, a cell phone or

another host device, the player can accumulate points in a player tracking program:

points based on game play on all such devices can be tracked.

Some implementations of the invention provide a software agent hierarchy,

within which software agents would have various levels of access and various levels

of control over machine processes. In one such implementation, software agents at

the lowest level perform low-level tasks and/or have access to non-secure information.

At the highest level, software agents can control significant machine processes and/or

have access to secure information.

In one such implementation, some of the lowest-level software agents are

primarily configured for information gathering. For example, lower-level software

agents may be downloaded, authenticated and register to receive information of



particular types, such as "coin in" (for gaming machines), wager amounts, games

played, wins/losses, bonus games, when a door is open (for gaming machines), when a

player chose to make certain game play decisions (e.g., when the player chooses to

hold certain cards, etc.), when money was input to a machine, when a PT card is

inserted, etc. In some such implementations, low-level software agent could receive

all these events, but could not command the machine to do anything. However, the

software agent could gather this information and report it for player tracking purposes.

A low-level software agent may also determine the advertisements to which a

player has responded and what actions the player took in response, e.g., whether a

product or service was purchased, how much time and/or money was spent in

response to an advertisement, etc. Some low-level or mid-level software agents may

also determine a player's skill level, style of play, ability to respond to "hard to read"

displays, etc., for bot and general cheating detection purposes. Such software agents

can also gather data for collusion detection.

Software agents that are enabled to take action (other than reporting) should

have a higher security level. Some software agents may operate in host devices, other

software agents can operate in other local devices (such as kiosks, switches, etc.) and

yet other software agents may operate in intermediate or high-level devices, such as

central servers. For example, a security agent may be configured to ensure that the

entire system is functioning properly and may shut down any specific host device (or

software agent) in the event of a malfunction or tampering. Such security agents may

also be in charge of "heartbeat" signals and/or cheating detection, which will be

discussed in more detail below. As such, security agents may be deployed in more

than one level of a gaming network, e.g., at the host device level, at a local server

level and at a central server level.

Player tracking agents could be used for various functions in addition to the

types of monitoring actions described above. For example, player tracking agents may

be involved in rewarding players for attaining a level of play, in notifying players of

opportunities for using player tracking points, for alerting players that they are nearing

an award level, etc. Player tracking agents could also be involved with cheating

detection. For example, a player tracking agent may be used to determine, at least in

part, a player's style of play and/or to detect deviations from that style of play.

Methods for acquiring and using such data are described in detail in United States

Patent Application No. 11/480,713, entitled "DETECTING AND PREVENTING



BOTS AND CHEATING IN ONLINE GAMING" (Attorney docket no. IGT1P297/P-

1100) and filed on July 3, 2006, which has been incorporated by reference herein.

Such deviations may indicate cheating/collusion or another player using the player's

host device. Accordingly, such deviations could trigger countermeasures, including

reporting to another software agent (such as a security software agent) and/or to a

central system.

Network agents can provide network access services related to gaming. For

example, a network agent may allow online games to be played on a local area

network behind a router, e.g., by facilitating the use of network address translation.

Moreover, a network agent may facilitate tunneling such as VPN tunneling. A

network agent may provide location detection functions, as described elsewhere

herein. Accordingly, a network agent may be involved with a determination of

whether a player is in a location in which desired gaming is legal. In order to make

this determination, a network agent could communicate with one or more other

software agents and/or devices that keep track of jurisdictional requirements.

Progressive software agents may communicate with a central server to enable a

multitude of players to participate in games that offer progressive jackpots. In some

implementations, a progressive software agent monitors "coins in," take percentage,

jackpot size, etc. Such software agents can also be used for state lotteries. Bonus

software agents could be used to provide for bonus rounds or additional bonus

payouts, as appropriate.

Accounting software agents can be used to keep track of wins, losses and other

play history hi some implementations, accounting software agents provide state

information equivalent to that currently provided by the meters of a slot machine,

which is necessary for restoring a gaming session. Such information should be stored

in non-volatile memory.

Financial or banking software agents may be used to reserve the player's

bankroll amount directly through the player's account at a financial institution such as

a bank account, a credit card account, etc. This type of software agent could reserve

the funds to ensure that players can actually pay any amount lost up to the reserved

amount. Such software agents may also transfer winnings to the player's account at

the financial institution and deduct losses from such accounts.

Auditor and/or controller software agents may provide tax, regulatory

compliance and/or harm minimization functions. For example, an auditor software



agent could create whatever audit trail is required by the local jurisdiction. An auditor

software agent could also log information necessary for tax requirements regarding

gambling wins and losses, including but not limited to the requirements set forth in

IRS Publication 529. For example, the auditor software agent may track all payments

in, payments out, the location (e.g. which gaming establishment), host device number

and date, etc.

Licensing software agents may be involved with various functions, some of

which are described herein. For example, licensing software agents may facilitate

game licensing, e.g., by ensuring that players are using games that are licensed,

providing licenses as needed, etc. In some implementations, licensing software agents

may be involved with tracking software versions and/or ensuring that players are

using games that are authorized in the location.

A simplified depiction of a network for some such implementations is shown

in Fig. 8. It will be appreciated that other types of networks involving different

devices, more or fewer devices, etc., may be used to implement the present invention.

For example, game provider 805 provides Internet wagering games, but is not a

gaming establishment (such as a casino or the like) that provides on-site wagering

games. However, in alternative implementations, game provider 805 may be, or may

at least be associated with, such a gaming establishment.

In this example, game provider 805 provides Internet wagering games and

related services via one or more servers. In some implementations, the servers may be

configured for specialized tasks. For example, server 810 may be primarily

configured to provide games, server 812 may be primarily configured to provide

authentication/identification functions, server 815 may be primarily configured to

provide cheating detection services and related countermeasures, server 817 may be

primarily configured to provide accounting services, server 820 may be primarily

configured to provide financial services, server 825 may be primarily configured to

provide progressive and/or bonusing services and server 827 may be primarily

configured to provide player tracking services. One of these servers, or another

device, may provide additional services such as advertising, network access, licensing,

etc.

However, tasks may be apportioned among devices in any convenient fashion.

For instance, some or all servers could provide multiple services. In some such

implementations, each blade of a blade server provides a separate functionality.



Moreover, host device 827 may allow an operator to monitor the activities of game

provider 805 and of gaming participants, but may also be involved in some aspects of

data analysis/cheating detection or other services. As described in more detail below,

players' host devices are preferably involved in some aspects of data gathering and/or

analysis.

Telephone 830 allows direct verbal communication between personnel of

game provider 805 and others, including gaming participants. Storage devices 837

allow storage of data, including but not limited to accounting and financial data, game

play data, player data, analyses, etc. In some implementations of the invention,

storage is provided at another location, e.g., via a storage network. Such storage may,

for example, provide data mirroring or other types of redundancy. Preferably,

redundant blades, servers and/or other devices provide failover protection.

Firewall 835 is interposed between the devices of game provider 805 and

Internet 8 11. Game provider 805 provides wagering games to players in locations 840

and 870, and to wireless device 880, via Internet 8 11. In this example, location 840

includes PC 845 and PC 850 and location 870 includes iBook™ 875. Wireless device

880 is a personal digital assistant in this example.

Gaming establishment 860 is configured for communication with Internet 811

via firewall 865. Gaming establishment 860 may be a casino, a cruise ship, a

riverboat or any other type of gaming establishment. Exemplary gaming

establishment networks are described in detail below.

Financial institution 885 is also connected to Internet 8 11, via firewall 890.

Financial institution 885 may be a bank, a credit union, a credit card company, or

another such institution. Part of the online gaming process may involve the transfer of

funds to and/or from network devices of financial institution 885. For example, game

provider 805 may also provide account reconciliation services, periodic reports or

gaming wins and losses, etc., in connection with financial institution 885.

It will be appreciated that games could be played via devices other than those

illustrated in Fig. 8 and that other devices not shown in Fig. 8 may be used within the

scope of the invention. For example, some methods and devices described in United

States Patent Application No. 10/981,435, entitled "LOCATION AND USER

IDENTIFICATION FOR ONLINE GAMING" and filed on November 3, 2004, which

is hereby incorporated by reference, may advantageously be used in connection with

the present invention. Such devices include, but are not limited to, location detection



devices and biometric devices (such as retinal scanners, hand and/or fingerprint

scanners, voice recognition devices and the like).

Moreover, it will be appreciated that one or more networks other than Internet

8 11 may be used to implement various aspects of the invention, such as a satellite

network, a wireless network, a metro optical transport, the PSTN, etc. Accordingly, a

variety of protocols maybe used for communication, such as Internet Protocol ("IP"),

Fibre Channel ("FC"), FC over IP ("FCIP"), Internet SCSI ("iSCSI," an IP-based

standard for linking data storage devices over a network and transferring data by

carrying SCSI commands over IP networks), Dense Wavelength Division

Multiplexing ("DWDM," an optical technology used to increase bandwidth over

existing fiber optic backbones), or Code Division Multiple Access (CDMA, a wireless

cellular communication technology).

Some implementations of the invention will now be described with reference

to Figs. 9A through 1OB. The methods shown and described herein, including but not

limited to those outlined in Figs. 9A through 9C, are not necessarily practiced in the

sequence shown or described. For example, step 907 of Fig. 9A may be performed

after step 909. Moreover, the methods shown and described herein may have more or

fewer steps than are indicated herein.

In this example, a player wishes to play a wagering game using a host device

that is not within a gaming establishment. Specifically, the player desires to play

online poker using the player's Blackberry. In step 901 of Fig. 9A, a request is

received (e.g., by a device of game provider 805) from the Blackberry. In step 903, it

is determined whether the player is eligible to participate in the requested online

gaming. Because a wagering game is involved, the player's location will need to be

one in which the type of wagering game is permitted. Moreover, the player's identity

and age need to be determined, in order to ensure that the player is old enough to play

wagering games.

The player's available credit, creditworthiness, etc., should also be evaluated.

However, although the financial aspects of online gaming are multi-faceted and highly

important, they are not the main thrust of this application and will not be elaborated

upon herein. Known methods of addressing such needs may be applied when

implementing the present invention.

Any type of personal identification methods and devices known in the art may

be used to identify a player. Data used in an initial registration process are preferably



stored for subsequent use. For example, the player may be asked to use biometric

device such as retinal scanner, a fingerprint reader, etc., and to transmit the data

obtained from the biometric device to a central location. The player may be asked to

input a confirmation number, swipe a card, and/or use a special dongle having an

encrypted password, a key, etc. The player may be asked to make an oral response

during a telephone call to a telephone number associated with the player's location.

The oral response may be analyzed, e.g., according to known voice biometrics of a

user obtained during a registration process, to verify the user's identity. The user may

also be prompted to make statements verifying his or her identity, age, a maximum

amount available for wagering or other statements, which are preferably recorded and

stored.

In some implementations, if the user's location is fixed, the location will be

determined in part by reference to a database of land telephone lines, modems, etc.,

and corresponding addresses. The location may be verified by reference to a location

determined by other methods, e.g., by use of a "traceroute" or similar program to

determine the location of an Internet service provider's network device that is near a

user's host device.

However, some players may use a mobile device, such as wireless device 880

of Fig. 8, for gaming. Accordingly, a user's location may change, even during the

course of a gaming session. Therefore, in some implementations, a user's location is

determined in other ways, e.g., by reference to the Global Positioning System and/or

to positioning information provided by a cellular telephone network. For example, if

the user is called on a cellular telephone to verify his or her identity, it may be

presumed that the user's location could change during the gaming session. The

location is preferably checked again during the gaming session (if one is established)

in order to ensure that the player is still within a jurisdiction that allows online

gaming. This is particularly desirable if the device's last location was near a boundary

of a jurisdiction that does not allow gaming, in which different gaming requirements

apply, etc.

The device or devices that a player uses for online gaming are preferably

identified and logged. Some implementations of the invention apply device

fingerprinting techniques for device identification and/or verification. Some such

fingerprinting techniques involve the exploitation of small deviations in processor

clock skews. Relevant techniques are discussed, for example, in Kohno, Tadayoshi,



"Remote Physical Device Fingerprinting" (IEEE Symposium on Security and Privacy

[May 2005]), which is hereby incorporated by reference for all purposes.

If a player is not eligible, the process ends. (Step 915.) However, if a player is

determined to be eligible, the proper software for the host device is determined in step

905. This software may include gaming software and/or one or more software agents.

Preferred implementations of the invention provide software agents that can be

used on a variety of different host devices, including but not limited to gaming

machines, desktop computers, laptop computers, PDAs and cellular telephones. For

each device type and software agent type, there may be software agents that can run on

various platforms and according to various operating systems. Within the general

class of software agents that can be executed on gaming machines, for example, there

may be versions of software agents for IGT' s AVP machines, versions of software

agents for IGT's 960 machines, versions of software agents for WMS platforms,

versions of software agents for Bally platforms, etc. When a player goes into a

gaming establishment and selects a gaming machine that is configured to use such

software agents, appropriate versions of software agents may be downloaded to the

player's selected machine, if needed.

Therefore, the determination of step 905 should be based in part on the type of

host device that a player desires to use for gaming. Such information may be

obtained, e.g., from data received in the request of step 901 or in response to a query

sent to the host device. For example, a software program (e.g., one running on a

central server) could query the host device to determine its operating system,

processors), available memory, what kind of wagering game it is running or is desired

by a player, whether the machine already has player tracking capability or other

relevant capabilities, what software agents, if any, the host device has, etc.

In some implementations of the invention, a software agent may be configured

to provide necessary data for other devices and/or software agents, as described

elsewhere herein. A software agent may also be configured to satisfy jurisdictional or

harm minimization requirements. Accordingly, the determination of step 905 may

also depend, at least in part, on a player's location.

Some such implementations of the invention provide method and devices for

tracking the requirements of various jurisdictions, for determining the locations of

host devices used for gaming and making sure that the software agents used on these

host devices are in conformity with these requirements. Jurisdictional requirements



may be obtained, for example, from a database maintained by game provider 805,

maintained by one or more regulatory bodies, maintained by a central game services

provider (such as IGT.com), or maintained by another service provider.

For example, a database may indicate that under Missouri law a player cannot

lose more than $500 within a certain time period. If it has been determined that a

player's host device has moved into Missouri, a compliance software agent could be

downloaded or modified to ensure compliance with this requirement. In some such

implementations of the invention, compliance software agents are maintained for

multiple jurisdictions and are downloaded as needed.

Some implementations of the invention can provide more than one agent per

player and/or per device. In some preferred implementations of invention, there is a

unique ID number/code for each agent. The ID corresponds not merely with a

particular type of agent, but a particular agent. In other words, for the same player and

the same type of agent, the ID of the agent running on one of the player's host devices

would be different from the ID of the corresponding agent running on another of the

player's host devices. Each ID should be associated with a player, so that data for that

player may be conveniently stored and associated, regardless of which host device the

player is using for gaming.

For example, such data may be stored in one or more databases in one or more

of the storage devices 837 of game provider 805. (See Fig. 8.) In addition to the

functions described with reference to Fig. 8, such central databases and servers may

perform various functions, including not only player tracking information gathering

and usage, but also agent downloading, agent authentication, keeping track of which

agents are running on which host devices, keeping track of which agents are

authorized, expired or blacklisted, monitoring agent "heartbeats," etc.

Data from each agent running on each of the player's gaming devices can be

associated in one or more such databases. One reason for this association is to have

player tracking credit/points from game play on all of a player's host devices be

aggregated in a player's player tracking account. However, many other types of data

may be stored and evaluated. For example, data pertaining to indicia of cheating,

collusion, etc., may be stored and evaluated in a central location and/or other

locations. Methods for acquiring and using such data are described in detail in United

States Patent Application No. 11/480,713, entitled "DETECTING AND

PREVENTING BOTS AND CHEATING IN ONLINE GAMING" (Attorney docket



no. IGT1P297/P-1 100) and filed on July 3, 2006, which has been incorporated by

reference herein.

Many features may be provided by reference to databases of information

obtained from software agents, player tracking devices, etc. For example, such a

database may be queried in order to determine whether gaming software is currently

running on another of the player's known host devices. (Step 907.) Features of

simplified data structures that maybe used to implement some such aspects of the

invention will now be described with reference to Figs. 1OA and 1OB. One of skill in

the art will appreciate that the number of fields, data indicated, etc., in the data

structures shown and described herein is purely illustrative and that many other data

structures could be used to implement various aspects of the invention. For example,

one such data structure may comprise a table of appropriate software agents that is

determined in step 905.

Fig. 1OA depicts a simplified data structure that contains information about a

player who is registered to use various types of host devices for gaming. In this

simple example, table 1000 includes a few basic types of player identification

information. Fields 1001 include the player's name and an ID number. Field 1003

indicates the player's home address and field 1005 indicates the player's date of birth.

Field 1007 states the player's level in a player tracking program and fields 1009

indicate host devices that are currently associated with the player.

Many other types of player identification information could be stored in table

1000 or in a cross-referenced data structure, including but not limited to biometric

data (e.g., fingerprint, retinal scan, facial scan, voice characteristics, etc.), data to be

used to verify responses to challenge questions (e.g., mother's maiden name, city of

birth, first employer's name, nickname), etc. Moreover, details regarding the player's

known host devices (e.g., operating system, processors), available memory, what

kinds of wagering game software the host device is configured to execute, whether the

machine already has player tracking capability or other relevant capabilities, what

software agents, if any, the host device has, etc.) are preferably retained in table 1000

or in one or more other data structures.

In this example, some of this information is set forth in table 1002 of Fig. 1OB.

Table 1002 is associated with table 1000 according to the player's ID number, which

is set forth in field 1010. The player's devices are indicated in column 1015 and the

location corresponding to each device is stated in column 1020. Here, the player's



Blackberry (cell 1035) and personal computer (cell 1055) are currently located in the

player's home city of Reno (cells 1040 and 1041, respectively). Associating the

player's software agents and host devices provides the ability to aggregate data from

multiple software agents running on multiple host devices for, e.g., a cumulative point

total in the player's player tracking account. (See cell 1095.)

Columns 1025 provide information regarding software agents that are

currently associated with the player and the last known status of these software agents.

Here, the player's personal computer was known to have a valid player tracking

software agent PTA9388, version 2, but this player tracking software agent is not

currently in use.

Cheating detection software agent CDAZ34XP, version 1, and advertising

software agent AD5984E are both stored on the personal computer, but both are

expired. According to some implementations of the invention, the personal computer

will be instructed to delete such files, e.g., by a "vulture" software agent running on

the personal computer or on another device, by game provider 805 the next time the

player uses the personal computer for gaming, etc.

Player tracking software agent PT10A74, version 1, has previously been

downloaded to the player's Blackberry. (Cell 1042.) Player tracking software agent

PT10A74, version 1, has not yet expired. Cheating detection software agent

CDlOlMW, version 1 (which is a current version), was also previously downloaded

to the player's Blackberry. Advertising software agent AD00470 is presently active

on the Blackberry.

However, there is evidence indicating that the player (or someone who

purports to be the player) is also currently playing on an electronic gaming machine

(cell 1075) in Las Vegas (cell 1077): player tracking software agent PT5507Z, version

1 (cell 1080), is currently tracking player activities on the electronic gaming machine.

(At the time indicated, advertising software agent ADOl 8BG is valid but not active on

the electronic gaming machine.)

Accordingly, it is determined in step 907 that the ID of a player, who is

attempting to play online poker via a host device in Reno, is also being used in

association with concurrent game play on an electronic gaming machine in Las Vegas.

This condition is indicated by the "flag set" status of table 1002. (See cell 1085 of

Fig. 1OB.)



Therefore, one or more countermeasures are enabled. (Step 913.) In some

implementations of the invention, a countermeasure may comprise an investigation by

a casino employee when, as here, one of the host devices is a gaming machine within

a casino. If, as here, one of the devices is a mobile device, its location should already

have been determined. The location should be compared with the location of the

EGM to see if it is possible that the player is actually playing games on both devices at

the same time. In this example, that could not be the case because the host devices are

in different cities.

Alternatively, or additionally, countermeasures may include a text message, a

telephone call, shutting down one or both devices, etc. Some countermeasures

involve a requirement that a user of each device involved be re-identified according to

a more stringent procedure. Other countermeasures involve a notice to a player's

trusted host device or other device. For example, a player could arrange for an email

or text message be sent to a PDA or cell phone when a desktop PC is being used for

wagering games. The notification could be a contingent notification, e.g., after

determining that the player's mobile device is not at the same location as a device

where a player is gaming and using the player's ED. For example, if player's mobile

device is not at his house but yet someone is playing wagering games on a PC at the

player's house, the player would receive some form of notification.

In some situations, the countermeasure applied will end the process. (Step

915.) However, in order to describe other features of the invention, we will assume

that the countermeasures applied resolve the situation and allow the process to

continue. In step 909, it is determined whether the software (including but not limited

to software agents, if any) already installed on the host device is adequate and/or

valid. For example, in step 909 it may be determined whether the host device already

has software for playing a desired wagering game and/or whether any such software

already installed on the host device is properly licensed, the most current version, etc.

Similarly, any software agents currently installed on the host device may be compared

with a table of appropriate software agents that is determined in step 905.

The process of determining whether software, including but not limited to a

software agent, is valid may be performed according to any convenient methods

known in the art. For example, the methods set forth in United States Patent

Application Nos. 10/225,1 16, 10/224,680, 10/224,699, 10/225,096 and 10/225,097,



and in United States Patent Nos. 5,643,086, 6,106,396, 6,149,552 and 6,620,047 and

7,063,61 5, which are incorporated by reference herein, may be used.

In this example, in step 909 it is determined that the player needs gaming

software for providing an online poker game. Moreover, it is determined that cheating

detection software agent that is specific to the online poker game would provide a

higher level of performance than the previously-downloaded cheating detection

software agent. These software agents are downloaded to the player's host device in

step 9 11. Those of skill in the art will realize that software agents and the like may be

distributed to host devices in ways other than downloading, e.g., by direct transfer

from a storage medium such as a memory stick, an optical storage medium, etc.

Each time a software agent of consequence is downloaded, the central system

preferably issues an identification number for the- software agent. This step may be

omitted for some low-level software agents, such as advertising software agents.

Preferably, a software agent will be deleted, or at least revoked or cancelled, if one or

more conditions occur. The condition may be a passage of time, a failure to report to

another device for a predetermined period of time, etc. It is preferable to delete

invalid software agents, but this will not always be possible. For example, it should

be feasible to delete invalid software agents in controlled environments, such as

gaming machines in a gaming establishment, but may not always be possible in

uncontrolled environments. For example, if a cell phone or PDA is lost or is not in

use for an extended time, the software agents will still be stored on the lost or unused

device. However, even if invalid software agents are not erased, the central system

should disregard any communications from them.

In this example, the cheating detection software agent that is downloaded in

step 9 1 1 also provides other security-related features, including heartbeat emission

and/or monitoring, to ensure that a host device and/or software agent has not been

tampered with. For example, some such implementations involve a heartbeat (or the

like) emitted by a software agent and verified by another device (and/or vice versa) as

a condition for continued play. Heartbeats, or comparable systems, help to verify that

a software agent is authentic and legitimate, and is not, e.g., improperly controlling a

host device and/or sending bogus data to the central system.

Some such implementations of the invention involve "one-way" heartbeats,

wherein a software agent in the host device either transmits a heartbeat to another

device or "listens" for a heartbeat from another device. The other device may be a



local device (e.g., another host device, a local server, a kiosk, etc.), a central device

(e.g., a server of game provider 805 or ofIGT.com) or an intermediate device (such as

a device maintained by an ISP). Alternative implementations of the invention involve

"two-way" heartbeats, wherein a software agent transmits a heartbeat and listens for a

heartbeat. In other implementations involving "heartbeats" or the like, another

software agent performs such functions, at least in part.

The heartbeat should be distinctive and is preferably associated with a single

software agent. Preferably, the heartbeat is difficult to counterfeit. For example,

some heartbeats may include a digital signature of a software agent. In alternative

implementations of the invention, the heartbeat is irregular and changes over time in a

manner that is known to the receiving device.

hi some implementations of the invention a heartbeat changes each time a

session is initiated and/or when other predetermined events occur. According to some

such implementations, a new "heartbeat" software agent is downloaded prior to each

gaming session. The software agent is configured to transmit and/or receive a

heartbeat having characteristics that would be difficult for a player to determine in

advance, such as heartbeat emission frequency, heartbeat pattern, heartbeat

hashing/encryption information, or other characteristics.

In some such implementations, a pair of new heartbeat agents may be activated

at predetermined times. One heartbeat agent will be executed by a trusted device

(which may be a central device, a local device or an intermediate device) and the other

heartbeat agent will be downloaded to, and executed by, a player's host device. The

heartbeat agents will be configured for "one-way" or for "two-way" heartbeats of a

characteristic type. If either of the heartbeat agents determines that a heartbeat is

improper, countermeasures will be taken.

A host device architecture for implementing software agents preferably has the

ability to start and stop a program (such as a downloaded software agent) without the

need to re-boot. A software agent should be able to communicate with at least some

other processes of the host device. At the least, a software agent should be able to

receive information from one or more processes of the host device in order to, e.g.,

report gaming events.

Accordingly, in some implementations of the invention, a software agent

communicates with other processes running on a host device via a generic interface.

This interface could include functions such as (1) access to a list of what other



processes and process IDs are registered to receive predetermined events/information

and (2) a way of registering to receive such events/information. In some

implementations of the invention, higher-level software agents can send and/or

receive types and/or combinations of information that are not predetermined.

Building in such flexibility is desirable for software agent functionality.

However, safeguards should be put in place so that rogue software agents

cannot create havoc. Preferably, a downloaded software agent is authenticated and is

registered to indicate what sort of information that it will be receiving. In an event-

driven system such as AVP or Windows, an event (e.g., a mouse click, the insertion of

a disc, the downloading of software, etc.) can be communicated or "distributed" to

various processes, including the software agent's. The software agent may register to

receive events and/or register to communicate with other processes.

For security purposes, each process that supports an interface should specify

explicitly what other processes are allowed to use that interface. For example, a bill

validator of a gaming machine may indicate that the only process that can tell the bill

validator to start accepting bills, to receive notification that bills have been accepted,

etc., would be a banking manager program. This should prevent a rogue software

agent from telling the bill validator, e.g., to start accepting $ 1 bills and reporting them

as $20 bills. On the other hand, game software may expose an interface and may

allow any authenticated software process to tap into it, receive events, numbers and

other data regarding a game.

One method of authenticating and registering software agents is outlined in the

flow chart of Fig. 9B. In step 921, a host device receives downloaded software, which

includes one or more software agents of the present invention. Before allowing a

software agent to register or execute, the host device evaluates the software agent and

prepares a report regarding the software agent for a trusted device, e.g., a central

server. (Step 923.) In essence, the host device asks the trusted device, "Should I run

this?"

For example, a software program running on the host device may determine

the software agent's name and size, hash the software agent's contents, and report the

name, size and hashed contents to the trusted device. (Step 925.) The host device

preferably identifies itself and may include information about itself (e.g., operating

system used, memory available, etc.). Alternatively, this additional information may

already be stored/known by the trusted device.



In this example, the trusted device first determines the validity of the software.

(Step 927.) If the software is not valid, the host device is instructed to delete the

software. (Step 929.) A validation step comparable to that of step 927 may be taken

more than once, e.g., prior to game play and during "spot checks" at predetermined or

S random times. In some implementations of the invention, such spot checks are an

alternative to a heartbeat process.

If the software is valid, the trusted device then determines whether the

software agent is intended for, or appropriate for, the host device. (Step 931 .) For

example, the trusted device may access a list of software agents and player IDs in

0 order to determine which software agents are appropriate for the player and the host

device. The trusted device may access an event log (or the like) indicating whether

software was recently downloaded to the host device from a trusted source, if so what

software, whether this software has previously been registered, etc.) If the trusted

device cannot verify that the software agent is appropriate for/intended for the host

5 device, the host device is instructed to delete the software. (Step 929.)

If the trusted device approves the software, an approval message is sent to the

host device. (Step 933.) The software is registered, preferably at the host device level

and in a central database. (Step 934.) For example, one or more data structures such

as those described with reference to Figs. 1OA and 1OB may be updated. The host

0 device then may load and execute the software (step 935).

Fig. 9C is a flow chart that outlines method 950 for using downloaded game

software and software agents. In optional step 952, it is determined whether enough

players are currently available to play a requested type of game. In this example, the

requesting player desires to play online poker with other human players, so step 952 is

5 necessary. If there are sufficient players available, online games will be provided to

eligible players. (Step 955.) If not, the player may be asked to wait. (Step 954.)

As a game is provided, players' gaming data are collected and analyzed. (Step

960.) Some implementations of the invention involve the tracking and analysis of

gaming data that includes, but is not limited to, the following: response time, win

0 frequency, win amount, time spent playing, game play decisions and wagering

decisions. A player's responses and other gaming data are preferably tracked over a

period of time.

In some implementations of the invention, step 960 may be performed, at least

in part, by a software agent that can access an interface in a game and start gathering



information about the style of play. In this example, a one-way or two-way

"heartbeat" checking process is employed to ensure that the player tracking software

agent is functioning properly and has not been tampered with. In some

implementations of the invention, the player tracking agent also performs at least

some degree of data analysis.

For example, some implementations compare a player's game play decisions

with a "perfect" game play strategy. A player's style of play may be determined and

categorized, including but not limited to the percentage of the time a player makes

optimal game play decisions, the length of typical gaming sessions, typical wagering

amounts, etc. A normal variation in one or more such factors may be determined so

that abnormal instances of game play can be determined.

Accordingly, some implementations of the invention involve calculating a

player's characteristic percentage of optimal decision-making, a player's characteristic

range of deviation from this characteristic percentage, a player's characteristic range

of deviation from perfect game play, or similar values. For example, a player may

tend to make optimal decisions 90% of the time, on average, but the player may have

made optimal decisions during 95% of a particular gaming session, during only 87%

of another gaming session, etc. A player's characteristic range of deviation may be,

for example, a standard deviation, two standard deviations, etc. A player may tend,

for example, to deviate gradually from perfect play as the player plays for ari

increasing length of time. If a player is suddenly playing at a level quite different

from his or her historical range, this indicates that something is awry.

We would expect a bot's response time to be very consistent unless it has been

programmed otherwise. Humans are not that consistent. We would expect a person's

response time to vary within a predetermined range of an average response time.

Therefore, another metric that can be logged, stored and evaluated is a player's

response time. A player's response time should vary, but players may tend to be faster

or slower than others. A player's average response time and characteristic range of

deviation from the average response time may be determined.

Some methods of the invention involve skill level classification, which may

involve player classification and/or bot classification. For example, games (including

but not limited to poker games) may be organized by skill level. Players could be

grouped with other players at a similar skill level. Players who play at a higher level

and/or win more would not be able to prey on beginners.



The data collection and analysis may be performed by a single device or by

multiple devices. Some implementations of the invention provide a multi-tier

approach to data collection and/or analysis, wherein data gathering and/or collection

tasks are distributed among multiple devices. Certain types of data may be collected

and/or analyzed at a central location and other types of data may be collected and/or

analyzed at a host device, such as a player's host device. As described in more detail

below, some methods of the invention are performed, at least in part, by software

installed on a player's host device (e.g., downloaded to a player's computer or the

like).

In some implementations, game data are gathered by each host device during

each gaming session. At the end of each session, these data are associated with a

player and a host device, are time-stamped and are transmitted to a central storage

device. Preferably, the data are compressed and hashed, for efficient data storage and

to allow authentication. A copy is preferably retained on the host device (or an

associated storage device).

In step 970, gaming data are evaluated for indicia of cheating. Many types of

gaming data may be evaluated for indications of cheating within the scope of the

invention. Preferably, data involving multiple variables are analyzed in order to

increase the likelihood of correct determinations. For example, consistently perfect or

nearly-perfect game play suggests that a player is actually a bot (or is using a bot or

similar software). However, if the player also has a consistently small response time

and can play for long time periods without making an error, the player is even more

likely to be a bot.

One way to detect a bot by using a multi-variable analysis is to detect play that

indicates a precise calculation of "pot odds" and related odds (such as implied odds

and reverse implied odds) in a poker game. These odds which can be difficult for a

human being to compute; it is very unlikely that a person could quickly and

consistently determine such odds accurately.

Pot odds are a ratio of how much money is already in a pot compared to the

amount of money a player would have to put in the pot in order to remain in a hand.

For example, if the pot is currently $150 and a player must put in $15 to remain in the

hand, the pot odds are 150 to 15 or 10 to 1.

Ideally, the pot odds should be compared to the odds of winning a hand, which

involves a determination of "implied odds" and "reverse implied odds." "Implied



odds" are the odds that take into account future bets. "Reverse implied odds" and

"redraws" involve the chance that a player will achieve a desired hand after a draw,

but will still lose the hand. If the player thinks that the odds of achieving what the

player believes would be a winning hand are less than the pot odds (e.g., 1 in 5 in this

example), the player should stay in the game.

Therefore, an accurate determination of pot odds involves both wagering data

and play level data. Moreover, if a player's response time is consistent and small

when complex pot odd calculations (or similar calculations) are required, the player is

probably a bot (or using a bot).

An alternative indication of cheating could be indicated when an evaluation of

a player's strategy indicates that the player is very consistently following a complex

rule set, suggesting that a program/bot is actually making the decisions. Such

methods are particularly effective in "corner cases" wherein the application of a

simple rule set (one that a normal human might use) would indicate one response, but

a more sophisticated mathematical analysis would indicate another response.

For example, if the player is dealt a pair of face cards and three cards to a royal

flush, it is difficult to decide between going for the royal flush or just keeping the pair

of face cards. Some players think the "safe" thing to do is hold the pair and draw

three more cards for a chance at three of a kind, four of a kind or a full house.

However, a mathematical analysis reveals that many poker games provide better long-

term rewards for going for the royal flush. The actual corner cases that exist will vary

from one type of game to the next, so that even if a player has memorized the best

strategies for one type of game, he will unknowingly make some suboptimal choices

in another very similar type of game. Therefore, some methods of the invention

involve detecting such corner cases and determining whether a player is consistently

making responses that only a computer program would be likely to make.

In step 970, it is determined whether indicia of cheating have been detected.

This determination may be made by a central computing device, e.g., one associated

with game provider 805, and/or by a device in another location, such as a player's host

device. If no indicia of cheating have been detected, play may continue as before (step

980).

However, if an indicium of cheating has been detected, cheating

countermeasures are invoked (step 975). The term "cheating countermeasures" (and

the like) is used herein to mean not only measures taken when cheating is indicated,



but also measures taken when cheating or another irregularity is suspected. The

severity of the countermeasures should be commensurate not only with the degree and

type of cheating indicated, but also with the degree of certainty associated with the

indication(s). For example, if there are preliminary indications of bot use for the

purpose of cheating, a display may be used that is believed to be more difficult for

bots to interpret, the display type may be changed more frequently, etc. On the other

hand, if there is a very high probability that cheating has occurred and is ongoing, a

player may be prevented from further play, assessed a monetary penalty, etc. Certain

users, software and/or devices may be "blacklisted" and tracked. Information about

blacklisted players and/or devices may be provided to other entities, possibly for a

price.

The detection of a bot would not necessarily result only in some sort of

penalty. For example, some implementations require bots to play in "bot rooms"

wherein player's bots can compete against one another. For example, game provider

105 could assess a penalty against a person whose bot is caught competing against

humans, but could actually facilitate bot-against-bot play. A game provider could

even enable bot-against-bot tournaments. Some programmers have a great deal of

pride in their work and may be very interested to determine how their bots would fare

in such a tournament.

Some implementations of the invention require responses to audio and/or

visual information in order to continue participating in a game. For example, a player

may be required to respond correctly to a spoken question or command. A player may

be prompted to perform an action to prove he or she is not a bot ("Wave at the

camera," "Stick out your tongue," "Raise your right pinky," "Make a fist," etc.). The

actions could be, e.g., recorded on a webcam and transmitted to a central location for

evaluation. The prompt is preferably in a form that would be difficult for a bot to

detect (audio, hashed writing, etc.).

In some implementations of the invention, such requirements are

countermeasures that are invoked when cheating is suspected. In such

implementations, these types of "challenge and response" measures will be used only

when (or will be used more frequently when) indicia of cheating have been detected

and/or when a player is determined to be playing abnormally.

For example, if a player is using another player's host device, the new player's

play characteristics may be sufficiently different to allow detection. An appropriate



countermeasure might be to query the player, require identification, etc., to determine

whether it is the same player or is at least an authorized player. Accordingly, some

methods of the invention can help to verify that an under-age player is not using an

older player's ED, password and/or host device for online gaming.

In some alternative implementations, such requirements are implemented

whether or not cheating is suspected. New actions may be required on a regular basis.

A player could be required to leave a webcam on continuously during play, with the

understanding that the player could be randomly monitored at any time. However,

such requirements may not be popular with players.

Some required responses could be built into game play, to avoid distracting a

player or breaking a player's concentration. For example, instructions about game

play could be given orally or in another form that would be difficult for a bot to

interpret (e.g., "You are not allowed to raise at this point"). A human player would be

able to respond appropriately, but a bot would probably not respond appropriately. In

some implementations, the accent used for voice instructions is changed from time to

time, because such changes are very challenging for voice recognition software.

Having an audio link between players could also help to root out bots. In

some instances of game play, players will speak with various types of accents and

possibly in various languages. If a player never speaks or never responds

appropriately, the player is likely to be a bot. Players would have a vested interest in

making sure they are playing against other humans. Players could report suspicious

responses to a central game administrator. The administrator could provide various

types of countermeasures, including any of the above detection/authentication

methods, watching for other indications of a bot, etc. The administrator could send a

message to other players, such as "BOTDETECTED" or the like. Such a notice

would give other players a chance to leave the game. The administrator could

terminate a cheater's activity.

Some cheating detection methods are more resource-intensive than others.

Given the high volume of activity and the large number of players involved in online

gaming, selective application of cheating detection methods may be desirable.

Therefore, some implementations of the invention involve multi-tiered detection

methods, wherein one level of data analysis may trigger another level of data analysis.

In some such implementations, the analyses may be distributed over multiple devices.



Some such data collection and analyses may be more resource-intensive and

may, therefore, be performed (at least in part) by devices other than a centralized

computing device. For example, data gathering and/or analysis may be performed by

software running on the host devices used by players, e.g., for Internet wagering

games. The software may be provided, e.g., along with the software necessary for

participating in Internet wagering games. Preferably, such software will need to be

authenticated prior to or during each gaming session by a digital signature, a

"heartbeat," etc.

The player tracking software agent may gather and cache information locally.

In some preferred implementations, the software agent accesses these data, hashes the

data and sends the hash to a central device (e.g., a server or a storage device of game

provider 805) at predetermined time intervals and/or upon the occurrence of

predetermined events. The central device receives the hash and stores it. (Step 985.)

If these data need to be accessed (e.g., if there is an audit of the player's gaming

activities), one could retrieve the hashed data, calculate the hash and determine

whether the data are valid. In some implementations, the hash (and/or other data) may

be transmitted to an intermediate device such as a local server, etc. According to

some implementations, one or more software agents (e.g., the player tracking agent)

may be deleted at the end of a gaming session.

Some implementations of the invention provide software agents that can to

communicate with one another. Depending on the intelligence and permission level

of the software agents, such processes can facilitate negotiation and/or cooperation

between software agents, e.g., as described below.

In order for two programs to communicate with one another, each has to know

that the other exists. As noted above, some such software agents can determine "who

else" (process or person) is receiving various types of information/events from one or

more interfaces of a host device and can obtain an address for communicating with

these processes. Any process known in the art that provides the ability to distinguish

uniquely one software agent from another, such as "COM" (component object

modeling) or "IPC" (inter-process communication), may be employed in this regard.

Such methods of the invention provide an event distribution program that indicates a

menu of choices indicating what a software agent is allowed to do, e.g., what

functions may be called and what data may obtained.



Referring now to Fig. 11, some examples of inter-agent communication will

be described. In step 1101 of method 1100, a new software agent is activated on a

host device. In this discussion, the new software agent will be called "software agent

2." Software agent 1 has been previously downloaded to the host device. In this

example, software agent 2 is an advertising software agent and software agent 1 is a

player tracking software agent. Software agent 1 has been obtaining player tracking

information about a player for some time.

In step 1105, software agent 2 determines what other programs, including

software agents, are currently running on the host device. The host device is running

an event distribution program that is configured to access a list of other programs that

are running and to provide information about such processes. Accordingly, software

agent 2 determines that software agent 1 is a player tracking agent that has been

gathering player and gaming information.

Software agent 2 may be able to make use of some such information, if

accessible. For example, software agent 2 might seek to obtain information from

software agent 1 regarding how often the player plays, games the player likes, wager

amounts, etc. The player tracking software agent (software agent 1) might even have

been gathering information regarding advertisements to which a player has responded

and what actions the player took in response (e.g., was a product or service purchased,

how much time and/or money was spent in response, etc.), even though the player

tracking software agent (software agent 1) may not previously have reported or used

this information. Software agent 2 may be able to target advertising to the player

according to such information, even though software agent 2 was only downloaded a

short time beforehand.

However, software agent 2 may or may not be able to obtain such information

from software agent 1, depending on their level of compatibility. Therefore, in step

1 1 10, software agent 2 determines the extent to which it and software agent 1 are

compatible. For example, software agent 2 might ask whether software agent 1 is a

particular software agent, e.g., according to its type and/or individual ID number.

Software agent 2 may wish to know, for example, whether software agent 1 is an IGT

software agent and whether both were meant to be compatible with one another and/or

to work together to perform predetermined functions: "Are you an IGT wager-level

tracker software agent?" Such compatibility would allow the software agents to

communicate and/or cooperate in more detail.



Software agent 2 may also query whether software agent 1 supports a

particular level of interface, e.g., a "wager level interface" that indicates how much a

player is wagering. The version level could also be queried/determined; certain

versions may support functionality that others do not. In one example, IGT wager-

level tracker software agent version 1 tracks the amount wagered, whereas IGT wager-

level tracker software agent version 2 also has the intelligence to determine "streaks"

of play, e.g., this player plays a lot of money, but only plays on 3-day weekends.

If such information can be obtained from software agent 1, software agent 2

does so. (Step 1115.) Software agent 2 may, for example, use this information to

target advertising to the player. Software agent 2 could, e.g., determine when 3-day

weekends will occur and target offers to the player regarding opportunities/offers

involving such times. The offers could be timed/scheduled in advance of such long

weekends.

If software agent 2 and software agent 1 are not compatible, software agent 2

operates independently. (Step 1120.) In this case, software agent 2 may require other

software agents to obtain the types of information it needs for optimal performance.

If, for example, the player's host device is not running a compatible player tracking

software agent, some implementations of the invention will cause such a software

agent to be downloaded.

Some methods of the invention are implemented between local devices and/or

host devices, e.g., in a "peer to peer" fashion. Some implementations of the invention

provide a local security software agent for multiple devices. For example, one host

device may execute a security program that is required by a second host device in

order to log into the network. Instead of communicating with a server, the second

host device communicates with a program running on the first host device.

In some such implementations, one player tracking software agent gathers

information from game play on multiple host devices. Such implementations are

suitable for, e.g., a local network with a trusted device that executes the player

tracking software agent.

Alternative implementations use peer-to-peer methods to form queries

between host devices, e.g., to determine what software agents they are running,

evaluate game play, etc. For example, a first host device may authenticate a second

host device, the second host device may authenticate a third host device, whereas the

third host device may authenticate the first host device, hi this fashion, it would be



difficult for one player to execute a corrupt or hacked software agent without at least

one of the other players' host devices knowing.

Some such implementations are designed for collusion detection. In some

such implementations, some or all of the player tracking and/or security software

agents of players participating in an on-line poker game are in communication with

one another and evaluating the other players' responses.

Alternative implementations provide a carousel or similar grouping of player

devices, with one device acting as a host. Peer-to-peer methods provide efficient

ways to distribute many copies of a new, low-level and non-secure software agent, e.g.

an advertising agent.

Some gaming networks described herein include a central system that is

configured to download game software and data to networked gaming machines. The

game theme of a particular networked gaming machine (or a group of networked

gaming machines) may be changed according to instructions received from the central

system. Such gaming networks allow for the convenient provisioning of networked

gaming machines and allow additional game themes to be easily and conveniently

added, if desired. Related software, including but not limited to game software, may

be downloaded to networked gaming machines.

Relevant information is set forth in U.S. Patent Application No. 11/225,407

(Attorney Docket No. IGT1P237/P-105 1), by Wolf et al., entitled "METHODS AND

DEVICES FOR MANAGING GAMING NETWORKS" and filed September 12,

2005, in United States Patent Application No. 10/757,609 by Nelson et al., entitled

"METHODS AND APPARATUS FOR GAMING DATA DOWNLOADING"

(Attorney Docket No. IGT1P213/P-657) and filed on January 14, 2004, in United

States Patent Application No. 10/938,293 by Benbrahim et al., entitled "METHODS

AND APPARATUS FOR DATA COMMUNICATION DSF A GAMING SYSTEM"

(Attorney Docket No. IGTlP 199/P-909) and filed on September 10, 2004, in United

States Patent Application No. 11/225,337 (Attorney Docket No. IGT1P185/P-1017)

by Nguyen et al., filed September 12, 2005 and entitled "DISTRIBUTED GAME

SERVICES" and in United States Patent Application No. 11/173,442 (Attorney

Docket No. IGTlPl 53/ P-991) by Kinsley et al., filed July 1, 2005 and entitled

"METHODS AND DEVICES FOR DOWNLOADING GAMES OF CHANCE," all

of which are hereby incorporated by reference in their entirety and for all purposes.

Some exemplary gaming networks and devices are below.



Exemplary System Architecture

One example of a network topology for implementing some aspects of the

present invention is shown in Fig. 12. Those of skill in the art will realize that this

exemplary architecture and the related functionality are merely examples and that the

present invention encompasses many other such embodiments and methods. Here, for

example, a single gaming establishment 1205 is illustrated, which is a casino in this

example. However, it should be understood that some implementations of the present

invention involve multiple gaming establishments.

Gaming establishment 1205 includes 16 gaming machines 2, each of which is

part of a bank 1210 of gaming machines 2. In this example, gaming establishment

1205 also includes a bank of networked gaming tables 1100. It will be appreciated

that many gaming establishments include hundreds or even thousands of gaming

machines 2 and/or gaming tables 1100, not all of which are included in a bank.

However, the present invention may be implemented in gaming establishments having

any number of gaming machines, gaming tables, etc.

Various alternative network topologies can be used to implement different

aspects of the invention and/or to accommodate varying numbers of networked

devices. For example, gaming establishments with very large numbers of gaming

machines 2 may require multiple instances of some network devices (e.g., of main

network device 1225, which combines switching and routing functionality in this

example) and/or the inclusion of other network devices not shown in Fig. 12. For

example, some implementations of the invention include one or more middleware

servers disposed between gaming machines 2 and server 1230. Such middleware

servers can provide various useful functions, including but not limited to the filtering

and/or aggregation of data received from bank switches 1215, from individual gaming

machines and from other player terminals. Some implementations of the invention

include load balancing methods and devices for managing network traffic.

Each bank 1210 has a corresponding bank switch 1215, which may be a

conventional bank switch. Each bank switch is connected to server-based gaming

("SBG") server 1230 via main network device 1225, which combines switching and

routing functionality in this example. Although various floor communication

protocols maybe used, some preferred implementations use IGT's open, Ethernet-

based SuperSAS® protocol, which IGT makes available for downloading without

charge. However, other protocols such as Best of Breed ("BOB") may be used to



implement various aspects of SBG. IGT has also developed a gaming-industry-

specific transport layer called CASH that rides on top of TCP/IP and offers additional

functionality and security.

SBG server 1230, License Manager 1231, Arbiter 133, servers 1232, 1234,

1236 and 1238, and main network device 1225 are disposed within computer room

1220 of gaming establishment 1205. In practice, more or fewer servers may be used.

Some of these servers may be configured to perform tasks relating to player tracking,

bonusing/progressives, etc. Some servers may be configured to perform tasks specific

to the present invention. License Manager 1231 may also be implemented, at least in

part, via a server or a similar device. Some exemplary operations of License Manager

1231 are described in detail in U.S. Patent Application No. 11/225,408 (Attorney

Docket No. IGT1P253), entitled "METHODS AND DEVICES FOR

AUTHENTICATION AND LICENSING IN A GAMING NETWORK" by Kinsley et

al., which is hereby incorporated by reference.

SBG server 1230 can also be configured to implement, at least in part, various

aspects of the present invention. Some preferred embodiments of SBG server 1230

and the other servers shown in Fig. 12 include (or are at least in communication with)

clustered CPUs, redundant storage devices, including backup storage devices,

switches, etc. Such storage devices may include a redundant array of inexpensive

disks ("RAID"), back-up hard drives and/or tape drives, etc. Preferably, a Radius and

a DHCP server are also configured for communication with the gaming network.

Some implementations of the invention provide one or more of these servers in the

form of blade servers.

In some implementations of the invention, many of these devices (including

but not limited to License Manager 1231, servers 1232, 1234, 1236 and 1238, and

main network device 1225) are mounted in a single rack with SBG server 1230.

Accordingly, many or all such devices will sometimes be referenced in the aggregate

as an "SBG server." However, in alternative implementations, one or more of these

devices is in communication with SBG server 1230 and/or other devices of the

network but located elsewhere. For example, some of the devices could be mounted

in separate racks within computer room 1220 or located elsewhere on the network.

For example, it can be advantageous to store large volumes of data elsewhere via a

storage area network ("SAN").



In some embodiments, these components are SBG server 1230 preferably has

an uninterruptible power supply ("UPS")- The UPS may be, for example, a rack¬

mounted UPS module.

Computer room 1220 may include one or more operator consoles or other host

devices that are configured for communication with SBG server 1230. Such host

devices may be provided with software, hardware and/or firmware for implementing

various aspects of the invention; many of these aspects involve controlling SBG

server 1230. However, such host devices need not be located within computer room

1220. Wired host device 1260 (which is a laptop computer in this example) and

wireless host device (which is a PDA in this example) may be located elsewhere in

gaming establishment 1205 or at a remote location.

Arbiter 133 maybe implemented, for example, via software that is running on

a server or another networked device. Arbiter 133 serves as an intermediary between

different devices on the network. Some implementations of Arbiter 133 are described

in United States Patent Application No. 10/948,387, entitled "METHODS AND

APPARATUS FOR NEGOTIATING COMMUNICATIONS WITHIN A GAMING

NETWORK" and filed September 23, 2004 (the "Arbiter Application"), which is

incorporated herein by reference and for all purposes. In some preferred

implementations, Arbiter 133 is a repository for the configuration information

required for communication between devices on the gaming network (and, in some

implementations, devices outside the gaming network). Although Arbiter 133 can be

implemented in various ways, one exemplary implementation is discussed in the

following paragraphs.

Fig. 13 is a block diagram of a simplified communication topology between a

gaming unit 21, the network computer 23 and the Arbiter 133. Although only one

gaming unit 21, one network computer 23 and one Arbiter 133 are shown in Fig. 13, it

should be understood that the following examples may be applicable to different types

of network gaming devices within the gaming network 12 beyond the gaming unit 2 1

and the network computer 23, and may include different numbers of network

computers, gaming security arbiters and gaming units. For example, a single Arbiter

133 may be used for secure communications among a plurality of network computers

23 and tens, hundreds or thousands of gaming units 21. Likewise, multiple gaming

security arbiters 46 may be utilized for improved performance and other scalability

factors.



Referring to Fig. 13, the Arbiter 133 may include an arbiter controller 121 that

may comprise a program memory 122, a microcontroller or microprocessor (MP) 124,

a random-access memory (RAM) 126 and an input/output (I/O) circuit 128, all of

which may be interconnected via an address/data bus 129. The network computer 23

may also include a controller 131 that may comprise a program memory 132, a

microcontroller or microprocessor (MP) 134, a random-access memory (RAM) 136

and an input/output (I/O) circuit 138, all of which may be interconnected via an

address/data bus 139. It should be appreciated that although the Arbiter 133 and the

network computer 23 are each shown with only one microprocessor 124, 134, the

controllers 121, 131 may each include multiple microprocessors 124, 134. Similarly,

the memory of the controllers 121, 131 may include multiple RAMs 126, 136 and

multiple program memories 122, 132. Although the I/O circuits 128, 138 are each

shown as a single block, it should be appreciated that the I/O circuits 128, 138 may

include a number of different types of I/O circuits. The RAMs 124, 134 and program

memories 122, 132 may be implemented as semiconductor memories, magnetically

readable memories, and/or optically readable memories, for example.

Although the program memories 122, 132 are shown in Fig. 13 as read-only

memories (ROM) 122, 132, the program memories of the controllers 121, 131 maybe

a read/write or alterable memory, such as a hard disk. In the event a hard disk is used

as a program memory, the address/data buses 129, 139 shown schematically in Fig. 13

may each comprise multiple address/data buses, which may be of different types, and

there may be an I/O circuit disposed between the address/data buses.

As shown in Fig. 13, the gaming unit 2 1 may be operatively coupled to the

network computer 23 via the data link 25. The gaming unit 2 1 may also be

operatively coupled to the Arbiter 133 via the data link 47, and the network computer

23 may likewise be operatively coupled to the Arbiter 133 via the data link 47.

Communications between the gaming unit 2 1 and the network computer 23 may

involve different information types of varying levels of sensitivity resulting in varying

levels of encryption techniques depending on the sensitivity of the information. For

example, communications such as drink orders and statistical information may be

considered less sensitive. A drink order or statistical information may remain

encrypted, although with moderately secure encryption techniques, such as RC4,

resulting in less processing power and less time for encryption. On the other hand,

financial information (e.g., account information, winnings, etc.), game download



information (e.g., game software and game licensing information) and personal

information (e.g., social security number, personal preferences, etc.) may be encrypted

with stronger encryption techniques such as DES or 3DES to provide increased

security.

As disclosed in further detail in the Arbiter Application, the Arbiter 133 may

verify the authenticity of each network gaming device. The Arbiter 133 may receive a

request for a communication session from a network device. For ease of explanation,

the requesting network device may be referred to as the client, and the requested

network device may be referred to as the host. The client may be any device on the

network 12 and the request may be for a communication session with any other

network device. The client may specify the host, or the gaming security arbiter may

select the host based on the request and based on information about the client and

potential hosts. The Arbiter 133 may provide encryption keys (session keys) for the

communication session to the client via the secure communication channel. Either the

host and/or the session key may be provided in response to the request, or may have

been previously provided. The client may contact the host to initiate the

communication session. The host may then contact the Arbiter 133 to determine the

authenticity of the client. The Arbiter 133 may provide affirmation (or lack thereof)

of the authenticity of the client to the host and provide a corresponding session key, in

response to which the network devices may initiate the communication session

directly with each other using the session keys to encrypt and decrypt messages.

Alternatively, upon receiving a request for a communication session, the

Arbiter 133 may contact the host regarding the request and provide corresponding

session keys to both the client and the host. The Arbiter 133 may then initiate either

the client or the host to begin their communication session. In turn, the client and host

may begin the communication session directly with each other using the session keys

to encrypt and decrypt messages. An additional explanation of the communication

request, communication response and key distribution is provided in the Arbiter

Application.

Wireless devices are particularly useful for managing a gaming network. Such

wireless devices could include, but are not limited to, laptops, PDAs or even cellular

telephones. Referring once again to Fig. 12, one or more network devices in gaming

establishment 1205 can be configured as wireless access points. For example, a

casino manager may use a wireless handheld device to revise and/or schedule gaming



machine configurations while roaming the casino floor. Similarly, a representative of

a regulatory body could use a PDA to verify gaming machine configurations, generate

reports, view activity logs, etc., while on the casino floor.

If a host device is located in a remote location, security methods and devices

(such as firewalls, authentication and/or encryption) should be deployed in order to

prevent the unauthorized access of the gaming network. Similarly, any other

connection between gaming network 1205 and the outside world should only be made

with trusted devices via a secure link, e.g., via a virtual private network ("VPN")

tunnel. For example, the illustrated connection between SBG 1230, gateway 1250 and

central system 1263 (here, IGT.com) that may be used for game downloads, etc., is

advantageously made via a VPN tunnel.

An Internet-based VPN uses the open, distributed infrastructure of the Internet

to transmit data between sites. A VPN may emulate a private IP network over public

or shared infrastructures. A VPN that supports only IP traffic is called an IP-VPN.

VPNs provide advantages to both the service provider and its customers. For its

customers, a VPN can extend the IP capabilities of a corporate site to remote offices

and/or users with intranet, extranet, and dial-up services. This connectivity may be

achieved at a lower cost to the gaming entity with savings in capital equipment,

operations, and services. Details of VPN methods that may be used with the present

invention are described in the reference, "Virtual Private Networks-Technologies and

Solutions," by R. Yueh and T. Strayer, Addison-Wesley, 2001, ISBN#0-20 1-70209-6,

which is incorporated herein by reference and for all purposes.

There are many ways in which IP VPN services may be implemented, such as,

for example, Virtual Leased Lines, Virtual Private Routed Networks, Virtual Private

Dial Networks, Virtual Private LAN Segments, etc. Additionally VPNs may be

implemented using a variety of protocols, such as, for example, IP Security (IPSec)

Protocol, Layer 2 Tunneling Protocol, Multiprotocol Label Switching (MPLS)

Protocol, etc. Details of these protocols, including RFC reports, may be obtained

from the VPN Consortium, an industry trade group (http://www.vpnc.com, VPNC,

Santa Cruz, California).

For security purposes, any information transmitted to or from a gaming

establishment over a public network may be encrypted. In one implementation, the

information may be symmetrically encrypted using a symmetric encryption key, where

the symmetric encryption key is asymmetrically encrypted using a private key. The



public key may be obtained from a remote public key server. The encryption

algorithm may reside in processor logic stored on the gaming machine. When a

remote server receives a message containing the encrypted data, the symmetric

encryption key is decrypted with a private key residing on the remote server and the

symmetrically encrypted information sent from the gaming machine is decrypted

using the symmetric encryption key. A different symmetric encryption key is used for

each transaction where the key is randomly generated. Symmetric encryption and

decryption is preferably applied to most information because symmetric encryption

algorithms tend to be 100-10,000 faster than asymmetric encryption algorithms.

As mentioned elsewhere herein, U.S. Patent Application No. 11/225,408

(Attorney Docket No. IGT1P253), entitled "METHODS AND DEVICES FOR

AUTHENTICATION AND LICENSING IN A GAMING NETWORK" by Kinsley et

al., describes novel methods and devices for authentication, game downloading and

game license management. This application has been incorporated herein by

reference.

Providing a secure connection between the local devices of the SBG system

and IGT' s central system allows for the deployment of many advantageous features.

For example, a customer (e.g., an employee of a gaming establishment) can log onto

an account of central system 1263 (in this example, IGT.com) to obtain the account

information such as the customer's current and prior account status.

Moreover, such a secure connection may be used by the central system 1263 to

collect information regarding a customer's system. Such information includes, but is

not limited to, error logs for use in diagnostics and troubleshooting. Some

implementations of the invention allow a central system to collect other types of

information, e.g., information about the usage of certain types of gaming software,

revenue information regarding certain types of games and/or gaming machines, etc.

Such information includes, but is not limited to, information regarding the revenue

attributable to particular games at specific times of day, days of the week, etc. Such

information may be obtained, at least in part, by reference to an accounting system of

the gaming network(s), as described in U.S. Patent Application No. 11/225,407

(Attorney Docket No. IGT 1P237/P- 1051), by Wolf et al., entitled "METHODS AND

DEVICES FOR MANAGING GAMING NETWORKS," which has been

incorporated herein by reference.



Automatic updates of a customer's SBG server may also be enabled. For

example, central system 1263 may notify a local SBG server regarding new products

and/or product updates. For example, central system 1263 may notify a local SBG

server regarding updates of new gaming software, gaming software updates,

peripheral updates, the status of current gaming software licenses, etc. In some

implementations of the invention, central system 1263 may notify a local SBG server

(or another device associated with a gaming establishment) that an additional theme-

specific data set and/or updates for a previously-downloaded global payout set are

available. Alternatively, such updates could be automatically provided to the local

SBG server and downloaded to networked gaming machines.

After the local SBG server receives this information, it can identify relevant

products of interest. For example, the local SBG server may identify gaming software

that is currently in use (or at least licensed) by the relevant gaming entity and send a

notification to one or more host devices, e.g., via email. If an update or a new

software product is desired, it can be downloaded from the central system. Some

relevant downloading methods are described elsewhere herein and in applications that

have been incorporated herein by reference, e.g., in United States Patent Application

No. 11/078,966. Similarly, a customer may choose to renew a gaming software

license via a secure connection with central system 1263 in response to such a

notification.

Secure communication links allow notifications to be sent securely from a

local SBG server to host devices outside of a gaming establishment. For example, a

local SBG server can be configured to transmit automatically generated email reports,

text messages, etc., based on predetermined events that will sometimes be referred to

herein as "triggers." Such triggers can include, but are not limited to, the condition of

a gaming machine door being open, cash box full, machine not responding,

verification failure, etc.

In addition, providing secure connections between different gaming

establishments can enable alternative implementations of the invention. For example,

a number of gaming establishments, each with a relatively small number of gaming

machines, may be owned and/or controlled by the same entity. In such situations,

having secure communications between gaming establishments makes it possible for a

gaming entity to use a single SBG server as an interface between central system 1263

and the gaming establishments.



A gaming network that may be used to implement additional methods

performed in accordance with embodiments of the invention is depicted in Fig. 14.

Gaming establishment 1401 could be any sort of gaming establishment, such as a

casino, a card room, an airport, a store, etc. In this example, gaming network 1477

includes more than one gaming establishment, all of which are networked to game

server 1422.

Here, gaming machine 1402, and the other gaming machines 1430, 1432,

1434, and 1436, include a main cabinet 1406 and a top box 1404. The main cabinet

1406 houses the main gaming elements and can also house peripheral systems, such as

those that utilize dedicated gaming networks. The top box 1404 may also be used to

house these peripheral systems.

The master gaming controller 1408 controls the game play on the gaming

machine 1402 according to instructions and/or game data from game server 1422 or

stored within gaming machine 1402 and receives or sends data to various input/output

devices 141 1 on the gaming machine 1402. In one embodiment, master gaming

controller 1408 includes processors) and other apparatus of the gaming machines

described above in Figs. 6 and 7. The master gaming controller 1408 may also

communicate with a display 1410.

A particular gaming entity may desire to provide network gaming services that

provide some operational advantage. Thus, dedicated networks may connect gaming

machines to host servers that track the performance of gaming machines under the

control of the entity, such as for accounting management, electronic fund transfers

(EFTs), cashless ticketing, such as EZPay™, marketing management, and data

tracking, such as player tracking. Therefore, master gaming controller 1408 may also

communicate with EFT system 1412, EZPay™ system 1416 (a proprietary cashless

ticketing system of the present assignee), and player tracking system 1420. The

systems of the gaming machine 1402 communicate the data onto the network 1422 via

a communication board 1418.

It will be appreciated by those of skill in the art that embodiments of the

present invention could be implemented on a network with more or fewer elements

than are depicted in Fig. 14. For example, player tracking system 1420 is not a

necessary feature of some implementations of the present invention. However, player

tracking programs may help to sustain a game player's interest in additional game play

during a visit to a gaming establishment and may entice a player to visit a gaming



establishment to partake in various gaming activities. Player tracking programs

provide rewards to players that typically correspond to the player's level of patronage

(e.g., to the player's playing frequency and/or total amount of game plays at a given

casino). Player tracking rewards may be free meals, free lodging and/or free

entertainment. Moreover, player tracking information may be combined with other

information that is now readily obtainable by an SBG system.

Moreover, DCU 1424 and translator 1425 are not required for all gaming

establishments 1401. However, due to the sensitive nature of much of the information

on a gaming network (e.g., electronic fund transfers and player tracking data) the

manufacturer of a host system usually employs a particular networking language

having proprietary protocols. For instance, 10-20 different companies produce player

tracking host systems where each host system may use different protocols. These

proprietary protocols are usually considered highly confidential and not released

publicly.

Further, in the gaming industry, gaming machines are made by many different

manufacturers. The communication protocols on the gaming machine are typically

hard-wired into the gaming machine and each gaming machine manufacturer may

utilize a different proprietary communication protocol. A gaming machine

manufacturer may also produce host systems, in which case their gaming machines are

compatible with their own host systems. However, in a heterogeneous gaming

environment, gaming machines from different manufacturers, each with its own

communication protocol, may be connected to host systems from other manufacturers,

each with another communication protocol. Therefore, communication compatibility

issues regarding the protocols used by the gaming machines in the system and

protocols used by the host systems must be considered.

A network device that links a gaming establishment with another gaming

establishment and/or a central system will sometimes be referred to herein as a "site

controller." Here, site controller 1442 provides this function for gaming

establishment 1401. Site controller 1442 is connected to a central system and/or other

gaming establishments via one or more networks, which may be public or private

networks. Among other things, site controller 1442 communicates with game server

1422 to obtain game data, such as ball drop data, bingo card data, etc.

In the present illustration, gaming machines 1402, 1430, 1432, 1434 and 1436

are connected to a dedicated gaming network 1422. In general, the DCU 1424



functions as an intermediary between the different gaming machines on the network

1422 and the site controller 1442. In general, the DCU 1424 receives data transmitted

from the gaming machines and sends the data to the site controller 1442 over a

transmission path 1426. In some instances, when the hardware interface used by the

gaming machine is not compatible with site controller 1442, a translator 1425 may be

used to convert serial data from the DCU 1424 to a format accepted by site controller

1442. The translator may provide this conversion service to a plurality of DCUs.

Further, in some dedicated gaming networks, the DCU 1424 can receive data

transmitted from site controller 1442 for communication to the gaming machines on

the gaming network. The received data may be, for example, communicated

synchronously to the gaming machines on the gaming network.

Here, CVT 1452 provides cashless and cashout gaming services to the gaming

machines in gaming establishment 1401. Broadly speaking, CVT 1452 authorizes and

validates cashless gaming machine instruments (also referred to herein as "tickets" or

"vouchers"), including but not limited to tickets for causing a gaming machine to

display a game result and cash-out tickets. Moreover, CVT 1452 authorizes the

exchange of a cashout ticket for cash. These processes will be described in detail

below. In one example, when a player attempts to redeem a cash-out ticket for cash at

cashout kiosk 1444, cash out kiosk 1444 reads validation data from the cashout ticket

and transmits the validation data to CVT 1452 for validation. The tickets may be

printed by gaming machines, by cashout kiosk 1444, by a stand-alone printer, by CVT

1452, etc. Some gaming establishments will not have a cashout kiosk 1444. Instead,

a cashout ticket could be redeemed for cash by a cashier (e.g. of a convenience store),

by a gaming machine or by a specially configured CVT.

Fig. 15 illustrates an example of a network device that may be configured for

implementing some methods of the present invention. Network device 1560 includes

a master central processing unit (CPU) 1562, interfaces 1568, and a bus 1567 (e.g., a

PCI bus). Generally, interfaces 1568 include ports 1569 appropriate for

communication with the appropriate media. In some embodiments, one or more of

interfaces 1568 includes at least one independent processor and, in some instances,

volatile RAM. The independent processors may be, for example, ASICs or any other

appropriate processors. According to some such embodiments, these independent

processors perform at least some of the functions of the logic described herein. In

some embodiments, one or more of interfaces 1568 control such communications-



intensive tasks as encryption, decryption, compression, decompression, packetization,

media control and management. By providing separate processors for the

communications-intensive tasks, interfaces 1568 allow the master microprocessor

1562 efficiently to perform other functions such as routing computations, network

diagnostics, security Junctions, etc.

The interfaces 1568 are typically provided as interface cards (sometimes

referred to as "linecards"). Generally, interfaces 1568 control the sending and

receiving of data packets over the network and sometimes support other peripherals

used with the network device 1560. Among the interfaces that may be provided are

FC interfaces, Ethernet interfaces, frame relay interfaces, cable interfaces, DSL

interfaces, token ring interfaces, and the like. In addition, various very high-speed

interfaces may be provided, such as fast Ethernet interfaces, Gigabit Ethernet

interfaces, ATM interfaces, HSSI interfaces, POS interfaces, FDDI interfaces, ASI

interfaces, DHEI interfaces and the like.

When acting under the control of appropriate software or firmware, in some

implementations of the invention CPU 1562 may be responsible for implementing

specific functions associated with the functions of a desired network device.

According to some embodiments, CPU 1562 accomplishes all these functions under

the control of software including an operating system and any appropriate applications

software.

CPU 1562 may include one or more processors 1563 such as a processor from

the Motorola family of microprocessors or the MIPS family of microprocessors. In an

alternative embodiment, processor 1563 is specially designed hardware for controlling

the operations of network device 1560. In a specific embodiment, a memory 1561

(such as non-volatile RAM and/or ROM) also forms part of CPU 1562. However,

there are many different ways in which memory could be coupled to the system.

Memory block 1561 may be used for a variety of purposes such as, for example,

caching and/or storing data, programming instructions, etc.

Regardless of the network device's configuration, it may employ one or more

memories or memory modules (such as, for example, memory block 1565) configured

to store data, program instructions for the general-purpose network operations and/or

other information relating to the functionality of the techniques described herein. The

program instructions may control the operation of an operating system and/or one or

more applications, for example.



Because such information and program instructions may be employed to

implement the systems/methods described herein, the present invention relates to

machine-readable media that include program instructions, state information, etc. for

performing various operations described herein. Examples of machine-readable

media include, but are not limited to, magnetic media such as hard disks, floppy disks,

and magnetic tape; optical media such as CD-ROM disks; magneto-optical media; and

hardware devices that are specially configured to store and perform program

instructions, such as read-only memory devices (ROM) and random access memory

(RAM). The invention may also be embodied in a carrier wave traveling over an

appropriate medium such as airwaves, optical lines, electric lines, etc. Examples of

program instructions include both machine code, such as produced by a compiler, and

files containing higher-level code that may be executed by the computer using an

interpreter.

Although the system shown in Fig. 15 illustrates one specific network device

of the present invention, it is by no means the only network device architecture on

which the present invention can be implemented. For example, an architecture having

a single processor that handles communications as well as routing computations, etc.

is often used. Further, other types of interfaces and media could also be used with the

network device. The communication path between interfaces may be bus based (as

shown in Fig. 15) or switch fabric based (such as a cross-bar).

The above-described devices and materials will be familiar to those of skill in

the computer hardware and software arts. Although many of the components and

processes are described above in the singular for convenience, it will be appreciated

by one of skill in the art that multiple components and repeated processes can also be

used to practice the techniques of the present invention.

Although illustrative embodiments and applications of this invention are

shown and described herein, many variations and modifications are possible which

remain within the concept, scope, and spirit of the invention, and these variations

would become clear to those of ordinary skill in the art after perusal of this

application. Accordingly, the present embodiments are to be considered as illustrative

and not restrictive, and the invention is not to be limited to the details given herein,

but may be modified within the scope and equivalents of the appended claims.



WE CLAIM:

1. A gaming method, comprising:

obtaining first gaming information regarding a first player's Internet wagering

games on a first device;

obtaining second gaming information regarding the first player's wagering

games on a second device;

combining at least some components of the first gaming information and the

second gaming information; and

crediting a player tracking account of the first player based on a combination

of at least some components of the first gaming information and the second gaming

information.

2. The gaming method of claim 1, further comprising the step of installing first

tracking software on the first device, wherein the first tracking software obtains the

first gaming information.

3. The gaming method of claim 1, wherein the second device is disposed within a

gaming machine of a gaming establishment.

4. The gaming method of claim 1, wherein the first device and the second device

are in locations other than gaming establishments.

5. The gaming method of claim 1, further comprising the step of determining a

first playing style of the first player.

6. The gaming method of claim 2, wherein the first tracking software comprises a

player tracking software agent.

7. The gaming method of claim 3, wherein the second device is a wireless device.

8. The gaming method of claim 5, wherein the first playing style is based on at

least one of play consistency indicia, reaction time indicia, wagering indicia, length of

play indicia, frequency of play indicia, game preference indicia, win frequency indicia,

win amount indicia or optimal play indicia of the first player.



9. The gaming method of claim 5, further comprising the step of determining

whether the first device is being played according to the first playing style.

10. The gaming method of claim 9, further comprising the step of invoking

countermeasures when it is determined that the first device is not being played

according to the first playing style.

11. The gaming method of claim 10, wherein the countermeasures comprise at

least one of requiring a proper response to a challenge, disabling the first device or

sending a message to a game administrator.

12. A gaming method, comprising:

obtaining first gaming information regarding a first player's wagering games

from a first software agent executing on a first host device;

obtaining second gaming information regarding the first player's wagering

games from a second software agent executing on a second host device; and

crediting a player tracking account of the first player based on the first gaming

information and the second gaming information.

13. The gaming method of claim 12, further comprising monitoring a heartbeat

from a third software agent.

14. The gaming method of claim 12, wherein a third software agent monitors a

heartbeat from another device.

15. The gaming method of claim 12, further comprising the step of determining

third gaming information regarding a second player's wagering games on a third

device, the determining step being performed at least in part by the first software agent

executing on the first host device.

16. The gaming method of claim 12, further comprising monitoring the first or

second gaming information for indicia of cheating.



17. The gaming method of claim 12, wherein a third software agent provides

network access services.

18. The gaming method of claim 12, wherein a third software agent provides

progressive or bonusing services.

19. The gaming method of claim 12, wherein a third software agent provides

accounting services.

20. The gaming method of claim 12, wherein a third software agent provides

financial services.

21. The gaming method of claim 12, wherein a third software agent provides

auditing or controller services.

22. The gaming method of claim 12, wherein a third software agent provides

licensing services.

23. The gaming method of claim 12, wherein a third software agent executing on

the first device obtains at least some of the first gaming information from the first

software agent.

24. The gaming method of claim 13, further comprising the step of initiating

countermeasures when an expected heartbeat is not received from the third software

agent.

25. The gaming method of claim 15, further comprising monitoring the third

gaming information for indicia of cheating, the monitoring step being performed by a

software agent on the first device.

26. The gaming method of claim 16, wherein the monitoring step is performed by

a third software agent executing on a third device.



27. The gaining method of claim 23, wherein the third software agent is an

advertising software agent, further comprising the step of targeting advertisements to

the first player based at least in part on the first gaming information.

28. The gaming method of claim 23, wherein the third software agent has a higher

permission level than that of the first software agent.

29. The gaming method of claim 23, wherein the third software agent has a lower

permission level than that of the first software agent.

30. A gaming network, comprising:

means for obtaining first gaming information regarding a first player's Internet

wagering games on a first device;

means for obtaining second gaming information regarding the first player's

wagering games on a second device;

means for combining at least some components of the first gaming information

and the second gaming information; and

means for crediting a player tracking account of the first player based on a

combination of at least some components of the first gaming information and the

second gaming information.

31. Software stored on at least one machine-readable medium, the software

comprising instructions for controlling at least one device in a gaming network to

perform the following tasks:

obtaining first gaming information regarding a first player's Internet wagering

games on a first device;

obtaining second gaming information regarding the first player's wagering

games on a second device;

combining at least some components of the first gaming information and the

second gaming information; and

crediting a player tracking account of the first player based on a combination

of at least some components of the first gaming information and the second gaming

information.



32. A server, comprising:

means for obtaining first gaming information regarding a first player's

wagering games from a first software agent executing on a first host device;

means for obtaining second gaming information regarding the first player's

wagering games from a second software agent executing on a second host device; and

means for crediting a player tracking account of the first player based on the

first gaming information and the second gaming information.

33. Software stored on at least one machine-readable medium, the software

comprising instructions for controlling at least one device in a gaming network to

perform the following tasks:

obtaining first gaming information regarding a first player's wagering games

from a first software agent executing on a first host device;

obtaining second gaming information regarding the first player's wagering

games from a second software agent executing on a second host device; and

crediting a player tracking account of the first player based on the first gaming

information and the second gaming information.

34. The software of claim 33, further comprising instructions for controlling at

least one device in a gaming network to monitor a heartbeat from a third software

agent.

35. The gaming software of claim 34, further comprising instructions for

controlling at least one device in a gaming network to initiate countermeasures when

an expected heartbeat is not received from the third software agent.

36. A method of providing a game of chance on a gaming machine using a shared

gaming device, the method comprising:

executing a plurality of gaming processes including a first gaming process, a

second gaming process, a shared gaming device manager process wherein the first

gaming process is designed to provide a first gaming function by controlling the

shared gaming device and to take control of the shared gaming device and wherein

the second gaming process is designed provide a second gaming function on the

gaming machine and to take control of the shared gaming device; and wherein the

shared gaming device manager process is designed to determine, when the first



gaming process and the second gaming process want to control the shared gaming

device at the same time, which of the first gaming process or the second gaming

process is allowed to control the shared gaming device and which of the first gaming

process or the second gaming process is prevented from using the shared gaming

device;

determining the first gaming function is to be provided;

assigning control of the shared gaming device to the first gaming process;

preventing the second gaming process from controlling the shared gaming

device;

providing the first gaming function using the shared gaming device; and

generating the game of chance on the gaming machine.

37. A server, comprising:

at least one interface configured for receiving first gaming information

regarding a first player's Internet wagering games from a first device and configured

for receiving second gaming information regarding the first player's wagering games

from a second device; and

at least one processor configured to do the following:

form a combination of at least some components of the first gaming

information and the second gaming information; and

credit a player tracking account of the first player based, at least in part,

on the combination.

38. The server of claim 37, wherein at least one processor is further configured to

determine a first playing style of the first player.

39. The server of claim 38, wherein at least one processor is further configured to

determine whether the first device is being played according to the first playing style.

40. The server of claim 39, wherein at least one processor is further configured to

invoke at least one countermeasure when it is determined that the first device is not

being played according to the first playing style.

41. The server of claim 39, wherein the countermeasure comprises at least one of

sending a challenge to the first device or sending a message to a game administrator.



42. A server, comprising:

at least one interface configured for communication with a network; and

at least one processor configured to do the following:

receive, via an interface, first gaming information regarding a first

player's wagering games from a first software agent executing on a first host device;

receive, via an interface, second gaming information regarding the first

player's wagering games from a second software agent executing on a second host

device;

credit a player tracking account of the first player based on the first

gaming information and the second gaming information.

43. The server of claim 42, wherein at least one processor is further configured to

monitor a heartbeat from a third software agent.

44. The server of claim 42, wherein at least one processor is further configured to

monitor the first or second gaming information for indicia of cheating.

45. The server of claim 42, wherein at least one processor is further configured to

initiate countermeasures when an expected heartbeat is not received from the third

software agent.

46. A gaming network, comprising:

a first device configured for providing first gaming information regarding a

first player's Internet wagering games on the first device;

a second device configured for providing second gaming information

regarding the first player's wagering games on the second device;

at least one server, comprising:

at least one interface configured to receive the first gaming information

and the second gaming information; and

at least one processor configured to do the following:

form a combination from at least some components of the first

gaming information and the second gaming information; and

credit a player tracking account of the first player based on the

combination.
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