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Description

SYSTEMS AND METHODS FOR INTELLIGENTLY ESTABLISHING

SYSIEIVID ANLY IV L LS X A A e e e e e =

COMMUNICATION

Technical Field

The present disclosure relates generally to establishing a
communication session, and more particularly, to systems and methods for
intelligently establishing a communication session between a machine and an off-

board system.

Background

A modern machine (e.g., a fixed and mobile commercial machine,
such as a construction machine, fixed engine system, marine-based machine, etc.)
includes an on-board system and associated machine control modules. An on- ’
board system typically includes many different modules connected to various
types of communication links. These links may be proprietary and non-
proprietary, such as manufacturer-based data links and communication paths
based on known industry standards (e.g., J1939, RS232, RP 1210, RS-422, RS-
485, MODBUS, CAN, etc.). The modules may monitor and/or control one or
more components and/or operations of the machine. The control modules may
also receive data from and transmit data to external systems using the
communication links.

Currently, there exist many types of customized communications
solutions that handle the various protocols that are required to transmit data off-
board a machine. For example, a machine may use one protocol to communicate
with one off-board system and a second protocol to communicate with a second
off-board system. Furthermore, a machine may use dedicated hardware to
communicate in certain protocols. Accordingly, a particular protocol may require

dedicated use of a physical connection, such as a data port, limiting the ability of



10

15

20

25

WO 2008/016434

PCT/US2007/014547

a machine to communicate with certain off-board systems. Thus, prior to
transmitting data to an off-board system, it is necessary to ensure that the
machine is communicating in an appropriate protocol.

One method of automatically configuring a device for connection
with an external wireless network is described in U.S. Patent No. 6,975,857 B2
(the 857 patent), which issued to Tourrilhes et al. on 13 December 2005. The

*857 patent describes automatic configuration of a communication interface of a
device such that the device can automatically establish wireless communication
with an external wireless network without any user intervention.

Although the system of the ‘857 patent may automatically
configure a device for communication with an external wireless network, the
system nevertheless has several disadvantages. For example, the system does not
provide an ability to inteiligently establish a communication session with a
machine based on the requirements of a particular off-board system. For
example, when establishing a communication session between a machine and off-
board system, it is necessary to determine whether appropriate hardware, network
connections, data transmission rates, and security measures are available prior to
transmitting data. Furthermore, due to the variety of different off-board systems
and protocols, separate procedures are often needed for establishing a
communication session on a per off-board system basis.

The disclosed system and methods are directed to overcoming one

or more of the problems set forth above.

Summary of the Invention

In one aspect, the present disclosure is directed to a system for
intelligently establishing a communication session. The system may include a
machine communicating with a network and an off-board system that transmits a
request for data from the machine over the network. The system may also
include a communication server in communication with the machine and the

off-board system via the network. The communication server may receive the
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" request, determine whether hardware and a network connection to transmit the

requested data are available on-board the machine, and determine whether the
off-board systeni has authority to receive the requested data.

In another aspect, the present disclosure is directed to a method for
intelligently establishing a communication session. The method may include
receiving, over a network, a request from an off-board system for data from a
machine. The method may also include determining whether hardware to
transmit the requested data is available on-board the machine, whether a network
connection to transmit the requested data is available from the machine, and
whether the off-board system has authority to receive the requested data.

It is to be understood that both the foregoing general description
and the following detailed description are exemplary and explanatory only and

are not restrictive of the invention or embodiments thereof, as claimed.

Brief Description of the Drawings

The accompanying drawings, which are incorporated in and
constitute a part of this disclosure, illustrate various embodiments. In the
drawings:

Figure 1 illustrates an exemplary environment for establishing
communication with a machine, consistent with an embodiment;

Figure 2 shows an exemplary block diagram of an on-board
system of a machine, consistent with an embodiment;

Figure 3 shows an exemplary system for intelligently establishing
communication between a machine and off-board system, consistent with an
embodiment;

Figure 4 shows an exemplary software architecture for
intelligently establishing a communication session between a machine and an off-

board system, consistent with an embodiment; and
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Figure 5 is a flow diagram of an exemplary method for
intelligently establishing a communication session between a machine and an off-

board system, consistent with an embodiment.

Detailed Description

Systems and methods disclosed herein intelligently establish a
communication session between a machine and off-board system. For example,
an off-board system may transmit a request for information that is targeted for a
machine comporient. In response, a process executing on-board or off-board the
machine intercepts the request and performs a series of procedural checks to
determine if, how, and when to establish communication between the machine
and the off-board system. In one implementation, the process may be software
located on an on-board machine component. In another implementation, the
process may be an off-board intermediary system that receives the request and
performs the process.

Furthermore, the disclosed systems and methods may process the
request by performing a series of evaluations and verifications prior to
establishing communication. For example, an off-board system may issue a
request for data and an on-board machine component may receive the request.
The on-board machine component may execute a communication establishment
process that includes one or more process steps.

For example, the process may include determining whether certain
hardware (e.g., radio, target Engine Control Module (ECM), etc.) is available on-
board the machine to collect the data and transmit the data to the off-board
system. The process may also include determining whether a certain network
connection (e.g. cellular, satellite, 802.11, USB, serial, on-board data links, etc.)
is available to transmit the data. The process may include determining whether
the off-board system requesting the data has the appropriate authority to receive
the requested data, i.e., the off-board system may be authenticated. The process

may include determining whether any latency issues exist that may effect the
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transmission of the data to the off-board system. For example, the process may
include determining whether there is sufficient bandwidth available for the
needed network connection. The process may include executing a security
process to determine whether appropriate security features are confirmed (e.g.,
requestor authentication, data security, and other firewall types of processes).
Furthermore, the process may check for any run-time flags or errors or
remote/local connections as well as verify the operational status of the machine.

After one or more of the above steps are taken and completed, the
process may format a response message for communication off-board the
machine using a standard off-board data link of the machine, such as an Ethernet
port. For example, an Ethernet port may deliver a message to a radio device on-
board the machine that transmits the response over one of many different
networks (e.g., cellular, satellite, 802.11, etc.).

Reference will now be made in detail to exemplary embodiments,
which are illustréted in the accompanying drawings. Wherever possible, the
same reference numbers will be used throughout the drawings to refer to the same
or like parts.

Figure 1 illustrates an exemplary environment 100 for establishing
communication with a machine, consistent with one disclosed embodiment. As
shown in Figure '1, environment 100 may include machine 110, machine 120,
radio tower 130, and laptop 140.

The term “machine” refers to a fixed or mobile machine that
performs some type of operation associated with a particular industry, such as
mining, construction, farming, etc., and operates between or within work
environments (e.g., construction site, mine site, power plants, etc.). A non-
limiting example of a fixed machine includes an engine system operating in a
plant or off-shore environment (e.g., off-shore drilling platform). Non-limiting
examples of mobile machines include commercial machines, such as trucks,

cranes, earth moving machines, mining machines, backhoes, material handling
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equipment, farming equipmeﬁt, marine vessels, aircraft, and any type of movable
machine that operates in a work environment. As shown in Figure 1, machine
110 and machine 120 are hauler-type machines. The type of machine illustrated
in Figure 1 is exemplary and not intended to be limiting. It is contemplated by
the disclosed embodiments that environment 100 may implement any number of
different types of machines. .

Environment 100 also includes laptop 140, which may
communicate with radio tower 130, machine 110, and machine 120. For
example, laptop 140 may communicate wirelessly with radio tower 130, machine
110, and machine 120. Laptop 140 may also communicate directly via a wirelink
to machine 110 and machine 120. '

Machines 110 and 120 may include on-board systems 114 and
124, respectively. On-board systems 114 and 124 may provide a combination of
hardware and software components for processing and communicating data. On-
board systems 114 and 124 are discussed below in further detail with regard to
Figure 2.

Furthermore, machine 110 may include antenna 112 and machine
120 may include antenna 122. Antenna 112 and antenna 122 may
communication via radio wave transmission with radio tower 130, as well as with
laptop 140. Machine 110 and machine 120 may also communicate with each
other via radio wé.ve transmission via antenna 112 and antenna 122.
Communication between machines 110, 120, radio tower 130, and laptop 140
may occur according to any appropriate communication protocol. Moreover,
machine 110 and/or machine 120 may communicate with any other appropriate
device that connects directly to machine 110 and/or machine 120 via a data port.
Although only a .speciﬁc number of machines are shown, environment 100 may
include any number and types of such machines.

Communication between machines 110 and 120, radio tower 130,

and laptop 140 may include transmitting and/or receiving data from one or more
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off-board systems available over a network via tower 130. For example, machine
110 may communicate with radio tower 130 via antenna 112. Machine 120 may
communicate with radio tower 130 via laptop 140, which may connect viaa
direct data link or a wireless data link to machine 120. As yet another alternative,
machine 120 may connect directly to an off-board system via a direct data link.
An exemplary network is discussed below in further detail with regard to Figure
3.

An “off-board system” may represent a system that is located
remote from machines 110 and 120. An off-board system may be a system that
connects to machines 110 and 120 through wireline or wireless data links.
Further, an off-board system may be a computer system including known
computing components, such as one or more processors, software, a display, and
interface devices that operate collectively to perform one or more processes.
Alternatively, or additionally, an off-board system may include one or more
communication devices that facilitate the transmission of data to and from
machines 110 and 120. In certain embodiments, an off-board system may be
another machine remotely located from machines 110 and 120.

For example, machine 110 may communicate with an off-board
system via radio tower 130. Radio tower 130 may then, in turn, relay
communications via a network to an off-board system. Furthermore,
communications from machine 110 may be relayed to a communication server, as
discussed below with regard to Figure 3, that performs functionality for
intelligently establishing communication with an off-board system. Inan
alternative embodiment, machine 110 may instead perform the functionality
provided by the communication server. In yet another embodiment, machine 110
may communicate with radio tower 130 via laptop 140 via wirelink or wireless
communication.

Figure 2 shows an exemplary block diagram of on-board system

114 of machine 110, consistent with one disclosed embodiment. On-board
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system 114 may represent a system of one or more on-board modules, interface
systems, data links, and other types of components that perform machine
processes within machine 110. As shown in Figure 2, on-board system 114 may
include a communication module 210, an interface control system 220, and on-
board modules 240 and 250.

Communication module 210 represents one or more devices that is
configured to facilitate communications between machine 110 and an off-board
system. Communication module 210 may include hardware and/or software that
enables the module to send and/or receive data messages through wireline or
wireless communications. Communication module 210 may also interact with
antenna 112 for facilitating wireless communications with a remote off-board
system. Further, off-board systems may send and receive data messages to and
from communication module 210. Wireless communications may include
satellite, cellular, infrared, and any other type of wireless communication that
enables machine 110 to wirelessly exchange information with an off-board
system. For example, machine 110 may wirelessly exchange information with
radio tower 130, machine 120, or laptop 140.

Interface control system 220 may include various computing
components used to perform certain functions consistent with the requirements of
a particular embodiment. To do so, interface control system 220 may include one
or more processors and memory devices. For example, interface control system
220 may include a digital core that includes the logic and processing components
used by interface control system 220 to perform interface, communications,
software update ﬁmctionalities, and software driver selection. In one
embodiment, the digital core may include one or more processors and internal
memories. The memories may represent one or more devices that temporarily
store data, instructions, and executable code, or any combination thereof, used by
a processor. Further, the memories may represent one or more memory devices

that store data temporarily during operation of interface control system 220, such
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as a cache memory, register device, buffer, queuing memory device, and any type
of memory device that maintains information. The internal memory used by
interface control system 220 may be any type of memory device, such as flash
memory, Static Random Access Memory (SRAM), and battery backed non-
volatile memory devices.

In operation, the digital core may execute program code to
facilitate communications between on-board modules and/or off-board systems.
In one embodiment, interface control system 220 may include software that
performs protocol conversion operations for converting information associated
with one type of data link to another. The conversion operations may include
protocol translation and tunneling features.

Interface control system 220 may include a processor 222, a
memory 224 (e.g., RAM), and a bus 226, which couples processor 222 and
memory 224 to a storage system 228 and a communication inte;,rface 239.
Storage system 228 may include one or more memory devices (e.g. RAM, ROM
NV RAM, magnetic disks, optical storage disks, etc.). Additionally, storage
system 228 may include memory controller components, such as an /O
controller that facilitates access to and from storage system 228.

Communication interface 230 may be one or more interface
components (e.g., software, hardware, or a combination thereof) that transmits
and receives infdnnation from and to interface control system 220. In addition to
perforrfling information transfer between machine 110 and off-board data links
(e.g., wired and/or wireless networks), interface control system 220 may be
configured to perform one or more remote machine control processes. For
example, interface control system 220 may allow a first machine (e.g.. machine
110) to provide communications and remote control of one or more second
machines (e.g., machine 120). Further, interface control system 220 may be
configured to accept and process remote communication and control data

received from one or more remote machines.
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On-board modules 240 and 250 may represent any type of
component operating in a machine that controls or is controlled by other
components or sub-components. For example, an on-board module may be an
operator display device, an Engine Control Module (ECM), a power system
control module, a Global Positioning System (GPS) interface device, an
attachment interface that connects one or more sub-components, and any other
type of device that machines 110 and 120 may implement to facilitate operations
of the machines during run time or non-run time conditions (i.e., machine engine
running or not running, respectively). Although two on-board modules are
shown in Figure 2 for purposes of illustration, one of ordinary skill in the art will
recognize that the number of modules may vary depending upon the functionality
provided by a particular on-board system.

Figure 3 shows an exemplary system 300 for intelligently
establishing communication between a machine and off-board system, consistent
with one disclosed embodiment. As shown in system 300, communication server
310, terminals 330, 340, and 350, and off-board systems 370, 380, and 390 are
connected to a network 360. One of skill in the art will appreciate that aithough
three terminals and three off-board systems are depicted in Figure 3, any number
of terminals and off-board systems may be provided. Furthermore, one of
ordinary skill in the art will recognize that functions provided by one or more
components of system 300 may be combined.

Network 360 provides communications between the various
entities in system 300, such as communication server 310, terminals 330-350, and
off-board systems 370-390. In addition, communication server 310, terminals
330-30, and off-board systems 370-390 may access legacy systems (not shown)
via network 360, or may directly access legacy systems and/or databases.
Network 360 may be a shared, public, or private network, may encompass a wide
area or local area, and may be implemented through any suitable combination of

wired and/or wireless communication networks. Furthermore, network 360 may
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comprise a local area network (LAN), a wide area network (WAN), an intranet,
or the Internet.

Communication server 310 may comprise a general purpose
computer (e.g., a personal computer, network computer, se€rver, or mainframe
computer) having a processor 312 that may be selectively activated or
reconfigured by a computer program. Communication server 310 may also be
implemented in a distributed network. Alternatively, communication server 310
may be specially constructed for carrying-out methods consistent with the
disclosed embodiment. Furthermore, communication server 310 may include a
data storage 314 for storing program modules that intelligently establish a
communication session between a machine and an off-board system. Program
modules are discussed in further detail with respect to Figure 4.

Terminals 330-350 may be any type device for communicating
with communication server 310 and/or off-board systems 370-390 over network
360. Furthermore, terminals 330-350 may communicate directly or indirectly
with machines 110 and 120 via wirelink or wireless networks. For example,
terminals 330-350 may be personal computers, handheld devices, or any other
appropriate computing platform or device capable of exchanging data with
network 360 and machines 110 and 120. Terminals 330-350 may each include a
processor, a data storage, and an interface card for direct connection to a port of
machines 110 and 120. Furthermore, terminals 330-350 may be radio towers in
communication with one or more other radio towers comprising a wireless
network. For example, terminal 330 may wirelessly communicate with radio
tower 130, and in turn, machine 110.

Off-board systems 370-390 may represent one or more computing
systems associated with an entity, such as a manufacturer, dealer, retailer, owner,
project site manager, a department of a business entity (e.g., service center,
operations support center, logistics center, etc.), or any other type of entity that

generates, maintains, sends, and/or receives information associated with
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machines 110 and 120. Off-board systems 370-390 may include one or more
computer systems, such as a workstation, personal digital assistant, laptop,
mainframe, etc. Off-board systems 370-390 may include Web browser software
that requests and receives data from a server when executed by a processor and
displays content to a user operating the system.

Off-board systems 370-390 may include one or more portable, or
fixed, service systems that perform diagnostics and/or service operations that
include receiving and sending messages to machine 110 and/or machine 120. To
do so, off-board systems 330-350 may connect directly or indirectly with
machines 110 and 120. For example, off-board system 330 may be an electronic
testing device that communicates through wireless communication mediums via
network 360 with radio tower 130, and in turn, machine 110.

Other examples of off-board systems 370-390 include an
electronic technician (ET) system for monitoring a machine for maintenance
purposes; an equipment manager (EM) system for maintaining a database
including data from other systems; a vital information management system
(VIMS) and PC system that collects vital information from a machine and that
can be downloaded from the machine in a batch mode to a lap top (e.g., a
Minestar system for mining operations that is used for asset management and
provides an interface betweeﬂ a machine and a mining office); an ACCU Grade
Office system that provides an operator assist to perform earth moving projects
(e.g., providing an overlay showing dirt targeted for removal); operator assist
systems that control a machine blade and/or steer a machine; and industrial
control systems that collect data regarding engines (e.g, sensor information and
indicators such as speed, revolutions per minute (RPM), etc.).

Términals 330-350 may execute program modules that provide
one or more graphical user interfaces (GUIs) for interacting with network
resources to transmit and/or receive data from machines 110 and 120. Users may

access data provided by machines 110 and 120 via network 360 through a web
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browser or software application running on, for example, any one of terminals
330-350. For example, a web portal may include options for allowing a user to
Jog onto a secure site provided by communication server 310 by supplying .
credentials, such as a username and a password. Once logged onto the site, the
web portal may display a series of screens prompting the user to make various
selections for interacting with machine 110 and/or machine 120. Since some
disclosed embodiments may be implemented using an HTTPS (hypertext transfer
protocol secure) environment, data transfer over a network, such as the Internet,
may be done in a secure fashion.

In some embodiments, a web interface generated by
communication server 310 that is displayed to users of terminals 330-350 may
provide various options. For example, a user may use terminal 340 to
intelligently establish a communication session between machine 110 and off-
board system 330, which may provide a diagnostic tool. In this example, off-
board system 330 may request information from machine 110. A process
executing at communication server 310 may intercept the request and perform a
series of procedural checks to determine if, how, and when to establish
communication between machine 110 and off-board system 330.

In another implementation, instead of using communication server
310 to perform the procedural checks, the process may be performed by on-board
system 114 of machine 110. For example, the functionality implemented by
communication server 310 may also be provided by on-board system 114. In
such an embodiment, on-board system 114 may intelligently establish a
communication session between machine 110 and off-board system 330.

Figure 4 shows an exemplary software architecture for
intelligently establishing a communication session between a machine and an off-
board system, consistent with an embodiment of the present invention. The

software architecture may be stored in data storage 314 of communication server
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310 as shown in Figure 3 or data storage system 228 of machine 110, as shown in
Figure 2, for example.

In one embodiment, data storage 314 or data storage 228 stores
instructions of program 414, which when executed, perform a process to
intelligently establish communication between a machine and an off-board
system. To intelligently establish communication, program 414 may include
instructions in the form of one or more software modules 414a-414g. Software
modules 414a-414g may be written using any known pro gramming language,
such as C++ XML, etc., and may include hardware module 414a, network
module 414b, authorizing module 414c, transmission module 414d, security
module 414e, error module 414f, and status module 414g.

H_ardware module 414a may determine whether certain hardware
(e.g., radio, target ECM, antenna, etc.) is available on-board a machine. For
example, hardware module 414a may determine whether a machine has sufficient
hardware capabilities to collect requested data and transmit the requested data to
an off-board system.

Network module 414b may determine whether an appropriate
network connecfion (e.g. cellular, satellite, 802.11, USB, serial, on-board data
links, etc.) is available to transmit the requested data from the machine to the off-
board system. For example, network module 414b may determine whether a
machine has an available data link to network 360.

Authorizing module 414c may determine whether the off-board
system requesting the data has the appropriate authority to receive the requested
data. For example, authorizing module 414¢ may verify credentials supplied by
the off-board system in order to confirm the identity of the off-board and verify
that the off-board system is authorized to receive the requested data.

Transmission module 414d may determine whether any latency
issues exist that may effect the transmission of the data from the machine to the

off-board system. For example, transmission module 414d may determine
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whether there is sufficient bandwidth available for the needed network
connection. For some communications, delays in receiving data may affect
performance (i.e., remote steering applications requesting status information, for
example, and laténcy issues could impact safety.

Security module 414e may execute a security process to determine
whether appropriate security features are confirmed (e.g., data security, and other
fitewall types of processes). For example, security module 414e may encrypt
data and verify the security of an off-board system connection prior to data
transmission.

Error module 414f may check for any run-time flags or errors
ana/or any remote/local connection errors. For example, error module 414f may
discover and handle any errors in retrieving or formatting the data for
transmission. Furthermore, error module 414f may determine whether any
remote or local connections in network 360 have become unavailable.

Status module 414g may verify the operation status of the
machine. For example, status module 414g may determine an appropriate time to
transmit the requested data without interfering with processes required of the
machine.

Although program modules 414a-414f have been described above
as being separate modules, one of ordinary skill in the art will recognize that
functionalities provided by one or more modules may be combined.

Furthermore, one of ordinary skill in the art will recognize that program 414 may
reside in communication server 310, machines 110 and 120, laptop 140, or in any
device connected directly or wirelessly to machine 110 and/or machine 120.

Referring now to Figure 5, a flow diagram 500 is provided of an
exemplary method for intelligently establishing a communication session
between a machine and an off-board system. For example, the method may

implement processes according to program modules 414a-414f.
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At the start of the process, in step 502, communication server 310
may receive a request over network 360 from off-board system 370. For
example, off-board system 370 may request data from machine 110 and
communication server 310 may communicate with machine 110 over network
360. In turn, machine 110 may communicate via antenna 112 to radio tower 130.
Radio tower 130'may be in communication with one or more radio towers in
communication with network 360. The process then proceeds to step 504.

In step 504, communication server 310 may determine whether
appropriate hardware is available to transmit the requested data from machine
110. For example, hardware module 414a may determine whether machine 110
has sufficient hardware capabilities to collect requested data and transmit the
requested data to an off-board system. The required hardware may be identified
based on the protocol and format of the request received from off-board system
370. The process then proceeds to step 506.

In step 506, communication server 310 may determine whether an
appropriate network connection (e.g. cellular, satellite, 802.11, USB, serial, on-
board data links, etc.) is available to transmit the request data from the machine
to the off-board system. For example, network module 414b may determine
whether a machine has an available data link to network 360 in order to transmit
the requested data. Should the data link be unavailable, machine 110 may
transmit a message back to communication server 310 indicating status
information. The process then proceeds to step 508.

In step 508, communication server 310 may determine whether the
off-board system requesting the data has the appropriate authority to receive the
requested data. For example, authorizing module 414c may verify credentials
supplied by off-board system 370 in order to confirm the identity of off-board
system 370 and verify that off-board system 370 is authorized to receive the

requested data. If off-board system 370 is not authorized to receive the data, an
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appropriate message may be transmitted to communication server 310. The
process then proceeds to step 510.

In step 510, communication server 310 may determine whether
any latency issues exist that may effect the transmission of the data from the
machine to the off-board system. For example, transmission module 414d may
determine whether there is sufficient bandwidth available for the needed network
connection. The process then proceeds to step 512.

In step 512, communication server 310 may determine whether
appropriate security features e.g., data security, and other firewall types of
processes) are implemented by off-board system 370. For example, security
module 414e may encrypt data and verify the security of off-board system 370
prior to data tranémission. The process then proceeds to step 514.

In step 514, communication server 310 may check for any run-
time flags or errors and/or any remote/local connection errors in network 360.
For example, error module 414f may discover and handle any errors in retrieving
or formatting the data for transmission. Furthermore, error module 414f may
determine whether any remote or local connections have become unavailable,
such as radio towers required to transmit data to network 360. The process then
proceeds to step 516.

In step 516, communication server 310 may verify the operation
status of the machine. For example, status module 414g may determine an
appropriate time to transmit the requested data without interfering with processes
required of the machine. The process then proceeds to step 518.

Turning to step 518, once the above procedural checks and
verifications have been performed, communication server 310 may establish a
communication session between off-board system 370 according to the
appropriate protocol and direct machine 110 to transmit the requested data via the

appropriate hardware. For example, machine 110 may transmit the data using a
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particular hardware device and network connection determined in one or more of
the appropriate steps. The process then ends.

Alternatively, in situations where off-board system 370 does not
have authority to receive the data, for example, or the particular hardware device
and/or network connection is unavailable from the machine, an appropriate
message may be transmitted to off-board system 330.

Furthermore, as one of ordinary skill in the art will appreciate, on
or more of steps 504-514 may be optional and may be omitted from
implementations in certain embodiments. Furthermore, in an alternative
implementation, in step 502, the request from off-board system 370 may be
transmitted over network 360 and received by on-board system 114. For
example, in such an alternative implementation, one or more of steps 502-518

may be performed by on-board system 1 14 instead of communication server 310.

Industrial Applicability

Methods and systems consistent with the disclosed embodiments
enable a machine to intelligently establish a communication session with an off-
board system. Further, these embodiments enable the machine to interact with a
network and determine whether appropriate hardware and network connections
are available for the off-board system to interact with the machine. To facilitate
the processes performed by the disclosed embodiments, machines may
communicate via direct wireline or indirectly via wireless communication. The
selected operations disclosed above may be performed centrally by a service,
such as a communication server, or may incorporated directly into the software of
an on-board system of a machine.

The foregoing description has been presented for purposes of
illustration. It is not exhaustive and does not limit the invention to the precise
forms or embodiments disclosed. Modifications and adaptations of the invention
will be apparent to those skilled in the art from consideration of the specification

and practice of the disclosed embodiments of the invention. For example, the
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described implementations include software, but systems and methods consistent
with the present invention may be implemented as a combination of hardware
and software or in hardware alone. Examples of hardware include computing or
processing systems, including personal computers, servers, laptops, mainframes,
microprocessors and the like. Additionally, although aspects of the invention are
described for being stored in memory, one skilled in the art will appreciate that
these aspects can also be stored on other types of computer-readable media, such
as secondary storage devices, for example, hard disks, floppy disks, or CD-ROM,
the Intenet or other propagation medium, or other forms of RAM or ROM.

Computer programs based on the written description and methods
of this invention are within the skill of an experienced developer. The various
programs or program modules can be created using any of the techniques known
to one skilled in the art or can be designed in connection with existing software.
For example, program sections or program modules can be designed in or by
means of Java, C++, HTML, XML, or HTML with included Java applets. One or
more of such software sections or modules can be integrated into a computer
system or browser software.

Moreover, while illustrative embodiments of the invention have
been described herein, the scope of the invention includes any and all
embodiments having equivalent elements, modifications, omissions,
combinations (e.g., of aspects across various embodiments), adaptations and/or
alterations as would be appreciated by those in the art based on the present
disclosure. Further, the steps of the disclosed methods may be modified in any
manner, including by reordering steps and/or inserting or deleting steps, without
departing from tﬁe principles of the invention. Itis intended, therefore, that the
specification and examples be considered as exemplary only, with a true scope
and spirit of the invention being indicated by the following claims and their full

scope of equivalents.
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Claims

1. A system (300) for intelligently establishing a
communication session, the system comprising: :

a machine (110) communicating with a network (360);

an off-board system (370) that transmits a request for data from
the machine over the network; and

a communication server (310) in communication with the machine
and the off-board system via the network, wherein the communication server
receives the request, determines whether hardware and a network connection to
transmit the requested data are available on-board the machine and determines

whether the off-board system has authority to receive the requested data.

2. The system of claim 1, wherein the communication server
establishes a communication session between the machine and the off-board
system when the determined hardware and the determined network connection
are available on-board the machine and the off-board system has authority to

receive the requested data.

3. The system of claim 2, wherein the communication server
determines, prior to establishing the communication session, whether delays may

effect transmission between the machine and the off-board system.

4, The system of claim 2, wherein the communication server
determines, prior to establishing the communication session, whether security

features are impl'emented by the off-board system.

5. The system of claim 2, wherein the communication server

determines, prior to establishing the communication session, whether any run-
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time flags have occurred or whether a required local connection to the network is

unavailable.

6. The system of claim 2, wherein the communication server
determines, prior to establishing the communication session, whether to establish

the communication session based on an operational status of the machine.

7. The system of claim 2, wherein after the communication
session is established, the machine transmits the requested data to the off-board

system using the determined hardware and the determined network connection.

8. The system of claim 1, wherein the communication server

is included on-board the machine.

9. A method (500) for intelligently establishing a
communication session, the method comprising:

receiving, over a network, a request from an off-board system for
data from a macfline (502);

determining whether hardware to transmit the requested data is
available on-board the machine (504);

determining whether a network connection to transmit the
requested data is available from the machine (506); and

determining whether the off-board system has authority to receive

the requested data (508).

10. The method of claim 9, further including:
establishing a communication session between the machine and

the off-board system when the determined hardware and determined network
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connection are available on-board the machine and the off-board system has

authority to receive the requested data (518).
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