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encoded on a computer storage medium, for identifying out-of-distribution inputs
104 to a machine learning model. In one aspect, a method comprises receiving a net-
work input, processing the network input using a pre-trained model composed of
a plurality of layers, generating features of the network input based on the lay-
er outputs, and generating an out-of-distribution score for the network input that
represents the deviation of the network input from a distribution determined by a
4 generative model configured to characterize a particular distribution of a subset
of training data.
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IDENTIFYING OUT-OF-DISTRIBUTION INPUTS USING GENERATIVE MODELS

BACKGROUND

[0001] This specification relates to processing data using machine learning models.

[0002] Machine learning models receive an input and generate an output, e.g., a predicted
output, based on the received input. Some machine learning models are parametric models and
generate the output based on the received input and on values of the parameters of the model.
[0003] Some machine learning models are deep models that employ multiple layers of models
to generate an output for a received input. For example, a deep neural network is a deep
machine learing model that includes an output layer and one or more hidden layers that each

apply a non-linear transformation to a received input to generate an output.

SUMMARY
[0004] This specification describes a system implemented as computer programs on one or
more computers in one or more locations that can identify out-of-distribution inputs to a
machine learning model.
[0005] According to a first aspect there is provided a method, the method comprising:
receiving a network input; processing the network input using a pre-trained neural network
composed of a plurality of layers; generating, {rom the outputs of one or more of the layers,
features of the network input; and generating an out-of-distribution (OOD) score for the
network input that represents the deviation of the network input from a distribution determined
by a generative model configured to characterize a particular distribution of a subset of training
data.
[0006] Particular embodiments of the subject matter described in this specification can be
implemented so as to realize one or more of the following advantages.
[0007] By utilizing generative models in an unsupervised manner, the described systems only
require in-distribution training data, such as the data used to train other neural networks in a
processing system. Unlike conventional methods of out-of-distribution characterization, the
described systems do not require labeled out-of-distribution training samples and can therefore
be used in settings where realistic out-of-distribution examples are unavailable. By enabling an
out-of-distribution characterization of input data as using multiple OOD scores, the described
svstems provide a tunable method for accurate out-of-distribution characterization. By
employing a process of feature selection to reduce the dimensionality of the features used to

compute the OOD scores, the described systems can perform out-of-distribution
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characterization more efficiently and more reliably than conventional methods. The described
svstems therefore enable an efficient method for out-of-distribution characterization that learns
and represents the distributions in question without requiring the collection and labeling of data
outside those distributions.

[0008] The details of one or more embodiments of the subject matter of this specification are
set forth in the accompanying drawings and the description below. Other features, aspects, and
advantages of the subject matter will become apparent from the description, the drawings, and

the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0009] FIG. 1 shows an example subset deviation estimation system for quantifying the extent
to which an input falls outside a learned distribution.
[0010] FIG. 2 illustrates an example of calculating an OOD score based on a Gaussian Mixture
Model distribution with two components using the Mahalanobis distance.
[0011] FIG. 3 shows an example out-of-distribution (OOD) classification system.
[0012] FIG. 4 illustrates an example of refining an initial classification using an OOD
classification system.
[0013] FIG. 5 is a flow diagram of an example process for producing a refined out-of-
distribution classification.

[0014] Like reference numbers and designations in the various drawings indicate like elements.

DETAILED DESCRIPTION
[0015] These features and other features are described in more detail below.
[0016] FIG. 1 shows an example subset deviation estimator system 100. The system 100 is an
example of a system implemented as computer programs on one or more computers in one or
more locations in which the systems, components, and techniques described below are
implemented.
[0017] The system 100 is configured to process a network input 102 to produce a set of one or
more out-of-distribution (OOD) scores 104 that quantify how closely the network input 102
aligns with chosen subsets of data.
[0018] Each OOD score 104 represents a computed deviation between the network input 102
and a distribution characterizing a particular subset of data represented by the system 100.
[0019] Once the system 100 has generated the OOD scores 104, the system 100 can use the set

of 00D scores for any of a variety of purposes.
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[0020] For example, the system 100 can use the OOD scores 104 produced to characterize the
potential membership of the network input 102 to the data subsets represented within the
syvstem 100. The OOD scores 104 can therefore be used to make decisions regarding the
network input 102 based on how much the network input 102 is out-of-distribution from the
data subsets represented within the system 100.

[0021] As one example, it is known that neural networks can produce unreliable or spurious
outputs when applied to data falling outside the distributions of their training data. It may be
critical to avoid providing outputs generated by a particular neural network, e.g. the pre-trained
neural network 106, from data that is OOD from the particular network’s training set. In this
case, the system 100 can be configured to calculate OOD scores 104 with respect to subsets of
the particular network’s training data indicating the reliability of the particular neural network
for processing the network input 102.

[0022] The particular neural network can be trained to perform any kind of machine learing
task, i.e., can be configured to receive any kind of digital data input and to generate any kind
of score, classification, regression output, or generative output based on the network input 102.
[0023] In some cases, the particular neural network is a neural network that is configured to
perform an image processing task, i.e., receive an input image as the network input 102 and to
process the input image, i.¢., process the intensity values of the pixels of the input image, to
generale a network output [or the input image. For example, the task may be image
classification and the output generated by the particular neural network for a given image may
be scores for each of a set of object categories, with each score representing an estimated
likelihood that the image contains an image of an object belonging to the category.  As yet
another example, the task can be object detection and the output generated by the particular
neural network can identify locations in the input image at which particular types of objects
are depicted. As vet another example, the task can be image segmentation and the output
generated by the particular neural network can assign each pixel of the input image to a
category from a set of categories.

[0024] As another example, if the network inputs 102 to the particular neural network are
Internet resources (e.g., web pages), documents, or portions of documents or features extracted
from Internet resources, documents, or portions of documents, the task can be to classify the
resource or document, i.e., the output generated by the particular for a given Internet resource,
document, or portion of a document may be a score for each of a set of topics, with each score
representing an estimated likelihood that the Internet resource, document, or document portion

1s about the topic.
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[0025] As another example, if the network inputs 102 to the particular neural network are
features of an impression context for a given advertisement, the output generated by the
particular neural network may be a score that represents an estimated likelihood that the given
advertisement will be clicked on.

[0026] As another example, if the network inputs 102 to the particular neural network are
features of a personalized recommendation for a user, e.g., features characterizing the context
for the recommendation, e.g., features characterizing previous actions taken by the user, the
output generated by the particular neural network may be a score for each of a set of content
items, with each score representing an estimated likelihood that the user will respond favorably
to being recommended the content item.

[0027] As another example, the task may be an audio processing task. As another example, the
task may be a keyword spotting task where, if the network input 102 to the particular neural
network is a sequence representing a spoken utterance, the output generated by the particular
neural network can indicate whether a particular word or phrase (“hotword™) was spoken in the
utterance. As another example, if the network input 102 to the particular neural network is a
sequence representing a spoken utterance, the output generated by the neural network can
identify the natural language in which the utterance was spoken.

[0028] As another example, the task can be a natural language processing or understanding
task, e.g., an entailment task, a textual similarity task, a sentiment task, a grammaticality task,
and so on, that operates on a sequence of text in some natural language.

[0029] As another example, the task can be a health prediction task, where the network input
102 is electronic health record data for a patient and the output is a prediction that is relevant
to the future health of the patient, e.g., a predicted treatment that should be prescribed to the
patient, the likelihood that an adverse health event will occur to the patient, or a predicted
diagnosis for the patient.

[0030] In some cases, the particular neural network can be a conditional generative model that
is configured to perform a conditional generation task and the network input 102 may be a
prompt to be provided to the model for generating samples. The generative model might
produce unreliable or unrealistic samples when used with a prompt far removed from the set
of prompts used to train the generative model. By representing subsets of the prompts used to
train the generative model, the system 100 can produce QOD scores 104 that indicate whether
the model’s samples based on a given prompt are likely unreliable or unrealistic.

[0031] As an example. the conditional generation task can be image generation and the output

generated by the particular neural network can be an image conditioned on the prompt.
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[0032] As another example, if the prompt to the particular neural network is a sequence of text
in one language, the output generated by the particular neural network may be text in another
language.

[0033] As another example, if the prompt to the particular neural network is a sequence
representing a spoken utterance, the output generated by the particular neural network may be
a text transcript for the utterance.

[0034] As another example, the conditional generation task can be a text to speech task, where
the prompt is text in a natural language or features of text in a natural language and the network
output is a spectrogram or other data defining audio of the text being spoken in the natural
language.

[0035] As another example, the conditional generation task can be a natural language
processing task, e.g., a paraphrase task, a sentence completion task, and so on, where the
prompts are text in some natural language.

[0036] As another example, the conditional generation task can be a text generation task, where
the prompt is a question or the history of a conversation, e.g., with a user, and the network
output is an appropriate response.

[0037] As another example, the conditional generation task can be an agent control task, where
the prompt is an observation characterizing the state of an environment and the output defines
an action 1o be performed by the agent in response to the observation. The agent can be, e.g.,
a real-world or simulated robot, a control system for an industrial facility, or a control svstem
that controls a different kind of agent.

[0038] Another related use of the OOD scores 104 is as part of a distribution-aware refinement
of an initial classification of the network input 102. A classification of the network input 102
is a characterization of the membership of the network input 102 to one or more of multiple
data subsets called classes. A classification neural network can provide a classification of the
network input 102 by producing a label encoding which one or more classes are assigned to
the network input 102 or by producing a set of numerical values, e.g. logits, probabilities, or
likelihoods, characterizing the probability of membership of the network input 102 to each
class. Aninitial classification can be refined by classifying the input into the same classes with
a more accurate label or class probability assignment. An initial classification can also be
refined by classifying the input into an expanded or more finely sub-divided set of classes. By
configuring the system 100 to represent subsets of data relevant to the refined classification,
the resulting OOD scores 104 can provide useful information for producing a refined

classification that can indicate that pre-determined out-of-distribution actions, such as rejecting
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the input 102 or alerting to the user that system 100 is uncertain of the input 102, are
appropriate. As an example, the OOD scores 104 may be used by a refined classifier that adds
an additional “uncertain” class to the set of initial classifications indicating that the system is
uncertain of the initial classification. By processing the OOD scores 104, the refined classifier
can additionally provide information characterizing the uncertainty assigned to the initial
classification. As another example, a refined classifier can include a class for exceedingly rare
events and can use the OOD scores 104 to identify examples of these rare events that are
otherwise difficult to include within sets of training data.

[0039] The network input 102 can be represented as an ordered collection of numerical values,
e.g. as a one-dimensional (1-D), two-dimensional (2-D), three-dimensional (3-D), or N-
dimensional (N-D) array of numerical values (where N is a positive integer). In some
implementations, the network input 102 can be data representing an image.

[0040] The system 100 includes a pre-trained neural network 106. To generate the set of OOD
scores 104, the system 100 processes the network input 102 using the pre-trained neural
network 106 to produce layer activations 116.

[0041] The pre-trained neural network 106 includes one or more network layers used by the
network 106 to process the network input 102, with each layer processing a layer input and
producing a layer output.

[0042] The pre-trained neural network 106 can be configured {0 perform any processing task
on the network input 102 and can have any appropriate neural network architecture enabling it
to perform that processing task. In implementations where the network input 102 represents
an image, the pre-trained neural network 106 can be an image processing network, with a
suitably specialized architecture, e.g. a convolutional neural network architecture or a Vision
Transformer neural network architecture.

[0043] The layer activations 116 are a pre-determined subset of the layer outputs resulting from
the pre-trained neural network 106 processing the network input 102. The pre-trained neural
network 106 contains multiple hidden layers, that can include processing layers (e.g., linear or
convolutional layers), activation layers (e.g., softmax or ReLU lavers), and normalization
layers (e.g., batch norm or layer norm lavers). Neural networks are tvpically constructed by
alternating various processing layers with various activation and normalization layers.
Although the layer activations 116 can be the layer outputs from all the layers within the pre-
trained neural network 106, using all of the layer outputs can result in the layer activations 116
containing many redundant values that require additional computational processing without a

substantial increase in accuracy in generating the OOD scores 104. To reduce the
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computational burden of processing the layer activations 116, the layer activations 116 can be
asubset of the layer outputs. For example, if the pre-trained neural network 106 is constructed
by alternating linear layers and normalization layers, the layer activations 116 can be the
outputs of all or some of the normalization layers. As another example, if the pre-trained neural
network 106 is constructed by alternating convolutional layers and pooling layers, the layer
activations 116 can be the outputs of all or some of the pooling layers.

[0044] Optionally, the system 100 can then process the layer activations 116 by applying a
normalization 108 to produce normalized features 118.

[0045] The normalization 108 is a transformation to the layer activations 116 such that the
normalized features 118 follow particular pre-determined statistical properties. For example,
the normalization 108 can be the transformation of subtracting the means of the layer
activations 116 and dividing by the standard deviations of the layer activations 116 so as to
produce normalized features 118 having zero mean and unit variance. In implementations
where the normalization 108 is not applied, the normalized features 118 are the original layer
activations 116.

[0046] The system 100 can apply a process of feature selection 110 to the normalized features
118 to produce compressed features 120.

[0047] The compressed features 120 are referred to as “compressed” because the compressed
[eatures 120 can have a smaller dimensionality relative 1o the dimensionality of the normalized
features 118. The compression performed by the feature selection 116 removes redundant
values remaining within the normalized features 118, which can lead to numerical instability
in later probabilistic modeling and reduce the reliability of the system 100. While selecting an
appropriate subset of layer outputs to form the layer activations 116 can avoid introducing
values from redundant layers, the feature selection 116 is able to remove any remaining
redundant values present within the layer outputs. The feature selection 110 can include a set
of feature selection parameters that determine aspects of the feature selection 110. These
feature selection parameters can be determined by any appropriate procedure optimizing how
well the resulting compressed features 120 summarize the network input 102 for the purposes
of determining membership within the subsets of data considered by the system 100.

[0048] In some implementations, the feature selection 110 is the application of principal
components analysis (PCA) to the normalized features 118. In implementations where the
feature selection 110 is the application of PCA, the feature selection parameters can include

the output dimension of the compressed features 120. This output dimension can be determined
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based on the proportion of variance of the normalized features 118 that is explained by the
resulting compressed features 120.

[0049] The system 100 includes one or more generative models 112. The generative models
112 are configured to model particular subsets of data and include generative model parameters
that determine the modeled distributions 122. The generative model parameters can be
determined by any suitable procedure that ensures the generative models 112 characterize the
desired data subsets. For example, the generative model parameters may be optimized by
training the generative models using sets of training data that are distributed according to
distributions of the compressed features 120. Here, the modeled distributions 122 are described
as being composed of one or more component distributions.

[0050] The generative models 112 can be generative neural networks with architectures
enabling the computation of an exact or approximate likelihood of the modeled data. In some
implementations, the generative models 112 are Gaussian Mixture Models (GMMs) that model
distributions having Gaussian component distributions.

[0051] In implementations where network input 102 can be classified among multiple classes,
each of the generative models 112 can be responsible for modeling the distribution of a
corresponding class label. As an example, if network input 102 comprises images that can be
classified as either “animal™ and “not animal™ images, the generative models 112 can include
a model ol the distribution of “animal” images and a model of the distribution of “not animal™
images. The component distributions represented by each of the generative models 112 can
then characterize the distributions of clusters of data within each of the class subsets. In the
same example, the generative model for “‘animal” images can include a component distribution
modeling images of dogs and another component distribution modeling images of cats, while
the generative model for “not animal” images can include a component distribution modeling
1mages of plants and another component distribution modeling images of buildings.

[0052] The system 100 includes a deviation estimator system 114 can process the compressed
features 120 and modeled distributions 122 generated by the one or more generative models
112 using the system 114 to produce the OOD scores 104 that quantify the alignment of the
compressed features 120 with the distributions 122.

[0053] The system 114 is configured to produce OOD scores 104 by computing component
deviations between the compressed features 120 and each component of the distributions 122.
Each component deviation characterizes the likelihood of the compressed features 120 within
a corresponding component distribution described by one of the generative models 112. In the

above example, component deviations are computed between the compressed features 120 and
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the component distributions of dog and cat images that characterize the respective likelihoods
of the network input 102 as an image of a dog or of a cat.

[0054] In some implementations, the component deviations are calculated as the Mahalanobis
distances between the compressed features 120 and each of the component distributions. In
implementations where the Mahalanobis distances are calculated, the component deviation,
A; ;, between the compressed features, Z. and the j-th component of the i-th model. having mean

is determined by:

Dy = \/(Z — 1) 57 (F - )

[0055] In implementations where the component deviation is calculated as the Mahalanobis

. .
H; ; and covariance X ;,

distance and where the generative models 112 are Gaussian Mixture Models, the system 114
therefore computes each component deviation, 4; ;. directly from the compressed features 120
and the generative model parameters.

[0056] The system 114 processes the resulting component deviations to produce the output set
of OOD scores 104, with each OOD score characterizing the likelihood of the compressed
features 120 under a corresponding overall distribution represented by one of the generative
models 112. Continuing the above example, the system 114 can combine the dog and cat
component deviations to produce an OOD score that characterizes the likelihood of the network
input 102 as an image of an animal.

[0057] As one example of how the system 114 can combine the component deviations, the
OOD scores 104 can be determined as the minimum of the component deviations for each
modeled distribution, with the score for the i-th model, s;, being determined following;

S;i = an Ai,j
]

[0058] In the example application where the system 100 is configured to represent subsets of
the training data of a particular neural network, the OOD scores 104, along with a predefined
threshold t; for each OOD score s;, can indicate whether the particular neural network should
be considered unreliable in processing network input 102 when the scores 104 satisfy:
min (i) >1
i\T;
[0059] FIG. 2 illustrates an example of calculating an OOD score 104 based on a Gaussian
Mixture Model distribution with two components using the Mahalanobis distance. The system
100 can compute an OOD score for the overall distribution depicted in FIG. 2 by computing

component deviations between the compressed features 120 and each of the Gaussian
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component distributions 202-A and 202-B. The system 100 can compute these component
deviations as the Mahalanobis distances 204-A and 204-B between the compressed features
120 and the component distributions 202-A and 202-B, respectively. Continuing the above
example, the distribution depicted in FIG. 2 can be a distribution of “animal” images of the
above example, having Gaussian component distributions of dog images, 202-A, and of cat
images, 202-B. To generate an OOD score characterizing the likelihood of the compressed
features 120 under the distribution of “animal” images, the system 100 can compute the
Mahalanobis distances 204-A and 204-B between the compressed features 120 and the
component distributions of dog images, 202-A, and of cat images, 202-B. In this example, the
Mahalanobis distances 204-A and 204-B characterize the likelihood of the compressed features
120 as a representation of an image of a dog and as a representation of an image of a cat,
respectively.

[0060] As described above, a system can process the OOD scores 104 to produce a refined
classification of the network input 102 that improves upon an initial classification of the input
102. Such an out-of-distribution classification system is described with reference to FIG. 3.
[0061] FIG. 3 shows an example out-of-distribution (OOD) classification svstem 300. The
00D classification system 300 is an example of a system implemented as computer programs
on one or more computers in one or more locations in which the systems, components, and
techniques described below are implemented.

[0062] The OOD classification system 300 is configured to process a network input 102 to
generate a refined classification 302, where the refined classification 302 improves upon an
initial classification 306 of the network input 102 by explicitly considering how closely the
network input 102 agrees with distributions represented within the OOD classification system
300.

[0063] The OOD classification system 300 includes the system 100, a classification neural
network 304, and a refinement system 308. The OOD classification system can process the
network input 102 using the system 100 to produce OOD scores 104 and can process the
network input 102 using the classification neural network 304 to produce an initial
classification 306. The OOD classification system can process the initial classification 306
and the OOD scores 104 using the refinement system 308 to produce the refined classification
302.

[0064] The classification network 304 includes a set of classification network parameters and
can be any neural network appropriately configured to classify the network input 102 into the

set of possible initial classifications 306. The classification network parameters can be
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determined by any suitable procedure that ensures the classification network 304 performs the
desired initial classification 306. For example. the classification network parameters can be
optimized by training the classification network 304 using a set of ground truth classification
training data.

[0065] In implementations where the network input 102 represents an image, the classification
network 304 can be an image classification network, with a suitably specialized architecture,
e.g. a convolutional neural network architecture or a Vision Transformer neural network
architecture.

[0066] In some implementations, the classification network 304 is the pre-trained neural
network 106 of the system 100.

[0067] The refinement system 308 is configured to produce the refined classification 302 by
processing the OOD scores 104 and the initial classification 306 based on a set of refinement
system parameters. The refinement system parameters can be determined by any suitable
procedure that ensures the refinement system 308 performs the desired refined classification
302.

[0068] In some implementations, the refinement classification 302 may extend the initial
classification 306 by adding a class representing that the OOD classification system 300 is
uncertain of the initial classification 306 provided by the classification neural network 306. As
an example, the relinement system parameters may specily a threshold t; for each OOD score
s; and the refinement system 308 may be configured to produce a refined classification 302

determined by:

T

INITIAL CLASSIFICATION 306, otherwise

[0069] In some implementations, the subsets of data represented by system 100 can be the

" " LY
REFINED CLASSIFICATION 302 = UNCERTAIN', mm( ) > 1

subsets of data corresponding to the classes of the initial classification 306. If the subsets of
data represented by system 100 correspond to the classes of the initial classification 306, the
00D scores 104 produced by the system 100 both characterize the likelihood of the network
input 102 as a member of each class of the initial classification 306 and can indicate a degree
of uncertainty assigned to the initial classification. Thresholding based on the OOD scores
104, such as using the thresholds T; in the preceding example, can allow the system 300 to have
atunable and class-specific sensitivity when determining uncertainty in the initial classification
306. Depending on the application, the system 300 can indicate particular courses of action by

returning an uncertain refined classification. For example, an uncertain refined classification
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can indicate that the network input 102 should be rejected. As another example, an uncertain
refined classification can indicate that additional data needs to be collected in order to process
network input 102. In other implementations, the system 300 can return the initial
classification 306 along with a measure of its uncertainty in the initial classification 306 as
derived from the OOD scores 104.

[0070] FIG. 4 illustrates an example of the refinement of an initial classification that can be
performed by the OOD classification system 300. In this example, the classification neural
network 304 is configured to classify whether an input image 402 is an image of an animal. In
this example, the system 100 represents various image distributions 406-A, 406-B, 406-C and
so on. It should be noted that, in this example, the data subsets represented within the system
100 do not correspond exactly to the subsets of data comprising the initial classification classes
404 but are instead related. The OOD scores 104 produced by the system 100 include the
individual scores 408-A, 408-B, 408-C and so on. Each of these individual scores represents
how closely the input image 402 aligns with the data subsets represented by the subset deviation
estimator, i.e. the OOD score 408-A represents how closely the input image 402 aligns with
the distribution of known images of dogs 406-A. In this example, the refinement system 308
produces a refined classification that either certainly classifies whether the input image 402 is
an image of an animal or reports that the system is uncertain about the classification.

[0071] FIG. 5 is a flow diagram of an example process [or calculating an OOD score. For
convenience, the process 500 will be described as being performed by a system of one or more
computers located in one or more locations. For example, a subset deviation estimator, e.g., the
syvstem 100 of FIG. 2, appropriately programmed in accordance with this specification, can
perform the process 500.

[0072] The system receives a network input (502).

[0073] The system processes the network input using a pre-trained neural network, yielding a
number of network layer activations (504).

[0074] The system generates features based on the layer activations of the pre-trained neural
network (506).

[0075] In some implementations, the system applies a normalization to the network layer
activations. Inthese implementations, the system applies a transformation to the network layer
activations resulting in normalized layer activations with particular pre-determined statistical
properties.

[0076] The system estimates the likelihood of the generated features under the distribution of

a generative model (508).
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[0077] In some implementations, the system may compute one or more numerical deviations
between the generated features and the distribution of the generative model. In these
implementations, the numerical deviations may not be identical to the likelihood of the
generated features but may instead loosely characterize the likelihood of the generated features.
[0078] In some implementations, generative model may be a Gaussian Mixture Model
(GMM). In these implementations, the system may compute one or more numerical deviations
between the generated features and the distribution of the GMM by computing a deviation
between the generated features and each component Gaussian distribution of the GMM. In
some implementations, this computed deviation may be the Mahalanobis distance.

[0079] The system generates an OOD score (510). In particular, the generated OOD score
summarizes the one or more numerical deviations and the system may compute the OOD score
by any appropriate calculation (e.g. a statistical measure such as the average, minimum, or
maximum of the deviations).

[0080] This specification uses the term “configured™ in connection with systems and computer
program components. For a system of one or more computers to be configured to perform
particular operations or actions means that the system has installed on it software, firmware,
hardware, or a combination of them that in operation cause the system to perform the operations
or actions. For one or more computer programs to be configured to perform particular
operations or actions means that the one or more programs include instructions that, when
executed by data processing apparatus, cause the apparatus to perform the operations or actions.
[0081] Embodiments of the subject matter and the functional operations described in this
specification can be implemented in digital electronic circuitry, in tangibly-embodied computer
software or firmware, in computer hardware, including the structures disclosed in this
specification and their structural equivalents, or in combinations of one or more of them.
Embodiments of the subject matter described in this specification can be implemented as one
or more computer programs, i.e., one or more modules of computer program instructions
encoded on a tangible non-transitory storage medium for execution by, or to control the
operation of, data processing apparatus. The computer storage medium can be a machine-
readable storage device, a machine-readable storage substrate, a random or serial access
memory device, or a combination of one or more of them. Alternatively or in addition, the
program instructions can be encoded on an artificially-generated propagated signal, e.g., a
machine-generated electrical, optical, or electromagnetic signal, that is generated to encode
information for transmission to suitable receiver apparatus for execution by a data processing

apparatus.
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[0082] The term “data processing apparatus” refers to data processing hardware and
encompasses all kinds of apparatus, devices, and machines for processing data, including by
way of example a programmable processor, a computer, or multiple processors or computers.
The apparatus can also be, or further include, special purpose logic circuitry, e.g., an FPGA
(field programmable gate array) or an ASIC (application-specific integrated circuit). The
apparatus can optionally include. in addition to hardware, code that creates an execution
environment for computer programs, e.g., code that constitutes processor firmware, a protocol
stack, a database management system, an operating system, or a combination of one or more
of them.

[0083] A computer program, which may also be referred to or described as a program,
software, a software application, an app. a module, a software module, a script, or code, can be
written in any form of programming language, including compiled or interpreted languages, or
declarative or procedural languages; and it can be deployed in any form, including as a
stand-alone program or as a module, component, subroutine, or other unit suitable for use in a
computing environment. A program may, but need not, correspond to a file in a file system. A
program can be stored in a portion of a file that holds other programs or data. e.g., one or more
scripts stored in a markup language document, in a single file dedicated to the program in
question, or in multiple coordinated files, e.g., files that store one or more modules,
sub-programs, or portions of code. A computer program can be deployed 1o be executed on one
computer or on multiple computers that are located at one site or distributed across multiple
sites and interconnected by a data communication network.

[0084] In this specification the term “engine” is used broadly to refer to a software-based
svstem, subsystem, or process that is programmed to perform one or more specific functions.
Generally, an engine will be implemented as one or more software modules or components,
installed on one or more computers in one or more locations. In some cases, one or more
computers will be dedicated to a particular engine; in other cases, multiple engines can be
installed and running on the same computer or computers.

[0085] The processes and logic flows described in this specification can be performed by one
or more programmable computers executing one or more computer programs to perform
functions by operating on input data and generating output. The processes and logic flows can
also be performed by special purpose logic circuitry, e.g., an FPGA or an ASIC, or by a
combination of special purpose logic circuitry and one or more programmed computers.
[0086] Computers suitable for the execution of a computer program can be based on general

or special purpose microprocessors or both, or any other kind of central processing unit.
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Generally, a central processing unit will receive instructions and data from a read-only memory
or a random access memory or both. The essential elements of a computer are a central
processing unit for performing or executing instructions and one or more memory devices for
storing instructions and data. The central processing unit and the memory can be supplemented
by, or incorporated in, special purpose logic circuitry. Generally, a computer will also include,
or be operatively coupled to receive data from or transfer data to, or both, one or more mass
storage devices for storing data. e.g.. magnetic, magneto-optical disks, or optical disks.
However, a computer need not have such devices. Moreover, a computer can be embedded in
another device, e.g., a mobile telephone, a personal digital assistant (PDA), a mobile audio or
video player, a game console, a Global Positioning System (GPS) receiver, or a portable storage
device, e.g., a universal serial bus (USB) flash drive, to name just a few.

[0087] Computer-readable media suitable for storing computer program instructions and data
include all forms of non-volatile memory, media and memory devices, including by way of
example semiconductor memory devices, e.g., EPROM, EEPROM, and flash memory devices;
magnetic disks, e.g., internal hard disks or removable disks; magneto-optical disks; and
CD-ROM and DVD-ROM disks.

[0088] To provide for interaction with a user, embodiments of the subject matter described in
this specification can be implemented on a computer having a display device, e.g., a CRT
(cathode ray tube) or LCD (liquid crystal display) monitor, for displaying information to the
user and a keyboard and a pointing device, e.g.. a mouse or a trackball, by which the user can
provide input to the computer. Other kinds of devices can be used to provide for interaction
with a user as well; for example, feedback provided to the user can be any form of sensory
feedback, e.g., visual feedback, auditory feedback, or tactile feedback; and input from the user
can be received in any form, including acoustic, speech, or tactile input. In addition, a computer
can interact with a user by sending documents to and receiving documents from a device that
is used by the user; for example, by sending web pages to a web browser on a user’s device in
response to requests received from the web browser. Also, a computer can interact with a user
by sending text messages or other forms of message to a personal device, e.g., a smartphone
that is running a messaging application, and receiving responsive messages from the user in
return.

[0089] Data processing apparatus for implementing machine learning models can also include,
for example, special-purpose hardware accelerator units for processing common and compute-

intensive parts of machine learning training or production, i.e., inference. workloads.
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[0090] Machine learning models can be implemented and deployed using a machine learning
framework, e.g., a TensorFlow framework, or a Jax framework.

[0091] Embodiments of the subject matter described in this specification can be implemented
in a computing system that includes a back-end component, e.g., as a data server, or that
includes a middleware component, e.g., an application server, or that includes a front-end
component, e.g., a client computer having a graphical user interface, a web browser, or an app
through which a user can interact with an implementation of the subject matter described in
this specification, or any combination of one or more such back-end, middleware, or front-end
components. The components of the system can be interconnected by any form or medium of
digital data communication, e.g., a communication network. Examples of communication
networks include a local area network (LAN) and a wide area network (WAN), e.g., the
Internet.

[0092] The computing system can include clients and servers. A client and server are generally
remote from each other and typically interact through a communication network. The
relationship of client and server arises by virtue of computer programs running on the
respective computers and having a client-server relationship to each other. In some
embodiments, a server transmits data, e.g., an HTML page, to a user device, e.g., for purposes
of displaying data to and receiving user input from a user interacting with the device, which
acts as a client. Data generated at the user device, e.g., a result of the user interaction, can be
received at the server from the device.

[0093] While this specification contains many specific implementation details, these should
not be construed as limitations on the scope of any invention or on the scope of what may be
claimed, but rather as descriptions of features that may be specific to particular embodiments
of particular inventions. Certain features that are described in this specification in the context
of separate embodiments can also be implemented in combination in a single embodiment.
Conversely, various features that are described in the context of a single embodiment can also
be implemented in multiple embodiments separately or in any suitable subcombination.
Moreover, although features may be described above as acting in certain combinations and
even initially be claimed as such, one or more features from a claimed combination can in some
cases be excised from the combination, and the claimed combination may be directed to a
subcombination or variation of a subcombination.

[0094] Similarly, while operations are depicted in the drawings and recited in the claims in a
particular order, this should not be understood as requiring that such operations be performed

in the particular order shown or in sequential order, or that all illustrated operations be
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performed, to achieve desirable results. In certain circumstances, multitasking and parallel
processing may be advantageous. Moreover, the separation of various system modules and
components in the embodiments described above should not be understood as requiring such
separation in all embodiments, and it should be understood that the described program
components and systems can generally be integrated together in a single software product or
packaged into multiple software products.
[0095] Particular embodiments of the subject matter have been described. Other embodiments
are within the scope of the following claims. For example, the actions recited in the claims can
be performed in a different order and still achieve desirable results. As one example, the
processes depicted in the accompanying figures do not necessarily require the particular order
shown, or sequential order, to achieve desirable results. In some cases, multitasking and parallel
processing may be advantageous.
[0096] Aspects of the present disclosure may be as set out in the following clauses:
Clause 1. A method performed by one or more computers, the method comprising:

receiving a network input;

processing the network input using a pre-trained neural network, the pre-
trained neural network comprising a plurality of layers;

generating, from the outputs of one or more of the layers, features of the
network input; and

generating a first out-of-distribution (OOD) score for the network input that

represents the deviation of the network input from a distribution determined by a
generative model configured to characterize a particular distribution of a first subset

of training data.

Clause 2. The method of clause 1, wherein generating, from the outputs of one or more
of the layers, features of the network input comprises:
selecting, as the features, a compressed representation of the values in the

outputs of the one or more layers.
Clause 3. The method of clause 2, wherein the compressed representation has been

identified by performing feature selection on respective outputs of the one or more layers for

each of a plurality of training inputs in the first subset of training data.
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Clause 4. The method of clause 3, wherein performing feature selection comprises
performing principal component analysis (PCA) on the respective outputs of the one or more

layers for each of a plurality of training inputs in the subset of training data.

Clause 5. The method of any preceding clause, wherein the distribution determined by
the generative model comprises a mixture of one or more component distributions and
wherein generating the first OOD score for the network input that represents the deviation of
the network input from the distribution comprises calculating, for each component

distribution, a deviation between the features and the component distribution.

Clause 6. The method of clause 5, wherein the generative model is a Gaussian Mixture
Model (GMM) that determines a distribution that includes one or more component Gaussian

distributions.

Clause 7. The method of clause 5 or 6, wherein the calculated deviation between the
features and each component distribution is a Mahalanobis distance between the features and

the component distribution.

Clause 8. The method of clause 5, clause 6, or clause 7, wherein generating the first
OO0D score further comprises selecting the minimum deviation calculated between the

features and the component distributions.

Clause 9. The method of any preceding clause, further comprising:
generating a classification of the network input using a classifier neural network

configured to perform classification into a respective one of a plurality of classes.

Clause 10. The method of clause 9, wherein the pre-trained neural network is the

classifier neural network.
Clause 11. The method of clause 9 or clause 10, further comprising;

using at least the generated first OOD score to refine the classification of the

network input generated by the classifier neural network.
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Clause 12. The method of clause 11, wherein using at least the generated first OOD score
to refine the classification comprises using at least the generated first OOD score and one or
more subsequent OOD scores, each representing a deviation of the network input from a

distribution of a corresponding subsequent subset of training data.

Clause 13. The method of clauses 9-12, wherein the classifier neural network is an image

classification neural network.
Clause 14. The method of any preceding clause, wherein the network input is an image.

Clause 15. A system comprising one or more computers and one or more storage devices
storing instructions that are operable, when executed by the one or more computers, to cause
the one or more computers to perform the operations of the respective method of any

preceding clause.

Clause 16. One or more computer-readable storage media encoded with instructions that,
when executed by one or more computers, cause the one or more computers to perform the

operations of the respective method of any one of clauses 1-14.

[0097] What is claimed is:
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CLAIMS

1. A method performed by one or more computers, the method comprising:
receiving a network input;
processing the network input using a pre-trained neural network, the pre-
trained neural network comprising a plurality of layers;
generating, from the outputs of one or more of the layers, features of the
network input; and
generating a first out-of-distribution (OOD) score for the network input that
represents the deviation of the network input from a distribution determined by a
generative model configured to characterize a particular distribution of a first subset

of training data.

2. The method of claim 1, wherein generating, from the outputs of one or more of the
layers, features of the network input comprises:
selecting, as the features, a compressed representation of the values in the

outputs of the one or more layers.

3. The method of claim 2, wherein the compressed representation has been identified by
performing feature selection on respective outputs of the one or more layers for each of a

plurality of training inputs in the first subset of training data.

4 The method of claim 3, wherein performing feature selection comprises performing
principal component analysis (PCA) on the respective outputs of the one or more layers for

each of a plurality of training inputs in the subset of training data.

5. The method of any preceding claim, wherein the distribution determined by the
generative model comprises a mixture of one or more component distributions and wherein
generating the first OOD score for the network input that represents the deviation of the
network input from the distribution comprises calculating, for each component distribution, a

deviation between the features and the component distribution.
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6. The method of claim 5, wherein the generative model is a Gaussian Mixture Model
(GMM) that determines a distribution that includes one or more component Gaussian

distributions.

7. The method of claim 5 or 6, wherein the calculated deviation between the features and
each component distribution is a Mahalanobis distance between the features and the

component distribution.

8. The method of claim 5, claim 6, or claim 7, wherein generating the first OOD score
further comprises selecting the minimum deviation calculated between the features and the

component distributions.

9. The method of any preceding claim, further comprising:
generating a classification of the network input using a classifier neural network

configured to perform classification into a respective one of a plurality of classes.

10. The method of claim 9, wherein the pre-trained neural network is the classifier neural
network.
11. The method of claim 9 or claim 10, further comprising:

using at least the generated first OOD score to refine the classification of the

network input generated by the classifier neural network.

12. The method of claim 11, wherein using at least the generated first OOD score to
refine the classification comprises using at least the generated first OOD score and one or
more subsequent OOD scores, each representing a deviation of the network input from a

distribution of a corresponding subsequent subset of training data.

13. The method of claims 9-12, wherein the classifier neural network is an image

classification neural network.

14, The method of any preceding claim, wherein the network input is an image.

15. A system comprising one or more computers and one or more storage devices storing

instructions that are operable, when executed by the one or more computers, to cause the one
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or more computers to perform the operations of the respective method of any preceding

claim.

16.  One or more computer-readable storage media encoded with instructions that, when
executed by one or more computers, cause the one or more computers to perform the

operations of the respective method of any preceding claim.
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