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Multi-factor Authentication Method

Technical Field

The present invention relates to multi-factor authentication of a user and/or a mobile
authentication device, wherein the use of a mobile telephone as the authentication device is

particularly preferred.

Background Art

Multiple factors are used for strong authentication. For example, an authentication object
(such as a smart card, an authentication calculator, a mobile device equipped with a
suitable software) and a biometric factor scanned by a specialized device (e.g., a
fingerprint reader). Secret information entered by the user (such as PIN, password, touch
screen pattern), or otherwise acquired from the environment is commonly used as a second
factor. This information entered by the user or otherwise acquired from the environment is
called the second factor.

Commonly commercially available specialized authentication objects must be equipped
with specialized technical means for scanning or inputting the second factor, and the user
must manipulate them properly to enter the second factor.

There are authentication solutions that scan an image, such as a QR code, with a built-in
camera. The user takes his mobile device and points its camera to the authentication image
to be scanned. The authentication software then recognizes the image and initiates the
authentication process.

The currently commercially available mobile devices, such as phones or tablets, are
equipped with two cameras, one camera being located on the side of the display (a so-
called "selfie" camera), and the other camera being located on the opposite side of the

device. Some devices also feature stereo cameras.

Summary of the Invention

The present invention provides a method for authenticating a user and/or a mobile device

by means of an authentication image and of a mobile authentication device provided with a
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display and with at least two cameras located on mutually opposite sides of the mobile
device, wherein the authentication image is scanned by a first camera of the mobile device
located on a side which is opposite to the side comprising the mobile device display, and at
the same time a biometric authentication factor from the head and/or body of the user is
scanned/captured by a second camera of the mobile device located on the side comprising
the mobile device display; the thus obtained data are then evaluated and, if the evaluation

result is positive, the user and/or the mobile device are authenticated.

The authentication image is an image destined for machine reading, such as a barcode, a
QR code. For example, the authentication image may be placed on a document or an
object, or displayed on an electronic device display (e.g., a computer, a tablet, a mobile
phone). The authentication image for displaying on an electronic device display can be
obtained, for example, by generating an image by a target application or by another

computer program.

When scanning the authentication image, the user takes his mobile device and points its
first camera to the authentication image to be scanned. Authentication software in the
mobile device recognizes the image and initiates the authentication process. Softwares for
scanning a machine-readable image, such as a QR code, usually display the image, which
is being scanned, on the mobile device display, and the user visually checks on the display
the correct location of the authentication image before and during scanning. This visual
check is naturally performed by the user at roughly the same position of the body, head,
face, eyes to the display and to the camera, respectively, to the entire device, while being in

the field of vision of the second camera located on the side of the mobile device display.

The biometric authentication factor can be any biometric characteristic that can be scanned
from the head and/or body of the user, in particular from the face or eyes of the user. When
this biometric authentication characteristic is scanned together (at the same time) with
scanning the authentication image, the present invention benefits from the fact that the user
automatically assumes the same position of the body, the head, and parts thereof, such as
the face and/or eyes while scanning the authentication image and checking its image and/or
location on the mobile device display, and the user is in the field of vision of the second

camera located on the side of the display. Thus, the user does not have to focus or force
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himself to assume a special position to scan the biometric authentication factor. Scanning a
biometric authentication factor is thus reproducible and does not require any separate step,

nor does it put an unnecessary burden on the user.

Preferably, the authentication mobile device is a mobile phone or a tablet. A vast majority
of commercially available mobile phones and tablets are currently provided with two

cameras suitable for performing the method of the invention.

The biometric authentication factor and the authentication image can be scanned
independently from each other in any suitable electromagnetic radiation wavelength range,
i.e. visible light range, or invisible radiation such as IR, UV radiation. Commercially
available are also mobile devices equipped with stereo cameras for 3D image scanning.
These cameras can also be advantageously used to scan both the biometric authentication

factor and the authentication image.

The advantages of the present invention include the fact that commonly available mobile
devices can be used as authentication devices. Therefore, the user does not need to
purchase any especially dedicated single-use biometric factor scanning devices. The user's
activity in scanning both factors at the same time is natural; the method prevents
unnecessary burdening of the user during the scanning of the biometric factor and does not
impose any additional requirements on the user. Furthermore, the security of authentication
is increased, and the potential attacker is in a more complicated situation than when any

other way of scanning biometric data is used for authentication.

It will be apparent to those skilled in the art that this method can be combined with the use

of other authentication factors.

It will be appreciated by those skilled in the art that other technical equipment in addition

to the second camera may be used for scanning the biometric characteristics of the user.

The authentication image and the biometric factor, and optionally other authenticated

factors scanned or inputted, are evaluated for authentication purposes by known methods.
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If the result of the evaluation is positive, the user is authenticated, i.e., it is confirmed that

it is the authorized mobile device and that an authorized person operates the mobile device.

A positive result of evaluation can typically include: compliance with predetermined
reference values, or a positive result of a cryptographic operation such as verification of
electronic signature value, or a predetermined minimum compliance with predefined

reference values, or a positive result of evaluation of various partial positive evaluations.

In one preferred embodiment of the invention, the authentication mobile device processes
the biometric authentication factor data (e.g., the image of the head, face, eyes, or other
part of the head, body, or a part thereof), and evaluates the processed data. The
authentication mobile device then transmits the result of the evaluation to the
authentication server. This can be done using known algorithms and methods of evaluation

of biometric data.

In one preferred embodiment of the invention, the authentication mobile device transmits
the scanned image of the head, face, eyes, or other parts of the head, body, or a part
thereof, carrying the biometric information, for processing to the authentication server as
part of the authentication process. The authentication server then evaluates the scanned

image, using known algorithms and methods of evaluation of biometric data.

In another preferred embodiment of the invention, the authentication mobile device
processes the scanned image of the head, face, eyes, or other parts of the head, body, or a
part thereof, carrying the biometric information, and performs a numerical transformation
of the scanned image into a set of derived data, so-called descriptors. Known algorithms
and methods of transforming biometric data may be used for the transformation. The
computed descriptors are then transmitted by the authentication mobile device for

evaluation to the authentication server as part of the authentication process.

In yet another preferred embodiment of the invention, the authentication mobile device
processes the scanned image of the head, face, eyes, or other parts of the head, body or a
part thereof, carrying biometric information, and performs numerical transformation of the

scanned image into a set of descriptors. Known algorithms and methods of transforming
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biometric data may be used for the transformation. The authentication mobile device then
modifies the computed descriptors by a pseudo-random authenticated shared secret and
transmits the data resulting from the modification to the authentication server as part of the
authentication process. The authentication server then uses the authenticated shared secret

for evaluation of the descriptors.

In still another preferred embodiment of the invention, the authentication mobile device
processes the scanned image of the head, face, eyes or other parts of the head, body, or a
part thereof, carrying biometric information, by means of a parametric transformation
using a pseudo-random authenticated shared secret, and transmits the result of the
transformation for processing to the authentication server as part of the authentication
process. The authentication server reconstructs the scanned image by means of inverse
parametric transformation using the pseudo-random authenticated shared secret, and
evaluates the scanned image data. This can be done by known algorithms and methods of

evaluation of biometric data.

In yet another preferred embodiment of the invention, the authentication mobile device
evaluates the scanned image of the head, face, eyes or other parts of the head, body, or a
part thereof, carrying biometric information (this can be done by known algorithms and
methods of evaluation of biometric data), and transmits the result of the evaluation to the

authentication server.

After authentication, the target application or service provider may allow the user, for
example, to access data, perform secure operations, and/or transmit data by an

authenticated channel.

The invention further includes a data processing device comprising means for carrying out

the steps of the method of the invention.

The invention further includes a computer program product comprising instructions which,
when the program is executed by a mobile authentication device and/or by an
authentication server, cause the mobile authentication device and/or the authentication

server to carry out the steps of the method of the invention.
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Example of carrying out the invention

A user uses as the authentication device a mobile phone with a display and two cameras
located on mutually opposite sides of the mobile phone. The authentication image is a QR
code printed on a document. The user launches on the mobile phone an authentication
application that uses the QR Code Reader application. The user then directs a first camera,
located on the opposite side of the mobile device than the side on which the display is
located, to the printed QR code. The QR Code Reader application displays on the mobile
device display the QR code and a frame in which the QR code must be placed during
scanning. At the same time, the authentication application uses a second camera, located
on the same side of the mobile phone as the display, scans/captures the image of the user's
face and reads or calculates biometric characteristics from the face image. During this
process, the user naturally assumes the same face position to the mobile phone, so the
scanning of the biometric characteristics does not imply any additional burden or any
additional procedure for the user. The data obtained by scanning the QR code and by
scanning the biometric characteristics of the user's face are then evaluated by known means
and, when the evaluation result is positive, the user and/or the mobile device is

authenticated.

Industrial applicability

The present invention provides a method of multi-factor authentication of a user and/or a
mobile authentication device, usable in particular when a mobile phone is used as the
authentication means (or electronic identification means). After a successful authentication
by means of the mobile phone, the application or service provider may allow the user, for
example, to access data, perform secure operations, and/or transmit data by an

authenticated channel.
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CLAIMS

1. A method of authentication by means of an authentication picture and a mobile
authentication device equipped with a display and at least two cameras located on mutually
opposite sides of the mobile device, wherein

- an authentication image is scanned by a first camera of the mobile device, said first
camera being located on a side of the mobile device which is opposite to the side
comprising the mobile device display, and simultaneously

- scanning a biometric authentication factor from the head and/or body of the user by a
second camera of the mobile device, said second camera being located on the same side as
the mobile device display;

- the data thus obtained are then evaluated and, when the evaluation result is positive, the

user and/or the mobile device is authenticated.

2. The method according to claim 1, wherein the authentication image is selected from the

group consisting of an image, a barcode, a QR code.

3. The method according to claim 1 or 2, wherein the biometric authentication factor is a

biometric characteristic scanned from the head part, in particular from the face or the eyes.

4. The method according to any one of the preceding claims, wherein at least one of the
cameras of the mobile authentication device is a stereo camera enabling 3D image

scanning.

5. The method according to any one of the preceding claims, wherein the authentication
image and/or the biometric authentication factor is scanned in the spectral range of light

visible by human eye.

6. The method according to any one of claims 1 to 4, wherein the authentication image
and/or the biometric authentication factor is scanned in the spectral range of radiation

invisible by human eye.
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7. The method according to any one of claims 1 to 6, wherein after scanning the
authentication image and the biometric authentication factor, the mobile authentication
device transmits the scanned image of the head and/or its part and/or body and/or its part,
bearing the biometric information, to the authentication server for processing as part of the

authentication process, and the authentication server then evaluates the scanned data.

8. The method according to any one of claims 1 to 6, wherein after scanning the
authentication image and the biometric authentication factor, the mobile authentication
device processes the scanned image of the head and/or its part and/or the body and/or its
part, bearing the biometric information, by means of a numerical transformation of the
scanned images into a set of descriptors, and the computed descriptors are then transmitted
by the mobile authentication device to the authentication server for evaluation as part of

the authentication process.

9. The method according to any one of claims 1 to 6, wherein after scanning the
authentication image and the biometric authentication factor, the mobile authentication
device processes the image of the head and/or its part and/or body and/or its parts, bearing
the biometric information, and performs a numerical transformation of the scanned image
into a set of descriptors, the computed descriptors are then modified by the mobile
authentication device by a pseudo-random authenticated shared secret, and the modified
descriptors are transmitted by the mobile authentication device to the to the authentication
server as part of the authentication process, and the authentication server then uses the

authenticated shared secret for evaluation of the descriptors.

10. The method according to any one of claims 1 to 6, wherein after scanning the
authentication image and the biometric authentication factor, the mobile authentication
device processes the scanned image of the head and/or its part and/or the body and/or its
parts, bearing the biometric information, by means of parametric transformation using a
pseudo-random authenticated shared secret and transmits the result for processing to the
authentication server as part of the authentication process, and the authentication server, by
means of inverse parametric transformation using the pseudo-random authenticated shared

secret, reconstructs the scanned image and evaluates it.
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11. The method according to any one of claims 1 to 6, wherein after scanning the
authentication image and the biometric authentication factor, the authentication mobile
device evaluates the scanned image of the head, face, eyes or other parts of the head, body,
or a part thereof, carrying biometric information, and transmits the result of the evaluation

to the authentication server.

12. A data processing device comprising means for carrying out the steps of the method of

any one of claims 1 to 11.

13. A computer program product comprising instructions which, when the program is
executed by a mobile authentication device and/or by an authentication server, cause the
mobile authentication device and/or the authentication server to carry out the steps of the

method of any one of claims 1 to 11.
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