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(57) Abstract: Example implementations may relate to a control system. The control system may predict a power disruption to a
power grid that includes a plurality of interconnected user nodes. The control system may determine a power distribution plan to
mitigate the power disruption based on a policy
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framework that includes profiles of the user nodes. The power distribution plan may be to route power between user nodes to mit-
igate the power disruption. The control system may transmit control signals over a network to the user nodes to implement the
power distribution plan.
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1.

POWER DISTRIBUTION PLAN

BACKGROUND
160017 An electrical utility provider may supply power from a power plant to
residential and commercial consumaers via a power grid. Consumers may
experience power disruptions due 1o various causes, such as faults at the power
plant, damage to the power grid, and high consumer demand. Individual
consumers may mainiain backup generators {o privately mitigate power

disruptions.

Brier DESCRIPTION OF THE DRAWINGS
[0002]  Various examples will be described below with reference to the

following figures.

[0003]  FIG. 1 is a block diagram showing an example control system to

determine a power distribution plan.

[0004]  FiG. 2 is a block diagram showing an example control system to

determine a power distribution plan.

{80051 FIG. 3 is a block diagram showing an example control system (o

determine a power distribution plan.

[0006] FIG. 4 is a flow diagram of an example method for determining a power

distribution plan.

00071 FiG. 5is a flow diagram of an example method for determining a power

distribution plan.

[0008]  FiG. 8 is a flow diagram of an example method for determining a power

distribution plan.

[0009]  FIG. 7 iz a block diagram showing a non-transitory, machine-readable
medium encoded with example instructions to determine a power distribution

plan.
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2.

DeTalLED DESCRIPTION
[G0101 A power plant operated by a utility provider may deliver power {e.g.,
electric power) to residential and commercial consumers by way of a power grid,
which may include power lines, substatlions, and other related infrastructure. In
some cases, the power grid or the power plant may operate abnormally due to
conditions such as consumer demand in excess of ulility provider supply
capacity, equipment faiiure or weather related damage at the power grid or power
plant, and faulis within the power grid or the power plant. In such cases,
coONSUMers may experience power disruptions such as blackouts (& total loss of
power) or brownouts {a drop in voltage of power). Some consumers may have
local power sources to generate power independent of the utility provider and to
privately mitigate a power disruption. Accordingly, a resilient systern to predict
power disruptions and {o coordinate a power distribution among consumears may

be useful to mitigate power disruptions.

{0011} Referring now o the figures, FIG. 1 is a block diagram showing an
example control system 100 that may determine a power distribution plan. The
controf system 100 may be a computing device, such as, for example, a server, a
deskiop compuler, a workstation, a laptop computer, or the like. The control
system 100 may comprise various modules, such as an analysis module 102 and
a communication module 104, which will be described further herein below. As
used herein, the term "module” may refer to a set of instruclions encoded on a
machine-readable medium of a2 device {e.g., control system 100) and executable
by a processor of the device. Additionally or alternatively, a module may include
a hardware device comprising electronic circuitry for implementing the
funclionality described below. The control system 100 may include a network
interface 106 suitable for communicating over a network 110, such as a local
area network, a wide area network, a virtual private netwaork, a dedicated infranet,
the Internet, a wireless network, a satellite network, a cellular network, a cloud
gnvironment, or the like. For example, the network interface 106 may be a wired

or wireless interface.
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[0012]  The control system 100 may communicate by way of the network 110
with enlities of a power grid 120. The power grid 120 may comprise a plurality of
user nodes 122 {e.g., user nodes 122-1, 122-2, 122-N, efc.) and may also
comprise a utility provider 124, in some implementations, the control system 100
acts as a separate and independent third-parly with respect (o the user nodes
122 and the utility provider 124. The utility provider 124 may include a power
plant {e.q., a fossil fuel plant, a nuclear plant, a solar plant, a hydroelectric plant,
a wind plant, & gecthermal plant, or the like} or a company that controls the sale
and distribution of power from a power plant. In some instances, a user node
122 may be a residential user node {(aiso referred t0 as a residential consumer),
such as a single-family home, a muiti-family home, a mobile home, or the like. In
other instances, a user node 122 may be a commercial user node {or commercial
consumer), such as a retail establishment, a hospital, a transportation hub or
facility, or any other user node that is not categorized as a residential user node.
Each user node 122 may include various power consuming appliances, such as
lighting, domestic appliances {e.g., HVAC system, refrigerator, washing machine,
cormputer, television, etc.}, an slectric vehicle charging station, or other
electrically powered equipment. Accordingly, the user nodes 122 generally may
be deemed consumaers of the power grid 120. In some instances, at least oneg of
the user nodes 122 may generate power. For example, a user node 122 may
include a local generalor {e.qg., & solar panel/array generator, a wind turbine
generator, a back-up generator, or other similar sources of power), and the
amount of power generated by the local generator may offset consumption at the
user node, salisfy consumption at the user node, or exceed consumption at the
user node. A user node that generates power may sell power to the utility
provider 124 or share/sell io other ones of the user nodes 122, as will be

described below.

[0013]  The user nodes 122 and the utility provider 124 of the power grid 120
may be interconnected by power lines 126 {e.g., ransmission lines and/or
distribution lines). Power may be routed over the power lines 120, for example,

from the utility provider 124 to various ones of the user nodes 122, from a user
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node 122 to the utility provider 124, or from a user node to another user node. In
some implementations, each of the user nodes 122 may be individually
addressable for the purpose of power delivery and routing, such as between user
nades, and more particularly, as coordinated by the control system 100 in a
manner described below. For example, each user node 122 may include an
addressable power gateway o interface with the power lines 126 and the power
grid 120. In some implementations, the addressable power gateway may also
include a network interface by which the user communicales with the network
110, as described above. Moreover, the power gateway may further control
distribution of power within the user node 122, such as to different sockets,
circuils, devices, equipment, or appliances. Such an addressable power gateway
may be in addition fo or in substitution of electric meters instalied at many user
nades 122, Additionally, the power grid 120 may include power routers that can
route power along the appropriate power lines 126 o reach an addressed one of
the user nodes 122. Accordingly, in some implementations, the power grid 120
may be deemed to function in & manner analogous o a computing network for

routing data between computing nodes.

[0014]  As described above, the contral system 100 may include an analysis
module 102 and a communication module 104. The analysis module 102 may be
to predict a power disruption to the power grid 120 (comprising the plurality of
user nodes 122 and the ulilily provider 124, where al least one user node 122
generates power). In some implementations, the analysis module 102 may
predict a power disruption by analysis of various factors individually or in any
combination, in a manner described further herein below with respect to FIG. 4.
Such factors for analysis may inciude, for exampie, power usage patlems of the
power grid 120, power fluctuations of the power grid 120, and weather forecasts.
As part of the power disruption prediction, the analysis module 102 may specify
particular ones of the user nodes 122 that may be affected by the power
disruption, the nature of the power disruption {e.g., estimated time and duration,
blackout or brownout, etc.}, and a likelthood or probability that those user nodes

will be affected.
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[0015]  The analysis module 102 also may be to determine a power distribution
plan to mitigate (or prepare for) the power disruption based on a policy
framework. In some implementations, the analysis module 102 may determine
the power distribution plan in response to predicting a power disruplion. As
described above, a power disruplion may be a condition wherein the user nodes
122 do not receive sufficient power, owing to failures, faulls, or damage of the
power grid 120 or the utility provider 124, As a general example then, the
analysis module 102 is fo coordinate distribution of available power on the power
grid 120 among the user nodes 122. For example, distribution of available power
may mean a load rebalancing or power rationing to make use of a reduced power
supply from the utility provider 124 or may mean a distribution of power
generated by some of the user nodes 122, Such distribution may be based on
various premises, such as need-based or economic drivers. As a resull of the
distribution of available power according to the analysis module 102, some user
nodes may receive uninferrupted or continuocus supply of power when the
predicted power disruption occurs and/or a number of user nodes affecled by the

power disruption may be minimized.

[0G16] in some implementations, the power distribution plan may be o route
power between the user nodes 122 {i.e., a peer-lo-peer power sharing or power
sale, as will be described below), which may mitigate the power disruption with
respect to al least some of the user nodes 122, In some implementiations, the
power distribution plan may be to modify {e.g., reduce) power consumption of a
user node 122, which may mitigate the power disruplion at least with respect (o
the utility provider 124 by, for example, reducing load on the utility provider 124.
In some implementations, the power distribution plan may be o insiruct or control
a user node 122 to store power in a storage device at the user node 122 {e.g.,
fiywheels, batteries, capacitors, or the like) in preparation for the predicted power

disruption.

{00171 More particularly, as described above, the analysis module 102 may
determine {or develop) the power distribulion plan based on a policy framewark.

The policy framework may include profiles of the user nodes 122 for power
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sharing and/or profiles of the user nodes 122 for power consumption
modification, and may be in the form of a database. The policy framework also
may include a designation of each user node 122 as a power consumer and/or a
power generator, and a power generation capacity for a user node designated as
a power generator. The policy framework is flexible and may include other
preferences of the user nodes 122 as pertains 1o power generation, consumption,
and distribution, in addition or as an alternative {o the profiles and preferences
described herein. In some implementations, the policy framework may be stored
at {or otherwise accessible by} the control system 100, in 2 machine-readable
medium, memory, or storage, for example. The profiles included in the policy
framework may be regisiered individually by each user node 122, for exampile, by
way of 3 web-based interface or application. Some example user node profiles

and preferences of the policy framewaork will now be described.

[0018]  iIn some implementations, the profile of a user node 122 may include a
priority level for power disruption mitigation at that particular node, the priority
level being associaled with a job of that particular node. For example, a iife-
critical or safety-critical user node, such as a medical facility or a transit system
{e.g., raliroad signaling systems, air traffic control lowers, elc.), may indicate a
high priority level for receiving power in the event of a predicted (or ongoing)
power disruption. In comparison, a retail location user node (e.g., a store} or a
residential user node may indicate a lower priority level for receiving power in
response o a disruption to the power grid 120. In some implemeniations, the
priority level at a particular node may be specified at finer levels of granularity,
such as per subsystem within a user node 122 (e.g., emergency lighting, fire
supprassion system), per specific rooms within a user node building, per specific
appliances or equipment at the user node, elc. The analysis module 102 may
atternpt to distribute power first to higher priority level user nodes when

determining the power distribution plan.

10019] In some implementations, the profile of a user node for power sharing
may include a preference for a user node (e.g., 122-1} to provide power to

another particular user node (e.g., 122-2}, based on need or personal preference
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and either gratis or for a fee. The profile may include the identity of that another
particular user node. To illustrate, a resident of a first user node (e.g., 122-1)
may wish {o share power with ancther user node (e.g., 122-2) because of a
friendship or familial relationship. As another illustration, a resident at a first user
node (e.g., 122-1) may be aware that a neighboring resident at a second user
node {(e.g., 122-2) is less tolerant of a power disruplion {e.q., the neighboring
resident may rely on electrically powered home medical equipment)}, and the
resident of the first user node {e.g., 122-1) therefore may choose to indicate in
their profile a preference o provide {by sharing or selling) power to the second
user node {(e.g., 122-2) in the event of & power disruption, thus mitigating the
power disruption at least as 1o the second user node (e.g., 122-2). In order for
the first user node {e.g., 122-1} to send power to the second user node {e.g.,
122-2}, the first user node (e.g., 122-1) may be a power generating user node in
some examples. Additionally or alternatively, in other examples, the first user
node (e.g., 122-1) may be unaffected by the power disruption experienced by the
second user node {e.g., 122-2) and thus have power {o route to the second user
node {e.g., 122-2). The analysis module 102 may incorporate the above-
described power sharing preferences when delermining the power distribution

plan.

[G020] In some implementations, the profile of a user node 122 for power
sharing may include a power pricing model. A power pricing model may be used
when, in the event of a power disruplion, a user nade {e.g., 122-1) that generales
power is willing to sell generated power and another node wants to buy power
{e.g., 122-2} in order to miligate the power disruption, and such nodes may be
deemed a seller user node and a buyer node, respectively. in some
implementations, the selling user node {e.g., 122-1} may be willing to sell power
that it receives from a utility provider 124. A power pricing maodel may include
preferences and rules of a user node as a seller, a buyer, or both a sellerand a
buyer. Example aspects of the power pricing model of a usernode 122 as a
seller may include a desired sales price of shared power {e.g., a preferred,

minimum, and/or target sales price}, a time of day for selling {e.g., when a
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resident of a seller user node is away and has less personal need for generated
power), and an amount of power the user node is willing to sell. Example
aspects of a power pricing model of a user node 122 as a buyer may include a
maximum buy price, a time of day for buying, and a characleristic of received
power {e.q., generated by another user node power or sourced from a ulility
provider, power quality, voltage magnitude, frequency stability, proximity of the
seller user node, power conditioning, efc.). In some implementations, the
analysis module 102 may determing the power distribution plan by malching a
seller user node {e.g., 122-1) and a buyer user node {e.g., 122-2}, from among
many seller user nodes and buyer user nodes, according to an auctioning
process or a cosi-benefit analysis using the policy framework, as will be

described in greater detail below.

10021} in some implementations, the profile of a user node 122 for power
consumption madification includes a prioritized schedule for modifying appliance
power consumption at the particular user node. For example, appliance power
consumption may be modified by shutling down an appliance, reducing an
amount of power supplied o or consumed by an appliance, modifying the time or
duration of operation of an appliance {(and thus the time or duration of power
consumption), or operating the appliance in an economy mode. Because a user
node 122 may include or operate multiple appliances, power consumption
modification of those appliances may be prioritized {e.g., at a residential user
nade, powering an HVAC system may be deemed maore important than powering
an electric vehicle charging station, and thus the corresponding profile may
prioritize modifying/reducing power to the charging station before
modifying/reducing power (o the HVAC systermn). An analysis module 102 may
use the prioritized schedules in the policy framework to determine a power
distribution plan that rebalances load on the power grid 120 to mitigate a
predicted power disruption {for exampile, when the power grid 120 is not

damaged bul user consumption is high, as during exireme hot or cold weather).

(00221  Accordingly, the analysis module 102 can determine or develop a

power distribution plan to mitigate a power disruption of the power grid 102 based
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on a policy framework. Various factors, which may be complementary or
compeling in nature, may be integrated in the policy framework, and analysis of
the faclors by the analysis module 102 may lead o an optimal power distribution

outcome in some cases.

[0023]  The communication module 104 may send a control signal to al least
one of the user nodes 122 to implement the power distribution plan. For
exarmple, the communication module 104 can send the control signal o the user
nodes 122 by way of the network interface 106 and the network 110, in some
implementations, the conlrol signal may insiruct a user node {e.g., 122-1) to routs
power to another user node {e.g., 122-2) according to the power distribution plan.
In some implementations, the control signal may instruct a user node 122 t0
modify its power consumption according o the power distribution plan. In some

implementations, the control signal may instruct a user node 122 to siore power.

[0024]  In some implementations, the communication module 104 may also
send a nolification {o a user device associated with a particular user node
regarding the implementation of the power distribution plan. The user device
may be, for example, a smart phone, a wearable device, a tablet computing
device, a laptop computer, a desktop computer, an on-board vehicle-based
computer, or the like. The nolification may be (o notify a user of the user device
{and thus a userfresident of the particular user node) if the power distribution plan
is to route power to or from the particular user node. The notification may be to
notify the user of a user node if the power distribution plan is o modify power

consumption of the user node.

[0025]  iIn some implementations, the control system 100 may be independent

from the user nodes 122 and the utility provider 124, Accordingly, in the event a

utility provider 124 fails or goes offling, the control system 100 may be still able to
mitigate disruption {o the power grid 120, for exampile, by coordinating power

sharing between the user nodes 122 over the network 110.

[0028] FIG. 2 is a block diagram of an example control system 200 that may

determine a power distribution plan. The control system 200 may be a computing
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device, such as, for example, a server, a deskiop computer, a workstation, a
laptop computer, or the like. The control system 200 may include a network
interface 200 for communicaling, by way of a network 210, with user nodes 222
andfor a utility provider 224 of a power grid 220. The network interface 206, the
network 210, the power grid 220, the user nodes 222, and the utility provider 224
may be analogous in many respects o the network interface 106, the network
110, the power grid 120, the user nodes 122, and the utility provider 124 of FIG.
1, respectively. For example, as with the user nodes 122 and the utility provider
124, the user nodes 222 and the utility provider 224 may be interconnected by
power lings 226. Additionally, the user nodes 222 may be individually
addressable for the purpose of power delivery and routing (2.9, by an
addressable power gateway at each user node). In some implementations, the
control system 200 may monilor or track the power routed through the power grid

220, by querying the power gateway at each user node 222 for example.

(00271  In some implementations, the control system 200 may be ong of a
plurality of control systems connected o the network 210, For example, as
depicted in FIG. 2, another control systemn 230 may be connected to the network
210, in addition to the control system 200, As with the control system 200, each
of the control systems {e.g., the ancther control system 230) may be a computing
device, such as a server, a deskiop computer, a workstation, a laplop computer,
or the like. Each of the conirol systems may be in communication with other
ones of the control systems by way of the network 210 {e.g., the control systemn
200 may communicate with the ancther control system 230}, In some
implementations, the control system 200 and at least one other control system
{e.g., ancther control syslem 230) may operate together, over the network 210 for
axample, to determine the power distribution plan {and to perform other
functionality described herein) in parallel, in a distributed manner, and/or for

redundancy.

[0028]  The control system 200 may comprise varicus modules, including an
analysis module 202, a communication module 204, a fallover module 207, and a

billing module 208. The analysis module 202 and the communication module



WO 2016/144357 PCT/US2015/020085

11 -

204 may be analogous in many respects (o the analysis module 102 and the
communication madule 104 of the controf system 100, respectively. For
axample, as with the analysis module 102, the analysis module 202 may predict
a power disruption to the power grid 220 and delermine a power distribution plan
to mitigate the power disruption based on a policy framework that includes
profiles of the user nodes 222, Also, as with the communication module 104, the
communication madule 204 may send a control signal to atleast one of the user
nodes 222 to implement the power distribution plan and/or may also send a
notification to a user device associated with a user node regarding the

implementation of the power distribution plan.

10029]  Additionally, the analysis module 202 may match a seller user node
{e.g., 222-1) and a buyer user node (e.g., 222-2) in a power routing transaction,
based on their respective profiles for power sharing from the policy framework.
As described above with respect to the control system 100, a profile for power
sharing may include aspects such as: a desired sales price of shared power {e.g.,
a preferred, minimum, and/or target sales price), a lime of day for selling, an
amount of power the user node is willing to sell, a maximum buy price, a time of
day for buying, and a characteristic of received power. The analysis module 202
may utilize a cost-benefil analysis, an auctioning process, or any other economic
model fo delerming parameters of the power routing transaction, such as, for
example, the parties to the transaction (seller and buyer user nodes) and a
mutually acceptable price and amount of power to be routed from the selier user
nade {e.q., 222-1) to the buyer user node {e.g., 222-2). The communication
model 204 may then send a control signal {o the user nodes, particularly the
seller user node {e.g., 222-1} and/or the buyer user node (e.g., 222-2}, to route
power according to the power routing transaction. The billing module 208 may
track an amount of power routed from the seller user node to the buyer user
node, by monitoring the power gateways at each user node, for example. The
billing module 208 may bill the buyer user node {e.g., 222-2} on behalf of the

seller user node {e.g., 222-1) for the amount of power routed, based at least in
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part on the power routing fransaction parameters determined by the analysis
module 202.

[0030]  In a case where the control system 200 itself or the network 210 {or a
part thereof) is affected by the power disruption or fails for any other reason,
another control system {e.g., ancther control system 230) may take up control of
the power distribution plan, that is, the another control system 230 may determine
the power distribution plan to mitigate the power disruption. In some
implementations, the control system 200 includes a fallover module 207 that may
transfer at least partial control (Up to complete control) of the power distribution
plan to another control system 230 on the network 210, The ancther control
system 230 may take up control of the power distribution plan either in response
to the control system 200 {e.g., in response to instruclions pushed by the Tailover
module 207), automatically {e.g., by pulling information from the failover module
207}, or semi-automalically. In some implementations, the funclionality of the
control system 200 may be deemed to be replicated on the anocther control
system 230. By virtue of the control system 200 (and particularly the failover
module 207) being in cormmunication with another control system 230 over the
network 210, miligation for power disruptions to the power grid 220 may be

performed in a resilient manner.

(00311  FiG. 3 is a block diagram of an example control system 300 that may
determine a power distribution plan. The control systerm 300 may include a
network interface 306 to communicate with a network. The control system 300
may include an analysis module 302 o predict a power disruption to a power grid
comprising a plurality of user nodes and a utility provider interconnected by
power lines, where at least one user node generates power. The analysis
module 302 also may determine a power distribution plan to miligate the power
disruption based on a policy framework that includes profiles of the user nodes
for power sharing and for power consumplion madificalion, the power distribution
plan to route power between the user nodes over the power lines or to modify
power consumption of a user node. The confrol system 300 may include a

communication module 304 to send a control signal through the network interface
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306 and via the network o at least one user node o implement the power

distribution plan, the user nodes being in communication with the network.

00321 FIG. 4 is a flow diagram of an example method 400 for determining a
power distribution plan for a power grid. Method 400 may be described below a3
being executed or performed by a control system such as control system 100 of
FIG. 1. Various other suitable systems may be used as well, such as, for
example, control system 200 of FIG. 2 or conlrol system 300 of FIG. 3. Method
400 may be implemented in the form of execuiable instructions stored on at least
one machine-readable storage medium and execuled by al least one processor
of the control system 100, and/or in the form of electronic circuitry. In some
implementations of the present disclosure, one or more blocks of method 400
may be execuled substantially concurrently or in a different order than shown in
FIG. 4. In some implementations of the present disclosure, method 400 may
include more or less blocks than are shown in FIG. 4. in some implementations,
one or more of the blocks of method 400 may, at certain times, be ongoing and/or

may repeatl.

[0033] The control system described herein as performing at least some of the
functionality of method 400 may communicate electronically over a network with
a plurality of user nodes of a power grid. In some implementations, the power
grid also includes at least one utility provider, and the control system may
communicale with the utility provider over the network. In some implementations,
at least one user node is a residential or a commercial customer, and at least one
user node generates power {e.g., by a local solar panel/array generator, a wind
turbine generator, or the like). The user nodes may be interconnected by power
lines and may also be individually addressable, such that power may be delivered
to a particular user node over the power lines. The utility provider also may be

connected to the user nodes by the power lines.

[0034]  Method 400G may start at block 402 and continue to block 404, where a
controf system {e.g., confrol system 100, and more particularly, the analysis
module 102} may predict a power disruption to a power grid {(e.g., power grid

120} comprising a plurality of interconnected user nodes {e.g., user nodes 122).
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In some implementations, the control system 100 may predict a power disruption
by analysis of various faciors individually or in any combination, and more
particularly, by analysis of patlerns of the various factors and correlations
between the various factors. Such factors for analysis may include, for exampie,
power usage patierns of the power grid, power fluctuations of the power grid
{e.g., transient electromagnstic events caused by lighining, over-voilage
scenarios, over-current scenarios, ete.), and weather forecasts. Sorme of the
various faclors, particularly the power usage patterns and power fluctuations of
the power grid, may be deiected by the control system 100, or received by the
control system 100 from power monitoring sensors on the power grid. As part of
the power disruption prediction, the control systermn 100 may specify particular
ones of the user nodes that may be affected by the power disruption, the nature
of the power disruption {e.g., estimated time and duration, blackout or brownout,
etc.), and a likelihood or probability that those user nodes will be affected. Inone
Hustration, the control systermn 100 may detect and analyze iransient power
fiuctuations on the power grid 120 and correlale {causally, temporally, and/or
spatially) such fluctuations with weather events identified in weather forecasis to
predict a highly likely and imminent (e.g., within a time scale of minutes to hours)

power disruption to the power grid.

10035] At block 406, the control system 100 may determine a power
distribution plan based on a policy framework, {0 route power between user
nades to mitigate the power disruption, and more particularly, between a sharing
user node and an at-risk user node, as will be described below. The policy
framework may include profiles established {registered) by each of the user
nodes, and sach profile may include at least one of an atiribule or preference of
the user node. The profile framework may be analogous in many respects to the
profile framework described above with respect o FIG. 1. Examples of the
content of a profile include: a power consumer designation (i.e., indicating that
the user node consumes power from the power grid), a power generator
designation {i.e., indicaling that the user node can generate power for disiribution

to other user nodes and/or the utility provider), a power generation capacity {i.e.,
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indicating how much power the user node generates, when the user node
generates power, elc.), an identity of another user node to which a particular
node prefers o send power, a priority level for power disruption mitigation based
on a job of the particular node {e.g., whether the user node performs a life-critical
or safety-critical job}, etc. Other examples of the user node profile content
include preferences for power routing fransactions {sales) between user nodes,
such as a power pricing model and a desired characteristic of received power. In
another example, a user node profile may also include a prioritized schedule for
moditying appliance power consumption al a particular user node {e.g., indicaling
an order of powering off appliances at the user node, allowable times of day to

reduce power consumed by appliances, economy modes of the appliances, efc.).

[0036]  The power distribution plan determined by the control system 100 at
block 406 may be to route power from a sharing user node to an at-risk user
nade to miligate the power disruption. For example, if the power grid is unable to
meet power demand by a user node in a predicled power disruption, that user
node may be deemed an at-risk user node {particularly if the al-risk user node
has indicated a job-related high priority level in its corresponding policy
framework profile). A sharing user node may be a user node that is able and
wiiling {per its policy framework profile) to share or sell power with at-risk user
nodes, from its own generated or stored power or by sharing some of the power
the sharing user node receives from the power grid. The conirol system 100 may
match sharing user nodes and an at-risk user nodes based on the policy
framework and may compile the match or matches into the power distribution

plan.

[G037]  Additionally or alternatively, in some instances a predicted power
disruption may be a resull of the utility provider being unable to meetf demand of
the power grid, and the power distribution plan may be (o modify power
consumption of a user node, deemed a mitigating user node, according to the
prioritized schedule associated with the mitigating user node in the policy
framework in order o reduce demand for power and thus mitigate the power

disruption with respect {o the utility provider. The power distribution plan
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determined at block 406 may further include other actions, such as the following

gxamples, depending on the nature of the predicted power disruption.

[0038]  Additionally or alternatlively, the power distributlion plan may be {o store
power at at least one of the user nodes to mitigate the power disruption {(e.g.,
where the power disruption may be predicted based on a forecasted severs
weather event). For example, a user node may be equipped with a power

storage device, such as a batltery, capacitor, fiywheel, or the like.

[0039] At block 408, the control system 100 may transmit control signals over
the network (o the user nodes 1o implement the power distribution plan
determined at biock 408, As described above, the power distribution plan may
vary depending on the policy framework and the predicted power disruption, and
the control signals may vary accordingly. For example, a control signal may
instruct a user node {a sharing user node) to route power to another user node
{an al-risk user node}, and more particularly, to an addressable power gateway of
the another user node. A conirol signal may instruct the user node to modify
power consumption of appliances at the user node. A control signal may instruct
the user node 1o store power at a power storage device at the user node. Afler
block 408, the method 400 may end at block 410.

[00401  FIG. §5is a flow diagram an example method 500 for determining &
power distribution plan for a power grid. Method 500 may be described below as
being executed or performed by a control systern such as control system 100 of
FiG. 1, although other suitable systems may be used as well, such as, for
axample, control system 200 of FIG. 2 or control system 300 of FIG. 3. Method
500 may be implementad in the form of executable instructions stored on at least
one machine-readable storage medium and execuled by al least one processor
of the control system 100, and/or in the form of electronic circuitry. In some
implementations of the present disclosure, one or more blocks of method 500
may be execuled substantially concurrently or in a different order than shown in
FIG. 5. In some implementations of the present disclosure, method 500 may
include more or less blocks than are shown in FIG. 5. In some implementations,

one or more of the blocks of method 500 may, al certain limes, be ongoing andfor
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may repeat. In some implementations, some blocks of method 500 may be
performed in parallel with, before, andior after blocks of other methods described
herein, such as method 400 and method 800. The control system, the power
grid, the user nodes, and the utility provider described herein with respect to
method 500 may be analogous in many respects o the similarly named elemenis

described above with respect to method 400 {as well as FIGS. 1 and 2).

(00411  Method 500 may start at block 502 and continue 1o block 504, where
the control system 100 may register a profile of a particular user node {e.g., any
one of the user nodes 122} into a policy framework. For example, in some
implementations, a user associated with the particular user node may complete
and transmit a profile of the user node o the control system 100 through a web-
based interface {accessible by a web browser), a smartphone application, or the
like. The control system 100 may register the particular user node's profile in the
policy framewaork, which may be stored as a database at (or otherwise accessible
by} the control system 100, Block 504 may be performed for a plurality of user
nodes. The contents of a profile of a particular user node may be analogous in
many respects o the example contents described above with respect (o FIG. 4,
and may include: a power consumer designation, a power generator designation,
a power generatlion capacily, an identily of another user node o which the
particular node prefers to send power, a priority level for power disruption
mitigation based on a job of the particular node, a power pricing model, a desired
characteristic of received power, or & prioritized schedule for modifying appliance

power consumption at the particular user node.

[0042] At block 508, the control system 100 may determing a power
distribution plan in a manner analogous in many respects (o block 406 of method
400. The control system 100 may determine the power distribution plan based
on the policy framework, and more particularly, the profile{s) regisiered by
performing block 504, The control system 100 may then implement the power
distribution plan by sending control signals to the user nodes, as described above
with respect to block 408 of FIG. 4.
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[0043] At block 508, the control systemn 100 may send a notification to a user
device associaled with a user node affected by the power distribution plan
determined atf block 506. The user device may be, for example, a smart phone, a
wearable device, a tablet computing device, a laplop computer, a deskiop
computer, an on-board vehicle-based computer, or the like. The notificalion may
be to notify a user of the user device (and thus user/resident of the associated
user node) if the power distribution plan is to route power to or from the user
node. The notification may be to notify the user of the user device if the power
distribution plan is to modify power consumption of the user node. After block
508, method 500 may end at block 510.

[8044]  FIG. 6 is flow diagram of an example method 800 for determining a
power distribulion plan for a power grid. Method 800 may be described below as
being executed or performed by a control system such as control system 200 of
FIG. 2, although other suitable systems may be used as well, such as, for
exampie, control system 100 of FIG. 1 or control system 300 of FIG. 3. Method
600 may be impiemented in the form of execuiable instructions stored on al least
one machine-readable storage medium and executed by at least one processor
of the control systermn 200, and/or in the form of electronic circuitry. In some
implementations of the present disclosure, one or mare blocks of methad 600
may be execuled substantially concurrently or in a different order than shown in
FiG. 6. In some implementations of the present disclosure, method 600 may
include more or less blocks than are shown in FIG. 8. In some implementations,
one or more of the blocks of method 600 may, at certain times, be ongoing and/or
may repeat. In some implementations, some blocks of method 600 may be
performed in parallel with, before, andior after blocks of other methods described
herein, such as method 400 and method 500. The control system, the power
grid, the user nodes, and the utility provider described herein with respect to
method 600 may be analogous in many respects {o the similarly named elements

described above with respect to method 400 {as well as FIGS. 1 and 2).

(00451 Method 800 may begin at block 602 and continue to biock 604, whers

the control system 200 may register a profile of a particular user node into a
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policy framework. Block 804 may be analogous in many respects to block 504.
In particular, the user node profile registered at block 804 may include a power
pricing model that describes the preferences and rules of a user node for buying
power from another user node and/or for seliing power to another user node. In
some implementations, the power pricing model may be analogous to the power
pricing model described above with respect to FIG. 1. For example sales-related
aspects of the power pricing model may include a desired sales price of power
{e.g., a preferred, minimum, and/or target sales price), a time of day for selling
{e.g., when a resident of a seller user node is away and has less personal need
for generated power), and an amount of power the user node is willing 1o sell.
Example buying-relaled aspects of a power pricing model may include a
maximum buy price, a time of day for buying, and a characteristic of received
power {e.q., generated by another user node power or sourced from a ulility
provider, power qualily, voltage magnitude, freguency stability, proximity of the

seller user node, power conditioning, etc.).

[0046] At block 606, the control system 200 may analyze power pricing
models of user node profiles of the policy framework {o match a seller user node
and a buyer user node for a power routing transaction. The control systermn 200
may also determing parameters of the power routing transaction, such as, for
gxample, a mutually acceplable price and an amount of power o be routed from
the seller user node o the buyer user node. In some implementations, the
control system 200 may deem or classily, for example, user nodes that registered
a power generalor designation in their policy framework profiles, user nodes that
registered sales-related aspects in a power pricing model of their policy
framework profiles, or user nodes that are not currently or predicied to be
affected by a power disruption, o be selier user nodes. The control system 200
may also deem or classify, for example, user nodes that are currently or

predicted {o be affected by a power disruption o be buyer user nodes.

[0047]  In some implementations, the control systemn 200 may analyze the
power pricing models, including the preferences and rules therein, using a cost-

benefit analysis. In one illustration, a buver user node may have configured its
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power pricing model to prefer or require buying power from the lowest cost/lowest
priced provider, regardiess of the source of the power, whether from the utility
provider {e.g., direclly or via another user node) or from ancther user node {e.g.,
solar power from a neighboring user node). Additionally or alternatively, the
buyer user node may have configured its power pricing model to indicate a
preference or a willingness to pay a premium {e.g., $0.02/kWhr) for power from
the utility provider over a non-guaranieed power supply from the another user
nade’s solar array, for example. Depending on the situation (which the control
system 200 may ascertain from nelwork-connected data sources), such as
weather-related conditions affecling solar power {e.g., cloud coverage), the
contrad systermn 200 may find a seller user node Tor the idllustrated buyer user node
that balances the benefit of uninterrupted power against the monetary cost, as
set forth in the buyer user node’s profile {i.e., power pricing model}. Accordingly,
by analyzing power pricing models and the user node preferences and rules
contained therein using a cost-benefit analysis at block 6086, the control system
200 may possibly optimize the maitch of seller user nodes and buyer user nodes

in different situstions.

[0048]  in some implementations, the control system 200 may analyze the
power pricing models af block 806 using an auctioning process {e.g., an
automaled sealed-bid second-price auction, a Dutch auction, a reverse auction,
or the like). In one non-limiting example scenario, if the seller user nodes
outnumber the buyer user nodes, the control system 200 may auction off units of
available power of the buyer user nodes to the highest bidding seller user nodes,
based on the maximum buy price in the policy framework profiles of gach selier
user node. In ancther non-limiting example scenario, if the buyer user nodes
outnumber the seller user nodes, the control system 200 may maich a buyer user
nade to a seller user node offering the lowest price bid, based on a minimum

sales price of power in the policy framework profiles of the seller user nodes.

[0049]  Other aspecis in the policy framework may affect the analysis
performed at block 808, For example, a power characteristic preference in the

user node profiles of the policy framework may impact, for example, the proximity
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of user nodes that are maiched for power sharing. A time of day for sharing,
buying, or selling power may also affect which users may be maiched. Block 606
may be performed as part of the power distribution plan determining step at block
406 of method 400 or block 506 of methad 500.

(00501 At block 808, the control system 200 may track an amount of power
routed from the seller user node to the buyer user node maiched at block 8086.
For example, by virtue of each user node being individually addressable for the
purpose of power delivery as described above (e.q., via an addressable power
gateway), the amount of power routed from the seller user node to the buyer user
node may be reported by those nodes to the control system 200.

[G051] At block 610, the control system 200 may bill the buyer user node on
behalf of the seller user node for the amount of power routed. For example, the
billed price may be calculaled by mulliplying an agreed-upon power sales price
determined at block 606 by the amount of routed power as tracked by block 608.
in some implementations, blocks 606, 648, 610 may be performed by the billing
module 208 of the conirol system 200. After block 610, the method 800 may end
at block 612,

[0052] FIG. 7 is a block diagram ilfustrating a control system 700 that includes
a machine-readable medium encoded with instructions o determine a power
distribution plan according to an example implementation. In some example
implementations, the control system 700 may be or form part of a computing
device, such as a server, a deskiop computer, a deskiop computer, a
workstation, a laptop computer, or the like. In some implementations, the control
system 700 may communicate with at least some entities of a power grid,
including user nodes and a ulllity provider. The entities of the power grid may be
interconnected by power lines, such that power may be routed between different
ones of the entities (e.g., utility provider to user node, user node to user node, or

user node to utility provider).

[0053]  In some implementations, the control system 700 is a processor-based
system and may include a processor 702 coupled to a machine-readable medium

704. The processor 702 may include a central processing unit, a multiple
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processing unit, a microprocessor, an application-specific infegrated circuit, a
field programmable gate array, and/or other hardware device suitable for retrieval
and/or execution of instructions from the machine-readable medium 704 {e.g.,
instructions 706, 708, 710, 712, 714} (o perform the various functions discussed
herein. Additionally or alternatively, the processor 702 may include electronic
circuitry for performing the functionality described herein, including the
functionality of instructions 706, 708, 710, 712, and/or 714, With respect to the
executable instruclions represented as boxes in FIG. 7, it should be understood
that part or all of the executable instructions and/or electronic circuits included
within one box may, in alternate implementiations, be included in a different box

shown in the figures or in a different box not shown.

[0054]  The machine-readable medium 704 may be any medium suitable for
storing executable instructions, such as random access memory (RAM),
electrically erasabie programmable read-only memaory (EEPROM), flash memary,
hard disk drives, optical discs, and the like. In some example implementations,
the machine-readable medium 704 may be a tangible, non-transifory medium,
where the term “non-transitory” does not encompass transitory propagating
signals. The machine-readable medium 704 may be disposead within control
system 700, as shown in FIG. 7, in which case the execuiable instructions may
be deemed “installed” on the control systemn 700, Alternatively, the machine-
readable medium 704 may be a poriable {e.g., external} storage medium, for
example, that allows control system 700 to remotely execute the instructions or
downicad the instructions from the siorage medium. In this case, the execufable
instructions may be part of an “installation package.” As described further herein
below, the machine-readable medium 704 may be encoded with a set of
aexecutable instructions 706, 708, 710, 712, 714.

[0055]  instructions 706, when executed by the processor 702, may register,
into a policy framewaork, profiles of user nodes for power sharing and for power
consumption modification. A profile of & user node for power consumption
modification may, for example, inciude a prioritized schedule for modifying power

consumed by appliances at the user node {e.g., by modifying a time, duration or
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amount of power consumed). Instructions 708, when executed by the processor
702, may predict a power disruption (o a power grid comprising user nodes and a
utility provider. Instructions 710, when executed by the processor 702, may
determine a power distribution plan to mitigate the power disruption based on the
policy framework. For example, the power distribution plan may be to route
power between the user nodes or o modify power consumption of a user node.
Instructions 712, when executed by the processor 702, may send a control signal
to the user nodes o implement the power distribution plan. Instruclions 714,
when exaculed by the processar 702, may send a notificalion {o a user device

associated with a particular user node affected by the power distribution plan.

160561  in view of the foregoing description, it can be appreciated that
interconnected residential and commercial user nodes may be coordinated by a
control system so as to mitigate or prepare for a predicled {or ongoing) power
disruption to a power grid by distributing power between user nodes based on
need and/or economic factors. Moreover, the control system may mitigate power
disruptions in a robust and resilien manner by virtue of being independent from
utility provider{s} of the power grid and/or by virtue of having a failover module to

transter control o ancther control system.

[0057]  inthe foregoing description, numercus details are set forth to provide
an understanding of the subject matier disclosed heregin. However,
implementation may be practiced without some or all of these details. Cther
implementations may include modifications and variations from the details
discussed above. His intended that the following claims cover such maodifications

and varigtions.
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What is claimed:
1. A method comprising:

predicting, at a control system, a power disruption {0 a power grid
comprising a plurality of interconnected user nodes;

determining, at the control system, a power distribution plan based on a
policy framework that includes profiles established by the user nodes, the power
distribution plan o route power from a sharing user node {0 an at-risk user node
to mitigate the power disruption; and

transmiiting, by the control sysiem, control signals over a network (o the
user nodes to implement the power distribution plan,

wherein at least one user node is a residential or a commercial customer,

and the at least one user node generates power,

2. The method of claim 1, further comprising registering, by the control
system, a profile of a particular user node of the user nodes into the policy
framework, the profile including at least one of: a power consumer designation, a
power generator designation, a power generation capacity, an identity of another
user node to which the particular node prefers {0 send power, a priority level for
power disruption mitigation based on a job of the particular node, a power pricing
model, a desired characteristic of received power, or a prioritized schedule for
modifying appliance power consumption at the particular user node.

3. The method of claim 2, wherein the power grid further comprises at least
one utility provider, the control system communicates with the utility provider over
the network, and the power distribution plan is to modify power consumption of a
mitigating user node according {0 the prioritized schedule associated with the
mitigating user node in the policy framework to mitigate the power disruption with

respect to the utility provider,

4, The method of claim 2, further comprising:
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analyzing power pricing models of user node profiles of the policy
framework to maich a seller user node and a buyer user node for a power routing
fransaction;

tracking, at the control systemn, an amount of power routed from the seller
user node to the buyer user node; and

billing the buyer user node on behalf of the seller user node for the amount

of power routed.

5. The method of claim 1, wherein the power distribution plan is to store

power al at least one of the user nodes o mitigate the power disruption.

G. The method of claim 1, wherein the predicting is performed by analyzing
power usage patterns of the power grid, power fluciuations of the power grid, or

weather forecasts.

7. The method of claim 1, further comprising sending, by the control sysiem,
a notification to a user device associated with a user node affected by the power

distribution plan.

8. A control system comprising:
a network interface to communicate with a network;
an analysis module to:
predict a power disruption o a power grid comprising a plurality of
user nodes and a utility provider interconnected by power lines, where at least
one user node generates power, and
determine a power distribution plan {o mitigate the power disruption
based on a policy framework that includes profiles of the user nodes for power
sharing and for power consumption modification, the power distribution plan {o
route power between the user nodes over the power lines or to modify power

consumption of a user node; and
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a communication module to send a control signal through the network
interface and via the nelwork (o at least one user node to implement the power

distribution pian, the user nodes being in communication with the network.

9. The control system of claim 8, wherein the analysis module predicts a
power disruption by analysis of power usage patterns of the power grid, power

fiuctuations of the power grid, or weather forecasts.

10.  The control system of claim 8, wherein the communication module is to
send a notification to a user device associated with a particular user node if the
power distribulion plan routes power to or from the particular user node or

modifies power consumption of the user node.

11, The conirol system of claim 8, wherein a profile of a user node for power
consumption modification includes a prioritized schedule for madifying a time,
duration, or amount of power consumed by appliances al the user node, and

a profile of 2 user node for power sharing includes a power pricing model

or a preference for the user node o provide power 1o another user node.

12.  The control system of claim 8, further comprising a failover module to
transfer at least partial control of the power distribution plan to ancther control

systern on the network.

13.  The control system of claim 8§, wherein the analysis module is to match a
seller user node and a buyer user node In a power routing transaction, based on
respective profiles for power sharing from the policy framewaork,

the communication module is to send a control signal to the user nodes to
route power according o the power routing transaction, and

the control system further comprises a billing module to track an amount of
power routed from the seller user node to the buyer user node and {o bill the

buyer user node on behalf of the seller user node for the amount of power routed.
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14, A non-transitory machine readable medium storing instructions executable
by a processor of a control sysiem, the non-transitory machine readable medium
COMmprising:

instructions {o register, info a policy framewaork, profiles of user nodes for
power sharing and for power consumption modification;

instructions to predict a power disruption to a power grid comprising user
nodes and a utility provider;

instructions {o determine a power disiribution plan o mitigate the power
disruption based on the policy framework, the power distribution plan to route
power between the user nodes or to modify power consumption of a user node;

instructions to send a control signal to the user nodes to implement the
power distribution plan; and

instructions o send a notification {o a user device associated with a

particular user node affected by the power distribution plan.

15. The non-lransitory machine readable medium of claim 14, wherein a
profile of g user node for power consumption maodification includes a prioritized
schedule for modifying & time, duralion, or amount of power consumed by

appliances at the user node.
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