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... Request safety verification
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... Deliver verification value

... Request verification checking
Check data matching
7 ... Respond to result

100 . IT terminal

110 ... Security module

120 ... Information collection unit

130 ... Terminal control unit

200 ... Server

210 ... Data decoeding unit

220 ... Data searching unit

230 ... Server control unit

240 ... Database unit

Terminal identification value DB

Public key value DB

Verification value DB

... Normal area

BB ... Secure area

CC ... Comparison value configuration
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(57) Abstract: A method for verifying the safety of an execution
environment by using a security module according to the present
invention includes: (a) a step in which a security module of an IT
terminal collects information about the environment in which a pro-
gram is executed, and then generates a verification value on the ba-
sis of the information; (b) a step in which the security module signs
the verification value and delivers the same to a server for checking
the verification value; (c) a step in which the server first checks the
signature of the delivered verification value, and then searches the
data for a necessary data set through a terminal identification value;
(d) a step in which the server checks remaining verification values
through the data set to determine whether a terminal in which the
program is to be executed is in a safe environment; and (¢) a step
in which the IT terminal receives, from the server, an update of in-
formation used for generating a stability verification value in the
security module. Therefore, the method verifies, when a program
is executed, whether an environment is one in which the leaking of
personal information or data and the like is not a concern even when
the program is currently being executed, and thus has the effect of
preventing the leaking of important data about personal information.
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