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(54) Title: NETWORK REPEATER

110

(57) Abstract: A network repeater
is configured to repeat data packets in
a broadcast mode without generating
a significant broadcast storm. The
network repeater is configured to detect
a characteristic of a received data packet.
The data packet characteristic is compared
with valid copies of packet characteristics
previously stored in a packet registry.
During a delay period, if a valid copy of
the detected characteristic is found in the
packet registry, then it is assumed that
the packet is being received for the second
time and the data packet is not repeated in
the broadcast mode. If a valid copy of the
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detected characteristic of the data packet
I is not found in the packet registry, then

120 the characteristic is stored in the packet
registry and the data packet is repeated in
I a broadcast mode.
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NETWORK REPEATER

BACKGROUND

Field of the Invention

[0001]  The invention is in the field of communications and more
specifically in the field of signal repeaters.
Related Art

[0002]  When signals are communicated ox}er distances greater than the
communication range of a single transmitter, the signal must often be relayed before
being received at its intended desﬁnaﬁon. This strengthening may be performed by
a repeater that receives the signai and promptly résends an amplified copy of the
signal.

{0003]  One problem with repeaters is that they are difficult to use when a
signal is broadcast in networks that are not linearly structured. For example, if a
network is in the form of a mesh or a ring, a repeater may itself receive a signal that
it previously sent. This signal may thus be repeated indefinitely. In mesh networks
including more than one repeater, copies of a signal may multiply when each signal |
sent by.one repeater is received and rebroadcast by more than one repeater. This
multiplication is referred to as a broadcast storm and may overwhelm a network.

[0004]  Some systems have tried to avoid broadcast storms by ensuring that
the network doesv not contain ény loops. As such, these networks use a unicast or
multicast algorithm such as the Spanning Tree Algorithm to transmit.the signal to
each of the nodes. In a unicast channel, a packet is transmitted to a parﬁcular
~ destination, and other nodes in the vicinity do not decode the packet. However, this
approach prevents the use of a broadcast channel in a network, and, therefore, may
not be practical under some network standards.

[0005] Powerline communication networks are one example of mesh

networks in which a broadcast storm could occur if repeaters were used. There is,
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therefore, a need for improved methods of avoiding broadcast storms, particularly in

powerline communication networks.
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SUMMARY

[0006] A network repeater is configured to repeat data packets
wiﬂ10ut geﬁerating a significant broadcast storm. In general, the network
repeater repeats all received traffic. This repeﬁtion may be in a broadcast
channel or a unicast channel. In some embodiments, the network repeater
only broadcasts packets received from the broadcast channel. The network
repeater is cohfigured to detect a characteristic of a received data packet. The
detected characteristic is then compared to valid copies of packet
characteristics previously stored in a packet registry. During a limited period,
if a valid copy of the detected characteristic is found in the packet registry,
then it is assumed that the packet is being received for the second time and
the data packet is not repeated in the broadcast mode. If a valid copy of the
detected characteristic of the data packet is not found in the paci(et registry,
then the Vcharacteristic is stored in the packet registry and the data packet is
repeated in a broadcast mode.

[0007]  Through this approach, the network repeater can distinguish
data plackets that are received more than once during a particular period of
time from those which are received only once. Those packets that are

received more than once are not forwarded in a broadcast mode. This
prevents the progression of a broadcast storm.

[0008]  The network repeater is optionally configured to operate on
powerline networks, includihg- those structured in a mesh architecture. As
such, the network repeater may be configured to both send and receive
broadcast data packets through a power receptacle. Network nodes and other
repeaters connected to the powerline, within transmission range, will receive
data packets broadcast by the network repeater. The network repeater is
optionally configured to operate within one or more powerline

communication standards.
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[0009]  Various embodiments of the invention include a repeater for
powerline communications, a communication network comprising a repeater,
a repeater for Ethernet communications, and a method for determining
whether to repeat a received data packet. The network adapter is optionally
configured to operate according to IEEE 802.3 communication staﬁdards.

[0010] Various embodiments include a repeater comprisihg an
input/output conﬁguied to receive and transmit data packets over a
powerline, a packet registry configured to store a valid copy of a characteristic
a preceding data packet, a registry manager configured to maintain the valid
copy of the characteristic the preceding data packet, logicbconﬁgured to detect
a characteristic of a received data packet, to determine whether the valid copy
of the characteristic of the preceding data packet stored in the packet registry
matches the characteristic of the received data packet, and to not repeat the
received data packet if the valid copy of the characteristic of the preceding
data packets matches the characteristic of the received data packet, and a
circuit configured to execute the logic.

[0011]  Various embodiments include a communication network
comprising a plurality of nodes configured to communicate data packeté over
a powerline, énd at least one repeater configured to receive a first data packet
over the powerline and to repeat the first data packet over the powerline.

[0012]  Various embodiments include a repeater comprising an
input/output configured to receive a data packet using an IEEE 802.3
standard, a packet registry configured to store a valid copy of a characteristic
of a preceding data packet, a registry manager configured to maintain the
valid copy in the packet registry, logic configured to detect the characteristic
of a received data packet, to determine if the valid copy stored in the packet
registry matches the characteristic of the received data packet, and to not
repeaf the received data packef if the valid copy matches the characteristic of

‘the received data packet, and a circuit configured to execute the logic.
4
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[0013] Various embodiments include a method comprising
receiving a data packet over a powerline, detecting a characteristic of the
received data packet, searching a packet registry for a valid copy of the
detected characteristic, if the valid copy of the detected characteristic is not
found in the packet registry; repeating the received data packet, and

establishing the valid éopy of the detected characteristic in the packet registry.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0014]  FIG. 1 illustrates various embodiments of a network
including one or more repeaters;
[0015]  FIG. 2 illustrates various embodiments of a repeater; and
[0016]  FIG. 3 illustrates various embodiments.of a method of

repeating a message.
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DETAILED DESCRIPTION

[0017] A network includes one or more repeaters configured to
operate in a unicast and/or a broadéast mode. Broadcast storms are
substantially avoided by using repeaters configured to track whether a data
- packet is received more than once during a limited time period. Data packets,
or other signals, réceiVed more than once are not repeated in the broadcast
mode. The receipt of a data packet is registered by detecting and storing a
valid copy of a characteristic of the data packet at the repeater. This
characteristic may include, for example, a source MAC (Media Access
Control) address, a checksum, a packet length (e.g., size in bytes), a tag added
by logic associated with a repeater, CRC byfes, random bytes within the
broadcast frame, and/or the like. The repeater may add a tag or other label to
the data packet. The valid copy of the data packet characteristic is stored in a
packet registry for a time that is l.ong enough to detect a repeated
transmission of a particular packet by one or more repeaters, but short
enough to avoid disruption of packets that are legitimately rebroadcast from
their source.

[0018] FIG. 1 illustrafes various embodiments of a network,
generally designated 100, and including one or more repeaters 110. Network
100 is optionally a p'ow'e'rline‘network. However, while a powerline network
is discussed ﬁerein for the purposes of examplé, various embodiments may be
adapted to other types of networks such as Ethernet networks (IEEE 802.3),
hybrid networks, wireless _(WIFI) networks, and/or the like. A powerline
netwoi_‘k is a network in which data is communicated over the same electrical
conductors as electrical power. A powerline network optionally comprises a -
broadcast channel. Network 100 optionally includes a hybrid network, e.g., a
network that comprises variety of transrfu'ssion types such as a powerline

network and a wireless network.
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[0019]  Network 100 further includes one or more nodes 120, and a
powerline 130 or other communications channel. Powerline 130 may
comprise a residential powerline. Nodes 120 are typically connected to
powerline 130 through a receptacle (e.g., power outlet configured to receive a
plug). The nodes 120 may be included in or connected to network compatible
devices. For example, one of the nodes 120 may be included in a stereo
receiver 140, one of the nodes iZO may be disposed between powerline 130
and a compact disk player 150, one of the nodes 120 may be disposed between
powerline 130 and a server 160, and one of the nodes 120 may be included in
a wireless router 170.

[0020]  Communication between some of the nodes 120 may require
that packets be repeated (e.g., relayed) using at least one repeater 110. This
repetition may be in either broadcast or unicast modes. For example, a
communication sent between compact disk player 150 and stereo receiver 140
may be forwarded using two repeaters 110. A first repeater 110 is éonﬁgured
to receive a data packet and repeat the data packet to one or more nodes 120
and/or one or more other repeaters 110. The second repeater 110 may receive
the data packet from the first repeater 110 and again repeat the data packet. |
The data packet repeated by the second repeater 110 may be received by the
first repeater 110. In the prior art, this may result in a loop in which the data’
packet is indefinitely repeated.

[0021]  The network 100 fnay comprise a hybrid network that
includes powerline communications and at least one other type of
communications such as Ethernet, WIFI, and/or the like. In theée ’
embodiments, a signal may be conveyed using several different types of
communications. These éommunications types may be coupled to each other
using a network device, such as wireless router 170, a node 120 or a repeater
110, configured to use one or more of these communication types. For

example, wireless router 170 may be configured to communicate via
8
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powerline communications and over a WiFi network. In some embodiments,
the powerline network may act as a bridge between Ethernet networks. If a
broadcast packet is received from the Ethernet network, the powerline
network broadcasts the packet via a broadcast channel or unicasts the packet
to the nodes on the powerline network.

(0022]  FIG. 2 illustrates various embodiments of repeater 110. The
repeater 110 may coinprise an input/output 210, a packet registry 220, a |
registry manager 230, and logic 240. These components may be embodied in
hardware, firmware and/or’ software stored on a corhputer readable medium.
For example, in various embodiments, logic 240 includes computing
instruction and digital circuits such as a processor, a data bus, data registers,
instruction execution circuits, and/or the like. Repeater 110 may be a stand
alone device, part of an interface (e.g., an audio device to powerline network
interface, or a Ethernet to powerline network interface), part of a personal
~ computer, part of a portable computing device, part of a server, and/or the
like.

[0023]  The input/output 210 comprises a communication interface
for receiving and transmitting signals over a network such as network 100.
These signals typically comprise data packets. The input/output 210 may
comprise a network card, an 802.3 Ethernet interface, a powerline
communication interface, a WIFI transceivef, or the like. In other
embodiments, the input/output 210 may comprise a bridging filter for
communicating over hybrid networks. A bridging filter comprises a high
pass filter configured to separate frequencies at which power is transmitted in
a power line from higher frequencies, at which data is transmitted. The
separated frequencies including data may then be processed and the data
conveyed over an alternative type of communications network. The
input/output interface 210 may comprise more than one communication

interface to enable communication over more than one type of network. For
9
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example, the repeater 110 may be able to receive a data packét via an Ethernet
connection and repeat the data-packet over a powerline communication
network.

[0024] . The packet registry 220 comprises a database that stores
valid copies of data packet characteristics. The valid copies are stored data
packet characteristics that are used to determine whether a received data
packet has been previously received by the input/output. The packet registry
220 may comprise a volatile mémory such as random access memdry (RAM),
a volatile memory, a reéd-only memory (ROM), a static memory, and/or the
like.

[0025]  The registry manager 230 maintains the valid copies of the
data packet characteristic stored in the packet registry. Various embodiments
may use different approaches to maintaining these valid copies. For example,
in some embodiments it is assumed that any copy of a characteristic within
the packet registry 220 is valid. In these embodiments the registry manager
230is conﬁgured to remove the record after an appropriate delay time. In
some embodiments, the registry manager 230 is configured to store
characteristics within the packet registry 220 in association with a flag
configured to indicate validity of the characteristics. In these embodiments,
the registry manager 230 is configured to change the flag to indicate that the
characteristic is not longer valid after the delay time. In some embodiments,
the registry manager 230 is configured to store characteristics within the
packet registry 220 in association with a time value. In these embodiments,
the registry manager 230 may be configured to determine the validity of a
characteristic by comparing the stored time value with a current time. The
time value and the current time are optionally obtainedvfrom a timer 250.
There are other approaches by which the registry manager 230 may maintain

the valid copies of characteristics in the packet registry 220. The registry

10
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manager 230 is optionally configured to maintain the valid copies using a first
in, first out (FIFO) list. .

[0026] The timer 250 is configured to determine a time for storage
with a characteristic of a data packet, to determine a current time, and/br to
 determine a relative time. The timer 250 may further be configured for
measuring a delay time between when a characteristic is stored in the packet
registry 220 and when that characteristic should no longer be considered
valid. The delay time may be a predetermined time period. This
predetermined time period may be lésé than or equal to one hundred
milliseconds, 150 milliseconds, 200 milliseconds, 300 milliseconds, 500
milliseconds, or one second. In some embodiments, the delay time is selected
such that it is less than a retry or retransmission time associated with one or
more nodes on the network. Selecting the delay time to be less than the retry
or retransmission time means that a valid characteristic of a packet will no
longer be stored in the packet registry 220 by the time a retry or
retransﬁﬁssion (from the source) of the packet is attempted. A delay time that
is less then the retry or retransmission time may help in avoiding dropping
legitimate data packets that were resent because the packets were corrupted
or not received at a destination node. For example, in some nodes, the retry
time is one second or longer.

[0027]  The delay time may alternatively be dynamic. For example,
in some embodiments, the delay time may be set initially to a default time
and subsequently adjusted according to network latency or an amount of total
traffic on the network. For- example, if there is high network laténcy, the
delay time may be increased to compensate for messages taking a longer
amount of time to travel within the ﬁetwork. Further, the delay time may
decrease if there is a small amount of total network traffic. Other aspects that
may be considered in adjusting the delay time include a number of dropped

data packets (e.g., packets which have not been repeated), the results of leaky
11 '
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integratioﬁ or other filter, the number of data packets that have been received,
the number of data packets for which a valid characteristic is found, and/or
the like. In some embodiments, repeater 110 is configured to test the latency -
of network 100 By sending out a test data packet and measuring the time
before the repeater 110 receives a repeated copy of the test data packet. The
delay time may then be set at a value greater than this measured time.

[0028]  In some embodiments, the registry manager 230 is
configured to maintain the packet registry 220 by performing invalidating
operations on the packet registry 220 after the delay time has passed. For
example, the regisfry manager 230 may be configured to write the valid copy
to the packet registry 220, wait a period of time substantially equal to the
delay time, and delete, overwrite and/or otherwise modify the characteristic
entry such that a valid copy is no longer present. In these embodiments, no
time value need be stored with the valid copy. In other embodiments, a time
may be stored along with the copy of the characteristic. The time may |
correspond to the time at which the copy of the characteristic was stored, or
the time at which the copy is to be deleted or otherwise invalidated. The
regisfry manager 230 may compare a current time to the stored time to
determine whether to deléte characteristic copies, overwrite characteristic
copies, and/or modify an entry indicating the validity of the copy. One
skilled in the art will realize further methods for maintaining the packet
registry 220 using the registry manager 230 after learning of those methods
~ described herein.

[0029]  The logic 240 is configured to detect a data packet
&aracterisﬁc associated with a received data packet. For example, when a
data packet is received by the logic 240, the logic 240 examines that data
packet to determine one dr more characteristic of the data packet. The
characteristic may be a value stored within the data packet, such as a MAC

address, or a measured value, such as a measure length of the data packet.
12
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The logic 240 is further configuréd to determine whether a valid copy of the
determined data packet characteristic(s) is currently stored in the packet
registry 220. If a valid copy of the data packet characteristic is currently
stored in the packet registry 220, it is assumed that the data packet was
previously received by the repeater 110 within too short a time period, and
the repeater 110 does not repeat the data packet. By not resending a data
packefs that are received more than once within the delay time, the
probability of indefinite repetition of a packet or a broadcast storm is
significantly reduced. _

[0030] >The logic 240 is configured to repeat the received packet
using the input/output 210 if a valid copy of the data packet characteristicis
not currently stored m the packet registry 220. This repetition is optionally
performed in a broadcast mode. Further, if the logic 240 determines that no
- valid copy of the data packet characteristic currently exists in the packét

registry 220, the logic 240 is configured to establish a valid copy of the
characteristic within the packet registry 220. By establishing the valid'copy of
the characteristic, the data packet will be preventéd from being repeated
again 1f the data packet if it is again received by repeater 110 within the delay
time.

[0031] Insome embodiments, the logic 240 is configured to add a
tag to the received data packet before repeating the data packet. This tag is
optionally added outside the checksum characteristic determined by the

_repeater 110. In powerline communications networks, the added tag may
include a token or parameter indicating the current number of times the
packet has been repeated. If this number is beyond a predetermined
threshold in the received broadcast packet, the packet is discarded and no
longer repeated. If not, the number of repetiﬁons is incremented and the logic
240 broadcasts the received data packet. This method limits the number of

times that a data packet can be broadcast by the repeaters 110.
13
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[0032]  Insome embodiments, the logic 240 is configured to detect a
broadcast storm if more than a threshold number of data packets are not
repeated within a specified period of time because valid matching
characteristics were found within the packet registry 220. In the event of a
broadcast storm, the logic 240 is optionally configured to stop repeating all |
data packets for a specified period of time. The logic 240 may further instruct
the registry manager 230 to invalidate or clear the contents of the packet
registry 220 after this period. |

[0033]  FIG. 3 depicts a flowchart of a process, generally designated
300, for repeating a data packet using a repeater 110 according to various
embodiments. The data packet may be part of a message comprising a
plurality of data packets. The process 300 may be performed on embodiments
of network 100, including a hybrid network, a powerline communications
network, an Ethernet, a WIFI network, and/or the like. The process 300 may
be used by a repeater 110 to prevent broadcast storms. Process 300 may be
used to repeat méssages that are unicast, multicast or broadcast.

[0034] A step 310 comprises receiving a packet using the
input/output 210 of a repeater 110. The packet may be received via a
powerline coinmunications network, an Ethernet, or a WIFI hetwork.
depending on the communication interfaces associated with input/output 210.

[0035] A step 320 comprises detecting one or more characteristics
associated with the data packet. The characteristics may comprise cyclic
redundancy check (CRC) bytes, a checksum, a source MAC address, a packet
length, random bytes within the received packet frame, and/or the like.

 [0036] A step 330 comprises searching the packet registry 220 for
the one or more valid copies matching the one or more characteristic
associated with the received data packet and detected in step 320. The valid
copies typically comprise characteristics associated with data packets that

have been received within a delay time.
14
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[0037] - A step 340 comprises determining whether a valid copy is
currently stored in the packet registry 220. If a valid copy is found, the packet
is dropped in a step 350 and not repeated. The data packet may be dropped
to pre\-rent a broadcast storm from occurring within a loop or mesh in the
network 100. In some efnbodiments, the copy of the one or more
characteristic in the packet registry 220 is refreshed after the data packet is
dropped. As such, the one or more characteristic will remain valid for at least
the delay time after refreshing. -

'[0038]  If a valid copy is not found in the packet registry 220 a step
360 is performéd. Step 360 includes storing one or more characteristic of the
data packet in the packet registry 220.

. [0039]  Inastep 370, the data packet is repeated, optionally via.a
broadcast channel in the network 100. In a step 380, the packet registry 220 is
refreshed. Refreshing the packet registry 220 may include updating the
validation time associated with the valid copies of a data packet that was
dropped in step 350, invalidating data packets that have been valid in the
Packet Registry 220 for more than the delay time, eliminating expired or
corrupted copies of characteristics, and or the like.

[0040]  Several embodiments are specifically illustrated and/or
described herein. However, it will be appreciated that modifications and
variations are covered by the above teachings and within the scope of the |
appended claims without departing from the spirit and intended scope
thereof. For example, in some embodiments, the wireline may comprise a
powerline. The systems and methods disclosed herein may additionally
implemented in a mesh network where the network topology is known and
the topology may be further used to direct a data packet through unicast
channels to a destination. Examples discussed herein with reference to

unicast may also apply to the use of multicast. Logic discussed herein may be

15
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embodied in hardware, firmware, and/or software stored in a computer
readable medium.

[0041]  The embodiments discussed herein are illustrative of the
present invention. As these embodiments of the present invention are
described with reference to illustrations, various modifications or adaptations
af the methods and or specific structures described may become apparent to
those skilled in the art. All such modifications, adaptations, or variations that
rely upon the teachings of the present invention, and through which these
teachings have advanced the art, are considered to be within the spirit and
scope of the present invention. Hence, these descriptions and drawings
should not be considered in a limiting sense, as it is underétood that the

present invention is in no way limited to only the embodiments illustrated.

16



10
1
12
13
14
15
16
17

WO 2008/063656 PCT/US2007/024309

CLAIMS
What is claimed is:
1. A repeater comprising:
an input/output configured to receive and transmit data packets over a
powerline;
a packet registry configured to store a valid copy of a characteristic of a
preceding data packet;
a registry manager configured to maintain the valid copy of the
characteristic the preceding data packet;
logic configured |
to detect a characteristic of a received data packet,
to determine whether the valid copy of the characteristic of the
preceding data packet stored in the packet registry
matches the characteristic of the received data packet,
and
to not repeat the received data packet if the valid copy of the
ch‘arécteristic of the preceding data packet matches the
characteristic of the received data packet; and

a circuit configured to execute the logic.

2. The repeater of claim 1, wherein the characteristic of the received data

packet includes a source MAC address.

3. The repeater of claim 1, wherein the characteristic of the received data

packet includes a checksum.

4. The repeater of claim 1, wherein the characteristic of the received data

packet includes a packet length.

5. The repeater of claim 1, wherein the characteristic of the received data

packet comprises a tag added by the logic.
17
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6. The repeater of claim 1, wherein the input/output is configured to receive -

the data packet according to an 802.3 standard.

7. The repeater of claim 1, wherein the registry manager is configured to

measure a delay time."
8. The repeater of claim 7, wherein the delay time is less than a retry time.

9. The repeater of claim 7, wherein the delay time is responsive to packets

received by the repeater.

10. The repeater of claim 1, wherein the registry'manager is further
configured to store a valid copy of the characteristic of the received

data packet in the packet registry.

11. The repeater of claim 1, wherein the logic is further configured to detect a
network storm and to drop the received data packet if the network

storm is detected.

12. The repeater of claim 1, wherein the logic is further configured to maintain
valid copies of the characteristics of each of a plurality of preceding
data packets and to not repeat the received data packet if any of the
valid copies of the characteristics matches the characteristic of the

received data packet.

13. The repeater of claim 1, wherein the logic is further configured to
broadcast the received data packet if the valid copy of the characteristic
of the preceding data packet does not match the characteristic of the

received data packet.

14. A communication network comprising:

18
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15.

16.

17.

18.

19.

20.

a plurality of nodes configured to communicate data packets over a
powerline; and
at least one repeafer configured to receive a first data packet over the -

powerline and to repeat the first data packet over the powerline.

The communication network of claim 14, wherein the powerline

comprises a residential powerline.

The communication network of claim 14, wherein the at least one repeater
is further configured to receive a second data packet through a wireless

communication channel.

The communication network of claim 14, wherein the at least one repeater
includes at least two repeaters configured to repeat the data packets to

each other.”

The communication network of claim 14, wherein the at least one repeater
is configured to repeat the first data packet a limited number of times

during a delay time.-

The communication network of claim 14, wherein the at least one repeater
is configured to repeat the first data packet only one time during a

delay time.

The communication network of claim 14, wherein the at least one repeater
is configured to identify that the first data packet has been received
more than once during a delay time by comparing a characteristic of
the first data packet with a characteristic previously stored by the at

least one repeater.
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21. The communication network of claim 14, wherein the at least one repeater
is configured to repeat the first data packet over the powerline in a

broadcast mode.

22. A repeater comprising:
an input/output configured to receive a data packet using an IEEE
802.3 standard;
a packet registry configured to store a valid copy of a characteristic of a
preceding data packet;
a registry manager configured to maintain the valid copy in the packet
registry;
logic configured
to detect a characteristic of a received data packet,
to determine if the valid copy stored in the packet registry .
matches the characteristic of the received data packet,
and
to not repeat the received data packet if the valid copy matches
" the characteristic of the received data packet; and

a circuit configured to execute the logic.

23. The repeater of claim 22, wherein the logic is further configured to
maintain valid copies of the characteristics of each of a plurality of
preceding data packets, and to not repeat the received data packet if
any of the valid copies of the characteristics matches the characteristic

of the received data packet.

24, The repeater of claim 22, wherein the logic is further configured to
maintain valid copies of the characteristics of each of a plurality of

preceding data packets, and to repeat the received data packet if none
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of the valid copies of the characteristics matches the characteristic of

the received data packet.

25. The repeater of claim 22, wherein the registry manager or logic is

configured such that the valid copy becomes invalid after a delay time.

26. A method comprising:

receiving a data packet over a powerline;

detecting a characteristic of the received data packet;

searching a packet registry for a valid copy of the detected
characteristic;

if the valid copy of the detected characteristic is not found in the packet

registry, repeating the received data packet; and
establishing the valid copy of the detected characteristic in the packet

registry.

27. The method of claim 26, further including updating the packet registry by
eliminating the valid copy from the packet registry using a registry

manager.

28. The method of claim 27, wherein the registry manager is configured to

eliminate the valid copy after a delayed time.

29. The method of claim 27, wherein the registry manager is configured to

eliminate the valid copy in response to a detected network traffic.

30. The method of claim 26, further comprising dropping the data packet if
the valid copy of the detected characteristic is found in the packet

registry.

31. The method of claim 26, wherein the detected characteristic includes a

source MAC address.
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32. The method of claim 26, wherein the detected characteristic includes a

- checksum.

33. The method of claim 26, wherein the received data packet is repéated ina

broadcast mode.
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