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1. 

MANAGING BASIC INPUTFOUTPUT 
SYSTEM (BIOS) ACCESS 

BACKGROUND 

A computing device Such as a desktop computer, note 
book computer, tablet computer, mobile phone, or Smart 
device may store a number of alterable settings that affect 
the configuration of the computing device. Some Such 
settings may be stored in the basic input/output system 
(BIOS) of the computing device. Settings stored in the BIOS 
may include, for example, settings affecting the operation of 
hardware devices of the computing device, settings affecting 
the boot order of the computing device, and the like. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The following detailed description references the draw 
ings, wherein: 

FIG. 1 is a block diagram of an example computing 
device for managing basic input/output system (BIOS) 
acceSS, 

FIG. 2 is a block diagram of an example computing 
system for managing BIOS access using a remote directory 
server; 

FIG. 3 is a block diagram of another example computing 
system for managing BIOS access using a remote directory 
server; 

FIG. 4 is a flowchart of an example method for managing 
access to a BIOS module of a computing device; and 

FIG. 5 is a flowchart of another example method for 
managing access to a BIOS module of a computing device. 

DETAILED DESCRIPTION 

As noted above, some settings for a computing device 
may be stored in a basic input/output system (BIOS) of the 
computing device. In some situations, such as in a company 
or other enterprise, it may be beneficial to restrict access to 
the BIOS settings of the enterprise's computing devices such 
that only some users (e.g., technology administrators) may 
alter BIOS settings of the computing devices. To this end, 
each of the enterprise’s computing devices may be config 
ured to grant access to BIOS settings after entry of a 
password matching a password stored on the computing 
device. However, using locally stored passwords to restrict 
access to BIOS settings in this manner may complicate the 
administration of a plurality of computing devices of an 
enterprise by a group of administrators. For example, if each 
of the computing devices has a different password, then each 
administrator must store the password for each computing 
device. Alternatively, each computing device in the enter 
prise may have the same password. However, this alternative 
may weaken security, as discovery of the password by a 
non-administrator may grant access to settings for each 
computing device. Additionally, changing that password 
would require a change on each individual computing 
device. 
To address these issues, examples disclosed herein pro 

vide tools for managing the settings stored in a BIOS module 
of a computing device using information stored in a remote 
directory. In some examples disclosed herein, a BIOS mod 
ule of a computing device may request information associ 
ated with at least one user credential from a remote directory 
server in response to receiving a request to access a setting 
of the BIOS module. In such examples, the BIOS module 
may determine whether to grant access to the BIOS setting 
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2 
based on information received from the remote directory 
server. For example, in response to receiving a request to 
access a setting stored in a BIOS module, the BIOS module 
may communicate with a remote directory server to validate 
a user's credentials based on credentials stored in the remote 
directory server and/or determine from information stored in 
the remote directory server whether the user has permission 
to access the setting. 

In this manner, each user's credential information may be 
managed on the remote directory server instead of individu 
ally on each computing device of an enterprise. Accordingly, 
examples disclosed herein may simplify the process of 
granting or revoking user (e.g., administrator) access to 
BIOS settings for a large number of computing devices, and 
simplify the process of changing user credential informa 
tion. Examples disclosed herein may also simplify the 
process of providing different users with different levels of 
access to BIOS settings. For example, examples disclosed 
herein may enable management of user access to BIOS 
settings based on a user's group memberships within an 
enterprise. In some examples, a directory server for an 
enterprise may store information associated with users 
within the enterprise (e.g., employees of a company), includ 
ing users’ group memberships (e.g., business unit member 
ship, etc.) and/or roles within the enterprise. Examples 
disclosed herein may control BIOS setting access based at 
least in part on a user's group memberships, which may 
allow a user's permissions to be correlated with the user's 
roles and group memberships (e.g., in a technology admin 
istrator group) in the enterprise. 

Referring now to the drawings, FIG. 1 is a block diagram 
of an example computing device 100 for managing basic 
input/output system (BIOS) access. As used herein, a "com 
puting device' is a desktop computer, a notebook computer, 
a slate or tablet computer, a mobile phone, a Smart device 
(e.g., a Smartphone), a server, or any other device capable of 
using a network interface to communicate with a remote 
device via a communications network. In some examples, 
computing device 100 may be any of the computing devices 
noted above. In the example of FIG. 1, computing device 
100 includes a network interface 110, and a BIOS module 
120 including modules 122, 124, and 126. 
As used herein, a “network interface' is at least one 

hardware component that may be used by a computing 
device to communicate with at least one remote resource of 
a communications network including at least one computer 
network, at least one telephone network, or a combination 
thereof. In some examples, Suitable computer networks 
include, for example, a local area network (LAN), a wireless 
local area network (WLAN), a wide area network (WAN). 
an enterprise private network, a virtual private network 
(VPN), the Internet, and the like. Suitable telephone net 
works include, for example, a wired telephone network, a 
wireless telephone network (e.g., a cellular network), a 
mobile broadband network, and the like. 
As used herein, a “BIOS module' is a module including 

a series of instructions encoded on a machine-readable 
storage medium for implementing at least basic input/output 
system (BIOS) functionalities for a computing device, and 
which implements its functionalities independent of the 
operation of any operating system (OS) by the computing 
device. In examples described herein, a BIOS module may 
also include least one module to perform additional func 
tionality. In Such examples, the functionality of the modules 
included in the BIOS module may be implemented as a 
series of instructions encoded on a machine-readable storage 
medium of a computing device and executable by a proces 
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sor of the computing device. In Such examples, these 
instructions, along with BIOS settings and instructions 
implementing BIOS functionalities, may be stored in a 
non-volatile storage area of the computing device. In other 
examples, the BIOS module may comprise at least one 
hardware device including electronic circuitry for at least 
partially implementing the functionality of the modules 
included in the BIOS module. 

Additionally, as used herein, a “setting of a BIOS module 
(which may be referred to herein as a “BIOS setting) is any 
setting stored in the BIOS module that affects the configu 
ration of a computing device including the BIOS module. 
Various BIOS settings may specify, for example, the boot 
sequence of the computing device, whether certain hardware 
devices (e.g., a network interface, etc.) are enabled, certain 
hardware device operating characteristics (e.g., the speed of 
a hard disk drive), whether certain ports are enabled (e.g., 
universal serial bus (USB) ports, other media card slots, 
etc.), computing device security settings (e.g., various pass 
words), power settings, and the like. 

In the example of FIG. 1, requesting module 122 may 
receive a request to access a setting of BIOS module 120. As 
used herein, a “request to access” a setting of a BIOS module 
is a request to overwrite or otherwise alter at least one BIOS 
setting stored in a BIOS module, or to request entry to an 
interface through which at least one BIOS setting stored in 
a BIOS module may be altered. For example, a request to 
access a setting of a BIOS module may be a request to 
change a specified BIOS setting to a particular value. In 
other examples, a request to access a setting of a BIOS 
module may be a request, received from an input device 
(e.g., a keyboard, etc.) of a computing device, to enter a 
process of the BIOS module through which a user may alter 
at least one setting of the BIOS module of the computing 
device manually using an input device of the computing 
device. 

In some examples, module 122 may request, from a 
remote resource, identity information associated with a user 
credential in response to at least receiving the access request. 
The remote resource may be, for example, a remote direc 
tory server. As used herein, a “credential is any type of 
information that may be used to confirm the identity of an 
entity Supplying the credential including, for example, at 
least one of a username, a password, a digital credential 
(e.g., a digital certificate, digital key, digital badge, etc.), and 
the like. In some examples, the user credential may be 
received as part of the access request. In other examples, the 
user credential may be retrieved (e.g., from a user) in 
response to the access request. 

In some examples, module 122 may request identity 
information associated with the user credential from the 
remote resource with network interface 110. For example, in 
response to at least receiving a request to access a setting of 
BIOS module 120, module 122 may provide, with network 
interface 110, a request 182 for identity information asso 
ciated with the user credential to a remote resource via a 
communications network. As used herein, “identity infor 
mation” means information including at least one of cre 
dential validation information and permission information 
associated with a user credential. Moreover, as used herein, 
“credential validation information' is information indicating 
whether at least one user credential (e.g., a username and 
password combination) provided to a remote resource 
matches at least one user credential (e.g., a username and 
password combination) stored in the remote resource. Addi 
tionally, as used herein, "permission information' is infor 
mation from which a BIOS module may determine whether 
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4 
a user associated with at least one user credential has 
permission to access a setting of the BIOS module in 
accordance with an access request. 

In the example of FIG. 1, network interface 110 may 
receive a response 184 from the remote resource to the 
request 182 for identity information. In Such examples, 
response 184 may include the identity information requested 
via request 182. In some examples, receiving module 124 
may receive, from network interface 110, access information 
based on the identity information included in response 184 
received from the remote resource. As used herein, “access 
information” means information including at least one of 
credential validation information and permission informa 
tion associated with at least one user credential. In some 
examples, network interface 110 may provide the identity 
information to module 124 as the access information. In 
other examples, network interface 110 may generate the 
access information based on identity information. 

In some examples, determining module 126 may deter 
mine, based on at least the access information received by 
module 124, whether to provide access to a setting of the 
BIOS module in accordance with the access request received 
by module 122. The access information may include, for 
example, permission information indicating whether a user 
associated with the user credential has permission to access 
a setting in accordance with the access request. For example, 
the remote resource may determine whether the user has 
permission to access the setting, and provide an affirmative 
response if the user has permission, and a negative response 
otherwise. In Such examples, this response may be included 
in or provided as the access information, and module 126 
may determine whether to provide access based on whether 
the permission information included in the access informa 
tion is affirmative or negative. 

In other examples, the access information may include 
permission information that module 126 may compare to 
other information stored in BIOS module 120 to make its 
determination. For example, the permission information 
may identify entity groups of which a user identity associ 
ated with the user credential is a member. In Such examples, 
module 126 may determine whether to provide access to the 
setting based on whether any of the entity groups identified 
in the permission information matches an entity group 
identified in a list of groups, stored in BIOS module 126, 
whose member have permission to access the setting. 

In the example of FIG. 1, request 182 for identity infor 
mation may be a request for at least one of validation 
information and permission information. For example, 
request 182 may be a request for permission information. In 
Such examples, in response to receiving the access request, 
module 122 may request, from the remote resource, valida 
tion of a user credential. If, in response, module 122 receives 
an indication that the user credential is not valid, then 
module 122 may deny the access request. Alternatively, if 
module 122 receives a response from the remote resource 
indicating that the user credential is valid, then module 122 
may provide, with network interface 110, a request 182 for 
identity information (i.e., permission information) to remote 
resource in response to both the access request and the 
indication that the user credential is valid. In such examples, 
network interface 110 may receive the requested permission 
information in response 184 and provide to module 124 
access information based on the permission information. 

In other examples, request 182 may be a request for both 
validation and permission information. In such examples, in 
response to receiving the access request, module 122 may 
request, from the remote resource via request 182, both 
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validation of a user credential and BIOS setting permissions 
associated with the user credential. Network interface 110 
may receive the requested validation and permission infor 
mation via response 184 and provide the information to 
module 124 as the access information. In such examples, if 
module 126 determines that the access information indicates 
that the user credential is valid, then module 126 may 
determine, from the permission information, whether to 
provide access to a BIOS setting in response to the access 
request. 

Additionally, in some examples, request 182 may be a 
request for validation information. In Such examples, mod 
ule 122 may request validation information for the user 
credential from the remote resource via request 182, in 
response to receiving the access request. In Such examples, 
network interface 110 may receive the validation informa 
tion in response 184 and provide the validation information 
to module 124 as the access information. Module 126 may 
then determine from the access information, and other 
information stored in BIOS module 120, whether to provide 
access to the BIOS setting in accordance with the access 
request. 

FIG. 2 is a block diagram of an example computing 
system 270 for managing BIOS access using a remote 
directory server. In the example of FIG. 2, computing system 
270 includes a computing device 200 and a remote directory 
server 250. In some examples, computing device 200 
includes a network interface 210, a BIOS module 220, an 
operating system 232, an input device 234, and an output 
device 236. BIOS module 220 includes modules 222, 224, 
226, 228, and 229. BIOS module 220 also includes a storage 
area 225 where BIOS module 220 stores a plurality of BIOS 
settings 227. Storage area 225 includes a current value for 
each of the plurality of BIOS settings 227 of BIOS module 
220. While FIG. 2 shows at least three BIOS settings 227 
stored in storage area 225, in other examples more or fewer 
BIOS settings 227 may be stored in storage area 225. 
Network interface 210 includes a controller module 212 

and a generating module 214. In the example of FIG. 2, the 
functionality of modules 212 and 214 may be implemented 
as a series of instructions encoded on a machine-readable 
storage medium of computing device 200 and executable by 
a processor of computing device 200. In other examples, 
network interface 210 may comprise at least one hardware 
device including electronic circuitry for at least partially 
implementing the functionality of modules 212 and 214. 

In some examples, operating system 232 may be any 
operating system capable of being booted by BIOS module 
220 and run on computing device 200. In the example of 
FIG. 2, input device 234 may include, for example, at least 
one button, keyboard, keypad, touch screen, pointing device 
(e.g., mouse), accelerometer, microphone, or any other 
device capable of receiving input from a user of computing 
device 200. While the example of FIG. 2 includes only one 
input device 234, other examples may include a plurality of 
input devices 234. Output device 236 may include at least 
one device capable of communicating information to a user 
of computing device 200. 

In the example of FIG. 2, remote directory server 250 may 
be a computing device implementing a network directory 
service. In some examples, the network directory service 
may be implemented a protocol such as, for example, the 
lightweight directory access protocol (LDAP), or any other 
suitable protocol. Additionally, remote directory server 250 
may implement the network directory service using, for 
example, Microsoft(R) Active Directory.(R), or any other suit 
able directory service. In the example of FIG. 2, remote 
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directory server 250 includes a processor 252, a network 
interface 254, and a storage area 260. As used herein, a 
“processor may be at least one central processing unit 
(CPU), at least one semiconductor-based microprocessor, at 
least one graphics processing unit (GPU), at least one other 
hardware device suitable for the retrieval and execution of 
instructions stored on a machine-readable storage medium, 
or a combination thereof. 

In Some examples, the network directory service may 
store, in storage area 260, a directory 265 including a 
plurality of user identities 262 and a plurality of entity 
groups 264A and 264B. As used herein, a “storage area’’ may 
comprise a number of physical media for storing data, Such 
as at least one hard disk, Solid state drive, tape drive, and the 
like, or any combination thereof. Additionally, any storage 
area described herein may include a plurality of Storage 
devices that, in combination, form a pool of available 
Storage. 

Each user identity 262 includes a plurality of parameters 
(e.g., attributes, etc.). In the example of FIG. 2, the param 
eters of each user identity 262 include at least one user 
credential associated with the user identity 262, a list of the 
entity groups of which the user identity 262 is a member, and 
a list of BIOS setting values associated with the user identity 
262. In other examples, user identities 262 may include 
more or fewer parameters, and different user identities may 
include different numbers and types of parameters. Addi 
tionally, although two user identities are shown in FIG. 2, 
directory 265 may include more user identities 262. In the 
example of FIG. 2, each of entity groups 264A and 264B 
includes a list identifying each entity that is a member of that 
entity group. As used herein, an "entity” is a user identity or 
an entity group. In the example of FIG. 2, first and second 
user identities 262 are members of the first entity group 
264A. Members of the second entity group 264B include 
third and fourth user identities 262, and a third entity group. 
Although two entity groups are shown in FIG. 2, directory 
265 may include more entity groups. 

In the example of FIG. 2, module 222 may receive a 
request to access a setting 227 of BIOS module 220. In some 
examples, module 222 may receive an access request 281 
from a user of computing device 200 via input device 234. 
In Such examples, a user may provide access request 281 to 
BIOS module 220 via input device 234 by providing a 
designated input (e.g., pressing a specific key on a keyboard) 
while the BIOS has control of computing device 200 before 
the BIOS has completed booting computing device 200. 
Entering the designated input in this manner may, for 
example, provide a request 281 to enter a process of the 
BIOS module through which a user of computing device 200 
may alter at least one setting 227 of BIOS module 220. Such 
a request 281 to enter this BIOS process may be considered 
an “access request herein. 

In response to receiving access request 281 with module 
222, retrieving module 228 may retrieve a user credential. In 
some examples, to retrieve the user credential, module 228 
may display a credential prompt 282 to a user of computing 
device 200 via output device 236 (e.g., a monitor, screen, 
etc.). After displaying credential prompt 282, module 228 
may receive a user credential 284 from a user of computing 
device 200 via at least one input device 234. For example, 
the user may input a username and password via input 
device 234 (e.g., a keyboard, etc.) as the user credential 284. 
In other examples, the user may use one or more input 
devices 234 to access and provide a digital credential (e.g., 
a digital certificate, key, etc.) to module 228 as the user 
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credential 284. In other examples, module 228 may retrieve 
a user credential stored on computing device 200. 

After module 228 retrieves the user credential, module 
222 may request, with network interface 210, validation of 
the user credential from remote directory server 250. For 
example, module 222 may provide to server 250, with 
network interface 210, a validation request 286A including 
the retrieved user credential. Module 222 may receive, with 
network interface 210, a validation response 286B from 
server 250 after providing the validation request 286A. In 
Some examples, in response to validation request 286A, 
server 250 may determine whether the user credential 
included in validation request 286A match the user creden 
tial of any of user identities 262 of directory 265. In some 
examples, server 250 may use the user credential to index 
user identities 262, such that server 250 may look up user 
identities 262 using a provided user credential. Additionally, 
in some examples, computing device 200 may use a network 
authentication protocol (e.g., Kerberos, or any other Suitable 
protocol) to securely communicate with server 250. 

If server 250 determines that the provided user credential 
(e.g., a username and password) matches the user credential 
of one of user identities 262, then server 250 may determine 
that the provided user credential is valid and return an 
affirmative validation response 286B. Otherwise, server 250 
may determine that the provided user credential is not valid, 
and return a negative validation response 286B. In some 
examples, the validation request 28.6A and response 286B 
may be considered, respectively, an identity information 
request and response, as described above in relation to FIG. 
1. 

If validation response 286B is negative, determining 
module 226 may determine not to provide access to the 
BIOS setting 227 in response to the access request. If 
validation response 286B is affirmative, module 222 may 
request from server 250, with network interface 210, per 
mission information for the user identity associated with the 
user credential. In such examples, module 222 may request 
permission information associated with the user credential in 
response to receiving access request 281 and receiving an 
indication (e.g., validation response 286B) that the user 
credential is valid. Module 222 may request the permission 
information by, for example, providing a permission request 
288A to server 250 with network interface 210. Permission 
request 288A may include the validated user credential. 

In response to permission request 288A, server 250 may 
determine, from directory 265, whether the user identity 262 
associated with the validated user credential included in 
request 288A has permission to access a BIOS setting 227 in 
accordance with access request 281. In some examples, each 
entity group of directory 265 may include information 
indicating permissions of the members of the entity group. 
For example, first entity group 264A may indicate that its 
members have permission to enter a process of BIOS 
module 220 in which a user may alter one or more BIOS 
settings 227, while second entity group 264A indicates that 
its members do not. In such examples, server 250 may 
provide a response 288B including affirmative or negative 
permission information based on entity group memberships 
of a user identity 262 associated with the user credential. 

After server 250 has determined the permissions for the 
user identity 262 associated with the user credential, server 
250 may provide a permission response 288B, including 
permission information, to computing device 200. In some 
examples, the request 288A for permission information may 
be considered a request for identity information, and receiv 
ing response 288B, including permission information, may 
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be considered receiving identity information. Network inter 
face 210 may receive permission response 288B from server 
250, and receiving module 224 may receive access infor 
mation 289, based on the permission response 288B, from 
network interface 210. In such examples, network interface 
210 may provide response 288B to receiving module 224 as 
access information 289. 

In the example of FIG. 2, module 226 may determine to 
provide access to the BIOS setting 227 in accordance with 
access request 281 if access information 289 indicates that 
the user identity 262 associated with the user credential 
provided in permission request 288A has permission to 
access the BIOS setting 227. For example, module 226 may 
determine to permit the user to enter the process of BIOS 
module 220 in which a user may alter one or more BIOS 
settings 227 if response 288B includes affirmative permis 
sion information. Module 226 may determine not to permit 
entry to the process if response 288B includes negative 
permission information. In other examples, the permission 
information of response 288B may indicate a list of at least 
one BIOS setting 227 that a user identity 262 associated with 
the user credential has permission to access. In Such 
examples, module 226 may determine from this information 
whether to provide the requested access. 

In other examples, module 222 may request validation 
and permission information together (e.g., in a single com 
munication), which may be considered a request for identity 
information. In response, server 250 may provide the vali 
dation response and permission response (e.g., identity 
information) to computing device 200 together in one 
response. In Such examples, computing device 200 may 
receive no response if the user credential is not valid, and 
module 226 may determine not to provide the requested 
access if no response has been received after passage of a 
predetermined amount of time. 
As described above in relation to FIG. 2, entity groups 

264A and 264B may be stored in directory 265 of server 250. 
In other examples, entity groups 217A and 217B may be 
stored in a storage area 216 of network interface 210. In such 
examples, network interface 210 may determine whether a 
user identity 262 associated with a user credential has 
permission to access a BIOS setting 227 in accordance with 
access request 281. For example, network interface 210 may 
store, in storage area 216, first and second entity groups 
217A and 217B, wherein each user identity included in first 
entity group 217A has permission to access BIOS settings 
227 and each user identity included in second entity group 
217B does not have permission to access BIOS settings 227. 
In such examples, network interface 210 may store the 
permissions associated with each entity group in storage 
area 216. 

In Such examples, if validation response 286B is negative, 
then generating module 214 may generate access informa 
tion 289 indicating that the user credential is invalid and/or 
indicating to BIOS module 220 not to provide access in 
accordance with access request 281. If validation response 
286B is affirmative, then network interface 210 may deter 
mine whether access should be granted based on the entity 
groups stored in storage area 216. Generating module 214 
may generate access information 289 Such that it indicates to 
BIOS module 220 whether or not to provide access to the 
BIOS setting 227 in accordance with access request 281. In 
such examples, module 226 may determine whether to 
provide access to the BIOS setting 227 based on access 
information 289 provided by network interface 210. 

While the example of FIG. 2 includes two entity groups 
in storage area 216, in other examples, storage area 216 may 
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store more than two entity groups, each with different 
permissions. Additionally, while entity groups 217A and 
217B, and generating module 214 are shown in FIG. 2, in 
examples in which BIOS module requests permission infor 
mation from server 250, entity groups 217A and 217B, and 
generating module 214 may be omitted from network inter 
face 210. 

In other examples, requesting module 222 may receive an 
access request that is a request for BIOS module 220 to 
request from server 250 a target value for a target setting 227 
of BIOS module 220. In some examples, a configuration 
module 229 of BIOS module 220 may request this access, 
for example, as part of a boot process of computing device 
200, in response to determining that another setting of BIOS 
module 200 indicates that a target value for the target setting 
227 is to be retrieved from server 250, or in response to 
determining that the current value for the target setting 227 
has expired. In other examples, this access request may be 
received from a remote resource via network interface 210. 

In response to the access request, module 222 may 
provide a request 286A to validate a user credential retrieved 
by BIOS module 220 and receive validation response 286B. 
In Such examples, validation request 286A may be consid 
ered a request for identity information and response 286B 
may be considered a response to the request for identity 
information. Module 226 may determine to provide the 
requested access if the response 286B is affirmative. 

In such examples, module 224 may receive response 
286B from network interface 210 as access information 289 
and module 226 may determine to provide the requested 
access if access information 289 indicates that the user 
credential is valid. If module 226 determines to provide the 
requested access, then module 226 may request the target 
value from server 250 by providing a request 292 for the 
target value to server 250 with network interface 210. In 
Some examples, request 292 may include the user credential 
and identify the target BIOS setting 227. In response, server 
250 retrieve the target value for the target setting 227 stored 
in directory 265 for target user identity 262 and return the 
target value to computing device 200 in a communication 
294. Module 226 may receive the target value from server 
250 via network interface 210 and replace (e.g., overwrite) 
a current value of the target setting 227 in the BIOS module 
220 with the received target value. 

In some examples, before requesting or receiving valida 
tion or permission information, module 222 may attempt to 
authenticate server 250. For example, if computing device 
200 is part of an enterprise, then module 222 may determine 
whether server 250 is a remote directory server for the 
enterprise by communicating with server 250 to determine 
whether directory 265 of server 250 has an organizational 
structure (e.g., Schema) particular to the enterprise. If so, 
then computing device 200 may continue to communicate 
with server 250. If not, then computing device may cease 
communications with server 250. 

In the example of FIG. 2, computing device 200 includes 
a communication controller module 212, which may manage 
network traffic between BIOS module 220 and operating 
system 232. In some examples, BIOS module 220 may 
perform functionalities described above in relation to FIG. 2 
regardless of the state of operating system 232 on computing 
device 200. In such examples, BIOS module functionalities 
using network interface 210 may be invoked through an 
interrupt while operating system 232 is in a running state. In 
such examples, BIOS module 220 and operating system 232 
communications using network interface 210 may be inter 
leaved. In some examples, controller module 212 may 
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manage use of network interface by BIOS module 220 and 
operating system 232. In such examples, controller module 
212 may distinguish between communication requests made 
by BIOS module 220 and operating system 232 and appro 
priately route communications received by network inter 
face 210 to either BIOS module 220 or operating system 
232. 

In some examples, communication controller module 212 
may include a series of instructions encoded on a machine 
readable storage medium of computing device 200 and 
executable by a processor to implement a virtualization layer 
between the BIOS module 220 and network interface 210, 
and between operating system 232 and network interface 
210, to implement the functionalities described above. In 
Some examples, communication controller module 212 may 
be included on network interface 210, as shown in FIG. 2. 
In Such examples, the instructions implementing the virtu 
alization layer may be executed by a processor of a man 
agement controller of network interface 210. In other 
examples, communication controller module 212 may be 
separate from network interface 210. In such examples, the 
instructions may be executed by a management controller 
separate from network interface 210 (e.g., a processor of a 
sideband management controller), or by a processor execut 
ing operating system 232. 

In some examples, BIOS module 220 and network inter 
face 210 may communicate with each other via a secure 
channel separate from other buses (e.g., a peripheral com 
ponent interface (PCI) bus) of computing device 200. In 
Some examples, the secure channel may be a physical line 
provided between the network interface 210 and an input/ 
output controller hub (ICH) (e.g., a southbridge of comput 
ing device 200). In some examples, communications over 
this line may also be encrypted. In other examples, BIOS 
module 220 and network interface 210 may authenticate one 
another using a secure handshake procedure over the secure 
channel and Subsequently communicate over the secure 
channel using unencrypted communications. Alternatively, 
rather than communicating via a secure channel, BIOS 
module 220 and network interface 210 may communicate by 
providing encrypted communications to one another over a 
bus of computing device 200 that is shared with other 
components of computing device 200. 

FIG. 3 is a block diagram of another example computing 
system 370 for managing BIOS access using a remote 
directory server 250. Computing system 370 includes a 
computing device 300 and a remote directory server 250. In 
the example of FIG. 3, server 250 is the same as server 250 
described above in relation to FIG. 2, except that server 250 
of the example of FIG. 3 stores a directory 365 instead of 
directory 265. In some examples, directory 365 may include 
a plurality of computing device identities 363, as shown in 
FIG. 3, in addition to the plurality of user identities 262 and 
the plurality of entity groups 264A and 264B. While FIG. 3 
shows at least two computing device identities 363, in other 
examples directory 365 may include more or fewer com 
puting device identities 363. 

In the example of FIG. 3, computing device 300 includes 
a network interface 310, a processor 315, an operating 
system 232, and a BIOS module 320. BIOS module 320 
includes a machine-readable storage medium 340, a plural 
ity of BIOS settings 227 stored in a storage area of BIOS 
module 320, and a BIOS setting permissions list 329 stored 
in a storage area of BIOS module 320. In the example of 
FIG. 3, operating system 232 is the same as described above 
in relation to FIG. 2. Additionally, as used herein, a 
“machine-readable storage medium may be any electronic, 
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magnetic, optical, or other physical storage device that 
contains, stores, or is otherwise encoded with executable 
instructions. For example, any machine-readable storage 
medium described herein may be any of Random Access 
Memory (RAM), flash memory, a storage drive (e.g. a hard 
disk), a Compact Disc Read Only Memory (CD-ROM), and 
the like, or a combination thereof. Further, any machine 
readable storage medium described herein may be non 
transitory. In some examples, the plurality of BIOS settings 
227 and the BIOS setting permissions list 329 may be stored 
in the same storage area, or in different storage areas. For 
example, the plurality of BIOS settings 227 and the BIOS 
setting permissions list 329 may be stored on machine 
readable storage medium 340. 

Machine-readable storage medium 340 includes instruc 
tions 341-347 for managing access to BIOS module 320. In 
the example of FIG.3, processor 315 may fetch, decode, and 
execute the instructions of machine-readable storage 
medium 340 to implement the functionality described 
below. As an alternative or in addition to fetching, decoding, 
and executing instructions, processor 315 may include at 
least one integrated circuit (IC), at least one other electronic 
circuit, other control logic, or a combination thereof for 
performing some or all of the functionality of the instruc 
tions of machine-readable storage medium 340 described 
below. 

In the example of FIG. 3, instructions 341 may receive a 
request 382 to alter at least one target BIOS setting 227. In 
Some examples, the request 382 to alter the setting may 
include at least one user credential (e.g., a username (UN) 
and a password (PW)), information identifying the target 
setting (e.g., SETTING1), and a target value (e.g., 
VALUE1A) for the target setting. In some examples, request 
382 may be received from operating system 232. For 
example, operating system 232 may include or run a series 
of instructions encoded on a machine-readable storage 
medium of computing device 300, and executable by a 
processor of computing device 300, for accessing (e.g., 
altering) BIOS settings 227. In such examples, the execut 
able instructions may retrieve the user credential from a user 
as described above in relation to FIG. 1, or from a storage 
area of computing device 300. Additionally, in such 
examples, operating system 232 may provide an interrupt to 
an ICH, which may invoke the execution of instructions 
encoded on machine-readable storage medium 340 of BIOS 
module 320. 

In response to at least receiving altering request 382 with 
instructions 341, instructions 342 may transmit the user 
credential from BIOS module 320 to server 250 with net 
work interface 310. For example, instructions 342 may 
transmit a request 384A to validate the user credential 
received in altering request 382. Instructions 342 may 
receive a validation response 384B from server 250 with 
network interface 310, and determine to deny altering 
request 382 if validation response 384B is negative. If 
validation response 384B is affirmative, then, in response to 
BIOS module 320 receiving altering request 382 and the 
affirmative validation response 384B, instructions 342 may 
transmit a request 386A for group information to server 250 
with network interface 310. The request 386A for group 
information may include the user credential. In Such 
examples, group information may be considered permission 
information. 

In Such examples, request 386A may be a request for a list 
of the entity groups of directory 365 of which a target user 
identity 262 associated with the user credential is a member. 
In response, server 250 may return a first entity list 386B 
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including information identifying all of the entity groups of 
which the target user identity 262 is a member. 

In some examples, access information receiving instruc 
tions 343 may receive the first entity list 386B from network 
interface 310 as access information 389. Determining 
instructions 344 may determine whether access information 
389 indicates that the target user identity 262 has permission 
to alter the target BIOS setting 227. In such examples, 
instructions 345 may alter the target setting in accordance 
with the request if instructions 344 determine that the access 
information 389 indicates at least that the target user identity 
262 has permission to alter the target BIOS setting 227. For 
example, instructions 345 may alter the target setting by 
replacing (e.g., overwrite) the current value (e.g., VALUE1) 
of the target BIOS setting 227 with the target value (e.g., 
VALUE1A). 

In the example of FIG. 3, BIOS module 320 includes a 
setting permissions list 329, which may indicate the entities 
(e.g., user identities and entity groups) that have permission 
to alter each of the plurality of BIOS settings 227. In some 
examples, permissions list 329 includes, for each BIOS 
setting 227, a list of entities having permission to alter that 
setting. In some examples, instructions 344 may compare 
the first entity list 386B to setting permissions list 329 to 
determine whether target user identity 262 has permission to 
alter the target BIOS setting 227. In such examples, instruc 
tions 344 may determine that access information 389 indi 
cates that the target user identity 262 has permission to alter 
the target setting 227, if setting permissions list 329 indi 
cates that at least one of the target user identity 262 and an 
entity group included in the first entity list 386B has per 
mission to alter the target setting 227. In other examples, 
permissions list 329 may have a single entity list indicating 
the entities that have permission to alter all of BIOS settings 
227. 

In other examples, a setting permissions list 329 may not 
be stored in BIOS module 320 when network interface 310 
receives first entity list 386B, or the setting permissions list 
329 may not indicate which entities have permission to alter 
the target setting 227. In such examples, after BIOS module 
320 receives the first entity list 386B, list requesting instruc 
tions 346 may request, from server 250 with network 
interface 310, a second entity list including information 
identifying at least one entity group whose members have 
permission to alter the target BIOS setting 227. For example, 
instructions 346 may provide a list request 388A to server 
250 with network interface 310. 

In some examples, each computing device identity 363 of 
directory 365 may include a plurality of parameters (e.g., 
attributes, etc.). In the example of FIG. 3, the parameters of 
each computing device identity 363 include at least one 
computing device credential associated with the computing 
device identity 363, a list of the plurality of BIOS settings 
227 of the computing device associated with identity 363, 
and a list of permissions indicating which entities have 
permission to alter which BIOS settings 227 of the associ 
ated computing device. 

In some examples, request 388A may include at least one 
computing device credential (CDC) stored on computing 
device 300. In some examples, server 250 may use the 
computing device credential to validate computing device 
300 and as an index to access the associated computing 
device identity 363. Additionally, in some examples, request 
388A may also include an identification of the target BIOS 
setting 227. In such examples, instructions 346 may receive 
from server 250, with network interface 310, a second entity 
list 388B including information identifying at least one user 
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identity having permission and/or at least one entity group 
whose members have permission to alter the target BIOS 
setting 227. 

After receiving the second entity list 388B, instructions 
344 may determine the target user identity 262 has permis 
sion to alter the target BIOS setting 227 if the target user 
identity 262 or at least one of the entities included in first 
entity list 386B of access information 389 is identified in the 
second entity list 388B. In some examples, instructions 347 
may store the second entity list 388B as or in a setting 
permissions list 329 of BIOS module 320. 

In the example of FIG. 3, validation request 384A and 
group request 386A are provided separately to server 250 by 
computing device 300. In other examples, in response to 
receiving altering request 382 with instructions 341, instruc 
tions 342 may transmit the user credential received in 
altering request 382 as part of a request for identity infor 
mation. In Such examples, the request for identity informa 
tion may be a request to validate the user credential and a 
request for group information for the target user identity 
associated with the user credential. In Such examples, net 
work interface 310 may receive the response of server 250 
to the request, and provide the response to instructions 343 
as access information 389. In some examples, instructions 
343 may deny the altering request if the validation infor 
mation is negative, and instructions 344 may determine 
whether to provide the requested access based in part on the 
provide the group information (e.g., first entity list 386B) if 
the validation information returned is affirmative. 

FIG. 4 is a flowchart of an example method 400 for 
managing access to a BIOS module of a computing device. 
Although execution of method 400 is described below with 
reference to computing device 100 of FIG. 1, other suitable 
components for execution of method 400 can be utilized 
(e.g., computing device 200 or 300). Additionally, method 
400 may be implemented in the form of executable instruc 
tions encoded on a machine-readable storage medium, in the 
form of electronic circuitry, or a combination thereof. 
Method 400 may start at 405 and proceed to 410, where 

computing device 100 may receive, with the BIOS module 
120 of computing device 100, an instruction to alter a first 
setting of BIOS module 120. In some examples, the BIOS 
module may receive the instruction from an operating sys 
tem of computing device 100. After receiving the instruction 
to alter the setting, method 400 may proceed to 415, where 
computing device 100 may provide, from BIOS module 120 
to a remote directory server, a request to validate a user 
credential in response to receiving the alteration instruction. 
In some examples, computing device 100 may provide the 
validation request to the remote directory server with net 
work interface 110 of computing device 100. 

After providing the validation request, method 400 may 
proceed to 420, where computing device 100 may determine 
whether a response to the validation request, received from 
the remote directory server, indicates that the user credential 
is valid. If, at 420, computing device 100 determines that the 
response to the validation request indicates that the user 
credential is not valid, than method 400 may proceed to 430, 
where method 400 may stop. However, if computing device 
100 determines, at 420, that the response to the validation 
request indicates that the user credential is valid, then 
method 400 may proceed to 425. At 425, computing device 
100 may provide, from BIOS module 120 to the remote 
directory server, a first request for permission to alter the 
first setting of the BIOS module. Method 400 may then 
proceed to 430, where method 400 may stop. 
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FIG. 5 is a flowchart of another example method 500 for 

managing access to a BIOS module of a computing device. 
Although execution of method 500 is described below with 
reference to computing device 100 of FIG. 1, other suitable 
components for execution of method 500 can be utilized 
(e.g., computing device 200 or 300). Additionally, method 
500 may be implemented in the form of executable instruc 
tions stored on a machine-readable storage medium, in the 
form of electronic circuitry, or a combination thereof. 
Method 500 may start at 505 and proceed to 510, where 

computing device 100 may receive, with the BIOS module 
120 of computing device 100, an instruction to alter a first 
setting of BIOS module 120. In some examples, the BIOS 
modules may receive the instruction from an operating 
system of computing device 100. After receiving the instruc 
tion to alter the setting, method 500 may proceed to 515 
where computing device 100 may retrieve user credential in 
response to receiving the alteration instruction. In some 
examples, computing device 100 may retrieve the user 
credential from a user of computing device 100 using, for 
example, at least one output device and at least one input 
device. In other examples, computing device 100 may 
retrieve the user credential from a storage area of computing 
device 100. 

After retrieving the user credential, method 500 may 
proceed to 520, where computing device 100 may provide, 
from BIOS module 120 to a remote directory server, a 
request to validate the user credential, in response to receiv 
ing the alteration instruction. In some examples, computing 
device 100 may provide the validation request to the remote 
directory server with network interface 110 of computing 
device 100. 

After providing the validation request, method 500 may 
proceed to 525, where computing device 100 may determine 
whether a response to the validation request, received from 
the remote directory server, indicates that the user credential 
is valid. If computing device 100 determines that the 
response to the validation request indicates that the user 
credential is not valid, then method 500 may proceed to 555, 
where method 500 may stop. However, if computing device 
100 determines that the response to the validation request 
indicates that the user credential is valid, then method 500 
may proceed to 530. 
At 530, method 500 may store the user credential in 

computing device 100. In Such examples, the user credential 
may be stored in computing device 100 after determining 
that the user credential is valid. For example, computing 
device 100 may include an application (e.g., a set of 
machine-readable instructions executable by a processor of 
computing device 100) that may be run by an operating 
system of computing device 100 and allow a user of com 
puting device 100 to request alterations to BIOS settings 
from within the operating system of computing device 100. 
In such examples, once BIOS module 120 has validated the 
user credential, the application may store the valid user 
credential such that they may be provided to BIOS module 
120 with each alteration request from the user without the 
user entering the user credential again for every alteration 
request. In some examples, the user credential may be stored 
in computing device 100 until a current user logs out or 
computing device 100 is rebooted. 

After storing the valid user credential, method 500 may 
proceed to 535, where computing device 100 may provide, 
from BIOS module 120 to the remote directory server, a 
request for permission to alter the first setting of the BIOS 
module. Method 500 may then proceed to 540, where 
computing device 100 may receive a response to the first 
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permission request from the remote directory server. In some 
examples, the response to the first permission request may 
include an entity list including information identifying at 
least one entity group of which a target user identity is a 
member, wherein the target user identity is associated with 
the user credential. In other examples, the response may be 
affirmative or negative. 

After receiving the response to the first permission 
request, method 500 may proceed to 545, where computing 
device 100 may determine whether to alter the first setting 
based at least in part on the response to the first permission 
request. In some examples, computing device 100 may 
compare the entity list returned in the response to a setting 
permissions list to determine, as described above in relation 
to FIG. 3, whether the target user identity has permission to 
alter the target setting. If computing device 100 determines 
that the target user identity has permission, then method 500 
may proceed to 550. Alternatively, if computing device 100 
determines that the target user identity does not have per 
mission, then method 500 may proceed to 555, where 
method 500 may stop. 

In other examples, in which the response received is 
affirmative or negative (and not an entity list), computing 
device 100 may determine to alter the first setting when the 
response is affirmative, and proceed to 550. In such 
examples, computing device 100 may determine not to alter 
the first setting when the response is negative, and proceed 
to 555, where method 500 may stop. 

After storing the user credential at 530, computing device 
100 may, at 550, provide to BIOS module 120 an instruction 
to alter a second setting of BIOS module 120, wherein the 
instructions includes the stored user credential. For example, 
an application run by the operating system of computing 
device 100 may, at 550, retrieve the stored user credential 
and provide it to BIOS module 120 as part of an instruction 
to alter the second setting. Method 500 may then proceed to 
520, described above in relation to FIG. 5. 

What is claimed is: 
1. A computing device for managing basic input/output 

system (BIOS) access, the computing device comprising: 
a network interface; and 
a BIOS module to: 

request, from a remote directory server with the net 
work interface, identity information associated with 
a user credential in response to receiving a request to 
access a setting of the BIOS module: 

receive access information based on a response of the 
remote directory server to the request for identity 
information; and 

determine, based on the access information whether to 
provide access to the setting, 

wherein the network interface is to provide the access 
information based on validation information and 
permission information from the response of the 
remote directory server. 

2. The computing device of claim 1, wherein the BIOS 
module is further to: 

retrieve a user credential in response to receiving the 
request to access a setting of the BIOS module: 

request, from the remote directory server with the network 
interface, validation of the user credential; and 

request, from the remote directory server with the network 
interface, identity information associated with the user 
credential in response to receiving the request to access 
the setting of the BIOS module and receiving an 
indication that the user credential is valid. 
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3. The computing device of claim 2, wherein the BIOS 

module is further to: 

determine to provide access to the setting in accordance 
with the access request, if the access information indi 
cates that a user identity associated with the user 
credential has permission to access the setting. 

4. The computing device of claim 3, wherein the network 
interface is to: 

receive the response of the remote directory server to the 
request for identity information; and 

provide the response to the BIOS module as the access 
information. 

5. The computing device of claim 4, wherein the network 
interface is to: 

store first and second entity groups, wherein each user 
identity included in the first entity group has permission 
to access the setting and each user identity included in 
the second entity group does not have permission to 
access the setting: 

receive, from the remote directory server, the response to 
the request for identity information; 

generate the access information Such that the access 
information indicates to the BIOS module to provide 
access to the setting, if the user identity is included in 
the first entity group and the response indicates that the 
user credential is valid; and 

provide the access information to the BIOS module. 
6. The computing device of claim 1, further comprising: 
a communication controller module to manage use of the 

network interface by the BIOS module and an operat 
ing system of the computing device. 

7. The computing device of claim 1, the BIOS module 
further to: 

request, from the remote directory server, a target value of 
the setting for a target user identity associated with the 
user credential, if the access information indicates that 
the user credential is valid; and 

replace a current value of the setting in the BIOS module 
with the target value received from the remote directory 
Sever. 

8. The computing device of claim 1, wherein the BIOS 
module is further to 

request, from the remote directory server with the network 
interface, a target value for the setting in response to: 
a boot process operation of the computing device; 
a determination that another setting indicates that the 

target value for the setting is to be retrieved from the 
remote directory server; or 

a determination that a current value for the setting is 
expired. 

9. The computing device of claim 1, further comprising: 
a machine-readable storage medium having instructions 

stored thereon that when executed cause a processor to 
implement a virtualization layer between the network 
interface and the BIOS module and between the net 
work interface and an operating system. 

10. The computing device of claim 9, wherein the network 
interface is further to: 

distinguish between communication requests made by the 
BIOS module and the operating system; and 

route responses received by the network interface to the 
BIOS module or the operating system. 
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11. The computing device of claim 1, wherein: 
the BIOS module is further to store a plurality of BIOS 

settings and a BIOS setting permissions lists; and 
the network interface is further to: 

receive a plurality of user identities, a plurality of entity 
groups, and a plurality of computing device identi 
ties; and 

generate the access information based on a comparison 
of the BIOS setting permissions list to the plurality 
of user identities, the plurality of entity groups, and 
the plurality of computing device identities. 

12. A non-transitory machine-readable storage medium of 
a basic input/output system (BIOS) module, encoded with 
instructions executable by a processor of a computing device 
to manage access to the BIOS module, the storage medium 
comprising: 

instructions to receive a request to alter a setting of the 
BIOS module: 

instructions to transmit a user credential from the BIOS 
module to a remote directory server with a network 
interface of the computing device, in response to 
receiving the request; 

instructions to receive access information, from the net 
work interface, based on a response of the remote 
directory server to the transmission of the user creden 
tial, the response to include validation information and 
permission information; and 

instructions to alter the setting in accordance with the 
request, if the access information indicates that a target 
user identity associated with the user credential has 
permission to alter the setting. 

13. The machine-readable storage medium of claim 12, 
wherein the request to alter the setting of the BIOS module 
includes the user credential. 

14. The machine-readable storage medium of claim 12, 
wherein the access information comprises a first entity list 
including information identifying at least one entity group of 
which the target user identity is a member, the storage 
medium further comprising: 

instructions to determine that the access information 
indicates that the target user identity has permission to 
alter the setting, if a setting permissions list of the BIOS 
module indicates that the target user identity oran first 
entity group included in the first identity list has 
permission to alter the setting. 

15. The machine-readable storage medium of claim 14, 
further comprising: 

instructions to request, from the remote directory server, 
a second entity list including information identifying a 
second entity group whose members have permission 
to alter the setting; and 

instructions to store the second entity list in the setting 
permissions in the BIOS module. 
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16. A method for managing access to a basic input/output 

system (BIOS) module of a computing device, the method 
comprising: 

receiving, with the BIOS module, an instruction to alter a 
first setting of the BIOS module: 

providing, from the BIOS module to a remote directory 
server, a request to validate a user credential in 
response to receiving the alteration instruction; 

providing, from the BIOS module to the remote directory 
server, a first permission request for permission to alter 
the first setting of the BIOS module, if a response to the 
validation request, received from the remote directory 
server, indicates that the user credential is valid: 

receiving, with the computing device, a response to the 
first permission request including an entity list associ 
ated with the user credential; and 

causing the first setting to be altered based on a compari 
Son of the entity list to a setting permissions list, the 
setting permissions list to indicate entities that have 
permission to alter the first setting. 

17. The method of claim 16, further comprising: 
retrieving the user credential in response to receiving the 

alteration instruction; and 
storing, on the computing device, the user credential if the 

response to the validation request indicates that the user 
credential is valid. 

18. The method of claim 17, wherein the response to the 
first permission request includes an entity list including 
information identifying an entity group of which a target 
user identity is a member, wherein the target user identity is 
associated with the user credential. 

19. The method of claim 17, further comprising: 
storing, on the computing device, a first entity group and 

a second entity group, wherein each user identify 
included in the first entity group has permission to 
access the first setting and each user identity included 
in the second entity group does not have permission to 
access the first setting; and 

providing to the BIO module an instruction to alter a 
second setting of the BIOS module, after storing the 
user credential, wherein the instruction includes the 
stored user credential. 

20. The method of claim 16, wherein: 
the providing the request to validate a user credential 

comprises: 
providing a computing device credential; and 

the providing the first permission request occurs if the 
response to the validation request indicates that the user 
credential is valid and that the computing device is 
valid. 


