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FLOW CONTROL TECHNIQUE FOR TRAFFIC IN 
A HIGH SPEED PAKET SWITCHING NETWORK 

TECHNICAL FIELD 

0001. The present invention relates to high speed packet 
Switching networks and more particularly to a mechanism 
for controlling X.25 traffic data flow at an acceSS node of a 
high Speed packet Switching network. 

BACKGROUND ART 

0002 Major users have many disparate networks such as 
SNA, DECnet. TCP/IP and X.25 data networks as well as 
logical networks of fax machines and one or more voice 
networks. For management reasons users want to have only 
one network for all traffic. The emergence of high Speed/ 
bandwidth networking technologies, Such as ATM cell 
based technology, now makes possible the integration of 
multiple types of traffic like Speech, Video and data over the 
Same communication network. The communication circuits 
which may be shared in Such network include transmission 
lines, program controlled processors, nodes or links, and 
data or packets buffers. In Such network an acceSS node 
should thus be designed for Supporting the access through 
users existing communications equipment Such as X.25 
devices as well as for accommodating new equipment, Such 
as equipment Supporting ATM. 
0003. The present invention relates to access nodes in 
high Speed cell Switching networkS Supporting the attach 
ment of devices using different protocols and particularly 
X.25 devices. In Such networks, access nodes perform a Set 
of functions known collectively as bandwidth management 
and congestion control, the role of which is to manage the 
network's resources (bandwidth in particular) Such that the 
overall resource utilization is maximized while continuing to 
Satisfy user requests for performance guarantees, usually 
referred to as quality of Service or QOS. Congestion control 
is based on bandwidth reservation at the network connec 
tion. For each connection requiring a specific quality of 
Service according to the protocol used, a certain amount of 
bandwidth is reserved on the links traversed by the connec 
tion. The bandwidth reservation contract is enforced by 
Specific techniqueS Such as the well-known leaky bucket 
algorithm. 

0004. In classical packet switching networks, flow con 
trol algorithms are based on windowing and buffer depletion 
techniques. A windowing Scheme consists of defining packet 
credits (often referred to as a window). A credit represents 
the number of packets that an origin device, also referred to 
as Data Terminal Equipment or DTE, can Send across the 
network without receiving an acknowledgment either from 
the network or from the destination device. This credit 
mechanism prevents the origin DTE from Sending data to 
the destination DTE when the network or the destination 
DTE cannot reliably expect to receive Such data, e.g. when 
the network is congested. Under network congestion con 
ditions, no acknowledgment will be received by the origin 
DTE, which will Stop Sending data as Soon as packets 
already in its current window have been transmitted, i.e., 
when its credit has been decremented to Zero. 

0005 Buffer depletion schemes rely on monitoring of 
access node buffers which are used for Storing packets in 
anticipation of Such routing or while awaiting availability of 
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an output link. The principle is to define two thresholds, 
which correspond to percentages of the total amount of 
buffer Space available, and two corresponding States: con 
gested and not congested. Buffer depletion techniques are 
often associated with windowing Schemes. 

0006 More specifically, with regard to the X.25 protocol, 
the X.25 ITU-T recommendation specifies the windowing 
mechanism mentioned above as a flow control technique. 
This technique is currently implemented at LAP-B (Link 
Access Protocol-Balanced) level and at PLP (Link Access 
Protocol) level. The general principle of a common imple 
mentation relies on the existence of three windows which 
are defined in a X.25 virtual circuit. A first window (origin 
window) is associated with the interface between the origin 
X.25 DTE and the input access node of the network. A 
Second window (destination window) is dedicated to the 
interface between the output access node of the network and 
the destination X.25 DTE. A third window (internal win 
dow) is associated with the internal part of the network, that 
is, all network elements on the path between the input and 
output access nodes. In operation, the destination DTE 
indicates it is congesting by not sending acknowledgments 
of received packets. When the output network access node 
does not receive expected acknowledgments, it sends pack 
ets only until its existing credit (destination window) is 
depleted. Similarly, when the input acceSS node fails to 
receive the expected acknowledgments, it sends packets 
only until its own credit (internal window) is depleted and 
then Stops transmitting packets into the network. Finally, an 
origin DTE which does not receive the expected acknowl 
edgments sends packets only until its existing credit (origin 
window) is depleted. This windowing mechanism can be 
asSociated with buffer depletion techniques that allow detec 
tion of the existence network congestion. A common buffer 
depletion technique consists of computing the amount of 
buffer space used by LAP-B frames which have entered the 
network access node and which have not yet been handled, 
and then comparing this number to predefined low/high 
buffer utilization thresholds. The LAP-B acknowledgments 
are stopped when the utilization of buffers exceeds the high 
threshold, and re-started when buffer utilization falls below 
the low threshold; this scheme is intended to avoid network 
congestion. 

0007. The above-cited X.25 common flow control tech 
nique is quite Satisfactory for classical packet Switching 
networks. But when X.25 traffic is routed through high speed 
digital networks using bandwidth reservation, such ATM or 
Frame Relay backbones networks, the X.25 common flow 
control Scheme is not efficient enough to avoid network 
congestion. Indeed, in Such networks an access node can 
Support a large number of X.25 data terminal equipments 
(e.g. 4096 DTEs). Consequently, the total buffer size that 
would be classically be required for avoiding congestion is 
the Sum of the packet window Sizes required for all the 
logical channels entering the node, which correspond to the 
attached DTEs. For example, for 4096 windows, each 
including 7 packets of 1048 bytes, an access node would 
need a buffer size of 40967* 1048 bytes=30 megabytes). 
Thus, a significant number of buffers would be required for 
this common technique to be efficient, which would increase 
Significantly the cost of the System since buffer memories, 
which use high-speed, high-performance technologies, are 
expensive. 
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0008 Furthermore, the X.25 common flow control tech 
nique is a reactive mechanism which can initiate flow 
control operations (by terminating sending of acknowledg 
ments) only after congestion is already detected. Moreover, 
using the common flow control Scheme will penalize all 
X.25 users connected to a given access node even those who 
are not responsible of the congestion. Finally, in a high Speed 
packet network which uses a leaky bucket mechanism to 
discard exceSS traffic in case of network congestion, the 
discarding of X.25 exceSS packets would eventually cause 
the attached X.25 data Source device to resend discarded 
packets even if congestion conditions Still existed. Such 
retransmission could actually aggravate the access node 
congestion State. 
0009. Accordingly, a new technique of flow control is 
required for X.25 traffic routed over a high Speed digital 
network based on bandwidth reservation, in order to prevent 
the onset of network/node congestion rather than just react 
ing to existing congestion. 

SUMMARY OF THE INVENTION 

0010. An object of the present invention is to provide a 
technique for effectively controlling the flow of traffic 
through a high Speed digital network which implements 
bandwidth reservation techniques. A flow control technique 
implemented at an access node of Such network makes use 
of a leaky bucket mechanism implemented in the node for 
enforcing a bandwidth reservation contract in order to 
initiate control of traffic flow before congestion occurs. 
0.011 The technique comprises the steps of: receiving and 
Storing an incoming packet; computing the number of tokens 
in a token pool; interrupting the transmission of received 
packet acknowledgments to the emitting Source if the num 
ber of tokens falls below a predefined threshold, causing the 
emitting Source to Stop transmitting packets and allowing 
replenishment of the number of tokens the token pool; and 
restarting the transmission of received packet acknowledg 
ments to the Source if the number of tokens exceeds another 
defined threshold, Such that the emitting Source resumes 
transmission of packets. 
0012. This method causes the level of tokens in the token 
pool to be maintained in a range greater than Zero to prevent 
network congestion. 
0013 The flow control technique implementing the 
present invention prevents network congestion by avoiding 
marking of packets as “red' or discardable as would ordi 
narily occur in common packet Switched networks, Avoiding 
"red’ marking avoids retransmissions of packets, which as 
noted earlier might actually result in an increase in conges 
tion. Furthermore, as the present flow control technique is 
implemented at a network connection level, in case of 
congestion alert for a given connection, only those attached 
devices having virtual circuits established on that network 
connection, will be affected by operation of the flow control 
mechanism. Other devices attached to the acceSS node will 
not be penalized, as happens in common packet Switching 
networks. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.014. The foregoing and other objects, aspects and 
advantages of the invention will be better understood from 
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the following detailed description of a preferred embodi 
ment of the invention with reference to the drawings, in 
which: 

0015 FIG. 1 illustrates a high speed packet Switching 
network connecting X.25 data terminal equipments (DTES); 
0016 FIG. 2 shows the structure of a network access 
node receiving X.25 connections, 
0017 FIG. 3 is a flow chart showing the sequence of 
operations for implementing the X.25 flow control method 
according to the invention; 

DETAILED DESCRIPTION OF THE 
INVENTION 

0018 Referring to FIG. 1 there is shown a high speed 
packet switching network 100 based on bandwidth reserva 
tion with two access nodes 101,102 represented. X.25 DTES 
103 are connected to network access node 101 via X.25 link 
105. DTES 104 are connected to network access node 102 
via X.25 link 106. A network bandwidth-reserved connec 
tion 107 enables communication between access nodes 101 
and 102 by multiplexing corresponding X.25 virtual circuits. 
0019. The functional structure of access node 101 is 
detailed in FIG. 2. The same Structure applies to acceSS node 
102. Access node 101 comprises three primary functional 
elements which are implemented as Software components: 
an X.25 Access Agent 202 connected to X.25 DTE 201, an 
X.25 Network Interface 203, and a Leaky Bucket congestion 
control element 204. 

0020. The X.25 Access Agent 202 is a X.25 protocol 
Specific element that presents the appearance of a X.25 
standard interface DCE (Digital Communication Element) 
to the attaching device. More particularly, it performs the 
following functions: 

0021 it understands and interprets the external user 
Service or protocol, that is, it communicates with the 
external equipment using its native X.25 protocol, 
performs address resolution to locate target user(s); 

0022 it uses network protocols to establish, main 
tain and take down X.25 connections acroSS the 
backbone network to target users and ensures a grade 
of Service that meets or exceeds the external require 
ments, and 

0023 it guarantees bandwidth and ensures fairness 
among uSerS. 

0024. The X.25 Network Interface 203 is responsible for 
Setting up a network connection between two network 
access nodes (e.g. 101 and 102) in order to establish data 
transfer between attached X.25 DTEs. If a plurality of X.25 
virtual circuits (VCs) have to be opened. these VCs are 
multiplexed over the same network connection. The band 
width required for the network connection is determined by 
configuration and also depends on the number of VCs 
multiplexed. 

0025 The Leaky Bucket (LB) component 204 is a con 
gestion control mechanism using the So-called leaky bucket 
algorithm. It is intended to provide assurance that an estab 
lished connection does not exceed the bandwidth that has 
been allocated to it. In this way, it ensures that well-behaved 
users whose traffic profile remains within the traffic descrip 
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tors assigned do not Suffer at the hands of misbehaving 
users. The working of the leaky bucket mechanism will be 
detailed below. The access node further includes logic 
elements which may be implemented as hardware, Software 
or a combination of the two. Specifically, a packet buffer 205 
is provided for temporarily Storing received packets during 
the functioning of the leaky bucket mechanism. Token pool 
logic 206 is used to control the decrementing and replen 
ishment of the token pool in the leaky bucket operation. A 
comparator circuit 207 is provided for comparing the num 
ber of tokens currently in the token pool against predeter 
mined thresholds. Acknowledgement control logic 208 is 
provided to control the interruption and resumption of 
packet acknowledgements in accordance with the leaky 
bucket operation. The operation of these various logic 
elements will be understood once the operation of the leaky 
bucket mechanism is described in detail below. 

0026. After passing through the foregoing elements of the 
input access node, incoming X.25 frames are outputted as 
data packets to a network internal trunk which Supports the 
network connection 107. 

0027 Bandwidth Reservation 
0028 Bandwidth is reserved for a network connection to 
guarantee that the packet loss ratio/cell loss ratio (PLR/ 
CLR) in the network is below a specified maximum. The 
PLR/CLR expresses the likelihood that a packet will not 
reach its destination or not reach it by the time promised. 
The amount of bandwidth reserved is derived from knowl 
edge of the user-specified traffic characteristics and the 
maximum PLR. In the network of the preferred embodi 
ment, a user's traffic is characterized by the following three 
descriptors, in order to ensure a certain PLR/CLR. These 
descriptors are the peak rate (R), i.e., the maximum rate at 
which a user can Submit data to the network; the mean rate 
(m) i.e., the average rate, measured over a relatively long 
period of time, at which a user Submits data to the network; 
and the burst length (b) i.e., the average duration (in Sec 
onds) for which a user is allowed to submit data to the 
network at the peak rate. To minimize the amount of 
reserved bandwidth that needs to be reserved, the network 
reserves “just enough” bandwidth to meet QOS require 
ments. This is the notion of equivalent capacity. The equiva 
lent capacity reservation enables Statistical multiplexing of 
connections. 

0029 Congestion Control with Leaky Bucket Scheme 
0.030. In such a fast-packet network, congestion control is 
performed at the network access points. This control consists 
of three basic functions: traffic monitoring, traffic policing, 
bandwidth adaptation. 

0031) The leaky bucket (LB) mechanism belongs to the 
traffic policing function which is a process of adjusting the 
incoming traffic to enforce conformance with the agreed-to 
mean and burst values, these actions will impair non 
conforming connections. The leaky bucket algorithm per 
forms two actions: tagging and discarding. Tagging consists 
in marking packets as exceSS when they arrive above the 
committed burst rate. Packets marked exceSS are also called 
red packets, while non-exceSS packets are called green. 
Discarding consists in discarding packets that arrive at a rate 
greater than the committed rate plus the extra rate being 
allowed as exceSS. 
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0032. In accordance with a leaky bucket mechanism 
implemented in the preferred embodiment of the invention, 
when a X.25 virtual circuit is established between two 
network attached X.25 equipments from an origin access 
node to a destination acceSS node, a network connection is 
established to transport X.25 data over the network, and four 
parameters required for the leaky bucket mechanism are 
computed. These parameters, which are functions of the 
connection peak rate (R), mean rate (m) and burst length (b), 
are defined as follows: 

0033) 
0034) 
0035) green token generation rate (Gr); and 
0036) 

0037. These parameters are initialized at connection 
Setup time. The tokens represent a potential packet trans 
mission duration at a rate (Rt) which is derived from the 
connection reserved bandwidth (RBh). The green token pool 
is set to MGT and is continuously refreshed at the rate Gr, 
i.e. the pool is replenished at Grbits per Second but only to 
a value which does not exceed the MGT value. The red 
token pool is set to the maximum value MRT and is 
continuously refreshed at the rate Rr, i.e. the pool is 
“refilled' at Rr bits per second up to the maximum value 
MRT. For each new incoming packet, the leaky bucket 
component (204) checks whether or not there is enough 
green tokens in the green 9 token pool. If there are enough 
green tokens the packet is marked green and is immediately 
transmitted over the network. Conversely, if the amount of 
green tokens in the pool is too low, the leaky bucket 
mechanism checks whether the red token pool contains 
enough red tokens. If So, the packed is marked red i.e. 
discardable and as Such it has a significant loSS probability. 
Inversely, if the amount of red tokens in the red pool is too 
low, the packet is immediately discarded. After the incoming 
packet has been processed, a new value for green tokens is 
computed. ASSuming that the last processed packet is the 
(n+1)th packet (where n is an integer) processed from the 
parameters initialization at connection Setup, the current 
number of green tokens in the green pool GTOn+1) is defined 
by the following equation: 

maximum amount of green tokens (MGT); 
maximum amount of red tokens (MRT); 

red token generation rate (Rr). 

GT(n+1)=minimum (GTOn)+Dn(n+1)-t(n+1)), MGT (1) 
0.038 where: 

0039 GTOn) is the amount of green tokens com 
puted after processing of the (n)th incoming packet; 

0040 Dn(n+1) is the time delay between the end of 
transmission of packet n and the beginning of trans 
mission of packet n+1; 

0041 ton+1) is the time duration for transmission of 
packet n+1; and 

0042 MGT is the maximum of green tokens set in 
the green token pool at initialization. 

0043 X.25 Flow Control Scheme 
0044 AS stated above, according to the invention, there 
is provided a method to control flow and prevent network 
congestion during X.25 traffic routing. The method takes 
advantage of the leaky bucket mechanism implemented in 
the origin acceSS node. The method is based on the use of 
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two thresholds S1 and S2 which define two values of 
available green tokens in the green token pool. S1 and S2 are 
chosen Such that: 

0.045. In the preferred embodiment of the invention, S1 is 
Set to 25 percent of the maximum amount of green tokens 
available for the connection (MGT) and S2 is set to 75 
percent of MGT. 

0046 Referring to FIG. 3 there is shown a flow chart 
illustrating the Sequence of operations required for imple 
menting the X.25 flow control procedure according to the 
invention. In box 300, an X.25 incoming packet has been 
transmitted from the X.25 Access Agent (FIG. 2, 202) to the 
Leaky Bucket component (FIG. 2, 204) through the X.25 
Network Interface (FIG. 2, 203). Next, in box 301 the 
current amount of available green tokens (NBTOKEN) in 
the green token pool is computed, in accordance with 
equation (1). In decision box 302, the computed number of 
available green tokens, NB TOKEN, is compared to first 
threshold S1 (e.g. 25% of MGT). If NB TOKEN is less than 
S1, i.e. the green token pool contains less than S1 tokens, 
then in box 303 a flag FCTL is tested. Flag FCTL is 
indicative of the congestion State of the connection path. 
More precisely, the value of flag FCTL indicates whether the 
X.25 preventive flow control mode of the present invention 
has been enabled (FCTL=1) or disabled (FCTL=0). If 
FCTL=1, the connection path is congested and X.25 flow 
control mode is already enabled, i.e., received packets are 
not acknowledged by the X.25 AcceSS Agent, So as to induce 
interruption of packets emission by the attached emitting 
X.25 device (as Soon as its current transmission window is 
fully transmitted). Then, in box 307 the current incoming 
packet is transmitted over the network and a new cycle 
re-starts when a new incoming packet is received (300). 
Back to box 303, if FCTL=0, that is, the connection path has 
not been declared congested and the flow control mode has 
not been enabled yet, then, in box 304, flow control mode is 
enabled (flag FCTL is set to 1), the connection path is 
considered as becoming congested, and received packets are 
no longer acknowledged by the X.25 AcceSS Agent. Finally, 
the current received packet is transmitted (box 307) over the 
network. Then the process returns to box 300 and a new 
incoming packet is awaited. 

0047 Referring to box 302, if the current number of 
available green tokens (NBTOKEN) is greater than or 
equal to S1, decision box 305 is entered to determine if the 
number of available green tokens NB TOKEN exceeds 
second threshold S2 (e.g. 75% of MGT) and if FCTL value 
is 1, i.e. flow control mode is enabled yet. If the result of the 
test is no, that is, either FCTL is set to zero or NB TOKEN 
is less than S2, no particular action is taken, and current 
packet is transmitted over the network as illustrated by 
entering box 307. Conversely, if the result of the test (box 
305) is yes, i.e. flow control mode is enabled (FCTL=1) and 
the number of green tokens (NBTOKEN) exceeds second 
threshold S2, then box 306 is entered for disabling flow 
control mode (FCTL=0), i.e. received packets are acknowl 
edged again by X.25 Access Agent (FIG.2,203) to emitting 
attached X.25 equipment. Then box 307 is entered to trans 
mit the current packet. Finally, the System recycles to wait 
for a new incoming packet in Leaky Bucket component (box 
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300). The marking (red or green) of the packets by the leaky 
bucket mechanism intervenes after the X.25 flow control 
mechanism has functioned. 

0048. The X.25 flow control procedure described in 
connection with FIG. 3 can be Summarized as follows. Each 
time a packet Sent from the X.25 emitting device reaches the 
acceSS node's Leaky Bucket component, after having passed 
successively through X.25 Access Agent and X.25 Network 
Interface, the count of available green tokens in the green 
token pool is determined. If the number of green tokens is 
less than S1, a Signal is sent from the Leaky Bucket 
component to the X.25 AcceSS Agent in order to Stop 
acknowledgments of received packets to the X.25 emitting 
device. When the emitting X.25 data equipment terminal 
does not received any more acknowledgments for packets 
already received, it stops Sending packets after completion 
of transmitting the current window. Then, it waits for receipt 
of acknowledgments again to re-start packet transmissions. 
In the meanwhile, packets already received, which were 
queued in the Network Interface component, are passed to 
the Leaky Bucket component. Because no more packets 
arrive at the X.25 Access Agent, the number of available 
green tokens in the green token pool increases as a function 
of the green token generation rate. When the X.25 control 
flow mechanism detects that the number of green tokens 
exceeds S2, a Second Signal is Sent to the X.25 Access Agent 
for resuming acknowledgments of received packets. Conse 
quently, the X.25 terminal equipment resumes packet trans 
missions. 

0049 From the above-described procedure it can be seen 
that the X.25 flow control mechanism of the present inven 
tion operates in a preventive way, Since it relies on the count 
of green tokens and not on the detection of red tokens which 
would indicate that congestion already underway. Indeed, by 
inducing the X.25 attached equipment to Stop transmitting 
packets if the number of available green tokens reaches a 
low threshold (S1), it allows restoration of the number of 
green tokens in the green token pool and prevents packets 
from being marked red and potentially being discarded. 
Without the presence of the X25 flow control mechanism of 
the invention, the discarding of red packets, in congestion 
Situations, would lead to repeating of discarded data and 
more precisely, of entire windows containing discarded 
packets, which in turn would increase the congestion of the 
network. Furthermore, by using an upper Second threshold 
(S2) to re-initiate regular transmission of packets, the 
enabling of the flow control procedure relies on an hysteresis 
cycle that would prevent the System from getting into 
oscillation. 

0050. While two thresholds are used in the preferred 
embodiment of the invention, a single threshold (e.g. 50% of 
MGT) could have been used instead, but to the prejudice of 
the Overall efficiency, Since, as previously Said, the hyster 
esis cycle provided by the two thresholds prevents the 
System from getting into oscillation. 

0051. In brief, as above-described, the present invention 
provides a preventive X.25 flow control mechanism for use 
in a high Speed packet Switching network where X.25 calls 
are multiplexed on network trunks, each connection using a 
reserved amount of the total bandwidth available according 
to the Quality of Service contracted at call setup. X.25 data 
terminal equipments access the network via acceSS nodes. 
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Each acceSS node includes a Leaky Bucket component for 
controlling congestion, where packets within the agreed-to 
characteristics are marked as high priority ("green” packets), 
while packets exceeding the pre-specified characteristics are 
marked with a low priority (“red” packets). Each time an 
incoming packet is received by the leaky bucket component, 
the invention takes advantage of the existing leaky bucket 
mechanism, by comparing the number of green tokens 
available in the green token pool to two predetermined 
threshold values. If the number of green tokens is less than 
the low threshold, acknowledgments of received packets are 
Stopped to induce an interruption of packet transmission by 
the emitting attached X.25 terminals and (consequently) a 
restoration of the number of available green tokens in the 
green token pool. Conversely, if the number of green tokens 
reaches the high threshold, packet acknowledgments are 
restored and packet transmission resumes. The flow control 
method of the present invention prevents network conges 
tion by testing the green token pool and avoiding “red” 
marking which would lead to packet discards. 
0.052 While the invention has been described in terms of 
preferred embodiments, those skilled in the art will recog 
nize that the invention can be practiced with variations and 
modifications. Therefore, it is intended that the appended 
claims shall be construed to include both preferred embodi 
ments and all variations and modifications thereof that fall 
within the true Spirit and Scope of the invention. 
Having thus described our invention, what we claim as new 

and desire to secure by Letters Patent is as follows: 
1. A method for controlling data traffic at an access node 

of a packet Switching network, Said data traffic being pro 
vided from sources which continue to transmit traffic only 
where acknowledgments of previously-transmitted traffic 
are received on a predetermined basis, Said access node 
implementing a leaky bucket admission control mechanism 
in which tokens are added to the pool at a predetermined 
rate, Said method comprising the Steps of: 

receiving and temporarily Storing each incoming packet; 

testing the number of tokens available in the token pool 
against first and Second thresholds having values 
greater than Zero; 

discontinuing acknowledgements of received packets 
where the test reveals the number of available tokens is 
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less than the first threshold and packet acknowledg 
ments are being provided to the packet Source, 

resuming acknowledgments of received packets where 
the number of available tokens is greater than a Second 
threshold and acknowledgments are not being provided 
to the packet Source; and 

transmitting the Stored packet and decrementing the token 
pool. 

2. A System for controlling data traffic at an acceSS node 
of a packet Switching network, Said data traffic being pro 
vided from sources which continue to transmit traffic only 
where acknowledgments of previously-transmitted traffic 
are received on a predetermined basis, Said acceSS node 
implementing a leaky bucket admission control mechanism 
in which tokens are added to the pool at a predetermined 
rate, Said method comprising: 

a packet buffer for receiving and temporarily Storing each 
incoming packet; 

a comparator for testing the number of tokens available in 
the token pool against first and Second thresholds 
having values greater than Zero; 

acknowledgment controlling logic responsive where the 
test reveals the number of available tokens is less than 
the first threshold and packet acknowledgments are 
being provided to the packet Source to discontinue 
generating Such acknowledgments and responsive 
where then umber of available tokens is greater than a 
Second threshold and acknowledgments are not being 
provided to the packet Source for resuming generation 
of Such acknowledgments, 

a network interface to transmit the packet Stored in the 
buffer; and 

token pool logic responsive to transmission of the packet 
for decrementing the token pool. 

3. A computer readable memory device, comprising; Said 
computer readable memory device containing instructions 
for practice of the method of claim 1. 

4. Electromagnetic Signal propagated over a computer 
network, comprising: Said electromagnetic Signals having 
instructions for practice of the method of claim 1. 
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