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METHOD AND APPARATUS FOR PROVIDING A SUPPLICANT ACCESS TO A

REQUESTED SERVICE

FIELD OF THE INVENTION

[0001] The present invention relates in general to wireless communication networks
and in particular to providing authentication to multiple services in wireless

communication networks.

BACKGROUND

[0002]  The Wireless Local Area Network (WLAN) industry has well-established
methods that allow mutual authentication between a supplicant and an Authentication
Server (AS). Some of the authentication methods used for authentication are also suitable
for a supplicant where the supplicant may mutunally authenticate without access to the AS
server and may authenticate via the use of an Authentication Authorization and
Accounting (AAA) server. However, such a method requires an extra entity, namely the
AAA server, to perform authentication. Another method for authentication is called
Transport Layer Security (TLS) and it relies on the use of public key cryptography and
digital certificates. Relying on public key cryptography and digital certificates is
cumbersome and inefficient. Another method has been proposed by Institute of
Electrical and Electronics Engineers (IEEE) 802.1x and allows for only one relationship
between a supplicant and an AS and such a method requires a Port Access Entity (PAE)

for authentication. The method is lacking since it does not address issues associated with
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using a single ad hoc network to support access to independent systems or services.
Accordingly, there exists a need to provide a supplicant to a requested service that

addresses these shortcomings.

BRIEF DESCRIPTION OF THE FIGURES

[0003] The accompanying figures, where like reference numerals refer to identical or
functionally similar elements throughout the separate views and which together with the
detailed description below are incorporated in and from part of the specification, serve to
further illustrate various embodiments and to explain various principles and advantages

all in accordance with the present invention.

[0004] FIG. 1 is a block diagram showing a wireless communication network in

accordance with some embodiments of the invention.

[0005] FIG. 2 is a flow diagram showing a method for providing a supplicant access
10 at least one requested service provided by an authenticator in a wireless

communications network in accordance with some embodiments of the invention.

[0006] FIG. 3 is a flow diagram depicting a method of creating a relationship
between a supplicant and a requested service based on an association request in

accordance with some embodiments of the invention.
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[0007]  FIG. 4is a flow diagram showing a method for providing a supplicant access
to at least one requested service provided by an authenticator in a wireless

communications network in accordance with some embodiments of the invention.

[0008]  FIG. 5is a flow diagram showing a method for providing a supplicant access
to at least one requested service provided by an authenticator in a wireless

communications network in accordance with some embodiments of the invention.

[0009]  FIG. 6 is a block diagram showing a multi system authenticator in a wireless

communication network in accordance with some embodiments of the invention.

[0010]  FIG. 7is a diagram showing communication exchanged between a supplicant
and an authenticator for a requested service provided by an authenticator in a wireless

communication network in one embodiment of the present invention.

[0011] FIG. 8 is a diagram showing communication exchanged between a supplicant
and an authenticator for a requested service provided by an authenticator in a wireless

communication network in a second embodiment of the present invention.

[0012] FIG. 9 is a diagram showing communication exchanged between a supplicant
and an authenticator for a requested service provided by an authenticator in a wireless

communication network in a third embodiment of the present invention.
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[0013] Skilled artisans will appreciate that elements in the figures are illustrated for
simplicity and clarity and have not necessarily been drawn to scale. For example, the
dimensions of some of the elements in the figures may be exaggerated relative to other

elements to help to improve understanding of embodiments of the present invention.

DETAILED DESCRIPTION

[0014] Before describing in detail embodiments that are in accordance with the
present invention, it should be observed that the embodiments reside primarily in
combinations for providing a supplicant access to a requested service in a wireless
communication network. Accordingly, the drawings are illustrated where appropriate by
conventional symbols in the drawings, showing only those specific details that are
pertinent to understanding the embodiments of the present invention so as not to obscure
the disclosure with details that will be readily apparent to those of ordinary skill in the art

having the benefit of the description herein.

[0015] In this document, relational terms such as first and second, top and bottom,
and the like may be used solely to distinguish one entity or action from another entity or
action without necessarily requiring or implying any actual such relationship or order
between such entities or actions. The terms "comprises," "comprising," or any other
variation thereof, are intended to cover a non-exclusive inclusion, such that a process,

method, article, or apparatus that comprises a list of elements does not include only those
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elements but may include other elements not expressly listed or inherent to such process,
method, article, or apparatus. An element proceeded by “comprises ...a” does not,
without more constraints, preclude the existence of additional identical elements in the

process, method, article, or apparatus that comprises the element.

[0016] It will be appreciated that embodiments of the invention described herein may
be comprised of one or more conventional processors and unique stored program
instructions that control the one or more processors to implement, in conjunction with
certain non-processor circuits, some, most, or all of the functions for providing a
supplicant access to a requested service described herein. The non-processor circuits may
include, but are not limited to, a radio receiver, a radio transmitter, signal drivers, clock
circuits, power source circuits, and user input devices. As such, these functions may be
interpreted as steps for providing a supplicant access to a requested service. Alternatively,
some or all functions could be implemented by a state machine that has no stored
program instructions, or in one or more application specific integrated circuits (ASICs),
in which each function or some combinations of certain of the functions are implemented
as custom logic. Of course, a combination of the two approaches could be used. Thus,
methods and means for these functions have been described herein. Further, it is
expected that one of ordinary skill, notwithstanding possibly significant effort and many
design choices motivated by, for example, available time, current technology, and
economic considerations, when guided by the concepts and principles disclosed herein
will be readily capable of generating such software instructions and programs and ICs

with minimal experimentation.
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[0017]  The present invention relates to providing a supplicant access to a requested
service. According to an embodiment of the present invention, the function of an
authenticator and a Port Access Entity (PAE) to track which services the supplicant is
authenticated to is expanded. The present invention also provides an architecture for
nodes to authenticate and communicate with each other when away from an
authentication server. In one embodiment, the communication between two nodes is
facilitated using a Transport Layer Security (TLS) protocol which provides for

authentication of nodes.

[0018] One embodiment of the present invention allows a node to authenticate with
an authentication server through another node. In such an embodiment, each node
functions as a supplicant, an authenticator and an authentication server. As will be
understood to one of ordinary skill in the art, the authentication server is provided at each
node to support and enforce authentication between the supplicant and the authentication
server because an authenticator can not perform authentication alone without the aid of
the authentication server. Additionally, sometimes ad-hoc networks may not have an
authoritative authentication server and hence a location authentication server within the
node granting access to a requested service can serve as an authentication server for the
node seeking access to the service. The authenticator can keep track of the services the
supplicant has authenticated to and can open a PAE port corresponding to the requested

service.
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[0019]  Those skilled in the art shall realize that there are several services that may be
available to a supplicant and such services are generally termed a “service set.” Further,
each authenticator that provides access to such services can track the services the
supplicant authenticates with. Once the supplicant is authenticated for the requested
service, the supplicant can route messages corresponding to the requested service to the

authenticator.

[0020]  FIG 1 illustrates a block diagram of a wireless communication network
pursuant to an embodiment of the present invention. The wireless communication
network comprises nodes 130, 155 and 175. As is known to one of ordinary skill in the
art, a node (e.g. node 130) can be, for example, a laptop, a mobile phone or a personal
digital assistant. Each node (e.g. node 130) comprises an authentication server, an
authenticator and a supplicant. For example, node 130 comprises an authentication server
120, an authenticator 125, and a supplicant 135 (as those terms are understood to one of
ordinary skill in the art). In one embodiment, the terms authentication server,
authenticator, and supplicant are defined in IEEE 802. In one embodiment,
authentication servers 120, 145 and 170 in each node 130, 155 and 175 can provide an
Incident Scene (IS) network service and a portion of the nodes 130, 155 and 175 can also
provide access to infrastructure 105. In one embodiment, the infrastructure 105
comprises an authentication server 110 and an authenticator 115 connected to the
authentication server 110. The authenticator 115 corresponding to the infrastructure 105

is also in communication with authenticator 150, which forms a part of node 155. Hence,
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node 155 can provide a supplicant access to the IS network service as well as to the

infrastructure 105.

[0021]  Eachnode 130, 155 and 175 generally advertises the services it can offer
using a beacon. For example node 155 may offer connectivity to an FBI infrastructure
and to an IS network service. Hence, in one embodiment, nodes 130, 155 and 175
inchude an identifier in the beacons corresponding to the services that the node can
provide. One instance of an identifier is a service set identification (SSID) corresponding
10 a service that the node provides. Authenticators for multiple services for instance
authenticator 150, may be pre-configured to use an authentication server corresponding
t0 each service. As is known to one of ordinary skill in the art, various fields and
parameters may be used to advertise 2 specific service and/or a specific authentication

server.

[0022] Consider two agencies (e.g., the Federal Bureau of Investigation (FBI) and
the Local Police Department (LPD)) that agree to interoperate and share information at
an incident scene. In such an example, each agency may have nodes, e.g. the FBI may
have nodes 130, 155 and the LPD may have node 175. In general, the FBI nodes and the
LPD node mutually authenticate each other when there is no link to the infrastructure
105 to serve the incident scene. However, if one of the FBI nodes, e.g. node 155, obtains
a wide area link to the FBI infrastructure, then the FBI node may be able to provide
access to the FBI infrastructure to the other nodes at the incident scene. For example, if

node 130 wishes to now obtain access to the FBI infrastructure at the incident scene, FBI
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node 155 can provide such access to the incident scene ad-hoc network and the FBI

infrastructure.

[0023] In one embodiment, to obtain access to the FBI infrastructure, the supplicant
135 of node 130 sends an authentication request to the authenticator 150 of node 155. In
one embodiment, the authentication request comprises an association request and an
identification corresponding to the requested FBI infrastructure service. The
authenticator 150 of node 155 associates the supplicant with the requested service. The
authenticator 150 then fulfills the authentication request of the supplicant 135 with the
authentication server 110 in the FBI infrastructure (e.g. infrastructure 105). Similarly,
node 175 can also obtain access to the FBI infrastructure through node 155. Alternatively,
since node 130 has been authenticated for the FBI infrastructure service through node
155, node 130 can also provide access to the FBI infrastructure. The FBI node 155 can
then keep track of all such associations for each node using a map. Those skilled in the
art shall realize that nodes 130, 175 may also offer access to certain services which node
155 or any other node may wish to seek access to and a similar procedure as disclosed

can be followed.

[0024] In an embodiment of the present invention, a method for providing a
supplicant access to at least one requested service provided by an authenticator in a
wireless communications network is provided as shown in FIG 2. Pursuant to the
embodiment, an authenticator receives an authentication request from a supplicant

seeking access to a requested service (step 205). In one embodiment, the authentication
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request comprises an association request and an identifier for the requested service. In
one embodiment, the supplicant identifies an authenticator that provides access to the
requested service based on examining beacons sent by authenticators that provide
services. The authenticator upon receiving the association request creates a relationship
between the supplicant and the requested service based on the received association
request (step 210). In one embodiment, the relationship is made by creating a map
between the supplicant and the requested service and the map is maintained at the
authenticator. An identifier for the requested service indicates the requested service, e.g.
by an indicator such as a service identification parameter corresponding to the requested
service, which is used by the authenticator to associate the supplicant with the requested

service.

[0025] Having created the relationship between the supplicant and the requested
service, the authenticator fulfills the association request for the requested service (step
215). The authenticator then determines an authentication server based upon the
requested service identified in the authentication request (step 220). On determining the
authentication server, the authenticator routes the authentication request to the
authentication server. The authenticator receives an indication from the authentication
server that the authentication request from the supplicant for the requested service is
successful and receives keying material from the authentication server. In one
embodiment, the keying material comprises authentication credentials, secure keys and
other information relating to the authentication that enables the authenticator to
determine whether the supplicant is authenticated with the authentication server. For

example, for IEEE 802.11i authentication, the keying material may be an Authentication
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Authorization and Accounting (AAA) key or a Pair-wise Master Key (PMK). Finally,
the authenticator authenticates the supplicant for the requested service based on the

keying material (step 225).

[0026] Once the authenticator has authenticated a supplicant for a requested service,
the authenticator may keep track of the supplicant’s association with the service and the
flow of data for the requested service between the supplicant and the authenticator. In
one embodiment, the authenticator may receive another authentication request
corresponding to another requested service from the same supplicant or from another
supplicant. Those skilled in the art shall appreciate that the authenticator can also receive
an authentication request from another supplicant corresponding to the requested service
or from the same supplicant for another service that the authenticator provides. Referring
to FIG.1, for example, node 155 may obtain an authentication request from node 130 for
access to an IS network service and after fulfilling the authentication for the IS network
service, node 155 may receive another authentication request from node 130 for access to
the FBI infrastructure 105. In one embodiment, while authenticating the supplicant for
the second requested service, the authenticator maintains access to the first requested
service for the supplicant and on completing authentication for the second requested
service, maintains the authentication for requested services the supplicant has
authenticated with. Since there may be multiple security associations within one node in
a single wireless communication network, there may be multiple PMKs for each node.
After authentication, in order to enable the authenticator to associate a message received
from the supplicant to the requested service, the supplicant may indicate a security

association within the message. In one embodiment, the security association in the
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message may include using a key identification of the supplicant or a media access
control address of the supplicant. As used herein, messages are data packets sent by the

supplicant for the requested service and are generally sent after successful authentication.

[0027] Turning now to FIG. 3, FIG. 3 shows a flow diagram of a method for creating
a relationship between a supplicant and a requested service in accordance with an
embodiment of the present invention. On receiving an authentication request, an
authenticator may create a map between a service identification parameter corresponding
to the requested service specified in the authentication request and the supplicant (step
305). As is known to one of ordinary skill in the art, a device driver or 2a MAC layer
protocol driver, instead of by the authenticator, may also be responsible for creating and
maintaining the map. In any case, the map serves to provide an association table between
the supplicant and the requested service. The authenticator can then associate the service
identification parameter with a security association (step 310) and correspondingly
maintain a state of each supplicant (step 315). In one embodiment, the security
association generally comprises at least one of a security association index (SAI) number,
Virtual LAN identifier and an IP address corresponding to the supplicant. In any case,
the state is defined as an association between the service identification parameter and the
security association. Further, a state enables routing of messages that are received after
authentication to the requested service provided by the authenticator. If the supplicant
wishes to disassociate from the authenticator for the requested service, the state can be

updated and the map will reflect the disassociation.



WO 2007/076248 PCT/US2006/061900
13

[0028] Tuming now to FIG. 4, FIG. 4 illustrates another embodiment of a method of
providing a supplicant access to at least one requested service provided by an
authenticator in a wireless communication network. The method comprises receiving an
association request corresponding to a first requested service at the authenticator from
the supplicant (step 405). The authenticator upon receiving the association request
creates a relationship between the supplicant and the first requested service based on the
association request (step 410). In one embodiment, creating the relationship may include
creating a map between a service identification parameter corresponding to the requested
service and the supplicant, wherein the service identification parameter may be
associated with a security association. In any case, once the supplicant is successfully
authenticated, the authenticator may maintain a state of each supplicant. Maintaining the
state may generally comprise maintaining an association between the service
identification parameter and the security association. As mentioned previously, the
security association may comprise at least one of a security association index (SAD

number, Virtual LAN identifier and an IP address corresponding to the supplicant.

[0029]  The authenticator then fulfills the association request of the supplicant for the
first requested service (step 415). Fulfilling the association request indicates that the
authenticator can provide access to the first requested service for the supplicant and the
supplicant can obtain access to the first requested service on fulfilling the authentication.
The authenticator then receives a first authentication request corresponding to the first
requested service from the supplicant (step 420). The first authentication request

comprises an identifier for the first requested service, wherein the identifier may be
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service identification parameter. The authenticator then determines an authentication
server based upon the first requested service indicated in the first authentication request
(step 425). In one embodiment, the authenticator receives keying material from the
authentication server so that the authenticator can determine whether the supplicant is
authenticated with the authentication server for the first requested service. If the
authenticator determines that the supplicant is authenticated with the authentication
server, then the authentication server fulfills the authentication request for the first
requested service. Then, a security association between the supplicant and the
authenticator for the first requested service is created and maintained at the authenticator

(step 430).

[0030]  In one embodiment, the authenticator receives a second authentication request
from the same supplicant or a different supplicant for a second requested service (step
435). The authenticator determines a second authentication server based upon the second
requested service identified in the second authentication request (step 440). The
authenticator authenticates the supplicant for the second requested service while
maintaining the security association between the supplicant and the authenticator for the
first requested service (step 445). Authenticating the supplicant for the second requested
service (step 445) comprises the steps of sending an authentication request from the
authenticator to the second authentication server where the second authentication server
provides the second requested service. The authenticator receives an indication from the
second authentication server that the authentication request of the supplicant for the
second requested service is successful. The authenticator receives keying material from

the second authentication server corresponding to the second requested service so that
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the authenticator can determine whether the supplicant is authenticated with the second

authentication server for the second requested service.

[0031] Subsequent to a successful authentication for requested services, all messages
corresponding to the requested service can be sent from the supplicant to the
authenticator. For example, if a supplicant has successfully authenticated with an IS
network service and the FBI infrastructure, the authenticator will allow messages
corresponding to both services from the supplicant. However, messages to other services
provided by the authenticator but not successfully authenticated by the supplicant will be

blocked.

[0032] As mentioned, each authenticator in each node can provide access to multiple
services. Further, a supplicant from another node can obtain access to the multiple
services via the authenticator. As previously mentioned, since there may be multiple
security associations within a single node, there can be multiple PMKs. Therefore any
message from the supplicant to the authenticator for a requested service that the
supplicant has successfully authenticated to can contain the security association
corresponding to the requested service. Specifying the security association in the
message enables the authenticator to check the map corresponding to the supplicant and
determine whether the supplicant has successfully authenticated for the requested service.
The authenticator then forwards messages only for those services that the supplicant has

successfully authenticated with.
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[0033]  In another embodiment of the present invention a method for providing a
supplicant access to at least one requested service provided by an authenticator in a
wireless communications network is provided as shown in FIG 5. The method comprises
the steps of receiving an association request corresponding to a second requested service
at the authenticator from the supplicant (step 505), wherein the supplicant has already
been authenticated for a first requested service. The authenticator creates a security
association between the supplicant and the authenticator for the first requested service. In
one embodiment, the association request comprises a service identification parameter
corresponding to the second requested service. The authenticator in response to receiving
the association request corresponding to the second requested service creates a
relationship between the supplicant and the second requested service based on the

association request (step 510).

[0034] In one embodiment, creating the relationship comprises the steps of creating a
map between a service identification parameter corresponding to the second requested
service and the supplicant, associating the service identification parameter with a security
association and maintaining a state of each supplicant. As used herein, the state is
defined as an association between the service identification parameter and the security
association. As previously mentioned, the security association comprises at least one of a

security association index (SAI) number, Virtual LAN identifier and an IP address.

[0035]  Upon creating the relationship between the supplicant and the second

requested service the authenticator fulfills the association request for the second
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requested service (step 515). Fulfilling the association request for the second requested
service step 515 comprises the steps of sending a security association index number
corresponding to the association request if the supplicant is eligible for association in an
association response or an authentication response. The supplicant then sends an
authentication request for the second requested service (step 520). The authenticator
upon receiving the authentication request (step 520) determines an authentication server
based upon the second requested service identified in the association request (step 525).
In one embodiment, the authentication server can also be found via a relay to the
authentication server. Upon determining the authentication server the authenticator sends
the authentication request to the authentication server where the authentication server
provides the second requested service. The authenticator then receives an indication from
the authentication server that the authentication request of the supplicant for the second
requested service is successful and then receives keying material from the authentication
server so that the authenticator can determine whether the supplicant is authenticated
with the authentication server. Where the authentication request was relayed via another
authenticator, the authentication response may also be received via the same relay. The
authenticator authenticates the supplicant for the second requested service (step 530)
while maintaining the security association between the supplicant and the authenticator
for the first requested service. On successful authentication for the second requested
service, the authenticator may also receive more authentication requests for additional

services, e.g., a third requested service.

[0036]  After successful authentication, all messages corresponding to at least one of

the first, second and third requested service for which the supplicant is authenticated
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with the authenticator can be sent from the supplicant to the authenticator. Since there
may be multiple security associations within the node in a single wireless
communication network, there can be multiple PMKSs corresponding to each requested
service. Therefore each message may indicate which security association is being used to
associate the message with the requested service. Specifying the security association in
the message for directing the message to the requested service can be done using a key
identification field or a media access control address of the supplicant, as previously
mentioned. The security association can also be included in an Initialization

Vector/Packet Number (IV/PN) field of a message

[0037]  The method further comprises receiving a message corresponding to a
requested service at a first receiving node from at least one transmitting node in the
wireless communications network. The first receiving node then determines if the
transmitting node has successfully authenticated for the requested service indicated by,
e.g. the security association in the message. If not, the authenticator may discard the
message. Similarly, if the message comprises an invalid security association the message

can also be discarded.

[0038]  Ifafirst receiving node receives a message corresponding to a requested
service not provided by the first receiving node, the first receiving node may forward the
message to a second receiving node, if the first receiving node has a security association
with the second receiving node for the requested service. In one embodiment, forwarding

the message to a second receiving node comprises a) queuing the message at the first
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receiving node, b) if the first receiving node does not have the security association with
the second receiving node, performing an authentication for the requested service with
the second receiving node and ¢) then transmitting the message to the second receiving
node after successful authentication with the second receiving node. However, if the first
receiving node does not have a security association with the second receiving node for
the requested service, then the first receiving node determines a third receiving node
where the third receiving node has access to the requested service. The first receiving
node then performs an authentication for the requested service with the third receiving
node. The first receiving node then forwards the message to the third receiving node. If a
receiving node has access to the requested service and a security association with the first
receiving node was not found, then the first receiving node can inform the transmitting

node.

[0039] Referring now to FIG 6 shows a block diagram of a multi system
authenticator pursuant to an embodiment of the present invention. The multi system
authenticator comprises a Port Access Entity (PAE) 625, an association table 615

coupled to the PAE 625 and authentication servers 620, each corresponding to a
requested service coupled to the PAE 625. Each of the services offered by “system 1”

605 to “system N” 610 is coupled to the PAE 625 through at least one of a switch and
gate. Once a supplicant 630 is authenticated for a requested service by the multi system
authenticator, a switch corresponding to the requested service closes. In one embodiment,
the PAE 625 can control the switches. The PAE 625 is able to recognize which message

is associated with which system based on the information available in the association
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table 615 wherein the association table 615 comprises a map between a service
identification parameter corresponding to the requested service and the supplicant. The
authenticator can associate the service identification parameter with a security
association and maintain a state of each supplicant using the map. Once the authenticator
determines that the supplicant has authenticated for the requested service, the PAE 625
closes the switch, e.g. switch 635, for the requested service, e.g. service 605. Once the

switch closes, messages are able to flow through the switch to the requested service.

[0040] FIG. 7 is a diagram illustrating communication exchanged between a
supplicant and an authenticator for a requested service provided by an authenticator in a
wireless communication network. In such an embodiment, the functions of
authentication and association are achieved simultaneously. Referring to FIG. 7, a
supplicant 701 seeking access to a requested service provided by the authenticator 702
sends an authentication request 705. In such an embodiment, the authentication request
705 comprises an association request and an identifier to a requested service. In one
embodiment, the identifier is a service identification parameter corresponding to the
requested service. As is known to one of ordinary skill in the art, authentication
comprises further messaging (not shown) between the supplicant and an AS which

traverse through the authenticator 702.

[0041] When the authentication is successful (e.g. as described with respect to FIG.
2), the authenticator 702 sends an authentication response 710 to the supplicant 701. In
one embodiment, the authentication response 710 comprises a security association, as

described above, to inform the supplicant 701 that the authentication has been successful.
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As is known to one of ordinary skill in the art, verification of the authentication state
between the supplicant 701 and the authenticator 702 may be performed e.g. via a four-
way handshake. Upon verification of the authentication state, the supplicant 701 may
perform messaging 715 with the authenticator 702. Subsequently, the supplicant may
send a second authentication request 720 to the authenticator 702 for another requested
service. Similarly, when the supplicant receives an authentication response 725 from the
authenticator 702, the supplicant may perform subsequent messaging for the second

requested service.

[0042] FIG. 8 is a diagram illustrating communication exchanged between a
supplicant and an authenticator for a requested service provided by an authenticator in a
wireless communication network. In such an embodiment, the function of association is
performed once between a single supplicant and an authenticator, whereas the function
of authentication may be performed a number of times. Referring to FIG. 8, a supplicant
801 seeking access to a requested service provided by the authenticator 802 sends an
association request 805. In one embodiment, the association request comprises a service
identification parameter corresponding to the requested service. When the association is
successful and the supplicant has associated with the authenticator 802 for the requested
service, the authenticator 802 sends an association response 810 to the supplicant 801.
Then, the supplicant sends an authentication request 815 comprising an identifier to the
requested service to the authenticator 802. In one embodiment, the identifier is a service
identification parameter corresponding to the requested service. As is known to one of
ordinary skill in the art and as mentioned above, authentication comprises further

messaging (not shown) between the supplicant and an AS which traverse through the
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authenticator 802. When the authentication is successful, the authenticator 802 sends an
authentication response 820 to the supplicant 801. The supplicant 801 may then perform
messaging 825 for the requested service. Subsequently, the supplicant may send a
second authentication request 830 to the authenticator 802 for another requested service.
Similarly, when the supplicant receives an authentication response 835 from the
authenticator 802, the supplicant may perform subsequent messaging for the second
requested service. In this embodiment, the supplicant did not need to perform association

again since the supplicant is already associated with authenticator for any service.

[0043] FIG. 9 is a diagram illustrating communication exchanged between a
supplicant 901 and an authenticator 902 for a subsequent requested service provided by
an authenticator 902 in a wireless communication network. It is assumed in FIG. 9 that a
supplicant 901 has previously associated and/or authenticated with an authenticator 902
for a first requested service, e.g. by the signaling of FIGS. 7 and/or 8, and requests a
second requested service. In such an embodiment, the supplicant 901 must perform the
steps of association (e.g. via 905, 910) and authentication (e.g. via 915, 920) before
engaging in messaging 925. At this point, messaging belonging to any of the previously
authenticated services, in addition to the authenticated second requested service, can be

forwarded through the authenticator 902.

[0044] In one embodiment, as used herein, references to the authentication request
and authentication response can be Extensible Authentication Protocol Over Local area
network (EAPOL) messages as specified according to IEEE 802.11 standards. In such an

embodiment, each of the messages corresponding to the requested service can include a
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security association index number to enable sorting of messages according to the

requested service at the PAE.

[0045] In the foregoing specification, specific embodiments of the present invention
have been described. However, one of ordinary skill in the art appreciates that various
modifications and changes can be made without departing from the scope of the present
invention as set forth in the claims below. Accordingly, the specification and figures are
to be regarded in an illustrative rather than a restrictive sense, and all such modifications
are intended to be included within the scope of present invention. The benefits,
advantages, solutions to problems, and any element(s) that may cause any benefit,
advantage, or solution to occur or become more pronounced are not to be construed as a
critical, required, or essential features or elements of any or all the claims. The invention
is defined solely by the appended claims including any amendments made during the

pendency of this application and all equivalents of those claims as issued.
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CLAIMS

1. A method of providing a supplicant access to at least one requested service
provided by an authenticator in a wireless communications network, the method
comprising:

receiving an authentication request, wherein the authentication request comprises

an association request and an identifier to a requested service;

creating a relationship between the supplicant and the requested service based on

the association request;
fulfilling the association request for the requested service;

determining an authentication server based upon the requested service identified

in the authentication request; and

authenticating the supplicant for the requested service.

2 The method of claim 1 further comprising authenticating the supplicant for a

second requested service while maintaining authentication for the requested service.
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3. The method of Claim 1, wherein the creating step further comprises:

creating a map between a service identification parameter corresponding to the

requested service and the supplicant;

associating the service identification parameter with a security association, the
security association comprising at least one of a security association index (SAI) number,

Virtual LAN identifier and an IP address; and

maintaining a state of each supplicant wherein the state is an association between

the service identification parameter and the security association

4, The method of Claim 1 further comprising:

specifying the security association in a message for directing the message to the
requested service using one of a) a key identification field, b) media access control

address of the supplicant and c) an additional field in each message.

5. The method of Claim 1, wherein the authenticating step further comprises:

sending the authentication request from the authenticator to an authentication

server where the authentication server provides the requested service;

receiving an indication from the authentication server that the authentication

request of the supplicant for the requested service is successful; and

receiving keying material from the authentication server so that the authenticator

determines whether the supplicant is authenticated with the authentication server.
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6. A method of providing a supplicant access to at least one requested service
provided by an authenticator in a wireless communications network, the method
comprising:

receiving an association request corresponding to a first requested service at the
authenticator from the supplicant;

creating a relationship between the supplicant and the first requested service
based on the association request;

fulfilling the association request for the first requested service;

receiving a first authentication request;

determining an authentication server based upon the first requested service

identified in the first association request;

authenticating the supplicant for the first requested service by creating a security
association between the supplicant and the authenticator for the first requested service;

receiving a second authentication request corresponding to a second requested
service;

determining a second authentication server based upon the second requested
service identified in the second authentication request; and

authenticating the supplicant for the second requested service while maintaining
the security association between the supplicant and the authenticator for the first

requested service.
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7. The method of Claim 6, wherein the creating step further comprises:

creating a map between a service identification parameter corresponding to the

requested service and the supplicant;

associating the service identification parameter with a security association, the
security association comprising at least one of a security association index (SAI) number,

Virtual LAN identifier and an IP address; and

maintaining a state of each supplicant wherein the state is an association between

the service identification parameter and the security association

8. The method of Claim 6 further comprising:

specifying the security association in a message for directing the message to the
requested service using one of a) a key identification field, b) media access control

address of the supplicant and c) an additional field in each message.

9. The method of Claim 6, wherein the authenticating step further comprises:

sending the authentication request from the authenticator to an authentication
server where the authentication server provides the requested service;
receiving an indication from the authentication server that the authentication

request of the supplicant for the requested service is successful; and

receiving keying material from the authentication server so that the authenticator

determines whether the supplicant is authenticated with the authentication server.
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10. A method of providing a supplicant access to at least one requested service
provided by an authenticator in a wireless communications network, the method
comprising:

receiving an association request corresponding to a second requested service at
the authenticator from the supplicant, wherein the supplicant is authenticated for a first
requested service and the authenticator creates a security association between the
supplicant and the authenticator for the first requested service;

creating a relationship between the supplicant and the second requested service

based on the association request;
fulfilling the association request for the second requested service;
receiving an authentication request;

determining an authentication server based upon the second requested service
identified in the association request; and

authenticating the supplicant for the second requested service while maintaining
the security association between the supplicant and the authenticator for the first

requested service.
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