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independent of an operating system of the client.
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DESCRIPTION

EMPLOYING A RESOURCE BROKER IN MANAGING
WORKLOADS OF A PEER-TO-PEER COMPUTING ENVIRONMENT

Technical Field

This invention relates, in general, to a peer-to- peer
distributed computing environment, and in particular, to
employing a resource broker in managing workloads of the peer-

to-peer distributed computing environment.

Background of the Invention

In one embodiment of a peer-to-peer distributed computing
environment, one or more issuers have a direct relationship
with one or more client resource providers. In such an
environment, an issuer, desiring to have a workload processed,
partitions the workload into a plurality of tasks, and
delegates the tasks to the one or more client resource
providers. The client resource providers accept the tasks and
process them using local resources. The providers then send

back the results of the tasks to the issuer.

In this environment, in order for a client resource provider
to process a task, the client needs to contact the issuer to
download and install a runtime environment to be used in
processing the task. The runtime environment is specific to
the issuer, and thus, if the issuer changes, so does the
runtime environment. Further, i1f the client resource provider
wishes to support multiple issuers, then multiple runtime
environments need to be downloaded and installed on the

client.
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Based on the foregoing, a need exists for a peer- to-peer
distributed computing environment that facilitates the
processing of workloads by clients. For example, a need
existe for an environment in which changes of the issuer do
not affect the runtime environment. Further, a need exists
for an environment in which a direct relationship is not
necessary between the issuers and clients. Yet further, a
need existg for an environment that supports multiple issuers
without downloading and installing multiple runtime

environments.

Summary of the Invention

The shortcomings of the prior art are overcome and additional
advantages are provided through the provision of a method of
managing workloads of a peer-to-peer distributed computing
environment. The method includes, for instance, distributing,
by a broker of the peer-to-peer distributed computing
environment to a plurality of clients of the peer- to-peer
distributed computing environment, a plurality of tasks of a
workload of an issuer of the peer-tao-peer distributed
computing environment; and processing}the plurality of tasks
by the plurality of clients, wherein a client of the plurality
of clients uses a runtime environment for the processing, the
runtime environment being generic to the issuer and

independent of an operating system of the client.

Further, a method of facilitating management of workloads of a
peer-to-peer distributed computing environment is provided.
The method includes, for instance, managing via a reéource
broker one or more workloads of one or more issuers of the

peer-to-peer distributed computing environment, the peer-to-
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peer distributed computing environment comprising a plurality
of clients to process at least one workload of the one or more

workloads.

Yet further, a method of facilitating processing of workloads
of a peer-to-peer distributed computing environment is
provided. The method includes, for instance, obtaining by a
client of a plurality of clients of a peer- to-peer
distributed computing environment one or more tasks of a
workload of an issuer of the peer-to-peer distributed
computing environment; and processing by the client the one or
more tasks, wherein the client uses a runtime environment in
processing, the runtime environment being generic to the

issuer and independent of an operating system of the client.

System and computer program products corresponding to the

above-summarized methods are also described herein.

Additional features and advantages are realized through the
techniques of the present invention. Other embodiments and
aspects of the invention are described in

detail herein and are considered a part of the claimed

oA
invention.

Brief Description of the Drawings

The subject matter which is regarded as the invention is
particularly pointed out and distinctly claimed in the claims
at the conclusion of the specification. The foregoing and
other objects, features, and advantages of the invention are
apparent from the following detailed description takén in

conjunction with the accompanying drawings in which:
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FIG. 1 depicts one example of a peer-to- peer distributed
computing environment incorporating and using one or more

aspects of the present invention;

FIG. 2 depicts one example of further details of a client
resource provider of FIG. 1, in accordance with an aspect of

the present invention;

FIGs. 3a-3b depict one embodiment of the logic associated with
usihg a resource broker to process workloads of one or more
issuers of a peer-to-peer distributed computing environment,

in accordance with an aspect of the present invention; and
FIG. 4 depicts one embodiment of the logic associated with a
runtime flow and a task flow, in accordance with an aspect of

the present invention.

Best Mode for Carrying Out the Invention

In accordance with an aspect of the present invention, a
resource broker (e.g., a grid computing resource broker) is
used in managing workloads of a peer-to- peer distributed
computing environment. The broker‘isﬁprovided as a layer
between issuers and clients of the environment, and is
responsible for receiving workloads from the issuers and
having those workloads processed by the clients. The use of
the resource broker enables the clients to process the

workloads using a common or generic runtime environment.

One embodiment of a peer-to-peer distributed computing
environment incorporating and using one or more aspects of the
present invention is described with reference to FIG. 1. In

one example, a peer-to-peer distributed computing environment
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100 includes a resource broker 102 coupled to one or more
issuers 104 and to one or more client resource providers 106
via, for instance, Internet Protocol (IP) network
communications (e.g., HTTP). Resource broker 102 enables the
one or more issuers to be coupled to the 5ne or more client
resource providers via an indirect relationship. That is, no
direct relationship needs to exist between an issuer and a

client.

In one example, the resource broker provides the
infrastructure to receive workloads from one or more issuers,
to distribute the workloads to one or more client providers,
to track the workloads, and to berform accounting associated
with the workloads, etc. The broker executes on a
communications unit, such as, for example, a Power PC, a UNIX _
based mainframe, or a mainframe, to name just a few examples.
An issuer is, for instance, an application executing on a
communications unit, such as, for example, an Intel or RISC
based server. The application is typically, but not
necessarily, computational intensive, and thus, desirous of
executing within a peer-to-peer distributed environment. As
examples, an issuer includes SETI, which is a search for
extraterrestrial intelligence; or Folding@home, a protein
folding application for drug research; or numerous other

applications.

The issuer partitions its workload into one or more tasks to
be processed. As examples, for business applications, a
workload can be partitioned on a transaction basis, and for
scientific applications, a workload can be partitioned by
splitting up the computing range. In one embodiment, a task

is a unit of work that uses one or more resources (e.g., CPU,
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main memory, non-volatile memory, I/O bandwidth) during
processing. Tasks from one issuer can be normalized, such
that they use the same amount of resources, or they can be
undetermined, such that they use differing amounts of
resources. The tasks are processed by one or more client

resource providers.

A client resource provider is, for instance, a communications
unit, such as, for example, a game station, a cell phone, an
Intel personal computer, a server (e.g., an RS/6000), a
mainframe or a Personal Digital Assistant (PDA). The
providers use their own local resources to process the tasks,
and are capable of processing tasks of one or more workloads

of one or more ilssuers.

In one example, each client is isolated from one another and
from the issuers. Further, each issuer is isolated from one
another. Additionally, the clients may be homogeneous or at
least two of the clients of the distributed environment may be
heterogeneous to one another. For instance, at least two
clients may have different architectures, different operating
systems, and/or are different kinds-of units (e.g., PDA, cell

-
phone, personal computer, server, mainframe, etc.).

Further details regarding a client resource provider are
described with reference to FIG. 2. In one example, a client
resource provider 106 includes a central processing unit 200
executing an operating system, a disk storage 202, and one or
more cl;ent applications 204. Additionally, in accordance
with an aspect of the present invention, client 106 includes a
common (or generic) runtime environment 206 used in processing

one or more tasks 208 of one or more workloads. The common
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runtime environment co- exists with and is independent of the

general purpose operating system of the CPU.

As described in further detail below, in one example, common
runtime environment 206 is a constrained and isolated
environment, which is defined by a user of the client. The
user configures the environment by indicating which and how
many resources of the client can be acquired by the common
runtime environment and by the one or more tasks executing in
the common runtime environment. The resources set aside for
the common runtime environment are isolated from other

applications and resources of the client.

The common runtime environment is a generic environment usable
in processing tasks for multiple and diverse issuers. The
runtime environment is, for example, a Java Virtual Machine or
an operating system of a virtual machine that is generic to
the issuers. The runtime environment is independent of the
issuers and the clients. If an issuer changes, there is no
effect on the runtime environment. Thus, the generic runtime
environment need not be reinstalled for different issuers.
Further, the runtime environment needjnbt be reinstalled each

"\
time a task or a different workload is to be performed.

In one embodiment, the common runtime environment is provided
to the clients by the resource broker. This processing, as
well as other processing associated with the resource broker
and a client provider, are described with reference to FIGs.

3a, 3b and 4.

One embodiment of the logic associated with utilizing a
resource broker to manage the processing of workloads of a

peer-to-peer distributed computing environment is described
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with reference to FIGs. 3a-3b. Initially, an issuer requests
that a workload of the issuer be handled by the resource
broker, STEP 300 (FIG. 3a). The issuer requests that the
broker handle the workload, and, in one embodiment, the issuer

agrees on payment for the work to be handled by the broker.

A client interested in performing work for one or more issuers
contacts the broker and requests that the runtime environment
be downloaded from the broker to the client, STEP 302. The
client installs and activates the generic runtime enVironment,
STEP 304. In one embodiment, the steps of requesting,
installing and activating the runtime environment on a
particular client are performed once, unless an error occurs
or the client is to be re- initialized. These steps need not
be repeated for multiple issuers or multiple workloads.
Further, these steps can be performed at various stages in the.

processing.

At a desirous time, the client (i.e., the runtime environment '
of the client) contacts the broker for one or more tasks to be
processed, STEP 306. The client specifies (at this time,
previously, or another time) the amount of resources it is
willing to use to process tasks, and éhe resource broker
determines, based on this information and/or other information
(e.g., learned information from previous processing), which,

if any, tasks should be offered to the client.

Assuming there are one or more tasks to be offered, the broker
offers to the client one or more tasks, STEP 308. The tasks
can be for one or more workloads of one or more issugrs. In
one example, the broker offers different tasks for one or more
workloads at different rates (e.g., monetary rates). Thus,

the client decides which tasks fit its profile and/or offers
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the client the best rate of return. For example, if a
particular client is CPU intensive, but has less memory, then
the client looks to those tasks that need more CPU but less
memory. Further, the client decides which of those tasks has

a better rate of return.

Subsequent to making the analysis, the client accepts one or
more tasks for processing, STEP 310. In one embodiment, the
tasks and any associated data objects are encrypted (e.g.,
using Secure Socket Layer (SSL)) by the broker and then
forwarded to the client. The client runtime environment
decrypts the tasks and data, and processes the one or more
tasks using, for instance, local resources of the client, STEP
312. Additional details of this processing is described

further below with reference to FIG. 4.

During processing, the runtime environment tracks the amount
of resources consumed by the client to perform the one or more
tasks. In one example, it tracks the particular resources

consumed by each task.

Upon completion of processing the onejof-more tasks, the
client sends back to the resource broﬁer the results of the
processing, as well as information about resource consumption,
STEP 314. Based on this information, the broker pays the
client for each completed task, STEP 316 (FIG. 3b). The
payment is based, for example, on the resources consumed, as

well as on the agreed rate.

The broker accumulates the results for a workload from one or
more client providers, STEP 318. The broker is responsible
for tracking which tasks have been distributed to which client

and which tasks have been completed. When the broker receives
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the results for all of the tasks of a workload, the broker
determines one or more end results. Eventually, the broker
provides the one or more end results to the issuer, and the

issuer pays the broker, STEP 320.

In one embodiment, the broker keeps track of which clients,
from a historic perspective, have worked on which tasks and
for how long. At any given time, the broker knows how much of
the workload has been processed. It also has, in one
embodiment, a timeout mechanism, such that a task distributed
to the client timeouts if it has not been processed or has

been processing for a selected period of time.

With the above logic, the broker can service one or more
issuers at any one time. Further, one or more clients can
receive and activate the runtime environment and process tasks
using that runtime environment. In one éxample, a client
provider continues to request tasks from the broker and
process those tasks, until the client deactivates the runtime .

environment.

Further details associated with the-use of the runtime
environment in processing one or mOreAtasks is described with
reference to FIG. 4. In particular, FIG. 4 depicts two logic
flows: one occurring in the runtime environment, and another
associated with a task being processed. In one example, the
common runtime environment has the ability to control the
amount of resources used for a particular task, based on user
input of the client activating the runtime environment. To
demonstrate this ability, an example is described herein in

which memory is being controlled. The common runtime

environment implements its own memory management subsystem for
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the task and caps the amount of memory resource utilized by

the task.

Initially, the runtime environment is started on the client,
STEP 400, and during an initialization phase, the runtime
environment allocates a predefined amount of memory of the
client usable by the runtime environment, STEP 402. Thus, the
runtime environment is limited to using the allocated amount
of memory. No additional memory is allocated to the runtime
environment. Further, this allocated memory is not available
to any other applications on the client, thus, providing

isolation, privacy and security of the data in the memory.

Subsequent to allocating the memory, the memory is cleared
(e.g., overwritten with zeros), STEP 404. This provides
isolation for one or more tasks .that are to use the allocated
memory. Additionally, a task is starteé; STEP 406, and the
task allocates one or more objects in memory, STEP 408. In
one example, in order to accomplish the allocation, the task
contacts the runtime environment, which provides the
allocation function for the task. Since the memory accessed
by the task is controlled by the runtime enviromment, it is
guaranteed to have isolation and protéction. (In a further
embodiment, if a data space is not needed, then it is not

allocated, but the computation is performed (see reference

numeral 409).)

The runtime environment attempts to reserve the desired amount
of the allocated memory pool, STEP 410. If an insufficient
amount of memory is available, INQUIRY 412, then an error
condition is encountered, STEP 413. In response to

encountering the error condition, wvarious steps can be taken.
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For instance, the task can terminate, and/or an error handling

condition can be employed.

However, if memory is available in the pool, then the reserved
amount of memory (i.e., data space) is usable by the task,
STEP 414. The task performs one or more functions (e.g.,
computations) using the data space. After use of the data

space is complete, the data space is freed,
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STEP 416. In one embodiment, this includes unreserving the
memory by the runtime environment, STEP 418. Further, the

task ends, STEP 420.

Any outstanding memory is then un-reserved, STEP 424, and the
memory is cleared, STEP 426. Additionally, the memory is
deallocated, STEP 426.

Tn the above example, resource capping is achieved by the fact
that the runtime environment only allocates as much memory as
configured by the end user. Thus, the task thereafter can
only allocate memory out of the pool that was originally
acquired by the runtime environment. Isolation, in this
example, is achieved by the fact that the memory is cleared
before and after the tasks use the memory. Also, during the
duration of the task, memory is -owned by the runtime
environment, and the client does not allow other applications
running on the client to access the memory in use by the
common runtime environment. Since the common runtime
environment implements its own memory management, the tasks
cannot access memory other than that allocated by the common

runtime environment.

In other embodiments, other types of resources can be capped.
For example, CPU utilization can also be capped by again
indicating at the common runtime environment the amount of CPU
utilization to be used by each task. Other resources, such as
I/0 bandwidth, can also be constrained. As one example,
further details regarding capping are provided through a
product offered by International Business Machines Cprporation
referred to as the Intelligent Resource Director on z/0S and

references associated therewith.
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Described in detail above is the use of a resource broker in
managing the processing of workloads in a peer-to- peer
distributed computing environment. The resource broker
provides a common runtime environment to the clients that are
to process tasks of the workloads. Advantageously, issuers do
not need to build a relationship with the clients. The
issuers obtain results faster by working with the established
broker, instead of building one or more client communities.
Client resources can be deployed for multiple issuers without
changing the runtime environment, and the client runtime
environment determines the best rate of return for issuer
tasks. Integrity, security and privacy of tasks are

protected.

Advantageously, one or more aspects of the present invention
standardize the runtime environment, which provides
flexibility (e.g., multiple tasks withou£ reinstall), privacy:
and integrity of tasks, and security (e.g., client is secure
from malicious task attécks). It also provides common metrics
between issuers that can be used for standardized charging of
resource consumption.

:
The embodiments described above are only examples. For
instance, although examples of communications units are
provided for issuers, clients and the broker, one or more
aspects of the invention are not limited to such examples.
Other communications units, as well as other units, are also
possible. Further, one or more communications units can be

included on one or more nodes of the environment.

The present invention can be included in an article of
manufacture (e.g., one or more computer program products)

having, for instance, computer usable media. The media has
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embodied therein, for instance, computer readable program code
means for providing and facilitating the capabilities of the
present invention. The article of manufacture can be included

as a part of a computer system or sold éeparately.

Additionally, at least one program storage device readable by
a machine, tangibly embodying at least one program of
instructions executable by the machine to perform the

capabilities of the present invention can be provided.

The flow diagrams depicted herein are just examples. There
may be many variations to these diagrams or the steps (or
operationsg) described therein without departing from the
spirit of the invention. For instance, the steps may be
performed in a differing order, or steps may be added, deleted
or modified. All of these variations are considered a part of

the claimed invention.

Although preferred embodiments have been depicted and
described in detail herein, it will be apparent to those
skilled in the relevant art that various modificatiogsa
additions, substitutions and the like can be made without
departing from the spirit of the inveﬁtion and these are
therefore considered to be within the scope of the invention

as defined in the following claims.
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CLAIMS

A method of managing workloads of a peer-to-peer
distributed computing environment, said method

comprising:

distributing, by a broker of the peer-to-peer distributed
computing environment to a plurality of clients of the
peer-to-peer distributed computing environment, a
plurality of tasks of a workload of an issuer of the

peer-to-peer distributed computing environment; and

processing the plurality of tasks by the plurality of
clients, wherein a client of the plurality of clients
uses a runtime environment for the processing, said
runtime environment being generic to the issuer and

independent of an operating system of the client.

The method of claim 1, further comprising providing by

the igsuer to the broker the workload to be distributed.

The method of claim 1, wherein the issuer is isolated

from the plurality of clients.

The method of claim 1, wherein the runtime environment of
the client provides isolation from other portions of the

client.

The method of claim 1, wherein the runtime environment of

the client facilitates in capping use of one or more
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resources used in processing one or more tasks of the

plurality of tasks.

The method of claim 1, wherein the issuer is coupled to
the plurality of clients via the broker, thereby
providing an indirect relationship between the issuer and

the plurality of clients.

The method of claim 1, further comprising forwarding by
one or more clients of the plurality of clients results

of the processing to the broker.
The method of claim 7, further comprising:
accumulating the results by the broker; and

providing to the issuer one or more end results based on

the accumulating.

The method of claim 1, further comprising providing by
the broker payment to at least one client of the

plurality of clients for the processing.

The method of claim 1, further comprising tracking by the
broker which tasks of the plurality of tasks are being

processed by which clients of the plurality of clients.

The method of claim 1, further comprising determining by
a client of the plurality of clients one or more tasks of

the plurality of tasks to be processed by that client.
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The method of claim 11, wherein said determining is based

on at least one of a profile of the client and a rate of

return for the client.

The method of claim 1, further comprising providing

payment to the broker from the issuer.

A method of facilitating management of workloads of a
peer-to-peer distributed computing environment, said

method comprising:

managing via a resource broker one or more workloads of
one or more issuers of the peer-to- peer distributed
computing environment, said peer- to-peer distributed
computing environment comprising a plurality of clients
to process at least one workload of the one or more t

workloads.

The method of claim 14, wherein one or more clients of

the plurality of clients include a runtime environment,

said runtime environment being generic to the one or more

issuers.

The method of claim 14, wherein the managing comprises

tracking a workload of the one or more workloads.

The method of claim 14, wherein the managing comprises
providing one or more accounting services relating to a

workload of the one or more workloads.

The method of claim 14, wherein the managing comprises

distributing one or more tasks of the at least one
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workload to one or more clients of the plurality of

clients.

The method of claim 18, wherein the managing further
comprises providing to the one or more clients a runtime
environment to be used in the processing, said runtime

environment being generic to the one or more issuers.

A method of facilitating processing of workloads of a
peer-to-peer distributed computing environment, said

method comprising:

obtaining by a client of a plurality of clients of a
peer-to-peer distributed computing environment one or
more tasks of a workload of an issuer of the peer-to-peer

distributed computing environment; and

processing by the client the one or more tasks, wherein:
the client uses a runtime environment in processing, said
runtime environment being generic to the issuer and

independent of an operating system of the client.

A system of managing workloads of a peer-to-peer
distributed computing environment, said system

comprising:

a broker of the peer-to-peer distributed computing
environment to distribute to a plurality of clients of
the peer-to-peer distributed computing environment a
plurality of tasks of a workload of an issuer of the

peer-to-peer distributed computing environment; and

the plurality of clients to process the plurality of
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tasks, wherein a client of the plurality of clients uses
a runtime environment for the processing, said runtime
environment being generic to the issuer and independent

of an operating system of the client.

The system of claim 21, wherein the runtime environment
of the client provides isolation from other portions of

the client.

The system of claim 21, wherein the runtime environment
of the client facilitates in capping use of one or more
resources used in processing one or more tasks of the

plurality of tasks.

The system of claim 21, wherein the issuer is coupled to
the plurality of clients via the broker, thereby
providing an indirect relationship between the issuer and

the plurality of clients.

The system of claim 21, wherein one or more clients of
the plurality of clients are adapted to forward results

of the processing to the broker.

The system of claim 25, wherein the broker is adapted to
accumulate the results and provide to the issuer one or

more end results based on the accumulating.

The system of claim 21, wherein the broker is further
adapted to track which tasks of the plurality of tasks
are being processed by which clients of the plurality of

clients.
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A system of facilitating management of workloads of a
peer-to-peer distributed computing environment, said

system comprising:

a resource broker to manage one or more workloads of one
or more issuers of the peer-to- peer distributed
computing environment, said peer- to-peer distributed
computing environment comprising a plurality of clients
to process at least one workload of the one or more

workloads.

The system of claim 28, wherein one or more clients of
the plurality of clients include a runtime environment,
said runtime environment being generic to the one or more

issuers.

At least one program storage device readable by a machine
tangibly embodying at least one program of instructions
executable by the machine to perform a method of managing
workloads of a peer-to-peer distributed computing

environment, said method comprising:

distributing, by a broker of thehpeer—to—peer distributed
computing environment to a plurality of clients of the
peer-to-peer distributed computing environment, a
plurality of tasks of a workload of an issuer of the

peer-to-peer distributed computing environment; and

processing the plurality of tasks by the plurality of
clients, wherein a client of the plurality of clients
uses a runtime environment for the processing, said
runtime environment being generic to the issuer and

independent of an operating system of the client.
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The at least one program storage device of claim 30,
wherein the runtime environment of the client provides

isolation from other portions of the client.

The at least one program storage device of claim 30,
wherein the runtime environment of the client facilitates
in capping use of one or more resources used in

processing one or more tasks of the plurality of tasks.

The at least one program storage device of claim 30,
wherein the issuer is coupled to the plurality of clients
via the broker, thereby providing an indirect
relationship between the issuer and the plurality of

clients.

The at least one program storage device of claim 30,
wherein said method further comprises forwarding by one
or more clients of the plurality of clients results of

the processing to the broker.

The at least one program storage device of claim 34,

wherein said method further comprises:
accumulating the results by the broker; and

providing to the issuer one or more end results based on

the accumulating.

The at least one program storage device of claim 30,
wherein said method further comprises tracking by the
broker which tasks of the plurality of tasks are being

processed by which clients of the plurality of clients.
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At least one program storage device readable by a machine
tangibly embodying at least one program of instructions
executable by the machine to perform a method of
facilitating management of workloads of a peer-to-peer
distributed computing environment, said method

comprising:

managing via a resource broker one or more workloads of
one or more issuUers of the peer-to- peer distributed
computing environment, said peer- to-peer distributed
computing environment comprising a plurality of clients
to process at least one workload of the one or more

workloads.

The at least one program storage device of claim 37,
wherein one or more clients of the plurality of clients
include a runtime environment, said runtime environment

being generic to the one or more issuers.
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