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(57) ABSTRACT 
Systems and methods are provided for Suppressed navigation 
instructions. In one implementation, a first set of navigational 
operations between an origin and a destination can be 
received, an alternative set of navigational operations 
between the origin and the destination can be received, the 
alternative set of navigational operations can be compared 
with the first set of navigational operations to identify one or 
more operations included in the alternative set of navigational 
operations that deviate from the first set of navigational 
operations, and one or more of the one or more operations 
included in the alternative set of navigational operations that 
deviate from the first set of navigational operations can be 
provided. 
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28, 2013, U.S. Patent Application No. 61/949,713, filed Mar. 
7, 2014, U.S. Patent Application No. 61/951,478, filed Mar. 
11, 2014, and U.S. Patent Application No. 61/973.278, filed 
Apr. 1, 2014, each of which is incorporated herein by refer 
ence in their respective entireties. 

TECHNICAL FIELD 

0002 This disclosure relates generally to the field of 
mobile device identification, and, in particular, to computer 
implemented systems and methods for mobile device context 
aware determinations. 

BACKGROUND 

0003. There are approximately 4.6 billion cellular phone 
subscriptions in the world over which it is estimated that more 
than 2 trillion text (SMS) messages are sent annually. There 
are also over 800 million transportation vehicles in the world. 
The magnitude of these statistics indicates that cellular phone 
use in vehicles is inevitable and is likely to remain quite 
common, unless preventative measures are taken. 
0004 Drivers using a hand-held cellular phone or smart 
phone for talking, text messaging, and/or for executing other 
applications or apps while driving has become a problem of 
near-epidemic proportions. Studies on distracted driving 
have shown that by talking on a cellphone, a driver increases 
his/her risk of a crash by a factor of four. Even worse, sending 
text messages increases a driver's crash risk 23-fold. Addi 
tionally, studies have shown that the temptation to use a 
cellular phone for texting, talking, and other activities while 
operating a vehicle is not limited to younger drivers—adult 
drivers have been shown to text more often than younger 
OS. 

0005. In response to this growing concern and danger, 
numerous regulatory actions have been put in place to attempt 
to mitigate such phone-based distractions to drivers. For 
example, in the United States, thirty states have banned driv 
ers of vehicles from texting, and many have Subsequently 
increased the penalties for such violations. Driving-while 
texting has also been banned throughout Europe and many 
other countries around the world. Additionally, talking on a 
hand-held cellular phone while driving a vehicle has been 
banned in eight US states, and Such cell phone use has been 
banned in all of Europe and in many other countries. 
0006. The effectiveness of these laws alone, without an 
effective means of enforcement, is questionable. Being that 
cellular phones are generally Small and discreet and drivers 
are frequently in motion, it is often difficult for law enforce 
ment personnel to effectively police for such violations. 
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Indeed, statistics show that crashes arising from cellular 
phone-based distractions are increasing as the popularity of 
Such devices increases. 
0007 Given the easy accessibility of cell phones to driv 
ers, many drivers' apparent desire to operate their cellular 
phones while driving, and the difficulties attendant with 
enforcing laws prohibiting cellular phone use, it is likely that 
drivers will continue to use cellular phones for texting, talk 
ing, and/or other activities (e.g., playing games or running 
applications), for the foreseeable future. 
0008 Moreover, it can be appreciated that the usage of 
mobile devices in various locations and/or settings can be 
detrimental on a number of levels. For instance, anecdotal 
evidence Suggests that the proliferation of mobile devices 
Such as Smartphones has resulted in an increase of mobile 
device usage by students during classes/lectures, serving to 
distract Such students from properly absorbing the material 
being taught. Additionally, many students have become adept 
at using Such devices discreetly, resulting in many instances 
of cheating being facilitated through the use of mobile 
devices. 

0009. It is with respect to these and other considerations 
that the disclosure made herein is presented. 

SUMMARY 

0010 Technologies are presented herein in support of a 
system and method for Suppressed navigation instructions. 
According to one aspect, a first set of navigational operations 
between an origin and a destination can be received, an alter 
native set of navigational operations between the origin and 
the destination can be received, the alternative set of naviga 
tional operations can be compared with the first set of navi 
gational operations to identify one or more operations 
included in the alternative set of navigational operations that 
deviate from the first set of navigational operations, and one 
or more of the one or more operations included in the alter 
native set of navigational operations that deviate from the first 
set of navigational operations can be provided. 
0011. These and other aspects, features, and advantages 
can be appreciated from the accompanying description of 
certain embodiments and the accompanying drawing figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 FIG. 1 is a high-level diagram illustrating an exem 
plary configuration of an in-vehicle determination system; 
0013 FIGS. 2A-2C are flow diagrams showing routines 
that illustrate broad aspects of methods for determining an 
in-vehicle role of a user and/or an in-vehicle location of a 
mobile device in accordance with various exemplary embodi 
ments disclosed herein; 
0014 FIG. 3 is a flow diagram showing a routing that 
illustrates a broad aspect of a method for enabling, disabling 
and/or modifying at least a feature of a mobile device in 
accordance with at least one exemplary embodiment dis 
closed herein; 
0015 FIG. 4 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for determining an 
in-vehicle role of a user of a mobile device and/or a handheld 
state of a mobile device and/or a vehicle class of a vehicle 
containing the first mobile device using a central machine in 
accordance with at least one exemplary embodiment dis 
closed herein; 
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0016 FIG. 5 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for determining a 
vehicle class of a vehicle using a mobile device in accordance 
with at least one exemplary embodiment disclosed herein; 
0017 FIG. 6 is a flow diagram showing a routine that 
illustrates a broad aspect of a method of determining a hand 
held state a mobile device in accordance with at least one 
embodiment disclosed herein; 
0018 FIG. 7 is a flow diagram showing a routine that 
illustrates abroad aspect of a method of restricting operation 
of a mobile device in accordance with at least one embodi 
ment disclosed herein; 
0019 FIG. 8 is a flow diagram showing a routine that 
illustrates a broad aspect of another method of restricting 
operation of a mobile device in accordance with at least one 
embodiment disclosed herein; 
0020 FIG. 9A is a diagram depicting an exemplary rela 

tive coordinate system of a mobile device; 
0021 FIG.9B is a diagram depicting exemplary relative 
accelerations and gyroscopic rotations of a mobile device; 
0022 FIG.9C is a diagram depicting an exemplary gyro 
scopic sign convention, as used herein; 
0023 FIG. 10 is a diagram depicting an exemplary coor 
dinate system used in relation to a vehicle; 
0024 FIGS. 11A-B are diagrams depicting a mobile 
device and its respective exemplary coordinate system in 
various orientations in relation to a car and its exemplary 
respective coordinate system; 
0025 FIG. 12 is a flow diagram showing a routine that 
illustrates a broad aspect of another method of restricting 
operation of a mobile device in accordance with at least one 
embodiment disclosed herein; 
0026 FIG. 13 is a flow diagram showing a routine that 
illustrates a broad aspect of another method of restricting 
operation of a mobile device in accordance with at least one 
embodiment disclosed herein; 
0027 FIG. 14 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for orienting a coordi 
nate system of a mobile device in accordance with at least one 
embodiment disclosed herein; 
0028 FIG. 15 is a flow diagram is described showing a 
routine that illustrates a broad aspect of a method for selec 
tively restricting an operation of a mobile device in accor 
dance with at least one embodiment disclosed herein; 
0029 FIG. 15A is an exemplary lock screen, in accor 
dance with at least one embodiment disclosed herein; 
0030 FIG. 15B is an exemplary visual capture that can be 
processed to identify a presence of a fastened seatbelt, in 
accordance with at least one embodiment disclosed herein; 
0031 FIG. 15C depicts the “required orientation” of a 
mobile device, in accordance with at least one embodiment 
disclosed herein; 
0032 FIG. 15D depicts an exemplary screenshot showing 
visual feedback that can be provided to a user during authen 
tication inaccordance with at least one embodiment disclosed 
herein; 
0033 FIG. 15E depicts an exemplary screenshot showing 
visual feedback that can be provided to a user during authen 
tication inaccordance with at least one embodiment disclosed 
herein; 
0034 FIG. 15F depicts a mobile device, and specifically 
the locations of the forward-facing and rear-facing cameras of 
the mobile device, in accordance with at least one embodi 
ment disclosed herein; 
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0035 FIG. 15G is an illustration depicting a 90 degree 
angle of incidence between the user's eyes/gazefface/Smile 
etc. and a mobile device, in accordance with at least one 
embodiment disclosed herein; 
0036 FIGS. 15H-T depict exemplary aspects of an 
authentication sequence in accordance with at least one 
embodiment disclosed herein; 
0037 FIG. 16 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for selectively restrict 
ing operation of a mobile device in accordance with at least 
one embodiment disclosed herein; 
0038 FIG. 17 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for authenticating an in 
vehicle role of a user of a mobile device and/or modifying a 
restriction of a mobile device in accordance with at least one 
embodiment disclosed herein; 
0039 FIG. 17A is a flow diagram showing particular 
aspects of the validation step of FIG. 17, in accordance with 
at least one embodiment disclosed herein; 
0040 FIG. 17B is an illustration depicting an orientation 
of a mobile device in relation to a typical line of sight of the 
driver in a moving car, in accordance with at least one 
embodiment disclosed herein, 
0041 FIG. 18 is a flow diagram is described showing a 
routine that illustrates a broad aspect of a method for selec 
tively restricting an operation of and/or selectively modifying 
a restriction employed at mobile device, in accordance with at 
least one embodiment disclosed herein; 
0042 FIG. 19 depicts an exemplary determination of ori 
entation of a device based on visual capture(s) in accordance 
with at least one embodiment disclosed herein; 
0043 FIG. 20 depicts the orientation and/or location of 
mobile device in order to provide the requisite stability 
described herein, in accordance with at least one embodiment 
disclosed herein; 
0044 FIG. 21 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for selectively restrict 
ing a mobile device, in accordance with at least one embodi 
ment disclosed herein; 
0045 FIG. 22 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for eliciting an authen 
tication at a mobile device, in accordance with at least one 
embodiment disclosed herein; 
0046 FIG. 23 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for eliciting an authen 
tication at a mobile device, in accordance with at least one 
embodiment disclosed herein; 
0047 FIG. 24 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for selectively modify 
ing a restriction employed at a mobile device, in accordance 
with at least one embodiment disclosed herein; 
0048 FIG. 25 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for selectively project 
ing outputs at a mobile device, in accordance with at least one 
embodiment disclosed herein; 
0049 FIG. 26 is a flow diagram showing a routine that 
illustrates a broad aspect of a method for selectively config 
uring overt operation of a mobile device, in accordance with 
at least one embodiment disclosed herein; 
0050 FIG. 27 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
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0051 FIG. 28 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0052 FIG. 29 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0053 FIG. 30 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0054 FIG. 31 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0055 FIG. 32 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0056 FIG. 33 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0057 FIG. 34 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0058 FIG. 35 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0059 FIG. 36 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0060 FIG. 37 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0061 FIG. 38 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0062 FIG. 39 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0063 FIG. 40 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0064 FIG. 41 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0065 FIG. 42 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0066 FIG. 43 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein 
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0067 FIG. 44 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0068 FIG. 45 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0069 FIG. 46 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0070 FIG. 47 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0071 FIG. 48 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0072 FIG. 49 depicts an exemplary implementation of 
one or more aspects described herein; 
0073 FIG. 50 depicts an exemplary implementation of 
one or more aspects described herein; 
0074 FIG. 51 depicts an exemplary implementation of 
one or more aspects described herein; 
0075 FIG. 52 depicts an exemplary implementation of 
one or more aspects described herein; 
0076 FIG. 53 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0077 FIG. 54 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0078 FIG. 55 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
007.9 FIG. 56 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0080 FIG. 57 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
I0081 FIG. 58 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
I0082 FIG. 59 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
I0083 FIG. 60 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
I0084 FIG. 61 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
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0085 FIG. 62 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
I0086 FIG. 63 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0087 FIG. 64 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0088 FIG. 65 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0089 FIG. 66 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0090 FIG. 67 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0091 FIG. 68 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0092 FIG. 69 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0093 FIG. 70 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0094 FIG. 71 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0095 FIG. 72 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0096 FIG. 73 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0097 FIG. 74 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0098 FIG. 75 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0099 FIG. 76 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
0100 FIG. 77 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; 
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0101 FIG. 78 depicts an exemplary implementation of 
one or more aspects described herein; 
0102 FIG. 79 depicts an exemplary implementation of 
one or more aspects described herein; 
0103 FIG. 80 depicts an exemplary implementation of 
one or more aspects described herein; 
0104 FIG. 81 depicts an exemplary implementation of 
one or more aspects described herein; 
0105 FIG. 82 depicts an exemplary implementation of 
one or more aspects described herein; 
0106 FIG. 83 depicts an exemplary implementation of 
one or more aspects described herein; 
0107 FIG. 84 depicts an exemplary implementation of 
one or more aspects described herein; 
0.108 FIG. 85 depicts an exemplary implementation of 
one or more aspects described herein; 
0109 FIGS. 86A-C depict exemplary implementations of 
one or more aspects described herein; 
0110 FIGS. 87A-E depict exemplary implementations of 
one or more aspects described herein; 
0111 FIGS. 88A-E depict exemplary implementations of 
one or more aspects described herein; 
0112 FIGS. 89A-C depict exemplary implementations of 
one or more aspects described herein; 
0113 FIGS. 90A-E depict exemplary implementations of 
one or more aspects described herein; 
0114 FIGS. 91A-C depict exemplary implementations of 
one or more aspects described herein; 
0115 FIGS. 92A-E depict exemplary implementations of 
one or more aspects described herein; 
0116 FIGS. 93A-D depict exemplary implementations of 
one or more aspects described herein; 
0117 FIGS. 94A-D depict exemplary implementations of 
one or more aspects described herein; 
0118 FIGS. 95A-C depict exemplary implementations of 
one or more aspects described herein; 
0119 FIGS. 96A-C depict exemplary implementations of 
one or more aspects described herein; 
I0120 FIG. 97 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein; and 
I0121 FIG. 98 is a flow diagram showing a routine that 
illustrates aspects of one or more methods, such as those 
described in relation to one or more embodiments described 
herein. 

DETAILED DESCRIPTION OF CERTAIN 
EMBODIMENTS 

I0122. By way of overview and introduction, the present 
disclosure details systems and methods for determining vari 
ous user roles and actions as they relate to the operation of a 
mobile device within a vehicle such as a car. Being that the 
usage of mobile devices while driving has been identified as 
a significant cause of car crashes, in addition to laws that have 
been enacted preventing certain use of mobile phones while 
driving, various systems and methods are provided herein 
which serve to identify the user of a particular mobile device 
(for instance, with respect to their role as a driver or passenger 
in the car), to identify various aspects of the usage of the 
device itself (for instance that the device is executing a text 
messaging application), and to identify instances when a 
mobile device deviates from its expected or regular operation. 
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0123. As will be described in detail herein, many of these 
identifications and/or determinations are made possible 
through various sensors, components, and elements that are 
integrated within and/or accessible to a mobile device. As is 
well known to those of ordinary skill in the art, contemporary 
Smartphones incorporate a plethora of sensors, including 
accelerometers, GPS receivers, and gyroscopes. Various 
inputs and/or notifications can be received from these sen 
sors, components, and elements, and can further be processed 
in a number of ways in order to arrive at various conclusions 
regarding, among others, the user of the mobile device (Such 
as whether the user is a driver or passenger in a car) and/or the 
status of the mobile device itself, and various probabilities 
can be ascribed to the conclusions. The operation of the 
mobile device can further be adjusted based on such conclu 
sions, for example, disabling or limiting the operation of a 
mobile device upon reaching a likely conclusion that the 
device is being operated by a user who is driving a car. 
0.124. It will also be appreciated that the systems and 
methods disclosed herein can be arranged and/or deployed 
across a number of scenarios. In one scenario, the systems and 
methods can be principally employed at a mobile device 
itself. Such as in the form of a mobile application or app 
executing on the mobile device. In other scenarios, a central 
machine Such as a server in communication with a mobile 
device can employ the present systems and methods. Such a 
centralized architecture can enable efficient processing and 
use of a larger database of user determination characteristics, 
eliminates power constraints and enables third parties, such 
as law-enforcement agencies and/or insurance companies, to 
easily monitor and/or adjust the operation of various mobile 
devices. 
0.125 Moreover, it can be appreciated that today, over 70% 
ofteenagers in the developed world own mobile devices, and 
most bring those devices to school every day. The ability to 
use these devices clandestinely in class results in student 
distraction, cheating on tests, and frequent disruptions of the 
learning environment. The inappropriate use of mobile 
devices in class has become one of the major problems in 
western educational systems today, affecting many millions 
of students and teachers in a very direct way. 
0126 The systems and methods described herein define a 
solution that renders the surreptitious use of mobile devices in 
School impossible, directly improving student attention and 
learning, and empowering educators to decide how (if at all) 
they may be used in classrooms. In doing so, the present 
systems and methods can limit distraction without interfering 
with legitimate device use, which until now has been a major 
barrier to the adoption of other proposed solutions. 
0127. The following detailed description is directed to 
systems and methods for determining an in-vehicle role of a 
user of a mobile device, selectively restricting a mobile 
device, and/or configuring various operations of a mobile 
device. The referenced systems and methods are now 
described more fully with reference to the accompanying 
drawings, in which one or more illustrated embodiments and/ 
or arrangements of the systems and methods are shown. The 
systems and methods are not limited in any way to the illus 
trated embodiments and/or arrangements as the illustrated 
embodiments and/or arrangements described below are 
merely exemplary of the systems and methods, which can be 
embodied in various forms, as appreciated by one skilled in 
the art. Therefore, it is to be understood that any structural and 
functional details disclosed herein are not to be interpreted as 
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limiting the systems and methods, but rather are provided as 
a representative embodiment and/or arrangement for teach 
ing one skilled in the art one or more ways to implement the 
systems and methods. Accordingly, aspects of the present 
systems and methods can take the form of an entirely hard 
ware embodiment, an entirely software embodiment (includ 
ing firmware, resident Software, micro-code, etc.) or an 
embodiment combining software and hardware. One of skill 
in the art can appreciate that a software process can be trans 
formed into an equivalent hardware structure, and a hardware 
structure can itself betransformed into an equivalent Software 
process. Thus, the selection of a hardware implementation 
Versus a Software implementation is one of design choice and 
left to the implementer. Furthermore, the terms and phrases 
used herein are not intended to be limiting, but rather are to 
provide an understandable description of the systems and 
methods. 
I0128. The terms “determining.” “determine.” and “deter 
mination” as used hereinare intended to encompass the deter 
mination, identification, computation, calculation, and/or 
selection, with any degree of certainty or precision, and/or 
any other Such operation, function, or action as it relates to the 
determination, identification, and/or selection of a user of a 
device such as a mobile device, an in-vehicle role of a user of 
a device such as a mobile device, a vehicle or vehicle model/ 
type/class, a device or device model/type/class (e.g., hand 
held or wired), an operation and/or operation state of a device, 
and/or any other Such similar or related operation, function, or 
action. 
I0129. The terms “identifying event' and “identifying 
events' as used herein are intended to encompass one or more 
occurrences or instances of events, stimuli, or phenomena, 
including explicitly the perceived coordinated or correlated 
occurrence or instance of two or more Such events, stimuli, 
and/or phenomena, such as those originating at one or more 
devices. It should be understood that the referenced occur 
rences or instances of events, stimuli, or phenomena include 
single? singular events, stimuli, or phenomena as well as a set 
or series of multiple events, stimuli, or phenomena over a 
period of time. In addition, the referenced occurrences or 
instances of events, stimuli, or phenomena should also be 
understood to include one or more coordinations or correla 
tions of the occurrence or instance of any number of Such 
events, stimuli, and/or phenomena over any period of time. 
0.130. The terms “user interface' and “user interfaces” as 
used herein are intended to encompass one or more input 
devices, software modules executing in conjunction with one 
or more operating systems and/or input devices, or any other 
Such similar or related device, accessory, apparatus, and/or 
software application or module that enable or facilitate input 
and/or interaction with a computing device. 
0131 The terms “detect,” “detected,” “detects.” “detect 
ing,” “detection, and “detections' as used herein are 
intended to encompass the detection, measurement, and/or 
receipt, with any degree of certainty or precision, one or more 
occurrences or instances of events, stimuli, phenomena, or 
any other such similar or related inputs that are detectable 
through one or more devices, implements or apparatuses. 
0.132. The term “processing as used herein is intended to 
encompass comparing, analyzing, weighing, correlating and/ 
or computing one or more data items, elements, or structures, 
individually or in conjunction with one another, using a digi 
tal processor in conjunction with one or more software mod 
ules and/or applications. 
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0133. The term “communicatively coordinated as used 
herein is intended to encompass direct or indirect communi 
cation between two or more devices, accessories, and/or 
apparatuses, expressly including communications between a 
first device and a central machine, wherein the central 
machine is in turn in communication at Some interval with a 
second device. In Such a scenario, though the first device and 
the second device are not, necessarily, in direct or indirect 
communication with one another, it can be said that they are 
communicatively coordinated with one another by virtue of 
their mutual connection to the referenced central machine. 

0134. The terms “feature' and “features” as used herein 
are intended to encompass operations, functions, activities, or 
any other Such similar or related actions, whether automated/ 
automatic or user-initiated, that occur at or in conjunction 
with one or more devices, machines, applications, and/or 
apparatuses. 
0135 The terms “notification” and “notifications” as used 
herein are intended to encompass one or more messages, 
transmissions, and/or data packets, such as electronic mes 
sages, which contain one or more data elements (such as 
inputs) related or relevant to one or more of the steps, opera 
tions, and/or processes disclosed herein. An illustration of 
one Such notification can be one or more electronic messages 
which contain information or data reflecting a first input from 
an accelerometer, a gyroscope, and/or a GPS receiver at a 
mobile device. Such inputs can be grouped together into one 
or more notifications, and these notifications can in turn be 
transmitted to and/or received by other devices (such as a 
central machine) where they can be further processed. 
0136. The terms “vehicle class” and “vehicle classes” as 
used herein are intended to encompass one or more types, 
categories, and/or models of vehicle. By way of example, 
airplanes, trains, automobiles, motorcycles, and boats can all 
be said to be different vehicle classes. By way of further 
example, Sub-categories within a given vehicle class can also 
be understood to be different vehicle classes. Thus, the auto 
mobile vehicle class can be further sub-divided into further 
vehicle classes such as sedans, vans, sport utility vehicles 
(SUVs), and convertibles. These sub-categories can also be 
said to be vehicle classes within the meaning of the term as 
used herein. 
0.137 The terms “operation state' and “operation states' 
as used herein are intended to encompass the states of a 
device, including any and all operations, functions, capaci 
ties, and/or capabilities, including, explicitly, a set and/or 
series of any number of operations, functions, capacities, 
and/or capabilities, that can beachieved by and/or in conjunc 
tion with a device. Such as a mobile device. Examples of an 
operation state include, but are not limited to: an execution of 
an application (Such as an internet browser application) at a 
mobile device, a transmission of a notification (Such as send 
ing a text message or email message), a capacity to receive 
text messages, and a capability to type text using a keyboard. 
Accordingly, the various transformations, adjustments, and/ 
or modifications disclosed herein that relate to an operation 
state and/or operation states should be understood to refer to 
Such transformations, adjustments, and/or modifications that 
pertain to practically any and all operations, functions, 
capacities, and/or capabilities that can be achieved by and/or 
in conjunction with a device. Such as a mobile device. 
0.138. The terms “handheld state' and “handheld states' as 
used herein are intended to encompass one or more states of 
a mobile device with respect to whether or not a user is in 
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direct or indirect physical contact with the device. For 
example, the handheld State of a device in instances where a 
user holds the device in his/her hand, carries the device in 
his/her pocket, and/or balances the device on his/her knee can 
all be said to be “handheld.” By way of further example, the 
handheld state of a device in instances where the device is 
positioned in a dock or cradle, and/or is otherwise not in direct 
or indirect contact with a user can be said to be "non-hand 
held. 
0.139. The terms “operational capacity' and “operational 
capacities' as used herein are intended to encompass one or 
more operation states of a mobile device, particularly with 
respect to a central machine Such as a server. By way of 
example, an operational capacity of a mobile device can be a 
voice or data connection that is provided to a mobile device 
through a central machine. Such as that of a Voice/data service 
provider. Accordingly, it can be appreciated that a transfor 
mation, modification, and/or adjustment of Such an opera 
tional capacity preferably entails such a transformation, 
modification, and/or adjustment that is initiated and/or 
effected by a central machine, preferably in relation to a 
mobile device. For example, a central machine can transmit 
an instruction and/or notification to a mobile device. Such 
instruction/notification directing the transformation, modifi 
cation, and/or adjustment be implemented at the mobile 
device. By way of further example, a central machine can 
implement a transformation, modification, and/or adjustment 
at the central machine itself, wherein such a transformation, 
modification, and/or adjustment—such as the stopping of 
Voice and/or data connections to a mobile device—ultimately 
effect the functionality of the device itself. In both such cases 
it can be said that the central machine has transformed, modi 
fied, and/or adjusted the operational capacity of the mobile 
device. 

0140. The terms “user” and “users' as used herein are 
intended to encompass one or more individuals, persons, 
and/or entities whose presence a device or machine can pref 
erably be directly or indirectly aware. It should be understood 
that while in certain scenarios a user can interact with a 
device, in other scenarios a particular individual, person, 
and/or entity can be said to be a “user within the context of 
the present disclosure, despite not interacting with a particu 
lar device. 

0.141. The terms “tactile sensor and “tactile sensor(s)' as 
used herein are intended to encompass one or more buttons, 
touchscreens, and/or components that enable a user to interact 
with a device in a tactile fashion. Examples of such tactile 
sensors include, but are not limited to, buttons (such as those 
that comprise a keyboard), Switches, as well as touch screen 
displays (Such as capacitive and resistive displays) which 
both display information and allow the tactile interaction with 
such information. It should be further understood that such 
tactile sensors are preferably further capable of perceiving a 
plurality of simultaneous tactile interactions. Examples of 
Such functionality include mutilitouch technologies, as are 
known to those of ordinary skill in the art. 
0142. The terms “visual capture' and “visual captures’ as 
used herein are intended to encompass one or more opera 
tions, functions, and/or actions that relate to the optical per 
ception and/or documentation of one or more visual items, 
elements, and/or phenomena. Examples of Such visual cap 
tures include, but are not limited to, photographs, images, 
Videos, and/or any other Such method of visual perception 
and/or documentation. Accordingly, it can be appreciated that 
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certain visual captures correspond to a single instance (Such 
as a photograph) while other visual captures correspond to 
multiple instances (such as a series of photographs and/or a 
video). 
0143. The term “in-vehicle role indicator” as used herein 

is intended to encompass one or more items, elements, and/or 
indicators that relate to one or more aspects associated with 
and/or corresponding to the in-vehicle role of a user in a 
vehicle (e.g., whether a user is or is not a driver, is or is not a 
passenger, etc.). For example, one such in-vehicle role indi 
cator is identifying in a picture of two hands of a driver 
grasping the steering wheel of a vehicle. Using one or more 
optical recognition methods, such as those known to one of 
ordinary skill in the art, one or more images and/or videos can 
be processed in order to identify the presence of two hands 
grasping a steering wheel, thus indicating that a particular 
vehicle is being operated by a driver using two hands and 
therefore it can be reasonable concluded that the user who 
took such an image is not the driver. By way of further 
example, another such in-vehicle role indicator can be cap 
turing a picture that can be processed to identify that a seatbelt 
extends from the right shoulder to left thigh of the wearer. 
Such an identification also reasonably Suggests that the 
wearer is not a driver (as the seatbelt of a driver traditionally 
extends from the left shoulder to the right thigh). 
0144. It should be further understood that while the vari 
ous computing devices and machines referenced herein, 
including but not limited to the first mobile device, the second 
mobile device, the central machine, or any other such similar 
or related devices or machines are referred to herein in a as 
individual/single devices and/or machines, in certain arrange 
ments the referenced devices and machines, and their associ 
ated and/or accompanying operations, features, and/or func 
tionalities can be arranged or otherwise employed across any 
number of devices and/or machines, such as over a network 
connection, as is known to those of skill in the art. 
0145. In addition, it should be understood that while the 
term “input' is used herein in the singular form, this is merely 
for the sake of clarity and convention. However, the refer 
enced terms should be understood to encompass both singular 
inputs as well as a plurality (two or more) inputs. Such as a set 
of inputs. 
0146 It should be understood that the terms “lateral accel 
eration,” “x-acceleration, and “x-axis acceleration' as used 
herein are used interchangeably, and should thus be under 
stood to possess the same meaning and connotation. Addi 
tionally, the terms “forward acceleration.” “y-acceleration.” 
and “y-axis acceleration' as used herein are used inter 
changeably and should thus be understood to possess the 
same meaning and connotation. In addition, the terms 
“upward acceleration.” “Z-axis acceleration.” “Z-accelera 
tion” as used herein are used interchangeably and should thus 
be understood to possess the same meaning and connotation. 
0147. It should also be understood that the terms "yaw.” 
"gyroscopic yaw.” “angular Velocity around the Z-axis.” and 
"rotation around the Z-axis' as used herein are used inter 
changeably, and should thus be understood to possess the 
same meaning and connotation. In addition, the terms “roll.” 
"gyroscopic roll.” “angular Velocity around the y-axis.” and 
"rotation around the y-axis.” as used herein are used inter 
changeably, and should thus be understood to possess the 
same meaning and connotation. Additionally, the terms 
“pitch.” “gyroscopic pitch.” “angular velocity around the 
X-axis.” and "rotation around the X-axis' as used herein are 
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used interchangeably, and should thus be understood to pos 
sess the same meaning and connotation. 
0.148. An exemplary computer system is shown as a block 
diagram in FIG. 1 which is a high-level diagram illustrating 
an exemplary configuration of a determination system 100. In 
one arrangement, mobile device 105 can be a portable com 
puting device Such as a mobile phone, Smartphone, or PDA. 
In other arrangements, mobile device 105 can be a tablet 
computer, a laptop computer, a personal computer, or an 
in-vehicle computer (e.g., ECU/OBD) though it should be 
understood that mobile device 105 of determination system 
100 can be practically any computing device capable of 
embodying the systems and/or methods described herein. 
0149 Mobile device 105 of determination system 100 
includes a control circuit 140 which is operatively connected 
to various hardware and software components that serve to 
enable operation of the determination system 100. The con 
trol circuit 140 is operatively connected to a processor 110 
and a memory 120. Processor 110 serves to execute instruc 
tions for software that can be loaded into memory 120. Pro 
cessor 110 can be a number of processors, a multi-processor 
core, or some other type of processor, depending on the par 
ticular implementation. Further, processor 110 can be imple 
mented using a number of heterogeneous processor Systems 
in which a main processor is present with secondary proces 
sors on a single chip. As another illustrative example, proces 
Sor 110 can be a symmetric multi-processor system contain 
ing multiple processors of the same type. 
(O150 Preferably, memory 120 and/or storage 190 are 
accessible by processor 110, thereby enabling processor 110 
to receive and execute instructions stored on memory 120 
and/or on storage 190. Memory 120 can be, for example, a 
random access memory (RAM) or any other suitable volatile 
or non-volatile computer readable storage medium. In addi 
tion, memory 120 can be fixed or removable. Storage 190 can 
take various forms, depending on the particular implementa 
tion. For example, storage 190 can contain one or more com 
ponents or devices. For example, storage 190 can be a hard 
drive, a flash memory, a rewritable optical disk, a rewritable 
magnetic tape, or some combination of the above. Storage 
190 also can be fixed or removable. 

0151. One or more software modules 130 are encoded in 
storage 190 and/or in memory 120. The software modules 
130 can comprise one or more software programs or applica 
tions having computer program code or a set of instructions 
executed in processor 110. Such computer program code or 
instructions for carrying out operations for aspects of the 
systems and methods disclosed herein can be written in any 
combination of one or more programming languages, includ 
ing an object oriented programming language such as Java, 
Smalltalk, (++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code can 
execute entirely on the mobile device 105, partly on mobile 
device 105, as a stand-alone software package, partly on 
mobile device 105 and partly on a remote computer/device or 
entirely on the remote computer/device or server. In the latter 
scenario, the remote computer can be connected to mobile 
device 105 through any type of network, including a local 
area network (LAN) or a wide area network (WAN), or the 
connection can be made to an external computer (for 
example, through the Internet using an Internet Service Pro 
vider). 
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0152 Software modules 130, including program codefin 
structions, are located in a functional form on one or more 
computer readable storage devices (such as memory 120 
and/or storage 190) that can be selectively removable. The 
software modules 130 can be loaded onto or transferred to 
mobile 105 for execution by processor 110. It can also be said 
that the program code of software modules 130 and one or 
more computer readable storage devices (such as memory 
120 and/or storage 190) form a computer program product. 
0153. It should be understood that in some illustrative 
embodiments, one or more of software modules 130 can be 
downloaded over a network to storage 190 from another 
device or system via communication interface 150 for use 
within determination system 100. For instance, program code 
stored in a computer readable storage device in a server can be 
downloaded over a network from the server to determination 
system 100. 
0154 Preferably, included among the software modules 
130 is a determination module 170 that is executed by pro 
cessor 110. During execution of the software modules 130, 
and specifically the determination module 170, the processor 
110 configures the control circuit 140 to determine an in 
vehicle role of a user of the mobile device 105, as will be 
described in greater detail below. It should be understood that 
while software modules 130 and/or determination module 
170 can be embodied in any number of computer executable 
formats, preferably software modules 130 and/or determina 
tion module 170 comprise one or more applications or apps 
that are configured to be executed at mobile device 105 and/or 
in relation to mobile device 105. In other arrangements, soft 
ware modules 130 and/or determination module 170 are 
incorporated and/or integrated within operating system 176. 
Furthermore, in certain arrangements, software modules 130 
and/or determination module 170 can be configured to 
execute at the request or selection of a user of mobile device 
105 (or any other such user having the ability to execute a 
program in relation to mobile device 105, such as a network 
administrator), while in other arrangements mobile device 
105 can be configured to automatically execute software 
modules 130 and/or determination module 170, without 
requiring an affirmative request to execute. The advantages of 
Such an automatic arrangement can be appreciated in context 
of a regulatory scheme that mandates or recommends that 
software modules 130 and/or determination module 170 be 
executed by a mobile device 105 some or all of the time, in 
furtherance of a campaign to improve driver safety. It should 
also be noted that while FIG. 1 depicts memory 120 oriented 
on control circuit 140, in an alternate arrangement, memory 
120 can be operatively connected to the control circuit 140. In 
addition, it should be noted that other software modules (such 
as user interface 172 and operating system 176) and other 
information and/or data relevant to the operation of the 
present systems and methods (such as database 174) can also 
be stored on storage 190, as will be discussed in greater detail 
below. 

0155. A communication interface 150 is also operatively 
connected to control circuit 140. Communication interface 
150 can be any interface that enables communication between 
the mobile device 105 and external devices, machines and/or 
elements. Preferably, communication interface 150 includes, 
but is not limited to, a modem, a Network Interface Card 
(NIC) an integrated network interface, a radio frequency 
transmitter/receiver (e.g., Bluetooth, cellular, NFC) a satellite 
communication transmitter/receiver, an infrared port, a USB 
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connection, or any other such interfaces for connecting 
mobile device 105 to other computing devices and/or com 
munication networks Such as the Internet. Such connections 
can include a wired connection or a wireless connection (e.g. 
802.11) though it should be understood that communication 
interface 150 can be practically any interface that enables 
communication to/from the control circuit 140. 
0156. At various points during the operation of determi 
nation system 100, mobile device 105 can communicate with 
one or more mobile devices 160A-N (collectively mobile 
devices 160). The mobile devices 160 transmit and/or receive 
data to/from the mobile device 105, thereby preferably 
enhancing the operation of the determination system 100, as 
will be described in greater detail below. It should be under 
stood that mobile devices 160 can be in direct communication 
with mobile device 105, indirect communication with mobile 
device 105, and/or can be communicatively coordinated with 
mobile device 105, as will be described in greater detail 
below. While mobile device 160 can be practically any device 
capable of communication with mobile machine 105, in the 
preferred embodiment mobile device 160 is a handheld/por 
table computer, Smartphone, personal digital assistant (PDA), 
tablet computer, and/or any portable device that is capable of 
transmitting and receiving data to/from mobile device 105. It 
should also be appreciated that in many arrangements, mobile 
device 160 will be substantially identical, from a structural 
and functional perspective, to mobile device 105. 
(O157. It should be noted that while the FIG. 1 depicts the 
determination system 100 with respect to mobile device 160A 
and mobile device 160N, it should be understood that any 
number of mobile devices 160 can interact with determina 
tion system 100 in the manner described herein. 
0158 Also preferably connected to and/or in communica 
tion with control circuit 140 are one or more sensors 145A 
145N (generically sensors 145). Generally, sensors 145 are 
various components, devices, and/or receivers that are pref 
erably incorporated within and/or in communication with 
mobile device 105. Sensors 145 preferably detect one or more 
stimuli, phenomena, or any other Such inputs, as will be 
described in greater detail below. Examples of such sensors 
145 include, but are not limited to, an accelerometer 145A, a 
gyroscope 145B, a GPS receiver 145C, a microphone 145D. 
a magnetometer 145E, a camera 145F, a light sensor 145G, a 
temperature sensor 145H, an altitude sensor 145I, a pressure 
sensor 145J, a proximity sensor 145K, a near-field commu 
nication (NFC) device 145L, a compass 145M, and a tactile 
sensor 145N. As will be described in greater detail below, 
mobile device 105 can preferably receive one or more inputs 
from one or more sensors 145 in order to determine an in 
vehicle role of a user of mobile device 105 and/or to selec 
tively restrict the operation of the mobile device. 
0159. In certain arrangements, one or more external data 
bases and/or servers 162 are also in communication with 
mobile device 105. As will be described in greater detail 
below, database/server 162 is preferably a computing and/or 
storage device, and/or a plurality of computing and/or storage 
devices, that contain(s) information, Such as determination 
characteristics, that can be relevant to the determination of an 
in-vehicle role of a user of mobile device 105. 
0160 Additionally, in certain arrangements a vehicle data 
system 164. Such as an on board diagnostic (OBD) computer 
or computing device (e.g., OBD-I, OBD-II), an engine con 
trol unit (ECU), a roll system, an airbag system, a seat-weight 
sensor System, a seat-belt sensor System, and/or an anti-lock 
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braking system (ABS) can also be in communication with 
mobile device 105. Vehicle data system 164 preferably pro 
vides data and/or information from the vehicle itself that can 
also be relevant to various determinations disclosed herein, 
such as the determination of an in-vehicle role of a user of 
mobile device 105, as will be described in greater detail 
below. 

0161. At this juncture it should be noted that in certain 
arrangements, such as the one depicted in FIG. 1, mobile 
devices 160, database/server 162, and/or vehicle data system 
164 can be in periodic or ongoing communication with 
mobile device 105 thorough a computer network such as the 
Internet 166. Although not depicted in FIG. 1, it should be 
understood that in certain other arrangements, mobile devices 
160, database/server 162, and/or vehicle data system 164 can 
be in periodic or ongoing direct communication with mobile 
device 105, such as through communications interface 150, 
thus not requiring the presence of a network (such as the 
Internet 166) in order to initiate and maintain communica 
tions. 

0162. In the description that follows, certain embodiments 
and/or arrangements are described with reference to acts and 
symbolic representations of operations that are performed by 
one or more devices, such as the determination system 100 of 
FIG. 1. As such, it will be understood that such acts and 
operations, which are at times referred to as being computer 
executed, include the manipulation by the processor of the 
computer of electrical signals representing data in a struc 
tured form. This manipulation transforms the data and/or 
maintains them at locations in the memory system of the 
computer, which reconfigures and/or otherwise alters the 
operation of the computer in a manner understood by those 
skilled in the art. The data structures in which data is main 
tained are physical locations of the memory that have particu 
lar properties defined by the format of the data. However, 
while an embodiment is being described in the foregoing 
context, it is not meant to provide architectural limitations to 
the manner in which different embodiments can be imple 
mented. The different illustrative embodiments can be imple 
mented in a system including components in addition to or in 
place of those illustrated for the determination system 100. 
Other components shown in FIG. 1 can be varied from the 
illustrative examples shown. The different embodiments can 
be implemented using any hardware device or system capable 
of running program code. In another illustrative example, 
determination system 100 can take the form of a hardware 
unit that has circuits that are manufactured or configured for 
a particular use. This type of hardware can perform opera 
tions without needing program code to be loaded into a 
memory from a computer readable storage device to be con 
figured to perform the operations. 
0163 For example, mobile device 105 can take the form of 
a circuit System, an application specific integrated circuit 
(ASIC), a programmable logic device, or some other Suitable 
type of hardware configured to perform a number of opera 
tions. With a programmable logic device, the device is con 
figured to performany number of operations. The device can 
be reconfigured at a later time or can be permanently config 
ured to perform any number of operations. Examples of pro 
grammable logic devices include, for example, a program 
mable logic array, programmable array logic, a field 
programmable logic array, a field programmable gate array, 
and other suitable hardware devices. With this type of imple 
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mentation, software modules 130 can be omitted because the 
processes for the different embodiments are implemented in a 
hardware unit. 
0164. In still another illustrative example, determination 
system 100 and/or mobile device 105 can be implemented 
using a combination of processors found in computers and 
hardware units. Processor 110 can have a number of hardware 
units and a number of processors that are configured to 
execute software modules 130. In this example, some of the 
processors can be implemented in the number of hardware 
units, while other processors can be implemented in the num 
ber of processors. 
0.165. In another example, a bus system can be imple 
mented and can be comprised of one or more buses, such as a 
system bus or an input/output bus. Of course, the bus system 
may be implemented using any Suitable type of architecture 
that provides for a transfer of data between different compo 
nents or devices attached to the bus system. Additionally, 
communications interface 150 can include one or more 
devices used to transmit and receive data, Such as a modem or 
a network adapter. 
0166 Embodiments and/or arrangements can be 
described in a general context of computer-executable 
instructions, such as program modules, being executed by a 
computer. Generally, program modules include routines, pro 
grams, objects, components, data structures, etc., that per 
form particular tasks or implement particular abstract data 
types. 
(0167. The operation of the determination system 100 and 
the various elements and components described above will be 
further appreciated with reference to the method for deter 
mining an in-vehicle role of a user of a mobile device as 
described below, in conjunction with FIGS. 2A-2C. 
0168 Turning now to FIG. 2A, a flow diagram is described 
showing a routine 201 that illustrates a broad aspect of a 
method for determining an in-vehicle role of a user of a 
mobile device 105 in accordance with at least one embodi 
ment disclosed herein. It should be appreciated that several of 
the logical operations described herein are implemented (1) 
as a sequence of computer implemented acts or program 
modules running on determination system 100 and/or (2) as 
interconnected machine logic circuits or circuit modules 
within the determination system 100. The implementation is 
a matter of choice dependent on the requirements of the 
device (e.g., size, energy, consumption, performance, etc.). 
Accordingly, the logical operations described herein are 
referred to variously as operations, structural devices, acts, or 
modules. Various of these operations, structural devices, acts 
and modules can be implemented in Software, in firmware, in 
special purpose digital logic, and any combination thereof. It 
should also be appreciated that more or fewer operations can 
be performed than shown in the figures and described herein. 
These operations can also be performed in a different order 
than those described herein. 
0169. The process begins at step 210 where processor 110 
executing one or more of Software modules 130, including, 
preferably, determination module 170, receives a first input, 
such as from one or more of sensors 145, software modules 
130, user interface 172, operating system 176, and/or com 
munication interface 150. Preferably, the first input originates 
from one or more identifying events that are perceptible to at 
least one of sensors 145, user interface 172, operating system 
176, and/or communication interface 150. Examples of such 
an input include, but are not limited to, an acceleration input 
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that originates from an acceleration event (e.g., the speeding 
up or slowing down of a car) that is perceived by accelerom 
eter 145A, a change in geographic location input that origi 
nates from a location changing event (e.g., the movement 
from one place to another) that is perceived by GPS receiver 
145C, and/or one or more instances or user interaction (e.g., 
typing) that are detected by user interface 172. 
0170 Then, at step 220, processor 110 executing one or 
more of software modules 130, including, preferably, deter 
mination module 170, analyzes at least the first input, such as 
to identify one or more determination characteristics within 
the first input, including but not limited to user determination 
characteristics. As will be described in greater detail below, 
user determination characteristics are one or more aspects 
originating at and/or derived from an input that provide 
insight regarding the in-vehicle role and/or identity of the user 
that is exerting control over and/or otherwise associated with 
a mobile device, such as mobile device 105. For example, 
where the first input (received at step 210) is the typing of one 
or more letters into user interface 172 (such as to compose a 
SMS message), determination module 170 can analyze the 
typing to identify one or more user determination character 
istics (that is, characteristics that contribute to a determina 
tion of the identity of the particular user that is associated with 
mobile device 105, as will be described below). In this case, 
determination module 170 can analyze the typing patterns 
within the first input (such as the time interval in between the 
typing of individual letters in the SMS message, the average 
time interval in between the typing of individual letters in the 
SMS message, and/or the variability among one or more time 
intervals between the typing of individual letters in the SMS 
message). If there are substantial time intervals in between 
the typing of various letters, and/or if the time intervals in 
between typed letters vary widely, these factors can indicate 
that the user of mobile device 105 is likely distracted and thus 
unable to type consistently. Additional examples of analyzing 
an input to identify one or more determination characteristics 
are provided below in EXAMPLE 1. 
0171 Upon identifying one or more determination char 
acteristics, such as user determination characteristics, based 
on the analysis of an input, at step 230 the processor 110 
executing one or more of Software modules 130, including, 
preferably, determination module 170, computes one or more 
determination factors (that is, factors that reflect and/or Sug 
gest one or more determinations that can be arrived at with 
respect to one or more of the mobile device, its location, the 
user, and/or the vehicle). By way of example, a probability 
can be computed, based on the user determination character 
istics, that the in-vehicle role of the user of mobile device 105 
is a driver and/or that the in-vehicle role of the user of the 
mobile device 105 is a passenger. That is, in certain arrange 
ments the user determination characteristics identified at Step 
220 can provide varying degrees of certitude as to the identity 
or role of a user. So, continuing the example provided with 
regard to step 220, while, on the one hand, significant time 
intervals between typed letters can indicate that the in-vehicle 
role of the user is a driver, on the other hand if the time 
intervals in between the various letters are, on average, con 
sistent and/or substantially similar this can indicate that the 
user is not necessarily distracted (due to being a driver), but 
rather is a passenger and is simply not adept at typing. 
Accordingly, in Sucha case, in one arrangement the computed 
probability for such user determination characteristic(s) is 
preferably a lesser degree of certainty that the user is a driver 

Jun. 25, 2015 

(and/or a passenger), accounting for the potentially conflict 
ing indications from the various user determination charac 
teristics. By way of further example, when the user determi 
nation characteristics indicate that a lesser degree of typing 
inconsistency and/or shorter intra-character time intervals 
exists, processor 110 executing software modules 130 pref 
erably computes a probability that the in-vehicle role of the 
user of mobile device 105 is a passenger. Similarly, when a 
greater degree of typing inconsistency and/or longer intra 
character time intervals exists, processor 110 executing soft 
ware modules 130 preferably computes a probability that the 
in-vehicle role of the user of mobile device 105 is a driver 
(being that the user determination characteristics appear con 
sistent with the activity of a driver within a vehicle). It should 
be appreciated that because ranges exist for a particular user 
determination characteristic (such as typing consistency), a 
probability of an in-vehicle role is preferably computed, 
reflecting a degree of certainty that the user of mobile device 
is a driver and/or that the user of mobile device is a passenger. 
0172. Then, at step 240, the processor 110 executing one 
or more of software modules 130, including, preferably, 
determination module 170, transforms an operation state of 
the mobile device 105 based on the determination factors 
(such as the probability computed at step 230), and/or outputs 
at least one operation state based on the at least one determi 
nation factor, and/or outputs at least one in-vehicle role of the 
user based on at least one determination factor, and/or outputs 
at least one in-vehicle location of the mobile device 105 based 
on at least one determination factor, and/or outputs at least 
one result based on the at least one determination factor. 
Various of these operations will be described in greater detail 
herein. For example, if the computed probability indicates 
that the in-vehicle role of a user of mobile device 105 is likely 
to be a driver, processor 110 can coordinate the disabling of 
one or more features of the mobile device 105, such as the 
disabling of any and/or all features that enable the entry of text 
into mobile device 105. In doing so, existing safety risks can 
be reduced by preventing a user who has been determined to 
be likely to be a driver of a vehicle from using various regular 
functions of mobile device 105 that are likely to distract the 
user and increase safety risks while driving and/or are 
restricted and/or prohibited based on the vehicle's current (or 
most recently known) location, as preferably determined in 
conjunction with GPS 145C. In other arrangements, one or 
more other transformations to the operation state of mobile 
device can be similarly applied based on the computed prob 
ability. For example, notifications (such as warning notifica 
tions) can be provided at the mobile device 105, notifications 
can be transmitted to third parties (notifying a third party, 
Such as a law enforcement agency, of the in-vehicle role of the 
user of mobile device 105 and/or of the particular operation of 
the mobile device 105, such as that typing is being performed 
upon mobile device 105), instructions can be provided to third 
parties (such as a cellular service provider) to change an 
operation state of mobile device 105 (such as temporarily 
disabling the communication ability of mobile device 105), 
and/or one or more applications executing or executable on 
mobile device 105 can be disabled (such as a text messaging 
application). 
0173 At this juncture, it can be appreciated that the opera 
tions corresponding to transforming step 240 can be custom 
ized and/or configured in relation to various probabilities 
computed at step 230. That is, certain transformations of the 
operation state of mobile device 105 (for example, notifying 
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law enforcement authorities) may only be appropriate when 
there is a high probability (such as greater than 90%) that the 
in-vehicle role of a user of mobile device 105 is a driver (and 
further that the driver is interacting with mobile device 105 in 
an illegal manner while driving), while other transformations 
may be appropriate even for lower degrees of probability (for 
example, it may be appropriate to provide a warning notifi 
cation at mobile device 105 even for a 60% probability that 
the user is a driver). Yet other transformations can be 
employed preemptively, wherein the transformation is 
applied even before a prohibited interaction (e.g., typing into 
an SMS program) occurs, thereby avoiding restricted or pro 
hibited interaction with mobile device 105, even at the first 
instance. Furthermore, as referenced above, in certain 
arrangements the user can configure how (that is, the type of 
transformation) and when (that is, the probability threshold 
that must be met in order to trigger the transformation) the 
operation of mobile device 105 is to be transformed. In other 
arrangements, a third party can establish Such configurations. 
For example, a regulatory agency can dictate that one or more 
transformations be employed on Some or all mobile devices 
when a particular probability threshold that a user of the 
device is a driver is met. By way of further example, a car 
insurance provider can provide incentives to its customers 
who utilize one or more transformations and/or probability 
thresholds suggested and/or dictated by the insurance com 
pany. 
0.174 Turning now to FIG.2B, a flow diagram is described 
showing a routine 202 that illustrates a further aspect of a 
method for determining an in-vehicle role of a user of a 
mobile device 105 in accordance with at least one embodi 
ment disclosed herein. Though already noted above, it should 
be particularly appreciated with reference to FIG. 2B that 
more or fewer operations can be performed than shown in the 
figures and described herein, and that these operations can be 
performed in a different order than those described herein. 
Thus, in certain arrangements certain of the operations of 
FIG. 2B can be performed while others are not, and further 
that in certain arrangements can be performed in a sequence 
other than that depicted in FIG. 2B. 
0.175. The process begins at step 210 where a first input of 
a first device 105 is received, and proceeds to step 220 where 
the first input is analyzed. Steps 210 and 220 have already 
been described above with reference to FIG. 2A and thus will 
not be further elaborated upon here as their operation is sub 
stantially identical to steps 210 and 220 described above. 
0176 Then, at step 221, processor 110 executing one or 
more of software modules 130, including, preferably, deter 
mination module 170, receives a second input from one or 
more of sensors 145, software modules 130, user interface 
172, operating system 176, and/or communication interface 
150. As described above with reference to step 210, examples 
of Such an input include, but are not limited to, an input 
corresponding to an acceleration perceived by accelerometer 
145A, and/or an input corresponding to a change in geo 
graphic location as perceived by GPS receiver 145C. 
0177. At step 222, the second input is analyzed by proces 
sor 110 executing determination module 170, in a manner 
substantially similar to that described above with reference to 
step 220, in order to identify one or more determination 
characteristics such as user determination characteristics 
within the second input. For example, where the second input 
(received at step 221) comprises one or more accelerations 
detected by accelerometer 145A, determination module 170 
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can analyze the accelerations to identify one or more user 
determination characteristics within the second input. Here, 
determination module 170 can analyze various patterns 
within the second input (such as the time and duration of 
acceleration and deceleration). Certain patterns, such as fre 
quent periods of Sustained forward acceleration interspersed 
with periodic intervals of rapid and/or brief forward decel 
eration can indicate that the user of mobile device 105 is likely 
traveling in, if not operating, a car which often follows Such 
an acceleration/deceleration pattern. As described in detail 
herein, by identifying one or more user determination char 
acteristics (such as identifying that the user of mobile device 
105 is likely traveling in a car, as described above), the con 
text and significance of one or more other user determination 
characteristics can be better evaluated and/or quantified. For 
example, the typing patterns of a user determined to be trav 
eling in a moving car are, on average, of greater significance 
in determining whether the user of the device is a driver/ 
passenger. On the other hand, the typing patterns of a user of 
a mobile device 105 that has been determined not to be 
traveling in a moving car can be understood to be, on average, 
of lesser significance in determining whether the user of the 
device is a driver/passenger. 
0.178 Then, at step 223, the processor 110 executing one 
or more of software modules 130, including, preferably, 
determination module 170, can compare the determination 
characteristics such as user determination characteristics 
identified within the first input (such as those identified at step 
220) with the determination characteristics such as user deter 
mination characteristics identified within the second input 
(such as those identified at step 222). In doing so, one or more 
patterns, correlations and/or relationships can be identified 
between the user determinations characteristics of the first 
input and the user determination characteristics of the second 
input. By way of illustration, referring to the examples dis 
cussed above, the typing patterns identified at step 220 can be 
compared with the acceleration/deceleration patterns identi 
fied at step 222. In doing so, patterns, correlations, and/or 
relationships between the typing patterns and acceleration/ 
deceleration patterns can be identified. For example, if time 
intervals between typed characters and/or typing inconsisten 
cies increase at the same time as Substantial and/or Sudden 
forward and/or lateral acceleration and/or deceleration, this 
can further indicate that the user of a mobile device 105 is a 
driver. Being that for a driver to engage in a maneuver with 
sudden acceleration and/or deceleration the driver is expected 
to have temporarily stopped typing due to the increased atten 
tion a driver must pay to his driving activities, if Such accel 
erations correlate closely with inconsistent typing speeds 
and/or slower typing speed and/or Such accelerations are just 
prior to typing delays, this can be a strong indication that the 
user of mobile device 105 is a driver. 

0179 Additional illustrations of scenarios and/or arrange 
ments wherein multiple inputs are analyzed, compared, cor 
related, and/or processed in order to determine various 
aspects of the roles of one or more users of a mobile device 
105, are provided throughout the present disclosure. 
0180. At step 224, the processor 110 executing one or 
more of software modules 130, including, preferably, deter 
mination module 170, compares determination characteris 
tics such as user determination characteristics (including, but 
not limited to, the user determination characteristics from the 
first input, as identified at step 220, and/or the user determi 
nation characteristics from the second input, as identified at 



US 2015/01 77010 A1 

step 222) with stored determination characteristics Such as 
user determination characteristics. Such as those stored at one 
or more databases, such as database 174 (that is local to 
mobile device 105) and/or database/server 162 (that is exter 
nal to mobile device 105). Stored user determination charac 
teristics can be archived user determination characteristics 
that have been retained from previous user determinations 
that have been performed, can be generated based on statis 
tical analyses of previous user determinations, and/or can be 
defined or established independent of any particular previous 
user determination. In comparing user determination charac 
teristics (such as those identified at step 220 and/or step 222) 
with Stored user determination characteristics (such as stored 
user determination characteristics that have historically dem 
onstrated a high degree of prediction accuracy in determining 
an in-vehicle role of a user), the processor 110 can more 
accurately compute the probability that the in-vehicle role of 
the user of mobile device 105 is a driver or that the in-vehicle 
role of the user of mobile device 105 is a passenger. For 
instance, following the example referenced above with regard 
to typing inconsistencies, if certain typing patterns have his 
torically been demonstrated as very reliable in determining 
the in-vehicle role, of the user, various identified user deter 
mination characteristics (such as those identified at step 220 
and/or step 222) can be compared to Such stored determina 
tion characteristics (e.g., highly predictive typing patterns). If 
the identified determination characteristics closely correlate 
to highly reliable/predictive stored determination character 
istics, the identified determination characteristics can be 
similarly considered highly reliable and this correlation can 
further enhance the reliability of the computation of a prob 
ability regarding the in-vehicle role of a particular user. Addi 
tional examples and illustrations of Such comparisons are 
provided below at EXAMPLE 1. 
0181 At step 225, processor 110 executing one or more of 
software modules 130, including, preferably, determination 
module 170, receives an input from another device, such as 
one of mobile devices 160. It should be understood that the 
input received from mobile device 160 is preferably from 
among the various types of inputs referenced above at steps 
210 and 221 (for example, an acceleration input that origi 
nates from an acceleration event that is perceived by acceler 
ometer 145A, and/or a change in geographic location input 
that originates from a location changing event that is per 
ceived by GPS receiver 145C), and thus will not be described 
at length here. However, it should be appreciated that this 
input originates at mobile device 160 (that is, a device exter 
nal to mobile device 105), and thus the input from mobile 
device 160 is preferably received by mobile device 105 
through communication interface 150. 
0182. Then, at step 226, processor 110 executing one or 
more of software modules 130, including, preferably, deter 
mination module 170, processes an input of mobile device 
105 against an input of one or more mobile devices 160. In 
doing so, one or more determination characteristics Such as 
user determination characteristics can be identified within the 
input of the first mobile device 105. By way of example, 
various typing patterns and/or tendencies (referenced above) 
of mobile device 160 can be processed against similar typing 
patterns/tendencies of mobile device 105 (or, alternatively, 
various typing patterns and/or tendencies of mobile device 
105 can be processed against similar typing patterns/tenden 
cies of mobile device 160). In doing so, processor 110 can 
analyze and/or identify the degree to which the input from 
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mobile device 105 deviates from the input received from 
mobile device(s) 160, in a manner similar to the comparison 
discussed above at step 224 (except that here the input of 
mobile device 105 is being processed against an input 
received from another mobile device 160, as opposed to com 
paring one user determination characteristic with stored char 
acteristics). Thus, continuing with the provided example, in a 
case where the typing tendencies of mobile device 105 are 
relatively inconsistent, if, when processing the typing tenden 
cies received from mobile device(s) 160 against those of 
mobile device 105 it is revealed that the typing across many or 
all of the devices 105 and 160 is similarly inconsistent, this 
can indicate that it there is not necessarily a high probability 
that the user of mobile device 105 is a driver, despite the 
inconsistent typing inputs received at the device 105 (rather, 
Such inconsistent typing may be the result of the various 
devices 105 and 160 traveling along an off-road or bumpy 
road, which would make consistent typing difficult, even for 
passengers in a vehicle). Additionally, if the typing tendencies 
of mobile device 105 are relatively consistent, however when 
processing Such input(s) against inputs from mobile device(s) 
160 it is revealed that the typing tendencies of the user of 
mobile device 105 are actually relatively inconsistent, this 
can indicate a higher probability that the user of mobile 
device 105 is a driver of a vehicle (even though the input from 
mobile device 105, in-and-of-itself, may not have generated 
the same conclusion). 
0183. It should be noted that various limitations and/or 
filters can be imposed upon the receiving at step 225 and/or 
the processing at step 226, to ensure the most accurate results 
possible. That is, while in certain arrangements it can be 
beneficial to receive inputs from practically any mobile 
device 160 that is capable of communication with mobile 
device 105, in other arrangements it can be preferably to limit 
the number of devices and/or inputs that are received by 
mobile device 105 on the basis of one or more factors to 
ensure that the inputs being received by mobile device 105 
from such external devices 160 are those that can be expected 
to be of greatest relevance. Examples of factors that can be 
considered in imposing such limitations and/or filters include 
proximity to mobile device 105 and/or similarity/compatibil 
ity with mobile device 105. To illustrate, in processing the 
typing tendencies of device 105 against those of another 
device 160, it can be preferable to ensure that device 160 is in 
close proximity to mobile device 105 (such as through a 
comparison of the location coordinates obtained from their 
respective GPS receivers or by causing one or more of the 
mobile devices to emit one or more tones and/or signals (e.g., 
an audio tone) that can then be received on other mobile 
devices that are in close proximity, as described in detail in 
EXAMPLE 2), thereby establishing a high likelihood that 
mobile device 105 and mobile device 160 are operating 
within the same vehicle (and are thus subjected to substan 
tially identical conditions). To further illustrate, being that 
various mobile devices such as smartphones utilize different 
user interfaces and button configurations, it can be advanta 
geous in certain arrangements to compare inputs from one 
mobile device 105 with those of another mobile device 160 
that is either identical to or at least highly compatible with 
mobile device 105 (such as a device using the same operating 
system). Due to differences across various mobile devices 
and operating systems, ensuring that mobile device 105 and 
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mobile device(s) 160 are similar (if not identical) ensures that 
the inputs received from each can be assumed to be highly 
comparable. 
0184. Additional examples of processing inputs from one 
device 105,160 against those of one or more other devices to 
identify one or more determination characteristics are pro 
vided below in EXAMPLE 2. 
0185. In addition, in certain arrangements it is preferable 
that the inputs from mobile device 105 and those of mobile 
device 160 that are to be processed against one another/ 
compared are Substantially synchronized from a chronologi 
cal standpoint. That is, it is preferable that each of the various 
inputs be associated with a particular time (and that the Source 
of Such time be a central clock, Such as a server, which can 
synchronize the various devices, though it should be under 
stood that in other arrangements one or more of devices 105, 
160 can broadcast timing data that enables the calibration of 
the various devices), thereby enabling the processing of 
inputs from mobile device 105 with inputs from mobile 
device 160 that correspond to the same point in time. Doing so 
ensures that the various inputs being processed/compared are 
highly comparable, in that they reflect the operations of the 
various devices 105 and 160 in response to the same events 
(e.g., accelerating/decelerating over the course of a driver). 
Additional examples and illustrations of such further process 
ing operations are provided below in EXAMPLE 3. 
0186. At step 227, processor 110 executing one or more of 
software modules 130, including, preferably, determination 
module 170, receives an input from vehicle data system 164, 
Such as an on board diagnostic (OBD) computer or comput 
ing device (e.g., OBD-I, OBD-II, ECU, roll system, airbag 
system, and/or an ABS), preferably through communication 
interface 150. As noted above, vehicle data system 164 pref 
erably provides data and/or information originating at the 
vehicle itself. For example, vehicle data system 164 can pro 
vide one or more inputs that reflect various actions or events, 
Such as a car's acceleration and/or deceleration, steering, 
braking, and/or any other Such car-related operations. Such 
inputs can provide further insight into determining the in 
vehicle role of a user of mobile device 105, as will be 
described below. 
0187. Then, at step 228, processor 110 executing one or 
more of software modules 130, including, preferably, deter 
mination module 170, processes an input of mobile device 
105 against an input of vehicle data system 164, in a manner 
similar to that described above with respect to step 226. 
However, here an input of mobile device 105, such as various 
typing tendencies (as illustrated above) is processed against 
an input from vehicle data system 164 that preferably pertains 
to an operation of a car (e.g., the car accelerating, braking, 
and/or swerving) and which is qualitatively different than the 
input of mobile device 105 because vehicle data system 164 
cannot necessarily detect the various stimuli perceptible to 
mobile device 105, owing in part to the fact that mobile device 
105 is preferably not fixed relative to the car's coordinate 
system. As such, the various inputs (that is, the inputs from 
mobile device 105 and those from vehicle data system 164) 
are compared and/or synchronized from a chronological 
standpoint, substantially in the manner described above with 
respect to step 226. In doing so, inputs from mobile device 
105 can be processed against inputs from vehicle data system 
164 (which, in turn, originate at the car itself), thereby 
enabling the association of various inputs from mobile device 
105 with events such as the accelerating, braking, and/or 
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Swerving of the car. Thus, following the typing tendencies 
example provided, if certain highly erratic typing tendencies 
perceived at mobile device 160, occur just prior and/or 
closely correlate to various driving operations (reflected in 
the inputs from vehicle data system 164) Such as accelerating, 
braking, and/or Swerving, one or more user determination 
characteristics can be identified with regard to the input(s) 
from mobile device 105, indicating that there is a high like 
lihood that the in-vehicle role of the user of mobile device 105 
is a driver. 
0188 At this juncture, it can be appreciated that although 
several sections of the forgoing disclosure have referenced 
the processing and/or comparison of various inputs against 
one another in context of inputs that are qualitatively compa 
rable (such as at steps 224 and 226, above, referring to the 
comparison of typing tendencies from various sources), in 
other arrangements various inputs that are not necessarily 
qualitatively comparable (or, at least, do not appear to be 
qualitatively comparable). For example, in a manner similar 
to that described above with respect to step 223, an input of 
typing tendencies from one source (such as mobile device 
105) can be compared with/analyzed against an input of 
accelerations/decelerations originating at mobile device 160. 
The respective inputs preferably have a timestamp to enable 
the chronological comparison between the inputs, as 
described in greater detail above with respect to step 226. 
0189 At step 230, processor 110 executing one or more of 
software modules 130, including, preferably, determination 
module 170, computes one or more determination factors, 
Such as a probability, based on the various determination 
characteristics, that the in-vehicle role of the user of mobile 
device 105 is a driver and/or a probability that the in-vehicle 
role of the user of the mobile device 105 is a passenger, 
substantially in the manner described in detail above with 
regard to step 230. Then, at step 240, the processor 110 
executing one or more of Software modules 130, including, 
preferably, determination module 170, transforms an opera 
tion state of the mobile device 105 and/or outputs at least one 
operation state based on the at least one determination factor, 
and/or outputs at least one in-vehicle role of the user based on 
at least one determination factor, and/or outputs at least one 
in-vehicle location of the mobile device 105 based on at least 
one determination factor, and/or outputs at least one result 
based on the at least one determination factor, as also 
described in detail above. 

0.190 Turning now to FIG.2C, a flow diagram is described 
showing a routine 203 that illustrates a further aspect of a 
method for determining an in-vehicle role of a user of a 
mobile device 105 in accordance with at least one embodi 
ment disclosed herein. The process begins at step 210 where 
an input is received from mobile device 105, and proceeds to 
step 220 where the first input is analyzed. At step 230, a 
determination factor Such as a probability is computed, based 
on the various determination characteristics, as referenced 
above. Steps 210, 220, and 230 have already been described 
above with reference to FIG. 2A and thus will not be further 
elaborated upon here as their operation is Substantially iden 
tical to steps 210, 220, and 230 described above. 
0191 Then, at step 250, processor 110 executing one or 
more of software modules 130, including, preferably, deter 
mination module 170, outputs one or more results based on 
the determination factor(s) computed at step 230. Such results 
can include, but are not limited to, one or more files, notifi 
cations, and/or communications that contain and/or reflect 
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operations of the mobile device 105, and/or one or more 
operation states of the first mobile device 105, and the out 
putting of such results can be dependent upon a certain prob 
ability threshold, as described in detail herein. For example, 
in a scenario where mobile device 105 is configured to output 
results (such as that the in-vehicle role of a user is a driver/ 
passenger) when the probability (that is, the reliability) of 
such results are greater than 75%, when mobile device 105 
determines with a probability of 80% that the in-vehicle role 
of a user of mobile device 105 is a driver, a corresponding 
notification can be outputted reflecting such results. Thus, it 
can be appreciated that the referenced results can be output 
based on the calculated probability that the user of mobile 
device 105 is a driver or that the user of mobile device 105 is 
a passenger. It should be understood that the outputting ref 
erenced at this step can be employed in a number of ways 
depending on the particular arrangement. For example, in 
certain arrangements the referenced results can be transmit 
ted to an external device or third-party, such as a law enforce 
ment agency, insurance company, and/or other device 160 
(for example, a parent receiving results from a child's device 
105), via communication interface 150. It can be appreciated 
that, as referenced above with regard to step 240, the output 
ting of Such results to a law enforcement agency, insurance 
company, and/or another device 160 can ensure that Such 
entities are notified of the various operations and/or operation 
states of aparticular mobile device 105, especially when it has 
been determined that it is highly probable that device 105 is 
being operated by a driver of a car. In another arrangement, 
such results can be outputted to mobile device 105 itself in 
any number of ways, such as by logging the operations and/or 
operation state(s) of mobile device 105 at times/intervals 
when it has been determined, for instance, that there is a high 
probability that the user of mobile device 105 is a driver. 
Irrespective of whether the results are output to a third-party 
or to the device 105 itself, it should be appreciated that the 
outputting of Such results can provide insight regarding the 
operations of the mobile device 105 at a particular moment 
and/or interval, which can be utilized later, Such as in inves 
tigating car crashes. For example, if a car crash occurs, a 
law-enforcement agency can review Such outputted results to 
determine whether the driver was engaged in various distract 
ing activities during and/or near the time of the crash (e.g., 
mobile device 105 was being used by driver with 93% cer 
tainty, was being used in a hand-held state with 94% certainty, 
and was being used for texting with 100% certainty at least 30 
seconds prior to the crash). As such, it can be further appre 
ciated in certain arrangements the various referenced results 
can be outputted across any and/or all degrees of probability, 
thereby ensuring a comprehensive log of a user results, 
reflecting the various operations and/or operation states 
throughout the course of operation of the mobile device 105. 
0.192 In certain implementations, a device can be deter 
mined to be operated by a driver or a passenger based on one 
or more applications running at the device (and/or that are 
installed on the device but not necessarily running). FIG. 43 is 
a flow diagram of a routine that illustrates aspects of one or 
more methods, such as those described in relation to one or 
more embodiments described herein. In various implementa 
tions, one or more aspects of the referenced method can be 
performed by one or more hardware devices/components 
(such as those depicted in FIG. 1), one or more software 
elements/components (such as those depicted in FIG. 1), 
and/or a combination of both. At 4305 one or more opera 

Jun. 25, 2015 

tional aspects of a user device can be identified. In certain 
implementations the one or more operational aspects can 
include one or more applications executing at the mobile 
device. Moreover, in certain implementations the one or more 
operational aspects can include one or more resources being 
utilized at the mobile device. At 4310 the one or more opera 
tional aspects can be processed, such as in order to determine 
one or more characteristics of a user of the user device. At 
4315, one or more operations can be initiated, such as based 
on the one or more characteristics. 

0193 For example, a device determined to be within a 
moving vehicle that is running a SatNav application can be 
determined to be relatively more likely to be operated by a 
driver than by a passenger. Moreover, based on the resources 
that the device is using (e.g., whether Bluetooth is paired on 
the device), it can be determined that it is more likely that a 
driver is operating the device, while if a headset is plugged 
into the device's headsetjack and music is playing while the 
device is determined to be within a moving vehicle, it is more 
likely that a passenger is operating the device. 
0194 Turning now to FIG. 3, a flow diagram is described 
showing a routine 300 that illustrates an aspect of a method 
for enabling, disabling and/or modifying at least a feature of 
a mobile device 105 in accordance with at least one embodi 
ment disclosed herein. 

0.195 The process begins at step 310 where processor 110 
executing one or more of Software modules 130, including, 
preferably, determination module 170, monitors one or more 
inputs from one or more of sensors 145, software modules 
130, user interface 172, operating system 176, and/or com 
munication interface 150. As described in detail above with 
reference to step 210, examples of such inputs include, but are 
not limited to, an acceleration input, a geographic location 
input, and/or one or more instances or user interaction (e.g., 
typing). 
0196. Then, at step 320, processor 110 executing one or 
more of software modules 130, including, preferably, deter 
mination module 170 defines an operation signature based on 
the inputs monitored at step 310. The defined operation sig 
nature preferably reflects a normal operation state and/or a 
range of normal operation states of the mobile device 105. 
That is, based on the various inputs monitored at mobile 
device 105, over a defined time interval (for example, a day, a 
week, and/or a month) an operation signature or profile can be 
defined that reflects one or more values or ranges of values 
that have been identified as the normal or regular operation of 
the device 105, the normal or regular usage of the device 105 
by a particular user, and/or the normal or regular usage of 
device 105 and/or a series or class of such devices by a 
particular user and/or a series or range of users. For example, 
after monitoring inputs from the accelerometer 145A of 
mobile device 105 for a period of time, a range of normal 
acceleration inputs of the device 105 can be determined. 
Similarly, upon monitoring inputs from the user interface 172 
of mobile device 105, a range of normal typing tendencies 
(e.g., typing speeds, typing consistency, etc., as described 
herein) can be determined. These various inputs can be used 
to define an operation signature for the mobile device 105 that 
reflects the normal operation and/or operating range of the 
device 105. It should be appreciated that the referenced 
operation signature is not limited to a single input or type of 
input, but rather in certain arrangements can be made up of 
signatures of two or more types of inputs. For example, in one 
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arrangement a normal operation signature can be made up of 
a range normal accelerometer inputs together with a range of 
normal typing tendencies. 
0.197 At step 330, processor 110 executing one or more of 
software modules 130, including, preferably, determination 
module 170, further monitors one or more second inputs from 
one or more of sensors 145, software modules 130, user 
interface 172, operating system 176, and/or communication 
interface 150, substantially in the manner described above 
with respect to step 310. 
0198 Then, at step 340, processor 110 executing one or 
more of software modules 130, including, preferably, deter 
mination module 170, processes one or more of the second 
input(s) (monitored at step 330) against one or more of the 
operation signature(s) (defined at Step 320). In doing so, 
processor 110 executing one or more of software modules 
130, including, preferably, determination module 170, can 
identify a degree of deviation and/or a degree of correlation 
between the second input(s) and the operation signature(s). 
By way of example, various typing patterns and/or tendencies 
(referenced above) of mobile device 105 can be processed 
against an operation signature reflecting a range of normal 
typing tendencies of mobile device 105, as referenced above 
with respect to step 320 and described in detail herein. In 
doing so, processor 110 can analyze and/or identify the 
degree to which the one or more second input(s) (monitored 
at step 330) deviate from the operation signature of mobile 
device 105 (defined at step 320). Thus, continuing with the 
provided example, even in a case where the monitored typing 
tendencies of mobile device 105 are not necessarily highly 
inconsistent, from an objective standpoint, upon processing 
Such inputs against an operation signature (such as an opera 
tion signature reflecting that the typing tendencies of the user 
of mobile device 105 are generally highly consistent/accu 
rate), it can be revealed that the monitored typing tendencies/ 
inputs actually deviate substantially from the mobile device's 
105 operation signature. In this example, such a deviation 
from the operation signature (which reflects the normal and/ 
or expected operation of mobile device 105) can indicate that 
the mobile device 105 is being operated under conditions that 
distract the user from interacting normally with the device 
105, such as during driving. Similarly, in an alternative 
example, in a case where the monitored typing tendencies of 
mobile device 105 are relatively inconsistent, from an objec 
tive standpoint, upon processing Such inputs againstan opera 
tion signature (such as an operation signature reflecting that 
the typing tendencies of the user of mobile device 105 are also 
generally inconsistent. Such as in the case of a new user who 
is not adept at typing), it can be revealed that the monitored 
typing tendencies/inputs (which otherwise reflect signifi 
cantly inconsistent typing tendencies) actually correlate Sub 
stantially with the mobile device's 105 operation signature. In 
Such an example, the correlation with the operation signature 
(which reflects the normal and/or expected operation of 
mobile device 105) can indicate that the mobile device 105 is 
actually being operated under relatively normal/consistent 
conditions, and thus should not be assumed to be operated 
under distracting conditions, such as driving, as may have 
otherwise been concluded based on the inconsistent typing 
tendencies alone. 

0199. At thisjuncture, it should be noted that steps 310 and 
320 can be repeated on a periodic and/or constant basis, in 
order to further refine the operation signature defined at step 
320. That is, it can be appreciated that in certain scenarios a 
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users interaction with mobile device 105 can change and/or 
improve over time (such as in the case of a new user whose 
typing skills gradually improve with repeated use of device 
105), and thus the operation signature of mobile device 105 
should be adjusted, modified, and/or refined accordingly. It 
can be appreciated that this process can be achieved in any 
number of ways. In one arrangement, mobile device 105 can 
be configured to periodically reset its operation signature 
(such as every month). Such that only recent operations are 
accounted for in defining the operation signature. In other 
arrangements, further inputs that are monitored can be fac 
tored into and/or averaged with previously monitored inputs, 
thereby updating an existing operation signature. In yet other 
arrangements, further inputs can be factored into and/or aver 
aged with previously monitored inputs, and the more recent 
inputs can be weighted to place greater emphasis upon them, 
thereby updating an existing operation signature while 
accounting for the fact that more recent inputs are of greater 
value in defining an accurate operation signature of a mobile 
device 105. 

0200. At step 350, processor 110 executing one or more of 
software modules 130, including, preferably, determination 
module 170, adjusts one or more operations of mobile device 
105. Preferably, this adjustment corresponds to the degree of 
deviation and/or the degree of correlation between one or 
more monitored inputs (such as the input monitored at Step 
330) and one or more operation signature(s) of mobile device 
105 (such as the operation signature defined at step 320). It 
should be understood that in certain arrangements, this 
adjustment is similar to the transformation of the operation 
state of mobile device 105 discussed in detail above with 
respect to step 240, and/or the outputting of one or more 
results discussed in detail above with respect to step 250. For 
example, in certain arrangements, processor 110 can coordi 
nate the disabling of one or more features of the mobile device 
105, such as the disabling of any and/or all features that 
enable the entry of text into mobile device 105, while in other 
arrangements notifications (such as warning notifications) 
can be provided at or transmitted to mobile device 105. Vari 
ous other examples of adjustments to one or more operations 
of mobile device 105 are described in greater detail above 
with reference to steps 240 and 250. 
0201 As also described in detail above with respect to step 
240, it should be noted that various of the adjustments 
employed at step 350 can be customized and/or configured in 
relation to various degrees of correlation and/or deviation 
identified at step 340. Thus, it can be appreciated that certain 
adjustments of the operation of mobile device 105 (for 
example, notifying law enforcement authorities) may only be 
appropriate when a high degree of deviation from a normal 
operation state (that is, from the operation signature) is iden 
tified (and, preferably, further that such a deviation is indica 
tive of restricted or prohibited activity on the part of the user 
of mobile device 105). Other adjustments, such as providing 
a notification at mobile device 105, may be appropriate even 
for lower degrees of correlation/deviation, as described in 
detail above. 

0202 In certain implementations, information regarding 
whether and how a device user uses his/her device, such as 
when in a moving vehicle, can be measured and/or recorded, 
whether or not the device user is determined to be the driver 
(or irrespective of a likelihood that the device user is the 
driver). Such technologies/techniques can be used, among 
other things, to log and analyze how large a "distracted driv 
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ing problem the device user has, i.e., based on how much and 
in what ways the device's usage deviates from a particular 
device usage policy (e.g., a state or federal law, a company 
policy, a parental policy, etc.) in conjunction with various 
determinations pertaining to the identity of the user (e.g., as a 
driver of a vehicle). 
0203. In certain implementations, such technologies can 

utilize information obtained directly from the device (e.g., 
information about calls made or received, texts made or 
received, applications used, URLs visited, intermediate or 
final sources or destinations of data transmissions, device 
movement information, location information, network con 
nectivity or visibility information, GPS, accelerometer, etc.) 
and/or information obtained from third parties (e.g., mobile 
server providers, telematics, etc.). 
0204. The referenced information can also be saved to the 
device and/or to a remote server. 

0205. In certain implementations, the frequency or quan 
tity (e.g., number of screen touches, number of key presses, 
time with screen on, CPU activity, application Switches, num 
ber of human or device spoken words) of device use is used as 
an indicator to determine vehicle role. Such frequency can be 
measured in various ways (e.g., (i) relative to others; (ii) 
relative to self (e.g., same device); (iii) relative to self as 
driver; and (iv) relative to self as passenger) to make Such 
determination. For example, if a device user uses her device, 
on average, at least once every five (5) minutes (during wak 
ing hours) throughout the day and, for a period in which the 
device was in a vehicle, she doesn't use it for 60 minutes, 
there is a relatively greater likelihood that her in-vehicle role 
was that of a driver. Similarly, if a device user has, on average, 
5 device interactions (e.g., key presses) per minute (during 
waking hours) throughout the day and, for a period in which 
the device was in a vehicle, the quantity of key presses was 
400 over 60 minutes, there is a relatively greater likelihood 
that her in-vehicle role was that of a passenger. 
0206 Turning now to FIG. 4, a flow diagram is described 
showing a routine 400 that illustrates an aspect of a method of 
determining at least one of an in-vehicle role of a user of a first 
mobile device and/or a handheld state of the first mobile 
device and/or a vehicle class of a vehicle containing the first 
mobile device using a central machine in accordance with at 
least one embodiment disclosed herein. As will be described 
in greater detail below, various of the steps and operations that 
make up routine 400 share substantial similarities to those 
described above in connection with FIGS. 2A-C and 3. How 
ever, it should be understood that while FIGS. 2A-C and 3 
principally concern determinations occurring at mobile 
device 105, routine 400 is primarily directed to determina 
tions performed at central machine 168, as will be described 
in greater detail below. It should be further noted that, as 
described in greater detail below, while any one of the par 
ticular steps, operations, and/or functions are described 
throughout the present disclosure as being performed at and/ 
or upon a particular machine or device (such as mobile device 
105, mobile device 160, and/or central machine 168), such 
description should be understood as being exemplary and/or 
illustrative and not limiting. Accordingly, it can be appreci 
ated that any and all steps, operations, and/or functions 
described herein with regard to a particular device and/or 
machine (such as central machine 168) should be similarly 
understood to be similarly capably of employment at another 
device and/or machine (such as mobile device 105), substan 
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tially in the manner described herein, without departing from 
the scope of the present disclosure. 
0207. The process begins at step 410 where processor 
4110 of central machine 168 (depicted in FIG. 1) executing 
one or more of software modules 4130, including, preferably, 
determination module 4170, receives (preferably through 
communication interface 4150) a first notification from 
mobile device 105, the first notification preferably corre 
sponding to an input originating from one or more of sensors 
145, software modules 130, user interface 172, operating 
system 176, and/or communication interface 150 of mobile 
device 105. As described in detail above with respect to step 
210, the first input originates from one or more identifying 
events that are perceptible to at least one of sensors 145, user 
interface 172, operating system 176, and/or communication 
interface 150 of mobile device 105, such as an acceleration 
input perceived by accelerometer 145A, a change in geo 
graphic location input perceived by GPS receiver 145C, and/ 
or one or more instances or user interaction (e.g., typing) 
detected by user interface 172. A notification, such as a com 
puter readable file containing information that reflects the 
input itself as well as information that is pertinent to the input 
(such as the time, date, and a unique identifier Such as a MAC 
address of mobile device 105) is preferably generated by 
mobile device 105 based on the input, and is transmitted by 
communication interface 150 of mobile device 105 to central 
machine 168, preferably via communications network 166. 
As noted above, it should be recognized that while FIG. 1 
depicts central machine 168 communicating with mobile 
device 105 via network/Internet 166, it should be understood 
that in other arrangements central machine 168 communi 
cates with mobile device 105 directly, such as through a direct 
Bluetooth pairing and/or throughan ad-hoc wireless network. 
0208. Then, at step 420, processor 4110 of central 
machine 168 executing one or more of software modules 
4130, including, preferably, determination module 4170, ana 
lyzes at least the first notification to identify one or more 
determination characteristics, such as one or more of user 
determination characteristics and/or one or more handheld 
state characteristics and/or one or more vehicle determination 
characteristics within the notification. As described in detail 
above with respect to step 220, user determination character 
istics are one or more aspects originating at and/or derived 
from one or more input(s) and/or notification(s) that provide 
insight regarding the in-vehicle role, and/or identity of the 
user that is exerting control over and/or otherwise associated 
with a mobile device, such as mobile device 105. Similarly, 
handheld state characteristics are one or more aspects origi 
nating at and/or derived from one or more input(s) and/or 
notification(s) that provide insight regarding the handheld 
state of a mobile device, such as mobile device 105, such as 
whether mobile device 105 is being operated by a user in a 
handheld or non-handheld State (for example, various angles 
and/or Sudden changes perceived by gyroscope 145B can 
indicate that mobile device 105 is being operated in a hand 
held state by a user). It can thus be appreciated that while the 
underlying analysis performed at the present step 420 and at 
step 220, as described above, are substantially similar, here 
the analysis is performed by central machine 168 based on 
notifications received from mobile device 105, while at step 
220 the analysis is preferably performed by mobile device 
105 itself. Having this analysis performed at central machine 
168 (as opposed to at mobile device 105, from which the 
notification analyzed at this step originates) provides several 
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advantages in certain scenarios over having the analysis per 
formed at mobile device 105, as described at step 220. For 
example, the analysis performed at the present step can be 
quite resource intensive, and shifting this analysis to central 
machine 168 ensures that the system resources of mobile 
device 105 remain relatively free. Additionally, in certain 
arrangements central machine 168 can be operated by a law 
enforcement agency, and, as Such, a centralized approach, 
such as the one described with respect to FIG.4, can provide 
Such an agency with the ability to monitor and/or adjust the 
operational capacity of mobile device 105 as necessary, as 
will be described in greater detail below. Moreover, in certain 
scenarios this centralized approach can be easier to imple 
ment with respect to regulatory compliance and preventing 
tampering. It is expected that both regulatory authorities who 
are interested in implementing a solution such as that 
described with reference to FIG. 4 are more likely to succeed 
in obtaining compliance from mobile device manufacturers 
and/or mobile communications providers when requiring a 
Solution that primarily only requires, from the standpoint of 
the mobile device 105, periodic notification transmissions 
from mobile device 105 to central machine 168. In addition, 
Such a solution can be more difficult for users to manipulate, 
modify, and/or hack, given that the primary analysis is per 
formed by central machine 168, as opposed to mobile device 
105. 

0209. At step 430, processor 4110 of central machine 168 
executing one or more of Software modules 4130, including, 
preferably, determination module 4170, computes one or 
more determination factor(s). Such as probabilities, based on 
the determination characteristics identified at step 420. It 
should be understood that, for instance, based on the particu 
lar inputs upon which a notification (which is analyzed at step 
420) is based, various user determination characteristics and/ 
or handheld state characteristics are generated. For example, 
as referenced above, in certain arrangements user determina 
tion characteristics are identified (such as typing tendencies, 
as referenced above), while in other arrangements handheld 
state characteristics (such as one or more angles detected by 
mobile device 105, as referenced above) can be identified, 
while in yet other arrangements both user determination char 
acteristics and handheld state characteristics can be identi 
fied. In any event, at step 430, one or more probabilities are 
computed by central machine 168, reflecting a probability 
that the in-vehicle role of the user of mobile device 105 is a 
driver, a probability that the in-vehicle role of the user of the 
mobile device 105 is a passenger, a probability that the hand 
held state of the mobile device 105 is handheld, and/or a 
probability that the handheld state of the mobile device 105 is 
non-handheld, all in a manner Substantially similar to that 
described in detail above with respect to step 230. It should be 
understood that, as described in detail above, in certain 
arrangements the user determination characteristics and/or 
handheld state characteristics identified at step 420 can pro 
vide varying degrees of certitude as to the identity/role of a 
user and/or the handheld state of mobile device 105. Accord 
ingly, it should be appreciated that because ranges exist 
across the spectrum of a particular user determination and/or 
handheld state characteristic (Such as typing consistency and/ 
or device angle), a probability that an in-vehicle role of the 
user of mobile device 105 is a driver/passenger and/or a 
probability that a handheld state of mobile device 105 is 
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handheld/non-handheld preferably reflects a degree of cer 
tainty across Such a probability spectrum, as described in 
detail above. 

0210. Then, at step 440, processor 4110 of central 
machine 168 executing one or more of software modules 
4130, including, preferably, determination module 4170, 
adjusts an operational capacity of mobile device 105 based on 
the one or more determination factor(s), Such as at least one of 
the probabilities computed at step 430, substantially in the 
manner described in detail above with respect to step 240. 
However, it should again be understood that while the 
description pertaining to step 240 above relates to adjust 
ments and transformations initiated by mobile device 105 
upon itself, here the adjustments to the operation of mobile 
device 105 are initiated by central machine 168. For example, 
in certain arrangements central machine 168 can transmit an 
operation command, such as a command in the form of one or 
more notifications, messages, and/or instructions that reflect 
various adjustments that are to be made to the operational 
capacity of mobile device 105, and such adjustments can then 
be applied to mobile device 105 upon its receipt of the trans 
mitted operation command(s), and/or their application/ex 
ecution, effecting similar and/or identical results as those 
described in detail above with respect to step 240 (e.g., pro 
viding notifications at mobile device 105, restricting opera 
tion of mobile device 105, and/or transmitting notifications 
from mobile device 105 to third parties). In other arrange 
ments, central machine 168 can adjust the operational capac 
ity of mobile device 105 based primarily and/or exclusively 
on adjustments made at and/or by central machine 168 which, 
in turn, preferably effect or otherwise adjust the operational 
capacity of mobile device 105. For instance, in an arrange 
ment where central machine 168 is controlled by a mobile 
communications provider Such as a cellular communications 
provider, an adjustment can be implemented at central 
machine 168 whereby one or more of the services provided by 
mobile communications provider to mobile device 105 (such 
as phone, SMS, and/or data services) can be interrupted and/ 
or otherwise adjusted or modified, thereby effecting the 
operation of mobile device 105 through an adjustment occur 
ring at central machine 168 based on the probability com 
puted at step 430. It should be noted that in other arrange 
ments, Substantially similar adjustments can be implemented 
upon and/or through one or more service providers that pro 
vide one or more services, whether directly or indirectly, to 
mobile device 105. By way of illustration, various voice over 
IP (VoIP) providers, such as Skype, enable users to achieve 
Voice communications (akin to telephone calls) over data 
connections (such as an internet connection). By way of fur 
ther illustrations, the Viber app enables similar SMS capa 
bilities over an internet connection. In any event, it should be 
understood that the methods and systems disclosed hereincan 
be configured such that any necessary adjustment can be 
implemented upon and/or through the requisite service pro 
vider (for example, by limiting the calling capabilities of 
Skype and/or the SMS capabilities of Viber) substantially in 
the manner described in detail above. 

0211. At step 450, processor 4110 of central machine 168 
executing one or more of Software modules 4130, including, 
preferably, determination module 4170, outputs one or more 
results and/or operation states of mobile device 105 based on 
the one or more determination factor(s). Such as the probabil 
ity or probabilities computed at step 430, substantially in the 
same manner as described in detail above with respect to step 




















































































































































































































