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ABSTRACT 

A System for directing a request for dynamic content to an 
application Server which having access to a database con 
taining updated data relevant to the request. The System 
contains a dynamic content router, database replication 
agents and web server plug-ins. The dynamic content router 
directs the Web Server plug-ins to forward the request to the 
appropriate application Server. 
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SYSTEMAND METHOD FOR DYNAMIC 
CONTENT ROUTING 

RELATED APPLICATION 

0001. This application is a continuation-in-part of U.S. 
provisional patent application Serial No. 60/241,528, filed 
Oct. 17, 2000; a continuation-in-part of patent application 
Ser. No. 09/565,259, filed May 5, 2000, which is a continu 
ation-in-part of U.S. provisional patent application Serial 
No. 60/169,196, filed Dec. 6, 1999; a continuation-in-part of 
U.S. provisional patent application Serial No. 60/201,801, 
filed May 4, 2000; and a continuation-in-part of U.S. pro 
visional patent application Serial No. 60/202,329, filed May 
5, 2000. Each of these applications are hereby incorporated 
by reference in their entirety. 

FIELD OF THE INVENTION 

0002 The present invention generally relates to the field 
of website infrastructure development. Specifically, the 
present invention relates to a System and method for Scaling 
website databases and directing requests for dynamic con 
tent. 

BACKGROUND OF THE INVENTION 

0003. Many of today's commercial websites utilize a 
three layer architecture consisting of: (1) a web server layer, 
(2) an application server layer, and (3) a database layer. The 
Web Server layer typically has one or more web server 
clusters, each web server cluster having a plurality of web 
Servers. In the three layer architecture, the Web Servers 
generally Store Stagnant data or content, Such as HTML 
Scripts and Java code, which is transmitted to a client's 
computer in response to the client's request for Such Stag 
nant content. However, when a client requests dynamic 
content that must be generated in real-time, the web-server 
issues a request to an application Server within the site's 
application Server layer for Such dynamic content. 
0004. The application server layer comprises one or more 
application Server clusters, each cluster having one or more 
applications Servers. The application Servers provide 
dynamic content based on information relating to or 
received from a Specific client. That is, the application Server 
can provide the dynamic content based on either a client's 
Specific request, i.e., information inputted onto an input 
Screen by the client, or the client information previously 
Stored in a database in the Site’s database layer. The client 
information Stored in the database layer can include client's 
personal or financial information provided by the client 
during his/her prior Visit to the web site, information regard 
ing the client's past activity on the website, or information 
relating to transactions consummated by the client on the 
Site. For example, the database layer of a web site operated 
by a bank or financial institution can Store information 
regarding the activity within and Status of accounts main 
tained by a client of the bank. 
0005 Web servers, application servers, and databases 
typically communicate with one another using Standard 
communication protocols, such as TCP/IP. However, some 
application Server vendors have adopted proprietary com 
munications protocols for their application Servers, thereby 
posing potential interoperability problems in connecting to 
other vendors web servers and databases. 
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0006 AS web site traffic grows, the site's infrastructure 
must be easily Scalable to accommodate the increasing load 
on the Servers and databases. For example, a System for 
Scaling Server clusters is delineated in applicant's pending 
U.S. patent application No. 09/565,259 and U.S. Provisional 
Patent Applications No. 60/169,196, No. 60/201,810 and 
No. 60/202,329, each of which are herein incorporated by 
reference in their entirety. It is appreciated that Scaling of an 
application Server is vendor dependent and Some application 
Servers may not Scalable. However, databases are not cur 
rently easily scalable and the web site owner has limited 
options when the database is overloaded. When the web site 
database Server has reached its limits in accepting and 
processing the number Simultaneous connections, the web 
Site owner currently has two options available for increasing 
the capacity of the database Server. The first option is to 
replace the existing database or database System with a 
higher capacity database or database System and the Second 
option is to add another database and appropriately modify 
the application servers (i.e., applications running on the 
application servers) to recognize the new database. How 
ever, both of these options are costly and complicated 
propositions for Web Site owners and/or operators. Addition 
ally, the Second option requires communized code for the 
application Servers. Further, it is appreciated that these two 
options offer only short term solutions to the problem and 
the web site owners and/or operators may potentially face 
this problem along with its associated cost to correct the 
problem when the database again reaches its capacity limit. 
0007 Typically, Internet related applications use a client/ 
Server model, wherein a client Sends its request to the Server 
via the Internet or other comparable communications or 
computer network. The Server processes the request, often 
involving accessing and changing the dynamic content 
related to the client, and Sends the results back to the client. 
The server's ability to identify the dynamic content involved 
in the client requests is crucial to the performance of many 
Internet applications. This identification is not trivial Since in 
many cases the client request contains incomplete or no 
information about the dynamic content. Only the server or 
content Source has the whole knowledge about the content 
involved. Accordingly, the present invention provides a 
System and method for identifying the dynamic content 
involved in every client request requiring access to the 
dynamic content. 

OBJECT AND SUMMARY OF THE INVENTION 

0008. Therefore, it is an object of the present invention to 
provide a System and method that overcomes the shortcom 
ings of the prior art System. 
0009. Another object of the present invention is to pro 
vide a System and method which Scales web site databases. 
0010) A further object of the present invention is to 
provide a System and method which directs a client's request 
for dynamic content or data to an application Server con 
nected to a database having the most current version of Such 
data. 

0011 Still another object of the present invention is to 
provide a System and method as aforesaid, which balances 
load among the application Servers. 
0012. In accordance with one embodiment, the present 
invention comprises a dynamic content router, database 
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replication agents, and plug-ins integrated into the web 
Servers. The Web Server plug-ins intercept and direct a 
client's request for dynamic content to the dynamic content 
router. The dynamic content router then determines the 
appropriate application Server or application cluster for the 
client's request based on number of factors, including but 
not limited to the content availability, data Server's capacity 
and Session persistence. The dynamic content router trans 
mits or forwards the identity of the Selected application 
Server to the Web Server plug-in, which causes the client's 
request to be forwarded or routed to the Selected application 
Server. However, if a Session already exists between the 
client and one of the application Servers, the dynamic 
content router routes all requests to Such application Server. 
0013. Once the web server plug-in receives the identity of 
the Selected application Server, the Web Server plug-in causes 
its associated Web Server to establish a connection with the 
Selected application Server. Upon establishing a connection 
with the Web Server, the Selected application Server initiates 
a Session by generating and transmitting a cookie or other 
comparable session identifier to the web server. The web 
server forwards the cookie or session identifier to the client's 
computer for Storage. 

0.014 When a session is established between the client 
and the Selected application Server, the dynamic content 
router examines the Session communications to determine or 
extract a client identifier (also referred to herein as a content 
identifier). The dynamic content router utilizes the content 
identifier to determine if the client is already logged onto one 
of the application servers on the site. If the dynamic content 
router determines that the client had previously logged onto 
one of the application Servers on the web site, the dynamic 
content router verifies whether client's previous login infor 
mation is available to the Selected application Server. If the 
client's current application Server does not have access to 
the client's login information, then the dynamic content 
router directs the Web Server plug-in to establish a connec 
tion with an application Server that has access to the client's 
login information. 
0.015. In accordance with an embodiment of the present 
invention, the System additionally includes an application 
Server proxy that acts as an interface between the web 
Servers and application Servers utilizing proprietary com 
munications protocols. 
0016. In accordance with another embodiment of the 
present invention, the dynamic content router is Scalable. 
For example, when the Web Site operator and/or owner adds 
another dynamic content router when the capacity of the 
existing dynamic router is exceeded, the Web Server plug-ins 
of the present invention automatically Selects a least loaded 
dynamic content router for routing the client's requests. 
0017 Various other objects, advantages, and features of 
the present invention will become readily apparent from the 
ensuing detailed description, and the novel features will be 
particularly pointed out in the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.018. The following detailed description, given by way 
of example, and not intended to limit the present invention 
solely thereto, will best be understood in conjunction with 
the accompanying drawings in which: 
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0019 FIG. 1 is a diagram of a web site employing a three 
layer architecture and a dynamic content router in accor 
dance with an embodiment of the present invention; 
0020 FIG. 2 is a diagram showing communications flow 
between a web server plug-in and the dynamic content 
router in accordance with an embodiment of the present 
invention; 
0021 FIG. 3 is a diagram showing communications flow 
between database replication agents, application Server load 
balancing agents and the dynamic content router in accor 
dance with an embodiment of the present invention; 
0022 FIG. 4 is a diagram showing an example of data 
tables maintained within the dynamic content router in 
accordance with an embodiment of the present invention; 
and 

0023 FIG. 5 is a diagram of a website employing a three 
layer architecture, multiple dynamic content routers and 
application Server proxies in accordance with an embodi 
ment of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0024. The present invention is readily implemented using 
presently available communication and computing appara 
tuses and electronic components. The invention finds ready 
application in private or public communications networks, 
including but not limited to the Internet, a computer net 
Work, a wireleSS network, a Satellite network, a cable net 
work or any other form of network capable of transporting 
data locally or globally. 
0025 Turning now to FIG. 1, there is illustrated an 
example of a web site 100 having a three layer architecture 
and a dynamic content router 10 in accordance with an 
embodiment of the present invention. The web site 100 has 
two overlapping web server clusters 110 and 120. The web 
server cluster 110 comprises web servers 20a to 20e and the 
second web server cluster comprising web servers 20d to 
20g. Additionally, there are two application Server clusters 
130 and 140. The application server cluster 130 comprises 
application servers 30a to 30c and the application server 
cluster 140 comprises servers 30d to 30g. The application 
server clusters 130 and 140 are respectively connected to a 
separate mirrored database 4.0a and 40b. The databases 40a 
and 40b continuously replicate data tables from one to 
another, thereby Synchronizing and maintaining a mirrored 
configuration. 

0026. In accordance with an embodiment of the present 
invention, the dynamic content are divided, classified or 
categorized into two classes of content: Segmentable and 
non-Segmentable content. Content is considered or classified 
as Segmentable content if the content can be divided into 
Small Segments, each Segment being Self-contained and 
preferably represented by a content label. Operations or 
operational tasks can be associated with a particular content 
label, wherein Such associated operations are performed 
only on or affect only the content Segments corresponding to 
the content label. That is, the dynamic content of the client 
can be represented by a content label. Preferably, the content 
label can be used in one of the client requests to obtain the 
authentication to determine if the client has previously 
accessed the Web Site or the application Server. For example, 
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the System can authenticate or determine if the client had 
previously accessed the web site or the application Server 
during the login or Sign in process before the client can 
initiate any transaction or request for content. 
0027. Whereas, content is considered or classified as 
non-Segmentable content if the content cannot be repre 
Sented by a content label or shared by one or more Segments 
of the Segmentable content. The Segmentable dynamic con 
tent can be mirrored because different people can acceSS 
different Segments of the Segmentable content at the same 
time while maintaining data integrity. 
0028. In accordance with an aspect of the present inven 
tion, the mirrored content can be active at the same time 
while maintaining its transactional integrity. For example, in 
a trading application, content Such as the cash balance, 
transactions, holdings of an account can be labeled as an 
account, and operations or operational tasks, Such as trading, 
depositing and withdrawing affect only content Segments 
labeled or represented by the content label “account”. In the 
trading application example, the Segmentable content can 
represent cash balances, transactions, account holdings, per 
Sonal information, etc., and non-Segmentable content can 
represent data shared by all account, Such as margin rate, 
Stock quotes, bond prices, and the like. content. 
0029. In accordance with an embodiment of the present 
invention, the content can be segmented or divided in 
number of different ways to maximize the number of mir 
rored content or data. That is, the present invention Segments 
the content to maximize the number of the segmentable 
content, thereby effectively increasing the level or degree of 
mirroring for Such content. Accordingly, the content Stored 
in database 4.0a and 40b is segmentable and are represented 
by their content label. 
0.030. In an auction site example, the segmentable content 
can represent either account related content or bid items. It 
is appreciated that if the content is Segmented in one manner, 
i.e., based on account related content, then the System will 
categorize the bid items as non-Segmentable content. 
Accordingly, the System cannot mirror all potentially “seg 
mentable' content, i.e., the System can mirror account 
related content or bid items, but not both. However, it is 
appreciated that for a typical auction site, the number of bid 
item related content will far exceed the number of account 
related content. Also, the bid item related content is more 
likely Susceptible to dynamical changes. Accordingly, in the 
auction example, the System should segment the web site 
data or content based on bid item rather than account data, 
thereby mirroring the bid item related content. The account 
related content can be Stored in a shared database or mir 
rored if the System does not permit the account related 
content to be dynamically changed after client Signs in, i.e., 
establishes a Session. 

0031. In accordance with an aspect of the present inven 
tion, the Segmentable content can be grouped into content 
groups, each content label belonging to one or more content 
group. Accordingly, operations to be performed on a group 
of Segmentable content can be represented by content group 
label. The non-Segmentable content can be Stored in a shared 
database, thereby advantageously permitting the System of 
the present invention to provide a combination of distributed 
and mirrored Solutions to accommodate the needs of the 
current and future Internet related applications. 
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0032 Typically, most Internet related applications use a 
client/server model, wherein a client Sends its request to the 
Server via the Internet or other comparable communications 
or computer network. The Server processes the request, often 
involving accessing and changing the dynamic content 
related to the client, and Sends the results back to the client. 
The server's ability to identify the dynamic content involved 
in the client requests is crucial to the performance of many 
Internet applications. This identification is not trivial Since in 
many cases the client request contains incomplete or no 
information about the dynamic content. Only the server or 
content Source has the whole knowledge about content 
involved. Accordingly, the present invention provides a 
System and method for identifying the dynamic content 
involved in every client request requiring access to the 
dynamic content. 
0033 According to an embodiment of the present inven 
tion, the System and method examines the request to identify 
or determine the dynamic content that needs to be accessed 
by the request. That is, the System intercepts and examines 
every client request and the examination can occur before 
the requests reach one of the application servers 30a to 30g 
or within one of the web servers 20a to 20g. By building a 
dynamic picture of the Sessions and content, the present 
system is able to identify the content label involved in all 
client requests requiring access to the dynamic content. This 
advantageously enables the System to know the dynamic 
content required for each request before Such request is 
routed to the appropriate application Server and the database. 
In other words, the client request can be identified by its 
content label before the request is routed to the appropriate 
database 4.0a or 40b. 

0034. After a client 60 accesses one of the application 
servers 30a to 30g for the first time, that application server 
assigns and maintains a session ID for the client 60. There 
after, every client request from the client 60 includes the 
Session ID and the application Server uses the Session ID to 
identify the client 60. Preferably, the dynamic content router 
saves the session ID in the session table 12 (FIG. 4). During 
the Session, at least one of the client request includes the 
content label for authentication to verify that the client (or 
user) has access rights or privileges to the requested content. 
The web server extracts the content label and forwards the 
extracted content label to the dynamic content router 10 
which stores the extracted content label in the content table 
14 (FIG. 4). Preferably, the dynamic content router 10 (FIG. 
1) establishes or builds a link between the session ID and the 
content label. It is appreciated that the Subsequent client 
requests may or may not include the content label. However, 
Since the client request includes Session ID, the dynamic 
router 10 can extract the session ID from the client request. 
The extracted session ID then can be used by the dynamic 
router 10 to search the session table 12 to find corresponding 
content label. That is, once the session ID is found in the 
Session table 12, the dynamic content router can use the link 
to locate the content label associated with this client and 
thereafter determine the dynamic content based on the 
content label. 

0035) In accordance with an embodiment of the present 
invention, the dynamic content router 10 uses the informa 
tion extracted and/or derived from the request to route the 
request to the appropriate application Server. For example, if 
the content is partitioned, by determining or knowing the 
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dynamic content involved in the request, the dynamic con 
tent router 10 can route the request to the right Source of the 
content, i.e., the appropriate application Server. If the content 
Source is mirrored, i.e., mirrored database, by determining or 
knowing the dynamic content involved in the client request, 
the dynamic content router 10 can identify which source of 
the content (or the database) has the most recent version of 
the content as described herein. Thus, the dynamic content 
router 10 of the present invention can always route the client 
requests to the right content Source (the appropriate data 
base). It is appreciated that the dynamic content router 10 of 
the present invention can be used in many Internet related 
applications to dynamically route the client requests based 
on the content associated with Such requests. 

0.036 Returning to FIG. 1, the client 60 sends a request 
for content to one of the web servers 20a to 20g, referred to 
hereinafter as the receiving web server 20. When the client 
60 requests Stagnant content, the receiving web server 20 
provides the client 60 with the requested Stagnant content. 
However, if the client 60 requests dynamic content, a plug-in 
22 (FIG. 2), which is integrated into each web server, routes 
or directs the request from the client 60 to the dynamic 
content router 10. The dynamic content router 10 evaluates 
the request and Selects an application Server 30 based on its 
evaluation of the request. Also, the dynamic content router 
10 sends an instruction to the plug-in 22 of the web server 
30 to direct all request from the client 60 to the selected 
application server 30. 

0037 Turning now to FIG. 2, there is illustrated an 
example of the plug-in 22 of the web server 30 transmitting 
the request for dynamic content from the client 60 to the 
dynamic content router 10 and then to an application Server 
30 selected by the dynamic content router 10. Based on its 
review or evaluation of the request, the dynamic content 
router 10 Selects an appropriate application Server 30 that is 
best Suited to provide the requested content or data to the 
client 60. For example, in FIG. 2, the dynamic content 
router 10 selects the application server 30c based on its 
evaluation of the request, and informs the plug-in 22b of the 
web server 20b to direct or route all requests from the client 
60 to the application server 30c. As shown in FIG. 2, the 
application server 30c is connected to the database 4.0a and 
is part of the application server cluster 130. 

0038 Turning now to FIG. 3, there is illustrated an 
embodiment of the application server 32 which includes a 
load agent 32. That is, the application server 30a-30g 
respectively includes load agents 32a-32g. Each load agent 
32 monitors various performance parameters of its respec 
tive application server 30, including but not limited to CPU 
load, disk usage, and other factors which can affect the 
application Server's ability to receive and process requests. 
Additionally, each load agent 32 intermittently transmits 
information regarding its respective application Server's 
ability to accept requests or connections (i.e., available 
capacity of the application server) to the dynamic content 
router 10. The dynamic content router 10 stores the available 
capacity information, Such as in an application Server load 
table 18 of FIG. 4. 

0039. In accordance with an embodiment of the present 
invention, the databases 4.0a and 40b respectively includes 
replication agents 42a and 42b for monitoring two-way 
replication between the databases 4.0a and 40b. Alterna 
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tively, the replication agents 42 can reside in a separate host 
or Server to monitor any number of databases. For example, 
the replication agents 42 Send and receive timestamp mes 
Sages to and from each other. The replication agents 42 can 
determine the real time replication latency between data 
baseS 40 by comparing the Sent and received timestamps. 
That is, the replication agents 42 can determine how long it 
takes to update data from one database 42 to another 
database 42 by comparing the Sent and received timestamps. 
Each replication agent 42 reports or transmits its respective 
latency information to the dynamic content router 10. Pref 
erably, the dynamic content router 10 stores the latency 
information for each database 40, Such as in the database 
replication latency table 16 of FIG. 4. According to an 
aspect of the present invention, the replication agents 42 can 
also detect and report database 40 failures to the dynamic 
content router 10. This enables the dynamic content router 
10 to isolate the disabled or failed database. For example, if 
the database 4.0a is disabled, then the dynamic content router 
10 can instruct the plug-ins 22 to route all requests for 
content to the application server cluster 140 which is con 
nected to the database 40b. That is, the requests are no longer 
routed to the application server cluster 130 that is connected 
to the disabled database 40a. 

0040. In accordance with an embodiment of the present 
invention, each replication agent 42 creates a special table in 
the host database 40, i.e., the database being monitored by 
the replication agent 42. Similar to the data tables utilized by 
the application Server 30, the Special table is also replicated 
between the databases 40. For example, when a replication 
agent periodically inserts or updates a record in the Special 
table with a replication agent identifier and a current times 
tamp, Such updates are replicated to other databases. Also, 
each replication agent 42 registers a procedure, Such as 
activating an SQL Statement in the database, to monitor any 
change in the Special table. The replication agent 42 calcu 
lates and reports the latency to the dynamic content router 10 
if there is any change or update to the Special table. If there 
is a failure with the updates, the replication agent 42 retries 
the procedure to determine if the database 40 is disabled or 
out of Service. If the retries and reconnections to the data 
base 40 are unsuccessful, the replication agent 42 reports 
such failure to the dynamic content router 10. 
0041) Preferably, the replication agents 42 run in the 
Same host computer as the database 40, thereby insuring that 
faulty alarms are generated only when database 40 is dis 
abled and minimizing the possibility of the faulty alarms 
resulting from a network failure. 
0042. In accordance with an embodiment of the present 
invention, as shown in FIG. 4, the dynamic content router 
10 maintains four data tables: a Session table 12, a content 
table 14, a database replication latency table 16 and an 
application Server load table 18. In accordance with an 
aspect of the present invention, each record in the Session 
table 12 has at least three fields: a session ID, a content ID 
and a session server ID. When an application server 30 
establishes a Session with a client 60, the application Server 
30 generates and transmits a Session identifier (or a session 
ID) to the client 60. For example, the session ID can be a 
cookie or Some other unique code for identifying the client 
60 by the application server 30. During the session, all 
Subsequent requests from the client 60 generally include the 
session ID. 
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0043. Using FIG. 2 as an example, when a request is 
received by the web server 20b from the client 60, the 
plug-in 22b of the web server 20b transmits the request to 
the dynamic content router 10. The dynamic content router 
10 extracts or intercepts the Session ID from the request, and 
Stores the Session ID and a session server identifier (or a 
session server ID) as a record in the session table 12. The 
session server ID identifies the application server 30c that 
established the current session with the client 60 and issued 
the session ID. 

0044. Each time a request for content is received from the 
client 60, the dynamic content router 10 examines the header 
of the request for a Session ID. If the request contains a 
Session ID, the dynamic content router 10 compares the 
session ID against the entries in the session table 12. If the 
Session ID of the request matches a Session ID in one of the 
Session records Stored in the Session table 12, the dynamic 
content router 10 instructs the plug-in 22b to route the 
request to the application Server associated with the Session 
server ID in the matching session record. However, if no 
matching Session record is found, the dynamic content 
router 10 Selects an application Server based on Some 
criteria, Such as available capacity, access to a database 
containing the requested data, randomly, etc. 
0.045. In accordance with an embodiment of the present 
invention, the dynamic content router 10 Selects an appli 
cation server 30 based on load values stored in the applica 
tion server load table 18. The dynamic content router 10 
compares the load value of each application Server 30 to 
determine which application server 30 has available capacity 
to process the request from the client 60. For example, the 
dynamic content router 10 selects an application server 30 
having the lowest load, thereby directing or routing the 
request to the application Server 30 having the highest 
available capacity. If the total capacity of each application 
server 30 varies, the dynamic content router 10 can select an 
application server 30 having the lowest load value relative to 
other application servers 30. 
0046. After a session is established between a client 60 
and the Selected application Server 30, the user associated 
with the client 60 (collectively referred to herein as the 
client) client or user can provide his/her identity through a 
login or signing in process, e.g., entering a name and 
password onto a login Screen. For example, the web site 
operator/owner can institute a login process to limit acceSS 
to its web site to only authorized users. The content label, 
e.g., identification of user, client, gateway, ISP, etc., is 
identified in this process and the unique content id is 
assigned to the content label that identified the content 
Segment. The request containing the content ID is also 
forwarded to router 10 by plug-in 22. The router 10 stores 
the Content ID along with the associated Session ID and 
Session Server ID in the Session Table 12. 

0047. During the login process, the plug-in 22 of the web 
server 20 identifies the content label of the request, i.e., the 
identity of the client. Each content label is uniquely asso 
ciated with a content ID. The plug-in 22 forwards the request 
and the content ID to the dynamic content router 10 which 
Stores the content ID along with the associated Session ID 
and session server ID in the session table 12. 

0.048. Each time a client 60 logs onto the web site, the 
plug-in 22 of the web server 20 sends the content ID of the 
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client 60 to the dynamic content router 10. The dynamic 
content router 10 compares the content ID of the client 60 
against the entries in the content table 14. If no matching 
content record is found in the content table 14 indicating that 
the client is a first time visitor of the web site, the dynamic 
content router 10 generates a new content record for the 
client 60 in the content table 14. The new content record 
contains at least the content ID of the client 60, the session 
server ID stored in the “last access server” field in FIG. 4, 
and the login time and date of the client Stored in the "last 
access time' field in FIG. 4. 

0049. If the client 60 had previously logged onto the web 
site, then one of the content records in the content table 14 
will contain the content ID of the client 60. Accordingly, on 
each subsequent visit to the web site by the client 60, the 
dynamic content router 10 locates the content record of the 
client 60 from the content table 14. The content record of the 
client 60 includes the time and date of the client’s last login 
or session and the identification of the application server 30 
accessed by the client 60 in the last login (or the last 
accessed application server). If the client's current Session 
Server is same as the last accessed application Server, the 
dynamic content router 10 updates the “last access time” 
field of the client's content record with the client's current 
Session or login time and date. 
0050. However, if the client’s current session server is 
different from the last accessed application Server, the 
dynamic content router 10 determines whether the client's 
requests can be processed by the current Session Server or 
routed to another application server 30. The dynamic content 
router 10 reads the database replication latency table 16 to 
compare the replication latency values of the database 
connected to the client's current Session Server and the 
database connected to the last accessed application Server. If 
the replication latency of the two databases 42a and 42b (the 
period of time it takes to copy updated records from one 
database to the other) is less than the time elapsed between 
the client's last access time and the client's current login 
time (i.e., a session interval), the dynamic content router 10 
determines that the current Session Server can process the 
client's requests and appropriately updates the last accessed 
application Server field and the last access time field of the 
client's content record. That is, the last accessed application 
Server field now identifies the current Session Server and the 
last access time now reflects the client's current login time 
and date. It is appreciated that if the client's current Session 
Server and the last accessed Server are connected to the same 
database 40, then the replication latency value will be zero 
and the dynamic content router 10 maintains the Selection of 
the current Session Server and appropriately updates the last 
accessed application Server field and the last access time 
field of the client's content record. 

0051) If the replication latency of the two databases 42a 
and 42b is greater than the time elapsed between the client's 
last access time and client's current login time, the dynamic 
content router 10 terminates the session with the client's 
current Session Server and establishes a new Session with the 
last accessed application Server, thereby creating a new 
session server for the client 60. That is, the dynamic content 
router 10 instructs the plug-in 22 to route the client's 
requests to the new Session server (the last accessed appli 
cation server) instead of the current Session server. In 
accordance with an embodiment of the present invention, 
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the dynamic content router 10 establishes the new session 
with the last accessed application Server by Sending the 
original request (which was saved when a Session was first 
established with the current session server) to the last 
accessed application Server and capturing the Set Session 
response, i.e., a response, Such as a html page, from the last 
accessed application Server. The dynamic content router 10 
Sends the Set Session response to the plug-in 22, which 
forwards it to the client 60. Thereafter, the client 60 includes 
the new Session ID in its requests. Once the plug-in 22 
facilitates the establishment of a new session between the 
client 60 and the new session server 30 (the last accessed 
application server), the dynamic content router 10 updates 
the last access time field of the client's content record to 
reflect the client's current login time and date. The dynamic 
content router 10 also updates the session table 12 to identify 
the client's new Session Server and to indicate the Session ID 
issued by the new session server 30 for the client 60. 
0.052 The database replication latency table 16 contains 
records indicating the replication latency between any pair 
of databases 40 on the web site. The replication agents 42 
residing in each database 40 updates the database replication 
latency table 16. 
0053 Turning now to FIG. 5, there is illustrated an 
example of a website 100 employing multiple dynamic 
content routers 10 and application server proxies 50a and 
50b to handle proprietary protocol of the application servers 
30 in accordance with the present invention. When a client 
60 transmits a request for dynamic content, Such as a request 
for a web page showing the client's account information 
stored on the site's databases 40, the request is first received 
by one of the web servers 20a-20g. For example, if the 
client's request is received by the web server 20e, then the 
plug-in 22e of the web server 20e transmits the request to 
one of the dynamic content routers 10a to 10c. Preferably, 
the plug-in 22e Selects the dynamic content router 10 based 
on load information transmitted by load agents 150a to 150c 
residing and running on the dynamic content routerS 10a to 
10c, respectively. That is, the plug-in 22e Selects the 
dynamic content router 10 with the lowest load. For 
example, the plug-in 22 can Select the dynamic content 
router 10c as having the lowest load. It is appreciated that the 
tables 12, 14, 16 and 18 residing in each of the dynamic 
content routers 10a to 10c are continuously replicated, 
thereby maintaining the mirrored State of the dynamic 
content routers 10a to 10c. 

0.054 The selected dynamic content router 10c examines 
the request from the client 60 for a session ID. Since a first 
request from a client who has not yet established a Session 
with one of the application servers 30 does not include a 
session ID, the selected dynamic router 10c selects an 
application Server based on load values of the application 
servers 30 stored in the application server load table 18 
(FIG. 4). For example, the dynamic content router 10c can 
Select the application Server 30a belonging to the application 
server cluster 130 as having the lower load value. In such 
case, the dynamic content router 10c instructs the plug-in 
22e to route the client's request to the application Server 
cluster 130 via the application server proxy 50a. The plug-in 
22e Sends the client's request to the application proxy 50a 
using standard TCP/IP protocols. The proxy 50a converts 
the request to conform to the proprietary protocol utilized by 
the application servers 30a to 30c belonging to the applica 
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tion cluster 130 and forwards the request to the selected 
application Server 30a. In response to the request, the 
application server 30a establishes a session with the client 
60 and sends back a session ID to the client 60. Before the 
Session ID reaches the client 60, the plug-in 22e intercepts 
the session ID and sends a copy of the session ID to the 
dynamic router 10c. The dynamic router 10c generates a 
Session record in its Session table to record or Store the 
session ID and the session server ID. 

0055 Subsequent requests from the client 60 may nec 
essarily not be received by the web server 20e. For example, 
if the web server 20b receives the second request bearing the 
session ID issued by the application server 30a from the 
client, the plug-in 22b Sends the request to the dynamic 
content router 10a (currently the least loaded dynamic 
content router). Since all of the dynamic content routers 10 
are mirrored, the Session record previously generated by the 
dynamic content router 10c is available from any dynamic 
content router's Session table. That is, the Session table 
residing in the dynamic content router 10a contains all of the 
Session records generated by the dynamic content routers 
10a to 10c. The dynamic content router 10a compares the 
Session ID in the client's request against the entries in its 
Session Table 12. If a matching Session record is found, the 
dynamic content router 10a instructs the plug-in 22b to route 
the request to the application Server 30 corresponding to the 
Session Server ID of the matching Session record, namely the 
application Server 30a in this case. 

0056. Once the client 60 logs onto the web site, and a 
content ID, Such as a user id, is issued to the client, the 
dynamic content router 10a checks its content table 14 to 
determine if the client 60 is a return visitor or a first time 
visitor. If it is determined that the client 60 is a return visitor 
(i.e., a matching content record exists), then the dynamic 
content router 10a obtains the last accessed Server informa 
tion from the matching content record. However, if it is 
determined that the client 60 is a first time visitor (i.e., no 
matching content record exists), then the dynamic content 
router 10a inserts a new content record for the client 60 into 
the content table 14. It is appreciated that the dynamic 
content router 10a does not direct the plug-in 22b to make 
any change with respect to the client's Session with the 
application server 30a since this new client 60 is not being 
transferred to any last accessed application Server. 
0057. In accordance with an embodiment of the present 
invention, the application Server 30 Stores information relat 
ing to the client's activity on the web site (e.g., Stock or 
money transfer information) in the database 40. Preferably, 
either during or shortly after the client's visit to the web site, 
the activity data stored in one database 40 is replicated to 
other database 40, e.g., activity data Stored in the database 
4.0a is replicated to the database 40b. It is appreciated that 
the activity data of the client 60 may not have been repli 
cated to all of the databases 40 by the time the client 60 
re-logs onto the web site again. The replication of the 
activity data depends on the replication latency between the 
databases 40 and the time elapsed between the client's 
logins. 

0.058 When a client 60 is a return visitor to the web site, 
a content record containing the unique content ID of the 
client exists in each content table 14 of the dynamic content 
routers 10. When a returning visitor (the client 60) initiates 
the login process, the plug-in 22 of the Web Server 20 
extracts the content ID corresponding to a content label from 
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the login request. For example, the content label can be a 
field name assigned by an application. For example, the 
content label can represent an account number for a trading 
application and a login id for an e-commerce Site applica 
tion. In accordance with an embodiment of the present 
invention, the content label has an associated value that is 
assigned during the login process. For example, an account 
number “XF456” is associated with the account number 
label and login name "kchen” can be associated with the 
login id label. Once the content ID is extracted from the 
request, the dynamic content router 10 Searches the mirrored 
content table 14 for a content record matching or containing 
the content ID of the client. If a matching content record is 
found, the dynamic content router 10 compares the client's 
current Session Server to the last accessed Server information 
in the matching content record. For example, if the client's 
current Session Server is the application Server 30f and the 
last accessed server is the application server 30a (i.e., there 
is a mismatch of Session servers), the dynamic content router 
10 accesses its database replication latency table 16 to 
compare the latency between the databases 40 to the time 
elapsed between the client's last access time and the client's 
current login time. If the latency is less than the elapsed time 
between client's logins, the dynamic content router 10 
updates the last access time and the last accessed Server 
fields of the client's content record to reflect the client's 
current Session Server and current login time. However, if 
the latency is greater than the elapsed time between the 
client's logins, the dynamic content router 10 directs the 
plug-in 22 which Sent the content ID to the dynamic content 
router 10 to facilitate a new session between the client 60 
and the last accessed Server. Once the new Session is 
established, the dynamic content router 10 updates the last 
access time field in the content record of the client to reflect 
the client's new login time. 
0059. In accordance with an embodiment of the present 
invention, the content can be updated on database Server 40a 
or 40b directly (bypassing the web servers 20 and the 
application servers 30). In Such case, the updated content 
information must be forwarded to the dynamic content 
routerS 10 So they can appropriately update their content 
tables and correctly route the requests to the appropriate 
database 40. The updates are identified by content labels or 
group content label. Preferably, a utility process (not shown) 
is used directly update the database 40 and to communicate 
with the dynamic content router 10. 
0060. While the present invention has been particularly 
described with respect to the illustrated embodiment, it will 
be appreciated that various alterations, modifications and 
adaptations may be made based on the present disclosure, 
and are intended to be within the Scope of the present 
invention. It is appreciated that each Server and/or database 
can be replicated for redundancy and robustness. It is 
intended that the appended claims be interpreted as includ 
ing the embodiment discussed above, the various alterna 
tives that have been described, and all equivalents thereto. 

What is claimed: 
1. A method of dynamic content routing a client request 

to an application Server, comprising the Steps of 

receiving Said request for content from a client over a 
communications network; 

determining a dynamic content associated with Said 
request, 
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Selecting an application Server from a plurality of appli 
cation Servers in accordance with Said dynamic content; 
and 

routing Said request to Said Selected application Server. 
2. The method of claim 1, further comprising the Step of 

transmitting Said requested content from Said Selected appli 
cation Server to Said client. 

3. The method of claim 1, wherein the step of selecting 
includes the Step of Selecting an application Server con 
nected to a database having data relevant to Said requested 
COntent. 

4. The method of claim 3, wherein the step of selecting 
includes the Step of Selecting an application Server based on 
an available processing capacity of Said database. 

5. The method of claim 1, further comprising the steps of 
determining if a Session exists between Said client and one 

of Said plurality of application Servers, 
establishing a Session between Said client and Said 

Selected application Server if it is determined that a 
Session does not exists between Said client and one of 
Said plurality of application Servers to provide a Session 
ID and a Session time; 

asSociating Said dynamic content with Said Session ID to 
provide a link, 

Storing Said link, Said Session ID and Said Session time as 
a last Session time, and 

transmitting Said request for content to Said Selected 
application Server by Said client, Said request having at 
least Said Session ID. 

6. The method of claim 5, wherein the step of selecting 
includes the Step of Selecting an application Server based on 
Session persistence. 

7. The method of claim 5, wherein the step of determining 
includes the Steps of: 

reading Said Session ID from Said request to determine 
Said link, and 

determining Said dynamic content as a function of Said 
link. 

8. The method of claim 1, further comprising the step of 
Storing Said Selected Server as a last accessed Server. 

9. The method of claim 8, wherein said plurality of 
application Servers are grouped into one or more Server 
clusters, each Server cluster being associated with a data 
base. 

10. The method of claim 9, further comprising the step of 
determining replication latencies between Said databases, 
and Storing Said replication latencies. 

11. The method of claim 10, wherein the step of selecting 
includes the Step of Selecting an application Server as a 
function of Said replication latencies. 

12. The method of claim 10, wherein the step of selecting 
includes the Steps of: 

determining time elapsed between Said last Session time 
and a current Session time if the database connected 
said selected server is different from the database 
connected to Said last accessed Server for Said client to 
provide a Session interval; and 

Selecting Said last accessed Server as Said Selected Server 
if Said replication latency between the databases con 
nected to Said last accessed Server and Said Selected 
Server exceeds Said Session interval. 
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13. A method of mirroring content in a database, com 
prising the Steps of 

categorizing each content into either Segmentable or non 
Segmentable content; 

dividing Said Segmentable content into one or more Seg 
ments, 

labeling each Segment of Said Segmentable content with a 
content label; 

Storing Said non-Segmentable content and each Segment of 
Said Segmentable content, thereby effectively mirroring 
Said content. 

14. The method of claim 13, further comprising the steps 
of receiving a request for content Stored in Said database; 
categorizing Said request by content label and Searching Said 
database for Said requested content in accordance with Said 
content label. 

15. A System for dynamic content routing a client request 
to an application Server, comprising: 

a web server for receiving Said request for content from a 
client over a communications network; 

a dynamic content router for determining a dynamic 
content associated with Said request and Selecting an 
application Server from a plurality of application Serv 
erS connected to Said network in accordance with Said 
dynamic content; and 

wherein Said Web Server is operable to route Said request 
to Said Selected application Server. 

16. The system of claim 15, further comprising one or 
more databases connected to Said plurality of application 
Servers, each database having a plurality of data; and 
wherein Said Selected application Server is operable to 
transmit Said requested content from an associated database 
to Said client. 

17. The system of claim 15, wherein said router is 
operable to Select an application Server connected to a 
database having data relevant to Said requested content. 

18. The system of claim 17, wherein said router is 
operable to Select an application Server based on an available 
processing capacity of Said database. 
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19. The system of claim 15, wherein said router is 
operable to determine if a Session exists between Said client 
and one of Said plurality of application Servers, establish a 
Session between Said client and Said Selected application 
Server if it is determined that a Session does not exists 
between Said client and one of Said plurality of application 
Servers to provide a Session ID and a Session time, associate 
Said dynamic content with Said Session ID to provide a link, 
Store said link, Said Session ID and Said Session time as a last 
Session time, and transmit Said request for content to Said 
Selected application Server by Said client, Said request hav 
ing at least Said Session ID. 

20. The system of claim 19, wherein said router is 
operable to Select an application Server based on Session 
persistence. 

21. The system of claim 19, wherein said router is 
operable to read Said Session ID from Said request to 
determine Said link and determine Said dynamic content as 
a function of Said link. 

22. The system of claim 15, wherein said router is 
operable to Store Said Selected Server as a last accessed 
SCWC. 

23. The system of claim 22, wherein said plurality of 
application Servers are grouped into one or more Server 
clusters, each Server cluster being associated with a data 
base. 

24. The system of claim 23, wherein each database 
includes a replication agent for determining replication 
latencies between Said databases and transmitting Said rep 
lication latencies to Said router; and wherein Said router is 
operable to store said replication latencies. 

25. The system of claim 24, wherein said router is 
operable to Select an application Server as a function of Said 
replication latencies. 

26. The system of claim 24, wherein said router is 
operable to determine time elapsed between said last Session 
time and a current Session time if the database connected to 
Said Selected Server is different from the database connected 
to Said last accessed Server for Said client to provide a 
Session interval; and 

Selecting Said last accessed Server as Said Selected Server 
if Said replication latency between the databases con 
nected to Said last accessed Server and Said Selected 
Server exceeds Said Session interval. 
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