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(57) Abstract: A controller distributes routing information and Address Resolution Protocol (ARP) entry information to a Virtual
Machine (VM). The routing information indicates that a next hop of a flow to be sent to the external network is a pre-created logical
external network gateway, and the ARP entry information comprises a Media Access Control (MAC) address of the logical external
network gateway. The controller distributes a flow table to a switch. The flow table indicates that a flow whose destination MAC ad -
dress is the MAC address of the logical external network gateway is to be forwarded to an actual external network gateway.
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ACCESSING EXTERNAL NETWORK FROM VIRTUAL

NETWORK
Background
18061] Software defined networks (SDN) such as OpenFlow networks enable a

fine~grained flow forwarding capability for layer 2 and layer 3 switches. A SDN, such as
an OpenFlow, may extend forwarding modes of the layer 2 swilch and the layer 3 switch,
so that the layer 2 switch and the layer 3 switch can not only perform forwarding based
on a Media Access Control (MAC) address and forwarding based on an Internct Protocol
(1P} address, but can also perform flow forwarding based on packet header description.
Through the SDN, a control plane can be separated from a forwarding device, and

decisions of all forwarding actions can be migrated from a switch to a SDN controller.

Brief Description of the Drawings

180062} Features of the present disclosure are illustrated by way of example and
not limited in the following figure(s), in which like numerals indicate like elements, in

which:

[8003] FIG. 1 is a flowchart illustrating a mcthod for accessing an external network
from a virtual network according to an example of the present disclosure.

16004} FIG 2 is a diagram illustrating a process of creating a logical external
network gateway when accessing an external network from a virtual network according to
an example of the present disclosure.

18005] FIG. 3 is a diagram illustrating a process of distributing a routing table and
an Address Resolution Protocol (ARP) entry when accessing an external network from a
virtual network according to an example of the present disclosure.

[60066] FIG. 4 is a diagram illustrating a process of distributing a static flow table
when accessing an external network from a virtual network according to an example of
the present disclosure.

18007} FIG 5 s a diagram illustrating a process of forwarding a flow accessing an
external network when accessing the external network from a virtnal network according

to an example of the present disclosure.
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18008] FIG. 6 1s a diagram illustrating the stracture of an apparatus for accessing an
external network from a virtual network according to an example of the present
disclosure,

[6669] FIG 7 is a diagram illustrating the hardware structure of a controller
according to an example of the present disclosure.

180106] FIG. 8 is a diagram illustrating the structure of a flow routing apparatus
according to an example of the present disclosure.

(6611} FIG. 9 is a diagram illustrating the hardware structure of a Virtual Machine
(VM) according to an example of the present disclosure.

18012} FIG. 10 is a diagram lhustrating the structure of a flow forwarding apparatus
according to an example of the present disclosure.

[8013] FIG 11 is a diagram illustrating the hardware structare of a switch according

to an example of the present disclosure.

Detailed Description

16614] For simplicity and tHlusirative purposes, the present disclosure is described
by referring mainly to an cxample thereof. In the following description, numerous
specific details are set forth in order to provide a thorough undersianding of the present
disclosure. It will be readily apparent however, that the present disclosure may be
practiced without Hmitation to these specific details,  In other instances, some methods
and structures have not been described in detail so as not to unnecessarily obscure the

(29902

present disclosure.  Throughout the present disclosure, the terms “a” and “an” are
intended to denote at least one of a particular element.  As used herein, the term
“includes” means includes but not limited to, the term “including” means including but

not fimited to.  The term “based on” means based at least in part on.

[6015] A sottware defined network (SDNJ, such as an OpenFlow network, includes
a controller and a switch. The conitroller distributes a flow table to the switch, and the
switch checks and forwards a packet according to the flow table.

[0816] Each flow entry in the flow table includes a header field, an active counter
and zero, one or mMore actions.

{6017} The switch checks cach packet according to the flow table, If the header

field of a packet matches the header field of a flow entry in the flow table, the switch



(4]

10

15

20

NI
[

36

WO 2016/107594 PCT/CN2015/100064

processes the packet according to the flow entry. If the header field of the packet does not
match any flow entry in the flow table, the switch forwards the packet to the controller
via a safe channel, and then the controller decides an action for the packet.

[6418] A virtual machine (VM) is a virtual computer that is hosted on a physical
computing device. A physical computing device, such as a server, may be virtualized into
a pharality of virtual machines each of which acts as an independent server.

18019} The SDN network may be applied to a virtual network to forward flows. In
some examples of the present disclosure, a virtual network is a computer network that
consists, at least in part, of virtual network links, A virtual network link is a link that does
not cousist of a physical (wired or wireless) connection between two computing devices
but 13 implemented using methods of network virtualization. In this case, the network
virtualization is based on vSwiich technology. The virtual network may be virtual switch
inside a physical device which connects VMs hosted in the physical device, or may be a
distributed virtual switch which spans several physical devices and connects VMs in the
several physical devices.

16628] In order {or a device in a virtual network to access an external network such
as a physical network or another virtual network, an external network gateway may be set
between the virtual network and the external network, In some examples of the present
disclosure, the external network gateway is a border gateway, which is the boundary of
internal network (i.e. the virtual network) and external network (such as the Internct). The
external network gateway connects the virtual network to the external network, so as to
implement connection between the virtual network and the external network. When a
device n the virteal network is to access a server in the external network, a flow is
forwarded to the external network gateway first and then the flow is forwarded by the
external network gateway into the external network.

(6621} In various examples of the present disclosure, the virtual network may be an
Overlay vetwork. In the Overlay network, in defanlt routing of each virtual machine
(VM}, the next hop of the VM is a VM gateway. A source VM determines whether the
destination IP address of a packet and the IP address of the source VM belong to the same
network segment. I the destination [P address of the packet and the IP address of the
source VM belong to the same network segment, the source VM sends the packet to the
destination IP address. If the destination 1P address of the packet and the P address of the

source VM do not belong to the same network segment, the source VM sets the
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destination MAC address of the packet as the MAC address of the VM gateway in the
default routing, and sets the destination 1P address of the packet as the 1P address of an
accessed object.

[6622] When a VM is to access an external network from a virtual network, a
destination P address to be accessed by the VM 1s an IP address of the external network,
and thus the P address of the VM and the IP address of the external network do not
belong to the samc network scgment. Accordingly, the VM scts the destination MAC
address of a packet as the MAC address of a VM gateway in default routing, and sets the
destination IP address of the packet as the IP address of an accessed object. Afterwards,
the VM sends the packet to a switch, and the switch performs How entry maiching for the
packet. If the packet matches a flow entry, the switch forwards the packet according to the
flow entry. If the packet does not match any flow entry, the switch sends the packet to a
controller via a safe channel, and then the controlier may process the packet. Accordingly,
the switch sends to the controller an initial packet of a flow not matching any flow eniry,
and then the controller selects routing for the flow. When finding that the flow is to access
the external network from the virtual network, the controller distributes a flow table to the
switch. The flow table may indicate the switch to forward the flow to be sent to the
destination IP address to a gateway of the cxternal network. After the tlow table is
distributed, the switch may perform flow entry matching for the flow to be sent to the
destination 1P address, and then forwards the flow to the gateway of the external network.
Afterwards, the gateway of the external network forwards the flow to the external
network.

18023] Referring to FIG. 2, the IP address of a VM 1s 2.2.2.20, and the next hop of
the VM in default routing is a gateway whose IP address is 2.2.2.1. If the VM whose IP
address is 2.2.2.20 is to access a server in a physical network, where the 1P address of the
server 18 1.1.1.1, a method for accessing the physical network from the virtual network is
impleruented as follows.

100241 The VM recognizes that the 1P address 1.1.1.1 of the server and the IP
address of the VM do not belong to the same network segment. The VM sets the
destination MAC address of a packet as the MAC address of the next hop of the VM in
the default routing and sets the destination IP address of the packet as the 1P address of an
accessed object. In this example, the VM sets the destination MAC address of the packet

as the MAC address of the gateway whose IP address is 2.2.2.1,, and scts the destination
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IP address of the packet as the 1P address 1.1.1.1 of the server. Afterwards, the VM sends
the packet to the switch. The switch checks the flow table distributed by the controller,
finds that there is no flow entry matching the 1P address 1.1.1.1, and thus sends the packet
to the controlier via a safe channel, Afterwards, the controller processes the packet.
[6025] The controller distributes the flow table {o the switch, and the flow table
indicates that the packet whose destination IP address is 1.1.1.1 is to be sent to a gateway
A of the external network.
[6626] if the VM is to send another packet to the IP address 1.1.1.1, the switch
forwards the packet to the gateway A of the external network because the switch has the
flow entry matching the IP address 1.1.1.1.
[6027] In a virtual network in which flows are forwarded based on a Software
Defined Network (SDN), when the above mentioned method for accessing the external
etwork from the virtual network is adopted, initial packets of all flows accessing the
external network are sent to the controller, When a large number of flows access the
external network, the controller will become a bottleneck. Since the flow table in the
switch is configured based on a destination IP address, when there are a large nurober of
accessed nodes in the external network, the controller will distribute a large number of
flow tables to the switch, which causes a low flow table matching efficiency and affects
the performance of the switch.
106028} Examples of the present disclosure provide a method and apparatus for
accessing an external network from a virtual network. By the method and the apparatus,
the controller will not become a bottleneck, thereby improving system performance.
18029] FIG. 1 is a flowchart Hustrating a method for accessing an external network
from a virtnal network according to an example of the present disclosure. The method
may be applied to a controlier. As shown in FIG. 1, the method includes following blocks.
[6630] At block 101, routing information and ARP entry information are distributed
to a VM. The routing information indicates that the next hop of a flow to be sent to the
external network is a pre-created logical external network gateway, and the ARP entry
mformation includes the MAC address of the logical external network gateway.
Pre-created means that the gateway is configured in advance, at a time prior to sending
the routing and ARP information. For instance the logical external network gateway may
be configured by the controller. In some examples of the present disclosure, the logical

external network gateway is & fake gateway address which is used to identify the tlow to
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make it match the flow table and be redirected to an actual external network gateway. The
actual external network gateway is a real physical border gateway which forwards flows
between the internal network and the external network actually,

[6031] At block 102, a flow table is distributed to a switch. The flow table indicates
that a flow whose destination MAC address is the MAC address of the logical external
network gateway is to be forwarded to an actoal external network gateway.

060632} In an example of the present disclosure, the method further includes
pre-creating the logical external network gateway for a network segment that is in the
virtual network and is to interwork with the external network.

[6033] In an example of the present disclosare, since the VM has the routing
information for indicating that the flow to be sent to the external network is to be sent to
the logical external network gateway, the VM can attach a tag on the flow according to
the routing information. Since the switch has a flow table for indicating the forwarding of
the flow attached with the tag, the switch forwards the flow attached with the tag to the
actual external network gateway according to the flow table after recognizing the flow
attached with the tag. Accordingly, it i3 unnecessary to send to the controller the initial
packet of the flow to be sent to the external network, thereby avoiding that the controller
becomes the bottleneck and improving system performance.

18034] In various examples of the present disclosure, the flow table in the switeh is
configured based on the MAC address of the logical external network gateway, and the
logical external network gateway is created based on a network segment instead of a
single 1P address. Accordingly, for cach logical external network gateway, it is
unnecessary to distribute a flow table for each 1P address of the external network, but
necessary to distribute one flow table to the switch. In this case, the number of distributed
flow tables may be reduced, a flow table matching efficiency may be increased and
system performance may be improved.

18035] The controller creates one logical external vetwork gateway for each
network segment that is in the virtual network and is to interwork with the external
network, so as to conveniently perform IP address matching for each network segment
and manage cach logical external network gateway.

18036] After creating the logical external network gateway, the controller
distributes the routing information and the ARP entry information to the VM. The routing

information indicates that the next hop of the flow to be sent to the external network is the
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logical external network gateway. The ARP entry information includes the MAC address
of the logical external network gateway.

18037} It there are multiple network segments that are to interwork with the
external network in the virtaal network and one logical external network gateway has
been created for cach network segment, the routing information distributed to the VM
indicates that the next hop of the flow to be sent to the external network is a logical
external network gateway corresponding to the network scgment to which the VM
belongs. For example, VMI1-VM3 belong to a network segment 1, VM4-VM6 belong to a
network segment 2, a logical cxternal network gateway 1 is created for the network
segiment 1 and a logical external network gateway 2 1s created for the network segment 2.
Accordingly, routing information distributed to VM1-VM3 indicates that the next hop of
the flow to be sent to the external network is the logical external network gateway 1, and
routing information distributed to VM4-VMG6 indicates that the next hop of the flow to be
sent to the external network is the logical external network gateway 2.

18038 The VM processes the flow according to the routing information and the
ARP entry information. When the destination IP address of the flow and the 1P address of
the VM do not belong to the same network segment, the VM determines whether the
destination IP address of the flow is an internal address of the virtual network or an
address of the external network. If the destination [P address of the flow is the address of
the external network, the VM scts the destination MAC address of the flow as the MAC
address of the next hop of the VM in the default routing, i.e., the MAC address of the
logical external network gateway. If the destination 1P address of the flow is the internal
address of the virtual network, the VM sets the destination MAC address of the flow as
the MAC address of the next hop in internal routing of the virtual network.

[6639] The MAC address of the Jogical external network gateway may be set as a
pre-configured MAC address, for example, a pre-configured special character. The
countroller distributes a flow table. The flow table indicates the switch to modity the
destination MAC address of a flow whose destination MAC address is the MAC address
of the logical external network gateway to the MAC address of an actual external network
gateway corresponding to the logical external network gateway, and the switch forwards
the flow to the actual external network gateway.

180406] After the MAC address of the logical external network gateway is set as the

pre-configured MAC address, it 1s convenient to manage cach logical external network
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gateway.

16041} In an example of the present disclosure, MAC addresses of multiple logical
external network gateways corresponding to the same actual exlernal network gateway
may be set as the same MAC address, and MAC addresses of multiple Jogical external
network gateways corresponding to different actual external network gateways may be set
as different MAC addresses, so as to manage each logical external network gateway
conveniently. Since the MAC addresses of multiple logical external network gateways
corresponding to the same actual external network gateway are the same, for the mmltiple
logical external network gateways, the controller distributes one flow table to the switch.
The flow table may indicate the switch to modify the destination MAC address of a flow
whose destination MAC address is the MAC address of the multiple logical external
network gateways to the MAC address of the actual external network gateway
corresponding to the multiple logical external network gateways. Afterwards, the switch
forwards the flow to the actual external network gateway. In this case, the number of
distributed flow tables may be reduced, and the flow table matching efficiency may be
iuproved.

[6042] For example, suppose the logical external network gateway | and the logical
external network gateway 2 correspond to the actual external network gateway 1, and a
fogical external network gateway 3 and a logical external network gateway 4 correspond
to the actual external network gateway 2. Accordingly, the MAC addresses of the logical
external network gateway 1 and the logical external network gateway 2 may be set as one
value, for cxample, set as BB, and the MAC addresses of the logical external network
gateway 3 and the logical external network gateway 4 may be set as another value, for
example, set as BEE. A MAC address usually has 6 bytes or 8 bytes, and is represented
with hex. For convenience of description, the MAC addresses are represented with BB
and EE. The controller distributes a flow table 1 to the switch for the logical external
network gateway 1 and the logical external network gateway 2, and the flow table
indicates the switch to modify the destination MAC address of a flow whose destination
MAC address is BB to the MAC address of the actual external network gateway 1, The
controlier distributes a flow table 2 to the switch for the logical external network gateway
3 and the logical external network gateway 4, and the flow table indicates the switch to
modify the destination MAC address of a flow whose destination MAC address ts EE to

the MAC address of the actual external network gateway 2.
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18043] In another example, the MAC address of cach logical external network
gateway may be set as the MAC address of an actual external network gateway
correspounding to the logical external network gateway. In this case, after receiving a flow
whose destination MAC address is the MAC address of the logical external network
gateway, the switch does not modify the destination MAC address of the flow but
forwards the flow to the actual external network gateway corresponding to the Jogical
external network gateway. If the flow table distributed to the switch by the controller does
not contain an action of modifying the destination MAC address, the switch does not
modity the destination MAC address when forwarding the flow according to the flow
table.

[0044] Referring to FiGs, 2-5, a method for accessing an external network from a
virtual network s described according to examples of the present disclosure.

[6045] Referring to FIG 2, a logical external network gateway is created on a
countroller of a distributed switch, and a MAC address is allocated to the logical external
network gateway.

[8046] Referring to FIG 3, the controller distributes a routing table and an ARP
entry to a VM, and the routing table indicates that a flow to be sent to a network segment
of the external network is to be forwarded to the logical external network gateway.

160471 Referring to FIG 4, the controller distributes a static flow table to the switch,
and the static flow table indicates that the flow to be sent to the logical external network
gateway is to be forwarded to an actual external network gateway. In a conventional
Overlay network, the flow table is gencrated after an initial packet is sent to the controller,
and thus is called a dynamic flow table. In the example of the present disclosure, the static
flow table is distributed according to configuration (for example, a network segment in
the virtual network) without needing flow triggering, and have been generated before a
flow is generated.

18048] Referring to FIG. 5, after the VM has the routing table for indicating that the
flow to be sent to the network segment of the external network is to be sent to the logical
external network gateway, and the switch has the static flow table for indicating that the
flow to be sent to the logical external network gateway is to be forwarded to the actual
external network gateway, the VM modifies the destination MAC address of the flow to
be sent to the network segment of the external network to the MAC address of the logical

external network gateway according to the routing table, and then sends to the switch the
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flow to be sent to the network segment of the external network, The switch forwards the
flow to be sent to the network segment of the external network to the actual external
network gateway according to the static flow table.

[6049] FIG 2 is a diagram illustrating a process of creating a logical external
network gateway when accessing an external network from a virtual network according to
an example of the present disclosure.

186056} As shown i FIG 2, a logical external network gateway s created on a
controller. For example, a logical external network gateway whose 1P address is 2.2.2.2 is
created in FIG. 2. The controller may set one logical external network gateway for cach
network segment that is to mterwork with an external network.

[0051] The controller may set the MAC address of the logical external network
gateway as a predefined valoe. MAC addresses of multiple logical external network
gateways corresponding to the same actual external network gateway may be set as the
same MAC address, for example, set as BB. For example, “BB” in FIG 2 represents the
MAC address of the logical external network gateways.

[8052] After the MAC address of the logical external network gateway is set as the
predefined value, the logical external network gateway may be managed conveniently.
[8053] The controlier may set the MAC address of the logical external network
gateway as the MAC address of the actual external network gateway corresponding to the
logical external network gateway. For example, in FIG. 2, the MAC address of the logical
external network gateway is set as the MAC address of an actual external network
gateway A.

18054] FIG. 3 is a diagram illustrating a process of distributing a routing table and
an ARP entry when accessing an external network from a virtual network according to an
example of the present disclosure.

[6055] In FIG. 3, the controller distributes the routing table and the ARP entry to the
VM. The routing table indicates that the next hop of the VM in default routing is the
logical external network gateway and the next hop of the VM in the internal routing of the
virtual network is an original gateway of the VM. The MAC address of the logical
external network gateway in the ARP entry is BB.

18056] Referring to FIG. 3, after the controller distributes the routing table and the
ARP entry to the VM whose [P address is 2.2.2.20, the next hop of the VM in the default

routing is changed to the logical external network gateway 2.2.2.2 from the original
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gateway 2.2.2.1, and the next hop of the VM in the internal routing of the virtual network
is still the original gateway 2.2.2.1.

18057} In an example, the controller may interwork with a configuration module
that is in the VM and can receive the routing table and the ARP entry. For example, the
configuration module of the VM may be VM tools for monitoring the state and process of
the VM and configuring the IP address of the VM. The controller may interwork with the
VM tools to distribute the routing table and the ARP entry to the VM tools.

6038 FIG. 4 s a diagram illustrating a process of distributing a static flow table
when accessing an external network from a virtual network according to an example of
the present disclosure.

186059] The controller distributes a static flow table to a vSwitch corresponding to a
VM. The static flow table indicates the vSwitch to modity destination MAC addresses of
all packets whose destination MAC addresses are BB to the MAC address of an actual
external network gateway A, and the vSwitch forwards the flow to the actual external
network pateway A.

[8060] If the MAC address of the logical external network gateway has been set as
the MAC address of the actual external network gateway A, the process of modifying the
destination MAC addresses may be omitted.

18061} FIG 5 is a diagram illustrating a process of forwarding a flow accessing an
external network when accessing the external network from a virtual network according
to an example of the present disclosure.

[8062] The next hop of the VM in the default routing is the logical external network
gateway. Accordingly, when the VM is to access an address of the external network, for
example, access a server whose IP address is 1.1.1.1, the VM finds that the IP address
matches the default routing, and thus sets the destination [P address of a packet as 1.1.1.1,
and sets the destination MAC address of the packet as the MAC address of the logical
external network gateway after checking the ARP entry,

100631 As shown in a packet flow in FI(3 5, after the packet arrives at the vSwitch,
the vSwitch performs maiching for the packet according to a distributed flow entry whose
destination MAC address is BB. According to the flow entry, the vSwitch modities the
destination MAC address of the packet to the MAC address of the actual external network
gateway A, and then forwards the packet to the actual external network gateway A.

[6664] The examples shown in FIGS, 2-5 are described based on a case that one
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logical external unetwork gateway is created and there is one actpal external network
gateway.

[8065] It there are multiple network segments that are to interwork with the
external network in the virtnal network, one logical external network gateway is created
for cach network segment, and the routing information indicates that the logical external
network gateway is the next hop of the VM in the network segment in the default routing,
For example, VM1-VM3 belong to a network segment 1, VM4-VM6 belong to a network
segment 2, a logical external network gateway 1 is created for the network segment 1 and
a logical external network gateway 2 is created for the network segment 2. Accordingly,
the routing information distributed to VM1-VM3 indicates that the next hop of a flow to
be sent to the external network is the logical external network gateway 1, and the routing
imformation distributed to VM4-VM6 imdicates that the next hop of a flow to be sent to
the external network is the logical external network gateway 2.

18066] If there are multiple actual external network gateways in the virtual network,
the flow table distributed to the switch by the controller indicates that the flow is to be
forwarded to the actual external network gateway corresponding to the logical external
network gateway to which the destination MAC address of the flow belongs. For example,
supposc the logical external network gateway | and the logical external network gateway
2 correspond to the actual external network gateway 1, and the logical external network
gateway 3 and the logical external network gateway 4 correspond to the actual external
network gateway 2. The controller distributes the flow table 1, and the flow table 1
indicates that a flow whose destination MAC address is the MAC addresses of the logical
external network gateway 1 and the logical external network gateway 2 is to be forwarded
to the actual external network gateway 1. The controller also distributes the flow table 2,
and the flow table 2 indicates that a flow whose destination MAC address is the MAC
addresses of the logical external network gateway 3 and the logical external network
gateway 4 is to be forwarded to the actual external network gateway 2.

18067] In the example of the present disclosure, the controller of the distributed
switch may interwork with a module that runs 1o the VM and can receive the routing table
and the ARP entry. For example, the controller distributes the routing table and the ARP
entry to a configaration module such as VM tools. The routing table indicates that the
next hop of the VM in the default routing is the logical external network gateway, and the

ARP entry indicates the MAC address of the next hop of the VM 1in the default routing. In
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this way, a tag may be attached ou a packet accessing the external network. That is, the
destination MAC address of the packet accessing the external network is set as the MAC
address of the logical external network gateway. The controller also distributes the static
flow table to the switch, and the static flow table indicates the switch to forward the
packet attached with the tag to the logical external network gateway.

1068] In an example of the present disclosure, the VM has the routing information
for indicating that the flow to be sent to the external network is to be sent to the logical
external network gateway, and thus the VM may attach a tag on the flow according to the
routing information. The switch has a flow table for indicating the forwarding of the flow
attached with the tag. Accordingly, afier recognizing the flow attached with the tag, the
switch forwards the flow attached with the tag to the actual external network gateway
according to the flow table. Accordingly, it is unnecessary to send to the controller the
initial packet of the flow to be sent to the external network, thereby avoiding that the
countroller becomes the bottieneck and improving system performance.

100691 In various examples of the present disclosure, the flow table in the switch is
configured based on the MAC address of the logical external network gateway, and the
logical external network gateway is created based on a network segment instead of a
single 1P address. Accordingly, for cach logical external network gateway, it is
unnecessary to distribute a flow table for each 1P address of the external network, but
necessary to distribute one flow table to the switch. In this case, the number of distributed
system performance may be improved.

18076] Based on the above method, examples of the present disclosure also provide
an apparatus for accessing an external network from a virtual network, a flow routing
apparatus and a flow forwarding apparatus.

(6671} FIG. 6 is a diagram illustrating the structure of an apparatus for accessing an
external network from a virtual network according to an example of the present disclosure.
The apparatus may be applied to a controller shown in FIG. 7.

18072} As shown m FIG 6, the apparatus includes a logical external network
gateway creating module 801, a routing distributing module 802 and a flow table
distributing module 803,

18073] The logical external network gateway creating module 801 may create a

logical external network gateway.
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18074} The routing distributing module 802 may distribute routing information and
ARP entry information to a VM. The routing information indicates that the next hop of a
flow to be sent to the external network is the logical external network gateway, and the
ARP entry information includes the MAC address of the logical external network
gateway.

10675] The flow table distributing module 803 may distribute a flow table to a
switch. The tlow table indicates that a flow whose destination MAC address is the MAC
address of the logical external network gateway is to be forwarded to an actual external
network gateway.

[6876] Each network segment that is 1o the virtual network and is to interwork with
the coxternal network corresponds to one logical external network gateway, MAC
addresses of multiple logical external network gateways corresponding to the same actual
external network gateway are the same, and MAC addresses of multiple logical external
network gateways corresponding to different actual external network gateways are
different.

180677} The logical external network gateway creating module 801 may set the
MAC address of the logical external network gateway as a pre-configured MAC address.
[6078] The flow table may further indicate that the destination MAC address of a
flow whose destination MAC address is the MAC address of the logical external network
gatcway is modified to the MAC address of an actual external network gateway
corresponding to the logical external network gateway, and then the flow is forwarded to
the actual external network gateway.

18079] The logical external network gateway creating module 801 may set the
MAC address of each logical external network gateway as the MAC address of an actual
external network gateway corresponding to the logical external network gateway.

[60G80] The routing information is distributed to cach VM in the network segment
and indicates that the next hop in the default routing 13 a logical external network gateway
created for the network segment,

10081} The routing information further indicates that the next hop in internal
routing of the virtual network is an internal gateway of the virtual network.

18082] FIG. 7 is a diagram illustrating the hardware structure of a controller
according to an example of the present disclosure. As shown in FIG 7, the controller

includes a non-transitory storage 701 and a processor 702. The above hardware
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components are connected to cach other via buses.

16083 The non-transitory storage 701 may store machine readable instructions,

imcluding logical external vetwork gateway creating instructions, routing distributing

instractions and flow table distributing instructions. When the machine readable

instructions arc exccuted by the processor 702, the functions of the apparatus shown in

FIG. 6 can be implemented.

16084} The processor 702 may communicate with the non-transitory storage 701,

read and execute the machine readable instructions stored in the non-transitory storage

701 to implement the functions of the apparatus shown in FIG. 6.

18085] FIG. 8 is a diagram ilustrating the structure of a flow routing apparatus

according to an example of the present disclosure. The apparatus may be applied to a VM

shown in FIG. 9.

[6086] As shown in FIG 8, the flow routing apparatus includes a routing receiving

module 1001, a flow recognizing module 1002 and a flow routing module 1003,

{B087] The routing receiving module 1001 may receive routing information and

ARP entry information, The routing information indicates that the next hop of a flow to
¢ sent to an external network is a pre-created logical external network gateway, and the

ARP entry information includes the MAC address of the logical external network

gateway.

{0088} The flow recognizing module 1002 may recognize the flow to be sent to the

external network.

[6089] The flow routing module 1003 may route the flow to be sent to the external

network to the logical external network gateway.

16096] The routing information may be distributed to cach VM in the network

segment and indicate that the next hop in defavlt routing is the logical external network

gateway created for the network segment and the next hop in internal routing is an

mnternal gateway of a virtual network.

106091} The flow recognizing module 1002 may recognize whether the destination

IP address of a flow is an address of the external network or an internal address of the

virtual network when the destination [P address of the flow and the 1P address of the VM

do not belong to the same network segruent.

18092} The flow routing module 1003 may set the destination MAC address of the

flow as the MAC address of the next hop in the default routing when the destination 1P
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address of the flow is the address of the external network, and set the destination MAC
address of the flow as the MAC address of the next hop in the internal routing when the
destination IP address of the flow is the internal address of the virtual network,

[6693] FIG. 9 is a diagram illustrating the hardware structare of a VM according to
an cxample of the present disclosure. As shown in FIG 9, the VM includes a
non-transitory storage 901 and a processor 992, The above hardware components are
connected to cach other via buses.

[6694] The non-transitory storage 901 way store machine readable instructions,
inchuding routing recciving instructions, flow recognizing instructions and flow routing
mnstructions. When the machine readable instructions are executed by the processor 902,
the functions of the apparatus shown in FIG. 8 can be implemented.

[8095] The processor 902 may communicate with the non-travsitory storage 9901,
read and execute the machine readable instructions stored in the non-transitory storage
901 to implement the functions of the apparatus shown in FIG 8.

106096] FIG. 10 is a diagram illustrating the structure of a tlow forwarding apparatus
according to an example of the present disclosure. The apparatus may be applied to a
switch shown in FIG. 11.

{6097} As shown in FIG. 10, the flow forwarding apparatus includes a flow table
receiving module 1201, a flow recognizing module 1202 and a flow forwarding module
1203,

[6098] The flow table receiving module 1201 may receive a flow table. The flow
table indicates that a flow whose destination MAC address is the MAC address of a
fogical external network gateway is to be forwarded to an actual external network
gateway.

[6699] The flow recognizing module 1202 way recognize the flow whose
destination MAC address is the MAC address of the logical external network gateway.
10106] The flow forwarding module 1203 mway forward the flow whose destination
MAC address s the MAC address of the logical external network gateway to the actual
external network gateway.

(6161} The MAC address of the logical external network gateway may be a
pre-configured MAC address.

18102] The flow table may further indicate that the destination MAC address of the

flow whose destination MAC address 1s the MAC address of the logical external network
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gateway is modified to the MAC address of an actual exiernal network gateway
corresponding to the logical external network gateway, and then the flow is forwarded to
the actual external network gateway.

[6163] The flow forwarding module 1203 may modify the destination MAC
address of the flow whose destination MAC address is the MAC address of the logical
external network gateway to the MAC address of the actual external network gateway
corresponding to the logical external network gateway, and then the flow s forwarded to
the actual external network gateway.

[8104] FIG. 11 is a diagram illustrating the hardware structure of a switch according
to an example of the present disclosure. As shown in FIG 11, the switch inclades a
non-transitory storage 1101 and a processor 1102, The above hardware components are
connected to cach other via buses.

[6165] The non-transitory storage 110} may store machine readable instructions,
mechuding flow table receiving insiructions, flow recoguizing instractions aund flow
forwarding instructions. When the machine readable instructions are executed by the
processor 1102, the fanctions of the apparatus shown in FIG. 10 can be implemented.
[6166] The processor 1102 may communicate with the non-transitory storage 1101,
read and execute the machine readable instructions stored in the non-transitory storage
1101 to implement the functions of the apparatus shown in FIG. 10,

18107} In the examples of the present disclosure, the controller creates a logical
external network gateway for cach network segment that is in the virtual network and is
to interwork with the external network, and distributes the routing information and the
ARP entry information to the VM. The routing information indicates that the next hop of
the flow to be sent to the external network is the logical external network gateway. The
ARP entry information includes the MAC address of the logical external network gateway.
The controller distributes a flow table to the switch. The flow table indicates that the flow
whose destination MAC address is the MAC address of the logical external network
gateway is to be forwarded to an actual external network gateway.

[6168] In the examples of the present disclosure, an actual exiernal network
gateway is set, by which the virtual network can be connected to the external network. A
flow passes through the actual exiernal network gateway when accessing the external
network., The actual external network gateway may be a physical external network

gateway or a virtual external nctwork gateway. In the examples of the present disclosure,
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a logical external network gateway is created for a network segmeunt that is in the virtual
network and is to interwork with the external network. The controller distributes routing
imformation and ARP entry information to the VM, and distributes a {low table to the
switch. The routing information indicates that the next hop of a flow to be sent to an
external network 1s the logical external network gateway, the flow table indicates that a
flow whose destination MAC address is the MAC address of the logical external network
gatcway is to be forwarded to an actual cxternal network gateway. The VM sets the
destination MAC address of the flow to be sent to the external network as the MAC
address of the logical external network gateway according to the routing information and
the ARP entry information, thereby attaching a tag on the flow to be sent to the external
network, After the VM sends the flow attached with the tag to the switch, the switch
recognizes the flow attached with the tag, i.¢., the flow whose destination MAC address is
the MAC address of the logical external network gateway, and forwards the flow to the
actual external network gateway according to the flow table, thereby sending the flow to
the external through the actual external network gateway.

[0109] In an example of the present disclosure, the VM has the routing information
for indicating that the flow to be sent to the external network is to be sent to the logical
external network gateway, and thus the VM may attach a tag on the tlow according to the
routing information. The switch has a flow table for indicating the forwarding of the flow
attached with the tag. Accordingly, after recognizing the flow attached with the tag, the
switch forwards the flow attached with the tag to the actual external network gateway
according to the flow table, Accordingly, it is unnecessary to send to the controlier the
initial packet of the flow to be sent to the external network, thereby avoiding that the
controlier becomes the bottieneck and improving system performance.

(6116} In various examples of the present disclosure, the flow table in the switch is
configured based on the MAC address of the logical external network gateway, and the
logical external network gateway is created based on a network segment instead of a
single 1P address. Accordingly, for ecach logical external network gateway, it is
unnecessary to distribute a flow table for cach IP address of the external network, but
necessary to distribute one flow table to the switch. In this case, the number of distributed
flow tables may be reduced, a flow table matching efficiency may be increased and

system performance may be improved.
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19111} Although described specifically throughout the entirety of the instant
disclosure, representative examples of the present disclosure have wutility over a wide
range of applications, and the above discussion is not intended and should not be
construed to be limiting, but is offered as an illustrative discussion of aspects of the

disclosure.

[9112] What has been described and illustrated herein is an example along with
some of its variations. The terms, descriptions and figures used herein are set forth by
way of illustration only and are not meant as limitations. Many variations are possible
within the spirit and scope of the subject matter, which is intended to be defined by the
following claims -- and their equivalents -- in which all terms are meant in their broadest

reasonable sense unless otherwise indicated.
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What is ¢laimed is:

1. A method for accessing an external network from a virtual network, applied to a
controlier and comprising:

distributing routing information and Address Resolation Protocol (ARP) entry
information to a Virtual Machine (VM), wherein the routing information indicates that a
next hop of a flow to be sent to the external network is a pre-created logical external
network gateway, and the ARP entry information comprises a Media Access Control
(MAC) address of the logical external network gateway; and

distributing a flow table to a switch, wherein the flow table indicates that a flow
whose destination MAC address 15 the MAC address of the logical external network
gateway is to be forwarded to an actual external network gateway.

2. The method of claim 1, wherein cach network segment that 1s in the virtual
network and is to interwork with the external network corresponds to one logical external
network gateway, and the routing information 1s distributed to cach VM in the network
segment and indicates that a next hop in default routing is the logical external network
gateway created for the network segment and a next hop in internal routing is an internal
gateway of the virtual network; and

MAC addresses of nmultiple logical external network gateways corresponding to the
same actual external network gateway are the same, and MAC addresses of multiple
logical external network gateways corresponding to different actual external network
gateways are differcot,

3. The method of claim 1, wherein the MAC address of the logical external network
gateway is a pre-configured MAC address; the fow table further indicates that a
destination MAC address of a flow whose destination MAC address is the MAC address
of the logical external network gateway is meodified to a MAC address of the actual
external network gateway corresponding to the logical external network gateway, and the
tflow is forwarded to the actual external network gateway.

4. The method of claim 2, wherein a MAC address of each of multiple logical
external network gateways corresponding to different actual external network gateways is
set as a MAC address of an actual external network gateway corresponding to the logical
external network gateway, so that the switch forwards, after receiving the flow whose

destination MAC address is the MAC address of the logical extemnal network gateway, the
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flow to the actual external network gateway corresponding to the logical external network
gateway rather than modifying the destination MAC address of the flow.

5. An apparatas for accessing an external network from a virtual network,
comprising a ljogical external network gateway creating module, a routing distributing
module and a flow table distributing module;

the logical external network gateway creating module is to create a logical external
network gateway;

the routing distributing module is to distribute routing information and Address
Resolution Protocol (ARP) entry information to a Virtual Machine (VM), wherein the
routing information indicates that a next hop of a flow to be sent to the external network
is a pre-created logical cxternal nctwork gateway, and the ARP entry information
comprises a Media Access Control (MAC) address of the logical external network
gateway; and

the flow table distributing module is to distribute a flow table to a switch, wherein
the flow table indicates that a flow whose destination MAC address is the MAC address
of the logical external network gateway s to be forwarded to an actual external network
gateway.

6. The apparatus of claim 5, wherein each network segment that is in the virtual
network and is to interwork with the external network corresponds to one logical external
network gateway, the routing information is distributed to cach VM in the network
segment and indicates that a next hop in default routing is the logical external network
gateway created for the network segment and a next hop in internal routing is an internal
gateway of the virtual network; and

MAC addresses of multiple logical external network gateways corresponding to the
same actual external network gateway are the same, and MAC addresses of multiple
logical external network gateways corresponding to different actual external network
gateways are different.

7. The apparatus of claim 5, wherein the logical external network gateway creating
modole s to set the MAC address of the logical external vetwork gateway as a
pre-configured MAC address; the flow table further indicates that a destination MAC
address of a flow whose destination MAC address is the MAC address of the logical
external network gateway is modified to a MAC address of the actual external network

gateway corresponding to the logical external network gateway, and the flow s forwarded
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to the actual external network gateway.

8. The apparatus of claim 6, wherein the logical external network gateway creating
moduole is to set a MAC address of each of multiple logical exiernal network gateways
corresponding to different actual external network gateways as a MAC address of an
actual external network gateway corresponding to the logical external network gateway,
so that the switch forwards, after receiving the flow whose destination MAC address is
the MAC address of the logical external network gateway, the flow to the actual external
network gateway corresponding to the logical external network gateway rather than
moditying the destination MAC address of the flow.

9. A flow routing apparatus, applied to a Virtual Machine (VM) and comprising a
routing receiving module, a flow recognizing module and a flow routing module;

the routing receiving module is to receive rouling mformation and Address
Resclution Protocol (ARP) entry information, wherein the routing information indicates
that a next hop of a flow to be sent to an external network is a pre-created logical external
network pateway, and the ARP entry information includes a Media Access Control (MAC)
address of the logical external network gateway:

the flow recognizing module is to recognize the flow to be sent to the external
network; and

the flow routing module is to route the flow to be sent to the external network to the
logical external network gateway.

10. The flow routing apparatus of claim 9, wherein each network segment thatis tn a
virtual network and is to interwork with the external network corresponds to one logical
external network gateway, and for each VM in the network segment, the routing
information indicates that a next hop in default routing is the logical external network
gateway created for the network segment and a next hop in internal routing is an internal
gateway of the virtual network;

the flow recognizing meodule i fo recognize whether a destination IP address of a
flow is an address of the external network or an internal address of the virtual network
when the destination IP address of the flow and an IP address of the VM do not belong to
the same network segment; and

the flow routing module is to set a destination MAC address of the flow as a MAC
address of the next hop in the default routing when the destination 1P address of the flow

is the address of the external network, and set the destination MAC address of the flow as
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a MAC address of the next hop in the internal routing wheun the destination 1P address of
the flow is the internal address of the virtual network.

11. A flow forwarding apparatus, applied to a switch and comprising a flow table
receiving module, a flow recognizing module and a flow forwarding module;

the flow table receiving module is to receive a flow table, wherein the flow table
indicates that a flow whose destination Media Access Control (MAC) address 1s a MAC
address of a logical cxternal network gateway is to be forwarded to an actual external
network gateway;

the flow recognizing module is to recognize the flow whose destination MAC
address is the MAC address of the logical exiernal network gateway; and

the flow forwarding module is to forward the flow whose destination MAC address
is the MAC address of the logical exiernal network gateway to the actual external
network gateway.

12, The flow forwarding apparatus of claim 11, wherein the MAC address of the
logical external network gateway is a pre-configured MAC address; the flow table further
indicates that the destination MAC address of the flow whose destination MAC address is
the MAC address of the logical external network gateway is modified to a MAC address
of an actual external network gateway corresponding to the logical external network
gateway, and the flow is forwarded to the actual external network gateway; and

the flow forwarding module is to modify the destination MAC address of the flow
whose destination MAC address is the MAC address of the logical external network
gateway to the MAC address of the actual external network gateway corresponding to the
fogical external network gateway, and the flow is forwarded to the actual external
network gateway.

13. A non-transitory storage, comprising machine readable instructions, which are
executed by a processor of a controller to implement a process oft

distributing routing information and Address Resolution Protocol (ARP) entry
information to a Virtual Machine (VM), wherein the routing information indicates that a
next hop of a {low to be sent to the external network is a pre-created logical external

etwork gateway, and the ARP entry information comprises a Media Access Control
{(MAC) address of the logical external network gateway; and
distributing a flow table to a switch, wherein the flow table indicates that a flow

whose destination MAC address is the MAC address of the logical external network
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gateway 1s to be forwarded to an actual external network gateway.

14. The non-transitory storage of claim 13, wherein each network segment that is in
the virtaal network and 1s to interwork with the external network corresponds o one
logical external network gateway, and the routing information is distributed to each VM
in the network scgment and indicates that a next hop in default routing is the logical
external network gateway created for the network segment and a next hop in internal
routing is an internal gateway of the virtual network; and

MAC addresses of multiple logical external network gateways corresponding to the
same actual external network gateway are the same, and MAC addresses of multiple
logical external network gateways corresponding to different actual external network
gateways are different.

15. The non-trausitory storage of claim 14, wherein the MAC address of the logical
external network gateway is a pre-configured MAC address; the flow table further
indicates that a destination MAC address of a flow whose destination MAC address is the
MAC address of the logical external network gateway is modified to a MAC address of
the actual external network gateway correspounding to the logical external network

gateway, and the flow is forwarded to the actual external network gateway.
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routing information and ARP entry information are distributed to a VM.

The routing information indicates that the next hop of a flow to be sent

to the external network is a pre-created logic external network gateway,

and the ARP entry information includes the MAC address of the logical
external network gateway
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a flow table is distributed to a switch. The flow table indicates that a
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external network gateway is to be forwarded to an actoal external
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