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57 ABSTRACT 

An error checking apparatus and method for detecting 
a plurality of errors in a digital data word includes 
means for generating a unique syndrome word for each 
one of a plurality of error patterns in a word containing 
up to N-1 bits in error, where N is the number of bits 
in said word. 

5 Claims, 6 Drawing Figures 
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1. 

ERROR CHECKING AND CORRECTING 
APPARATUS 

BACKGROUND OF THE INVENTION 

The present invention relates to error checking and 
correcting apparatus in general and, in particular, to 
error checking and correcting (ECC) apparatus for 
detecting and correcting a plurality of errors in a digital 
data word. 
At the present time there are apparatus and methods 

for detecting and correcting up to two errors in a data 
word. To correct up to two errors in a data word, it has 
been the practice to provide in prior known ECC appa 
ratus and methods syndrome word generating appara 
tus for generating an array of syndrome words. As 
distinguished from data dependent check bits, which 
are generated using odd and even parity techniques, 
syndrome words are error dependent. Consequently, 
when considering ECC apparatus and methods it has 
become conventional and convenient to consider error 
patterns in the data word instead of the data bits. 

Considering a given error pattern in a data word with 
respect to any prior known array of syndrome words, it 
will be recognized that there is a unique syndrome word 
associated with each bit location in error in the data 
word. Heretofore, however, prior known arrays of 
Snydrome words used for detecting and correcting a 
one bit error could not be used for correcting more than 
a one bit error in a given data word. It is, of course, 
highly desirable to be able to detect and correct more 
than one error in a given data word in certain applica 
tions. This is particularly true at the present time as 
technology increases the length of data fields. For a 
more detailed discussion of prior known ECC methods 
and apparatus, reference may be made to the book, 
Error Correcting Codes by Peterson and Weldon. 

SUMMARY OF THE INVENTION 
In view of the foregoing, a principal object of the 

present invention is a method and apparatus for digital 
error checking and correcting comprising means for 
generating a unique syndrome word for each one of a 
plurality of possible error patterns in a word containing 
up to N-1 bits in error, where N is the number of bits 
in said word. 
Another object of the present invention is an appara 

tus and method as described above wherein said unique 
syndrome word comprises M(n+2) bits where M is the 
number of possible errors in said word and n = log2(N). 
Another object of the present invention is an appara 

tus and method as described above comprising means 
for storing a data word and wherein said unique syn 
drome word generating means comprises: means for 
generating a first syndrome word corresponding to the 
location of the bits in error in said data word; means for 
changing the relative significance of the bits in said data 
word after said generating of said first syndrome word; 
means for generating a succeeding syndrome word 
corresponding to the bits in error in said data word after 
each such change in significance; and means for com 
bining said first and said succeeding syndrome words in 
a predetermined manner. 
Another object of the present invention is an appara 

tus and method as described above wherein said com 
bining of said first and said succeeding syndrome words 
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2 
in a predetermined manner comprises means for concat 
enating said first and said succeeding syndrome words. 
A principal feature of the apparatus and method of 

the present invention is a syndrome word code genera 
tor comprising a plurality of logic elements intercon 
nected to form a matrix of syndrome words. In a well 
known manner, the matrix comprises or corresponds to 
a plurality of unique rows and columns of bits. Each of 
the unique columns contains an odd number of binary 
ones greater than one. As thus described, the Code 
generated by this matrix may be recognized as a modi 
fied Hamming code. However, it differs from the con 
ventional modified Hamming code in that it comprises a 
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unique array of bits which, when used with a data word 
in the manner to be described briefly above and in detail 
below, permits the detection and correction of errors in 
more than two bit locations simply, reliably and inex 
pensively. 

BRIEF DESCRIPTION OF THE DRAWING 

The above and other objects, features, and advan 
tages of the present invention will become apparent 
from the following detailed description of the accompa 
nying drawing in which 
FIG. 1 is a block diagram of an embodiment of the 

present invention. 
FIG. 2 is an array of syndrome words for a 16 bit data 

field according to the present invention. 
FIG. 3 is a two data bit error detect syndrome map in 

hexadecimal notation where the letters A, B, C, D, E, 
and F correspond to the binary equivalent of the deci 
mal numbers 10, 11, 12, 13, 14, and 15. 
FIG. 4 is a two data bit error correct syndrome map 

in the above described hexadecimal notation. 
FIG. 5 is a diagram of an example of syndrome words 

associated with errors in data bit locations 5 and 6 of a 
sample word in error. 
FIG. 6 is a block diagram of an alternative embodi 

ment of the present invention. 
DETAILED DESCRIPTION OF THE DRAWING 

Referring to FIG. 1, there is provided in accordance 
with the present invention an error checking and cor 
recting (ECC) apparatus designated generally as 1. In 
apparatus 1 there is provided a recirculating word regis 
ter 2. Word register 2 is a conventional shift register 
with a line 3 connecting opposite ends of the register 2 
for recirculating the contents of the register. Coupled to 
the word register 2 there is provided a syndrome word 
generator 4. Coupled to the syndrome word generator 4 
there is provided a syndrome word register 5. In the 
syndrome word generator 4 there is provided a plural 
ity of logic elements interconnected in a conventional 
manner to form a matrix for generating a code corre 
sponding to the array shown in FIG, 2. 

Referring to FIG. 2, there is shown an array of bits 
comprising a plurality of unique columns of binary ones 
and zeros. Each of the columns of ones and zeros con 
tains an odd number of ones greater than one. The num 
ber of columns corresponds to the number of bits N in 
a data word. The number of rows in the array equals 
n+2 where n = log2(N). 
The array of FIG. 2 will be recognized as a modified 

Hamming code which is usable in a conventional man 
ner for conventional error checking and correction of a 
one bit error and which, when so used, obeys conven 
tional rules for error checking and correction of a one 
bit error. For example, all zeros in a syndrome word 
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indicates that there are no errors in either the data bit 
field or the check bit field of a word being checked. A 
binary one in the syndrome word indicates and locates 
a one bit error in the check bit field. An odd number of 
ones greater than one indicates and locates a one bit 
error in the data field. An even number of ones in the 
syndrome word greater than zero indicates that there 
are either two errors in the check bit field, two errors in 
the data bit field or one error in each of the data bit and 
error bit fields, but does not identify the location of the 
tWO errors. 

The invention will now be described using as an ex 
ample a 16 bit word in which there are assumed to be 
two errors located at bit locations of 5 and 6. 

Referring to FIG. 2, it is assumed that a 16 bit word 
as described above is stored in a memory. Subsequently, 
the word is retrieved from the memory and stored in the 
word register 2, but, that upon its retrieval, two bits are 
in error, namely the bits in bit locations 5 and 6, as 
indicated by asterisks in the FIG. 2. With errors in bit 
locations 5 and 6, the syndrome word generator 4, using 
logic elements for generating a modified Hamming 
code corresponding to the array of FIG. 2, generates in 
a conventional manner a first syndrome word compris 
ing the bits of the array associated with bit location 5 
and a second syndrome word comprising the bits of the 
array associated with bit location 6. Reading left to 
right, most significant bit first, the first syndrome word 
(a) comprises bits 100011. Similarly, the second syn 
drome word (b) comprises bits 110001. As seen in FIG. 
2, the most significant bits in the array are in the top 
row, or row 5, and the least significant bits in the array 
are in the botton row, or row 0. 

After the first and second syndrome words (a) and (b) 
are generated, the significance of the bits in error in the 
word in the word register is changed by rotating the 
word one bit position to the right, as indicated by the 
arrow at the end of the line 3 extending from the word 
register 2 of FIG. 1. This places the assumed errors in 
bit locations 6 and 7. After the word in the word regis 
ter 2 is rotated one bit position to the right, a third and 
a fourth syndrome word (c) and (d) are generated, con 
prising the bits of the array associated with bit locations 
6 and 7. Reading from FIG. 2, the third syndrome word 
(c) is 110001 and the fourth syndrome word (d) is 
1OOO. 
Referring to FIG. 5, after the first, second, third and 

fourth syndrome words, (a), (b), (c) and (d), are gener 
ated, the first and second syndrome words, (a) and (b), 
are exclusively OR'd using even parity techniques for 
generating a syndrome word A comprising the bits 
010010 or hexidecimal 12. The third and fourth syn 
drome words, (c) and (d), are exclusively OR'd using 
even parity techniques for generating a syndrome word 
B comprising the bits 010111 or hexidecimal 17. As 
described above, hexidecimal numbers A, B, C, D, E, 
and F correspond to the binary equivalents of decimal 
numbers 10, 11, 12, 13, 14, and 15 respectively. 
As will become apparent from the following discus 

sion of FIG. 3, hex 12 and 17 uniquely identify the 
locations 5 and 6 of the assumed errors in the 16 bit 
word example. 

Referring to FIG. 3, it will be seen that hex 12 ap 
pears at the intersection of the ordinate 6 and abscissa 5 
thereby identifying that the bits at bit locations 5 and 6 
are possibly in error. Hex 12, however, also appears at 
other intersections. See, for example, the intersection of 
the ordinate 9 and abscissa 7 and the ordinate 12 and 
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4. 
abscissa 8. To resolve the ambiguity, the syndrome 
word B or hex 17 is used with hex 12. 

Looking for hex 17 to the right of and below hex 12, 
as would be expected because of the one bit shift to the 
right of the errors in generating hex 17, it can be seen 
that the only place that hex 17 appears immediately 
adjacent to and below hex 12 is at the intersection of the 
ordinate 7 and abscissa 6. 
Using the techniques described above, it can be 

readily shown that the above unique circumstance is 
repeatable for every one and two bits errors in a 16 bit 
word using the array of FIG. 2 and the even parity 
techniques described. 
The uniqueness of the combination of syndrome 

words A and B described above with respect to FIG. 3 
may be further used to advantage to avoid the necessity 
of "looking up' two hex numbers. 

Referring to FIG. 4, by concatenating the syndrome 
words A and B and forming the hexidecimal equivalents 
thereof and comparing the result with the numbers in 
the table of FIG. 4, the location of the errors in the 16 
bit word can be determined directly. For example, the 
concatenation of syndrome words A and B results in a 
unique syndrome word comprising the bits 
010111010010, where B comprises 010111 and A com 
prises 010010. As seen in FIG. 5, the hexidecimal equiv 
alent will be seen to be 5D2. As seen in FIG. 4, the 
number 5D2 appears uniquely at the intersection of the 
ordinate 6 and abscissa 5 thereby uniquely identifying 
the location of the bit errors in the assumed example. 

Referring to FIG. 6, there is provided, in an alterna 
tive embodiment to the present invention, a digital error 
checking and correcting apparatus designated generally 
as 10. In the apparatus 10 there is provided a word 
register 11 and a plurality of syndrome word generators 
12, 13, and 14. Word register 11 is provided for receiv 
ing and storing a 16 bit data word. The 16 bit data word 
is stored in register stages designated 0-15. Each of the 
syndrome word generators 12, 13, and 14 have a plural 
ity of inputs designated 0-15. Each of the word register 
stages 0-15 is coupled to a different one of the inputs 
0-15 of all of the syndrome word generators 12-14. For 
example, stage 0 is coupled to input 0 of syndrome word 
12, input 1 of syndrome word 13, and input 2 of syn 
drome word generator 14. Stage 1 is coupled to stage 1 
of syndrome word generator 12, input 2 of syndrome 
word generator 13, and input 3 of syndrome word gen 
erator 14, and so on; so that, in effect, each of the Syn 
drome word generators 12, 13, and 14 will receive the 
word in word register 11 as if it were shifted one bit 
position to the right. 
Coupled to the output of the syndrome word genera 

tors 12, 13, and 14, there is provided a plurality of syn 
drome word registers 15, 16, and 17, respectively. Reg 
isters 15, 16, and 17 are provided for receiving the syn 
drome word generated by each of the syndrome word 
generators 12, 13, and 14 in response to errors in a word 
in the word register 11, as described above with respect 
to the apparatus of FIG. 1. 

In operation, the generation of syndrome words in 
each of the syndrome word generators 12-14 of FIG. 6 
is identical to the generation of syndrome words in the 
apparatus of FIG.1. However, by utilizing a plurality of 
syndrome word generators, the time required for pro 
ducing a plurality of syndrome words to detect a plural 
ity of potential bit errors is reduced. In fact, the time it 
takes to detect and locate a plurality of bit errors with 
the apparatus of FIG. 6 is approximately the same as the 
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time it takes to detect and locate one data bit error with 
the apparatus of FIG. 1. This is because no time is re 
quired to shift the word in order to change the signifi 
cance of its bits in error as in the apparatus of FIG. 1. 
Though two embodiments of the present invention 

are disclosed and described, it is contemplated that 
other embodiments will be apparent and may be made 
without departing from the spirit and scope of the pres 
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ent invention. For example, no specific arrangement of 10 
logic elements in the syndrome word generators 4, 12, 
13 and 14 is disclosed simply because a plurality of them 
is possible and all are conventional in terms of their 
construction given the array of FIG. 2. Accordingly, it 
is intended that the scope of the present invention not be 
determined by reference to the embodiments described, 
but rather be determined solely by reference to the 
claims hereinafter provided and their equivalents. 
What is claimed is: 
1. A digital error detecting apparatus comprising 
means for storing a data word containing up to N-1 

bits in error where N is the number of bits in said 
data word; and 

means responsive to said means for storing said data 
word for generating a unique syndrome word for 
each one of a plurality of possible error patterns in 
said data word, wherein said unique syndrome 
word generating means comprises: 

means for generating a first syndrome word corre 
sponding to the location of bits in error in said data 
word; 
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6 
means for changing the relative significance of the 

bits in said data word after said generating of said 
first syndrome word; 

means for generating a succeeding syndrome word 
corresponding to the bits in error in said data word 
after each such change in significance; and 

means for combining said first and second succeeding 
syndrome words in a predetermined manner. 

2. An apparatus according to claim 1 wherein said 
combining means comprises means for concatenating 
said first and said succeeding syndrome words. 

3. A method of detecting errors in the bits of a data 
word containing up to N-1 bits in error where N is the 
number of bits in said data word comprising the steps of 
generating a unique syndrome word for each one of a 
plurality of possible error patterns in said data word, 
wherein said generating step comprises the steps of: 

generating a first syndrome word corresponding to 
the location of the bits in error in said data word; 

changing the relative significance of the bits in said 
data word; 

generating a succeeding syndrome word correspond 
ing to the bits in error in said data word after each 
such change in significance; and 

combining said first and second succeeding syndrome 
words in a predetermined manner. 

4. A method according to claim 3 wherein said com 
bining step comprises the step of concatenating said first 
and said succeeding syndrome words. 

5. A method according to claim 3 wherein said signif 
icance changing step comprises the step of rotating said 
data word. 
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