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(57) Abstract: Examples relate to providing selective access
to resources. In one example, a computing device may: re-
ceive, from a client application, a request to access a first re-
source server, the request including a client access token;
identify a first set of permissions specified by a client topo -
logy, the client topology specitying: the first resource server;
the first set of permissions for accessing, by the client applic-
ation, the first resource server; a second resource server; and
a second set of permissions for accessing, by the first re-
source server, the second resource server; provide the client
application with a first access token specifying the first set of
permissions and the first resource server; receive, from the
first resource server, a request to access the second resource
server, the request including the first access token; and
provide the first resource server with a second access token
specifying the second set of permissions.
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PROVIDING SELECTIVE ACCESS TO RESQURCES

BACKGROUND
(00011  Computing services and applications increasingly seek access 1o
resources that are owned andior managed by other services and applications.
For example, a web application running on a websile may seek a users
permission o post content from the website onto the user's blog, which may be a
resource managed by a separale entity. Affer oblaining permission {0 post on the
user's behalf, the entity thal manages the user's blog may allow the web

application {o post content on the user's blog.

BrIEF DESCRIPTION OF THE DRAWINGS

{00027 The following detailed description references the drawings, whersin:

{00031 FIG. 1 is a biock diagram of an example computing device Tor providing

selective access 10 resources.

(00041 FIG. 2A is an example date flow for providing seleclive access o

resQurges.

(00081 FIG. 2B is an example topology used for providing seleclive access to

rfesourcas.

[0006]  FIG. 3 is a flowchart of an example method Tor providing seleclive

access 1o resources.

DETAILED DESCRIPTION
{00071 Resource and service providers often delegate various fasks o other
resource and service providers., For exampie, a social meadia websile may make
use of a data slorage service o provide dynamic storage based on the social
media website’s needs, and may use an adverlisement provider 1o provide
advertisements to social madia website users. These services of services, or
cascaded services, may often be managed by a third party thal specializes in
providing a particular service. In situations where a user allows a client service or
application o access the users resources managed by a particular resource

1
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provider, e.g., a situation where the user permits a website o post to the user's
blog, the permissions granted {o the cascaded services of the particular resource
provider may be controlled in a manner designed to ensure that cascaded
services and resource providers are only provided with the permissions needed o

perform their particudar task.

[0008] In general, for a client service or application 0 access a users
resources managed by a separate resource server, the user grants the client
access by communicating with an authorization server associated with the
resource server. The authorization server, upon receiving authentication from the
user and, in some implementations, also from the client — such as a user name
and password, a client 1D, andfor a sacret — issues the client a token that allows
the dlient to request access {0 the user's resources on the resource server, as
authorized by the user. The token provided 1o the client application identifies the
client application and generally granis no permissions. To inleract with the
resource server, the client application may exchange the token for a second token
that specifies the resource server and the scope of permissions granted o the
client application with respect to the resource server. The scope of the
permissions granted to the client application may vary, e.g., depending upon what
access the user determined o provide the client application. For example, a user
may grant a web application permission 1o post confent on the user's blog, but not

permission o modify the user’s profile information.

(00091 For the resource server fo perform various aclions, e.g., 1o post an
article on the user’s blog, the resource server may need o communicate with one
or more cascaded services. For example, {0 ensure that content posted on a
user's blog doesn’t viclate the resource provider's terms of service or other content
resirictions, the resource provider may use, as a cascaded service, a content
vearification service that verifies the content provided by the client application, 2.9.,
the content verification service may attemipt 10 ensure the content doesnt violate
any copyrights or restrictions on content deemed inappropriale by the resource
server. Another example cascaded service may be used 1o render the content in
a particular format, for instance, as spedified in the user's profile,
2
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{00101  To ensure thal cascaded services are only provided with the
permissions needed to perform their task or lasks, the resource server does not
provide the cascaded service with the token provided by the client application.
The resource server may, instead, provide ifs token to the authorization server
with a request {0 access the cascaded service. The authorization server may
provide the rescurce server with a token spedific o the cascaded service, and this
token may have permissions that are of g different scope than the permissions
specified by the token given 1o the resource server. For example, a conlent
rendering service may not need a token that includes permissions to post on a
user's blog and may only need permissions {0 read the format of the blog from the
user's profile to appropriately render the content {0 be posted by the resource

sServer.

[00111  The permissions to be granted by a token belween any services
associated with the resource server are specified in a client application topology
accessible o the authorization server. The authorization server may use the
topology 1o determine which permissions are 10 be granted by iokens issued o
requesting services.  Further details regarding the manner in which an
authorization server, client, and resource providers interact to seleclively delegate

access (0 resources are provided in the paragraphs that follow.

[0012]  Referring now to the drawings, FIG. 1 is a block diagram of an example
computing device 100 for seleclively delegating access to resources. Computing
device 100 may be, Tor example, a server compuier, a personal computer, a
mobile computing device, or any other electronic device suitable for processing
data. In the embodiment of FIG. 1, computing device 100 includes hardware

processor 110 and machine-readable storage medium 120.

{00131  Hardware processor 110 may be ong or more central processing unils
{CPUs}, semiconductor-based microprocessors, andfor other hardware devices
suilable for retrisval and execution of instructions slored in maching-readable
storage medium 120, Hardware processor 110 may feich, decode, and execule

instructions, such as 130-138, to contral the process for selectively delegating
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access to resources. As an alternative or in addition to relrieving and executing
instructions, hardware processor 110 may include one or more slecironic dircuits
that include electronic components for performing the funclionality of one or more

of instructions.

[0014] A machine-readable storage medium, such as 120, may be any
electronic, magnetic, optical, or other physical slorage device that contains or
stores executable instructions. Thus, machine-readable storage medium 120 may
be, for example, Random Access Memory (RAM), an Elecltrically Erasable
Programmable Read-Only Memory (EEPROM), a storage device, an optical disc,
and the like. In some implementations, storage medium 120 may be a non-
transifory storage medium, where the term "non-fransitory” does not encompass
transitory propagating signals. As described in detall below, machine-readable
storage medium 120 may be encoded with a series of executable insiructions:

130-138, for selactively delegating access o resources.

{30157  As shown in FIG. 1, the computing device 100 exsculss instructions to
receive, from a client application 140, a cdlient request 142 1o access a first
resource server 150 (130). The client request 142 includes an access token
specifying the client application 140 as the audience, e.4., the intended recipient.
In some implementations, the access loken may have been previously provided 1o
the client application 140 by the computing device 100. For example, the access
token may have been provided o the client application 140 as the result of an
authorization process where a user authorized the client application 140 1o access
a protacted resource on the user's behalf. The access foken alone, in some
implementations, granis no permissions {0 access resources, e.g., it must be

exchanged for the dient appiication 140 {o access a particular protecied resource.

{00161  The compuling device 100 executses instructions to identify, in response
to receiving the client reqguest 142, a first set of permissions for accessing, by the
client application 140, the first resource server 150(132). The first sel of
permissions may be specified by a lopology for the client application 140. The
topclogy may specify, for gxample: the first resource server 150 and the first set

of permissions for accessing the first resource server 1530 by the client

4
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application 140; and a second resource server with a second set of permissions

for accessing the second resource server by the first resource server 150.

(00171 By way of example, the client application 140 may be a news feed
application running on a user's mobile device, and the first resource server 150
may be the host of a bicg managed by the user. In this example, the topology
for the news feed application specifies the blog host and a first set of
permissions granied to the news feed application on the user's behalf. For
example, the user may have previously authorized the news feed application to
post news stories to the users blog, e.9., upon the users interaction with a
news article presented within the news feed application. In this example, the
topalogy for the news feed application also specifies a cascaded service, such
as a rendering service for formatling a news arlicle being posied o the user’s
blog, and a set of permissions for the blog host o interact with the cascaded
service. A rendering sarvice may have permission 1o access the users profile
information, such as the user's blog lavoul, o perform the rendering service, but
may not have permission 1o post anything o the user’s blog. As the rendering
service may be managed by a third party — oulside of the conirol of the blog
host — limiting the permissions granted o cascaded services may prevent

unauthorized andfor un-intended access o the user's protected resources.

[0018] In some implementations, the computing device 100 may receive the
topology from the client application 140. For example, a developer of the client
application 140 may generate a topology based on data obtained from the first
resource server 150 and s associated resource servers and services,

cascaded or otherwise.

[0018]  In some implementations, the compuling device 100 may generate
the topology for the client application 140 using sub-topologies received from
the client application 140 and/or the first resource server 150, For example,
rather than relying on the developer of the client application 140 {o know the
topology of the first resource server, including all of the associated resource
servers and permissions, the developer of the client application 140 may

provide a sub-topology specifying the permissions associated with the direct

5
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interactions of the client application 140 with the resources associated with the
first resource server 150 which, in this example, is only the first resource server
150. The first resource server 150 may provide a sub-topology specifying the
permissions associated with the direct interactions of the first resource server
150 and, in some implementations, any cascaded resource servers and
services associated with the first resource server 150, Using the sub-topologies
provided by the client application 140 and the first resource server 150, the
computing device 100 may generate the entire topology specifying the
permissions of interactions between the client application 140, the first resource
server 150, and resource servers and services associated with the first resource

server 150,

{00207 The compuling device 100 exescules instructions o provide the dlient
application 140 wiih a first access foken 144 (134). The first access loken 144
specifies tha first set of permissions and, as an audience, the first resource server
180. For example, as specified by the example fopology, the news feed
application may be provided with an access foken that specifias the blog host as
the audience and the permission 1o post to the user's blog in the first set of

permissions,

(00211 In the example environment depicted in FIG. 1, the dlient application
140 is depicted as communicaling with the first resource server 150 using the first
access token 144,  The communications may include, for example, a
communication that includes the news Tesd application’s news arlicle or a link o
the article, a request 1o post the news article on the user's biog, and the ioken
indicating that the news feed application has been authorized 1o post o the users

blog.

{00221  The computing device 100 executes insitructions 1o receive, from the
first resource server 150, a first resource reguest 152 {o access the second
resource server {138). For example, upon receipt of the first access foken 144
and data indicating that the news feed application has a news arlicdle and
authorization to post the news article on the user’s biog, the blog host may need {o

communicate with a rendering service o format the news article in 2 manner that

§)
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meets the design standards of the blog host and/or the user's blog layoul. The
first access ifcken 144 does not specify the second resource server, e.g., the
rendering service, as an audience, and may nol include the necassary
permissions, 2.q., access to user's blog layout; accordingly, in this example, the
first resource server 150 sends the first resource reguest 152 for the proper token

to communicale with and make use of the second resource server.

{00231  The computing device 100 sxecutes inslructions to provide, in response
to recelving the first resource request 152, the first resource server 150 with a
second access foken 154 (138). The second access token 154 specifies the
second set of permissions and, as a second audience, the second resource
server. As with the first access token 144, the second access token 154 may be
provided o the first resource server 150 based on the client appilication fopciogy.
Using the example provided above, the second access loken 154 may specify the
rendering service as the audience and the permissions may include access 1o the

user's blog layoutl.

[0024]  As discussed above, the permissions provided by any given token may
vary. Resource servers, cascaded or ctherwise, may have any combination of
permissions as specified in the topology for a given dlient application. While the
example described with reference o FIG. 1 includes a single resource server and
a single cascaded service, many other resource servers — which may include
cascaded services — may be included in a topology. In addition, a variety of
configurations are possible for communications belween resource servers,
cascaded or otherwise, ¢.g., cascaded servers may also use cascaded services,
and permissions between services may be uni-directional — where the permissions
granted by a first service 1o a second service are different from the permissions

granted by the second service o the first service.

{00251  Each dlient application may be associated with multiple {opologies, e.g.,
one topology for sach different protected resource 1o which the client application
may access on behalf of a user. For example, the news feed application may
have authorization to access the user's sscond blog on a sscond blog host,

authorization {o the user's emall contacis {o send a news ardicle to one of the
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usar's contacls, and/or authorization {0 the user's advertising content profile fo add
topics of interest to the user's profile based on the articles in which the user is
interested. In addition, sach rescurce server, cascaded or otherwise, may belong
fo multiple topologies. For example, a third party rendering sarvice may be used
by multiple resource servers, and belong to multiple topologies associated with the
same dient application. As another example, each client application that is
authorized to access a resource server may have a topology for the interactions
with the resource server, and the topology may be separate from the topologies of

other client applications for the same resource server.

[0026] FIG. 2A is an example data flow 200 for providing selecting access 0
resources, while FIG. 2B is an example topology used for providing selective
access o rescurces. The dala flow 200 depicis an authorization server 230,
which may be implemented by a computing device, such as the computing device
100 described above with respect o FIG. 1. The user device 210, client
application 220, first resource server 240, and second resource server 250 may be
implemented by any computing device suitable for processing dala, such as a
personal computer, mobile computer, or server computer. For example, the user
device 210 may be a user's personal computer, the client application 220 may be
a web application implemented on a web server, the authorization server 230, first
resource server 240, and second resource server 250 may be implemented on

one or more server devices, virtual machines, and the like.

(00277  The example data flow 200 depicts an example exchange of information
that may occur between the depicted devices, e.g., using example topology 280.
In general, and as described above, the topology 280 may be generated by the
developer of the dlient application 220, alone or in combination with the entity that
manages the first resource server 240. For example, in some implementations,
the client topology may be generated based on permissions data received from
an entity that manages the first resource server 240, where the permissions
data specifies, for each of the resource servers associated with the first
resource server, e.g., second 250, third 280, and fourth 270 resource servers, at
least one of the other resource servers and, for gach of the other resource

servers, permissions granted to the other resource server. The {opology is
8
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generally accessible by the authorization server 230, which may use the

topology to distribute tokens for accessing protected resources.

(00281  In the extample data flow 200, a user of the user device 210 may wish o

grant access o the user's prolecied resources, .., associated with the first

resource server 240, to a client application 220. By way of example, the first
resource server 240 may provide a digital photography management service 1o
which the user of user device 210 is subscribed. The users pholographs, 2.g.,
profected resources, may bs managed by the first resource server 240 in
conjunclion with other resource servers, e.g., providing storage, user profile
managemeni, and printing services. Access {0 the pholographs may be
profected, e.g., by a user name and password. The client application 220, which
by way of example may be an image tagging web application running on a web
server, may give the user device 210 redirect data 212 that redirects a web

browser of the user device 210 {o the authorization server 230,

[0029] The user device 210 sends a user request 214 1o the authorization
server 230 requesting that the dlient application 220 be given access {0 the user's
images managed by the first resource server 240, The authorization server 230
may, in the example given above, require that the user authenticate by providing a
user name and password and, once authenticated, provide the user device 210
with an access code 218, The user device 21C provides the access code 216 1o
the dlient apglication 220, which provides the access code 216 and, in soms
implementations, client authentication credentials, to the authorization server in
exchange for the access token 218. The access token 218 is provided by the
authorization server 230 fo allow the client application io access resources
associated with the first rescurce server 240, In some implementations, the
access foken 218 doss not, by itself, grant access o any individual resources or
rEsOUrce Servers.

[0030] The client application 220 provides the authorization server 230 with the
access foken 218 along with a request o access the first resource server 240.

The authorization server 230, upon receipt of the request and the access {oken

218, may identify, in the client application fopology 280, a first token 222 that is

9
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defined for accessing the first resource server 240, In the example fopology 280,
the first token 222 is represented by the string, "TID_01: {P3, P4} This example
string indicates the fopology, “TID,” the audience, "01,” which indicates the first
resource server 240, and a set two permissions, P3 and P4. The mannar in which
a token may be presented may vary, and fockens generally specify the audience of
the foken, permissions indicating what can be accessed at the audience, and — in
some implemeniations — the {opology to which the token bslongs. Using the
image tagging application example, the first token 222 provided o the image
tagging application may specify the audience, which may be the first resource
server 240, and the set of permissions may specify thal the image tagging

application may access general images and image attributes.

{00317 The dlient application 220 provides the first icken {o the first resource
server 240 with a request for a particular resource, e.¢., an image o which the
image tagging application is seeking fo tag. In the example data flow 200, the first
resource server 240 relies on the second resource server 250 o help fulfill the
resource request.  For example, o tag an image, an image fagging application
may need access to an actual image file, and/or may need permission {o siore an
image file, on a storage device thatl is managed by the second resource server
250,

{00321  To communicate with the second resource server 250 with the proper
parmissions 10 access the requesied resource, the first resource server provides
the first token 222 1o the authorization server 230 in exchange for the second
token 224. As shown in the example lopology 280, the second token 224 is
representad by the siring, “TID_02: {p5},” indicating that the first resource server
240 is authorized to access ‘027 of "TID” with permission, p&. In the image
tagging example, the perrmission may be, for example, file permissions 1o retrieve
and siore images.

[0033]  In the example data flow 200, upon receiving an authorized request,
e.g., authorized due to the second token 224, the second resource server 250

provides data 226 representing the requested resource to the first resource server

240, which may then provide the data 226 o the client application 220. in the

10
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image tagging application example, the data 226 may be an image file to be
analyzed and tagged by the client application, or may be confirmation that an

image file stored by the second resource server 250 has changed.

(00347 The example topology 280 depicted in FIG. 2B also indicates a third
token 232 for granting the client application 220 access 0 a third resource server
2680, a fourth token 234 for granting the first resource server 240 access o the
third resource server 260, and a fifth token 238 for granting the first resource 240
access {o the fourth resource server 270. The topology 280 also indicates, using
arrows, the direction{s) in which tokens provide access. The access granied from
ong resource server 1o another may not be the same as the access granted in the
reverse direction — if any access in the reverse direction is granted at all. For
example, the first resource server 240 may access the third resource server with
permission, P2, bul no token exists in the topology for providing the third resource
server 260 access o the first resource server. Many other fopology variations
may be used to selectively provide access to various related and cascaded

resourcea servers.,

(00351 FIG. 3 is a flowchart of an example method 300 for providing selective
access o resources. The method 300 may be performad by a computing device,
such as a computing device described in FIG. 1. Other computing devices may
also be used to execute method 300, such as a computling device used o
implement a resource server. Method 300 may be implemented in the form of
executable instructions stored on a machine-readable storage medium, such as

the storage medium 120, and/or in the form of electronic cirguitry.

{00367 A cdlient request for user data and a first token specifying a first audience
and a first set of permissions is received from a client device (302). The client
device may be, for example, a device implementing a dlient application to which a

user has delegated access, e.g

el

access to the user's protected resources
managed by a first server. The first token and dlient request may be received by a

first server, which manages the user's protecied resources.

100371  An authorization server is provided with a token request that includes 1)

the first foken, and i) a request 1o access a resource server (304). For exampie,
11
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the first server that manages the user’s protected resources may need access o a
cascaded resource server, 2.g., a resource server o which the first server has
delegated some functionality. To access the cascaded resource server, the first
server exchanges the first ioken for a token providing access to the cascaded

FesQuUrce server.

[0038] A resource server token is received from the authorization server, the
resource server loken specifying a second audience and a second set of
permissions, the second audience being the resource server (306). For example,
the resource server token may specify the cascaded resource server as the
audience, and a set of permissions {0 access the cascaded resource and fullill the
client's request for user data. In some implementations, the set of permissions
specified by the resource server token are different from the first set of
permissions specified by the first foken. For example, the cascaded resource
server may reguire different permissions to perform its service than the

permissions required by the first server.

(00391  The resource server is provided with 1) a resource request for the user
data, and i) the resource server token (308). For examiple, the resource request
for the user data may be similar to the client's request for user data, the resource
server token that was recelved from the authorization server specifies that the
requesting server, e.gq., the first server, has the permissions {o request the user
data and that the intended audience for the resource server token is the resource

server,

(00401  The user data is received from the resource server (310). For example,
using the resource server token and the resource request, the resource server is

able to provide the first server with the requested user data.

{00417 The user dala is provided o the dient device (312). For example, the
first server, upon recelving the requested data, may provide the data o the client

device from which the client request originated.

12
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{00421 The foregoing disclosure describes a number of example
implementations for providing selective access o rescurces. As delalled above,
examples provide a mechanism for using client application and resource server
topology 1o selectively provide access 1o various resource servers with various
permissions and potential applications of a system that is capable of providing

selective access 1o resources.

13
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CLams

We claim:
1. A non-transitory maching-readable storage medium encoded with
instructions executable by a hardware processor of a computing device for
providing selective access to resources, the machine-readable siorage medium
comprising instructions o cause the hardware processor fo:
receive, from an authorization server, an access ioken for accessing
resources associated with a first resource server,
provide the authorization server with the access token and a request o
access the first resource server;
receive, from the authorization server, a first foken, the first token
specilying a first set of permissions for accessing the first resource server and,
as a first audience, the first resource server, the first sel of permissions being
specified by a dlient topology, the client topology specifying:
the first rescurce server;
the first set of permissions for accessing the first resource server;
a second resource server; and
a second set ¢of permissions for accessing, by the first resource
server, the second resource server; and
provide the first resource server with a resource reguest for a resource,

the resource request including the first token.

2. The storage medium of claim 1, wherein the agccess foken grants no

permissions.
3. The storage medium of claim 1, wherein the instructions further cause
the hardware processor o

provide the authorization server with the client topology.

4, The storage medium of claim 1, whersin:

14
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the resource request specifies a request for particular user data stored by
the second rescurce server specified by the client topology: and
the second set of permissions includes atl least one permission that is

different from the permissions included in the first set of permissions.

5. The storage medium of claim 4, wherein:

the second sel of permissions is an only setl of permissions, specified by
the client topology, for accessing the second resource server; and

the client topology further specifies, as an only source associated with

the second set of permissions, the first resource.

8. The storage medium of claim 4, wherein the instructions further cause
the hardware processor {o:

recaive, from the first resource, the particular user data.

7. The storage medium of claim 1, wherein the instructions further cause
the hardware processor {o:

generate the client {opology based on permissions data received from an
entily that manages the first resource server, the permissions data specifving,
for each of a plurality of resource servers associaled with the first resource
server, at least one other resource server of the plurality of resource servers
and, for each of the at lgast ong other resource servers, permissions granted 1o

the other resource server.

8. A computing device for providing selective access fo resources, the
computing device comprising:

a hardware processor; and

a dala storage device storing instructions that, when execuled by the
hardware processor, cause the hardware processor o:

receive, from a client application, a client request o access a first
resource server, the client request including a client access token specifying, as

a client audience, the client application;

15
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in rgsponse 1o receiving the client reguest, identify a first set of
permissions for accessing, by the client application, the first resource server, the
first set of permissions being specified by a client topology for the client
application, the client topology specifying:
the first resource server;
the first set of permissions for accessing, by the dlient application,
the first resource server;
a second resource server; and
a second sel of permissions for accessing, by the first resource
server, the second resource server,
provide the client application with a first access token, the first access
token specifving the first set of permissions and, as a first audiencs, the first
rEsoUrce server,
receive, from the first resource server, a first resource request (o access
the second resource server, the first resource reguest including the first access
token; and
in response o recelving the first resource request, provide the first
resource server with a second access token, the second access foken
specifying the second set of permissions and, as a second audience, the

second resource server,

9. The computing device of claim 8, wherein the instructions further causg
the processor to:
receive, from the client application, the dlient topology;

10, The computing device of claim 8, wherein the insiructions further cause
the processor to
recaive, from the client application, a dlient sub-topology, the client sub-
topology specifying:
the first resource server; and

the first set of permissions;
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receive, from the first resource server, a first resource sub-topology, the
first resource sub-lopology specifving:
the second resource server; and
the second set of permissions; and
generate the client topology using the client sub-topology and the first

resource sub-topoiogy.

1. The computing device of claim 8, wherein the sgcond set of permissions
includes at least one permission that is different from permissions included in

the first set of permissions.

12. A method for providing selective access {o resources, implemented by a
hardware processor, the method comprising:

recaiving, from a client device, i} a olient reqgues! for user data, and i} a
first token specifying a first audience and a first set of permissions;

providing an authorization server with a token reguest, the foken reguest
including i) the first token, and i) a request {0 access a resource server,

receiving, from the authorization server, a resource server foken, the
resource server token specifying a second audience and a second sel of
permissions, the second audience being the resource server,

providing the resource server with 1) a resource reguest for the user dala,
and i) the resource server token;

receiving, from the resource server, the user data; and

providing the user data to the client device.
13. The method of claim 12, wherein the second set of permissions includes
at least one permission that is different from permissions specified by the first

sat of permissions.

14.  The method of claim 12, further comprising:

17



WO 2016/164000 PCT/US2015/024760

providing the authorization server with a resource sub-topology that
specifies, for each of a pluralily of resource servers, at least one sel of
permissions for accessing the resource server, and

wherein the first set of permissions is specified by the resource sub-

topology.

15, The method of claim 12, further comprising:
providing a resource sub-topology to a client associated with the client
device, the resource sub-topology specifying, for each of a plurality of rescurce
servers, at least one set of permissions for accessing the resource server, and
wherein the first set of permissions is specified by the resource sub-

topology.

18
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