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CLOUD BASED SYSTEM AND METHOD FOR MANAGING TESTING 

CONFIGURATIONS FOR CABLE TEST DEVICES

FIELD OF THE INVENTION

The disclosed embodiments generally relates to network cabling testing, 

and more particularly, to remotely configuring cable test devices.

BACKGROUND OF THE INVENTION

Modem networking systems can be networked through an 

interconnection of cables to provide increased communication, memory capacity and 

operating flexibility. Building, managing, and re-configuring the cable connections of a 

networked computer system is a complex task that may involve cable wiring diagrams, 

labeled cables, and connector reference designators. The task becomes increasingly 

complex with an increasing number of cables, connections and possible configurations, 

to the point where it is extremely difficult to effectively manage the cables, connections 

and configurations of the networked system in the traditional manner.

In this regards, cable testing devices and systems are utilized by 

technicians to test various cables types (e.g., copper and fiber optic cables) that 

facilitate data communications in buildings. For instance, every cable should be tested 

when installed and/or modified to verify that it is working properly. Each test is 

typically conducted from one termination point (usually in a wall jack) to a second 

termination point (often in a patch panel in a data/computer closet). An important aspect 

of each test is the cable testing/verification/certification configuration implemented in a 

cable testing device.

Modem test equipment is now beginning to be “cloud connected” (e.g. 

cable testing devices are capable of transmitting results of its testing, including the fact 

that a test was made, to a service available through the internet. Until very recently, 

users of such test equipment and measurement equipment configured the equipment via 

the User Interface of the equipment itself.

1



1002591069

5

10

15

20

25

Reference to any prior art in the specification is not an acknowledgment 

or suggestion that this prior art forms part of the common general knowledge in any 

jurisdiction or that this prior art could reasonably be expected to be understood, 

regarded as relevant, and/or combined with other pieces of prior art by a skilled person 

in the art.

SUMMARY OF THE INVENTION

As used herein, except where the context requires otherwise, the term 

"comprise" and variations of the term, such as "comprising", "comprises" and 

"comprised", are not intended to exclude further features, components, integers or steps.

According to a first aspect of the invention there is provided a method 

comprising: storing, at a cloud host device, a plurality of test device configuration 

instructions that each include parameters for configuring a plurality of cable network 

testing devices to perform different cable network testing procedures; receiving, at the 

cloud host device and from a first computing device, each of the following: a selection 

of a cable network testing device from the plurality of cable network testing devices, 

wherein the selected cable network testing device is separate from the first computing 

device, a user-defined test device configuration instruction to add to the plurality of test 

device configuration instructions, wherein the user-defined test device configuration 

instruction includes parameters for configuring the selected cable network testing 

device to perform a cable network testing procedure, and a first selection of test device 

configuration instructions from the plurality of test device configuration instructions to 

provide to the selected cable network testing device; receiving, at the selected cable 

network testing device and from the cloud host device, one or more data packets that 

contain the first selected test device configuration instructions including the user- 

defined test device configuration instruction; receiving, at the selected cable network 

testing device and from a user of the selected cable network testing device, a second 

selection of one or more test device configuration instructions from the first selected 

test device configuration instructions; configuring the selected cable network testing 

device to perform one or more cable network testing procedures based on the second 
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selected test device configuration instructions; and performing, by the selected cable 

network testing device, the one or more cable testing procedures in accordance with the 

second selected test device configuration instructions.

According to a second aspect of the invention there is provided a system 

for testing cable networks comprising: at least one cable test device configured to 

perform cabling testing pursuant to a cabling testing configuration; a cloud host device 

configured to couple to the at least one test device for transmission of data therewith, 

the cloud host device including: a database that store a plurality of cabling testing 

configurations each capable of configuring a cable test device to perform a cable testing 

procedure in accordance with predefined instructions; and a processor that executes 

computer instructions to cause actions, the actions including: receiving, from a first 

computing device that is separate from the at least one cable test device, each of: a 

selection of a cable test device from the at least one cable test device, a user-defined 

cabling testing configuration to add to the plurality of cabling testing configurations, 

wherein the user-defined cabling testing configuration capable of configuring the 

selected cable network testing device to perform a cable testing procedure, and a first 

user selection of a subset of cabling testing configurations from the plurality of cabling 

testing configurations in the database; and transmitting the first selected cabling testing 

configurations including the user-defined cabling testing configuration to the selected 

cable test device; and wherein the at least one test device includes the selected cable test 

device, the selected cable test device includes a processor that executes computer 

instructions to cause actions, the actions including: receiving, from the cloud host 

device, the first selected cabling testing configurations; receiving a second user 

selection of one or more cabling testing configurations from the first selected cabling 

testing configurations; and performing one or more cable testing procedures in 

accordance with the second selected cabling testing configuration.

The purpose and advantages of the below described illustrated 

embodiments will be set forth in and apparent from the description that follows. 

Additional advantages of the illustrated embodiments will be realized and attained by 
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the devices, systems and methods particularly pointed out in the written description and 

claims hereof, as well as from the appended drawings.

To achieve these and other advantages and in accordance with the 

purpose of the illustrated embodiments, in one aspect, described is a system and method 

for receiving a data packet in a cable network testing device from a remotely located 

cloud host service/system. The data packet contains selected cable test device 

configuration instructions. The selected device instructions, once implemented in a 

cable test device, configure the cable test device to perform one or more cable network 

testing procedures in accordance with predetermined testing parameters. The cloud 

host service/system contains a plurality of test device configuration instructions to be 

selected by a user, which user may be remote from the cable test device.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying appendices and/or drawings illustrate various non­

limiting, example, inventive aspects in accordance with the present disclosure:

FIG. 1 depicts an exemplary communications network in which below 

illustrated embodiments may be implemented;

FIG. 2 depicts an example network device/node which may be used with 

the below illustrated embodiments;

FIGS. 3A and 3B depicts a cabling testing system 300 in accordance 

with the below illustrated embodiments; and

FIG. 4 illustrates a flowchart depicting an illustrated method of operation 

of the illustrated embodiments.

2b
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DETAILED DESCRIPTION OF CERTAIN EMBODIMENTS

The illustrated embodiments are now described more fully with 

reference to the accompanying drawings wherein like reference numerals identify 

similar structural/functional features. The illustrated embodiments are not limited in 

any way to what is illustrated as the illustrated embodiments described below are 

merely exemplary, which can be embodied in various forms, as appreciated by one 

skilled in the art. Therefore, it is to be understood that any structural and functional 

details disclosed herein are not to be interpreted as limiting, but merely as a basis for 

the claims and as a representation for teaching one skilled in the art to variously employ 

the discussed embodiments. Furthermore, the terms and phrases used herein are not 

intended to be limiting but rather to provide an understandable description of the 

illustrated embodiments.

Unless defined otherwise, all technical and scientific terms used herein 

have the same meaning as commonly understood by one of ordinary skill in the art to 

which this invention belongs. Although any methods and materials similar or 

equivalent to those described herein can also be used in the practice or testing of the 

illustrated embodiments, exemplary methods and materials are now described.

It must be noted that as used herein and in the appended claims, the 

singular forms “a”, “an,” and “the” include plural referents unless the context clearly 

dictates otherwise. Thus, for example, reference to “a stimulus” includes a plurality of 

such stimuli and reference to “the signal” includes reference to one or more signals and 

equivalents thereof known to those skilled in the art, and so forth.

It is to be appreciated the illustrated embodiments discussed below are 

preferably a software algorithm, program or code residing on computer useable medium 

having control logic for enabling execution on a machine having a computer processor. 

The machine typically includes memory storage configured to provide output from 

execution of the computer algorithm or program.

As used herein, the term “software” is meant to be synonymous with any 

code or program that can be in a processor of a host computer, regardless of whether the 

implementation is in hardware, firmware or as a software computer product available 
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on a disc, a memory storage device, or for download from a remote machine. The 

embodiments described herein include such software to implement the equations, 

relationships and algorithms described above. One skilled in the art will appreciate 

further features and advantages of the illustrated embodiments based on the above­

described embodiments. Accordingly, the illustrated embodiments are not to be limited 

by what has been particularly shown and described, except as indicated by the appended 

claims.

Turning now descriptively to the drawings, in which similar reference 

characters denote similar elements throughout the several views, FIG. 1 depicts an 

exemplary communications network 100 in which below illustrated embodiments may 

be implemented.

It is to be understood a communication network 100 is a geographically 

distributed collection of nodes interconnected by communication links and segments for 

transporting data between end nodes, such as personal computers, work stations, smart 

phone devices, tablets, televisions, sensors and or other devices such as automobiles, 

etc. Many types of networks are available, with the types ranging from local area 

networks (LANs) to wide area networks (WANs). LANs typically connect the nodes 

over dedicated private communications links located in the same general physical 

location, such as a building or campus. WANs, on the other hand, typically connect 

geographically dispersed nodes over long-distance communications links, such as 

common carrier telephone lines, optical lightpaths, synchronous optical networks 

(SONET), synchronous digital hierarchy (SDH) links, or Powerline Communications 

(PLC), and others.

FIG. 1 is a schematic block diagram of an example communication 

network 100 illustratively comprising nodes/devices 101-108 (e.g., sensors 102, client 

computing devices 103, smart phone devices 105, web servers 106, cable testing device 

107, switches 108, and the like) interconnected by various methods of communication. 

For instance, the links 109 may be wired links or may comprise a wireless 

communication medium, where certain nodes are in communication with other nodes, 

e.g., based on distance, signal strength, current operational status, location, etc.
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Moreover, each of the devices can communicate data packets (or frames) 142 with other 

devices using predefined network communication protocols as will be appreciated by 

those skilled in the art, such as various wired protocols and wireless protocols etc., 

where appropriate. In this context, a protocol consists of a set of rules defining how the 

nodes interact with each other. Those skilled in the art will understand that any number 

of nodes, devices, links, etc. may be used in the computer network, and that the view 

shown herein is for simplicity. Also, while the embodiments are shown herein with 

reference to a general network cloud, the description herein is not so limited, and may 

be applied to networks that are hardwired.

As will be appreciated by one skilled in the art, aspects of the present 

invention may be embodied as a system, method or computer program product. 

Accordingly, aspects of the present invention may take the form of an entirely hardware 

embodiment, an entirely software embodiment (including firmware, resident software, 

micro-code, etc.) or an embodiment combining software and hardware aspects that may 

all generally be referred to herein as a “circuit,” “module” or “system.” Furthermore, 

aspects of the present invention may take the form of a computer program product 

embodied in one or more computer readable medium(s) having computer readable 

program code embodied thereon.

Any combination of one or more computer readable medium(s) may be 

utilized. The computer readable medium may be a computer readable signal medium or 

a computer readable storage medium. A computer readable storage medium may be, 

for example, but not limited to, an electronic, magnetic, optical, electromagnetic, 

infrared, or semiconductor system, apparatus, or device, or any suitable combination of 

the foregoing. More specific examples (a non-exhaustive list) of the computer readable 

storage medium would include the following: an electrical connection having one or 

more wires, a portable computer diskette, a hard disk, a random access memory (RAM), 

a read-only memory (ROM), an erasable programmable read-only memory (EPROM or 

Flash memory), an optical fiber, a portable compact disc read-only memory (CD- 

ROM), an optical storage device, a magnetic storage device, or any suitable 

combination of the foregoing. In the context of this document, a computer readable 
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storage medium may be any tangible medium that can contain, or store a program for 

use by or in connection with an instruction execution system, apparatus, or device.

A computer readable signal medium may include a propagated data 

signal with computer readable program code embodied therein, for example, in 

baseband or as part of a carrier wave. Such a propagated signal may take any of a 

variety of forms, including, but not limited to, electro-magnetic, optical, or any suitable 

combination thereof. A computer readable signal medium may be any computer 

readable medium that is not a computer readable storage medium and that can 

communicate, propagate, or transport a program for use by or in connection with an 

instruction execution system, apparatus, or device.

Program code embodied on a computer readable medium may be 

transmitted using any appropriate medium, including but not limited to wireless, 

wireline, optical fiber cable, RF, etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for aspects of the 

present invention may be written in any combination of one or more programming 

languages, including an object oriented programming language such as Java, Smalltalk, 

C++ or the like and conventional procedural programming languages, such as the "C" 

programming language or similar programming languages. The program code may 

execute entirely on the user's computer, partly on the user's computer, as a stand-alone 

software package, partly on the user's computer and partly on a remote computer or 

entirely on the remote computer or server. In the latter scenario, the remote computer 

may be connected to the user's computer through any type of network, including a local 

area network (LAN) or a wide area network (WAN), or the connection may be made to 

an external computer (for example, through the Internet using an Internet Service 

Provider).

Aspects of the present invention are described below with reference to 

flowchart illustrations and/or block diagrams of methods, apparatus (systems) and 

computer program products according to embodiments of the invention. It will be 

understood that each block of the flowchart illustrations and/or block diagrams, and 

combinations of blocks in the flowchart illustrations and/or block diagrams, can be 
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implemented by computer program instructions. These computer program instructions 

may be provided to a processor of a general purpose computer, special purpose 

computer, or other programmable data processing apparatus to produce a machine, such 

that the instructions, which execute via the processor of the computer or other 

programmable data processing apparatus, create means for implementing the 

functions/acts specified in the flowchart and/or block diagram block or blocks.

These computer program instructions may also be stored in a computer 

readable medium that can direct a computer, other programmable data processing 

apparatus, or other devices to function in a particular manner, such that the instructions 

stored in the computer readable medium produce an article of manufacture including 

instructions which implement the function/act specified in the flowchart and/or block 

diagram block or blocks.

The computer program instructions may also be loaded onto a computer, 

other programmable data processing apparatus, or other devices to cause a series of 

operational steps to be performed on the computer, other programmable apparatus or 

other devices to produce a computer implemented process such that the instructions 

which execute on the computer or other programmable apparatus provide processes for 

implementing the functions/acts specified in the flowchart and/or block diagram block 

or blocks.

FIG. 2 is a schematic block diagram of an example network computing 

device 200 (e.g., client computing device 103, server 106, smart phone device 105, 

cable testing device 107.) that may be used (or components thereof) with one or more 

embodiments described herein, e.g., as one of the nodes shown in the network 100. As 

explained above, in different embodiments these various devices are configured to 

communicate with each other in any suitable way, such as, for example, via 

communication network 100.

Device 200 is intended to represent any type of computer system capable 

of carrying out the teachings of various embodiments of the present invention. Device 

200 is only one example of a suitable system and is not intended to suggest any 

limitation as to the scope of use or functionality of embodiments of the invention 
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described herein. Regardless, computing device 200 is capable of being implemented 

and/or performing any of the functionality set forth herein.

Computing device 200 is operational with numerous other general 

purpose or special purpose computing system environments or configurations. 

Examples of well-known computing systems, environments, and/or configurations that 

may be suitable for use with computing device 200 include, but are not limited to, 

personal computer systems, server computer systems, thin clients, thick clients, hand­

held or laptop devices, multiprocessor systems, microprocessor-based systems, set top 

boxes, programmable consumer electronics, network PCs, minicomputer systems, and 

distributed data processing environments that include any of the above systems or 

devices, and the like.

Computing device 200 may be described in the general context of 

computer system-executable instructions, such as program modules, being executed by 

a computer system. Generally, program modules may include routines, programs, 

objects, components, logic, data structures, and so on that perform particular tasks or 

implement particular abstract data types. Computing device 200 may be practiced in 

distributed data processing environments where tasks are performed by remote 

processing devices that are linked through a communications network. In a distributed 

data processing environment, program modules may be located in both local and remote 

computer system storage media including memory storage devices.

Device 200 is shown in FIG. 2 in the form of a general-purpose 

computing device. The components of device 200 may include, but are not limited to, 

one or more processors or processing units 216, a system memory 228, and a bus 218 

that couples various system components including system memory 228 to processor 

216.

Bus 218 represents one or more of any of several types of bus structures, 

including a memory bus or memory controller, a peripheral bus, an accelerated graphics 

port, and a processor or local bus using any of a variety of bus architectures. By way of 

example, and not limitation, such architectures include Industry Standard Architecture 

(ISA) bus, Micro Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video 
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Electronics Standards Association (VESA) local bus, and Peripheral Component 

Interconnect (PCI) bus.

Computing device 200 typically includes a variety of computer system 

readable media. Such media may be any available media that is accessible by device 

200, and it includes both volatile and non-volatile media, removable and non-removable 

media.

System memory 228 can include computer system readable media in the 

form of volatile memory, such as random access memory (RAM) 230 and/or cache 

memory 232. Computing device 200 may further include other removable/non- 

removable, volatile/non-volatile computer system storage media. By way of example 

only, storage system 234 can be provided for reading from and writing to a non­

removable, non-volatile magnetic media (not shown and typically called a "hard 

drive"). Although not shown, a magnetic disk drive for reading from and writing to a 

removable, non-volatile magnetic disk (e.g., a "floppy disk"), and an optical disk drive 

for reading from or writing to a removable, non-volatile optical disk such as a CD- 

ROM, DVD-ROM or other optical media can be provided. In such instances, each can 

be connected to bus 218 by one or more data media interfaces. As will be further 

depicted and described below, memory 228 may include at least one program product 

having a set (e.g., at least one) of program modules that are configured to carry out the 

functions of embodiments of the invention.

Program/utility 240, having a set (at least one) of program modules 215, 

such as underwriting module, may be stored in memory 228 by way of example, and 

not limitation, as well as an operating system, one or more application programs, other 

program modules, and program data. Each of the operating system, one or more 

application programs, other program modules, and program data or some combination 

thereof, may include an implementation of a networking environment. Program 

modules 215 generally carry out the functions and/or methodologies of embodiments of 

the invention as described herein.

Device 200 may also communicate with one or more external devices 

214 such as a keyboard, a pointing device, a display 224, etc.; one or more devices that 

9



WO 2017/066693 PCT/US2016/057206

5

10

15

20

25

30

enable a user to interact with computing device 200; and/or any devices (e.g., network 

card, modem, etc.) that enable computing device 200 to communicate with one or more 

other computing devices. Such communication can occur via Input/Output (I/O) 

interfaces 222. Still yet, device 200 can communicate with one or more networks such 

as a local area network (LAN), a general wide area network (WAN), and/or a public 

network (e.g., the Internet) via network adapter 220. As depicted, network adapter 220 

communicates with the other components of computing device 200 via bus 218. It 

should be understood that although not shown, other hardware and/or software 

components could be used in conjunction with device 200. Examples, include, but are 

not limited to: microcode, device drivers, redundant processing units, external disk 

drive arrays, RAID systems, tape drives, and data archival storage systems, etc.

FIGS. 1 and 2 are intended to provide a brief, general description of an 

illustrative and/or suitable exemplary environment in which embodiments of the below 

described present invention may be implemented. FIGS. 1 and 2 are exemplary of a 

suitable environment and are not intended to suggest any limitation as to the structure, 

scope of use, or functionality of an embodiment of the present invention. A particular 

environment should not be interpreted as having any dependency or requirement 

relating to any one or combination of components illustrated in an exemplary operating 

environment. For example, in certain instances, one or more elements of an 

environment may be deemed not necessary and omitted. In other instances, one or 

more other elements may be deemed necessary and added.

With the exemplary communication network 100 (FIG. 1) and 

computing device 200 (FIG. 2) being generally shown and discussed above, description 

of certain illustrated embodiments of the present invention will now be provided. With 

reference now to FIGS. 3A and 3B, a cloud-based network testing system 300 includes 

a plurality of cabling testing devices 107 (as described below). It is to be appreciated a 

cloud-based server/host 106 (as also described below) receives test result data from 

different testing devices 107 regarding various functions including, but not limited to: 

generating statistics related to the testing devices 107 and authenticating test result data 

received from testing devices 107. Further, the cloud-based server 106 can be used to 
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analyze the test result data to determine efficiency in performance of a job or 

performance by an operator of testing devices 107.

It is to be appreciated that for ease of illustration purposes, only usage of 

a single testing device 107 is described, however, it is to be understood cabling testing 

system 300 may involve the simultaneous use of a plurality devices 107. An example 

testing device 107 is a portable tool than can include a computer system that functions 

as a node of a network which is similar to communication network 100 shown in FIG. 

1. Similarly, the server 106 can be a web server that includes a computer system that 

functions as a node of network 100.

The testing device 107 preferably communicates with the network 100 

using a first communication link 302, and the server 106 communicates with the 

network 100 using a second communication link 304. The first and second 

communication links 302, 304 can each include a single or multiple wired and/or 

wireless links. In embodiments, some of these links use near-field communication, such 

as radio frequency identification (RFID), cellular telecommunication schemes (e.g., 3G, 

LTE), Bluetooth, infrared communication, or the like. In embodiments, the network 

100 includes the Internet. The testing device 107 can be selectively coupled (using its 

internal communication components) to the network 100 so that the first 

communication link 302 can be intermittent, e.g., disrupted and reestablished. The 

second communication link 304 can be stable and readily available during operation 

times for communicating with the testing device 107. In other embodiments, the testing 

devices 107 communicate indirectly with the cloud-based server 105 via a 

communication device 106, such as a mobile phone, tablet, or laptop computer.

The testing device 107 and the cloud-based server 106 can each be 

configured similarly to the network computing device 200 shown in FIG. 2, such as to 

include a processing unit 216, a network adapter 220, an I/O interface 222, and memory 

228.

It is to be understood network testing system 300 may encompass a 

variety of different types of cabling testing devices 107. Examples include, and are not 

limited to the flowing Fluke Network® instruments: OptiFiber® Pro OTDR; 
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CertiFiber® Pro Optical Loss Test Set and the DSX-5000 CableAnalyzer™. It is to be 

further appreciated the illustrated embodiments of the present disclosure encompass 

tests for network cable including diagnostics, verification, qualification, and 

certification. With regards to certification testing, and as a non-limiting example, the 

Versiv™ product from Fluke Network® may be used to facilitate such cable 

certification.

The testing device 107 may allow simultaneous operation of multiple 

applications. It is to be appreciated the testing device 107 may include an operating 

system (e.g., Linux) embedded hardware/server. As described further below, using a 

combination of the features of an operating system, the testing device 107 may be 

configured to receive firmware updates and test configurations by a network connection 

preferably via the Internet 100. As also explained further below, the test configurations 

are preferably software packets sent from a cloud-based server device 106 (via network 

100) to a testing device 107 to enable/configure the testing device 107 to perform 

predetermined testing routines upon a network 350 to be tested by a testing device 107.

In operation, the testing device 107 may conduct a cabling test, e.g., for 

diagnostics, verification, certification, or qualification of copper or fiber cable. Cables 

to be tested can include low-voltage CAT3, CAT5, CAT5E, CAT6, UTP, STP, SSTP 

and/or FTP data cables, standard voltage electrical wiring, and/or connectors (e.g., 

connecting devices) that connect two or more cables) that form a portion of a network 

within a premise (e.g., a home, office, school, and the like). In an example test 

procedure, one or more ports of the testing device’s I/O interface 222 are coupled to at 

least one of a patch panel port of a patch panel in a data closet via patch cables for 

exchanging test signals and responses to test signals. Test procedures can include, for 

example, a cable integrity test or a network connectivity test associated with one or 

more networked devices (e.g., routers, switches, end-devices, etc.).

As shown in FIG. 3B, the testing device 107 is typically a portable 

device that can further include a test device 312, environmental sensors 314, and/or a 

location detector 316. The test device 312 includes one or more sensors to measure 

electrical characteristics of a signal or power source. The environmental sensors 314 

12



WO 2017/066693 PCT/US2016/057206

5

10

15

20

25

30

include one or more sensors to measure a characteristic of a physical entity, such as 

temperature, humidity, an exerted force, etc. Environmental sensors 314 can further 

detect electromagnetic interference (e.g., radio frequency interference), such as to 

determine proximity to devices that emit electromagnetic energy. The test device 312 

and environmental sensors 314 can include an analog-to-digital (A/D) converter to 

convert the output signals into digital data. The output from the test device 312 and 

environmental sensors 314 can be time-stamped.

The location detector 316 senses a location of the testing device 107. 

The location detector 316 can include a Global Positioning System (GPS) sensor. In 

embodiments, the location detector 316 can include sensors that detect a characteristic, 

such as an optical code or RFID code, associated with a fixed device having a known 

location.

Additionally, in embodiments, the location detector 316 can include a 

device that is external from the testing device 107, and/or included in the cloud-based 

server 106. In an embodiment, the location detector 316 can be associated with a fixed 

device having a known location. The location detector 316 associated with the fixed 

device can sense the presence of the testing device 107, e.g., using optical sensing, 

RFID, Bluetooth, etc. In another embodiment, the location detector 316 included in the 

testing device 107 can detect the fixed device and use the location of the fixed device. 

In either of these scenarios, the location of fixed device can be used to determine the 

location of the testing device 107. Further, in embodiments, the location detector 316 

can include logic to infer location of the testing device 107 from network signals such 

as IP address, RFID, WIFI, and Bluetooth MAC addresses, and/or a GSM/CDMA cell 

ID associated with the testing device 107. The location detector 316 outputs time- 

stamped location data indicative of a location of the testing device 107. The location 

data can include geolocation data and/or a position of the testing device 107 inside a 

building, such as relative to a floor map.

The test device 312, environment sensors 314, and location detector 316 

can include hardware and software modules (e.g., program modules 215 stored by 

memory 228 of the server 106.
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The testing device’s I/O interface 222 can include one or more cable 

ports (e.g., an Ethernet port, data cable jacks such as RJ 45 jacks, wire clamps, optical 

ports, and the like), that interface with a cable, such as a patch cord. Test signals and 

responses can be transmitted and received via the cable ports.

The testing device’s processing unit 216 is configured to select test 

signals to transmit via the cable ports (e.g., pings) pursuant to test configuration 

instructions typically stored in the device memory 228. The processing unit 216 can 

further process signals received in response to transmission of the test signals via the 

ports. The processing unit 216 can process output received from the test device 312 and 

the environmental sensors 314, perform one or more circuit and/or network connectivity 

diagnostic tests, and generates corresponding test result data pursuant to specific test 

configuration instructions. The test result data can include metadata and data that 

provides information about the test procedure and the test results.

For example, the test result data can indicate which type of entity was 

read or measured (e.g., voltage, current, time (e.g., time interval from ping transmit till 

ping receive), IP address, bit rate, packet capture rate, and the like) and a value that was 

read or measured. The value that was measured can be an electrical property (e.g., 

voltage or current) detected on a cable, time, IP addresses, bit rate, packet capture rate, 

or other measurements that indicate network device performance and/or network 

connectivity performance, and the like. Under the instructions from specific test 

configurations, the processing unit 216 can use utilities, such as Network Scans, 

Network Mapping, DNS resolution, DHCP, PING, TraceRoute, IPerf IPv4, and IPv6, 

etc., and the like, to generate the test result data.

Examples of information that the test result data and associated metadata 

can further provide include: information about a time that the testing procedure was 

begun and finished; identification of one or more operators operating the testing device 

107; identification of the testing device 107; identification of a patch cord coupled to 

the testing device 107; identification of the cable under test; location data indicating a 

geographic location at the time of the testing procedure; environmental conditions at the 
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time of the testing procedure; identification of the testing procedure being performed 

and/or a job that the testing procedure belongs to.

A job can be, for example, an installation job, in which a network or a 

portion of a network is installed at a particular location. In another example, a job can 

be a diagnostic job to identify and correct a problem. In another example, without 

limitation to the examples listed, a job can be a maintenance job to determine or 

measure performance of a network.

Identification of the testing device 107, cable under test, and/or patch 

cord used can be used to determine additional information, such as the make, model, 

manufacturer, owner, etc. of the testing device 107. The identification of the testing 

procedure and associated job can be used to determine additional information, such as 

for which customer the testing procedure or associated job is being performed as a 

service; which customer uses the cable under test for data communication, an associated 

monetary value (cost or billable value) for the testing procedure; and/or a geographic 

location, time, cable, patch cord, operator, duration, etc. that is assigned in connection 

with the testing procedure or job.

The testing device 107 can include a display device 224 or provide 

displayable test result data to a remote device, such as a mobile device (e.g., device 

105). External devices 214 coupled to the testing device 107 can include a user input 

device (e.g., a keyboard, touchscreen (e.g., display device 224), and/or biometric 

sensor) via which an operator can enter user identification information (user ID). Entry 

of the user ID can be time stamped, and can be used to authorize use of the testing 

device 107 by the user. The input device can be used to send user input or requests to 

the cloud-based server 106. For example, if a user notices an anomaly in operation of a 

network cable, the user can send an alert to the cloud-based server 106 so that the 

cloud-based server can investigate if there is a correlation between the anomaly and 

environmental conditions indicated by output from the environment sensors 314.

During a test procedure pursuant to executing test configurations as 

received from the cloud-based server 106 (as further described below), the testing 

device 107 can generate one or more test signals, transmit the test signals for testing a 
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cable, receive response test signals, process the response test signals, and transmit 

results to the cloud-based server 106 for analysis thereof. Processing the response test 

signals can include verifying whether or not a cable is receiving and transmitting data as 

intended (e.g., that the cable is connected properly, that the component wires of the 

cable have been terminated correctly without being crossed, all wires in the cable are 

transmitting data, etc.). When data is obtained from a test (pursuant to an executed 

received test configuration setup received from the cloud-based server 106), it may be 

stored in the testing device 107 and/or transmitted to the cloud-based server 106. 

Further, data may be aggregated for comparison with data from other testing devices 

107 or cloud-based servers 106.

The cloud-based server 106 receives the test result data from the 

plurality of testing devices 107. It is to be appreciated the cloud-based server 106 may 

implement the LinkWare™ Live product from Fluke Network® to store and manage 

test result data received from remote testing devices 107 as well as to transmit test 

configurations to a testing device 107 as described further below.

The cloud-based server 106 preferably includes a statistics module 322, 

an efficiency module 324, an authentication module 326, and an environmental 

correlation module 328, each of which can include software modules (e.g., program 

modules 215 stored by memory 228 of the server 304). The cloud-based server 106 

includes or is coupled to a database 330 that stores information for a plurality of testing 

devices 107 that can couple to the cloud-based server 106 via network 100. 

Information stored by the database 330 can include, for example, cable test result data, 

operator data, environmental condition data, statistic data, and/or report data.

In accordance with an illustrated embodiment, and as discussed further 

below with regards to the flow chart of FIG. 4, a plurality of test configuration setups 

332 are stored in the database 330 associated with the cloud-based server 106, which 

test configurations 332 are remotely selectable by either a user of a testing device 107 

or a remote user 103 of a testing device 107 so as to be “downloaded” from the cloud­

based server 106 to a remotely located testing device 107 for execution by the testing 

device 107 as described herein. Once downloaded, the user of a testing device 107 
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selects a configuration such that the testing device applies the downloaded, and selected 

test configuration. Thus, a user 103 remote from the testing device 107 is enabled to 

configure the test parameters of measurement equipment 107 without ever being in the 

presence of that equipment 107. It is to be appreciated, the cloud service 106 can 

potentially configure many different parameters, including but not limited to: 1) media 

type, including but not limited to fiber and copper; 2) cable type within the selected 

media type; 3) test types assigned, including but not limited to Copper, OTDR, 

Loss/Length, and Fiber Inspection; 4) identification of the ends of a cable to test for 

tests for which that is an option, such as OTDR; 5) setup parameters the control the 

measurements for the test type; 6) assignment of cables associated with each test type; 

7) labeling schemes associated with each cable; and 8) the types of data kept within a 

measurement result file.

A remote user 103 via a user computing device (e.g., node smartphone 

device 105, a client computing device 103, or the testing device 302) may access a 

cloud-based service provided by the cloud-based server 304 to request and/or receive 

information output by the cloud-based server 304. In an example embodiment, access to 

the cloud-based service can be provided by web-browser software resident on the user 

computing device running applications (e.g., Java applets or other applications), which 

may include application programming interfaces (“API's”) to more sophisticated 

applications running on remote servers.

In an example embodiment, through web-browser software, a user can 

use a computer 103 to log on to cloud-based services (e.g., by the web-browser 

software resident on the computer 103 communicating with cloud-based server device 

106) to access cloud-based applications for one or more testing devices 107. After 

logging-on to a cloud-based application on server 106, the user may create, edit, save 

and delete aforesaid cable testing configurations in the cloud-based server device 106, 

and may establish (set up) or change/edit various options, such as user preferences 

and/or system settings, and/or may receive or download software (e.g., operating 

system or other software) or software updates, various data files or media files, user 
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preferences and/or system settings, and other information previously stored on the 

cloud-based server device 106.

In accordance with an illustrated embodiment, the cloud-based 

application implemented on the cloud-based server device 106 may provide various 

cable testing configurations facilitating cabling testing by one or more testing devices 

107. Accordingly, what is illustrated is a cloud-based computer server 106 for 

performing cabling diagnostics from test results received from at least one testing 

device 107 configured to perform cabling testing pursuant to a cabling testing 

configuration regarding a network 350 to be tested as prescribed by a remote located 

server 106.

With reference now to FIG. 4, shown is a flowchart demonstrating 

implementation of the various exemplary embodiments regarding selecting and 

transmitting test device configuration instructions from the cloud-based server device 

106 to one or more test devices 107 via a network 100. It is noted that the order of 

operations shown in FIG. 4 is not required, so in principle, the various operations may 

be performed out of the illustrated order. Also certain operations may be skipped, 

different operations may be added or substituted, or selected operations or groups of 

operations may be performed in a separate application following the embodiments 

described herein.

Staring at operation 410, a user, which may be remote from a test device 

(e.g., user 103) or which may be a user of the test device 107, preferably logs into a 

program implemented on the cloud-based server device 106 (as described above) to first 

select one or more test devices 107 designated to receive test configuration instructions. 

Next, step 420, the user preferably selects one or more test configuration instructions to 

be sent to the selected device 107 (step 410). In the event the test device 107 is not 

already coupled for data communication with the cloud-based server device 106 (as 

described above), the test device 107 is caused to be coupled to the cloud-based server 

device 106 for data communication therewith, step 430.

Once the designated test device 107 (step 410) is coupled to the cloud­

based server device 106 (step 430), the selected test configuration instructions (step
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420) are preferably sent as a data packet from the cloud-based server device 106 to the 

designated test device 107, step 440. Thereafter, the test device 107 preferably stores 

the received packet of test configuration instructions in device memory 228 so as to 

thereafter be selected by the user of the test device 107, step 450. Once selected, the 

5 processing unit 216 of the test device 107 causes the test device 107 to perform 

preferably a cable network test (as described above) in accordance with the prescribed 

device testing parameters and setup configuration per the selected test configuration 

instructions, step 460. After the test device 107 performs the prescribed test (step 450), 

the test device 107 preferably causes the test results to be transmitted to the cloud-based 

10 server device 106 (via the network 100 as described above), step 470.

Thus, the above described embodiments enable a user to configure the 

test parameters of measurement/test equipment 107 without requiring being in the 

presence of that equipment 107.

It is to be understood that the above-described arrangements are only 

15 illustrative of the application of the principles of the illustrated embodiments.

Numerous modifications and alternative arrangements may be devised by those skilled 

in the art without departing from the scope of the illustrated embodiments, and the 

appended claims are intended to cover such modifications and arrangements.
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CLAIMS

1. A method comprising:

storing, at a cloud host device, a plurality of test device configuration 

instructions that each include parameters for configuring a plurality of cable network 

testing devices to perform different cable network testing procedures;

receiving, at the cloud host device and from a first computing device, 

each of the following:

a selection of a cable network testing device from the plurality of 

cable network testing devices, wherein the selected cable network testing device 

is separate from the first computing device,

a user-defined test device configuration instruction to add to the 

plurality of test device configuration instructions, wherein the user-defined test 

device configuration instruction includes parameters for configuring the selected 

cable network testing device to perform a cable network testing procedure, and

a first selection of test device configuration instructions from the 

plurality of test device configuration instructions to provide to the selected cable 

network testing device;

receiving, at the selected cable network testing device and from 

the cloud host device, one or more data packets that contain the first selected 

test device configuration instructions including the user-defined test device 

configuration instruction;

receiving, at the selected cable network testing device and from a 

user of the selected cable network testing device, a second selection of one or 

more test device configuration instructions from the first selected test device 

configuration instructions;

configuring the selected cable network testing device to perform 

one or more cable network testing procedures based on the second selected test 

device configuration instructions; and
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performing, by the selected cable network testing device, the one or 

more cable testing procedures in accordance with the second selected test device 

configuration instructions.

2. The method as recited in claim 1, wherein the one or more data 

packets are wirelessly received by the selected cable network testing device.

3. The method as recited in claim 2, wherein the selected cable 

network testing device couples to the cloud host device via a Wide Area Network 

(WAN).

4. The method as recited in claim 1, wherein the selected cable test 

device couples to a separate communication device and wherein the communication 

device wirelessly couples to the cloud host device via a Wide Area Network (WAN).

5. The method as recited in claim 1, wherein the plurality of test 

device configuration instructions prescribe at least one of: a cable media type to be 

tested; a cable type to be tested; and test types assigned.

6. The method as recited in claim 1, wherein the plurality of test 

device configuration instructions prescribe at least one of: a designated cable end to be 

tested; setup parameters for controlling testing measurements of a cable; assignment of 

cables associated with each test type; labeling schemes associated with each cable to be 

tested; and types of test results data to be captured in the testing device.

7. A system for testing cable networks comprising:

at least one cable test device configured to perform cabling testing 

pursuant to a cabling testing configuration;

a cloud host device configured to couple to the at least one test device 

for transmission of data therewith, the cloud host device including:
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a database that store a plurality of cabling testing configurations 

each capable of configuring a cable test device to perform a cable testing procedure in 

accordance with predefined instructions; and

a processor that executes computer instructions to cause actions, the 

actions including:

receiving, from a first computing device that is separate from the 

at least one cable test device, each of:

a selection of a cable test device from the at least one cable test 

device,

a user-defined cabling testing configuration to add to the plurality 

of cabling testing configurations, wherein the user-defined cabling testing configuration 

capable of configuring the selected cable network testing device to perform a cable 

testing procedure, and

a first user selection of a subset of cabling testing configurations 

from the plurality of cabling testing configurations in the database; and

transmitting the first selected cabling testing configurations 

including the user-defined cabling testing configuration to the selected cable test 

device; and

wherein the at least one test device includes the selected cable test 

device, the selected cable test device includes a processor that executes computer 

instructions to cause actions, the actions including:

receiving, from the cloud host device, the first selected cabling 

testing configurations;

receiving a second user selection of one or more cabling testing 

configurations from the first selected cabling testing configurations; and

performing one or more cable testing procedures in accordance 

with the second selected cabling testing configuration.
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8. The system as recited in claim 7, wherein cabling testing includes 

performing at least one of a cabling certification, qualification, and verification of a 

cable.

9. The system as recited in claim 7, wherein the cloud host device is 

wirelessly coupled to the at least one cable test device.

10. The system as recited in claim 9, wherein the cable test device 

couples to the cloud host device via a Wide Area Network (WAN).

11. The system as recited in claim 7, wherein the selected cable test 

device couples to a separate communication device and wherein the communication 

device wirelessly couples to the cloud host device via a Wide Area Network (WAN).

12. The system as recited in claim 7, wherein the plurality of cabling 

testing configurations prescribe at least one of: a cable media type to be tested; a cable 

type to be tested; and test types assigned.

13. The system as recited in claim 7, wherein the plurality of cabling 

testing configurations prescribe at least one of: a designated cable end to be tested; 

setup parameters for controlling testing measurements of a cable; assignment of cables 

associated with each test type; labeling schemes associated with each cable to be tested; 

and types of test results data to be captured in the testing device.
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