(12) STANDARD PATENT
(19) AUSTRALIAN PATENT OFFICE

(11) Application No. AU 2016226500 B2

(54)  Title

Identity privacy in wireless networks

(61) International Patent Classification(s)

HO4W 8/04 (2009.01)
HO4W 8/18 (2009.01)

(21) Application No:

(87) WIPONo: WO16/140823

(30)  Priority Data

(31) Number
62/128,724

14/808,862

Publication Date:
Accepted Journal Date:

Applicant(s)
Qualcomm Incorporated

Inventor(s)

2016226500

HO4W 12/04 (2009.01)

(22)  Date of Filing:  2016.02.22

(32) Date (33) Country
2015.03.05 us
2015.07.24 us

2016.09.09
2020.02.06

Lee, Soo Bum;Palanigounder, Anand;Escott, Adrian Edward;Horn, Gavin Bernard

(74) Agent/ Attorney

Madderns Pty Ltd, GPO Box 2752, Adelaide, SA, 5001, AU

(56) Related Art
US 20030229787 A1

US 20100159924 A1




wo 2016/140823 A1 [N I 0T 000 YA

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

9 September 2016 (09.09.2016)

WIPOIPCT

(10) International Publication Number

WO 2016/140823 A1l

(51

eay)

(22)

(25)
(26)
(30)

1

(72

74

International Patent Classification:
HO4W 8/04 (2009.01) HO4W 12/04 (2009.01)
HO4W 8/18 (2009.01)

International Application Number:
PCT/US2016/018860

International Filing Date:

22 February 2016 (22.02.2016)
Filing Language: English
Publication Language: English
Priority Data:
62/128,724 5 March 2015 (05.03.2015) US
14/808,862 24 July 2015 (24.07.2015) Us

Applicant: QUALCOMM INCORPORATED [US/US];
ATTN: International IP Administration, 5775 Morehouse
Drive, San Diego, California 92121-1714 (US).

Inventors: LEE, Soo Bum; 5775 Morehouse Drive, San
Diego, California 92121 (US). PALANIGOUNDER,
Anand; 5775 Morehouse Drive, San Diego, California
92121 (US). ESCOTT, Adrian Edward; 5775 Morehouse
Drive, San Diego, California 92121 (US). HORN, Gavin
Bernard; 5775 Morehouse Drive, San Diego, California
92121 (US).

Agents: WEBB, Gregory P. et al.; Haynes and Boone,
LLP, 2323 Victory Avenue, Suite 700, Dallas, Texas
75219 (US).

(8D

(84)

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant'’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

as to the applicant's entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:

with international search report (Art. 21(3))

(34

Title: IDENTITY PRIVACY IN WIRELESS NETWORKS

eNB

ACCESE
Phgl

SEND ATTACH REQUEST 804

ME

508
/

SEND AUTHENTICATION REQUEST 512

SEND AUTHENTICATION INFORMATION REQUEST 508 /

CHECK PugI
AND DERIVE
NEXT PRSI

SEND AUTHENTICATION INFORMATION RESPONGE 510

{FIRM NEXT

SEND ACKNOWLEDGEMENT TOKEN 518

FIG.5

518

UPDATE
BIs! WITH
NEXT Pid]

(57) Abstract: Systems and techniques are disclosed to protect a user equipment's international mobile subscriber identity by provid-
ing a privacy mobile subscriber identity instead. In an attach attempt to a serving network, the UE provides the PMSI instead of
IMSI, protecting the IMSI from exposure. The PMSI is determined between a home network server and the UE so that intermediate
node elements in the serving network do not have knowledge of the relationship between the PMSI and the IMSI. Upon receipt of
the PMSI in the attach request, the server generates a next PMSI to be used in a subsequent attach request and sends the next PMSI
to the UE for confirmation. The UE confirms the next PMSI to synchronize between the UE and server and sends an acknowledg-
ment token to the server. The UE and the server then each update local copies of the current and next PMSI values.
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IDENTITY PRIVACY IN WIRELESS NETWORKS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims the benefit of U.S. Nonprovisional Patent
Application No. 14/808.,862, filed July 24, 2015 which claims the benefit of U.S.
Provisional Patent Application No. 62/128,724, filed March 5, 2015, and entitled
“Identity Privacy in Wireless Networks,” the disclosure of both which are incorporated

by reference herein in their entirety.

TECHNICAL FIELD
[0002] This application relates to wireless communication systems, and more
particularly to increasing the privacy of subscriber identities during wireless

communication.

BACKGROUND

[0003] To receive services from a network, an unknown user equipment (UE) needs to
register with the network or otherwise become known to the network. This is
accomplished using a network attach procedure. As part of the attach procedure, the UE
sends its international mobile subscriber identity (IMSI) number. The IMSI is a unique
identification that the UE uses on all networks it communicates with (or which
communicate on its behalf). The UE sends the IMSI with the attach request that is
received at a mobility management entity (MME).

[0004] In an attempt to protect the IMSI from eavesdroppers and tracking, a temporary
mobile subscriber identity (TMSI) can be used after initially authenticating the UE. The
TMSI is local to a specific area and, therefore, must be reassigned in each area. Further,
the TMSI is first assigned after the UE provides the IMSI for initial authentication (and
so that the assignment of the TMSI can be associated with the UE’s real identity).
Sometimes a globally unique temporary UE identity (GUTI) is provided in the initial
attach request instead of IMSIL. Where the UE sends a GUTI instead its IMSI, the MME
requests identification from other network elements that may have interacted with the
UE previously. If the UE is known to other network elements, those other network

elements respond with the IMSL. If the UE is not known, the MME then asks the UE to
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provide its IMSI for identification that is later used for update procedures with a
location register.

[0005] Under any of the approaches above, the IMSI is still vulnerable. The IMSI is
either included in the initial attach request or must be provided later in order to be
authenticated. Thus, the IMSI may be monitored passively via the over-the-air traffic
and used to determine a user identity. Oftentimes the IMSI in the attach request is in
plaintext, rendering the IMSI even more vulnerable to monitoring. Even in scenarios
where the UE does not send the IMSI, the MME still obtains the actual IMSI from other
network elements, and several different network elements may store the actual IMSI
(e.g., the MME, a serving gateway (S-GW), and/or a PDN gateway (P-GW)). This
leaves the IMSI vulnerable and dependent on the trustworthiness of the serving

network.

SUMMARY

[0006] One aspect of an embodiment of the disclosure provides a method for network
access by a user equipment (UE), comprising: sending, from the UE, a privacy mobile
subscriber identity (PMSI) as a direct substitute for an international mobile subscriber
identity (IMSI) to identify the UE with an initial attach message to a serving network;
receiving, from a server in communication with the serving network, an authentication
request that includes a next PMSI and a tracking index; deriving, by the UE, a UE-based
next PMSI from the PMSI and tracking index; generating, by the UE, an
acknowledgement of receipt in response to the UE-based next PMSI and the next PMSI
matching; and sending, from the UE, the acknowledgment of receipt of the next PMSI
to the server. Another aspect of an embodiment of the disclosure provides a method for
network access by a user equipment (UE), comprising: initiating, by a UE, registration
with a serving network via an over-the-air connection; generating, by the UE, a
proposed privacy mobile subscriber identity (PMSI) to be a substitute for an
international mobile subscriber identity (IMSI); transmitting, by the UE to the serving
network, the proposed PMSI via the over-the-air connection; and using, by the UE, the
proposed PMSI as an initial PMSI for an attach message in response to receiving an
acknowledgment message from the serving network indicating acceptance of the
proposed PMSL

[0007] Another aspect of an embodiment of the disclosure provides a user equipment

(UE) comprising: a memory configured to store a privacy mobile subscriber identity

2
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(PMSI); a transceiver configured to: send the PMSI as a direct substitute for an
international mobile subscriber identity (IMSI) to identify the UE with an initial attach
message to a serving network; and receive, from a server in communication with the
serving network, an authentication request that includes a next PMSI and a tracking
index; and a processor configured to: derive a UE-based next PMSI from the PMSI and
the tracking index; and generate an acknowledgment of receipt in response to the UE-
based next PMSI and the next PMSI matching, wherein the transceiver is further
configured send the acknowledgement of receipt to the server. Another aspect of an
embodiment of the disclosure provides a user equipment (UE) comprising: a processor
configured to generate a proposed privacy mobile subscriber identity (PMSI) to be a
substitute for an international mobile subscriber identity (IMSI); and a transceiver
configured to: initiate registration with a serving network via an over-the-air
connection; and transmit, to the serving network, the proposed PMSI via the over-the-
air connection, wherein the processor is further configured to use the proposed PMSI as
an initial PMSI for an attach message in response to receiving an acknowledgment
message from the serving network indicating acceptance of the proposed PMSIL.

[0008] Another aspect of an embodiment of the disclosure provides a non-transitory
computer-readable medium having program code recorded thereon, the program code
comprising: code for causing a user equipment (UE) to send a privacy mobile subscriber
identity (PMSI) as a direct substitute for an international mobile subscriber identity
(IMSI) to identify the UE with an initial attach message to a serving network; code for
causing the UE to receive, from a server in communication with the serving network, an
authentication request that includes a next PMSI and a tracking index; code for causing
the UE to derive a UE-based next PMSI from the PMSI and the tracking index; code for
causing the UE to compare the UE-based next PMSI to the next PMSI received as part
of the authentication request to determine if there is a match of PMSI synchronization
between the UE and the server; code for causing the UE, in response to determining the
match, to generate an acknowledgement of receipt in response to the UE-based next
PMSI and the next PMSI matching; and code for causing the UE to send the
acknowledgment of receipt of the next PMSI to the server.

[0009] Another aspect of an embodiment of the disclosure provides a method for setting
up network access with a server on a network, comprising: receiving, from a user
equipment (UE) via one or more network elements in an intervening serving network, a

privacy mobile subscriber identity (PMSI) as a direct substitute for an international
3
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mobile subscriber identity (IMSI) to identify the UE from an initial attach message;
determining, by the server, a next PMSI based on the PMSI; transmitting, from the
server, authentication information to the serving network that includes the next PMSI
and a tracking index, as part of authentication; and receiving, from the UE via the
serving network, an acknowledgement of receipt that includes confirmation of the next
PMSI with an acknowledgement token generated in response to a UE-based next PMSI,
derived by the UE from the PMSI and the tracking index, matching the next PMSI.
[0010] Another aspect of an embodiment of the disclosure provides a server
comprising: a database configured to store a plurality of privacy mobile subscriber
identities (PMSI) of user equipment (UE); a transceiver configured to receive, via one
or more network elements in an intervening serving network from a UE, a privacy
mobile subscriber identity (PMSI) as a direct substitute for an international mobile
subscriber identity (IMSI) to identify the UE from an initial attach message; and a
processor configured to determine a next PMSI for the UE based on the PMSI; wherein
the transceiver is further configured to transmit authentication information to the
serving network that includes the next PMSI and a tracking index, as part of
authentication, and receive an acknowledgement of receipt that includes confirmation of
the next PMSI, with an acknowledgement token generated in response to a UE-based
next PMSI derived from the PMSI and the tracking index matching the next PMSI, from
the UE via the serving network.

[0011] Another aspect of an embodiment of the disclosure provides a non-transitory
computer-readable medium having program code recorded thereon, the program code
comprising: code for causing a server to receive, from a user equipment (UE) via one or
more network elements in an intervening serving network, a privacy mobile subscriber
identity (PMSI) as a direct substitute for an international mobile subscriber identity
(IMSI) to identify the UE from an initial attach message; code for causing the server to
determine a next PMSI based on the PMSI; code for causing the server to transmit
authentication information to the serving network that includes the next PMSI and a
tracking index, as part of authentication; and code for causing the server to receive,
from the UE via the serving network, an acknowledgement of receipt that includes
confirmation of the next PMSI with an acknowledgement token generated in response to
a UE-based next PMSI, derived by the UE from the PMSI and the tracking index,
matching the next PMSI.

3a
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BRIEF DESCRIPTION OF THE DRAWINGS

[0012] FIG. 1 illustrates a wireless communication network in accordance with various

aspects of the present disclosure.
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[0013] FIG. 2 is a block diagram of an exemplary UE according to embodiments of the
present disclosure.

[0014] FIG. 3 is a block diagram of an exemplary server according to embodiments of
the present disclosure.

[0015] FIG. 4 is a block diagram illustrating an exemplary transmitter system in
accordance with various aspects of the present disclosure.

[0016] FIG. 5 is a protocol diagram illustrating some signaling aspects between a UE,
serving network, and home network for supporting identity privacy in wireless networks
in accordance with various aspects of the present disclosure.

[0017] FIG. 6A is a flowchart illustrating an exemplary method for a UE initiating an
attach process in accordance with various aspects of the present disclosure.

[0018] FIG. 6B is a flowchart illustrating an exemplary method for a server acting in an
attach process in accordance with various aspects of the present disclosure.

[0019] FIG. 7A is a flowchart illustrating an exemplary method for PMSI initialization
with respect to a UE in accordance with various aspects of the present disclosure.

[0020] FIG. 7B is a flowchart illustrating an exemplary method for PMSI initialization

with respect to a server in accordance with various aspects of the present disclosure.

DETAILED DESCRIPTION

[0021] The detailed description set forth below, in connection with the appended
drawings, is intended as a description of various configurations and is not intended to
represent the only configurations in which the concepts described herein may be
practiced. The detailed description includes specific details for the purpose of providing
a thorough understanding of the various concepts. However, it will be apparent to those
skilled in the art that these concepts may be practiced without these specific details. In
some instances, well-known structures and components are shown in block diagram
form in order to avoid obscuring such concepts.

[0022] The techniques described herein may be used for various wireless
communication networks such as CDMA, TDMA, FDMA, OFDMA, SC-FDMA and
other networks. The terms “network™ and “system” are often used interchangeably. A
CDMA network may implement a radio technology such as Universal Terrestrial Radio
Access (UTRA), cdma2000, etc. UTRA includes Wideband CDMA (WCDMA) and

other variants of CDMA. cdma2000 covers IS-2000, IS-95 and IS-856 standards. A
4
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TDMA network may implement a radio technology such as Global System for Mobile
Communications (GSM). An OFDMA network may implement a radio technology such
as Evolved UTRA (E-UTRA), Ultra Mobile Broadband (UMB), IEEE 802.11 (Wi-Fi),
IEEE 802.16 (WiMAX), IEEE 802.20, Flash-OFDMA, etc. UTRA and E-UTRA are
part of Universal Mobile Telecommunication System (UMTS). 3GPP Long Term
Evolution (LTE) and LTE-Advanced (LTE-A) are new releases of UMTS that use E-
UTRA. UTRA, E-UTRA, UMTS, LTE, LTE-A and GSM are described in documents
from an organization named “3rd Generation Partnership Project” (3GPP). CDMA2000
and UMB are described in documents from an organization named “3rd Generation
Partnership Project 2” (3GPP2). The techniques described herein may be used for the
wireless networks and radio technologies mentioned above as well as other wireless
networks and radio technologies, such as a next generation (e.g., 5™ Generation (5G))
network. Embodiments of this disclosure are directed to any type of modulation scheme
that may be used on any one or more of the above-recited networks and/or those yet to
be developed.

[0023] Embodiments of the present disclosure introduce systems and techniques to
protect a user equipment’s international mobile subscriber identity by providing a
privacy mobile subscriber identity (PMSI) instead. In an embodiment, the UE initiates
an attach request to a serving network. Instead of providing the IMSI or associated
information that some element on the serving network can still use to access to the
IMSI, the UE provides with the attach request the PMSI. The PMSI is then used
throughout the process, such that the IMSI is not required between the UE and the
server. In an embodiment, each PMSI (both for each UE and for different iterations for a
specific UE) is unique from the others. This protects the IMSI from eavesdropping and
from any potentially malicious elements in the serving network. Continuing with this
example, elements of the serving network pass on the PMSI as part of an authentication
information request to a server on the UE’s home network (e.g., a home subscriber
server (HSS)). The HSS locates the PMSI to identify the corresponding UE and
provides an authentication information response to the network element. As part of the
response, the HSS also derives a next PMSI that the UE will use for a subsequent attach
request, checks for PMSI collisions, and provides the next PMSI and a PMSI tracking
index to the network elements in the serving network for passing along to the UE.
[0024] The next PMSI and PMSI tracking index can be provided in encrypted form. In

encrypted form, the next PMSI and PMSI tracking index remain protected from
5
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potentially malicious network elements in the serving network and from eavesdropping.
The UE receives the encrypted next PMSI and PMSI tracking index and is able to
decrypt them. The UE derives its own copy of the next PMSI to confirm that the UE and
HSS are synchronized. After confirming that the next PMSI is synchronized between
the UE and HSS, the UE sends an acknowledgment token to the server. The UE and the
server then each update local copies of the current and next PMSI values. The HSS does
not need to store every iteration of the PMSI for the UE. Instead, the HSS can arrive at
any iteration of the PMSI based on an initial PMSI value and a desired PMSI tracking
index value.

[0025] In a further embodiment, the initial PMSI may be agreed upon between the UE
and the HSS. In an embodiment, the initial PMSI is agreed upon at subscriber
registration, such that the initial PMSI is provisioned to a SIM card of the UE and
registered to the HSS. In another embodiment, the UE is not provisioned with the PMSI
at subscriber registration but rather initiates over-the-air registration with the HSS. The
UE may generate an initial PMSI value and, after encrypting the initial PMSI value
using the public key of the HSS (or other shared key between the UE and the HSS),
send the proposed initial PMSI to the HSS. The HSS may decrypt the initial PMSI from
the UE with a corresponding private key and determine whether the PMSI collides with
any other existing PMSI values registered with the HSS. Upon confirming there are no
collisions, the HSS may acknowledge the initial PMSI to the UE and store it for use
when the UE later initiates its first attach request.

[0026] FIG. 1 illustrates a wireless communication network 100 in accordance with
various aspects of the present disclosure. The wireless communication network 100 may
include a number of UEs 102, as well as a number of base stations 104. A single UE
102 and single base station 104 have been illustrated in FIG. 1 for simplicity of
illustration and explanation only. The base station 104 may include an evolved Node B
(eNodeB). A base station may also be referred to as a base transceiver station or an
access point.

[0027] The base station 104 communicates with the UE 102 as shown. A UE 102 may
communicate with the base station 104 via an uplink and a downlink. The downlink (or
forward link) refers to the communication link from the base station 104 to the UE 102.
The uplink (or reverse link) refers to the communication link from the UE 102 to the

base station 104.
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[0028] UEs 102 may be dispersed throughout the wireless network 100, and each UE
102 may be stationary or mobile. The UE 102 may also be referred to as a terminal, a
mobile station, a subscriber unit, etc. The UE 102 may be a cellular phone, a
smartphone, a personal digital assistant, a wireless modem, a laptop computer, a tablet
computer, etc. The wireless communication network 100 is one example of a network to
which various aspects of the disclosure apply.

[0029] Also illustrated in FIG. 1 is a mobility management entity (MME) 106. The
MME 106 may be in charge of control plane functions related to subscribers (e.g., UE
102) and session management. For example, the MME 106 may provide mobility
session management as well as support for handovers to other networks, roaming, and
subscriber authentication. The MME 106 may assist in selection of an S-GW during an
initial attach of the UE 102, non-access stratum (NAS) signaling, NAS signaling
security, P-GW selection, bearer management functions including dedicated bearer
establishment, lawful interception of signaling traffic, and other functions to name just a
few examples. The MME 106 and the base station 104 may be in the same serving
network 108 (e.g., part of an evolved packet core (EPC)). As will be recognized, the
serving network 108 includes many other network elements that are not shown in FIG. 1
for simplicity of discussion of aspects of the present disclosure.

[0030] The MME 106 communicates with a server 112 in a home network 114. In an
embodiment, the server 112 is a home subscriber server (HSS), which among other
things maintains the home location register (HLR) that is in charge of storing and
updating one or more databases that maintain user subscription information. Among
other things, the server 112 in the home network 114 has a copy of the IMSI (user
identification/addressing) for the UE 102. The server 112 may also maintain user profile
information that identifies service subscription states and/or quality-of-service (QoS)
information (e.g., maximum allowed bit rate, allowed traffic class, etc.). The server 112
may also include authentication functions, such as managing security information
generation from user identity keys and provision of the security information to the HLR
(and other network entities). With the security information, network-UE authentication
may be performed. One server 112 is illustrated in FIG. 1 for purposes of simplicity of
illustration and explanation. The home network 114 may include multiple HSS. For
example, the number of HSS may depend upon the number of mobile subscribers,

equipment capacity, and network organization. The MME 106 may communicate with
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the server 112 via the network 110, which may be a direct or indirect connection of
various types as will be recognized.

[0031] As will be described in more detail below with respect to subsequent figures
including the protocol diagram illustrating some signaling aspects between a UE,
serving network, and home network (and associated server) for supporting identity
privacy in wireless networks, the UE 102 may communicate with the serving network
108 and the home network 114 using a privacy mobile subscriber identity (PMSI) to the
exclusion of an IMSI. The PMSI may be a unique number that is associated specifically
with the UE 102 and that is maintained by both the UE 102 and the server 112. In
embodiments of the present disclosure, the PMSI may include an initial PMSI that is
agreed upon and kept at both the UE 102 and the server 112. A particular value for the
UE 102’s PMSI may be used once, such that each subsequent time the UE 102 initiates
an attach request a new PMSI value is provided as part of the request. The UE 102 and
the server 112 may store only the initial PMSI agreed upon and an index. As a result,
any PMSI value may be subsequently derived based on the initial PMSI and a shared
knowledge of a specific index value to describe how many derivation iterations should
be performed to arrive at a specific PMSI at both the UE 102 and the server 112 (e.g.,
such that the UE 102 and the server 112 remain in agreement as to the particular PMSI
that is used for a given session).

[0032] In an example, the UE 102 may send, as part of its initial attach request to the
base station 104, its PMSI instead of IMSI. The base station 104 then forwards the
attach request with the UE’s PMSI to the MME 106. The MME 106 includes the PMSI
in an authentication information request to the server 112 in the home network 114. The
server 112 is able to identify the UE 102 based on the PMSI provided in the initial
attach request/authentication information request from the MME 106, so that the IMSI
does not have to be provided to the serving network 108. Communication back to the
UE 102 from the server 112 would also be based on/include the PMSI instead of IMSI
as well. Use of PMSI instead of IMSI at all of these stages in the communication path
reduces the risk of over-the-air eavesdropping between the UE 102 and the base station
104 and eliminates the availability of the UE 102’s IMSI from any network elements in
the serving network 108, since the PMSI would be stored instead of the IMSL.

[0033] FIG. 2 is a block diagram of an exemplary UE 102 according to embodiments of
the present disclosure. The UE 102 may have any one of many configurations described

above. The UE 102 may include a processor 202, a memory 204, a PMSI module 208, a
8
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transceiver 210, and an antenna 216. These elements may be in direct or indirect
communication with each other, for example via one or more buses.

[0034] The processor 202 may include a central processing unit (CPU), a digital signal
processor (DSP), an application-specific integrated circuit (ASIC), a controller, a field
programmable gate array (FPGA) device, another hardware device, a firmware device,
or any combination thereof configured to perform the operations described herein with
reference to the UE 102 introduced above with respect to FIG. 1 and discussed in more
detail below. The processor 202 may also be implemented as a combination of
computing devices, e.g., a combination of a DSP and a microprocessor, a plurality of
Microprocessors, one or more microprocessors in conjunction with a DSP core, or any
other such configuration.

[0035] The memory 204 may include a cache memory (e.g., a cache memory of the
processor 202), random access memory (RAM), magnetoresistive RAM (MRAM),
read-only memory (ROM), programmable read-only memory (PROM), erasable
programmable read only memory (EPROM), electrically erasable programmable read
only memory (EEPROM), flash memory, solid state memory device, hard disk drives,
other forms of volatile and non-volatile memory, or a combination of different types of
memory. In an embodiment, the memory 204 includes a non-transitory computer-
readable medium. The memory 204 may store instructions 206. The instructions 206
may include instructions that, when executed by the processor 202, cause the processor
202 to perform the operations described herein with reference to the UE 102 in
connection with embodiments of the present disclosure. Instructions 206 may also be
referred to as code. The terms “instructions” and “code” should be interpreted broadly
to include any type of computer-readable statement(s). For example, the terms
“instructions” and “code” may refer to one or more programs, routines, sub-routines,
functions, procedures, etc. “Instructions” and “code” may include a single computer-
readable statement or many computer-readable statements.

[0036] The PMSI module 208 may be used for various aspects of the present disclosure.
For example, the PMSI module 208 may be involved in the initial provisioning of the
PMSI for the specific UE 102. In an embodiment, the PMSI is provisioned to the UE
102 at the same time as the IMSI for the UE 102. For example, in some instances the
PMSI is provisioned along with the IMSI during subscriber registration with an HSS,
such as the server 112 in FIG 1. This provisioning may occur in a SIM card on the UE

102 at the time of manufacture. In another embodiment, the IMSI may be provisioned
9
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before the PMSI is agreed upon between the UE 102 and the server 112. For example,
the UE 102 and the server 112 may agree upon a first (initial) PMSI over-the-air after
the IMSI has already been provisioned for the UE 102. When the PMSI is agreed upon
over-the-air, the UE 102 may generate a proposed initial PMSI (as will be discussed in
more detail with respect to FIG. 7A below) and encrypt the proposed initial PMSI with
a public key provided by the server 112. In this way, the proposed initial PMSI
transmitted by the UE 102 may be protected from eavesdropping and potentially
compromised network elements in the serving network 108. The server 112 maintains a
corresponding private key and is able to decrypt the proposed initial PMSI. The server
112 may check the proposed initial PMSI against one or more databases to verify that
there are no collisions with any other UE’s PMSI maintained by the server 112 or
otherwise within the home network 114.

[0037] The PMSI module 208 may additionally be involved in PMSI
acknowledgement. As stated above, a particular PMSI value (based on an initial PMSI)
may be used only for a predetermined number of attach requests (e.g., one, two, three,
or more) such that different PMSI value is provided for subsequent attach requests. In
response to an attach request from the UE 102, the server 112 may generate a “next
PMSI” — the next PMSI value to be used in a subsequent session — and share the next
PMSI with the UE 102 as part of an authentication request in response to the initial
attach request. The UE 102’s PMSI module 208 may calculate its own next PMSI value
based on the stored initial PMSI and incremented index (as discussed further below) and
compare the local calculated next PMSI with the next PMSI received from the server
112. If there is a match, the PMSI module 208 may cause the UE 102 to generate a
response acknowledging the next PMSI to the server 112. If there is not a match, then
the PMSI module 208 may update its local index with an index received from the server
112 with the next PMSI such that after recomputation the values match.

[0038] The transceiver 210 may include a modem subsystem 212 and a radio frequency
(RF) unit 214. The transceiver 210 is configured to communicate bi-directionally with
other devices, such as base stations 104. The modem subsystem 212 may be configured
to modulate and/or encode the data from the PMSI module 208 according to a
modulation and coding scheme (MCS), e.g., a low-density parity check (LDPC) coding
scheme, a turbo coding scheme, a convolutional coding scheme, etc. The RF unit 214
may be configured to process (e.g., perform analog to digital conversion or digital to

analog conversion, etc.) modulated/encoded data from the modem subsystem 212 (on
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outbound transmissions) or of transmissions originating from another source such as a
base station 104. Although shown as integrated together in transceiver 210, the modem
subsystem 212 and the RF unit 214 may be separate devices that are coupled together at
the UE 102 to enable the UE 102 to communicate with other devices.

[0039] The RF unit 214 may provide the modulated and/or processed data, e.g. data
packets (or, more generally, data messages which may contain one or more data packets
and other information, including PMSI values), to the antenna 216 for transmission to
one or more other devices. This may include, for example, transmission of data
messages to the base station 104 according to embodiments of the present disclosure.
The antenna 216 may further receive data messages transmitted from the base station
104 and provide the received data messages for processing and/or demodulation at the
transceiver 210. Although FIG. 2 illustrates antenna 216 as a single antenna, antenna
216 may include multiple antennas of similar or different designs in order to sustain
multiple transmission links.

[0040] FIG. 3 is a block diagram of an exemplary server 112 according to embodiments
of the present disclosure. The server 112 may include a processor 302, a memory 304, a
PMSI module 308, a database 310, and a transceiver 312. These elements may be in
direct or indirect communication with each other, for example via one or more buses.
As mentioned above with respect to FIG. 1, the server 112 may be an HSS that provides
home location register and authentication functionality, to name just two examples.
[0041] The processor 302 may include a CPU, a DSP, an ASIC, a controller, a FPGA
device, another hardware device, a firmware device, or any combination thereof
configured to perform the operations described herein with reference to the server 112
introduced in FIG. 1 above. The processor 302 may also be implemented as a
combination of computing devices, e.g., a combination of a DSP and a microprocessor,
a plurality of microprocessors, one or more microprocessors in conjunction with a DSP
core, or any other such configuration.

[0042] The memory 304 may include a cache memory (e.g., a cache memory of the
processor 302), RAM, MRAM, ROM, PROM, EPROM, EEPROM, flash memory, a
solid state memory device, one or more hard disk drives, other forms of volatile and
non-volatile memory, or a combination of different types of memory. In an
embodiment, the memory 304 includes a non-transitory computer-readable medium.
The memory 304 may store instructions 306. The instructions 306 may include

instructions that, when executed by the processor 302, cause the processor 302 to
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perform the operations described herein with reference to the server 112 in connection
with embodiments of the present disclosure. Instructions 306 may also be referred to as
code, which may be interpreted broadly to include any type of computer-readable
statement(s) as discussed above with respect to FIG. 2.

[0043] The PMSI module 308 may be used for various aspects of the present disclosure.
For example, the PMSI module 308 may be involved in the initial provisioning of the
PMSI for the specific UE 102. In an embodiment, the PMSI is provisioned and stored in
the database 310 at the same time as the IMSI for the UE 102, for example during
subscriber registration. In another embodiment, the IMSI may be provisioned before the
PMSI is agreed upon between the server 112 and the UE 102. For example, the server
112 may agree upon a first (initial) PMSI over-the-air from the UE 102 after the IMSI
has already been provisioned for the UE 102. When agreed upon over-the-air, the server
112 may receive a proposed initial PMSI generated by, and received from, the UE 102
(as will be discussed in more detail with respect to FIG. 7B below). The proposed initial
PMSI may have been encrypted with a public key provided by the server 112 to the UE
102. As a result, the server 112 may decrypt the proposed initial PMSI using a
corresponding private key. In this way, the PMSI may be protected from eavesdropping
and potentially compromised network elements in the serving network 108. The server
112 may check the proposed initial PMSI against PMSI values in the database 310 to
verify that there are no collisions with any other UE’s PMSI maintained by the server
112 or otherwise within the home network 114.

[0044] The PMSI module 308 may additionally be involved the initial attach procedure
with the UE 102. The server 112 may receive the PMSI provided with the initial attach
request from the UE and check the PMSI against the PMSI values stored in the database
310. In response to the attach request from the UE 102, the server 112 may generate a
next PMSI and transmit the next PMSI to the UE 102 as part of an authentication
request response to the initial attach request. In response to receiving a response
acknowledging the next PMSI from the UE 102, the PMSI module 308 updates the
PMSI values stored in the database 310. For example, the current PMSI value becomes
a previous PMSI value and the next PMSI value becomes the current PMSI value
utilized for a subsequent interaction, such as a subsequent attach request from the UE
102.

[0045] For purposes of discussion, reference is made herein to four PMSI values: (1) an

initial PMSI, which is the initial agreed-upon PMSI value that the UE 102 and the
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server 112 use to derive subsequent PMSI values; (2) a current PMSI, which is the
PMSI value used in the current attach request procedure (e.g., the first time the UE 102
sends an initial attach request the current PMSI may equal the initial PMSI, while in
other embodiments the PMSI may be iterated one or more times so that the initial PMSI
is kept more secure even during the initial attach request); (3) a prior or previous PMSI,
which is the PMSI preceding the current PMSI (e.g., the PMSI used in the previous
attach request and/or the PMSI used to arrive at the current PMSI); and (4) a next PMSI,
which is the PMSI following the current PMSI (e.g., the PMSI derived by both the UE
102 and the sever 112 for agreement on what the PMSI should be for the next attach
procedure that the UE 102 initiates with any given serving network 108).

[0046] The database 310 may include one or more databases maintained by the server
112, for example the HLR mentioned above with respect to FIG. 1. The database 310
may track subscriber information such as user identification and addressing (including,
for example, the IMSI, PMSI (including initial PMSI, current PMSI, previous PMSI,
and/or next PMSI) PMSI tracking index, and mobile telephone number of all or a subset
of the subscribers), profile information (e.g. service subscription states), as well as
security information associated with each subscriber (e.g., security keys).

[0047] The transceiver 312 enables the server 112 to communicate to transmit and
receive data from external sources, such as other network elements within the home
network 114 or the serving network 108. The transceiver 312 may enable wireless
and/or wired communications. The transceiver 312 may include, for example, an
Ethernet connection, a WiFi connection, or other types of modem and/or RF subsystems
as will be recognized.

[0048] FIG. 4 is a block diagram illustrating an exemplary transmitter system 410 (e.g.,
a base station 104) and a receiver system 450 (e.g., a UE 102) in a MIMO system 400,
according to certain aspects of the present disclosure. At the transmitter system 410,
traffic data for a number of data streams is provided from a data source 412 to a transmit
(TX) data processor 414. The traffic data may include all manner of traffic, including
authentication requests from one or more MME entities according to aspects of the
present disclosure.

[0049] In a downlink transmission, for example, each data stream is transmitted over a
respective transmit antenna. The TX data processor 414 formats, codes, and interleaves
the traffic data for each data stream based on a particular coding scheme selected for

that data stream to provide coded data.
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[0050] The coded data for each data stream may be multiplexed with pilot data using
OFDM techniques. The pilot data, e.g., a pilot sequence, is typically a known data
pattern that is processed in a known manner and may be used at the receiver system to
estimate the channel response or other channel parameters. Pilot data may be formatted
into pilot symbols. The number of pilot symbols and placement of pilot symbols within
an OFDM symbol may be determined by instructions performed by processor 430.
[0051] The multiplexed pilot and coded data for each data stream is then modulated
(i.e., symbol mapped) based on a particular modulation scheme (e.g., BPSK, QSPK, M-
PSK, or M-QAM) selected for that data stream to provide modulation symbols. The
data rate, coding, and modulation for each data stream may be determined by
instructions performed by processor 430. The number of pilot symbols and placement of
the pilot symbols in each frame may also be determined by instructions performed by
processor 430, for example as described above with respect to FIGs. 2 or 3. The
transmitter system 410 further includes a memory 432, for example as described above
with respect to FIGs. 2 or 3 as well.

[0052] The modulation symbols for all data streams are then provided to a TX MIMO
processor 420, that may further process the modulation symbols (e.g., for OFDM). TX
MIMO processor 420 then provides Nt modulation symbol streams to Nt transmitters
(TMTR) 422, through 422,. In some embodiments, TX MIMO processor 420 applies
beamforming weights to the symbols of the data streams and to the antenna from which
the symbol is being transmitted. The transmitter system 410 includes embodiments
having only one antenna or having multiple antennas.

[0053] Each transmitter 422 receives and processes a respective symbol stream to
provide one or more analog signals, and further conditions (e.g., amplifies, filters, and
upconverts) the analog signals to provide a modulated signal suitable for transmission
over the MIMO channel. Ny modulated signals from transmitters 422a through 422¢ are
then transmitted from Nt antennas 424, through 424,, respectively. The techniques
described herein apply also to systems with only one transmit antenna. Transmission
using one antenna is simpler than the multi-antenna scenario. For example, there may be
no need for TX MIMO processor 420 in a single antenna scenario.

[0054] At receiver system 450, the transmitted modulated signals are received by Ngr
antennas 452, through 452, and the received signal from each antenna 452 is provided
to a respective receiver (RCVR) 454, through 454,. Each receiver 454 conditions (e.g.,

filters, amplifies, and downconverts) a respective received signal, digitizes the
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conditioned signal to provide samples, and further processes the samples to provide a
corresponding “received” symbol stream. The techniques described herein also apply to
embodiments of receiver system 450 having only one antenna 452.

[0055] An RX data processor 460 then receives and processes the Ni received symbol
streams from receivers 454, through 454, based on a particular receiver processing
technique to provide Ny detected symbol streams. The RX data processor 460 then
demodulates, deinterleaves, and decodes as necessary each detected symbol stream to
recover the traffic data for the data stream. The recovered traffic may include, for
example, information in an authentication information request from an MME according
to aspects of the present disclosure. The processing by RX data processor 460 can be
complementary to that performed by TX MIMO processor 420 and TX data processor
414 at transmitter system 410.

[0056] Information provided by the RX data processor 460 allows the processor 470 to
generate reports such as channel state information (CSI) and other information to
provide to the TX Data Processor 438. Processor 470 formulates a reverse link message
comprising the CSI and/or pilot request to transmit to the transmitter system.

[0057] The processor 470 may be implemented for example as described above with
respect to the processors described in FIGs. 2 or 3. In addition to reverse link messages,
the receiver system 450 may transmit other various types of information including
attach requests, acknowledgement tokens, and other information for establishing a
communication session as well as data during the communication session. The message
can be processed by a TX data processor 438, modulated by a TX MIMO processor 480,
conditioned by transmitters 454, through 454,, and transmitted back to transmitter
system 410. As shown, the TX data processor 438 may also receive traffic data for a
number of data streams from a data source 436.

[0058] At transmitter system 410, the modulated signals from receiver system 450 are
received by antennas 424, conditioned by receivers 422, demodulated by a demodulator
440, and processed by a RX data processor 442 to extract the reverse link message
transmitted by the receiver system 450. As a result, data may be sent and received
between the transmitter system 410 and the receiver system 450. The transmitter system
410 may also be used to transmit information it receives from the receiver system 450 to
other network elements within its serving network and receive information from one or

more other network elements in the serving network, as will be recognized. The
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embodiment illustrated in FIG. 4 is exemplary only, and embodiments of the present
disclosure are applicable to other transmitter/receiver systems not illustrated in FIG. 4.
[0059] FIG. 5 is a protocol diagram illustrating some signaling aspects between a UE,
serving network, and home network (and server) for supporting identity privacy in
wireless networks in accordance with various aspects of the present disclosure. For
simplicity of discussion, reference will be made to the elements shown in FIG. 1 (e.g.,
UE 102, base station 104 as eNB, MME 106, and server 112 as HSS) in describing the
actions in the protocol diagram of FIG. 5. Further for simplicity, discussion will focus
on those aspects of the protocol flow that describe aspects of embodiments of the
present disclosure instead of all aspects of the attach procedure (e.g., discussion will
focus on aspects in addition to, or different from, the 3GPP Standard with some overlap,
such as found in TS 23.401 5.3.2.1, or other attach procedures).

[0060] In action 502, the UE 102 accesses the current PMSI stored in the UE 102.
Where it is the first time that the UE 102 is attempting to attach to the serving network
108, the current PMSI may correspond to the initial PMSI (e.g., where the PMSI is
provisioned at the same time as the UE 102’s IMSI, or where the PMSI was agreed
upon later but before the attach request). In embodiments where prior attach procedures
have occurred, or where necessitated by PMSI collisions at the server 112, the current
PMSI stored in the UE 102 is the next PMSI that was agreed upon between the UE and
the server 112 during the prior attach procedure. The UE 102 may store one or more
PMSI values, including initial PMSI, current PMSI, previous PMSI, and/or next PMSL.
In some instances, the current PMSI is stored as a value distinct from the prior PMSI
value(s).

[0061] In some embodiments, the UE 102 derives the current PMSI from a previous
PMSI and a PMSI tracking index. For example, the PMSI tracking index may be
initialized at zero with the initial PMSI, and each time that the UE 102 and the server
112 successfully complete an attach procedure, the PMSI tracking index may be
incremented by a fixed value (e.g., 1) at both the UE 102 and the server 112. Thus, each
of the UE 102 and the server 112 may store [initial PMSI, PMSI tracking index] that
can be used to arrive at any iteration of the PMSI currently in use. Each may also store
[current PMSI, PMSI tracking index] and rely upon the PMSI tracking index to
determine whether reference needs to be made to the initial PMSI instead (e.g., where

the index values do not match between the UE 102 and the server 112).
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[0062] In action 504, the UE 102 sends an initial attach request to the serving network
108, for example by transmitting the initial attach request to the base station 104, which
then forwards on to the MME 106. The initial attach request includes the current PMSI
instead of the IMSI (or any other value that one or more elements within the serving
network 108 could use to associate with the IMSI of UE 102).

[0063] After the MME 106 receives the initial attach request during action 504, in
action 506 the MME 106 takes the information in the initial attach request and sends an
authentication information request to the server 112. The authentication information
request may include the current PMSI and a sequence number that refers to the serving
network 108 being accessed by the UE 102.

[0064] At action 508, after the server 112 has received the authentication information
request during action 506, the server 112 checks the PMSI included in the
authentication information request and (among other things) checks the PMSI against
one or more databases. As part of action 508, the server 112 decrypts the PMSI (where
PMSI has been encrypted). For example, the server 112 may decrypt the PMSI using a
private key associated with a public key utilized to encrypt the PMSI. The server 112
compares the PMSI to the values stored, for example, in the database 310 described in
FIG. 3 above. When the server 112 finds a match between PMSI values, the server 112
may also check for the IMSI corresponding to the current PMSI received from the UE
102.

[0065] When there is a match of PMSI values, as part of action 508 the server 112 (e.g.,
the PMSI module 308) cane derive the next PMSI for inclusion in an authentication
response to the MME 106. In an embodiment, the next PMSI is derived as follows. The
PMSI tracking index is incremented by a fixed amount, 1 for example, and concatenated
to the current PMSI value stored in the database 310 (and as identified in the
authentication information request from the MME 106). This value is included as an
input into another derivation function, together with a Kpygr value. The Kpysr is the
PMSI generation key. For example, Kpys; may be created by using a key derivation
function (KDF) that has an original key K (e.g., an EPS master key) and a PMSI
derivation context CTX as inputs (e.g., Kpvsi = KDF(K, CTX)). CTX may be a context,
e.g. a string such as “PMSI generation” — by using the context in key generation, the
same key K may be used to generated different keys, such as by incorporating different

contexts to result in differing key generation results.

17



WO 2016/140823 PCT/US2016/018860

[0066] The Kppsy value and the PMSI concatenated with the index are hashed together
in a function (e.g., (result = HMAC(Kppsi, PMSI | index), where | is the concatenation
operator)). The result of the function may be truncated so that the output of the HMAC
function (a keyed-hash message authentication code) is limited to a fixed number of
digits (e.g., 9-10 digits). The truncated result may then be concatenated with the mobile
network code (MNC) and the mobile country code (MCC) and the resulting value
becomes the next PMSI. This value, as a result of the truncation, may be in an
embodiment 15 digits long, though it will be recognized that other lengths (both longer
and shorter) are possible without departing from the scope of the present disclosure. The
overall operation may be described in an embodiment as follows:

next PMSI = MCC | MNC | Truncate(HMAC(Kppsi, PMSI | index)). (Eq. 1)
[0067] Generally speaking, the server 112 may store the PMSI (e.g., initial and/or
current PMSI) with the PMSI tracking index. The PMSI tracking index enables the
server 112 to compute the current PMSI from the initial PMSI by repeatedly hashing the
initial PMSI x number of times, where x equals the PMSI tracking index value. The
PMSI tracking index is also useful for accounting as well as for collision avoidance. For
example, the server 112 may check the generated next PMSI against other known PMSI
values to verify that there are no collisions with any other UE’s PMSI. Where there is a
collision the server 112 may increment the index (e.g. by 1) and repeat equation (1) with
the new PMSI-concatenated-index value.
[0068] At action 510, the server 112 takes the information generated and incorporates it
into an authentication information response to be sent to the MME 106. The next PMSI
may be encrypted for added security in the authentication information response, e.g. so
that the MME 106 is not able to discern the next PMSI between the UE 102 and the
server 112. For example, the next PMSI may be encrypted with an anonymity key that
is derived from Kpys; and a random number (RAND) (e.g., anonymity key =
function(Kpys;, RAND)).
[0069] The anonymity key is derived by placing the Kpmsi and a random number
RAND into a key derivation function as inputs. The key derivation function may be any
derivation function that is consistent with the 3GPP standard (or future
equivalent/similar standard), for example f5*. In an embodiment, the key derivation
function may be an HMAC function. Thus, in an embodiment the anonymity key may

be derived by HMAC(Kpms, RAND). In an alternative embodiment, the anonymity key
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may be a key encryption key (KEK) where the initial serving network 108
authentication is enabled.

[0070] As part of action 510, the server 112 can send the authentication information
response to the MME 106. The authentication information response may include,
among other things, an authentication vector and the next PMSI/PMSI tracking index in
encrypted form (as encrypted by the anonymity function whose derivation is described
above). In an embodiment, the authentication vector may itself include an authentication
token, expected response, random number, and local master key Kasmp. Thus, in
addition to what may be traditionally included for the authentication vector,
embodiments of the present disclosure also include a next PMSI and PMSI tracking
index for synchronization with the UE 102. The MME 106 may store the authentication
vector but, in some embodiments, does not store the encrypted PMSI/PMSI tracking
index.

[0071] At action 512, the MME 106 engages in mutual authentication with the UE 102
by sending an authentication request to the UE 102. The authentication request takes
information obtained from the authentication information response of action 510. For
example, the MME 106 may keep the expected response as part of the authentication
and passes on the authentication token, random number, eUTRAN key set identifier
(eKSI), as well as the encrypted next PMSI and PMSI tracking index.

[0072] At action 514, the UE 102 (in addition to traditional mutual authentication
procedures with the MME 106) confirms the next PMSI and generates an
acknowledgement token for return to the server 112. In this regard, the UE 102 decrypts
the encrypted next PMSI and PMSI tracking index values from the authentication
request received in action 512. The UE 102 is able to decrypt the next PMSI and PMSI
tracking index values because the UE 102 has the shared secret key CTX (the PMSI
derivation key) that the server 112 (but not the MME 106) also has.

[0073] The UE 102 derives the next PMSI on its own in order to compare against the
next PMSI generated by the server 112 to confirm they are in sync. The UE 102 may
derive the next PMSI by hashing the current PMSI with the next PMSI tracking index.
Alternatively, the UE 102 may derive the next PMSI by repeatedly hashing the initial
PMSI x number of times, where x equals the PMSI tracking index value (either as saved
locally with the UE 102 or as decrypted from the server 112). The UE 102 then

compares the locally derived next PMSI with the next PMSI received from the server
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112. If the values match, then the UE 102 may proceed with generating an
acknowledgement token.

[0074] If the two next PMSI values do not match (e.g., where the UE 102 used its own
version of the PMSI tracking index), then the UE 102 and the server 112 are not in sync.
This may occur, for example, in situations where a message from the UE 102 or to the
UE 102 was dropped while in transit. In this scenario, the UE 102 may update its PMSI
tracking index to correspond to the PMSI tracking index received and decrypted from
the server 112. The UE 102 may then re-derive the next PMSI and compare again to the
next PMSI received and decrypted from the server 112.

[0075] With the next PMSI confirmed, which will be used as the current PMSI value
for a subsequent attach procedure, the UE 102 may proceed with generating the
acknowledgment token. The acknowledgment token may be generated by concatenating
an encrypted sequence number (used for synchronization) and a MAC-A value. The
encryption aspect involves encrypting a sequence number that is shared between the UE
102 and the server 112. The encryption may be performed by another anonymity key
that, in an embodiment, is different from the anonymity key described above at action
510 (e.g., the anonymity key here is derived using a different function that is consistent
with 3GPP standard or other standard). For example, the anonymity key used to encrypt
the sequence number may, itself, be generated by any of a variety of key derivation
functions that take, as inputs, the Kpysy described above and a random number.

[0076] The MAC-A value concatenated to the encrypted sequence number is generated
from a message authentication function (e.g., f1*) that takes as inputs another
anonymity key (e.g., different from any of the other anonymity keys described above),
the sequence number concatenated with a random number and an Authentication
Management Field (AMF) value. The anonymity key used as an input in the message
authentication function may be generated by another key derivation function that takes
as inputs the Kpysy and a random number. These functions and specific inputs are
described for simplicity of discussion. As will be recognized, other functions and inputs
to those functions may be used without departing from the scope of the present
disclosure.

[0077] At action 516, the UE 102 sends the acknowledgment token generated at action
514 back to the MME 106 and the server 112 as a PMSI acknowledgment message. The
PMSI acknowledgment message may include the authentication token generated and

described above with respect to action 514, as well as a random number (e.g., the same
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random number used in the key derivation function(s) above). In an embodiment, the
PMSI acknowledgment message may be piggybacked with other aspects of the attach
procedure (e.g., the ciphered options response message) from the UE 102 to the MME
106 not described in detail here. At the MME 106, the PMSI acknowledgement message
may be piggybacked from the MME 106 to the server 112 with another message (e.g.,
an update location request) sent to the server 112.

[0078] At action 518, upon receipt of the acknowledgment token the server 112 updates
the previous PMSI with the current PMSI value and the current PMSI with the next
PMSI value (that has been confirmed with the UE 102, and, therefore, is synchronized).
This is useful so that the PMSI value used in the attach procedure may still be used
between the server 112, the serving network 108, and the UE 102 during the established
session, for example during handoff to other MMEs so that the location of UE 102 may
be properly updated with the server 112 without disclosing the IMSI of UE 102. The
attach procedure may then continue to include other aspects that are traditionally
performed, although any use of IMSI is replaced by use of PMSI in accordance with the
present disclosure.

[0079] After successful authentication of the UE 102, e.g. as described above with
respect to FIG. 5, the server 112 may be required by law in some jurisdictions to
disclose the IMSI for the UE 102 to a requesting serving network, such as serving
network 108 illustrated in FIG. 1. According to aspects of the present disclosure, the
server 112 may in these circumstances still supply the PMSI in place of IMSI to protect
against the possibility of one or more malicious network elements, such as a malicious
MME 106.

[0080] Such a request may appear as follows (though not illustrated in FIG. 5). The
MME 106 may send an IMSI request of UE 102 to the server 112. According to
embodiments of the present disclosure, since the IMSI of UE 102 was not received by
the MME 106 during the attach procedure (or handover) but rather a PMSI, the MME
106 includes the received PMSI associated with UE 102 together with a Kpygr
encryption key. The Kpysr encryption key may be generated as the result from a
function, such as an HMAC function that has Kasme (Access Security Management
Entity) and an IMSI retrieval key as inputs. The Kasyvr is an MME 106 base key that is
known to both the MME 106 and the server 112.

[0081] In response to the IMSI request, the server 112 provides an IMSI response. In an

embodiment, the server 112 sends the PMSI with no other ability for the MME 106 to
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arrive at the IMSI. This may be possible, for example, because the server 112 still
maintains the association between PMSI and IMSI for the UE 102 that is the subject of
the IMSI request and therefore, for all intents PMSI provides the requested validation
since the server 112 will be able to access the same information using PMSI as using
IMSI. In another embodiment, the server 112 responds with the PMSI as well as an
encrypted version of the IMSI. For example, the server 112 may take both PMSI and
IMSI and encrypt them using Kpsi. As a result, the IMSI may be correctly decrypted
only by the MME 106 that validly owns the Kasme-

[0082] Turning now to FIG. 6A, a flowchart illustrates an exemplary method 600 for a
UE initiating an attach process using a PMSI in accordance with various aspects of the
present disclosure. The method 600 may be implemented in UE 102 that is in
communication with serving network 108 (e.g., base station 104 and MME 106 to
illustrate just two network elements of serving network 108). The method 600 will be
described with respect to a specific UE 102 for simplicity of discussion, though it will
be recognized that the aspects described herein may be applicable to a plurality of UEs
102. It is understood that additional steps can be provided before, during, and after the
steps of method 600, and that some of the steps described can be replaced or eliminated
for other embodiments of the method 600.

[0083] At step 602, the UE 102 accesses the current PMSI that will be used for the
initial attach request at step 604. As discussed above with respect to FIG. 5, the current
PMSI may be the initial PMSI stored at the UE 102 (e.g., in memory 204) if it is the
first attach attempt for the UE 102. In other embodiments where prior attach procedures
have occurred, the current PMSI is the next PMSI confirmed between the server 112
and the UE 102 during the prior attach procedure.

[0084] At step 604, once the current PMSI is retrieved the UE 102 sends an initial
attach request to the current serving network (e.g., 108 as illustrated in FIG. 1). The
initial attach request includes the retrieved current PMSI, instead of the IMSI or other
value that could be used to reconstruct the IMSI of UE 102, as well as other
information. The initial attach request may be received by the base station 104, which
forwards the request on to MME 106. After the MME 106 receives the initial attach
request, the MME 106 takes the information in the initial attach request and sends an
authentication information request, with the PMSI instead of IMSI, to the server 112.
[0085] At step 606, the UE 102 receives an authentication request from the MME 106

(e.g., via the base station 104) in the serving network 108 (for example as described
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above at action 512 of FIG. 5). The authentication request can include an encrypted next
PMSI and PMSI tracking index from the server 112, which the MME 106 may be
unable to access because it does not have the appropriate key to decrypt.

[0086] At step 608, the UE 102 decrypts the next PMSI and PMSI tracking index values
received as part of the authentication request from the MME 106. The UE 102 is able to
decrypt the next PMSI and PMSI tracking index values because the UE 102 has the
shared secret key that the server 112 used in generating the anonymity key that was used
to encrypt the values, as described above with respect to actions 508 and 514 of FIG. 5.
[0087] At step 610, the UE 102 derives the next PMSI value on its own (i.e., without
relying upon the next PMSI and PMSI tracking index received at step 608). In an
embodiment, the UE 102 derives the next PMSI value based on a previous PMSI value
and PMSI tracking index value stored at the UE 102 (e.g., in memory 204). In another
embodiment, the UE 102 derives the next PMSI value based on the initial PMSI value
stored with the UE 102 and the current value of the PMSI tracking index (e.g., hashing
the PMSI value a number of times equal to the current value of the PMSI tracking
index).

[0088] At step 612, the UE 102 (e.g., the processor 202 in cooperation with the PMSI
module 208) compares the locally derived next PMSI value with the received and
decrypted next PMSI value.

[0089] At decision step 614, if the locally derived next PMSI value and the received
and decrypted next PMSI value do not match, then the method 600 proceeds to step 616
where the UE 102 updates its local version of PMSI tracking index to equal the value of
the received and decrypted PMSI tracking index from the server 112. The method 600
then proceeds from step 616 back to step 610, where the process continues as described
above.

[0090] Returning to decision step 614, if the locally derived next PMSI value and the
received and decrypted next PMSI value do match, then the method 600 proceeds to
step 618.

[0091] At step 618, the UE 102 (e.g., the processor 202 in cooperation with the PMSI
module 208) generates an acknowledgment token to be sent to the server 112, for
example as described above with respect to action 514 of FIG. 5.

[0092] At step 620, the UE 102 sends the generated acknowledgement token to the
server 112, for example via one or more network elements of the serving network 108.

The UE 102 also updates its local PMSI values, for example by updating the previous
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PMSI to reflect the current PMSI value (the PMSI used in the current attach procedure)
and the current PMSI to reflect the synchronized next PMSI value. The UE 102 and the
serving network 108 may continue with establishing a communication session as will be
recognized.

[0093] FIG. 6B is a flowchart illustrating an exemplary method 630 for a server in an
attach process using a PMSI in accordance with various aspects of the present
disclosure. The method 630 may be implemented in server 112 that is in communication
with serving network 108 (e.g., MME 106 to illustrate just one network element
example of serving network 108). The method 630 will be described with respect to a
server 112 for simplicity of discussion, though it will be recognized that the aspects
described herein may be applicable to a plurality of servers 112. It is understood that
additional steps can be provided before, during, and after the steps of method 630, and
that some of the steps described can be replaced or eliminated for other embodiments of
the method 630.

[0094] At step 632, the server 112 receives an authentication information request from
the serving network 108, for example the MME 106, which includes the current PMSI
provided to the MME 106 by the UE 102 instead of its IMSI. As described above with
respect to action 506, the MME 106 sends the authentication information request based
on an initial attach request the MME 106 received from the UE 102.

[0095] At step 634, the server 112 (e.g., the processor 302 in cooperation with the PMSI
module 308 and database 310) checks the received PMSI against the PMSI values
already maintained at the server 112 (or accessible by the server 112 elsewhere) to
identify the specific UE 102 that corresponds to the received PMSI, for example as
described above with respect to action 508 of FIG. 5.

[0096] At step 636, after finding a match the server 112 increments a PMSI tracking
index associated with the received PMSI located in the database 310 (or accessible by
the server 112 elsewhere). The PMSI tracking index is maintained by the server 112 and
kept associated with the UE’s PMSI record. The PMSI tracking index enables the server
112 to compute any iteration of the UE 102’s PMSI based on the initial PMSI agreed
upon between the UE 102 and the server 112, as described above. This ability to arrive
at any iteration of the PMSI value also enables the server 112 to accomplish various
accounting and charging purposes. The server 112 also uses the PMSI tracking index to
address situations where collisions occur between a possible next PMSI value derived

by the server 112 and another PMSI value already maintained at the server 112 for
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another UE 102. In an embodiment, the PMSI tracking index may be incremented by a
value of 1 by way of example.

[0097] At step 638, the server 112 (for example the processor 302 in cooperation with
the PMSI module 308) derives a next PMSI. The server 112 may derive the next PMSI
based on the current PMSI received in the authentication information request at step 632
as well as the incremented PMSI tracking index from step 636, for example as described
above with respect to action 508 in FIG. 5. Similarly, the server may derive the next
PMSI based on the initial PMSI and a PMSI tracking index value.

[0098] At decision step 640, the server 112 checks the next PMSI derived at step 638
against other known PMSI values to verify that there are no collisions with any other
UE’s PMSL. If there is a collision, the method 630 proceeds back to step 636, where the
PMSI tracking index is incremented again and then the next PMSI derived at step 638
with the new PMSI tracking index value.

[0099] Returning to decision step 640, if there are no collisions then the method 630
proceeds to step 642. At step 642, the server 112 encrypts the next PMSI and
incremented PMSI tracking values, for example as described above with respect to
action 508 of FIG. 5. As discussed in FIG. 5, the encrypted next PMSI and PMSI
tracking index values may be included with an authentication information response
together with an authentication vector.

[0100] At step 644, the server 112 transmits the authentication information response
that includes the encrypted next PMSI and PMSI tracking index values to the MME
106. The MME 106 can then engage in mutual authentication with the UE 102. As part
of that mutual authentication, the MME 106 can transmit the encrypted next PMSI and
PMSI tracking index values without having decrypted the information at the MME 106.
[0101] After the UE 102 confirms the next PMSI value, for example according to one
or more of steps 608-616 of FIG. 6A, the method 600 proceeds to step 646. At step 646,
once the UE 102 has confirmed the next PMSI value or otherwise has completed
synchronization (e.g., by sending a new proposed next PMSI value, requesting a new
next PMSI value, or adjusting its local PMSI tracking index to reflect the value of the
received and decrypted PMSI tracking index), the server 112 receives an authentication
token from the UE 102 via the MME 106. In response, the server 112 then updates its
PMSI information (e.g., the server 112 updates the previous PMSI to reflect the current
PMSI value (the PMSI used in the current attach procedure) and the current PMSI to
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reflect the synchronized next PMSI value). The UE 102 and the serving network 108
may continue with establishing a communication session as will be recognized.

[0102] Turning now to FIG. 7A, a flowchart illustrates an exemplary method 700 for
PMSI initialization with respect to a UE in accordance with various aspects of the
present disclosure. The method 700 may be implemented in UE 102 that is in
communication with base station 104 and MME 106. The method 700 will be described
with respect to a single UE 102 for simplicity of discussion, though it will be recognized
that the aspects described herein may be applicable to a plurality of UEs 102. It is
understood that additional steps can be provided before, during, and after the steps of
method 700, and that some of the steps described can be replaced or eliminated for other
embodiments of the method 700.

[0103] At step 702, the UE 102 starts the initialization process. This may occur at the
time of provisioning of the UE 102 (e.g., programming the SIM card of the UE 102 with
IMSI and PMSI values according to aspects of the present disclosure) or at some later
time.

[0104] At decision step 704, the UE 102 determines whether it already has a PMSI that
was initialized at the time of provisioning. This may be done, for example, in
cooperation between the processor 202, memory 204, and PMSI module 208. If the
PMSI has already been initialized, then the method 700 proceeds to step 716 where the
initial PMSI is stored and the PMSI initialization method 700 ends. If the PMSI has not
already been initialized, then the method 700 proceeds to step 706.

[0105] At step 706, the processor 202 and the PMSI module 208 cooperate together and
generate a proposed initial PMSI. The proposed initial PMSI may be based upon any
variety of factors. In an embodiment, the proposed initial PMSI may be based upon the
UE 102’s IMSI, for example based on one or more hashing functions and/or iterations
combined with a random or pseudo-random number. In another embodiment, the PMSI
is not based upon the IMSI of the UE 102 but rather a random or pseudo-random
number, to name just a few examples, so that any eavesdroppers would be unable to
derive the IMSI from the PMSI.

[0106] At step 708, the processor 202 and the PMSI module 208 cooperate together and
encrypt the proposed initial PMSI generated at step 706. In an embodiment, the PMSI is
encrypted using a public key that the server 112 shared with the UE 102 at some time
previously. The server 112 has a corresponding private key for decrypting the PMSI

upon receipt.
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[0107] At step 710, the UE 102 transmits, via the transceiver 210, the encrypted PMSI
to the server 112, for example via the base station 104 and/or the MME 106.

[0108] At step 712, the UE 102 receives (via the transceiver 210) a response from the
server 112 acknowledging receipt of the proposed initial PMSI.

[0109] At decision step 714, the processor 202 and the PMSI module 208 cooperate
together and determine whether the response received from the server 112 indicates that
the server 112 accepted the proposed initial PMSI. If the response indicates that the
server 112 accepted the proposed initial PMSI, then the method 700 proceeds to step
716 where the initial PMSI is stored and method 700 ends. If the response indicates that
the server 112 did not accept the proposed initial PMSI, then the method 700 returns to
step 706 to generate a new proposed initial PMSI that is different from the one just
rejected. The proposed initial PMSI may be rejected, for example, where there is a
collision between the PMSI and any other PMSI of another associated UE already
stored, e.g. in the database 310 of the server 112.

[0110] The method 700 may repeat until a PMSI is arrived that is agreeable to both the
UE 102 and the server 112. In an alternative embodiment, if at decision step 714 the UE
102 determines that the server 112 did not accept the proposed initial PMSI, the UE 102
may also look at the response from the server 112 (the same or a different response as at
step 712) to identify whether the server 112 sent its own proposed initial PMSI for the
UE 102. In this embodiment, the UE 102 may check the proposed initial PMSI from the
server 112 to determine if it is acceptable or not to the UE 102. Barring any issues, the
UE 102 may accept the proposed initial PMSI from the server 112 and notify the server
112 of the acceptance. Once an initial PMSI is agreed upon, the initial PMSI is stored at
the UE 102 for subsequent use and the method 700 ends at step 716.

[0111] FIG. 7B is a flowchart illustrating an exemplary method 720 for an attach
process using a PMSI with respect to a server in accordance with various aspects of the
present disclosure. The method 720 will be described with respect to a single server 112
and single UE 102 for simplicity of discussion, though it will be recognized that the
aspects described herein may be applicable to any number of servers 112 and/or UEs
102. It is understood that additional steps can be provided before, during, and after the
steps of method 720, and that some of the steps described can be replaced or eliminated
for other embodiments of the method 720.

[0112] At step 722, the server 112 receives an encrypted, proposed initial PMSI from a

UE 102, for example via the transceiver 312.
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[0113] At step 724, the server 112 decrypts the received PMSI, for example by the
processor 302, memory 304, and PMSI module 308 in cooperation. In an embodiment,
the received PMSI was encrypted with a public key at the UE 102 that corresponds to a
private key kept at or for the server 112.

[0114] At step 726, the server 112 compares the received, decrypted PMSI with other
PMSI values that already exist for other UEs at the database 310 (or in any other
database at the server 112 or elsewhere that maintain information for a plurality of UEs
and which are accessible by the server 112).

[0115] At step 728, the server 112 determines whether there are any collisions between
the received, proposed initial PMSI and any other PMSI values stored or otherwise
accessible by the server 112.

[0116] At decision step 730, the server 112 decides to accept the proposed initial PMSI
or not, based on the determination at step 728. If the server 112 accepts the proposed
initial PMSI, the method 720 proceeds to step 734 where the server 112 sends an
acknowledgement of acceptance of the initial PMSI to the UE 102, and stores the initial
PMSI at the server 112 in the database 310 so that it is associated with the UE 102 (e.g.,
as part of the record the server 112 keeps for the UE 102).

[0117] If at decision step 730 the server 112 determines that it does not accept the
proposed initial PMSI, the method 720 proceeds to step 732 where the server 112
requests a new PMSI from the UE 102, which the server 112 transmits to the UE 102
and awaits a response. In an alternative embodiment, the server 112 may instead
generate on its own accord a proposed initial PMSI (in response to decision step 730)
and transmit that with the denial to the UE 102.

[0118] Information and signals may be represented using any of a variety of different
technologies and techniques. For example, data, instructions, commands, information,
signals, bits, symbols, and chips that may be referenced throughout the above
description may be represented by voltages, currents, electromagnetic waves, magnetic
fields or particles, optical fields or particles, or any combination thereof.

[0119] The various illustrative blocks and modules described in connection with the
disclosure herein may be implemented or performed with a general-purpose processor, a
DSP, an ASIC, an FPGA or other programmable logic device, discrete gate or transistor
logic, discrete hardware components, or any combination thereof designed to perform
the functions described herein. A general-purpose processor may be a microprocessor,

but in the alternative, the processor may be any conventional processor, controller,
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microcontroller, or state machine. A processor may also be implemented as a
combination of computing devices (e.g., a combination of a DSP and a microprocessor,
multiple microprocessors, one or more microprocessors in conjunction with a DSP core,
or any other such configuration).

[0120] The functions described herein may be implemented in hardware, software
executed by a processor, firmware, or any combination thereof. If implemented in
software executed by a processor, the functions may be stored on or transmitted over as
one or more instructions or code on a computer-readable medium. Other examples and
implementations are within the scope of the disclosure and appended claims. For
example, due to the nature of software, functions described above can be implemented
using software executed by a processor, hardware, firmware, hardwiring, or
combinations of any of these. Features implementing functions may also be physically
located at various positions, including being distributed such that portions of functions
are implemented at different physical locations. Also, as used herein, including in the
claims, “ or ” as used in a list of items (for example, a list of items prefaced by a phrase
such as “at least one of” or “one or more of”’) indicates an inclusive list such that, for
example, a list of [at least one of A, B, or C] means A or B or C or AB or AC or BC or
ABC (i.e., A and B and C).

[0121] Embodiments of the present disclosure include a user equipment (UE)
comprising means for sending a privacy mobile subscriber identity (PMSI) in place of
an international mobile subscriber identity (IMSI) to identify the UE with an initial
attach message to a serving network; means for receiving, from the serving network, an
authentication request that includes a next PMSI determined by a server in
communication with the serving network, the next PMSI being derived from the PMSI;
and means for sending an acknowledgment of receipt of the next PMSI to the server via
the serving network.

[0122] The UE further includes means for deriving the PMSI from a previous PMSI,
wherein the previous PMSI comprises an initial PMSI. The UE further includes means
for deriving the PMSI from a previous PMSI, wherein the previous PMSI comprises a
PMSI value derived from an initial PMSI. The UE further includes means for
determining, by the UE, the PMSI for network access based on an initial PMSI. The UE
further includes means for receiving the initial PMSI during a subscriber registration of
the UE with the server. The UE further includes means for provisioning the initial PMSI

after a subscriber registration via an over-the-air communication with the server. The
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UE further includes means for generating a proposed PMSI; means for encrypting the
generated PMSI using a server public key, wherein the server maintains a corresponding
server private key; and means for receiving acknowledgement from the server to use the
generated PMSI as the initial PMSI. The UE further includes means for determining a
UE-based next PMSI; and means for comparing the UE-based next PMSI to the next
PMSI received as part of the authentication request to determine if there is a match. The
UE further includes means for generating an acknowledgement token in response to
determining there is a match, the acknowledgement of receipt comprising the
acknowledgement token; and means for storing the confirmed next PMSI at the UE for
use in a next attach message. The UE further includes means for decrypting the next
PMSI in the authentication request using an anonymity key, wherein the anonymity key
is derived from a secret key shared between the UE and the server.

[0123] Embodiments of the present disclosure further include a server comprising
means for receiving, from a user equipment (UE) via one or more network elements in
an intervening serving network, a privacy mobile subscriber identity (PMSI) in place of
an international mobile subscriber identity (IMSI) to identify the UE from an initial
attach message; means for determining, by the server, a next PMSI based on the PMSI;
means for transmitting, from the server, authentication information to the serving
network that includes the next PMSI, wherein the next PMSI is relayed by the serving
network to the UE as part of authentication; and means for receiving, from the UE via
the serving network, an acknowledgement of receipt that includes confirmation of the
next PMSI.

[0124] The server further includes means for deriving the next PMSI from a previous
PMSI, wherein the previous PMSI comprises an initial PMSI. The server further
includes means for deriving the next PMSI from a previous PMSI, wherein the previous
PMSI comprises a PMSI value derived from an initial PMSI. The server further includes
means for determining, by the server, the PMSI for network access based on an initial
PMSI. The server further includes means for receiving, at the server, the initial PMSI
during a subscriber registration of the UE with the server. The server further includes
means for receiving, from the UE, a proposed initial PMSI; means for decrypting, by
the server, the proposed initial PMSI using a server private key that was encrypted at the
UE by a corresponding server public key; and means for transmitting, to the UE, an
acknowledgement of the proposed initial PMSI as the initial PMSL The server further

includes means for deriving an anonymity key from a secret key shared between the
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server and the UE; means for encrypting the next PMSI in the authentication
information using the derived anonymity key; means for receiving, as part of the
acknowledgment, an acknowledgement token acknowledging the next PMSI; and means
for storing the next PMSI in place of the PMSI at the server for use in responding to a
subsequent initial attach message from the UE. The server further includes means for
detecting a collision between the next PMSI and another existing PMSI associated with
a different UE; and means for incrementing a PMSI index and determining a new next
PMSI based on the next PMSI and the incremented PMSI index. The server further
includes means for receiving, from a mobility management entity (MME) on the serving
network separate from a home network that the server is on, a request for the IMSI of
the UE; and means for sending, in response to the request, the PMSI of the UE used in
the initial attach message instead of the IMSI of the UE. The server further includes
means for searching one or more databases for a match to the PMSI included with the
initial attach message; and means for sending, in response to not locating a match, a
notice for the UE to modify a PMSI index maintained at the UE for generation of an
updated PMSI at the UE.

[0125] Embodiments of the present disclosure further include a method for network
access by a user equipment (UE), comprising determining, by the UE, to attach at a
serving network; and sending, from the UE, an initial attach message to the serving
network including a temporary identifier (ID) in place of a permanent ID for the UE,
wherein a security context with an authentication server (HSS) of the serving network is
established based on the temporary ID.

[0126] The method further includes receiving, from the HSS of the serving network, an
authentication request that includes a next temporary ID determined by the HSS, the
next temporary ID being derived from the temporary ID included in the initial attach
message. The method further includes sending, from the UE, an acknowledgement of
receipt of the next temporary ID to the HSS via the serving network.

[0127] Embodiments of the present disclosure further include a user equipment
comprising a memory configured to store a temporary identifier (ID); a processor
configured to determine to attach at a serving network; and a transceiver configured to
send an initial attach message to the serving network including the temporary ID in
place of a permanent ID for the UE, wherein a security context with an authentication

server (HSS) of the serving network is established based on the temporary ID.
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[0128] The UE further includes wherein the transceiver is further configured to receive,
from the HSS of the serving network, an authentication request that includes a next
temporary ID determined by the HSS, the next temporary ID being derived from the
temporary ID included in the initial attach message. The UE further includes wherein
the processor is further configured to generate an acknowledgement of receipt, and the
transceiver is further configured to send the acknowledgment of receipt to the HSS via
the serving network.

[0129] Embodiments of the present disclosure further include a method for setting up
network access with a server on a network, comprising receiving, from a user equipment
(UE) via a serving network, an initial attach message including a temporary identifier
(ID) in place of a permanent ID for the UE; and establishing a security context based on
the temporary ID.

[0130] The method further includes determining a next temporary ID based on the
temporary ID included in the initial attach message. The method further includes
transmitting, from the server, authentication information that includes the next
temporary ID to the UE via the serving network as part of authentication. The method
further includes receiving, from the UE via the serving network, an acknowledgement
of receipt that includes confirmation of the next temporary ID.

[0131] Embodiments of the present disclosure further include a server comprising a
transceiver configured to receive, from a user equipment (UE) via a serving network, an
initial attach message including a temporary identifier (ID) in place of a permanent ID
for the UE; and a processor configured to establish a security context based on the
temporary ID.

[0132] The server further comprises wherein the processor is further configured to
determine a next temporary ID based on the temporary ID included in the initial attach
message. The server further comprises wherein the transceiver is further configured to
transmit authentication information that includes the next temporary ID to the UE via
the serving network as part of authentication. The server further comprises wherein the
transceiver is further configured to receive, from the UE via the serving network, an
acknowledgement of receipt that includes confirmation of the next temporary ID.

[0133] As those of some skill in this art will by now appreciate and depending on the
particular application at hand, many modifications, substitutions and variations can be
made in and to the materials, apparatus, configurations and methods of use of the

devices of the present disclosure without departing from the spirit and scope thereof. In
32



2016226500 09 Apr 2019

light of this, the scope of the present disclosure should not be limited to that of the
particular embodiments illustrated and described herein, as they are merely by way of
some examples thereof, but rather, should be fully commensurate with that of the claims
appended hereafter and their functional equivalents.

[0134] It will be understood that the term “comprise” and any of its derivatives (e.g.,
comprises, comprising) as used in this specification is to be taken to be inclusive of
features to which it refers, and is not meant to exclude the presence of any additional
features unless otherwise stated or implied.

[0135] The reference to any prior art in this specification is not, and should not be taken
as, an acknowledgement of any form of suggestion that such prior art forms part of the

common general knowledge.
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CLAIMS

1. A method for network access by a user equipment (UE), comprising;:

sending, from the UE, a privacy mobile subscriber identity (PMSI) as a direct
substitute for an international mobile subscriber identity (IMSI) to identify the UE with an
initial attach message to a serving network;

receiving, from a server in communication with the serving network, an
authentication request that includes a next PMSI and a tracking index;

deriving, by the UE, a UE-based next PMSI from the PMSI and tracking index;

generating, by the UE, an acknowledgement of receipt in response to the UE-based
next PMSI and the next PMSI matching; and

sending, from the UE, the acknowledgment of receipt of the next PMSI to the

SCrver.

2. The method of claim 1, further comprising;:

determining, by the UE, the PMSI for network access based on an initial PMSI.

3. The method of claim 2, further comprising;:

receiving the initial PMSI during a subscriber registration of the UE with the server.

4. The method of any of claims 2 to 3, further comprising:
provisioning the initial PMSI after a subscriber registration via an over-the-air

communication with the server.

5. The method of claim 4, wherein the plurality of values comprises a random number
or a pseudo-random number, further comprising:

generating, by the UE from a number comprising the random number or the pseudo-
random number generated at the UE, a proposed PMSI;

encrypting, by the UE, the generated PMSI using a server public key, wherein the
server maintains a corresponding server private key;

sending, from the UE after the encrypting, the generated PMSI to the server; and
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receiving, at the UE, acknowledgement from the server to use the generated PMSI

as the initial PMSI.

6. The method of any of claims 1 to 5, further comprising:
comparing, prior to the generating, the UE-based next PMSI to the next PMSI

received as part of the authentication request to determine if there is a match.

7. The method of any of claims 1 to 6, further comprising:

storing the confirmed next PMSI at the UE for use in a next attach message.

8. The method of any of claims 1 to 7, wherein the receiving the authentication request
further comprises:

decrypting the next PMSI in the authentication request using an anonymity key,
wherein the anonymity key is derived from a secret key shared between the UE and the

SCrver.

9. The method of any of claims 1 to 8, wherein the next PMSI comprises a hash of the
tracking index, concatenated to the PMSI, with a PMSI generation key.

10. A user equipment (UE) comprising:
a memory configured to store a privacy mobile subscriber identity (PMSI);
a transceiver configured to:
send the PMSI as a direct substitute for an international mobile subscriber
identity (IMSI) to identify the UE with an initial attach message to a serving
network; and
receive, from a server in communication with the serving network, an
authentication request that includes a next PMSI and a tracking index; and
a processor configured to:
derive a UE-based next PMSI from the PMSI and the tracking index; and
generate an acknowledgment of receipt in response to the UE-based next
PMSI and the next PMSI matching, wherein the transceiver is further configured

send the acknowledgement of receipt to the server.
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11. The user equipment of claim 10, wherein the memory, the transceiver and the

processor are further configured to perform a method according to claims 2 to 9.

12. A method for setting up network access with a server on a network, comprising:

receiving, from a user equipment (UE) via one or more network elements in an
intervening serving network, a privacy mobile subscriber identity (PMSI) as a direct
substitute for an international mobile subscriber identity (IMSI) to identify the UE from an
initial attach message;

determining, by the server, a next PMSI based on the PMSI;

transmitting, from the server, authentication information to the serving network that
includes the next PMSI and a tracking index, as part of authentication; and

receiving, from the UE via the serving network, an acknowledgement of receipt that
includes confirmation of the next PMSI with an acknowledgement token generated in
response to a UE-based next PMSI, derived by the UE from the PMSI and the tracking
index, matching the next PMSI.

13. The method of claim 12, further comprising:

determining, by the server, the PMSI for network access based on an initial PMSI.

14. The method of claim 13, further comprising:
receiving, at the server, the initial PMSI during a subscriber registration of the UE

with the server.

15. The method of any of claims 13 to 14, further comprising:

receiving, from the UE, a proposed initial PMSI;

decrypting, by the server, the proposed initial PMSI using a server private key that
was encrypted at the UE by a corresponding server public key;

storing, by the server, the proposed initial PMSI as the initial PMSI associated with
the UE; and

transmitting, to the UE, an acknowledgement of the proposed initial PMSI as the
initial PMSL
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16. The method of any of claims 12 to 15, further comprising:
deriving an anonymity key from a secret key shared between the server and the UE;
encrypting the next PMSI in the authentication information using the derived
anonymity key; and
storing the next PMSI in place of the PMSI at the server for use in responding to a

subsequent initial attach message from the UE.

17. The method of any of claims 12 to 16, wherein the determining further comprises:
detecting a collision between the next PMSI and another existing PMSI associated
with a different UE; and
incrementing the tracking index and determining a new next PMSI based on the

next PMSI and the incremented tracking index.

18. The method of any of claims 12 to 17, further comprising:
receiving, from a mobility management entity (MME) on the serving network
separate from a home network that the server is on, a request for the IMSI of the UE; and
sending, in response to the request, the PMSI of the UE used in the initial attach
message instead of the IMSI of the UE.

19. The method of any of claims 12 to 18, further comprising:

searching one or more databases for a match to the PMSI included with the initial
attach message; and

sending, in response to not locating a match, a notice for the UE to modify a PMSI

index maintained at the UE for generation of an updated PMSI at the UE.

20. A server comprising:

a database configured to store a plurality of privacy mobile subscriber identities
(PMSI) of user equipment (UE);

a transceiver configured to receive, via one or more network elements in an

intervening serving network from a UE, a privacy mobile subscriber identity (PMSI) as a
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direct substitute for an international mobile subscriber identity (IMSI) to identify the UE
from an initial attach message; and
a processor configured to determine a next PMSI for the UE based on the PMSI;
wherein the transceiver is further configured to transmit authentication
information to the serving network that includes the next PMSI and a tracking
index, as part of authentication, and receive an acknowledgement of receipt that
includes confirmation of the next PMSI, with an acknowledgement token generated
in response to a UE-based next PMSI derived from the PMSI and the tracking index

matching the next PMSI, from the UE via the serving network.

21. The server of claim 20, wherein the database, the transceiver and the processor are

further configured to perform a method according to any one of claims 13 to 19.
22. A non-transitory computer-readable medium having program code recorded

thereon, the program code comprises instructions that, when executed by a processor, cause

the processor to perform a method according to any of claims 1 to 9 or 12 to 19.
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