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MULTICHANNEL INPUT/OQOUTPUT VIRTUALIZATION

CROSS REFERENCE TO RELATED APPLICATIONS

{0001  This application claims the benefit of and priority to U.8. Provisional Application
62/343,728, {iled on May 31, 2016, and U.S. Provisional Application 62/343,811, filed on
May 31, 2016. The entire contents of the 62/343,728 and 62/343.811 applications are

mcorporated herein by reference in their entirety for all purposes.

BRIEF SUMMARY
18862] The present disclosure relates generally to networking technologies, and more
particularly to systerns and methods for sharing a network packet processor that is designed
for high Input/Output (1/0) performance between host processes running the user space of a

network device.

[B083] A network device, such as a router, can include /0 devices such as a packet
processor. The packet processor can provide Direct Memory Access (DMA) functionality for
transmitting packets to and/or receiving packets from a network. In many cases, multiple
hosi-level processes can be executing on the network device, each of which may need to use
the packet processor to transmut and/or receive packets. Such host processes can include

virtual machines and other processes running in the host operating system.

[0004]  In various implementations, provided are systems, methods, and computer-readable
medium for enable sharing of a high-performance /0 device, such as a packet processor, by
muliiple processes executing on a network device. In various implementations, the network
device can include a memory management unit, such as an VO Memory Management Unit
{(IOMMU} The memory management unit can be configured to include an address map. The
addrass map can further be configured to include a reserved portion. Addresses in the
reserved portion can correspond o addresses in a host address space, where the host address
space is in the memory of the network device. In various implementations, the address space
is preserved independently of processes that are using the address space. The network device
can further be configured to assigning the address map to a virtual machine executing on the
network device. The virtual machine can be configured to allocate a guest portion in the

address map, where the guest portion is allocated in a part of the address map that does not
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include the reserved portion. The network device can further be configured to assign a first
channel from the plurality of channels {o the guest portion. The virtual machine can further be
configured to receive packets from the network using the first channel. The network device
can further be configured to assign the reserved portion to a host process executing on the
network device, and assign a second channel from the plurality of channels to the reserved
portion. The host process can be configured {o transmit packets (o the network using the

second channel.

{0005] In various implementations, the host process can be configured to use a virtual
address {o obtain a physical address. In these implementations, the host process can use the
reserved portion to obtain the physical address. This physical address corresponds to an
address in the memory, and The virtual address corresponds 1o a virtual address space of the

virtual machine.

[80686]  In various implementations, the host process can be configured o write a packet (o
the memory using a physical address. In various implementations, the packet processor can

use a M A operation 1o transmit the packet onto the network.

[0007] In various implementations, the virtual machine can be configured to read a packet
from the memory using a virtual address. In various implementations, the packet processor
can have received the packet from the network, and have placed the packet in memory using

a DMA operation.

[0008]  In various implementations, the packet processor can be configured 1o receive, on
the second channel, a request to transmit a packet, where the request includes a virtual
address. The packet processor can {urther be configured to obtain, using the reserved portion,
a physical address for the virtual address. The packet processor can further be configured to

read a packet from the memory using the physical address and transmit the packet.

{866%] In various implementaiions, the packet processor can be configured to receive, at
the first channel, a packet. The packet processor can further be configured to obtain, using the
address map. a physical address for a virtual address, where the virtual address was
configurad by the virtual machine. The packet processor can further be configured to write

the packet to the memory using the physical address.

[8018]  In various implementations, the network device can further be configured (o

deternuning that the virtual machine has become disabled. The network device can then
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mitiate a new virtual machine, and assigning the address space map to the new virtual
machine. The new virtual machine can be configured to allocate a new guest portion in the
address map. The reserved portion s also unavailable to the new virtual machine for
allocating the new guest portion. The network device can further be configured to assigning
the first channel to the new guest portion. The new virtual machine can be configured to

recetve packets using the first channel.

{0011} In various implementations, the address space was previously assigned to another
virtual machine. In various implementations, when the virtual machine shuts down, the
address space map is preserved. In various implementations, the virtual machine includes a
network operating system. In vanous implementations, the host process includes a software
keep-alive process. In various implementations, the plurality of channels can be mapped to an

Input/Gutput (1/3) address space.

BRIEF DESCRIPTION OF THE DRAWINGS
{68127 FIG s asimplified block diagram of a network device (also referred to as a “host

system’) that may incorporate teachings disclosed herein according to certain embodiments.
{0013} FIG 21is a simplified block diagram of yet another example network device.

[0014] FIG 3 illustrates an example of a network device that includes a packet processor

that provides DMA {unctionality for receiving and transmitiing packets.

18015] FIG. 4 illusirates an example of a network device that 1s configured to share a

packet processor, where the packet processor supports hardware virfualization,

[8016] FIG. Sillustrates an example of a network device that includes a high-performance

packet processor, which may be assigned by the network device to multiple host processes.

[8017] FIG. 61llustrates an exampie of a process through which a high-performance packet

processor may be shared between two host processes.

DETAILED DESCRIPTION
[0018] In the following description, for the purposes of explanation, specific details are set
forth in order to provide a thorough understanding of certain inventive embodiments.
However, 1t will be apparent that varnous embodiments may be practiced without these
spectfic details. The figures and description are not intended to be restrictive. The word

“exemplary” is used herein to mean “serving as an example, instance, or illustration.” Any
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embodiment or design described herein as “exemplary™ is not necessarily 1o be construed as

preferred or advantageous over other embodiments or designs.

[8018] The present disclosure relates generally to networking technologies, and more
particularly to systems and methods for shanng a high-performance packet processor device
between host processes running in the user space of a network device. The packet processor

may be designed for high Input/Gutput (1/0) performance.

[8028] A network device, such as a router, can include /0 devices such as a packet
processor. The packet processor can provide Direct Memory Access (DMA) functionality for
transmitting packets to and/or receiving packets from a network. In many cases, multiple
hosi-level processes can be executing on the network device, each of which may need to use
the packet processor to transnut and/or receive packets. Such host processes can include

virtual machines and other processes running in the host operating system.

{0021] Various techniques can be used to enable sharing of the packet processor’s DMA
capabiliiies among host processes, such as software virtualization and Single Root
Input/Cutput Virtualization (SR-I0OV). Software virtualization mvolves rurming software that
emulates the DMA capabilities of the packet processor by performing memory copies, for
exampie from the addrass space of a host process to an address space assigned 1o the packet
processor for DMA operations. Copying between memory locations can require a large
aroount of processor time, and thus can reduce the performance of the network device. SR-
10V provides hardware virtualization directly on the packet processor, eliminating the need
for software virtnalization and removing the potential performance penalty. SR-IOV
capability has to be built into the packet processor, however, and not all packet processors
mcluding this capability. Whether they have SR-IOV capability or not, packet processors
frequently have muluple DMA channels, which can be used to enable sharing of the packet

processor without sacrificing performance.

18022] For efficiency and security, the packet processor, as well as other I/O devices, can
be managed by an /0 memory management unit JOMMU). An IOMMU can be used in a
systemn architecture to connect DM A-capable /0 devices 1o the sysiem’s main memory.,
Among other features, an IOMMU can provide address isolation, so that one I/0 device s not
able to affect the memory transactions of another 1/0 device. An IOMMU provides address
isolation by assigning a distinct address map to each V0 device. IOMMU address maps are

commonly referred to as domains.
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{0623} An IOMMU address map or domain can provide address translation between the
physical addresses used by a processor and the addresses assigned 1o an /O device. This
feature 1s particularly useful when the system s executing a virtual machine. Processes
executing within the virtual machine use virtual addresses within the virtual address space of
5 the virtual machine, including virtnal /0 addresses. The virteal machine can program a
packet processor DMA engine with virtual /0 addresses, so thai the packet processor can
execute DMA transactions for the virtual I/0 address space of the virtual machine. An
IOMMU can be configured to transiate virtual /O addresses to physical 1/0 addresses. The

packet processor can use this translation to execute DMA transactions.

J—
—~

{06624} In many virtual machine configurations, DMA operations for different virtual
machines are kept isolated s0 that one virtual roachines is not able to interfere with the /O
functionality of another virtual machine. To accomplish such isolation, in some
implementations, one virtual machine can be given exclusive use of a particular /0 device,
such as a packet processor, by assigning the domain of the I/0 device to the virtual machine.
15 This exclusivity is acceptable in a system designn when the virtual machine is the only host

process that will use the VO device.

18025] When another host process is also going to use the /0 device, however, the
exclusivity between the virtual machine and VO device can be a limitation. The other host
process (which can be, in some examples, another virtual machine) may be executing in
20 another address space, such as the physical address space of the system’s underlying
operating system. Alternatively, the other host process can be made to use the virtual
addresses of the virtual machine, but then 13 tethered to the viability of the virtual machine.
For example, should the virtual machine go offline, the domain may be removed, in which

case the other host process loses access 1o the 1/0 device,

[\
n

{0626] In various implementations, systems and methods are provided for sharing a high
performance packet processor between nultiple host processes without impacting the packet
processor’s high performance capabilities. In various implementations, a system’s {OMMU
can be configured as discussed above, where an address map or domain 1s configured for the
packet processor, and the domain 1s assigned to a virtual machine executing on the system.
30 To enable another host process 1o use the packet processor, a portion of the domain can be
reserved for use by the host process. In this reserved portion, the host process can configure

its own address {ranslations. When the virtual machine allocates a region in the domatn for its

W
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own use, the virtual machine will not be able o use the reserved portion, and must use some

other part of the domain.

18027] While reserving a portion of the domain can provide the host process with access to
the packet processor, doing so may cause other problems. For example, physical addresses
programmed into the domain for use by the virtual machine may conflict {e.g., may overlap)
with physical addresses programmed mto the domain for use by the host process. As another
exarople, having the virtual machine and the host process both using the packet processor
may affect the packet processor’s throughput; that is, the rate at which the packet processor

can send and/or receive packets.

18028] To resolve these and other problems, the system can make use of the packet
processor having multiple chanmels. In this context, a channel 1s a software and/or hardware
construct that can be mapped to an /O address space. In various implementations, the system
can be configured so that one channel is assigned to the virtual machine and another channel
1s assigned to the host process. This assignment can be accomplished by programming the

egions in the IOMMU domain accordingly.

[002%9] As noted above, having the host process use a portion of the domain that is assigned
1o the virtual machine means that the domain may be removed, as part of ordinary clean-up
that occurs when the virtual machine goes down. Without the domain, however, the host
process’s ability to send and/or receive packets 1s mterrupted. Thus, in various
implementations, the system can be configured so that, should the virtual machine become
disabled, the domain is preserved or otherwise not allowed to be removed. The host process
can then continue to send and/or receive packets, even when the virtual machine 13 no fonger
operational. Should a new virtual machine be brought online, the system can be configured so
that the new virtual machine is assigned the existing domain. In this way, the new virtual

machine and the host process can share use of the packet processor.

{06636} FIG. 115 asimphiied block diagram of a network device 100 (also referred toas a
“host system™) that may incorporate teachings disclosed herein according to certain
embodiments. Network device 100 mav be anv device that is capable of receiving and
forwarding packets, which may be data packets or signaling or protocol-related packets (e.g.,
keep-alive packets). For example, network device 100 may receive one or more data packets
and forward the data packets to facilitate delivery of the data packets to their intended

estinations. In certain embodiments, network device 160 may be a router or switch such as

6
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various routers and switches provided by Brocade Communications Systems, Inc. of San

Jose, California.

{0631} As depicted in FIG. 1, the example network device 100 comprises multiple
components including one or more processors 102, a system memory 104, a packet processor
or traffic manager 106, and optionally other hardware resources or devices 108. Network
device 100 depicted in FIG. | 13 merely an example and s not mtended to unduly limit the
scope of inventive embodiments reciied in the claims. One of ordinary skill in the art would
ecognize many possible variations, alternatives, and modifications. For example, in some
implementations, network device 100 may have more or fewer components than those shown
i FEG. 1, may combine two or more components, or may have a different configuration or
arrangernent of components. Network device 100 depicted in FIG. 1 may also include (not
shown) one or more communication channels {e.g., an interconnect or a bus) for enabling

multiple components of network device 100 to commumicale with each other.

[3032]  Network device 100 may include one or more processors 102, Processors 102 may
mclude single or multicore processors. System memory 104 may provide memory resources
for processors 102. System memory 104 is typically a form of random access memory
{(RAM) (e g., dynamic random access memory {BRAM), Synchronous DRAM (SBRAM),
Double Data Rate SDRAM (DDR SDRAM)). Information related to an operating svstem and
programs or processes execited by processors 102 mayv be stored in system memory 104,
Processors 102 may include general purpose microprocessors such as ones provided by
Intel®, AMD®, ARM®, Freescale Semiconductor, Inc., and the like, that operate under the

control of sottware stored in associated memory.

{0033}  As shown n the example depicted in FIG. 1, a host operating system 110 may be
loaded in system memory 104 and executed by one or more processors 102, Host operating
system 110 may be loaded, for example, when network device 10015 powered on. In certain
iroplementations, host operating svstern 110 may also function as a hypervisor and facilitate
management of virtual machines and other programs that are executed by network device
100. Managing virtual machines may inchude partitioning resources of network device 100,
mcluding processor and memory resources, between the vartous programs. A hypervisoris a
program that enables the creation and management of virtual machine environments

mcluding the partitioning and management of processor, memory, and other hardware
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resources of network device 100 between the virtual machine environments. A hypervisor

enables multiple guest operating systems {G0OSs) to run concurrently on network device 100,

18634] As an example, in certain embodiments, host operating system 110 may mclude a
version of a KVM (Kemel-based Virtual Machine), which 1s an open source virtualization
infrastructure that supports various operating systems including Linux, Windows®, and
others. Other examples of hypervisors inchude solutions provided by VMWare®, Xen®, and
others. Linux KV M 1s a virtual memorv system, meaning that addresses seen by programs
loaded and executed in system memory are virtual memory addresses that have to be mapped
or translated to physical memory addresses of the physical memory. This layer of indirection
enables a program running on network device 100 to have an allocated virtual memory space

that is larger than the system’s physical memory.

[0035]  In the example depicted in FIG. 1, the memory space allocated to operating system
110 (operating as a hypervisor) ts divided into a kernel space 112 and a user space 114 (also
referred to as host user space). Multiple virtual machines and host processes may be loaded
mto user space 114 and executed by processors 102, The memory allocated to a virtual
machine {also sometimes referred to as a guest operating or GOS) may in tum include a guest
kernel space portion and a guest user space portion. A virtual machine may have its own
operating system loaded into the guest kemel space of the virtual machine. A virtual machine
may operate independently of other virtual machines executed by network device 100 and

may be unaware of the presence of the other virtual machines.

{08361 A virtual machine’s operating system may be the same as or different from the host
operating system 110, When multiple virtual machines are being executed, the operating
system for one virtual machine may be the same as or different from the operating system for
another virtual machine. In this manner, hyvpervisor 110 enables multiple guest operating
systems Lo share the hardware resources {e.g., processor and memory resources) of network

device 100,

{0837} For example, in the embodiment depicted in FIG. 1, two virtual machines VM-1
116 and VM-2 118 have been loaded into user space 114 and are being executed by
processors 102, VM-1 116 has a guest kernel space 126 and a guest user space 124, VM-2
118 has its own guest kemel space 130 and guest user space 128, Typically, each virtual
machine has its own secure and private memory area that i1s accessible only to that virtual

machine. In certain implementations, the creation and management of virtual machines 116
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and 118 may be managed by hypervisor 110, which may be, for example, KVM. While only
two virfual machines are shown in FIG. 1, this is not intended to be limuting. In altemative

erobodirents, any number of virtual machines may be loaded and executed.

[8038] Various other host programs or processes may also be loaded into user space 114
and be execuied by processors 102. For example, as shown in the embodiment depicted in
FIG. 1, two host processes 120 and 122 have been Joaded into user space 114 and are being
executed by processors 102, While only two host processes are shown in FIG. 1, this 1s not
mtended to be limiting. In alternative embodiments, any number of host processes may be

Ioaded and executed.

1803%] In certain embodiments, a virtual machine may run a network operating system
{(NOS) (also sometimes referred 1o as a network protocol stack) and be configured to perform
processing related to forwarding of packets from network device 100. Ag part of this
processing, the virtual machine may be configured to maintain and manage routing
mformation that 13 used to determine how a data packet received by network device 100 13
forwarded from network device 100, In certain implernentations, the routing information may
be stored in a routing database (not shown) stored by network device 100. The viriual
machine may then use the routing information to program a packet processor 106, which then

performs packet forwarding using the programmed mformation, as described below.

{06040} The virtual moachine running the NOS may also be configured to perform processing
related to managing sessions for various networking protocols being executed by network
device 100. These sessions may then be used 1o send signaling packets (e.g., keep-alive

packets) from network device 100. Sending keep-alive packets enables session availability

mformation to be exchanged between two ends of a forwarding or routing protocol.

{0041} In certain implementations, redundant virtual machines running network operating
systems may be provided io ensure high availability of the network device. In such
implementations, one of the virtual machines may be configured (o operate in an “active”
mode (this virtual machine is referred to as the active virtual machine) and perform a set of
functions while the other virtual machine is configured {o operate in a “standby ™ mode (this
virtual machine is referred to as the standby virtual machine) in which the set of functions
performed by the active virtual machine are not performed. The standby virtual machine
remains ready to take over the fumctions performed by the active virtual machine.

Conceptually, the virtual machine operating in active mode is configured to perform a set of
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functions that are not performed by the virtual machine operating in standby mode. For
example, the virtual machine operating in active mode may be configured to perform certain
functions related to routing and forwarding of packets from network device 100, which are
not performed by the virtual machine operating in standby mode. The active virtual machine

also takes ownership of and manages the hardware resources of network device 100.

[8042]  Cerlain evenis may cause the active virtual machine to siop operating in active
maode and for the standby virtual machine to start operating in the active mode {i.e., become
the active virtual machine) and take over performance of the set of functions related to
network device 100 that are performed in active mode. The process of a standby virtual
machine becoming the active virtual machine 1s referred to as a failover or switchover. As a
result of the failover, the virtual machine that was previously operating in active mode prior
to the failover may operate in the standby mode after the failover. A failover enables the set
of functions performed in active mode to be continued 1o be performed without inferruption.
Redundant virtual machines used in this manner may reduce or even elinminates the downtime
of network device 1007s functionality, which may translate to higher availability of network
device 100. The setf of functions that is performed in active mode, and which is not performed
by the active virtual machine and not performed by the standby virtual machine may differ

from one network device to another.

[0043] Various different evenis mayv cause a failover to occur. Failovers may be voluntary
or involuntary. A voluntary failover mav be purposely caused by an administrator of the
network device or network. For example, a network administrator may, for example, using a
command line instruction, purposely cause a failover to occur. There are various situations
when this may be performed. As one example, a voluntary failover may be performed when
software for the active virtual machine s to be brought offline so that it can be upgraded. As
another example, a network admimstrator may cause a failover to ocour upon noticing
performance degradation on the active virtual machine or upon noticing that software

executed by the active computing domain is malfunctioning.

[0844]  An involuntary fatlover typically occurs due to some critical failure in the active
virtual machine. This may occur, for example, when some condition causes the active virtual
machine to be rebooted or reset. This mayv happen, for example, due to a problem in the

virtual machine kernel, critical faiture of software executed by the active virtual machine, and

10



J—
—~

15

30

WO 2017/209856 PCT/US2017/028965

the like. An mvoluntary failover canses the standby virtual machine o automatically become

the active virtual machine.

18045] In the example depicted in Fig. 1, VM-1 116 13 shown as operating in active mode
and VM-2 118 is shown as operating in standby mode. The active-standby odel enhances
the availability of network device 100 by enabling the network device to support various

high-availability functionality such as graceful restart, non-stop routing (NSR), and the hike.

[8046]  During normal operation of network device 100, there may be some messaging that
takes place between the active virtual machine and the standby virtual machine. For example,
the active virtual machine mayv use messaging to pass network state information to the
standby virtual machine. The network state mformation may cormprise information that
enables the standby virtual machine to become the active virtual machine upon a failover or
switchover in a non-disruptive manner. Various different schemes may be used for the
messaging, including but not restricted to Ethernet-based messaging, Peripheral Component

Interconnect (PCl)-based messaging, shared memory based messaging, and the hike.

[0047] Hardware resources or devices 108 may nclude without restriction one or more
field programunable gate arrays (FPGAs), application specific integrated circuits {ASICs), /O
devices, and the like. /O devices may include devices such as Ethernet devices, PCI Express
(PCle) devices, and others. In certain implementations, some of hardware resources 108 may
be partitioned between multiple virtual machines executed by network device 100 or, in some
mstances, may be shared by the virtual machines. One or more of hardware resources 108
may assist the active virtual machine in performing networking functions. For example, in
certain implementations, one or more FPGAs may assist the active virtual machine

performing the set of functions performed in active mode.

[0048] As previously indicated, network device 100 may be configured to receive and
forward packets to facilitate delivery of the packets to their intended destinations. The
packets may 1nclude data packets and signal or protocol packets {e.g., keep-alive packets).
The packets may be received and/or forwarded using one or more ports 107. Ports 107
represent the /0 plane for network device 100. A port within ports 107 may be classified as
an input port or an output port depending upon whether network device 100 receives or
transiis a packet using that port. A port over which a packet is received by network device
100 may be referred to as an input port. A port used for communicating or forwarding a

packet from network device 100 may be referred to as an output port. A particular port may

i1
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function both as an input port and an outpit port. A port may be connected by a link or
imterface 1o a neighboring network device or network. In some implementations, multiple

ports of network device 100 may be logically grouped into one or more trunks.

{06049} Ports 107 may be capable of receiving and/or transmitting different tvpes of

5 network traffic at different speads, such as speeds of 1 Gigabits per second (Gbps), 10 Gbps,
100G Gbps, or more. Various different configurations of ports 107 may be provided in
different implementations of network device 100. For example, configurations may include
72 10 Gbps ports, 60 40 Gbps ports, 36 100 Gbps ports, 24 25 Gbps ports + 10 48 Ghps
ports, 12 40 Gbps ports + 10 48 Gbps ports, 12 50 Gbps poris + 10 48 Gbps ports, 6 100

10 Gbps ports + 10 48 Gbps ports, and various other combinations.

{0050}  In certain implementations, upon receiving a data packet via an input port, network
davice 100 is configured to determine an output port to be used for transnutting the data
packet from network device 100 to facilitate communication of the packet to its intended
destination. Within network device 100, the packet 1s forwarded from the input port to the

15  deternined output port and then transmutted or forwarded from network device 100 using the

output port.

{8651} Various different components of network device 100 are configured to
cooperatively perform processing for determining how a packet is to be forwarded from
network device 100. In certain embodiments, packet processor 106 may be configured to
20 perform processing to determine how a packet is to be forwarded from network device 100.
in certain embodiments, packet processor 106 may be configured to perform packet
classification, modification, forwarding and Quality of Service (Qo8) functions. As
previously indicated, packet processor 106 may be programmed to perform forwarding of

data packeis based upon rowing information maintained by the active virtual machine. In

[\
n

certain embodiments, upon receiving a packet, packet processor 106 15 configured to
determine, based upon information extracted frora the received packet (e.g., information
extracted from a header of the received packet), an ouiput port of network device 100 to be
used for forwarding the packet from network device 100 such that delivery of the packet to its
miended destination is facilitated. Packet processor 106 may then cause the packet to be

30 forwarded within network device 100 from the input port to the determined output port. The
packet may then be forwarded from network device 100 to the packet’s next hop using the

output port.
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{8652] In certain instances, packet processor 106 may be unable to determine how {o
forward a received packet. Packet processor 106 may then forward the packet (o the active
virtual machine, which may then determine how the packet is to be forwarded. The active
virtual machine may then program packet processor 106 for forwarding that packet. The

packet may then be forwarded by packet processor 106.

[8083]  In certain implementations, packet processing chips or merchant ASICs provided by
various third-party vendors may be used for packet processor 106 depicted m FIG. 1. For
example, in some embodiments, Ethernet switching chips provided by Broadecom® or other
vendors may be used. For example, in some embodiments, Qumran ASICs may, for example,
be used in a pizza-box implementation, or Jericho packet processor chips (BCMEE670) may,
for example, be used in a chassis-based system, or other ASICs provided by Broadcom® may
be used as packet processor 106. In altemative implementations, chips from other vendors

may be used as packet processor 106,

[0084]  FIG. 215 a simplified block diagram of yvet another example network device 200,
Network device 200 depicted in FIG. 2 is commonly referred to as a chassis-based system
{network device 100 depicted in FIG. 1 1s sometimes referred to as a “pizza-box” system).
Network device 200 may be configured to recetve and {orward packets, which may be data
packets or signaling or protocol-related packets (e.g., keep-alive packeis). Network device
200 comprises a chassis that includes multiple slots, where a card or blade or module can be
inserted into each siot. This modular design allows for flexible configurations, with different
combinations of cards in the various slots of the network device for supporting differing

network topologies, switching needs, and performance requirements,

[00588]  In the example depicted m FIG. 2, network device 200 comprises multiple line
cards (including first line card 202 and a second line card 204), iwo management
cards/modules 206, 208, and one or more switch fabric modules (SFMs) 210, A backplane
212 1s provided that enables the various cards/modules to commmunicate with each other. In
certain embodiments, the cards may be hot swappable, meaning they can be inserted and/or
removed while network device 200 is powered on. In certain implementations, network
device 200 may be a rouler or a switch such as various routers and switches provided by

Brocade Communications Systems, Inc. of San Jose, California.

[0056] Network device 200 depicted in FIG. 2 13 merely an example and is not intended to

unduly himit the scope of inventive embodiments recited in the claims. One of ordinary skill
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in the art would recognize many variations, alternatives, and modifications. For example, in
some embodiments, network device 200 may have more or fewer components than shown in
FIG. 2, mav combine two or more components, or may have a different configuration or

arrangement of components.

{8087  In the example depicted in FIG. 2, network device 200 comprises two redundant
management modiules 206, 208, The redundancy enables the management modudes {0 operate
according to the active-standby model, where one of the management roodules is configured
to operate in standby mode (referred to as the standby management module) while the other
operates in active mode (referred fo as the active management module). The active
management module may be configured to perform management and control functions for
network device 200 and may represent the management plane for network device 200. The
active management module may be configured to execute applications for performung
management functions such as maintaining routing tables, programming the line cards {e.g.,
downloading mformation to a line card that enables the line card to perform data forwarding
functions), and the like. In certain embodiments. both the management modules and the line
cards act as a conirol plane that programs and makes programming decisions for packet
processors in a network device. In a chassis-based system, a management module may be

configurad as a coordinator of multiple control planes on the line cards.

{0058]  When a failover or switchover occurs, the standby management module may
become the active management module and take over performance of the set of functions
performed by a management module n active mode. The management module that was
previously operating in active mode may then become the standby management module. The
active-standby model in the management plane enhances the availability of network device
200, allowing the network device io support various high-avaiiability functionality such as

graceful restart, non-~stop routing {NSR), and the like.

{0059}  In the example depicted in FIG. 2, managernent module 206 is shown as operating
i active mode and management module 20¥ is shown as operating in standby mode.
Management modules 206 and 208 are communicatively coupled to the line cards and switch
fabric modules (SFMs) 210 via backplane 212, Each management module may comprise one
or more processors, which could be single or multicore processors and associated svstem

memory. The processors may be general purpose microprocessors such as ones provided by
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Intel®, AMD®, ARM®, Freescale Semiconductor, Inc., and the like, which operate under

the control of software stored in associated memory.

18068] A switch fabric module (SFM} 210 may be configured io {acilifate communications
between the management modules 206, 208 and the line cards of network device 200 There
can be one or more SFMs in network device 200. Each SFM 210 may include one or more
fabric elements (FEs) 218, The fabric elements provide an SFM the ability to forward data
from an nput to the SFM to an output of the SFM. An SFM may facilitate and enable
cominunications between any two modules/cards connected to backplane 212. For example,
if data is to be commumicated from one line card 202 1o another line card 206 of network
device 200, the data may be sent from the first line card to SFM 210, which then causes the
data to be communicated to the second line card using backplane 212. Likewise,
communications between management modules 206, 208 and the line cards of network

device 200 are factlitated using SFMs 210

{0861}  In the example depicted in FIG. 2, network device 200 comprises multiple line
cards mcluding hine cards 202 and 204. Each line card mav comprise a set of ports 214, 216
that may be used for receiving and forwarding packets. The ports 214, 216 of a line card may
be capable of receiving and/or transmitting different types of network traffic at different
speeds, such as speeds of 1 Gbps, 10 Gbps. 100 Gbps, or more. Various different
configurations of line card ports 214, 216 may be provided in network device 200. For
example, configurations may include 72 10 Gbps ports, 60 40 Gbps ports, 36 100 Gbps poits,
24 25 Gbhps ports + 10 48 Gbps ports, 12 40 Gbps ports + 10 48 Gbps ports, 12 50 Gbps ports
+ 10 48 Gbps ports, 6 100 Gbps ports + 10 48 Gbps ports, and various other combinations.

{0062} Each line card may include one or more single or nulticore processors, a systern
memory, a packet processor, and one or more hardware resources. In certain
implementations, the components on g line card may be configured similar to the components
of netwaork device 100 depicted 1 FIG. | (components collectively represented by reference

150 from FIG. 1 and also shown in line cards 202, 204 in FIG. 2).

[8063] A packet mayv be received by network device 200 via a port on a particelar line card.
The port receiving the packet may be referred to as the input port and the hine card as the

source/input hine card. The packet processor on the input line card may then determine, based
upon information extracted from the received packet, an output port to be used for forwarding

the received packet from network device 200. The outpui port may be on the same input line
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card or on a different line card. If the cutput port is on the same line card, the packet is
forwarded by the packet processor on the input Hine card from the input port to the cutpul port
and then forwarded from network device 200 using the output port. If the output portison a
different line card, then the packet is forwarded from the input line card to the line card
containing the owiput port using backplane 212. The packet is then forwarded from network

device 200 by the packet processor on the output hine card using the output port.

[0064] In certain instances, the packet processor on the input line card may be unable to
determine how to forward a received packet. The packet processor may then forward the
packet to the active virtual machine on the line card, which then determines how the packet is
io be forwarded. The active virtual machine may then program the packet processor on the
line card for forwarding that packet. The packet may then be forwarded 1o the ouiput port
{which mav be on the input line card or some other line card) by that packet processor and

then forwarded from network device 200 using via the output port.

[8063]  In certain instances, the active virtual machime on an input line card may be unable
to determine how to forward a received packet. The packet may then be forwarded to the
active management module, which then determines how the packet is to be forwarded. The
active management module may then communicate the forwarding information to the line
cards, which may then program their respective packet processors based upon the
mnformation. The packet may then be forwarded 1o the line card containing the output port
{which mav be on the input line card or some other line card) and then forwarded from

network device 200 using via the output port.

[0066] To send or receive packets for anetwork device, a packet processor may provide
Direct Memory Access (DMA} functionality. With DMA, the packet processor can transfer a
packet to or from the physical memory of a network device without needing assistance from

the network devices processor{s).

18667} FIG. 3 illusirates an example of a network device 300 that includes a packet
processor 310 that provides DMA functionality for receiving and transmitting packets. The
network device 300 can include a guest virtual machine 320, which may be running a
network operating svstern. The network device’s operational environment can also include a
hypervisor 350 that supports the guest virtual machine 320, including providing the guest
virtual machine 320 with access to the hardware resources of the network device 300. The

network device 300 can also include an IOMMU that provides address translations between
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host processes, such as the guest virtual machine 320, and /0 devices, such as the packet

processor 310, The network device 300 can also mclude physical memory 302,

[00668] Generally, when the guest virtual machine 320 1s imtiated, the network device 300
(e.g.. through the hypervisor 350 or a host operating svsten) can allocate a physical memory
region n the physical memory 302, referred to here as the VM physical memory 304. The
VM physical memory region 304 can be the part of physical memory 302 that is assigned to
the guest virtual machine 320 for its exclusive use. The VM physical memory region 304 can

be read and written using physical addrasses.

[006%] The operating system and applications executing within the guest virtual machine
320 generally use virtual addresses. A virtual machine is “virtual” in the sense that, from the
perspective of the operating svstem and applications running within the virtual machine, the
virtual machine appears indistinguishable from a physical machine. The virtual machine thus
has an address space that is distinct from the address space of the network device 300, which
ts commonly referred to as a virtual address space. Within the virtual address space,
addresses that, in the network device 300, map to physical resources can be referred to as

cuest physical addresses.

{8676] Memory read and write {ransactions from the guest virtual machine 320 can be
guest physical addresses 364. These transactions can be received by the hypervisor 350,
which can be configured to pass the transactions to the appropriate hardware resource. In the
tHustrated example, the hardware resources include the physical memory 302, Because the
physical memory 302 s addressed using physical addresses 366, the network device 300 can
mnclude a mervory management unit (not tlustrated here) and/or an IOMMU 352 to translate

from the virtual, guest physical addresses 364 to phvsical addresses 366,

[0071] An IOMMU is a hardware and/or software module that can be configured to
execute various address translations. For example, the IOMMU 352 can be configured with
an /O virtual address space, which can also be called an address map or domain 354, The
domain 354 can describe all of the /O address space that is available to the guest virtual
machine 320. The guest virtual machine 320 can allocate regions in the domain to specific
1/0 devices, including the packet processor 310, A region i the domain 354 can have a
corresponding region in physical memory 302, This region in physical memory 302 can, for
example, be assigned to the packet processor 310 {or other I/0 device) for the packet

processor’s memory needs. The region in the domain 354 that 15 assigned to the packet
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processor 310 can be used {o transiate between the guest physical addresses 364 used by the

guest virtual machine 320 and the physical addresses 366 n the physical memory 302,

18072] The IOMMU 332 can provide rescurce exclusivity and isolation. For example, the
domain 354 can usually only be assigned to one entity, such as the guest virtual machine 320
5 or the host operating system. Additionally, the domain 354 can usually only translate from

one address space to another address space; thus, when the domain 354 15 assigned to the
guest virtual machine 320, the domain 354 can only translate from the guest physical
addresses 364 of the guest virtual machine 320 to, for example, physical addresses 366 in the
physical memory 302. In this way, only the guest virtual machine 320 s able to use the

10 packet processor 310. This exclustvity may increase the efficiency of V0 transactions

through the packet processor 310,

{0073]  As noted above, the packet processor 310 can support DMA operations for
transmitting and receiving packets. For example, when the guest virtual machine 320 has a
packet 370 for transmitling, the guest virtual machine 320 can write the packet 370 into

15  physical memory 302, and then request that the packet processor 310 send the packet. The
guest virtual machine 320 may then move on to other operations while the packet processor

310 executes a DMA operation to transmit the packet 370,

18074] Because the guest virtual machine 320 operates using guest virtual addresses, when
the guest virtual machine 320 writes the packet 370 to physical memory 302, the write

20 transaction will use a guest physical address 364 Generally, this translation is handled by a
memory management unit that is part of or coupled 1o a processor in the network device 300,
The memory managernent unit can provide a physical address 366 that can be used to wrile
the packet 370 into the physical memory 302. More specifically, the packet 370 would be

written into the VM physical memory 304. Once the packet 370 s wnitten into physical

[\
n

memory 302, the guest virtual machine 320 can inform the packet processor 310 that there 15
a packet ready to be transmutted. For example, the guest virtual machine 320 can write a
register in the packet processor 310, where a write to the register indicates to the packet
processor 310 that there is a packet ready to be sent. In some implementations, the guest
virtual machine 320 may write, to the packet processor 310, the guest physical address where

30 the packet 370 can be found in physical memory 302,

{00675} In some implementations, the guest virtual machine 320 can provide the location in

the physical memory 302 of the packet 370 in advance of informing the packet processor 310
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that the packet 370 is readv for transmission, and/or before placing the packet 370 in the
physical memory 302, For example, in some implementations, the guest virtual machine 320
can write one or more addresses to the packet processor 310, which the packet processor 310
understands as locations at which to find packets when the guest virtual machine 320 requests
packet transnussion. In this example, upon receiving such a request from the guest virtual
machine 320, the packet processor 310 can use these pre-loaded addresses to read packets

from the physical memory 302

[0076] ‘Whether programmed in advance or received with a request to transmit the packet
370, the addresses given io the packet processor 310 will be guest physical addresses 364
within the virtual address space of the guest virtual machine 320, This is because the
processes within the guest virtual machine 320 only know the virtual address space. Hence,
the packet processor 310 can use the IOMMU to transiate the guest physical address 362 into
a physical address 366. The IOMMU can then use the physical address 366 to read the packet
370 from the physical meroory 302, Because the packet processor 310 executes a DMA
transaction to obiain the packet 370, any processor in the network device 300 need not be
mvolved. Once the packet processor 310 has read the packet 370 from the physical memory

302, the packet processor 310 can transmoit the packet 370,

{0077} As another example, when a packet 360 1s received by the network device 300, the
packet processor 310 can write the packet 360 into the physical memory 302, The address at
which the packet 360 is written can also be programed into the packet processor 310 by the
guest virtual machine 320, Consequently, this address will also be a guest physical address
362, which the packet processor 310 can translate into a physical address 366 using the
IOMMU 352. The packet processor 310 can then use this physical address 366 to write the
packet 360 into physical memory 302. The packet processor 310 uses a DMA operation to

execute this write; hence any processor in the network device 300 1s not used.

{06078}  Once the packet 360 is in physical mermory 302, the packet processor 310 can
mform the guest virtual machine 320 a packet 360 has been received. For example, the packet
processor 310 can send an interrupt signal. Upon recetving such a notification, the guest
virtual machine 320 can read the packet 360 from physical memory 302, using a guest
physical address 364. Generally, the guest physical address 364 1s translated into a physical

addrass 366 using a memory management unit coupled o or incorporated into a processor.
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This physical address 366 can be used to read the packet 360 from physical memory 302, The

packet 360 may then be delivered to the guest virtual machine 320,

18678 In various implementations of a network device, at least two host processes in the
network device may be sending and/or receiving packets at the same time. For example, the
network device can include a virtual machine that manages the operations of the network
device, inchuding managing transmission and receipt of packets. As a further example, the
network device can also include a host process that is often referred to as a software keep-
alive process. Routers and similar network devices send penodic “keep-alive” packets {0
maintain the health and status of various protocol sessions. Periodic keep-alive packets
mdicate to devices using a particolar link provided by the router that the link 1s available for
use. When the keep-alive packets stop, the devices may assume that the link has gone down,

and may then ferminate any network sessions that were using that link.

[0088] A router may have dedicated hardware that issues keep-alive packets. Hardware
implemeniations may be robust, in that the dedicated hardware is typically unaffected by the
state of the router’s management software. Hardware implementations, however, may be less
flexible and un-scalable. For example, a hardware implementation may not be easily

reconfigured for different murnbers of line cards or different numbers of ports.

{0081} A software keep-alive process can be more flexible and scalable than a hardware
keep-alive implementation. A software keep-alive process, however, may be affected by the
state of the network device’s management software. For example, the software keep-alive
process can be running in the same virtual machine that is running a network operating
system for the network device. Should the virtual machine become disabled — such as could
occur during a fatlover or switchover event — the software keep-alive process would also
become disabled. This can result in an interruption of transmission of the period keep-alive
packets. While a new virtual machine, in which a new keep-alive process can be initiated,
may 1mmediately take over the operation of the network device, the span of tirne until this

occurs may be long enough that protocol sessions may be needlessly ternunated.

[08082] In vanious implementations, io provide a software keep-alive process that may be as

consistent and robust as a hardware implementation, the sofiware keep-alive process can be

taunched as an independent host process, outside of the virtual machine that 1s running the
etwork operating svstem. As an independent host process, the software keep-alive process

can be unaffected should the virtual machine become disabled, and can continue to send
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keep-alive packets while a new virtual machine takes over the operations of the network

device,

18683] In various implementations, a virtual machine may itself be sending and/or
iransmitting packets at the same time that the software keep-alive process 1s sending packets.
Both the virtual machine and the software keep-alive process may be using the same high-

performance packet processor as an interface to the network.

[0084] In various imoplementations, a high-performance packet processor can be shared
between host processes, through software configuration and/or hardware support. Not all of
these methods are available in all instances, however, and some may affect the performance
capability of the packet processor. For example, using a sofiware configuration, the high-
performance packet processor can be assigned to a host process, such as a host operating
system for a network device. In this example, multiple virtual machines may be running on
top of the host operating sysiem. Should two or more of these virtual machines be sending
and/or receiving packets, the host operating sysiem can then provide a conduit through which
the packets can reach a packet processor. Delay may be caused, however, by passing
transactions through the host operating system. For example, outbound packets may need 1o
be moved from physical memory assigned {o a virtual machine to physical memory that is
accessible to the host operating svstern. In this exarople, the packet can then be transruitted
from the host operating system’s physical memory. A similar movement from one location in
physical memory to another location in physical memory can occur with inbound packets. In
these and other examples, a sofiware configuration may limt the throughput through the

packet processor.

[0088] A combined hardware and software configuration may enable higher throughput
through a packet processor. FIG. 4 illustrates an example of a network device 400 that
mcludes a packet processor 430 that includes hardware virtualization, which can enable the
packet processor 430 to be shared between multiple host processes. In this example, the
packet processor 430 is a Peripheral Component Interconnect (PCI) tvpe device, and includes
Single Root Input/Cuiput Virtualization (SR-IOV ). SR-I0V enables the packet processor 430
to be used simudtaneously by multiple host processes, inclading virtual machines. The packet
processor 430 can have a physical function 434, such as for example a BMA engine that can
be used to send or receive packets. The packet processor 430 can also have multiple virtual

functions 432, where each virtual function 432 provides the same capabilities as the physical
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function 434. While the physical function 434 tvpically includes hardware and/or software
necessary to implement a function (such as DMA), the virtual functions 432 do not, and
mstead use the hardware and/or software provided by the physical function 434, A PCl-type
device can have many virtual functions for a given physical function, such as for example 32

or 64 virtual functions, which provide the same functionality as the physical function.

[3086] The virtual functions 432 can be assigned to various host processes, such as a guest
virtual machine 420. To the guest virtual machine 420, the virtual fumction 432 may appear
no different than the physical function 434, and the guest virtual machine 420 can use the
virtual function 432 as if 11 is using the physical function 434, The guest virtual machine 420

may have a device driver through which it can access the virtual function 432

[08087] In this example, the network device 400 has multiple host processes that send and/or
receive packets, including the guest virtual machine 420 and a host process 440. The guest
virtual machine 420 may be running a network operating system, and may be sending and/or
receiving packets. The host process 440 may also be sending and/or recetving packets. For
example, the host process 440 can be a software keep-alive process, and may periodically

send keep-alive packets to the network.

{0088] As discussed above, the guest virtual machine 420 generally nses virtual addresses,
which may also be referred to as guest physical addresses, to access physical memory 402,
To translate guest physical addresses to physical addresses, a packet processor VO virtual
address space 412 can be configured for the guest virtual machine 420. In various
nimpiementations, the V0 virtual address space 412 provides address translations for read and
write fransactions from the guest virtual machine 420 that are directed to the packet
processor. There may be a corresponding guest VM DMA memory 404 allocated in physical
memory 402. The 1/0 virtual address space 412 thus provides a mapping of guest physical
addresses to physical addresses in the guest VM DMA memorv404. In various
iroplementations, the /0 virtual address space 412 can be configured in a memory
management unit, which can provide the facilities to automatically execute the translations.

The 10 virtual address space 412 may also be referred to as a domain,

[3089] For transmitting and receiving packets through the packet processor 430, the guest
virtual machine 420 can allocate a region of the I/O virtual address space 412, which 1s
referred to in the llustrated example as the guest VM DMA map 414. The guest virtual

machine 420 can further associate the guest VM DMA map 414 with the virtual function
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device driver. The virtual function 432 that is assigned to the guest virtual machine 420 can
then use the guest VM DMA map 414 to execute DMA operations, such as for example

reading and writing packets that are to be transnutted or are received, respectively.

[8096] In this example, a host process 440 can also be sending and transmutting packets

5 using the packet processor’s DMA fimctionality. For the host process 440 to make use of the
packet processor 430, in this example, a host DMA memory 406 has been allocated in
physical memory 402. Tnbound and outbound packets for the host process 440 can be placed
in this host DMA memory 406, and the packet processor 430 can read or write packets from

the host BMA memory 406, using DMA operations.

10 {00%21] When the host process 440 15 to transmmit a packet, the host process 440 can write
the packet to the host DMA memory 406 in physical memory. Because the host process 440
15 executing within the host operating system, rather than in a virtual machine, the host
process 440 will be using physical addresses. Thus, the host process 440 can write the packet
directly to the host DMA memory 406 without needing to do an address translation. Once the

15  packet is in the host DMA memory 406, the host process 440 can request that the packet
processor’s phiysical function 434 transmit the packet. In most cases, the physical function
434 can be accessed directly from the host operating system. Once the host process 440 has
requested that physical function 434 transnt the packet, the host process 440 may proceed to
other operations, while the packet processor 430 reads the packet from physical memory 402

20 and transmits the packet.

[080392] When a packet is received for the guest virtual machine 420, the packet processor
430 can write the packet into the guest VM DMA memorv404. The packet processor 430 can
use the virtual function 432 that is assigned to the guest virtual machine 420. The virtual

function 432 can be programimed with the guest physical address that the packet processor

[\
n

430 should use to write the packet into the guest VM DMA memorv404. Additionally, the
virtual function 432 can cause the write from the packet processor 430 to be translated using
the guest VM DMA map 414. Once the packet is in physical memory 402, the packet
processor 430 can inform the guest virtual machine 420 that the packet is ready. The guest
virtual machine 420 can then, using a guest physical address, read the packet. The address for
30 this read transaction can be translated, using a memory management unit, 1o a physical

address that can be used to read the physical memory 402

12
b



Ju—
—~

[\
n

30

WO 2017/209856 PCT/US2017/028965

{8693] Not all packet processors, however, have SR-IOV capabilities. Without SR-I0V, 2
network device can use other hardware and/or software to enable a high-performance packet
processor to be shared, without impacting the packet processor’s high-performance

capahilities.

[08094]  An /O device, such as a packet processor, can include several different address
spaces, each of which can be accessible {0 two or more host processes that are sharing packet
processors. These address spaces can include an address space for configuration registers and
a more general memory address space. The configuration address space can be accessed by
host processes to configure the packet processor, send inferrupts to the packet processor, read
mmterrupt information, and/or provide information for executing DMA transactions {e.g., an
address from which 1o read a packet or to which to write a packet), among other things. The
memory address space can correspond to the memory of the packet processor and/or to
memory assigned to the packet processor in the physical memory 502, The host processes can
use the mermory address space to write and read packets to and from the physical memory
502 assigned to the packet processor. The packet processor can execute DMA operations o
also read and write these packets. In various implementations, the packet processor’s memory

address space can be virtualized, for etficiency and/or ease of access.

[809%]  Shared access to the packet processor’s conirol registers can be provided by a
Memory Mapped /O (MMIQ) mechanism. In an MMIO system, processor memory {e.g.,
RAM) and the registers of 1/ devices can be mapped into one address space. A network
device’s processor(s) can thus access a packet processor’s control registers in the same way
that the processor(s) can access main memory. Because the host processes that are to share
the packet processor are both operating within the host system’s host operating system, they

both can, through an MMIQ mechanism, access the packet processor’s control registers.

18096] Shared access of the memory address space of the packet processor can be
accomplished by making use of IOMMU domain sharing capabilities and the multiple DMA
channels that are provided by most packet processors. FI(G. 5 illustrates an example of a
network device 500 that includes a high-performance packet processor 330, The example
network device 500 further includes a guest virtual machine 520, In various implementations,
the guest virtual machine 520 may be executing a network operating system for managing the
operations of the network device 500. The guest virtual machine 520 can include a device

driver, through which the guest virtual machine 520 can use the packet processor 530. The
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network device 500 of this example also includes a host process 540 that may be sending
and/or receiving packets. For example, in some implementations, the host process 5401s a

software keep-alive process that periodically sends keep-alive packets.

[8097]  As discussed above, the network device 500 can be configured with a packet
processor /O virtual address space 512 that can be used by the guest virtual machine 520 for
170 transactions to the packet processor 430. The V0 virtual address space 512 can describe
all 1/0 addresses that are available to the guest virtual machine 520. The VO virtual address
space 512 can also be referred to as an address map or domain. Typically, the V(O virtual
addreass space 512 is configured when the guest virtual machine 520 1s initiated. For example,
when the guest virtual machine 520 1s launched, the network device 500 can instruct a
memory management unit to set up the VO virtual address space 512. In thus example, the
instruction can come from a hypervisor that supports the guest virtual machine 520 or from

the host operating system.

[0098]  Once the guest virtual machine 520 15 up and running, the guest virtual machine 520
can allocate a region in the VO virtual address space 512, here designated as the guest VM
DMA map 514, which the guest virtual machine 520 can assign to the packet processor 530
The network device 300 can allocate a corresponding region in the physical memory, here
designated the guest VM DMA memory 504, The guest VM DMA memory 504 can be
assigned to the packet processor 530 as a region accessible to the packet processor for DMA
transaciions. The guest VM DMA space 514 can provide address iransiations between the
virtual addresses the guest virtual machine 520 would use to access the packet processor 530,
and the physical addresses needed to access the guest VM DMA memory 504. The guest
virtual machine 520 can similarly allocate regions in the /0O virtual address space 512 for
other /0 devices. In various implementations, the 1/0 virtual address space 512 can be

configured in an IOMMU, which may provide the translation roechanism.

{0099} The packet processor 530 can have muitiple DMA channels 336, 538, such as for
example four or eight channels. The guest virtual machine 520 typically only needs one
DMA channel to send and/or receive packets. Thus, in various implementations, one of the
packet processor’s 530 DMA channels 538 can be assigned to the guest VM DMA map 514
When the packet processor 530 receives a packet for the guest virtual machine 520, the
packet processor 530 can use this first DMA channel 538 {0 wrile the packet into physical

memory 502, As discussed above, the guest virtual machine 520 may have configured the
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packet processor 530 with a guest physical address to use when writing an inbound packet.
Thus, through the designaied DMA channel 538, the packet processor’s 330 write transaction
can be translated using the guest VM DMA map 514. Once the packet is in physical memory
502, the packet processor 530 can inform the guest virtual machine 520 that the packet is

ready.

[3108] For the host process 540 to share the packet processor 330 with the guest virtual
machine 520, the host process 540 can use another of the packet processor’s 530 DMA
channels 536. To do so, a region of the /O virtual address space 512 is reserved for DMA
operations by the host operating system. This region is designated, in the illustraied example,
as the reserved DMA map 516, This reserved DMA map 516 can be assigned to a second
DMA channel 536. The /O virtual address space 512, however, as a whole remains assigned
to the guest virtual machine 520, By reserving a region of the /0 virtual address space for the
host process 540, the guest virtual machine 520 is only prevented from using the reserved
DMA map 516 when allocating the guest VM DMA map 514. The guest virtual machine 520

can instead use unreserved parts of the 1/0 virtual address space 512,

{0101} Because the reserved DMA map 516 is in the VO virtual address space 512, the
reserved DMA map 516 also maps guest physical addresses (as would be used by the guest
virtual machine 520) into physical addresses. The reserved DMA map 516, in this example, is
configurad to map guest physical addresses into a host DMA map 506, allocated in physical
memory 502 for use by the host operating system. When the host process 540 transmits a
packet, the host process 540 can, first, write the packet into the host DMA map 506 using a
guest physical address. The guest physical address can be mapped into a physical address,
using the reserved DMA map 516. Once the packet is in physical memory 502, the host
process 340 can mform the packet processor, through its assigned BMA channel 536, that the
packet is ready for transmission. The DMA channel 536, through its assignment to the
reserved DMA map 516, can obtain the physical address for the packet, read the packet, and

then transmit the packet.

{01062} By reserving the reserved DMA map 516 in the 1/O virtnal address space 512 of the
guest virtual machine 520, the host process 540 1s provided with access to the packet
processor 330, The guest virtual machine’s 520 exclusive use of the packet processor 530 is
not interfered with, because the guest virtual machine 520 continues 1o have a dedicated

DMA chanpel 538. Additionally, the guest virtual machine 520 continues to be able to use
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the packet processor 530 directly, rather than through an indirect means, such as through the

host operating system,

18163} In various implementations, the VO virtual address space 512 1s preserved
mdependently of any processes that are using the VO virtual address space 512. The network
device 500 is configured 1o maintain the VO virtual address space 512 so that, should any of
the processes using the VO virtual address space S12 go down, the VO virtual address space
312 18 not also taken down. Should the 1O virtual address space 512 be removed, other, suill
active processes would no longer be able access the packet processor to send and/or receive
packet. Thus, the network device 500 can be configured to keep V(0 virtual address space 512

regardless of whether any process that is using the /0 virtual address space 312 shuts down.

{0104}  As an example, under various circumstances, the guest virtual machine 520 may
become disabled by hanging, shutting down, going offline, or failing in some fashion.
Typically, when this occurs, the network device S00 would remove the /O virtual address
space 512, such as by deleting it from a memory management unit. Should this occur, the
reserved DMA map 516 would also be deleted, and the host process’s 540 abilitv to send and
eceive packets would be interrupted. Thus, in various implementations, the network device
500 can be modified so that, when the guest virtual machine 520 goes offline, the VO virtual
address space 512 is maintained. For example, a hvpervisor that supported the guest virtual
machine 520 or the host operating system can be modified so that the memory management
unit is not instructed to remove the /O virtual address space 512 when the guest virtual
machine 520 goes down. Address spaces within the VO virtual address space 512, such as the
guest VM DMA map 514, may still be freed, however. The reserved DMA map 516,

however, would be maintained.

{0165] In various implementations, the network device 500 can launch a new guest virtual
machine, or failover to a standby virtual machine, either of which can take over the
operations of the previous guest virtual machine 520. Typically, when the new guest virtual
machine is initiated, the network device 500 would set up a new I/ virtual address space for
the new guest virtual machine to use for /0 transactions. This new VO virtual address space
would be different from the /O virtual address space 512 used by the original guest virtual
machine 520, When the new /0 virtual address space is then assigned to the packet processor
530, the host process 540 may, at least temporarily, fose the ability o transmit or receive

packets.
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{0i66] To avoid any interruption of the host process’s ability 1o send or receive packets, the
network device SO0 can, mstead of creating a new VO virtual address space for the new guest
virtual machine, have the new guest virtual machine use the existing /O virtual address space
512. For example, the network device 500 can ensure that a device node for the packet
processor 530 is present in the host operating svstem, and that when the new guest virtual
machine boots, the new guest virtual machine can find the device node. Upon finding the
evice node, the new guest virtual machine can be made to find the existing /0 virtual
addreass space 512, and can choose 1o use it, rather than having a new /O virtual address
space be created. Once the new guest virtual machine associates with the existing I/O virtual
address space 512, the new guest virtual machine can allocate a guest virtual machine DMA
space anywhere in the I/O virtual address space 512, other than in the reserved DMA map
16

(9]

[81067] FIG 6illustrates an example of a process 600 through which a high-performance
packet processor can be shared between two host processes, such as a virtual machine and an
sofiware keep-alive process. The process 600 may be executed by a network device such as

the network device illustrated in FIG. 5.

10168] At step 602 of FIG. 6, the process 600 includes reserving a portion of an address
map. In the above discussion, the address map 1s also referred to as an VO virtual address
space or as a domain. In various implementations, the address map can be configured in a
memory management unit, such as an IOMMU. In some implementations, the address map is
configured when a virtual machine is first initiated on the network device, where the address
map is assigned {o the virtual machine. Should the virtual machine become disabled, the
network device can be contfigured to preserve the address map, meaning that the address map

15 not deleted or destroved.

1816%] In various implementations, when a virtual machine comes onling 1n the network
device, the address map may thus be already present in a memory management umt. At step
604, the process 600 can thus include assigning the address map to the virtual machine. In
various implementations, the virtual machine can allocate a guest portion in the address map,
where the guest portion s allocated n a part of the address map that does not include the
reserved portion. The guest portion can thereafter provide address translations between

virtual addresses of the virtual machine and physical addresses in memory.
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[0118] At step 606, the process 600 includes assigning a first channel from a plurality of
channels o the virtual machine, where the plurality of channels are provided by a packet
processor. Using the first channel, the virtual machine can send and/or receive packets from a
network. Specifically, the packet processor can use the first channel to execute DMA
operations to place received packets in memory, and feich packets to be transmitied from

Memory.

[0111] At step 608, the process 600 includes assigning the reserved portion of the address
map to a host process. The host process can then use the reserved portion of the address map

to transiate virtual addresses to physical addresses i memory.

{0112} Atstep 610, the process 600 includes assigning a second channel from the plurality
of chanuels to the host process. Using the second channel, the host process can then send
packets to the network. Specifically. the host process can place an outbound packet in
memory, and then request that the packet processor transmit the packet. The packet proceassor
can then execute a DMA operation, using the second channel, to read the packet from

memory. The packet processor can then transmit the packet.

{0113} In certain embodiments, a non-transitory machine-readable or computer-readable
mediom is provided for storing dafa and code (instructions) that can be execuied by one or
more processors. Examples of a non-transitory machine-readable or computer-readable
medium include memory disk drives, Compact Disks (CDs), optical drives, removable media
cartridges, memory devices, and the like. A non-transitory machine-readable or computer-
readable medium may store the basic programming {e.g., instructions, code, program) and
data constructs, which when executed by one or more processors, provide the {unctionality
described above. In certan implementations, the non-transitory machine-readable or
computer-readable medivum may be included in a network device and the imstructions or code
stored by the medium may be executed by one or more processors of the network device
causing the network device to perform certain functions described above. In some other
implementations, the non-transitory machine-readable or computer-readable medium may be
separate from a network device but can be accessible 1o the network device such that the
mstructions or code stored by the medium can be executed by one or more processors of the
etwork device causing the network device to perform certain functions described above. The
non-transitory computer-readable or machine-readable mediom may be embodied in non-

volatite memory or volatile memory.
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{0114} The methods, systems, and devices discussed above are examples. Various
ermbodiments may omit, substitute, or add various procedures or componenis as appropriate.
For mstance, in alternative configurations, the methods described may be performed 1n an
order different from that described, and/or various stages mav be added, omitted, and/or
combined. Features described with respect to certain embodiments may be combined in
various other embodiments. Different aspects and elements of the embodiments may be
combined in a similar manner. Technology evolves and, thus, many of the elements are

exampies that do not limit the scope of the disclosure 1o those specific examples.

{0115] Specific details are given in this disclosure to provide a thorough understanding of
the embodiments. However, embodiments may be practiced without these specific details.
For example, well-known circuits, processes, algorithms, structures, and technigues have
been shown without unnecassary detail in order to avoid obscuring the embodiments. This
description provides example embodiments only, and is not intended o himit the scope,
applicability, or configuration of other embodiments. Rather, the preceding description of the
embodiments will provide those skilled in the art with an enabling description for
implementing various embodiments. Vartous changes may be made in the function and

arrangernent of elements.

{0116}  Although specific embodiments have been described, various moditications,
alterations, alternative constructions, and eguivalents are also encompassed within the scope
of described embodiments. Embodiments described herein are not restricted {0 operation
within ceriain specific data processing environmenis, but are free to operate within a plurality
of data processing environments. Additionally, although certain iroplementations have been
described using a particular series of transactions and steps, 1t should be apparent to those
skilled in the art that these are not meant to be limiting and are not limited to the described
series of transactions and steps. Although some flowcharts describe operations as a sequential
process, many of the operations can be performed in parallel or concurrently. In addition, the
order of the operations may be rearranged. A process may have additional steps not included

in the {igure.

{6117} Further, while certain embodiments have been described using a particular
combination of hardware and software, it should be recognized that other combinations of
hardware and software may also be provided. Certain embodiments may be implemented

only i hardware, or only in software {e.g.. code programs, firmoware, middleware,
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microcode, etc ), or using combinations thereof. The various processes described herein can

be implemented on the same processor or different processors in any combination,

[8118] Where devices, systems, components or modules are described as being configured
io perform certain operations or functions, such configuration can be accomplished, for
example, by designing electronic circuits to perform the operation, by programming
programmmable electronic circuits (such as microprocessors) to perform the operation such as
by executing computer instructions or code, Or processors or cores programmed to execute
code or instructions stored on a non-transitory memory medium, or any combination thereof.
Processes can communicate using a variety of techniques including but not himited to
conventional techniques for inter-process communications, and different pairs of processes
may use different techuiques, or the sare pair of processes may use different techruques at

different times.

{#119] The specification and drawings are, accordingly, 1o be regarded in an iHustrative
rather than a restriciive sense. It will, however, be evident that additions, subiractions,
deletions, and other modifications and changes may be made thereunto without departing
from the broader spirit and scope as set forth in the claims. Thus, although specific
ermmbodiments have been described, these are not imtended to be imiting. Various

modifications and equivalents are within the scope of the following claims.
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WHAT IS CEAIMED IS:

I A network device, comprising

one or more processors; and

a memory coupled with and readable by the one or more processors, wherein
the memory is configured to include a first portion of physical memory used by a host
process for Input/Ouiput (1/0) operations, wherein the host process is executing on the
network device;

a packet processor including a first channel used by the host process for
transmission or receipt of packets and a second channel used by a virtual machine for
iransmission or receipt of packets, wherein the virtual machine is executing on the network
device; and

a memory management unit, the memory management unit configured to use
an address map associated with the packet processor;

wherein the one or more processors execute instructions to perform operations
mcluding:

eserving a portion of the address map for the host process, the
reserved portion including a first set of mappings that map a first set of virtual addresses to a
set of addresses in the first portion of physical memory, wherein the host process uses the
reserved portion to transmit or receive packets using the first channel; and
allocating a second portion of the address map for the virtual machine,
wherein the second portion 15 allocated in a part of the address map that does not mchade the
reserved portion, wherein the virtual machine uses the second portion to fransnit or receive

packets using the second channel.

2. The network device of claim 1, wherein the host process configures the
reserved portion of the address map, wherein configuring the reserved portion includes

writing addresses from the first portion of physical memory into the reserve portion.

3. The network device of claim 1, wherein a hypervisor configures the

second portion of the address map.
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4, The network device of claim 1, wherein the host process is configured
o use a virtual address to obtain a phvsical address, wherein the host process uses the
reserved portion to obtain the physical address, wherein the physical address is an address in
the first portion of physical mersory, and wherein the virtual address is n a virtual address

space of the virtual machine.

5. The network device of claim 1, wherein the host process is configured

to write a packet (o the memory using a physical address.

6. The network device of claim 1, wherein the virtual machine is

configured to read a packet from the memory using a virtual address.

7. The network device of claim 1, wherein the packet processor is
configured to:

receive, on the second channel, a request to transmit a packet, wherein the
request includes a virtual address;

obtain, using the reserved portion, a physical address for the virtual address;

read a packet from the memory using the physical address; and

transmit the packet.

8. The network device of claim 1, wherein the packet processor is
configured to:

receive, at the first channel, a packet;

obtain, using the second portion of the address map, a physical address for a
virtual address, wherein the virtual address was configured by the virtual machine; and

write the packet to the memory using the physical address.

9. The network device of claim 1, wherein the one or more processors
further execute instructions to perform operations, including;

determining that the virtaal machine is no longer executing;

starting a new virtual machine;

allocating a third portion of the address map for the new virtual machine,
wherein the third portion is allocated in a part of the address map that does not include the
reserved portion, wherein the new virtual machine uses the third portion to transrot or

received packets using the second channel.
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10, The network device of claim 1, wherein the address map was
previously assigned to another virtual machine, wherein the other virtual machine is no

Jonger executing..

it The network device of claim 1, wherein, when the viriual machine

shuts down, the address map is preserved.

12. The network device of claim 1, wherein no other address map can be

associated with the packet processor.

13. The network device of claim 1, wherein the virtual machine includes a

network operating system,

14. The network device of claim 1, wherein the host process includes a

software keep-alive process.

5. A method, comprising:

reserving a portion of an address map for a host process, the reserved portion
mcluding a first set of mappings that map a first set of virtual addresses to a set of addresses
in a first portion of physical memory, wherein the host process uses the reserved portion to
transmit or receive packets using a first channel of a packet processor, wherein a memory
management unit 1s configured to include the address map, wherein the address map s
associated with the packet processor, and wherein the host process is executing on a network
device; and

allocating a second portion of the address map for a virtual machine, wherein
the second portion 15 altocated in a part of the address map that does not include the reserved
portion, wherein the virtual machine uses the second portion to fransmit or receive packets
using a second channel of the packet processor, and wherein the virtual machine is executing

on the network device.

16. The method of claim 15, wherein the host process configures the
reserved portion of the address map, wherein configuring the reserved portion includes

writing addresses from the first portion of physical memory into the reserve portion.

17. The method of claim 15, wherein a hypervisor configures the second

portion of the address map.
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18, The method of claim 15, further comprising:

using a virfual address to obtain a physical address, wherein obtaining the
physical address includes using the reserved portion (o obtain the physical address, wherein
the phvsical address corresponds 1o an address in the first portion of physical memory, and

wherein the virtual address corresponds to a virtual address space of the virtual machine.

19 The method of claim 15, further comprising:
writing a packetl o memory using a physical address, wherein the packet is

written to raemory by the host process.

2 Ys

20. The method of claim 15, further comprising:
reading a packet from memory using a virtual address, wherein the packet is

read by the virtual machine.

21 The method of claim 15, further comprising:

receiving, on the second channel, a request fo transnut a packet, wherein the
request includes a virtual address;

obtaining, using the reserved portion, a physical address for the virtual
address;

reading a packet from the memory using the physical address; and

transmitiing the packet.

22, The method of claim 15, further comprising:

receiving, at the first channel, a packet;

obtaining, using the address map, a physical address for a virtual address,
wherein the virtual address was configured by the virtual machine; and

writing the packet to the memory using the physical address.

23 The method of claim 15, further comprising:

determuining that the virtual machine is no longer executing;

initiating a new virtual machine;

allocating a third portion of the address map for the new virtual machine,
wherein the third portion is allocated in a part of the address map that does not include the
reserved portion, wherein the new virtual machine uses the third portion to transrot or

received packets using the second channel.
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24, The method of claim 135, wherein the address map was previously

assigned to another virtual machine.

25. The method of claim 15, wherein, when the virtual machine shuts

down, the address map 1s preserved.

26. The method of claim 15, wherein no other address map can be

associated with the packet processor.

27. The method of claim 15, wherein the virtual machine includes a

network operating systen.

28. The method of claim 15, wherein the host process inciudes a software

keep-alive process.

29, A non-transttory computer-readably medium mcluding instructions
that, when executed by one or more processors, cause the one or more processors o perform
operations including:

reserving a portion of an address map for a host process, the reserved portion
mcluding a first set of mappings that map a first set of virtual addresses to a set of addresses
i a first portion of physical memory, wherein the host process uses the reserved portion to
transmit or recetve packets using a first channel of a packet processor, wherein a memory
management unit 1s configured to include the address map, wherein the address map s
associated with the packet processor, and wherein the host process is executing on a network
device: and

allocating a second portion of the address map for a virtual machine, wherein
the second portion is allocated in a part of the address map that does not include the reserved
portion, wherein the virtual machine uses the second portion to transmit or receive packets
using a second channel of the packet processor, and wherein the virtual machine is execuiing

on the network device.

30. The non-transitory computer-readable medium of claim 29, wherein
the host process configures the reserved portion of the address map, wherein configuring the
reserved portion includes writing addresses from the first portion of physical memory into the

reserve poriion.
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31.  The non-transitory computer-readable medium of claim 29, wherein a

hypervisor configures the second portion of the address map.

32.  The non-transitory computer-readable mediom of claim 29, further
comprising insiructions that, when executed by one or more processors, cause the one or
more processors to perform operations including:

using a virtual address to obtain a physical address, wherein obtaining the
physical address includes using the reserved portion to obtain the physical address, wherein
the physical address corresponds to an address in the first portion of physical memorv, and

wherein the virtual address corresponds to a virtual address space of the virtual machine.

33.  The non-transitory computer-readable medium of claim 29, further
comprising instructions that, when executed by one or more processors, cause the one or
more processors to perform operations including;

writing a packet {0 memory using a physical address, wherein the packet is

written to memory by the host process.

34 The non-transitory computer-readable medium of claim 29, further
comprising nstructions that, when execuied by one or more processors, cause the one or
more processors to perform operations including:

reading a packet from memory using a virtual address, wherein the packet is

ready bv the virtnal machine.

35. The non-transitory comper-readable medium of claim 29, further
coraprising instructions that, when executed by one or more processors, cause the one or
more processors 1o perform operations including:

receiving, on the second channel, a request to transmit a packet, wherein the
request includes a virtual address;

obtaining, using the reserved portion, a physical address for the virtual
address;

reading a packet from the memory using the physical address; and

transmtting the packet.
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36.  The non-transitory computer-readable medium of claim 29, further
comprising instructions that, when executed by one or more processors, cause the one or
more processors to perform operations including;

receiving, at the first channel, a packet;

obtaining, using the address map, a physical address for a virtual address,
wherein the virfual address was configured by the virtual machine; and

writing the packet to the memory using the physical address.

37.  The non-transitory computer-readable medium of claim 29, further
comprising instructions that, when executed by one or more processors, cause the one or
more processors to perform operations including;

determining that the virtual machine 1s no onger executing,

mitiating a new virtual machine;

allocating a third portion of the address map for the new virtual machine,
wherein the third portion 1s allocaied in a part of the address map that does not include the
reserved portion, wherein the new virtual machine uses the third portion fo transnut or

eceived packets using the second channel.

34, The non-transitory computer-readable medium of claim 29, wherein

the address map was previously assigned to another virtual machine.

39.  The non-transitory computer-readable medium of claim 29, wherein,

when the virtual machine shuts down, the address map is preserved.

40, The non-transitory computer-readable medium of claim 29, wherem no

other address map can be associated with the packet processor.

41. The non-transitory computer-readable medium of claim 29, wherein

the virtual machine includes a network operating system.

42. The non-transitory computer-readable medium of claim 29, wherein

the host process includes a software keep-alive process.
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Reserve a portion of an address map

'

Assign the address map to a virtual
machine

I

Assign a first channel from a plurality of
channels to the virtual machine

'

Assign the reserved portion of the address
map to a host process

I

Assign a second channel from the plurality
of channels to the host process
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