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ABSTRACT

An encryption/decryption  system for providing
restricted use of each key 1n a plurality of keys to
preserve confidentiality of the plurality of keys. Each
key 1s wusable by an assoclated user 1n a public key
infrastructure to encrypt and decrypt data. The
encryption/decryption system comprises a key storage means
for storing a plurality of keys, user authentication means
for determining whether a prospective user of a key in the
plurality of keys 1s the associated user of the key, and an
encryption/decryption means for encrypting and decrypting
data using the ©plurality of keys when the  user
authentication means authenticates the prospective user.

The encryption/decryption means is operable in a browser on

a client computer.

- 27 -
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METHOD TO DEPLOY A PKI TRANSACTION IN A WEB BROWSER

FIELD OF THE INVENTION

This invention relates in general to public key infrastructure, and more particularly

relates to controlling use of the private key of a user in a public key infrastructure.

BACKGROUND OF THE INVENTION

Distributed computing environments are becoming increasingly ubiquitous.
Perhaps the best known distributed computing environment is the Internet, which is a
worldwide system of interconnected computer networks. Each of these computer
networks may itself include a group of interconnected computers, together with the
hardware and software required to connect them. These computers include client
computers and server computers. A server is a computer that makes information and
services available. A client 1s a computer that downloads, uploads or otherwise
exchanges information and services from the server using a browser. A browser is a
client program that allows users to read hypertext documents on the Internet, and to

navigate between different hypertext documents.

Electronic mail provides an efficient means of data exchange in distributed
computing environments. Data is also exchanged through visitors to web sites
completing web forms and directly entering information into databases. This data

exchange Is vuinerable to being intercepted by unauthorized third parties. Further,
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this risk is increased where, as in the case of the Internet, the public has substantially

unrestricted access to the distributed computing environment.

To preserve confidentiality in the event of interception, data may be encrypted.
One means of encrypting messages that has been widely adopted is public key
infrastructure (PKIl). In order to preserve, the confidentiality of a transmission between
two parties using this encryption method, both parties must have secret or private keys
that are used to encrypt each message. In this method, both the information sender and
the information recipient have a pair of keys, one of which is private key that the party
keeps secret, and the other of which is a public key that the party makes available to
others. The encryption method Is asymmetric: if a user's public key was used to encrypt
a message, then the user's private key must be used to decrypt the message. In other
words, only the recipient can decrypt a message that was encrypted using the
recipient’s public key, as the recipient's private key is required to decrypt such a

message.

By tradition, the “digital signature”, calculated by computing the hash function of
the message to be sent and then encrypting the digital signature using the private key of
the sender, guarantees that the message originated from the sender. However, if
someone other than the sender is able to encrypt messages using the private key, then

messages encrypted using the private key may not have originated from the sender.

Much of the benefit of public key iInfrastructure i1s lost it adequate measures are
not taken to preserve the secrecy of each user's private key. Many users simply store
their private key on their client computer's hard drive under a “private key" subdirectory.
Other users store the private key on a disk which they take with them, but from which
anyone else can readily download their private key. This behavior substantially reduces

the integrity of the system, as it increases the risk that data will be intercepted by one
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who knows, or can find out, the private key required to decrypt or encrypt the data.

A further problem with encryption using conventional software is that it is not
always available. Specifically, some electronic messaging systems do not provide. for
encryption. While documents can be encrypted before being attached to messages sent
by such electronic messaging systems, this increases the number of steps required for

encryption and decryption and, accordingly, reduces the likelihood that encryption will

actually be used.

Accordingly, there is a need for a method and system of permitting encryption in
a number of different electronic messaging, database entry, web form completion and
other data exchange services, while restricting access to a private key so that only the

actual user of that private key can use the key to encrypt or decrypt messages.

SUMMARY OF THE INVENTION

An aspect of one object of the present invention is to provide an improved

encryption/decryption/authentication system.

In accordance with the aspect of the present Invention Is provided an

encryption/decryption/authentication  system  for  encrypting/decrypting  data,
authenticating data, and/or authenticating a sender, decrypting and/or verifying data or

the sender for a recipient, the encryption/decryption/authentication system comprising:

(a) at least one key storage medium for storing a plurality of keys, each key being

useable by an associated user in a public key infrastructure to encrypt and

decrypt data; and
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(b) a computer accessible to the associated user, linked to the at least one key
storage medium, and further linked to an encryption/decryption/authentication

facility within a browser, wherein the encryption/decryption/authentication tacility

is adapted within the browser to:

(i) authenticate user identification data of the associated user thereby
enabling access to a private key in the plurality of keys useable by

the associated user, obtained from the at least one key storage

medium:; and

(i) encrypt/decrypt data, authenticate data, and/or authenticate a

sender, decrypt and/or verify the data or the sender for a recipient,
by accessing the associated private key or public key in the plurality

of keys.

In accordance with this second aspect of the present invention there is provided a

computer program product for use on a computer system for encrypting/decrypting data,
authenticating data, and/or authenticating a sender, decrypting and/or veritying data or

the sender for a recipient, the computer program product comprising:

a) a computer usable medium; and

b) computer readable program code recorded on the computer useable medium,

iIncluding:

) program code that stores a plurality of keys to at least one key storage
medium linked to the computer system, each key being useable by an

associated user in a public key infrastructure to encrypt and decrypt data; and

i) program code that within a browser linked to the computer system:
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(1) authenticates user identification data of the associated user thereby
enabling access to a private key in the plurality of keys useable by the

associated user, obtained from the at ieast one key storage medium; anag

(2) encrypts/decrypts data, authenticates data, and/or authenticates a sender,
decrypts and/or verities the data or the sender for a recipient, by

accessing the associated private key or public key in the plurality of keys.

In accordance with a third aspect of the present invention, there is provided an

encryption/decryption/authentication  system  for  encrypting/decrypting  data,

authenticating data, and/or authenticating a sender, decrypting and/or veritying data or

the sender for a recipient, the encryption/decryption/authentication system comprising:

a) a key storage server for storing a plurality of keys, each key being useable by an

associated user in a public key infrastructure to encrypt and decrypt data; and

b) a client computer accessible to the associated user, linked to the key storage

server, and further linked to an encryption/decryption/authentication facility within

a browser, wherein the encryption/decryption/authentication facility is adapted

within the browser 10:

)

i)

authenticate user identification data of the associated user thereby enabling
access to a private key in the plurality of keys useable by the associated user,

obtained from the at least one key storage medium, and

encrypt/decrypt data, authenticate data, and/or authenticate a sender, decrypt

and/or verify the data or the sender for a recipient, by accessing the

associated private key or public key in the plurality of keys.

In accordance with a further aspect of the present invention, there is provided a method

of encrypting/decrypting data, authenticating data, and/or authenticating a sender,
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decrypting and/or verifying data or the sender for a recipient in a browser, comprising

the steps of:

C)

f)

requesting at least one of encrypting/decrypting data, authenticating data, and/or
authenticating a sender, decrypting and/or veritying data at a computer
accessible to an associated user, the computer Iincluding an

encryption/decryption/authentication facility adapted within a browser to:

1) authenticate user identification data of the associated user thereby enabling
access to a private key useable by the associated user, obtained from at least

one key storage medium linked to the computer; and

i) encrypt/decrypt data, authenticate data, and/or authenticate a sender, decrypt
and/or verify the data or the sender for a recipient, by accessing the

associated private key or public key of the associated user from the at least

one key storage medium
making a request for user identification data and the private key of the associated

user from the at least key storage medium;
authenticating the user identification data by means of the

encryption/decryption/authentication tacility; and
encrypting/decrypting data, authenticating data, and/or authenticating a sender,
decrypting and/or verifying data or the sender for a recipient in the browser by

accessing the associated private key or public key of the associated user.

BRIEF DESCRIPTION OF THE DRAWINGS

Reference will now be made by way of example, to the accompanying drawings,

which show preferred aspects of the present invention, and in which:

Figure 1, in a block diagram, illustrates a distributed computing environment

including two client computers that may be configured to implement an embodiment of

the invention:
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Figure 2, in a block diagram, illustrates a first client computer of Figure 1 as

configured by browser software to implement a preferred, embodiment of the invention;

Figure 3 illustrates an ID template in accordance with a preferred embodiment of

the invention;

Figure 4, in a flow chart, illustrates a method of encrypting and sending a

message in accordance with a preferred aspect of the present invention;

Figure 5, in a block diagram, illustrates a second client computer of Figure 1 as

configured by browser software to implement a preferred embodiment of the invention;

and,

Figure 6, in a flow chart, illustrates a method of decrypting a message In

accordance with a preferred aspect of the present invention.

DETAILED DESCRIPTION OF PREFERRED ASPECTS OF THE INVENTION

Referring to Figure 1, there is illustrated a network including two client computers
that may be configured to implement an embodiment of the invention. Specifically,
network 20 includes a first client computer 22 and a second client computer 30. Client
computer 22 is linked to a first biometric device 24 by a linking means 38, and is. also
linked to the remainder of the network 20 via a connection 26. Similarly, second client

computer 30 is linked to a second biometric device 32 by a linking means 38, and Is
linked to the remainder of the network by network connection 26. The network 20 also

includes a network or application server 21 as well as an ID template server 28 and at
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least one storage medium for storing a plurality of keys. At least one storage medium

may include, for example a certificate authority server 34 which is accessible to client

computers 22 and 30 via connection 26.

Each client computer comprises a processor (not shown), memory (not shown),
and keyboard (not shown) or other suitable input device. Referring to Figure 2, there is
llustrated the first client computer 22 as configured by browser software to implement
an embodiment of the invention. Thus configured, the client computer 22 includes a
message storage module 404 for storing the message that is to be encrypted. The client
computer 22 also includes an ID template storage module 42, for storing an |ID template
(not shown) downloaded over the network connection 26 from the ID template server 28
(shown in Fig. 1). Alternatively, ID templates may be stored directly on the client

computers 22 and 30. An |ID template 80 is illustrated in Figure 3.

The ID template storage module 424 is linked to a biometric value comparison
module 444, which, in turn, is linked by the linking means 38 to a measured biometric
value storage module 50, in the biometric device 244. The ID template storage module
42, is also linked to a key control module 46,, which, in turn, is linked to
encryption/decryption/authentication module or facility 48;. The
encryption/decryption/authentication module 484 is linked to the certificate authority

server 34 (shown in Fig. 1) via connection 26.

In the preferred embodiment, the 1D template storage module 42, biometric value
comparison module 444 key control module 464, encryption/decryption/authentication
module 48, and message storage module 404, are all embedded in a browser on the
client computers 22 and 30. These modules may be an integral part of the browser
software, or may be a plug-in for subsequent incorporation into the browser software.
Making encryption and decryption a part of the browser has a number of advantages.

First, it makes encryption possible even when the particular electronic message service
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available to a client computer does not, itself, permit encryption. Second, it facilitates
the encryption itself. Specifically, a user may wish to send encrypted messages from a
client computer that the user does not normally use. The user’'s private key will, in all
probability, not be stored on the client computer. Even if the user’s private key is stored
on the client computer, the public key owned by the intended recipient of the encrypted
message will often not be stored on the client computer. Accordingly, the key must be
made available by other means. One way of conveniently allowing use of both private
and public keys is to store such keys on servers, such as the I1D template server 28 and
the certificate authority server 34 respectively. Embedding encryption in the browser
facilitates locating and downloading the private and public keys from the servers on
which these keys are stored. A further advantage of making encryption and decryption a
part of the browser arises from encryption being desirable in other network-based data
exchanges, such as when a visitor to a web site enters information in a web form. Such
information will sometimes include sensitive information, such as the user credit card
number: It is the browser on the visitor's client computer that gains the visitor access to

the web form. Accordingly, the visitor's browser is well situated to effect encryption and

decryption of the data being entered into the form.

Referring to Figure 3, there is illustrated an ID template 80 that is storable in the
ID template server 28 and can be downloaded to the ID template storage moduie 42,
(shown in Fig. 2). The ID template 80 includes a biometric standard storage element 82,
a biometric recognition means 84, a digital identifier 88 and a release means 86 for
releasing the digital identifier 88 when the biometric recognition means 84 recognizes a
biometric value that substantially corresponds to the biometric standard stored in the
biometric standard storage element 82. As illustrated in Figure 3, the biometric standard
storage element 82 is linked to the biometric recognition means 84, which, in turn, is
linked to the release means 86. The private key is embedded in the digital identifier 88
to enable the private key to be used without being seen or copied. When the digital

identifier 88 is released, the key control module 461 (shown in Fig. 2) decrypts the digital
identifier using a control key to obtain the private key. The private key is then sent to the
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encryption/decryption/authentication module 48;.

Referring to Figure 4, there is illustrated a preferred method of implementing the
invention in the network 20 of Figure 1. In step 100, a first user writes or otherwise
generates a message that is to be encrypted and sent to a second user. However, the
first user does not know his own private key. In order to use his private key to encrypt
the message stored in the message storage module 404, the user downloads his 1D
template 804 from the [D template server in step 102. This ID template 80, is then
stored in the ID template storage module 424. As discussed above, the |ID template 801
includes a biometric standard 82 and a digital identifier 88. The biometric standard 82 is
a record of a previously measured physical attribute of the user. Typically, this physical
attribute would be a finger print, but could also be some other physical attribute, such as

a voice print of a voice.

In step 104, the same physical feature as is recorded in the biometric standard
82 I1s measured by a biometric device to obtain a measured biometric value. In the
embodiment of Figure 1, the first biometric device 241 reads the fingerprint from the
finger 36 of the first user in step 104. Then, in step 106, the biometric value comparison
module 441 compares the biometric standard 82 stored on the ID template storage
module 421 with the measured biometric value obtained by the biometric device 244 and
stored in the measured biometric value storage module 504. If there is a sufficient
correspondence between the two biometric values, then the biometric value comparison
module 44, instructs the ID template storage module 42 to send the digital identifier 88
to the key control module 464. When the key control module 464 receives the digital
identifier 88 from the ID template storage module 424, the key control module 46,
decrypts the digital identifier to obtain the private key 90. The private key 90 is then
provided to the encryption/decryption/authentication @ module 48,. The
encryption/decryption/authentication module 48, in step 108 then encrypts the message
stored in message storage module 404 using the private key extracted from the digital
identifier 84.
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In the embodiment of Figure 1, the message is being sent to a second user.
Accordingly, before sending the message that has been encrypted using the first user’s
private key, the first user will contact the certificate authority server 34 and download,
the second user’s public key from the certificate authority 34 in step 110 The message
is then encrypted again by the encryption/decryption/authentication module 484 using
the second user’'s public key in step 112. The twice encrypted message is then sent to

the second user over the network 26 in step 114, or uploaded to a central message

storage server.

According to this aspect of the invention, the private key is never viewed by
anyone, including the user authorized to use the private key. Every time the user wishes
to use the private key to encrypt or decrypt the message, the user must bio-authenticate
using the biometric device 244. The private key is then used to encrypt the message
without the user actually seeing the private key. Thus, the user cannot give the private

Key away, nor can the private key be determined by others.

First client computer 22 configured as shown in Figure 2 is also operable to
receive and decrypt encrypted messages, and to encrypt data entered into a web form
or data for insertion into a database. Referring to Figure 5, there is illustrated second
client computer 30 as configured to implement an embodiment of the invention. The
second client computer 30 configured as described below is operable to receive and
decrypt/encrypted messages. However, it will be appreciated by those skilled in the art
that client computer 30 is also operable to encrypt and transmit messages, and to

encrypt data entered into a web form or data for insertion into a database.
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Second client computer 30, configured as shown in Figure 5, is configured
similarly to first client computer 22 configured as shown in Figure 2. Specifically, thus
configured, second client computer 30 Iincludes a message storage module 40, for
storing the message that is to be decrypted. Second client computer 30 also includes,
an ID template storage module 42, for storing an ID template downloaded over the
network connection 26 from the ID template server 28. The ID template storage module
42, is linked to a biometric comparison module 44, which, in turn, is linked by the linking
means 38, to a measured biometric value storage module 50, in the second biometric
device 32. The |D template storage module 42, is also linked to a key control module
46,, which, in turn, is linked to encryption/decryption/authentication module 48,. The
encryption/decryption/authentication module 48, is linked to the certificate authority

server 34 via connection 26.

Referring to Figure 6, there is illustrated a 5 preferred method of implementing a
message reception and decryption aspect of the present invention. In step 200, a
second user receives an encrypted message sent by the first user. As discussed above,
the encrypted message has been encrypted using the first user's private key and the

second user's public key.

In step 202, the second user contacts the ID template server 28 from the second
client computer 30 via connection 26¢c and 26a and network 20. The second user then
downloads and stores an |D template 80 for the second user on ID template storage
module 42, of second client computer 30. The ID template 80 for the second user has
both the private key of the second user stored in a digital identifier 88 for the second
user, and a biometric standard 82 of the fingerprint of the second user. In step 204, the
same physical feature, in this case the fingerprint of the second user, that is recorded in
the biometric standard 82 of the second user, is measured by a biometric device to
obtain a measured biometric value for the second user. Then, in step 206, the biometric
value comparison module 44, compares the biometric standard 82 stored on the ID
template storage module 42, with the measured biometric value obtained by the
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biometric device 24,. If there is a sufficient correspondence between the two biometric
values, then the biometric value comparison module 44, instructs the |ID template
storage module 42, to send the digital identifier 88 to the key control module 46,. The
key control module 46, then decrypts the digital identifier 88 to obtain the second user’s
private key 90. The key control module 46, then provides the private key to the
encryption/decryption/authentication module 48,. The encryption/decryption/
authentication module 48, then decrypts the message stored in the message storage

module 40, using the second user’s private key.

Once the message has been partially decrypted using the, second user’'s private
key, the remainder of the decryption must be performed using the first user’'s public key:.
In step 210, the second user requests the first user's public key from the certification
authority server 34 and downloads the first user's public key to the second client
computer. Using the first user’s public key, the second user fully decrypts the encrypted
message In step 212; in other words, the second user decrypts that part of the
encryption implemented using the first user's private key. If this decryption succeeds,
then the second user will be satisfied that the message originated with the first user as
the second user will know that the message was encrypted using the first user’s private
key, which private key can only be used on bio-authentication of the first users

fingerprint (or other selected feature).

The present invention may be embodied in other specific forms without departing
from the spirit or essential characteristics. Certain adaptations and modifications of the
invention will be obvious to those skilled in the art. For example, instead of bio-
authentication being used to authorize encryption/decryption/authentication in the
browser, user name and password might be used. Further,
encryption/decryption/authentication might be wholly limited to the client computer itself,
or to a computer isolated from any network. The browser might then be used to encrypt
documents that are stored on the user’'s computer to preserve confidentiality. Therefore,

the presently discussed embodiments are considered to be
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llustrative and not restrictive, the scope of the invention being indicated by the

appended claims rather than the foregoing description, and all changes which come
within the meaning and range of equivalency of the claims are therefore intended to be

embraced therein.
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WHAT IS CLAIMED |S:

1) An encryption/decryption/authentication system for encrypting/decrypting data,
authenticating data, and/or authenticating a sender, decrypting and/or verifying data
or the sender for a recipient, the encryption/decryption/authentication system

comprising:

(a) at least one key storage medium for storing a plurality of keys, each key being
useable by an associated user in a public key infrastructure to encrypt and

decrypt data; and

(b) a computer accessible to the associated user, linked to the at least one key
storage medium, and further linked to an encryption/decryption/authentication
facility within a browser, wherein the encryption/decryption/authentication facility

IS adapted within the browser to:

(1) authenticate user identification data of the associated user thereby
enabling access to a private key in the plurality of keys useable by
the associated user, obtained from the at least one key storage

medium; and

(1) encrypt/decrypt data, authenticate data, and/or authenticate a
sender, decrypt and/or verify the data or the sender for a recipient,
Dy accessing the associated private key or public key in the plurality
of keys.

2) The encryption/decryption/authentication system as defined in claim 1 wherein for
each associated user in the plurality of keys, a biometric standard is determined by
measuring a selected feature of the associated user, which selected feature is

stored to the at least one storage  medium; and the

encryption/decryption/authentication facility includes means for:
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(a) measuring the selected feature of the associated user;

(b) determining if the selected feature as measured sufficiently corresponds to

the biometric standard;

(c) granting use of the key to the associated user if the selected feature as

measured sufficiently corresponds to the biometric standard; and

(d) denying use of the key to the associated user if the selected feature as

measured insufficiently corresponds to the biometric standard

wherein the encryption/decryption/authentication facility encrypts and/ or
decrypts data using the associated private key or public key if the selected

feature as measured sufficiently corresponds to the biometric standard.

3) The system as defined in claim 2, further comprising means for impeding viewing
and copying of the associated private key and/or public key such that use of the key
for encrypting/decrypting data, authenticating data, and/or authenticating a sender,
decrypting and/or verifying data or the sender for a recipient, is grantable to the

associated user without the associated user learning the key.

4) The system as defined in claim 3, wherein the encryption/decryption/authentication
facility includes a key control facility for requiring the selected feature of the
assoclated user to be measured and determined within the browser to sufficiently

correspond to the biometric standard each time use of the key is granted to the

associlated user.

5) The system as defined in claim 4, wherein the encryption/decryption/authentication
system iIncludes a biometric device for measuring the selected feature of the
associated user; and the encryption/decryption/authentication facility within the
browser obtains the biometric standard and determines if the selected feature as

measured by the biometric device sufficiently corresponds to the biometric standard.

6) The system as defined in claim 5, further comprising a plurality of biometric devices
for measuring the selected feature of the associated user; and a plurality of remote
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computers, each remote computer in the plurality of remote computers being

electronically linked to an associated biometric device and to the at least one key

storage medium.

The system as defined in claim 6, wherein the at least one key storage medium
iIncludes at least one key storage server for storing a plurality of public and private
keys and biometric standards, the at least one key storage server being
electronically linked to the plurality of remote computers, wherein the plurality of
public and private keys includes a plurality of private keys each having an
associated public key, each of the plurality of keys being useable to decrypt data

encrypted using the associated public or private key.

The system as defined in claim 7, wherein the plurality of private keys are stored to a

private key storage server, the plurality of public keys are stored to a public key
storage server, and the plurality of biometric standards are stored to a biometric

standard storage server.

The system as defined in claim 1, wherein the encryption/decryption/authentication

facility is adapted to encrypt/decrypt one or more images.

10)A computer program product for use on a computer system for encrypting/decrypting

data, authenticating data, and/or authenticating a sender, decrypting and/or verifying

data or the sender for a recipient, the computer program product comprising:
a) a computer usable medium; and
b) computer readable program code recorded on the computer useable medium,

Including:

1) program code that stores a plurality of keys to at least one key storage
medium linked to the computer system, each key being useable by an
associated user in a public key infrastructure to encrypt and decrypt data; and
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i) program code that within a browser linked to the computer system:

(1) authenticates user identification data of the associated user thereby
enabling access to a private key in the plurality of keys useable by the

associated user, obtained from the at least one key storage medium; and

(2) encrypts/decrypts data, authenticates data, and/or authenticates a sender,
decrypts and/or verifies the data or the sender for a recipient, by

accessing the associated private key or public key in the plurality of keys.

11)The computer program product as defined in claim 10, further including computer
program code for instructing the computer system to, for each associated user, store

a biometric standard determined by measuring a selected feature of the associated

user.

12)The computer program product as defined in claim 11, further including computer

program code for instructing the computer system to:
a) measure the selected feature of the associated user:;

b) determine if the selected feature as measured sufficiently corresponds to the

biometric standard;

c) grant use of the key to the associated user if the selected feature as measured

sufficiently corresponds to the biometric standard; and

d) deny use of the key to the associated user if the selected feature as measured

iInsufficiently corresponds to the biometric standard

wherein the computer program code instructs the computer system to encrypt and/or
decrypt data using the key Iif the selected feature as measured sufficiently

corresponds to the biometric standard.
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13)The computer program product as defined in claim 11, further including computer
program code for instructing the computer system to impede viewing and copying of
the associated public key and/or private key such that use of the associated public
key and/or private key for encrypting/decrypting data, authenticating data, and/or
authenticating a sender, decrypting and/or verifying data or the sender for a
recipient, is grantable to the associated user without the associated user learning the

key.

14)The computer program product as defined in claim 13, further including program
code defining a key control facility for instructing the computer system to require the
selected feature of the associated user to be measured and determined within the
browser to sufficiently correspond to the biometric standard each time use of the key

IS granted to the associated user.

15)The computer program product as defined in claim 14, wherein the computer

program code provides instructions to the computer system to:

a) receive the selected feature of the associated user meaured by at least one

biometric device; and

b) within the browser obtain the biometric standard and determine if the selected
feature as measured by the at least one biometric device sufficiently corresponds

to the biometric standard.

16) The computer program product as defined in claim 15, wherein the plurality of public
and private keys Includes a plurality of private keys each having an associated
public key, each of the plurality of keys being useable to decrypt data encrypted

using the associated public or private key.

17)The computer program product as defined in claim 16, wherein the plurality of
private keys are stored to a private key storage server, the plurality of public keys
are stored to a public key storage server, and the plurality of biometric standards are
stored to a biometric standard storage server; and wherein the computer program

product includes computer program code for linking the computer system to the
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private key storage server, the public key storage server, and the biometric standard

storage server.

18)The computer program product as defined in claim 10, including computer program
code for instructing the computer system in the browser to encrypt/decrypt one or

more images.

19)An encryption/decryption/authentication system for encrypting/decrypting data,
authenticating data, and/or authenticating a sender, decrypting and/or verifying data
or the sender for a recipient, the encryption/decryption/authentication system

comprising:

a) a key storage server for storing a plurality of keys, each key being useable by an
assoclated user in a public key infrastructure to encrypt and decrypt data; and

b) a client computer accessible to the associated user, linked to the key storage
server, and further linked to an encryption/decryption/authentication facility within
a browser, wherein the encryption/decryption/authentication facility is adapted

within the browser to:

1) authenticate user identification data of the associated user thereby enabling
access to a private key in the plurality of keys useable by the associated user,
obtained from the at least one key storage medium; and

i) encrypt/decrypt data, authenticate data, and/or authenticate a sender, decrypt
and/or verity the data or the sender for a recipient, by accessing the

associated private key or public key in the plurality of keys.

20)An encryption/decryption/authentication system as defined in Claim 19, wherein the

encryption/decryption/authentication facility obtains the user identification data by
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downloading an identification template associated with the associated user from the

key storage server.

21)A method of encrypting/decrypting data, authenticating data, and/or authenticating a

sender, decrypting and/or verifying data or the sender for a recipient in a browser,

comprising the steps of:

a)

d)

requesting at least one of encrypting/decrypting data, authenticating data, and/or
authenticating a sender, decrypting and/or verifying data at a computer
accessible to an associated wuser, the computer including an

encryption/decryption/authentication facility adapted within a browser to:

1) authenticate user identification data of the associated user thereby enabling
access to a private key useable by the associated user, obtained from at least

one key storage medium linked to the computer; and

il) encrypt/decrypt data, authenticate data, and/or authenticate a sender, decrypt
and/or verify the data or the sender for a recipient, by accessing the
associlated private key or public key of the associated user from the at least
one key storage medium

making a request for user identification data and the private key of the associated

user from the at least key storage medium;

authenticating the user identification data by means of the

encryption/decryption/authentication facility; and

encrypting/decrypting data, authenticating data, and/or authenticating a sender,

decrypting and/or verifying data or the sender for a recipient in the browser by

accessing the associated private key or public key of the associated user.
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FIGURE 6

Encrypted message is received

Second user requests and downloads
the second user's |D template from the
D template server

Second user's fingerprint is scanned by
biometric device to obtain a measured
biometric value for the second user

Measured hiometric value for the
second user is compared to the

biometric standard for the second user

If there is a sufficient correspondence
between the measured biometric value
and the biometric standard, then the
second user's private key is used to
partially decrypt the message

Second user requests and downioads

the first user's public key from the
certification authority server

Second user fully decrypts the

————— 2 | ()

encrypted message using the first emere— ) | 2

user's private key.

1+ N— e NSRRI AT A R TR N T BNy R AR R U T DT TSI AN P S NEI0 A AR oA Pl ettt ey e gyl e v | AT N A v raprarvabvm e,

ey

Attt b T T R RRRRRRRRRRRRRRRRRRRRRRR



1D |
28 — Template
Server

263 jf\/m

26d —

First |
22 — 1 Client
Computer

21

(

Network
Server

38 —

First
24 . Biometric

Device

364

|

Network

Certificate
Authority ™34
Server

W ~— 26b
Pt

i~ 20

26¢C

Second
Client —~—_ 30

Computer

|

- 38

Second
Biometrici~_ 42
Device

36,



	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - abstract drawing

