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(57) Abstract: A system for neutralizing target aerial vehicles comprises
a projectile launching mechanism that launches a projectile that supports
a counter-attack unmanned aerial vehicle (UAV) having an aerial vehicle
countermeasure. The counter-attack UAV can be folded in the projectile,
and operable to unfold when separated from the projectile. The system
comprises an aerial vehicle detection system comprising a detection sensor
that detects a target aerial vehicle. Upon detection, the projectile launching
mechanisms launches the projectile, and the counter-attack UAYV is there-
after separated from the projectile to operate in flight to neutralize the de-
tected target aerial vehicle with the aerial vehicle countermeasure. The pro-
jectile launching mechanism can comprise a movable platform comprising
a plurality of projectiles and counter-attack UAVs, and can comprise a de-
tection sensor to detect target aerial vehicles.
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COUNTERMEASURE DEPLOYMENT SYSTEM FACILITATING
NEUTRALIZATION OF TARGET AERIAL VEHICLES

BACKGROUND

[8001] Unmanned aerial vehicles (UAVS), such as rotary drones and fixed-wing
drones, have been increasingly popular with consumers in the past decade.
This popularity, coupled with their constantly improving performance
capabilities, pose threats in terms of collisions with other aerial vehicies or
structures, whether accidental or deliberate terrorist attacks on high-value
targets, such as government complexes, international airports, nuclear power
plants, petrochemical facilities, water reservoir, and other highly-populated or
critical infrastruciure. Faclors that contribute o such threals are the high rate of
speed of drones, their small signature, and the possibility of simultaneocus,
coordinated attaclks from a number of attacking drones. These factors are
exacerbated by the fact that drones are reiatively inexpensive, highly portable,
and highly maneuverable. Moreover, consumer drones are dramatically
improving in terms of endurance, range, and payload transport capabilities (e.qg.,
some consumer drones can carry 10+ kilograms, which is enough to carry
explosives, projectiles, and/or chemical weapons). in many cases, a drone
operated for a deliberate attack can be launched and flown into a protected
perimeter within just a few seconds, which leaves minimal fime {o detect and

neutralize the attacking drone.

(60021 With all these considerations in mind, one or more inexpensive
adversarial drones can be autonomously or manually flown into a protected area
while potentially causing a large amount of damage and/or harm, all at a very
fow cost and effort by an amateur programmer/operator. Counteracting such
threats with existing technologies can be very costly and complex, particularly
when trying to protect a relatively large airspace associated with hundreds of

acres or square kilometers of a property.
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BRIEF SUMMARY OF THE INVENTION

[0003] The present disclosure sefs forth a system for neuiralizing a target aerial
vehicle, comprising a projectile launching mechanism; a projectile launchable by
the projectile launching mechanism; and a counter-attack unmanned agrial
vehicle (LAV) supported by and separable from the projectile, and comprising
an aerial vehicle countermeasure, wherein, upon detecting a target aerial
vehicle, the projeclile launching mechanisms is operable {o launch the projectile,
and wherein upon separation from the projectile the counter-attack UAV is
operable to neutralize the target aerial vehicle with the aerial vehidle

counfermeasure.

[0004] The counter-attack UAV can be configured in a folded position within the
projectile for aerial transport of the counter-attack UAV to the pre-determined
location. The counter-attack UAV can be operable to move {0 an unfolded

position upon separation from the projectile.

[8005] The counier-attack UAV can be released from the projectile at a pre-
determined location comprising an aerial position relative 1o the target asrial
vehicle, such that the counter-attack UAV is undetectable by a sensor of the

target aerial vehicle.

(60061 The projectile can comprise a first housing section and a second housing
section releaseably coupled o each other and defining an inner chamber that
contains the counter-attack UAV in a folded position. The projectile can further
comprise a housing release mechanism configured {0 at least partially separate
the first housing section from the second housing section 10 expose the inner
chamber, thereby facilitating separation and release of the counter-attack UAV

from the projectile.

[0007] The present disclosure also sets forth a system for detecting and
neutralizing a target aerial vehicle, comprising a projectile launching

mechanism; a projectile launchable from the projeciile launching mechanism o
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a pre-determined location,; a counter-attack unmanned aerial vehicle (LJAV)
supported by and separable from the projectile and comprising an aerial vehicle
countermeasture; and an aerial vehicle detection system comprising at least one
detection sensor operabie to detect a target aerial vehicie while in flight,
wherein, upon detecting the target aerial vehicle, the projectile launching
mechanism operates o launch the projectile {0 the pre-determined location, and
wherein upon separation from the projectile, the counter-attack UAV is operable

to neuiralize the target asrial vehicle via the aerial vehidle countermeasure.

[6008] The present disclosure further sets forth a method for neutralizing a
farget aerial vehicle comprising detecting a target aerial vehicle while in flight;
launching a projectile from a projectile launching mechanism, the projectile
supporting a counter-attack unmanned aerial vehicle (UAV), separatling the
counter-attack UAV from the projectile; and operating the counter-attack UAV to
neutralize the target aerial vehicle. Separating the counter-attack UAV from the
projectile can further comprise operating a housing release mechanism {o
release the counter-atiack UAV al a pre-determined location relative to a

detected position of the target aerial vehicle.

BRIEF DESCRIPTION OF THE DRAWINGS

(60097 Features and advantages of the invention will be apparent from the
detailed description which follows, taken in conjunction with the accompanying
drawings, which together illustrate, by way of example, features of the invention;

and, wherein:

[0010] FIG 1 is an llustration that graphically and schematically shows a system
for detecting and neutralizing target aerial vehicles with counter-atiack UAVs
launched from projectile launching mechanisms in accordance with an example

of the present disclosure.

[0011] FIG 2 is a block diagram that illustrates possible detection and

communication features of the system of FIG 3 in accordance with an example
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of the present disclosure.

[0012] FIG 3 is a block diagram that illustrates possible detection and operation
features of a counter-attack UAV, such as shown in FIGS. 1 and/or 2, in

accordance with an example of the present disclosure.

[0013] FIG 4A Hllustrates a projectile launching mechanism that is launching a
projectile that supporis a counter-attack UAV in accordance with an example of

the present discliosure.

[0014] FIG. 4B iilustrates the projectile of FIG. 4A supporting the counter-attack

LAV in accordance with an example of the present disclosure.

[0015] FIG 5 illustrates a counter-attack UAV being separated from a projectile
and intercepting a target aerial vehicle in accordance with an example of the

present disclosure.

[0016] FIG 6 illustrates a counter-attack UAV launching an aerial vehicdle
countermeasure to neutralize or capture a target aerial vehicle in accordance

with another example of the present disciosure.

[0017] FIG 7 illustrates a counter-attack UAV launching an aerial vehicle
countermeasure 10 neutralize or caplure a target aerial vehicle in accordance

with another example of the present disclosure.

[0018] FIG 8 lllustrates a counter-attack UAV operating an aerial vehicle
countermeasure 1o neutralize a target aerial vehicle in accordance with another

example of the present disclosure.

[0019] FIG 9 illustrates a counter-attack UAV launching an aerial vehicdle
countermeasure o neutralize a target aerial vehicle in accordance with another

example of the present disclosure.

[0020] FIG. 10 illustrates a projectile launching mechanism that is launching an
aerial vehicle countermeasure to neulralize a target agrial vehicle in accordance

with another exampile of the present disclosure.

[0021] Reference will now be made {0 the exemplary embodiments illustrated,

PCT/US2019/054547



10

20

25

WO 2020/142121

and specific language will be used herein to describe the same. It will
nevertheless be understood that no limitation of the scope of the invention is

thereby intended.

DETAILED DESCRIPTION

[0022] As used herein, the term “substantially” refers to the complete or nearly
complete extent or degree of an action, characteristic, property, state, structure,
item, or result. For example, an object that is "substantially” enciosed would
mean that the object is either completely enclosed or nearly completely
enciosed. The exact allowable degree of deviation from absoiute compieteness
may in some cases depend on the specific context. However, generally
speaking the nearness of completion will be 80 a8 1o have the same overall
result as if absolute and total completion were obtained. The use of
“substantially” is equally applicable when used in a negative connotation to refer
to the complete or near complete lack of an action, characteristic, property,

state, structure, item, or resuit.

[0023] As used herein, “adjacent” refers o the proximity of two structures or
elements. Particularly, elemenis that are identified as being "adjacent” may be
either abutting or connected. Such slements may aisc be near or close to each
other without necessarily contacting each other. The exact degree of proximity

may in some cases depend on the specific context.

160241 To further describe the present technology, examples are now provided

with reference to the figures.

[0025] FIG 1 schematically and graphically illustrates a system and method for
protecting an airspace area A with an external aerial vehicie defection system,
such as example ground-based external aerial vehicle detection system 100
and/or projectile launching mechanisms 200a and 200b, operable with one or
more counter-attack UAVs, such as example UAVs 102a and 102b (it is noted

that any number of counter-attack UAVs can be operable with the asrial vehicie

PCT/US2019/054547
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detection system 100). The external aerial vehicle detection system 100 andior
projectite launching mechanisms 200a and 200b can be configured to
communicate with at least one of the counter-attack UAV{s) 102a and 102b for
the purpose of neutralizing one or more target aerial vehicle(s) (e.g., see targset
aerial vehicles 104a and 104b) that may be encroaching or approaching the

airspace area A, and that are determined to be a threat {0 the airspace area A

[0028] FIG 2 is a block diagram that liusirates the components of the external
aerial vehicle detection system 100 (and projeclile launching mechanisms 200a
and 200b) and its ability to perform detecting and real-time tracking of the farget
aerial vehicle(s) 104a and 104b shown in FIG 1, and {o communicate command
data {0 the counter-attack UAV(s) 102a and 102b. The command data can
include any data relevant to facilitale capture of the target UAV, including, but
not fimited to, data pertaining to the location of the target UAV. FIG 3is a block
diagram that illustrates a control system of the counter-attack UAV 102a (and
102b) for neutralizing one or more of the target aerial vehicles 104a, and how
the control system is operable with the external serial vehicle detection system
100 and/or the projectile launching mechanisms 200a (and another counter
attack UAY 102b).

[0027] As an overview, and in one example with particular reference o FIGS. 1
and 2, the sysiem can comprise the external aerial vehicle detection system 100
and/or projectile launching mechanisms 200z and 200b, that can each be
configured to detect and track incoming target aerial vehicle(s) 104a and 104b
that may be a threat to infrastructure and/or assets within an airspace area A
{e.q., buildings, commercial airplanes, utilities, personnel}. The external aerial
vehicle detection system 100 and/or projectile launching mechanisms 200a
and/or 200b can each be configured to obtain and communicate information
about the detected target aerial vehicle{s) 104a and 104b, such as their tracked
position{s) pericdically over time or in real-lime, their altifude, their trajectory,
their velocities, and any other sensed or acquired information pertaining to the

target aerial vehicle(s) 104a and 104b. Cnce obtained, this information can be
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communicated to at least one or a plurality of counter-attack UAV(s) 1023 or
102b, or both, so that the counter-attack UAV(s) 102a and 102b can utilize an
aerial vehicle countermeasure to neutralize the target aerial vehicle(s) 104a and
104b, as further detailed below (see e.g., entangling slements 134 of FIG ).

[0028] As will be further discussed below regarding FIGS. 4A-8, upon detecting
the target aerial vehicle 1044, the projectile launching mechanism 200a can be
operated to launch a projectile 201a that supporis or houses the counter-atiack
UAV 102a during flight. At a specific, pre-determined time or position, the
counter-attack UAV 102a can then be separated or released from the projectile
201a, and then the counter-attack UAV 102a can take flight to intercept and
neutralize the target aerial vehicle 1044, such as further detailed below. The
same can be said for the projectile launching mechanism 200b that launches
the projectile 201b that supports or houses the counter-attack UAV 102b.

[0029] The target aerial vehicles 104a and 104b can be any type, such as, but
not limited to, unmanned single or multi-rotor UAVS or fixed-wing UAVs (or tilt
rotor UAVs) that can be operated autonomously or manually. As mentioned,
target aerial vehicles 104a and 104b (e.g., multi-rotor UAVS) can be significant
threats because they can ascend/descend vertically up to several kilometers in
airspace, can hover for many minutes, are extremely agile, fast, and
maneuverable around obstacles, have small visual/lR/radar signatures, and can
transport substantial payloads. Therefore, quickly detecting and tracking their
positions and velocities within a relatively short timeframe (e.qg., a few seconds)
is critical to effectively prevent breach of the airspace area A, and more

importantly {o protect assets associated with the monitored airspace area A

[0030] The external aerial vehicle detection system 100 can be supported by or
associated with a ground-based structure, a vehicle {e.qg., land, sea, or ain), a
movable platform, or other platform that can support a number of components
discussed herein as associated with the external aerial vehicle detection system
100. The exiernal aerial vehicle detection system 100 can comprise a number

of sensors or platforms spaced apart from each other around an area or about
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different structures, and that can each be communicatively coupled to sach
cther and/or a central computer system for controlling gimbals, for pointing
positions, for processing data associated with target aerial vehicle(s), and for
communicating command data {o one or more counter-attack UAYVs. Note that a
plurality of asrial vehicle detection systems {e.g., 100} can be incorporated
around an area io protect a larger airspace, and which can each have a
computer system communicaiively coupled to the compuiter systems of the
other asrial vehicle detection systems (0 cooperatively monitor and protect a

given airspace.

[6031] As more particularly shown in FIG. 2, the exiernal aerial vehicle detection
system 100 can comprise at least one detection sensor 106a (where, although
not shown, up 1o n {(any) number of detection sensors are contemplated, as will
be appreciated by those skilled in the art) operable to collect and generate data
associated with the target aerial vehicle(s) 104a and 104b (e.g., velocity,
geclocation, altitude, trajectory or flight path, and others). For example, the
detection sensor(s) 106a can comprise one or more acoustic sensor, such as
acoustic sensor 110a, and one or mora camaras, such as camera 114a that are
operable to collect and generate data associated with the target aerial vehicle(s)
104a-n. The detection sensor(s) 106a can comprise other target acquisition
assets, such as radar device(s) 1073, LIDAR device{s) 109a, and/or
binocular(s) 111a, each coupled to a CPU 112 and having the capability to
measure azimuth elevationftiit angle of a target aerial vehicle. The detection
sensor{s) 106a can further comprise other sensors, such as slectromagnetic
signaiure sensors used to detect a target aerial vehicle prior to taking-off, or
cameras operating over a different portion of the electromagnetic spectrum from
LWIR to SWIR to visible. Cther possible sensors include narrow band light
emitters with detectors (e.q., cameras) that have their detection band dosely
matched {o those of the light emitters, and/or other sensors such as narrow
band light emitters (e.g., UV sources) that may make portion the {arget fluoresce

in a different portion of the slectromagnetic spectrum facilitating its detection.
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Note that the detection sensor(s) 106a may be able to detect muitiple target
aerial vehicles at the same time, wherein the CPU 112 {or multiple CPUs) can
be configured to determine which sensor(s) is/are most credible or reliable for
target aerial vehicle(s), and then configured 1o assign one or more of such
sensor(s) to continue fo track and monitor the target aerial vehicle(s) while un-
assigning other sensor{s) from tracking particular target aerial vehicle(s). This

concept is further discussed below regarding the “credibility hierarchy”.

[6032] Note that the projectile launching mechanisms 200a and/or 200b can
have the all of the same or similar features as described regarding the external
aerial vehicle detection system 100, and therefore the projectile launching
mechanism 200a, for instance, may be considered an on-platform external
vehicie detection system because it can comprise and support one or more
detection sensor(s) 206a and a number of other components (see e.g., FIG 2},
and that are operable {0 detect and track iarget aerial vehicle(s), as further
detailed herein. And, the external vehicle detection system 100 can be
considered a ground-based external vehicle detection sysiem because it can be

associated with a ground-based structure.

[0033] In some examples, the acoustic sensor(s) 110a can comprise one or
more of microphones that can detect and track target asrial vehicle(s) 104a and
104b at a large distance {e.g., up to 500 meters, or more). A database of UAV
signatures can be oblained or built and accessed by a CPU 112 of the aerial
vehicle detection system 100 o determine the existence and type of the
detected target aerial vehicle(s) 104a and 104b. In this manner, the CPU 112,
utilizing a processor, can eliminate or ignore the signatures of any (friendly)
counter-attack UAV(s) 102a and 102b that may be in flight while detecling the
signatures of target aerial vehicie(s) 104a and 104b {assuming the “friendly” and
“‘enemy” UAVs are different types of UAVSs, or that the CPU 112 is programmed
to differentiate between the two, such as based on known positions of counter-
attack UAVs).

[6034] In some examples, one or more sensors or cameras 114a (e.g., IR,
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optical, CCD, CMOS) can be incorporated as one or more of the detection
sensors 1068a (and/or sensor 208a of projectile launching mechanism 200s) of
the external aerial vehicle detection system 100, For instance, infrared (IR}
camera(s) can be implemented into the system and directed toward a particuiar
airspace for viewing possible incoming target aerial vehicles. IR cameras are
useful in this system because they can assist to overcome environmenial
problems experienced by other sensors (e.q., optical cameras), because IR
cameras can operate in the dark or in foggy, dusty, or hazy conditions. IR
cameras utilized in this system have the additional advantage that the IR signal
from a target aerial vehicle (e.g., a UAV) is very different from that of birds in
flight. IR cameras based on the shortwave infrared (SWIR) spectrum can
interact with objects in a similar manner as visible wavelengths, as it is
reflective, bouncing-off objects. As a result, SWIR light has shadows and
contrast in its imagery. images from a SWIR camera are comparable {o visible
images in resclution and detail. An atmospheric phenomenon called night sky
radiance or night glow emits five to seven times more illumination than starlight,
nearly all of it in the SWIR wavelengths. Because of this, SWIR cameras can
see objects with great clarity on mooniess nights. Such SWIR camera(s) can be
incomporated into the present external aerial vehicle detection system 100
{and/or into the counter-attack UAV(s)). Longwave infrared (LWIR) cameras are
more optimal for outdoor use because they are less affected by radiation from
the Sun than with SWIR cameras. As such, LWIR camera(s) can be
incorporated into the external asrial vehicle detection system 100 to benefit from
the advantages of outdoor use o detect and track target aerial vehicle(s). Other
camera(s), such as optical cameras (e.g., HD, 4K), can also be incorporated as
detection sensor(s) 106a of the external aerial vehicle detection system 100 o
assist with detection and tracking the position of target aerial vehicle(s) 104a
and 104b.

[6035] In some examples, one or more telephoto lenses can be operable and

incorporated with one or more of the SWIR and LWIR camera(s}, and/or optical

10
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camera(s), and can be mounted on high-resclution motorized gimbals (e.g., 2 or
3-axis gimbals) associated with the external aerial vehicle detection system 100
(and/or the projectile launching mechanism 200a) to assist with detecting and
tracking the dynamic position(s) of target aerial vehide(s) 104a and 104b,
including the angular position and/or azimuth elevation, in some cases
depending on the type of sensor employed. Two or more detection sensors
described herein can be used to compute range of a target aerial vehicle.
Moreover, a particular camera {(e.9., IR, optical) can be used in conjunction with
an on-board {(or remotely supported) laser range finder to determine the position
of the target aerial vehicle in three-dimensional space (e.¢., distance, azimuth
angle, and elevation angle). Such telephoto lenses and gimbals can each be
operated {o establish the pointing position {and o dynamically modify the
pointing position) of the associated camera, and therefore adjust a field-of-view
(FOV) 105a (FIG 1) of a particular camera {e.g., a sensor 206a) to keep a
monitored target aerial vehicle 104a centered about the camera (the same is
frue for target aerial vehicle 104b being centered about a FOV 105b of a camera
or sensor of the external vehicle detection system 100). These telephoto lenses
and gimbals can be operated manually or autonomously (discussed below) (o
continuously track a dynamic flight position or path of a particular target aerial
vehicle. In one example, a 360-degree camera device {(having IR or optical
camera(s)) could also be integrated with the external aerial vehicle detection
systemn 100 {(and/or the projectile launching mechanism 200a) to monitor an
entire 360-degree air space, which may or may not require a gimbal for

operation to monitor such airspace.

[0038] Computer vision algorithms stored and processed by the CPU 112 of the
external asrial vehicle detection system 100 (and/or the projectile launching
mechanism 200a) can be implemented for automatic detection and tracking of
the target aerial vehicle(s) 104a and 104b. Such computer vision algorithms
can "pull” a moving object out of a static background and classify it by shape

(i.e., feature detection). Other mechanisms for classification of target aerial

11
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vehicie(s) 104a and 104b inciude using neural networks, which are computer
algorithms designed to mimic the workings of the human brain, that are trained
to recognize known/stored images of profiles that may be similar to the
particular detecled target aerial vehicie(s) 104a and 104b.  Those skilled in the
art will recognize that various known algorithms can be implemented to achieve
this functionality, including “convolutional neural network” (CNN) combined with
fast detection, such as provided by the You Only Look Once (YOLQO) detection
architecture known in the industry. Once the target aerial vehicle(s) are detected
by the computer vision system (e.g., CNN, YOLO), the gimbal orientation
supporting the camera can be used {o determine azimuthal and elevation of the
target aerial vehidle. Information from mulliple computer vision systems may be
combined to calculate range in addition o azimuthal and elevation angle. The
target classification and position information collected using the compuier vision
system can further be combined/fused with information coliected from other
sensor(s) (e.g., 106a) to increase the likelihood of detection, and/or accuracy of
classification of the target aerial vehicle, and/or tracking of the position of the

farget aerial vehicle.

[0037] In some examples, Phase-Based Video Motion processing technology
can be incorporated with the exiernal aerial vehicle detection system 100 (e.q.,
software processed by the CPU 112). Phase-Based Video Motion processing
technology amplifies very smail motions that otherwise could not be detecied.
This technology is further described in U.S. Patent Pub. No. US20170000356A1
filed July 1, 2015, which is incorporated by reference herein. Thus, small
vibration motions inherent {o target gerial vehicles (e.q., UAVS) can be detected,
which can overcome the issues with using only cameras o detect and track
target aerial vehicles. For instance, as similarly discussed in U.S. Patent Pub.
No. US20170000356A1, a method executed by a processor {e.g., CPU 112}
receives a video as input {e.q., video of 3 iarget aerial vehicle) and exaggerates
subtle changes and micro-motions. To amplify motion, the method does not

perform feature tracking or optical flow computation, but merely magnifies

12
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temporal changes using spatic-temporal processing. This Bulerian based
method, which temporally processes pixels in a fixed spatial region, reveals
informative signals and ampilifies small motions in real-world videos. The
Eulerian-based method begins by examining pixel values of two or more
images. The method then determines {(with the processor) the temporal
variations of the examined pixel values. The method is designed o amplify only
small temporal variations. While the method can be applied to large temporal
variations, the advantage in the method is provided for small temporal
variations, such as when a target aerial vehicle is detected at long ranges.
Therefore, the method can be optimized when the input video has small
temporal variations between the images of a particular target aerial vehidle while
in flight. The method can then apply signal processing to the pixel values. For
example, signal processing can amplify the determined temporal variations,
even when the temporal variations are small, such as vibrations of 3 farget
aerial vehicle as captured in successive images by an oplical sensor of an

external vehicle detection system of the present disclosure.

[6038] Once the target aerial vehicle(s) 104a and 104b have been identified in
successive frames of video (e.¢., using IR and/or 4K optical cameras, and/or
other sensors such as Radar), autonomously tracking a dynamic flight position
or path of the target aerial vehicle(s) 104a and 104b and fusing position
information provided by different sensing methodology (e.¢., camera and Radar)
can be performed by utilizing a Kalman filler, extended Kalman filter, pariicie
filters, or ancther variation of a Bayesian filter. These fiters work by taking an
estimate of the velocily, position, and orientation of the particular target aerial
vehicle 104a, for instance, and then predicting where the target aerial vehicle
104a will be in the next frame of video. Then, the position of the target aerial
vehicle 104a in the next video frame is compared with the predicted position,
and the estimates for the velocity, position, and orientation are updated. During
such tracking with one of the cameras 1143, a feedback control loop can

autonomously and continually adjust the gimbal {supporting the particular
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camera) {o keep the target aerial vehicle 104a centered about the FOV 105a of
the camera of the projectile launching mechanism 200a {or the external asrial
vehicle detection system 100, as the case may be). This facilitates or mainiains
continuous tracking of a dynamic flight position of a particular target aerial
vehicle. Common algorithms include centroid tracking, edge detection, feature-
based algorithms, and area correlation tracking. Using this system of cameras
and filters, the external aerial vehicle detection system 100 and/or the projectile
faunching mechanism 200a can detect and track, in reai-time, a flight position or

path of a particular target aerial vehicle.

[0039] Indeed, a number of detection sensors 108a can be positioned about a
structure or platform of the exiernal aerial vehicle detection system 100 in a
manner that the detection sensors 106a can cooperatively and collectively
monitor a perimeter of up to 360 degrees associated with an airspace around
the position of the external aerial vehicle detection system 100 to protect an
area (e.g., a 500+ meter radius of coverage of an airspace). Allernatively, the
detection sensors 108a can be mounted and configured to point toward a
particular area of interest less than 360 degrees of coverage, such as through a

canyon, or other particular egress of importance relative to the protected area A

(60407 In some examples, the external aerial vehicle detection system 100 can
comprise at least one lumination device {see ilumination device 116a), such as
a laser or high-powered LED, operable to illuminate the detected target aerial
vehicle(s) 1043 and 104b. A particular Hlumination device 118a can be mounted
on a gimbal device {(e.q., 3-axis} that is operable to modify a pointing position or
direction of the illumination device to continuously direct the lliumination device
toward the target aerial vehicle 104a, for instance, for constant illumination. In
this manner, a controlier (operatively coupled to the CPU 112) can be operated
to control said pointing position based on the tracked position or flight path of
the target aerial vehicle 104a. As will be discussed below, the counter-attack
UAVs 102a and/or 102b can have a band pass filter (on a camera) to detect

only the narrow frequency of band light illuminated onto the target aerial vehicle
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104a andior 104b by the ilumination device 116a of the external aerial vehicle

detection system 100.

[0041] In another example of a detection sensor of the external aerial vehicle
detection system (100), a telescope or a pair of human use binoculars equipped
with azimuthal and elevation angle sensors may be used (o locate a potential
target aerial vehicle and transmit partial position information {o the counter-
attack UAV(s) (and/or 1o a CPU of the external aerial vehicle detection system).
in anocther exampie, the telescope or binocular based detection system can be
gquipped with a range sensor, such as a laser range finder, and the information
provided by this range sensor can be combined with that provided by the
azimuthal and elevation angle sensors, thereby allowing the position of the
target UAV {o be tracked in 3D.

[0042] Once the target aerial vehicle 104a is detected as entering a monitored
airspace (e.¢., within a 500 m radius of the projectile launching mechanism
200a), the projectile launching mechanism 2003 (or the external vehicle
detection system 100) can transmit command data to the counter-attack UAV
102a for purposes of neutralizing the target aerial vehicle 104a with a particular
aerial vehicle countermeasure (e.q., monofilament fibers). The command daia
can be generated by the CPU 112 and transmitted via a radic 118a to the
counter-attack UAV 102a, whether during flight or while still inside the projectile
201a. Optionally, a bi-directional free space communication link 113 can be
utilized in replacement of (or 10 supplement) radios 118a-¢c. The command data
can inciude location data, and can be associated with the detected position of
the target aerial vehicle 104a, which can include a flight path, altitude, longitude,
latitude, GPS coordinates (degrees, minutes, seconds), and/or other data
associated with a spatial position and/or velocity of the target aerial vehicle
104a. The command data can also include intercept data, such as information
or instructions that command the counter-attack UAV 102a to fly at a certain
velocity {o intercept, capture, and/or neutralize the target aerial vehicle 104a, as

further exemplified below.
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[0043] To “intercept” can mean that a counter-attack UAV, such as counier-
attack UAV 102a (and/or 102b) is flown into a position relative (o a target aerial
vehicle (for exampile, target aerial vehicle 104a) that permits the counter-attack
UAV 102a to perform a neutralizing function with respect to the farget aerial
vehicle 104a. This can include, but is not Eimited to, flying the counter-atfack
UAY 102a into a projected flight path of the target aerial vehicle 104a, or along a
flightpath offset from, but proximate the target aerial vehicle 1043, orto a
position proximate the target aerial vehicle 104a, or along a flighitpath behind the
target aerial vehicle 1043, or along any other flight path or to any position where
the counter-attack UAV 102a is in close proximity to the target aerial vehicle
104a.

[0044] The command data transmitied to the counter-attack UAV 102a by the
projectile launching mechanism 200a (and/or the exiernal aerial vehicle
detection system 100} can also inciude aerial vehicie countermeasure
deployment command data, such as information or instructions that instruct or
command the counter-attack UAV 102a {o fly to a particular location, direction,
and time, for instance. The command data can further include iarget aerial
vehicle detection data, such as position data or information (discussed above),
and even information other than position information, such as identification
information about the type of UAV of the target aerial vehicle(s) 104a detected
by the detection sensor(s) 108a (and/or 206a). Such information can aid the
external aerial vehicle detection system 100 {(and/or the projectile launching
mechanisms and/or the counter-atiack UAV(s) 102a) to determine the size, type
{e.q., fixed or rotary wing), on-board features, and/or performance capabilities of
a particular target aerial vehicle, for instance, which can affect the aspects of
neutralizing the target aeral vehicle, such as when to release the counter-attack
UAV 102a from the projectile 201a, for instance, and when/where to launch or

operate a particular countermeasure, as further detailed below.

10045] The command data can also include counter-attack UAY control data,

which can include instructions for controlling some or all aspecis of the counter-
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attack UAVs 102a and/or 102b. In this manner, the counter-attack UAVs 1023
andfor 102k can be “dummy” drones that have disabled or overridden internal
flight controls, so that the external aerial vehicle detection system 100 (and/or
the projectile launching mechanism(s)) can control flight, sensor pointing, etc. of
a particular counter-attack UAVY. Therefore, the external aerial vehidle detection
system 100 {(and/or the projectile launching mechanism 201a) can detect and
maonitor the position or flight path of a target aerial vehicle with one detection
sensor and processing unit, while also monitoring and controlling the respective

positions and operation of counter-attack UAV(8) 102a and/or 102b.

[0048] Using at least some of such command data, the projectile launching
mechanism 201a can be operated 1o autonomously launch the projectile 201a
{and the supported counter-attack UAV 1023} at a particular time and direction,
and then autonomously separate the counter-attack UAV 102a from the
projectile 201a, as further detailed below. Then, the counter-attack UAV 102a
can be operated autonomously 1o intercept and neulralize the target asrial
vehicle 104a. This system discussed regarding FIGS. 1 and 2 are particularly
advaniageous in cases where the target aerial vehicle(s) 104a and/or 104b may
be several Kilometers away from the airspace area A, and even several
Kilometers in altitude. This is because it may be difficult for an individual
counter-attack LAV to know where {0 “look” in a plausibly large amount of
airspace and ai possibie long ranges. This is because many on-board cameras
of a counter-attack UAV can only detect, identify, and classify targels at larger
ranges {e.g., greater than 100 m), if the FOV is significantly reduced (e.g., 10
degrees oriess). In addition, the flight time of the counter-attack UAV’s can be
extended as the projectile launching mechanism is capable of iaunching and
positioning the counter-attack UAV into a position closer to the target aerial
vehicle before the counter-attack UAV is required to fly on its own using its own

POWET,

[0047] As discussed above, the external aerial vehicle detection systern 100 can

operate the plurality of detection sensors {e.g., two or more of detection sensors
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106a) o generate position data associated with a target aerial vehicle. The
CPU 112 can then operate to eliminate position data associated with one or
more of the detection sensors based on a credibility hierarchy associated with
the plurality of detection sensors. Such credibility hierarchy can be based on
environmental conditions. For instance, when operating during daytime and
with no clouds, the credibility hierarchy could include position data derived from
the following list of prioritized detection sensors: (1) an optical camera, (2)
binoculars, (3} IR camera(s), (4} a radar device, (5) a LIDAR device, (8) an
acoustic sensor, {7) an ilumination device, and (8) other sensors. More
specifically, once the CPU 112 has determined or knows of such environmental
conditions, the CPU 112 can eliminate position data associated with sensors 3
through 7 {and/or un-assign such sensors from operating), while using position
daia generated from (1) the optical camera and (2) the binoculars (e.q.,
assigned detection sensors). ideally, position data generated from the optical
camera{s) would be the most credibie during daytime in daylight without clouds,
birds, etc. However, if signals generated from (2) the binoculars are more
credible for any particular reason {(e.g., the binoculars have less intermitient
signal loss than the optical camera), then the CPU 112 can eliminate the
position data generated from the oplical camera, and use the position data
generated from the binoculars, and then communicate the position data to one
or more counter-atiack UAVs. Such processing of eliminating certain position
data can occur many times per minute, so that the best tracking information is
generated and processead by the external vehicle detection system 100 for
transmitting o the counter-attack UAVS, thereby improving or increasing the

chances of intercepting and capturing the detected target aerial vehicle(s).

(60487 In another exampie of credibility hierarchy, assume the operating
conditions are at night and with cloud cover, such that very little light is emitted
to an area to be monitored by the external vehicle detection system 100. Here,
the credibility hierarchy may be as follows: (1) IR camera(s), {(2) an acoustic

sensor, {3) a radar device, (4) a LIDAR device, (5) an illumination device, (8)
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other sensors, (7) optical camera, and {8) binoculars. This is because at night,
IR camera{s) may generate the most credible position data, as discussed
above. Thus, the CPU 112 can eliminate position data generated from detection
sensors 4 through 8, and then analyze the signals generated from detection
sensors 1 through 3 o determine the most credible position data generated.

For instance, if the acoustic sensor is getling interference from other sounds,
and if the radar device is affected by weather patiern, then the CPU may only
use position data from the IR camera(s) as the most credivle position data (and
only data) for transmitting to the counter-attack UAV{s) to increase the chances

of intercepting and capturing the detecied farget aerial vehicle(s).

[0049] it should be appreciated by those skilled in the art that the CPU 112 can
inciude a tangible and non-transitory computer readable medium comprising
one or more computer software modules configured to direct one or more
processors to perform the method steps and operations described herein.

[0050] As illustrated in FIG 3, a particular counter-attack UAV (e.g., counter-
attack UAV 102a) can comprise one or more optical sensors (e.g., see optical
sensor 118), and/or other detection sensors 120. The optical sensors 119 and
the other sensors 120 can he operatively coupled to a CPU 122 for processing
data generated by the optical sensors 119 and the other sensors 120 associated

with the presence or position of the target asrial vehicle 1044, for instance.

[0051] The counter-attack UAV 102a can further comprise a wireless
communication device, such as a radio 124 (e.q., Sik telemetry radio), that can
wirelessly receive the command data from the external aerial vehicle detection
system 100 and/or the projectile launching mechanism 2003, and then can
fransmit the command data to the CPU 122 for processing. The radio 124 can
be used to communicate a video feed, captured by the optical sensor(s) 118,
back to the external aerial vehicie detection system 100 and/or to the projectiie
launching mechanism 200a {or o ancther external computer system, oreven to

a manually-monitored display).
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[0052] Based on the received command data, the counter-attack UAV 102a can
operate autonomously to fly in a particular direction and velocity to move and/or
deploy the aerial vehicle countermeasure device 134, based on a particular
tracked flight path the target aerial vehicie 1044, to capture {(or otherwise
neutralize) the target aerial vehicle 104a with the aerial vehicle countermeasure
device 134. More specifically, the counter-attack UAV 102a can comprise a
flight controller 126 coupled to the CPU 122 for receiving command signals
associated with the command data processed by the CPU 122, The flight
controller 126 can then control the various rotor assemblies (e.q., see rotor
assembly 128) that each comprises an elecironic speed controller 130 and a
motor/propelier 132 to cause the counter-attack UAV 102a to move (o &
particular position and/or at a certain velocily to appropriately move the aerial
vehicle countermeasure device 134 along or {o a particular flight path. Thus,
the CPU 122, the flight controller 128, and the rotor assemblies 128 can define
a flight control system 133 that is operable to Tacilitate flight of the counter-
attack UAV 102a {o properly position of the aerial vehicle countermeasure
device 134, as further described herein {(or for the counter-atiack UAV to launch
a particular agrial vehicle countermeasure device toward a target aerial vehicle,
such as described regarding FIGS. 8, 7, and 9).

[0053] Updated command data can be continuously communicated to the
counter-attack UAV 102a so that the flight controlier 126 can control flight of the
counter-atiack UAV 102a, as corresponding o a tracked flight path or position of
the target aerial vehicle 104a. In this manner, the counier-attack UAY 1023 can
intercept the target aerial vehicie 104a, and can then neutralize the target aerial
vehicle 104a with the asrial vehicle countermeasure 134 (e.q., filaments)
coupled to or supported by the counter-attack UAV 102a, such as further
exemplified below regarding FIG. 5. This is also applicable o the other example
aerial vehicle countermeasures discussed herein, namely that a particular
counter-atitack UAV can be flown to a particular position or along a flight path

that is in close proximity {0 a detected target aerial vehicle for purposes of
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neutralization.

[0054] The optical sensors 118 {(and/or the other sensors 120) and the CPU 122
can define an on-board aerial vehicle detection system 137 that is operable to
detect the target aerial vehicle 1043 on its own, in one example (e.q., without
the assistance of an external aerial vehicle detection system). Thus, the
counter-attack UAV 102a can detect the target aerial vehicle 104a (assuming it
is within range), and then the CPU 122 can generate command daia, and then
transmit signals associated with the command data to the flight controller 126 to
facilitate flight of the counter-attack UAV 102a (whether such flight is static for
maintaining a position of a tethered net, or whether such flight is dynamic to
deploy or otherwise move a tethered net). Such on-board aerial vehicle
detection system 137 can be operated in conjunction with the external asrial
vehicle detection system 100 and/or the projectile launching mechanism 200a {o
track a dynamic flight position of the target aerial vehicle 104a, so that if the
extermnal aerial vehicle detection system 100 and/or the projectile launching
mechanism 200a is unable o do so for any reason, then the on-board aerial
vehicle detection system 137 can continue 10 track the target aerial vehicle 1043

on its own as a back-up or redundant detection system.

[0055] Concurrently (or alternatively), while the counter-attack UAV 102a is
operated in flight, command data can be processed by the CPU 122 of the
counter-attack UAV 102a to control a pointing position of the optical sensor(s)
119 to “tell” the counter-attack UAV 102a where t¢ “look” in airspace to find the
target aerial vehicle 1043, in one example. Specifically, one of the optical
sensors 119 can be rotatably mounted 1o a flight body or platform of the counter-
attack UAY 102a by one or more gimbal device(s) 138. The CPU 122 can then
transmit conirol signals fo gimbal controller(s) that conirol operation of the
gimbal device(s) 138 (e.g., 3-axis gimbals) {0 establish and control a pointing
position of the optical sensor 119 (i.2., to point the particular camera toward the
detected target aerial vehicie 104a). As long as the target aerial vehicle 104z is

within a delection range of the camera (2.g., up to 150 m, or more in some
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examples), the counter-attack UAY 102a can detect and track the position of the
target aerial vehicle 104a on its own and without the assistance of the external
aerial vehicle detection system 100 and/or the projectile launching mechanism
200a, if necessary. Any of the other counter-atlack UAVs exemplified herein,
such as counter-attack UAV 102b, can have the same or similar features and

functionality as well.

[6056] In some examples, the other sensors 120 can comprise one or more
radar device(s), such as compact phased array radars and automotive radars.
Small phase array radar systems, such as the Echodyne Mesa-X7, Fortem
Technologies TrueView R20, and automotive radar systems like the Delphi
Automotive Radar, can be incorporated in the counter-attack UAV 102a, which
have a range of more than 200 m for small targets, such as small consumer
drones (e.g., DJt Phantom 4). Aradar array could aiso be used as a detection
sensor of the external aerial vehicle detection system 100 for detection of a

target aerial vehicle.

[6057] In some examples, in cases where the exiernal aerial vehicle detection

system 100 {or the projectile launching mechanism 200a) is unable o detect the
target aerial vehicle 104a {e.g., due o weather, or intermittent signal losses), the
counter-attack UAY 102a may be able to utilize its components (FIG 3} o detect

and track the position of the target asrial vehicle 104a.

[0058] The various components schematically shown in FIG 3 can be supported
about a flight platform 210 of the counter-attack UAV 102a {e.g., FIG 5). The
flight platform 210 can comprise a flight body, or a portion thereof, that
structurally supports the components of FIG. 3 (and that also supports a batltery

powering such componenis).

[0059] As illustrated in FIG 1, and in one example, once the farget aerial vehicle
104a is flown within a cerfain detectable distance of the counter attack UAV
102a (e.g., 10-150 m), such that the target aerial vehicle 104a is within a FOV

136 of the opfical sensor{s) 119, the counter-atiack UAV 102a may utilize its on-
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board optical sensor(s) 119 1o continuously track the dynamic position or flight
path of the target asrial vehicle 104a. For example, a particular on-board optical
Sensor can comprise a video camera, mounted on a gimbal device (supported
and operated by the counter-aitack UAV 1023}, that can be operated to identify
and track the target aerial vehicle 104a, similarly as discussed above regarding
the detection sensors of the external aerial vehicle detection systems. For
instance, a Kaiman filter (or another variation of a Bayesian filter) can be
executed as an algorithm by a processor of the CPU 122, and that uses digital
signals generated by the video camera to sstimate and predict the velocity,
position, and orientation of the particular target aerial vehicle, and then executes
a feedback control loop that autenomously and continuously adjust the gimbai
device {0 keep the target aerial vehicle centered about the FOV 136 of the video
camera, for instance. Such camera could be equipped with a long or medium
focus teiephoto lens to maximize the distance at which a target aerial vehicle
may be identified and tracked. However, because the external asrial vehicle
detection system 100 and/or the projectile launching mechanism 200a can
fransmit command data associated with a detecied position of the target aerial
vehicle 104a {0 the counter-attack UAY 102a, a narrower FOV can be
acceptable in some instances, if it means the on-board camera has a longer

range of detection and tracking capabilities.

[0060] In some examples, as shown in FIG 3, the counter-agtiack UAV 102a can
be equipped with an optical sensor or camera (e.g., 119) having a narrow band
pasgs filter, and accompanied by an optical frequency matched ilumination
source (e.g., high-power LED). The LED can be direcied o illuminate the target
aerial vehicle 104a, while reducing background contribufions, so that the
camera and filter can betler detect and track the {arget aerial vehicle 104a.
Such on-board camera and narrow band pass filter can also be used to detect
only that frequency of light iluminated onio a target aerial vehicle by the
Hlumination device 116a of the exiernal aerial vehicle detection system 100

and/or the projectile launching mechanism 200 (e.g., 200a), as initially
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mentioned above regarding the description of FIG 1.

[0081] With further reference o FIG 3, the counter-attack UAV 102a can have a
GPS device 135 (e.9., a real-time kinematic (RTK) GPS) coupled to the flight
controlier 126 for determining and updating a position of the counter-attack UAV
102a {e.g., to other counter-attack UAVs and/or {o the external aerial vehicle
detection system 100 and/or the projectile launching mechanism 200s). The
counter-attack UAV 102a can comprise an inter-UAV swarm communication
system comprising an inter-UAV radic 141 coupled to the CPU 122 for
communication between other counter-attack UAV(s), such as counter-attack
UAV 102b and others, o facilitate coordinated flight configurations, in instance
where a plurality of counter-attack UAVS are launched and in flight. The inter-
UAV swarm communication system can further comprise an inter-UAV position
sensor 138 {e.g., ultra-wideband (UWB) tag) operably coupled to the CPU 122
to assist with determining individual position of the counter-atiack UAV 102a to
faciiitate possible coordinated flight configurations with other counter-attack
UAV(s) (e.g., 102b).

[0082] As schematically shown in FIG 3, in one example the projectiie 201a can
comprise a release device 127 and a radio 125 (or other wireless transmitter),
which can be communicatively coupled 1o the radio 124 of the counter-atiack
UAV 102a and/or 1o a radio of the exiernal aerial vehicle detection system 100
and/or of the projectile launching mechanism 200a. In this manner, the radio
125 can receive command data associaied with a particular time and/or
geclocation of when and where {0 activate/actuate the release device 127,
thereby separating housings of the projectile to release or sgparate the counter-
attack UAV 102a from the projectile 201a (as further detailed below) at a

particular location and altitude.

[0083] FIGS. 4A-5 show further details of the system and method of intercepting
and neutralizing one or more farget aerial vehicles (such as the target aerial
vehicles 104a and 104b shown in FIG 1), The projectile launching mechanism

200a can comprise a platform 203 that supports and defines a plurality of launch
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chambers 208 that can each receive and support and launch a projectile, such
as the projectile 201 shown launched from chamber 208. Schematically shown
is one or more detection sensors 208, that can be similar to sensors 108a
detailed above, and that can be supported by the platform 203 in a suitable
mannar {e.g., by molorized gimbals{s}). Altemnatively, the deteclion sensor(s)
206 can be supported remotely at another location, and then command data
associated with the detected target aerial vehicle 104a can be fransmitied {0 a
radio of the projectile launching mechanism 200a for processing with a CPU
{whether supporied locally or remotely from the projectile launching
mechanism). Then, the CPU can cause or instruct the projectile launching
mechanism 200a 1o activate a jaunch device {e.qg., an air cannon) of the
projectite launching mechanism 200a to launch the projectile 201 at a particular
time, and to a particular location and altitude. The projectile launching
mechanism 200a can also transmit command data to the counter-attack UAV
102a regarding the detected position of the target aerial vehicle 1044, such as

dataiied above.

[0064] In one example, the counter-attack UAV 102a can be configured in a
folded position (FIG 4B) within an inner chamber 209 of the projectiie 201 when
in the launch chamber 208a {(and during aerial transport of the counter-attack
Uav 102a). When released or separated from the projectiie 201, the counter-
attack UAV 102a can reconfigure o an unfolded configuration (FIG. 5), as
detailed below. Thus, the counter-attack UAY 102a can comprise the flight
platform 210 and a plurality of rotor assemblies 212 sach folded inwardly
reiative to the flight platform 210. Each rotor assembly 212 can comprise a
movable support member supported by and extending from the flight platform
210, and a propelier/rotor supporied at the end of each movable support
member. The movable support members can each be pivolally coupled to the
flight body 203 in any suitable manner, and an elastic component {e.g., a coil
spring) can outwardly bias each movable support member, so that upon being

released or separated from the projectile 2014, the rotor assemblies 212
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automatically spring cutwardly to be ready for a flight mode. H will be
appreciated by those skilled in the art that there are many different ways of
folding rotor assemblies, and automatically (or controliably) unfolding rotor

assemblies from a flight body, which are contemplated herein.

[0065] With more particularity, and as shown in FIG &, the projectile 201a can
comprise a first housing section 211a and a second housing section 211a that
can be removably coupled to each other, and that can define the inner chamber
209 that contains or supporis the counter-attack UAV 102a. The first and
second housing sections 2112 and 211b can be comprised of a rigid material,
such as a composite, polymer, plastic, eic., and can be removably coupled {0
each other by any suitable means, such as being press fit, adhered, dlipped, or
other such means of coupling two bodies together that are separable upon
application of a force or other separating event, such as via an incendiary

device.

[6066]1 When coupled together, the first and second housing sections Z11a and
211b can house the counter attack UAV 102a and can maintain the rotor
assemblies 212 in the folded configuration by virtue of the size and shape of the
first and second housing sections 211a and 211b that operate 1o bias the rotor
assemblies 212 in the folded configuration, as shown in FIG 4B. Upon
separation of the first housing section 211a from the second housing seclion
211D, the respective elastic components (discussed above) can cause the rotor
assemblies 212 10 automatically move to the unfolded position. In one aspect, a
position sensor or other sensor can be supported by the counter-attack UAV
102a, and can be configured {0 sense or determine when one or more of the
rotor assemblies 212 have been automatically unfolded. Such sensor can be
glectrically coupled to the CPU 112, such that upon receiving a signal from the
sensor, the CPU 112 can then instruct {or control operation of) the flight
controller 126 to operate, thereby placing the counter-attack UAV 102a in a flight
mode (i.e., soon afier being separated from the projectile 200a). in addition, the

CPU 112 can be configured o similarly “turn-on” or activate other components
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of the counter-attack UAV 102a after the sensor tranamits such signal to the
CPU, such as activating a variety of on-board electrical components (e.q.,
sensors 119 andfor 120) for tracking a target aerial vehicle. Other methods of
moving the rotor assemblies 212 to the unfolded position can be implemented,
such as operating electric actuators coupled 1o the support members that are
operable {0 automatically unfold the rotor assemblies 212 when released from
the projectile 201a, when determined via operation of the sensor and on-board
CPUL

[6087] In some examples, the projectile 201 can comprise a housing release
mechanism 127 configured o at least partially {or fully) separate the first
housing section 211a from the second housing section 211b. The housing
release mechanism 127 can comprise any device or system capable of
faciiitating separation of the first and second housing sections 211a, 211b. in
one non-limiting example, the housing release mechanism 127 can comprise an
electric actuator operaling a pair of opposing actuation members that exert
opposing forces to or against respective housing sections 211a and 21tbh o
separate the housing sections 211a and 211b. The housing release mechanism
127 could alternatively be a controlied explosive device that causes separation
of the housing sections 211a and Z211b with a small explosion. A controller or
clock or other device may be required o achieve such method of separation. A
large number of mechanisms can be used to accomplish the separation of the
housing sections. In one exampie miniature explosive bolts (pyrofechnic
fasteners) may be used 10 hold the housing sections fogether, and triggered

while in flight to allow the housing sections {0 separate.

[0068] In another example the housing sections may be held together using
simple ping and clevis. The pin may be spring loaded with the pin being keptin
its energized state by a fine tread {e.¢. a Dynema fiber) around which a smaill
heating wire is wrapped. The pin may be released allowing the housing
sections 1o separate from each other by sending a small current pulse with

sufficient energy o heat up the heating wire and melt the tread used to hold the
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spring coupled to the pin under tension. Multiple other methods may be used

hold the housing sections together and allow them o separate on demand.

[0089] In an aliernative manner of separating the housing sections 211a and
211b, the housing release mechanism 127 can comprise a tether 218 can be
coupled to the platform 203 (FIG 4A) at an inside portion of the launch chamber
208a at one end, and at the other end the tether 218 can be coupled to the
projectile 201 via a coupling mechanism 220. The coupling mechanism 220 can
be a body that is interfaced 1o portions of the housing sections Z211a and 211b
{or the coupling mechanism 220 can couple the housing sections togethen), so
that upon the projeciile 201 reaching a particuiar distance from the plaiform 203,
the tether 218 can be fully extended, thereby causing the coupling mechanism
220 to automatiically separate the housing sections 211a and 211b from each
other due to the impact force or pulling force via the tether that causes the
housing sections 211a and 211b {0 separate. This can cause separation of the
counter-attack UAV 102a from the projectile 201 at a predetermined location. In
one aspect, the tether 218 can be spooled around a controllable reel device
associated with the platform 203. Such controllable reel device can be
controlled by a CPU to stop unspooling of the tether 218 upon a predetermined
distance, which can be an associated with the detected or predicted position
and altitude of the target aerial vehicle 104a. Many different mechanisms may
be used 0 accomplish this goal. In one example the housing sections may be
held together by a quick release ball detent pin inserted info a socket equipped
with feature configured o hold the housing sections together. The ball detent
pin can be coupled o the tether that is unspooled by the reei device. When the
reel is conirolied to stop unspooling, the tension in the tether builds up causing

the pin to pull out of its socket aliowing the housing sections to separate.

[8070] In another example, the housing sections 211a and 211b can be caused
to open or separate from each other by the force of airflow. For instance, the
housing release mechanism 127 can comprise an airshock system comprising

one or more apertures formed in the housing sections 211a and 211b. Upon an
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amount of air entering the one or more apertures formed through oneg or both of
the housing sections 211z and 211b afier the projectile 201 is launched, the
increased air pressure can be sufficient to cause the housing sections 211a and
211b to separatle from each other, thereby deploying the counter-attack UAV
102a.

[0071] in another example, a particular projectile can tow a counter-attack UAV
after the projectile is launched from a platform, and then the counter-atiack UAY
{whether folded or unfolded) can be reieased from the projectile by a release
device at a particular location and altitude. Thus, the projectile can act as
merely a transport means towing the counter-attack UAV. In another example,
one or more counter-atiack UAV(s) may be in an unfolded configuration but
supported inside of a projectile, such as a plurality of miniature UAVS stored and
supportied in an unfolded configuration within the projectile, which can be
released and deployed from the projectile upon separation of the housing
sections of the projectile, wherein the miniature UAVs can carry and deploy an
aerial countermeasure, or wharein they can be flown in a swarm {o physically
engage and intercept the target aerial vehicle, thus neutralizing the target aerial
vehicle.

[6072] In another example, the projectile 201 can comprise an on-board
propulsion system that facilitates projection from the platform 203 (or other
platform) and sustained flight for a period of time. In this example, the on-board
propulsion device can include any number of propulsion systems, such as those

that utilize air, water, fuel, etc. to generate propulsion.

[0073] Despite the method of releasing or separating the counter-attack UAV
102a from the projectile 201, the counter-attack UAV 102a can be released from
the projectile 201 at a predetermined position or location (e.9., geolocation and
altitude) relative to the target aerial vehicle that is undetectable by a sensor
(with a FOV 215) of the target aerial vehicle 104a. Forinstance, most or all
UAVs have sensors/cameras mounted below a horizontal plane of the flight

Body, so the cameras can only “lock” forward or downwardly relative to the flight
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body (i.e., they cannot look up or above the flight body when flying generally
horizontally). Accordingly, if the projectile launching mechanism 201a detects
and tracks a particular flight path of the target aerial vehicie 104a (e.q., one
having a static altitude or constant altitude gain), the projectile launching
mechanism 201a can control the fiming of launching the projectile 201, and can
aven control the velocity of the projectile 201 (e.g., by controliing an amount of
compressed air that launches the projectile 201a), and therefore controlling an
altitude that the projectile can reach. Once the projectile 201 is in flight, the
projectile launching mechanism 201a (or an on-board release device) can
control the particular point in time and altitude of releasing the counter-aftack
UAV 1023 from the projectile 201, This can be achieved by the projectile
launching mechanism 201a being in wireless communication with a controller or
release device, such that a CPU or controller on the projectile launching
mechanism 201a can instruct the release device when to be actuated to
separate the housings from each other, and thereby deploy the counter-attack
UAV 102a. This can be performed during accent or decent or at an apogee of
the projectile 201 Thus, the counter-attack UAV 102a can be delivered by the
projectile 201 (and released therefrom) at a predetermined aerial location or
position that is a stealth location, such as allitude A1, that may be a known or
predetermined aerial position, and that is greater than a known or predicted
altitude A2 of the target aerial vehicle 104a. In this aspect, the target aerial
vehicie 104a will be unable to detect (and therefore potentially evade) the
counter-attack UAV 102a in the event thai the targst aerial vehicle 104a cannot
sense or detect the counter-attack UAV at that particular location due fo its
limited sensing capabilities. Once the counter-attack UAV 102a is in flight, an
on-board sensor {e.g., 119, 120, and with FOV 138), can be operable to view
and frack the target aerial vehicle 104a from a location above {and also likely
hehind) the target aerial vehicle 104a for purposes of interception and
neutralization. Therefore, the counter-attack UAV 102a can initiate an attack {o
neutralize the target aerial vehicle 104a from a position above the target aerial

vehicle 104a before iis presence is detected by the farget aerial vehicle 104a.

30



10

20

25

WO 2020/142121 PCT/US2019/054547

[0074] Moreover, because the counter-atiack LAV 102a has been launched into
airspace by the projectile launching mechanism 201a, the counter-attack UAV
102a can conserve battery power, because it does not require on-board power
for transportation 1o the stealth location, for instance. Therefore, the counter-
attack UAV 102a may be operated in flight for a longer period of time than a
particular target aerial vehicle, which helps to improve the potential to intercept
and neutralize the target aerial vehicle as the counter-attack UAV 1023 can
rmaintain flight at an extended duration that will likely be beyond that of the
target aerial vehicle 1043, particularly if the target aerial vehicle 104z attempls
{0 evade (or counterattack) the counter-attack UAV 102a for a period of time

longer than the batiery capacity of the target asrial vehicle 104a.

[0075] In the examples shown in FIGS. 1 and 5, the counter-attack UAV 102z
can comprise or support the aerial vehicle countermeasure 134, such as a net
or filament element(s), for neulralizing the target aerial vehicle 104a.
Specifically, the projectiie 201 can support the aerial vehicle countermeasure
134 inside the inner chamber 209 in a suitable manner, such as being bundled
iogether by a device that can be deployed or removed, such as in a smail
housing having an opening through which the filament is drawn from when the
counter-attack UAV 1023 is released from the projectile 201. As such, the
projectile can comprise a chamber or area for receiving and stowing the aerial
vehicle countermeasure 134. In addition, a small weight, or weights, can be
coupled to ends of one or more filaments to prevent the filaments from
entangling in the rotors of the counter-atiack UAV 102a. Alternatively, one or
more support rods or members supported by the flight body can unfold upon
separation from the projectile, and the support rod or member can support the

filament elements of the aenal vehicle countermeasure 134,

[0076] Once the counter-attack UAV 102a is released and its rotor assemblies
212 are unfoided (and therefore is towing the aerial vehicle countermeasure 134
during flight}, the counter-attack UAV 102z can then intercept and neutralize the

target aerial vehicle 104a. More specifically, and as described above regarding
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FIGS. 1-3, the counter-attack UAV 102a can receive command data associated
with a detected position of the target aerial vehicle 104a, so that the counter-
attack UAY 102a can autonomously control a peointing position of one of its on-
board cameras (2.¢., 119) {o detect and track the position of the target aerial
vehicle 104a, as exemplified herein. Based on the tracked position, the
counter-attack UAV 102a can autonomously intercept the target aerial vehicle
104a by operating a flight controller (e.q., 128) that can operate the counier-
attack UAV 102a at full speed to do a fly-by, for instance, proximate the target
aerial vehicle 104a at a close enough distance (e.¢., a few metlers) so that the
filament elements of the gerial vehidcle countermeasure 134 become entangled
in the rotor(s) of the target aerial vehicie 104a to neutralize operation of the
target aerial vehicle 104a. Thus, the counter-atiack UAV 102a can be operated
to navigate in the stealth position or flight path {as discussed above) until just
hefore intercepting and neutralizing the farget aerial vehicle 104a (e.q., within a

few meters generally above the {arget aerial vehicie 104a).

[0077] With further reference o FIG 4A, the platform 202 can comprise a
ground-movable vehicle having at least one mobility mechanism 221 (e.q.,
wheel(s), track(s)) supported by the platform 203 such that the projectile
launching mechanism 200a is portable, such as by a human operator or vehicle
pushing or pulling the platform 203 along a ground surface o a desired location.
Afoldable stand 222 can be supported by the platform 203, and operated to be
unfolded from the platform 203 for pushing/pulling the platform 203 around a
ground surface, and for positioning the platform 203 at an upward angle toward
monitored airspace. This can position the launch chambers 208 at a desired
angle toward an airspace of interests, and therefore foward possible incoming
target asrial vehicles.

[6078] In some examples, the at least one mobility mechanism 221 can be
operated by an on-board electric motor that can move the platform 203 (i.e.,
without the assistance of a human pushing the platform 203 into a desired

position). In one aspect, a CFPU on-board the platform 203 (or other CPRU) can
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process and cause transmission of signals that instruct electrically-powered
wheels of the platform o autonomously (or manually) move the platform 203 to
a desired position. In ong example, only one wheel can be automatically
operated, thereby rotating or moving the platform 203 about a ground suiface,
thereby changing the angle that the platform 203 faces upwardly. This can be
performed in response {0 a position of a detecied farget aerial vehicle. In
another example, the platform 203 can be supported about a turret that can be
powered 1o rotate the platform 203 in any direction, or to change its launch

angle relative to a ground surface.

[0079] FIG 6 illusirates another example of neutralizing a target aerial vehicle
304 with a counter-atiack UAV 302. The counter-attack UAV 302 can have the
sarme or similar features as the counter-attack UAVs described above, and can
be housed in a projectile launched from the projectile launching mechanism
(and then separated from the projeciile, as detailed above). Noiably, in this
example the counter-attack UAV 302 can comprise a countermeasure launching
device 306 operable to launch an aerial vehicle countermeasure 334 toward the
farget aerial vehicle 304 {o capiure or neutralize the target aerial vehicle 304, In
one exampile, the countermeasure launching device 306 can be a single use
disruptor tube that is powered (e.g., chemically, pneumatically, via combustion,
and cthers) to shoot or launch the aerial vehicle capture countermeasure 3324,
such as a net 335 having one or more weights 308 that assist to propel the net
335 during flight. Those skilled in the art will recognize the different types and
functions of single use disruptor tubes, and as such these will not be discussed

in great detail.

(008071 The countermeasure launching device 308 can be rotafably mounted to
the flight platform 310 of the counter-atiack UAV 302 via a gimbal device that
rotatably controls a pointing position of the countermeasure launching device
308. The gimbal device can be autonomously controlied {0 be poinied toward
the tracked position of the target gerial vehicle 304, Movement of the gimbal

device can by synced or coordinated with movement of a gimbal that supports
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an on-board camera 319, which may be always pointed toward the tracked
target aerial vehicle 304, as detailed above regarding FIG 3. Thus, the
projectile launching mechanism 306 may also be generally pointed {oward the
target asrial vehicle 304 as the on-board camera 319 moves while tracking the
target aerial vehicle 304, Alternatively, the countermeasurs launching device
3086 can operate independently of the movement of the on-board camera, such
as by the motorized gimbal device that is moved 1o a position that anticipates
the flight path of the target aerial vehicle, such as by ulilizing a Kalman filler and
on-board CPU that instructs the movement and operation of the

countermeasure launching device 306.

[0081] Once the counter-attack UAV 302 is in close proximity to the target aerial
vehicle 204 {e.g., 1-10 melers) as detected by the on-board camera 319 (or
other external sensor), the CPU of the counter-attack UAV 302 can fransmit a
command signal 1o a launch controlier of the countermeasure launching device
306 that causes launching of the aerial vehicle countermeasure 334, As
exemplified regarding FIG. 5, the counter-attack UAV 302 can be released and
operated in a flight path slightly above (in allitude) the target aerial vehicie 304
before launching the aerial vehicle countermeasure 334, whichcanbe a
surprise-attack from above a FOV 315 of a sensor of the target aerial vehicle
304. This can also take advaniage of gravitational forces acting on the aerial
vehicle countermeasure 334, which may extend the flight time and range of the
aerial vehicle countermeasure 334, thereby increasing the likelinood of

capturing and neulralizing the target aerial vehicle 304.

[6082] In another example, a number of pellets or slugs (plastic, metallic, stc.)
can be launched or shot from the projectile launching mechanism 308. Other
aerial vehicle capture countermeasures that can be shot from the projectile
launching mechanism 306 can comprise combustible fluids, adhesives or
expanding foams, or even a target tagging agent (e.g., UV florescent paint) for
purposes of tracking the target aerial vehicle 304 with a UV sensor. Such

impact devices could be housed in a spherical breakable projectile housing,
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rmuch like a paintball housing that breaks upon impacting an object. in other
examples, a plurality of countermeasure launching devices can be supported
and operated by a particular counter-attack UAV. In another example, a
parachute can be coupled to the aerial vehicle countermeasure 334, so that
once the target aerial vehicle is captured, the parachute can effectuate
slower/safe entry to the ground {0 prevent personal injury or damage to

structures.

[0083] FIG 7 shows an alternative system o FIG. 8, where an aerial vehicle
countermeasure 434 (a net), launched from a countermeasure launching device
408, is tethered to a counter-attack UAV 402 by a flexible line 409. Accordingly,
once the target aerial vehicle 404 is captured, the counter-attack UAV 402 can
carry and transport the target aerial vehicle 404 o a particular location for safe
disposal {i.e., away from people and structures o prevent damage that may
result from a target aerial vehicle from failling out of the sky at a random or
uncontrolied location). The tether 409 can be bundied or spooled inside of the
countermeasure launching device 408, and tethered {o the countermeasure
launching device 406 or the flight body of the counter-attack UAV 402. The
tether can be relatively short (e.g., 1 meter) or relatively long (e.g., 10 melers or

more).

[0084] In one aspect, the counter-atiack UAV 402 can have a release device
coupling the flexible line 409 to the counter-attack UAV 402. The release device
can be communicatively coupled to the on-board CPU (wired or wirelessly), so
that the CPU can operate to instruct actuation of the release device to release
the countermeasure launching device 406 and the captured target aerial vehicle
404 to a particular location (and then the counter-attack UAV 402 can fly away).
The CPU can effectuate this autonomously by controlling flight of the counter-
attack UAV 402 to a safe or predetermined location, and then by controliing the
release device io release the netf and capiured farget aerial vehicle. The
release device can be any suilable release mechanism operable to release two

lines or bodies from each other upon actuation or operation of the release
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device.

[0085] FIG 8 illustrates another example of neutralizing a {arget aerial vehicle
504 with a counter-attack UAV 502. The counter-attack UAV 502 can have the
same or similar features as the counter-attack UAVs described above, and can
be housed in a projectile launched from a projectile launching mechanism (and
then released from the projectile, as detlailed above). Notably, in this example
the counter-attack UAV 502 can comprise an aerial vehicle capture
countermeasure 535 in the form of a direct energy device 536 operable to
disrupt operation of at least one component or system of the target aerial
vehicle 504. In one example, the direct energy device 536 can comprise a light
emitter operable to emit light at a predetermined frequency that disrupts
operation of at ieast one sensor of the target aerial vehicle 504, thereby
neutralizing the target asrial vehicle 504. More specifically, the direct energy
device 536 can be an ultra-bright light emitter, which emits light at frequencies
that cameras are sensitive {o {such as a 4K camera on the target agrial vehicle
504), including across the full or partial spectrum of the capability of such
camera. The direct energy 536 could be coupled to a controller and CPU of the
counter-attack UAV 502, and the CPU can be programmed to cause flashes at
intervals and for durations that most effeclively put such cameras into a
perpetual state of dynamic light exposure adjustment. This makes them
ineffective for either vision, or being used {0 provide visual inertial cdomeitry,
collision avoidance, or object recognition. This is another example of
‘neutralizing” a target aerial vehicle by disrupting operations of one or more
systems or components of the target aerial vehicle. As described regarding FIG
6, the aerial vehicle capiure countermeasure 536 can be rotatably coupled o
the counter-attack UAV 502 via a gimbal device, which may or may not move in-

sync with a gimbal device supporting an on-board camera.

[0086] In another example, the direct energy device 536 can comprise at least
one of an air vortex cannon, an acoustic wave device, a microwave device, or a

laser. Using an air voriex cannon, small doughnut-shaped air vortices can be
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projected towards the target aerial vehicle for disrupting its flight, which may
cause its rotors to automatically stop working while the target asrial vehicle falls
to the ground. Using an acoustic wave device, it can be used to excite
resonance in a gyroscope of the target aerial vehicie, which can make it lose
control and fall to the ground. Using a microwave device, high-powered
microwave weapons can be mounted to the counter-attack UAV and directed
toward the target aerial vehicle to interrupt the electronics and/for quidance
system on the target aerial vehicie, which can cause it to fali to the ground.
Using a laser, a high-powered laser could be mounted to the counter-attack
UAV and directed to the target aerial vehicle to damage or disrupt operation of

the target aerial vehicle, which can cause it {o fall 1o the ground

[0087] Concurrently, or alternatively, such direct energy devices can be part of
the external aerial vehicle detection system 100 {i.e., on a ground-based
structure, a vessel, etc.), and/or part of the projectile launching mechanism
200a, and can be usad in conjunction with the various vehicle detection sensors
and systems described herein for detecting, tracking, and neutralizing target

aarial vehicles.

[0088] FIG 9 illusirates another example of neutralizing the target aerial vehicle
604 with a counter-atiack UAV 602. The counter-attack UAV 802 can have the
same or similar features as the counter-attack UAVs described above, and can
be housed in a projectile launched from the projectile launching mechanism
{and then released from the projectile, as detailed above). Notably, in this
example the counter-attack UAV 602 can comprise a countermeasure launching
device 606 operable to launch an aerial vehicle capture countermeasure 634
foward the target aerial vehicle 804 io neutralize the target aerial vehicle 604,
Specifically, the countermeasure launching device 606 can be the same or
similar {o the launching device 26 described with reference to U.S. Patent No.

8,783,185 B2, which is incorporated herein by reference in its entirety.

160891 The countermeasure launching device 606 can be rotatably mounted to

the flight body of the counter-attack UAV 602 via a gimbal device, and can be
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operated in the same manner such as described regarding the example

countermeasure launching device of FIG 8.

[0080] The countermeasure launching device 608 can be a waler cannon or a
high pressure pneumatic cannon, or a cannon using chemical propellants
(explosives, combustible mixiures such as propane-air and cothers). Thus, the
countermeasure launching device 606 can be operable to launch the asrial
vehicle capiure countermeasure 634 in the form of a non-Newtonian liquid
projectile 635 having a liquid charge. The liguid projectile 635 can comprise a
non-rigid encapsulation 8386 {e.g., polymer) supporting a non-rigid flight integrity
component comprising an additive combined with the liquid charge to inhibit
substantial break-up of the liguid charge during flight. Thus, the liquid projectile
635 is configured to fluidly disperse in response {0 a predetermined event (e.¢.,
impact of with the target aerial vehicle 604). The liquid projectile 635 can
include a liguid charge of 3 specified volume. For example, a liquid projeciile
may comprise liguid volumes ranging from 1 mL {o 5 L. However, this range is
not to be considered limiting as liquid projectile can comprise any volume
capable of being contained and launched from the counter-attack UAY 602,
Water cannons are known in the art and will not be discussed in great detail, but
it will be appreciated that various types of water cannons can be used, or
modified for use as directed herein.

[0091] The non-rigid flight integrity component 638 can modify the liguid charge
and inhibit substantial break-up of the liguid charge in-flight. The flight infegrity
component can be an additive, a non-rigid encapsulation, a temperature
modification component, or other component. Combining the flight integrity
component with a liguid charge can allow the liguid charge to be launched at

higher speeds and further distances than a non-modified liguid charge.

[6082] Pure water has viscous properties which allow it 10 reasonably maintain
its form when iraveling at relatively low speeds or in small quaniities, such as a
falling raindrop. But, when water is projected at high speeds and in large

quantities, such as water projected from a fire hose, the cohesive structure of
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the water stream can be disrupted by air resistance, causing the resulting water
stream to at least partially fracture or break apart into a spray after a certain
distance. In order to launch water or other liquid charges at high speeds and far
distances a flight integrity component can be combined with the water or other
liguid charge to provide enhanced structure, viscosity, and/or cohesiveness.
Typical liguids include: water, sait water, liquid fuel, such as flammable fuel, and

other liguids.

(60837 Liquid modifying additives may also be combined with the liguid charge o
inhibit substantial break-up of the liguid during flight.  According to one aspect
of the invention, a small quantity of polyethylene oxide (PEQ), as small as 0.8%
(w), can be added to a liquid, such as water, {0 increase the cohesive properties
of the liquid. The resulting liquid projectile will also have less friction and drag
than the liquid alone, thus further reducing spray. When the resulting liguid
projectile is launched, the friction from a launching device is reduced and the
launched stream or missile can have greater cohesiveness, resuiting in higher
projection speeds, further trajectories, improved accuracy, and more effective

impact with a target aerial vehicie.

[0094] Similarly, polyacrylamide, polypropylene oxide, polydiamineg, and other
practical additives known in the art can also be combined with a liquid to inhibit
substantial break-up of the liquid during flight. These and other additives can
have other properties, aside from inhibiting breal-up of a liguid charge during
flight, which can be beneficial to liquid projectile projectile applications. These
properiies may include, being slippery, being adhesive, having an odor, having a
discoloration that permanently or temporarily marks a target for instant

identification, or having a variety of other useful properties.

[0085] Additives can also be combined with a liguid to form shear-thickening

fluids, also known as dilatant fluids, in order {o inhibit substantial break-up of the
guid during flight. Shear-thickening fluids cause an increase in viscosity of the
figuid charge with increasing shear stress which is most easily accomplished by

increasing the rate of shear deformation. For example, a shear thickening fluid
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may offer litlle resistance 10 a gentle probe with one's finger, but can become
increasingly viscous when one quickly thrusts a finger at the fluid. In this
manner, a shear thickened liquid projectiie can respond to a launching force
with increased resistance, enabling the liguid projectile to be launched with
more force. Upon impact this liquid projectile can increase its resistance to the
stress of the impact, thus acting more like a solid projectile and inflicting greater

damage to the target.

[6036] Typical shear thickening additives can include: polyethylene glycol with
nanc-particles of silica, comn starch or modified com starch, potato starch,
pectin, xanthan gum, arrow root powder, dihyvdroxypropyl ethers of cellulose,
cellulose-free xanthan gum with a number of cellulose compounds, including
carboxymethyl celluiose, hydroxyethy! cellulose and hydroxypropyimethyl
cellulose. Other examples include, sulfonated guar and a compound comprising
at least one member selected from the group consisting of xanthan gum, guar,
hydroxpropyl guar or derivatives, hydroxyethyl celluiose or derivatives. Further
shear thickening additives may include, cationic guar and a compound
comprising at least one member selecied from the group of hydroxypropyl guar
or derivatives and hydroxyethyl celiulose or derivatives, hydroxypropy! celiulose
with polymaleic and hydroxy derivatives, or any combination as will be practical

to the invention.

[0097] Additives may be combined with a liguid charge by mixing, stirring,
heating/cooling processes, injecting, reacting or applying, as well as
combinations of these processes. Other combining methods are similarly

contemplated in accordance with the invention.

[0088] The non-rigid encapsulation 836 can comprise a disruption apparatus or
controlled disruption mechanism (shown generally as disruption apparatus) that
is configured or adapted {o disrupt the flight integrity component in the form of a
non-rigid encapsulation and to facilitate the dispersion of or diffuse the liquid
charge. The disruption apparatus can function to breach or breal up or break

open the flight integrity component or encapsulation of the Hquid projectile, or
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otherwise facilitate the dispersion of the liquid charge. The disruption apparatus
may be used to control the fiming of the dispersion of the liquid charge (e.g.,
delayed or upon impact or during flight), the direction of the dispersion of the
liguid charge (e.g., forward dispersion), etc. Essentially, the disruption
apparatus helps to prevent the unwanted situation where the liguid projectile
remains intact {the liguid charge is not dispersed) afier being launched, and

therefore ineffective for its intended purpose.

[6089] The disruption apparatus may comprise any system or device capable of
breaching or otherwise breaking open the flight integrity component of the liquid
projectile after being launched {i.e., the disruption apparatus can rip, tear,
disassembie, explode or ctherwise breach the encapsulation). The disruption
apparatus may be configured o operate with the encapsulation or the closing
device, or both. The disruption apparatus may be configured to be activated
during flight of the liguid projectile (e.g., an airbome dispersant), or it may be
activated upon or at some point after impact. The disruption apparatus may
comprise mechanical, electrical, electromechanical systems. For example, the
disruption apparatus can comprise an explosive device or charge supporied
somewhere on the liquid projectile. In another example, the disruption
apparatus may comprise a mechanical device that impales or otherwise
breaches a portion of the liquid projectite. One skilled in the art will recognize
other objects or devices or systems capabie of performing the function of

breaching the liguid projectiie.

[60100] The disruption apparatus may be triggered or activated in a number of
ways, and from a variety of sources, such as radio frequencies, heat sensors,
timing mechanisms, laser devices, and other suitable means. For exampie, the
disruption apparatus may be operabie with a trigger of some sort. The trigger
may comprise a real-time operator-initiated trigger, wherein the operator
selectively triggers or activates a delayed disruption of the non-rigid
encapsulation and the diffusing of the liguid charge at a time judged o be most

appropriate or effective. Alternatively, the trigger may comprise a programmed
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trigger, such as a preprogrammed trigger that reflects actual conditions or
variables 1o be encountered. In still another embodiment, the liquid projectile
may support a spool of wire {e.qg., for receiving elecirical signals that activaie an
associated disruption apparatus) or string (for activating a mechanical disruption

apparatus) that is spooled in response 1o launch of the liguid projectils.

[00101] Rheologically modified fluids can also be combined with the non-rigid
flight integrity component {e.g., additive, non-rigid encapsulation component) to
allow for solid substances {0 be entrained in the liguid charge. For exampie,
0.10% (w) Carbopol® 674 (a product of Noveon} can be combined with a liquid
charge to entrain or suspend sand pariicles within the liquid charge. in this
manner, a variety of solids can be entrained in a liguid charge and launched.
These solids can be capsules of paint, sand, pellets, explosive charges, and
other solids that will be praciical to the invention. In one aspect, the
rheoclogically modified fluids can function as a flight integrity component o
increase the cohesive properties of the liquid projectile in-flight. in another
aspect, the rheologically modified fiuids can provide additional mass o increase
the impact force applied 1o the target, as well as a delivery system that

transports the solids to the target.

[B0102]  Thus, the countermeasurs faunching device 606 can have the same
or similar features of the launching device 26, as detailed further in
incorporated U.S. Paient No. 8,783,185 B2, for filling and launching the liquid
projectiie 835. A sighting structure can be coupled o the countermeasure
launching device 806 for identifying and targeting the {arget aerial vehicle 604,
for instance. The sighting structure can include a laser sight, an infra-red
fargeting system, oplic sights, dot sights, ring sights, peep sighis, a scope, and
the like. Alternatively, a sighting sfructure can include a camera (e.q., 4K

mounted on a gimbal, as discussed above).

[00103] Therefore, the aforementioned “predetermined event” can comprises
the liquid projectile 835 actually impacting the target aerial vehicle 604, such

that the dispersed liguid charge interrupts operation of at least one electronic
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device {e.g., motors, sensors, CPU, controller, etc.) of the target aerial vehicle
804, or that damages the target aerial vehicle so that it can no longer fly. In
other examples, the controlied disruption mechanism can be configured to
fluidly disperse the liquid projectile 635 in response to ancther predetermined
event. Forinstance, the predetermined event can comprise atleast one of a
predetermined distance from the counter-attack UAYV 602, a predetermined time
from launch from the counter-aitack UAV 602, and/or a detected distance from
the target aerial vehicle 804. In this manner, the CPU of the counter-attack UAV
802 can be programmed 1o determine the distance and/or time associated with
the launch of the liquid projectile 835, and then cause breaking of the
encapsuiation 836 via a trigger {(e.¢., radio frequencies, heat sensors, iming
mechanisms, laser devices, 8ic.), as discussed above. Therefore, when the
liguid projectile 835 is in-flight proximate the farget aerial vehicle 804, the
controlled disruption mechanism can be aclivated o break open the liquid
projectile 635, thersby exposing contents therein (which would still be traveling
at some velocity relative to the velocity of the liquid projectile 835 before

breaking open).

[00104]  In some examples, the liquid projectile 835 can comprise at least one
direct-impact device configured 1o impact and neutralize the target aerial vehidle
604, such as pellets 837a (e.q., plastic, polymer and/or metallic, composite), a
filament element 837b {monofilament gill net), filamenis 837¢ (monofilaments),
and/or a liquid 837d (or even foam, adheasive, etc.). In one example, the liguid
projectile 835 can comprise a tagging agent (o tag the target aerial vehicle 604
for tracking flight path with a sensor {e.g., 108a or 2083a), or other tracking

system.

[00105] In a specific example, the counter-attack UAY 602 can be operated
autonomously to intercept the target aerial vehicle 804 (as detailed above).
Once the counter-attack UAV 802 is within 3 meiers of the target aerial vehicie
804 (e.g., trailing directly behind at 10 m/s), the counter-attack UAV 602 can

autonormously launch the liguid projectile 835 toward the target aerial vehicle
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8604 at a known trajectory and velocity (e.¢., 25 m/s}, and then when the liquid
projectile 835 is approximately 1 meter away from impacting the target aerial
vehicle 604, the controlled disruption mechanism can be activated to break
open the liguid projectile 835, The net 637D, having one or more weights, for
instance, can then break free from the liguid projectile 635 and generally
continue the trajectory and initial velocity of the liquid projectile 635 (before
break up), then then the net 637b can impact and entangle with rotors of the
target aerial vehicle 804, thereby disrupting its operation to capture and

nautralize it

[00108] FiG 10 illustrates a system and method of neutralizing the target
aerial vehicle 704 in accordance with one example of the present disclosure. in
this example, a projectile launching mechanism 701 can support a plurality of
launch chambers 708 that can each support and facilitate launch of a projectile,
such as a liquid projectile 734 shown launched from chamber 708a. The
projectile launching mechanism 701 can have the same or similar features as
projectite launching mechanism 201a describad above, such as having a

vehicle detection system for detecting target aerial vehicles.

[00107] Once detected, the projectile launching mechanism 701 is operable to
launch the liguid projectile 734 from the platform toward the target asrial vehidle
704. The liguid projectile 734 can have the same or similar features at the liguid
projectile 734 described regarding the liquid projectile 835 described regarding
FIG. 9. Simitarly, once the liquid projectile 734 is proximate the target aerial
vehicle 704, the projectile launching mechanism 701 {or other system) can
fransmit a signal to a controlled disruption mechanism of the liquid projectile 734
io cause it to break open, thereby releasing any number of componenis (e.g., a
net, pellets, filaments, liquid, and others as will be apparent to those skilled in
the art) to impact the target aerial vehicle 704, such as described regarding FIG
Q.

[60108] In one aspect, the projectile launching mechanism 701 (or 2013) can

be operable to faunch a combination of liguid projectiles and projectiles

44



10

15

20

25

WO 2020/142121 PCT/US2019/054547

{containing counter-attack UJAVS) from the same platform, but from different

launch chambaers.

[00108] Reference was made to the examples illustrated in the drawings and
specific language was used herein to describe the same. It will nevertheless be
understood that no limitation of the scope of the technology is thereby intended.
Alterations and further modifications of the features illustrated herein and
additional applications of the exampiles as illustrated herein are {0 be

considered within the scope of the description.

[60140] Although the disclosure may not expressly disclose that some
embodiments or features described herein may be combined with other
gmbodiments or features described herein, this disclosure should be read io
describe any such combinations that would be practicable by one of ordinary
skill in the art. The user of “or” in this disclosure should be understood to mean

nor-axclusive or, i.e., “and/or,” unless otherwisa indicatad hersin.

[60111] Furthermore, the described features, structures, or characteristics
may be combined in any suitable manner in one or more examples. in the
preceding description, numercus specific details were provided, such as
examples of various configurations {0 provide a thorough understanding of
examples of the described technology. it will be recognized, however, that the
technology may be practiced without one or more of the specific details, or with
other methods, components, devices, eic. In other instances, well-known
structures or operations are not shown or described in detail to avoid obscuring

aspects of the technology.

[60142] Although the subject matier has been described in language specific
o structural features and/or operations, it is to be understood that the subject
matter defined in the appended claims is not necessarily limited fo the specific
features and operations descrived above. Rather, the specific features and acts
described above are disclosed as example forms of implementing the claims.

Numerous modifications and aliernative arrangemenis may be devised without
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departing from the spirit and scope of the described technology.
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CLAIMS

VWhat is claimed is;

1. Asystem for neutralizing a target aerial vehicle, comprising:

10

20

25

20

a projectile launching mechanism;

a projectile launchable by the projectile launching mechanism; and

a counter-attack unmanned aerial vehicle (UAVY} supported by and
separable from the projectile, and comprising an aerial vehicle
countermeasure, wherein, in response to detection of a target
aerial vehicle, the projectile launching mechanism launches the
projectile, and wherein upon separation from the projectile the
counter-attack UAV is operable to neutralize the target aerial

vehicle with the asrial vehicle countermeasure.

. The system of claim 1, wherein the counter-attack UAV is configured in a

folded position within the projectile for aerial transport of the counter-
attack UAV {0 a pre-determined location, and wherein the counter-attack
UAY is operable to move {o an unfolded position upon separation from

the projectile.

. The system of claim 1, wherein the counter-atiack UAVY is released from

the projeciile at a pre-determined location comprising an aerial position
relative {0 the target aerial vehicle, such that the counter-attack UAV is

undetectable by a sensor of the target aerial vehicle.

. The system of claim 1, further comprising an aerial vehicle detection

system comprising at least one detection sensor operable (o detect the
target aerial vehicle while in flight, and operable to provide command
data to the counter-attack UAV to facilitate neutralization of the target

aerial vehicle.
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5. The system of claim 4, wherein the command data comprises at least

one of intercept data, aerial vehicle capiure countermeasure deployment
command data, target aerial vehicle detection data, counter-atiack UAY

control data, or a combination thereof.

. The system of claim 4, wherein the aerial vehicle deteclion sysiem

comprises an on-board aerial vehicle detection system comprising the at
least one detection sensor supported by the counter-attack UAV, and
wherein the at least one sensor is configured to detect a position of the
target aerial vehicle, and wherein a flight control system of the counter-
attack LAV is operable o control autonomous flight of the counter-attack

UAV based on the detected position of the target aerial vehicle.

. The system of claim 4, wherein the aerial vehicle detection system

comprises an on-platform aerial vehicle detection system comprising the
at least one detection sensor supported by the projectile launching
mechanism, and wherein the atl least one detection sensor is operable {o
detect the target aerial vehicle, and wherein the on-platform aerial vehicle
detection system is configured to provide command data o the counter-
attack UAV to facilitate interception and neutralization of the target aerial
vehicle.

. The system of claim 4, wherein the gerial vehicle detection system

comprises a ground-based aerial vehicle detection system associated
with a ground-based structure, the ground-based external agrial vehicle
detection system comprising the at least one detection sensor operable
to detect the target aerial vehicle, and wherein the ground-based exiernal
vehicle detection system is operable to provide command data to at least
one of the projectile launching mechanism or the counter-atiack UAV {o

facilitate interception and neuiralization of the {arget aerial vehicle.
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9.

10.

1

12.

The system of claim 1, wherein the counter-attack UAV comprises a flight
body and plurality of rotor assembiies each folded about the flight body,
wherein the plurality of rotor assemblies are configured to unfold from the
flight body upon the counter-attack UAV being separated from the

projectiie.

The system of claim 1, wherein the projectile comprises a first housing
section and a second housing section releaseably coupled o each other
and defining an inner chamber that contains the counter-attack UAY in a

folded position.

. The system of claim 10, wherein the projectile further comprises a

housing release mechanism configured to at least partially separaie the
first housing section from the second housing section {0 expose the inner
chamber, thereby fadilitating separation and release of the counter-attack

UAY from the projectile.

The system of claim 11, wherein the housing release mechanism
comprises a tether extending befween the projectile and the projectile
launching mechanism, wherein after launching the projectile, the tether
facilitates separation of the first housing section from the second housing
section to facilitate separation and release of the counter-aftack UAV

from the projectile.

. The system of claim 1, wherein the aerial vehicle countermeasure is

configured o disrupt operation of the target aerial vehicle, and comprises
at least one of a flexible entangling element, a net, a fluid, pellets, an

electrical discharge device, or an illumination device.
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14. The system of claim 1, wherein the counter-attack UAV further comprises
a countermeasure launching device operable to launch the asrial vehicle
countermeasure toward the farget aerial vehicle to impact and neuiralize

the target aerial vehicle.

15. The system of claim 14, wherein the aerial vehicle countermeasure
comprises a net launchable by the countermeasure launching device to

capture and neutralize the target asrial vehicle.

16. The system of claim 1, wherein the projectile launching mechanism is
configured 1o launch a plurality of projectiles, each projectile supporting a

counter-attack UAV configured in a folded position.

17.The system of claim 1, wherein the target aerial vehicle comprises a
sensor defining a field of view, and wherein the projectile is configured {o
release the counter-attack UAV from a stealth position that is not within

the field of view of the target aerial vehicle.

18. A system for detecling and neutralizing a larget aerial vehicle,
comprising:

a projectile launching mechanism;

a projectile launchabile from the projectile launching mechanism to a pre-
determined {ocation;

a counter-attack unmanned aerial vehicle (UAV) supported by and
separable from the projectile and comprising an aerial vehicle
countermeasure; and

an aerial vehicle detection system comprising at least one detection

sensor operable to detect a target aerial vehicle while in flight,
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wherein, upon detecling the target aerial vehicle, the projectile iaunching
mechanism operates to launch the projectile to the pre-determined
location, and wherein upon separation from the projectile, the
counter-attack UAV is operable o neutralize the target aerial

vehicle via the aerial vehicle countermeasure.

19. The system of claim 18, wherein the counter-attack UAV is configured in
a folded position within the projectile during aerial transport of the
counter-attack UAV, and wherein the counter-attack UAV is operable to

move to an unfolded position upon separation from the projectile.

20. The system of claim 18, wherein the projectile comprises first and second
housing sections, and a housing release mechanism operable o
separate the first and second housing seclions from one another, thereby

releasing the counter-attack UAV at the pre-determined location.

21. The system of claim 18, wherein the pre-determined location comprises
an aerial position not within a field of view of a sensor of the target aerial

vehicle.

22.The system of claim 18, wherein the aerial vehicle detection system is
operable {o provide command data o the counter-attack UAV {o facilitate

neutralization of the target aerial vehicle.

23.The system of claim 22, wherein the command data comprises at least
one of intercept data, aerial vehicle capture countermeasure deployment
command data, target aerial vehicle detection data, counter-attack UAV

control data, or a combination thereof.
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24.The system of claim 22, wherein the aerial vehicle detection system
comprises an on-board aerial vehicle detection system comprising the at
least one detection sensor supporied by the counter-atiack UAVY, wherein
a flight control system of the counter-attack UAV is operable to control
autonomous flight of the counter-attack UAV based on the detected

position of the target aerial vehicle.

25.The system of claim 22, wherein the aerial vehicle detection system
comprises an on-platform aerial vehicle detection system comprising at
least one detection sensor supported by the projectile launching

mechanism and operable to detect the target aerial vehicle.

26.The system of claim 22, wherein the aerial vehicle detection system
comprises a ground-based external aerial vehicle detection system
associated with a ground-based structure, the ground-based exiermnal
aerial vehicle detection system comprising the at least one detection
sensor, and operable to provide command data o al least one of the
projectite launching mechanism or the counter-attack UAV o facilitate
interception and neutralization of the target aerial vehicle.

27 The system of claim 18, wherein the counter-attack UAV comprises a
flight body and plurality of rotor assemblies each folded about the flight
body, wherein the plurality of rotor assemblies are configured to unfold
from the flight body upon the counter-attack UAV being separated from

the projectile.
28. The system of claim 18, wherein the piatform comprises a movable

vehicle having at least one mobility mechanism such that the movable

vehicle is portable about a ground surface.
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29. The system of claim 18, wherein the counter-attack UAV comprises a
countermeasure launching device, wherein the counter-attack UAV is
configured to operate the countermeasure launching device to launch the
aerial vehicle countermeasure toward the target aerial vehidle to impact

and neutralize the target aerial vehicle.

30. The system of claim 29, wherein the aerial vehicle countermeasure
comprises a projectile comprising a liguid projectile comprising a liquid
charge, and comprising a non-rigid flight integrity component comprising
an additive combined with the liguid charge to inhibit substantial break-up
of the liquid charge during flight, the liguid projectile configured to fluidly

disperse upon a predetermined svent.

31. The system of claim 30, wherein the predetermined event comprises the
liquid projectile impacting the target aerial vehicle, wherein the dispersed
liquid charge is configured {o interrupt operation of at least one critical

operational device of the target aerial vehicle.

32. The system of claim 30, wherein the liguid projectile further comprises at
least one direct-impact device configurad to impact and neulralize the
target aerial vehicle, wheregin the at least one direct-impact device
comprises plastic or polymer pellets, metallic pellets, composite pellets, a

filament element, or a tagging agent.

33. Amethod for neutralizing a target aerial vehicle, comprising:
detecling a target aerial vehicle while in flight;
launching a projectile from a projectiie launching mechanism, the
projectile supporting a counter-attack unmanned aerial vehicle
(LAVY;
separating the counter-attack UAV from the projectile; and

operating the counter-attack UAV {o neulralize the target aerial vehicle.
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34. The method of claim 33, further comprising unfolding rotor assemblies of

the counter-atiack UAY upon separation from the projectile.

35. The method of claim 33, wherein separatling the counter-attack UAV from
the projectile further comprises operating a housing release mechanism
to release the counter-attack UAV at a pre-determined location relative to

a detected position of the target aerial vehicle.

36. The method of claim 33, further comprising transmitling command data
from an aerial vehicle detection system {0 the counter-attack UAV, the
command data associated with the detected position of the target aerial

vehicle.

37. The method of claim 33, wherein detecting the target asrial vehicle
comprises operating at least one detection sensor of the counter-attack

UAY after separation from the projectile.

38. The method of claim 33, wherein operating the counter-atiack UAV fo
neuiralize the farget aerial vehicle comprises launching an aerial vehicle
countermeasure from the counter-atiack UAY toward the target aerial

vehicle 1o neutralize the target aerial vehicle.

38. The method of claim 33, wherein detecting the target aerial vehicle
comprises autonomously tracking a dynamic position of the target aerial

vehicle.
40.The method of claim 33, further comprising moving the projectile

launching mechanism along a ground surface to a ground-pased location

via a mobility mechanism of the projectile launching mechanism.
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41.

42.

The method of claim 33, further comprising determining or predicling an
altitude of the farget aerial vehicle, and separating the counter-atiack
UAY from the projectile at an altitude that is greater than the known or
predicted altitude of the target aerial vehicle, whereby the counter-attack

UAV is undetectable by a sensor of the target aerial vehicle.

The method of claim 33 wherein operating the counter-atiack UAV to
neutralize the target asrial vehicle comprises operating an asrial vehicle
countermeasure configured to disrupt operation of the targst aerial
vehicle, the aerial vehicle countermeasure comprising at least one of a
flexible entangling element, a net, a fluid, peliets, an elecirical discharge

davice, or an illumination devics.
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