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AUTHENTICATION OF SERVICE REQUESTS

CROSS REFERENCE TO RELATED APPLICATIONS

{861} This application claims priovity to U.S. Provisional Application No. 61/625,984,
filed April 13, 2012, and entitled “Authentication of Service Requests,” and to ULS.
Non-Provisional Apphication Neo. 13/829,708, filed March 14, 2013, and entitied
“Authentication of Service Requesis,” which is incorporated herein by reference in s

entivety for all purposes.

[0882] This application relates o and is assigoed to the same entity as the co-pending
USRS, Patent Application No. 12/967,782, filed on Decomber 14, 2010, entitled
“Authentication of Service Requests Initiated From a Social Networking Site,” the
disclosure of which is hereby incorporated herein by reference i Hs entirety, and
attached hereto as Appendix A. The systems and methods described herein can be used
n combination with the systems and methods described in Appendix A. For example,
the authentication techuniques described in Appendix A can be used to authenticate users

that invoke service requests, as described herein,

TECHNICAL FIELD

10883] The techunical ficld relates gemerally to computer-based wmethods and
apparatuses, including computer program products, for authentication of service

requests.

SUMMARY OF THE INVENTION

10884] A brief summary of various cxemplary cmsboediments s presented. Some
simplifications and omissions may be made in the following summary, which is
intended to highlight aod iotroduce some aspects of the various exemplary
craboediments, but not limit the scope of the invention. Detailed descriptions of a
preferred exemplary embodiment adequate to allow those of ordinary skill in the art 10

malie and use the inventive concepts will follow in the later sections.
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[6885] In one aspect, a computerized method for anthenticating usor scivice reguusis
presented. A server transmits data that causes transmission of a service request to the
server when actuated.  The server recetves data representing the service request and
data representing a sender of the service request.  The server compares {(a) the data
representing the service request, the data representing the sender of the service request,
or both, against (b) pre-defined criteria associated with the data that causes transmission
of the service vequest. The server processes the service request from the sender if the
comparison authenticates the service request.

[0886] In other examples, any of the aspects above can inclode one or more of the
following features. The data that causes transmission of a service request to the server
when actuated comprises an HTTP link.

{80871 The technigues, which include both methods and apparatuses, described herein
can provide one or more of the following advantages. Website Huks, such as HTTP
hinks, can be authenticated based on the user that invoked the hink, as well as pre-
defined criterta for the link, such as an expiration time, a number of users that can
invoke the link, and/or the like. Data reccived about service requesis and/or the users
that invoke the service requests can be used to appropriately tailor the service request
for each user.

[{0888] Other aspects and advantages of the present invention will become apparent
from the following detailed description, taken 1o conjunction with the accompanying

drawings, illustrating the principles of the mvention by way of example only.

BRIEF DESCRIPTION OF THE DRAWINGS
{8089 The foregoing and other aspects, features, and advantages of the present
mvention, as well as the invention itself, will be more fully onderstood from the
following description of various embodiments, when read together with the
accompanying drawings.
[6818] F1G. 1 1s a flow chart showing an exemplary method for processing a service

request.

DETAILED DESCRIPTION

0811]  In geoneral, computerized systems and methods are provided for creating links

{e.g., web page links, such ag HTML links) that can be authenticated by a server. Data
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about the links and/or the user(s) that invoke the links can be useu w wnuenucaie we
link based on pre-defined criteria stored for the link. The service request links can be
configured based on the pre-defined criteria. For example, the service request links can
expire based on the pre-detined criteria such that the links can be invoked only for a
predetermined period of ime, can only be invoked by a predetermined number of users,
can only be invoked by particolar users {e.g., based on profile data of the user), cte.
This data can be used to navigate the mvoking user to the proper location {e.g., 10 a

service request (such as chat or video), or 1o a particolar web page).

{0812] FIG. 1 is a flow chart showing an cxemplary method 100 for processing a
service request. At step 102, the server transmits data that causes transmission of a
service request to the server when actuated. At step 104, the server receives data
representing the service request and data represcuting a sender of the service request.
At step 106, the server authenticates the service request.  If the server authenticates the
service request at step 106, the method proceeds to siep 108, and the server processes
the service request. Hf the server does not authenticate the service request at step 106,

the method proceeds to step 110, and the server disables the service reguest.

18013} Referring to step 102, the data that causes transmission of a service request to
the server when actuated can be, for example, an HYTP link. For cxample, the Hnk,
when actuated {and authenticated as described with respect to step 106 below) can
initiate any type of a service request, such as online text chat, audio chat, presentation
of a support page (c.g., frequently asked questions), presentation of a coupon, video
chat, and/or other types of service requests. The server can send service requests to a
remote user for help with navigating a web page, to a remote user in response to a social
media message (e.g., in response to a Twitter tweet or a Faccbook post), to a remole
user by email, a data messaging service (e.g., short messaging service (SMS}), ete. As
is described further below, administrators of the server (and related components) can set
pre-defined criteria for the service request {¢.g., for an HTML link) that configure when

the service request can be invoked (e.g., a time expiration),

[6814] Referring to step 104, the data representing the service request can inclade, for
cxample, data abowt the service request {e.g., about an HTML link}, and/or data about
the user that invoked the service request {(e.g., about the user that chcked the HTML
link). For example, if the server transmits an HTML Lok {0 a web page, the data

representing the service request can include identifying data for the service request
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{(e.g., so the system can identify which service roguest was InVOoxsus, ¢ IOLTE U1 LIECS
the HTML link was invoked prior to the current nvocation (¢.g., a number of times the
tok was clicked), an amound of time the HTML Hnk has been on the web page, and/or

other data about the service request.

[0815] Referring further to step 104, the data representing a sender of the service
request can include data about the party that invoked the service request. For example,
this data may inclade social networking information, as described i Appendix A {e.g.,

a user profile for the user from the social networking site).

{8016} Referring to step 106, the server authenticates the service request. For example,
unless certain properties of the service request are satisfied {c.g., a time limit has not
expired, a pre-set sumber of users bave not already invoked the service request, the
mvoking user matches pre-defined criteria {e.g., the service request was sent to the user,
the uvser is a follower of a social networking site, located in a particular geographic

location, and/or the fink)), then the server will not authenticate the service reguest.

[0817] Referring further 1o step 106, the server can compare the data received at step
104 with stored data for the service request. For cxample, in some embodiments the
server corapares {a) the data reprosenting the service request, the data representing the
sender of the service request, or both, against (b) pre-defined criferia associated with the
data the server transmitted in step 102, For example, the pre-defined criteria can be
defined by the system administrator. For example, for an HTTP link, the adounistrator
can set a mumber of times the link can be chicked before the Hink expires (e.g., can no
longer be clicked by a user to tnvoke the service request), an amount of time the bink is
active until the Hnk oxpires, required social networking profile information {(e.g.,
mdicative of the originator, such as geographical location and/or other user profile

information), ic.

{0818] Referring further to step 106, it the server authenticates the service request such
that the pre-defined criteria are satisfied (e.g., if the time hnut associated with the
service request has not expired, if the maximum pumber of users has not invoked the
service request, if the social networking data associated with the user that invoked the
request matches the pre-defined oritenia, etc.), the server processes the service request at
step 108, The server can process the service request by seiting up the service request,

such as by transmitting a coupon to the sender, setting up an online chat with the
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sender, setting up 2 video chat with the sender, sending the user w g neyp page, suwvn

setting up any other type of service request.

[0819] If the server determines the service request is not authenticated {(e.g., if the time
timit associated with the service request expired, if the maximum number of users
already invoked the service request, if the social networkiog data associated with the
user that invoked the request does not match the pre-defined criteria, etc.), then the
server disables the service request at stop 110, For example, the server may transmit
back to the sender an HTTP error page, a blank page, a page that indicates the Hnk

expired and therefore will not be completed, etc.

{30261 The authentication allows admimistrators and agents of the server to create
and/or reconnect service requests (e.g., click-to-chat links} that can be hmited to a
number of users, time cxpirations, social networking ativibutes of the sender, ete. For
example, if an agent is communicating with a user via online chat and the conversation
is dropped, the server can create a link that allows the visitor to return back to the agent
he was chatting with, but will enly work based on pre-defined criteria associated with
the link {c.g., 8 set number of clicks, time expiration, etc.). The link #tself can be sent to

the visitor as a regular HTTP link, as SMS, email, or via the original chat itselfl

[B821] As an example, assume an agent is engaged in a service request with a user (e.g.,
onfing chat}), and the agent needs to re-boot their computer. The ageunt can send the
user a link so agent can be re-connected with the user after the reboot to resume their
conversation. Advantageously, while the server can transmit a hink that allows the user
10 re-ongage the service request, the system can use pre-defined criteria to ensure only
the same user can re-engage the service request (¢.g., based on social networking data),
and that the agent is still connected to the system {e.g., Himit the hnk’s active time to

one hour}.

{08221 As another exarople, assume an ageunt is busy but wauts to talk (c.g., online chat,
video chat, voice chat) with a user, and the agent determines the best time for a chat s
between 4-§ PM EST. The agent (via the server) can send the user a link that is valid
only from 4-5 PM {e.g., if the user clicks the link between 4-5 PM, the server will
process the service request, otherwise the server will not process the service request).
For gxample, if the user clicks the link outside of the 4-5 PM window, then the server

can redirect the user to a landing page.
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iB023] As another example, the server can use the Hoks to initiaw a can seusuie. ru
example, the agent may be availabic for a cali before 5§ PM that day. The server can
send the user a link that i valid only until 5 PM (e.g., if the user clicks the buk any time
before S PM that day, the server will process the service request, otherwise the server
will not process the service request). If properly invoked, the server will initiate a call

sequence between the user and the agent.

[6824] As another example, the server can use the links for an advertisement campaign
{c.g., for marketing content). The server can send links such that the first users that
chick the link {e.g., the fust 100 users) get a special discount {e.g., are presented with a
coupon). As another example, the link can be used to keep track of a nomber of times
people scan a bar code to keep track of how many users scan the code. The user can
then be presented with a coupon related to the bar code, establish a service request (e.g.,

chat), and/or the like.

{80251 As another oxample, the validation can validate the sender that invokes the
service request (e.g., to verify the sender). For example, social networking parameters
{e.g., a profile page) can be used to verify the sender (e.g., if the request is transmitted
from a social networking site). For example, a company may monitor tweets posted to

6

Twitter. The company may sec a tweet that states 1 don’t like the services of

s9 ¥

Company.” The Company can use the server {e.g., manually or automatically) to send a
link to the author of the tweet to invoke a service request. For example, the Hnk can be
used te inveke a chat with a Compauny representative (via online chat, video chat, oic.)
to discuss their dislikes of the Company, to send the user to a support page to help
explain the Company’s services, ete. The link, once clicked, can navigate the user to
any type of service request channcl (such as chat, video, a support page, ctc.) based on
the time the hnk exists, the number of clicks, and/or the social parameters of the user
{e.g., who the user is, and what the user’s location is, eic.). As an example, the social
parameters can be used o navigate visitors from Europe to a Ewropean chat page,
visitors from the US o a US chat page, ete. The social networking parameters can be

used to tailor how the service request chammels are invoked for each particular user.

10826] The above-described techrigques can be mmplemented in digital and/or anzlog
clectronic circuitry, or n computer hardware, firmware, software, or in combinations of
them. The trplementation can be as a computer program product, 1.e., & computer

program tangibly embodied in a machine-readable storage dovice, for execution by, or
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to control the operation of, a data processing apparatus, £.2., @ Prograiunavts provessor,
a compuier, and/or multiple computers. A computer program can be writicn in any
form of computer or progranuning language, including source code, compiled code,
mierpreted code and/or machine code, and the computer program can be deployed i
any form, including as a stand-alone program or as a subroutine, element, or other unit
suitable for use in a computing environment. A computer program can be deployed to
be exccuted on one computer or on multiple computers at one or more sites.

[6827] Method steps can be performed by one or more processors execgting a computer
program to perform fonctions of the invention by operating on inpui data and/or
generating output data. Method steps can also be performed by, and an apparatus can
be implemented as, special purpose logic cireuitry, e.g., a FPGA (field programmable
gate array), a FPAA (ficld-programmable anslog away), a CPLD {(complex
programmable  logic device), a PSoC (Progranmable System-on-Clip), ASIP
{apphication-specific instruction-set processor), or an ASIC (application-specific
integrated circuit). Subroutines can refer to portions of the computer program and/or
the processor/special circuiiry that implement one or more functions.

{8028} Processors suitable for the execution of a computer program include, by way of
example, both general and special purpose microprocessors, and any one or more
processors of any kind of digital or analog computer. Generally, a processor receives
fostructions and data from a read-only memory or a random access memory or both,
The essential elements of a computer are a processor for executing mstructions and one
or more memory devices for storing instructions and/or data. Memory devices, such as
a cache, can be used to temporarily store data. Moemory devices can also be used for
long-term data storage. Cenerally, a computer also includes, or is operatively coupled
10 receive data from or transfer data to, or both, one or more mass storage devices for
storing data, ¢.g., magnetic, magneio-optical disks, or optical disks. A computer can
also be operatively coupled to a commumications network in order to receive
instroctions and/or data from the network and/or to transfer mstructions and/or data to
the network.  Computer-readable storage devices suitable for embodying computer
program fostructions and data foclude all forms of velatile and non-volatile memory,
meluding by way of example semiconductor memory devices, e.g., DRAM, SRAM,
EPROM, EEPROM, and flash memory devices; magnetic disks, e.g., internal hard disks

or removable disks; magneto-optical disks; and optical disks, ¢.g., CD, DVD, HD-
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DVD, and Blu-ray disks. The processor and the memory can us suppicinoicd Uy
and/or incorporated in special purpose logic circuitry.

{8029 To provide for interaction with a user, the above described technigques can be
mmplemented on a computer in commumication with a display device, e.g., a CRT
{cathode ray tube), plasma, or LCD (lguid crystal display) monitor, for displaying
nformation to the user and a kevboard and a pointing device, ¢.g., a mouse, a trackball,
a touchpad, or a motion sensor, by which the user can provide fnput to the computer
(c.g., interact with a user interface element). Other kinds of devices can be used to
provide for interaction with a user as well; for example, feedback provided to the user
can be any form of sensory feedback, e.g., visual feedback, auditory feedback, or tactile
feedback; and joput from the user can be received in any form, including acoustic,
speech, and/or tactile put. The above described techniques can also be mmplemented
on mobile devices {c.g., a smariphone, a personal digital assistant device, a cellular
telephone, a laptop).

[8038] The above described techniques can be mmplemented in a distributed computing
system that imcludes 8 back-end component. The back-end component can, for
exanple, be a data server, a middleware component, and/or an application server. The
above described techniques can be implemented in a distributed computing system that
includes a front-end component. The front-end component can, for example, be a clicut
computer baving a graphical user interface, 2 Web browser through which a user can
mteract with an example implementation, and/or other graphical user interfaces for a
transmitting device. The above described techniques can be implemented n 2
distributed computing system that includes any combination of suchk back-end,
middleware, or front-end components.,

{80311 The computing system can include clients and servers. A client and a server are
gonerally remote from cach other and typically interact through a commumication
network. The relationship of client and server arises by virtue of computer programs
nmning on the respective computers and having a client-server relationship to each
other.

{0832] The components of the computing system can be inferconnected by any form or
medium of digital or analog data communication (e.g, a communication network).
Examples of communication networks include circuit-based and packet-based networks.
Packet-based networks can inchude, for example, the Internet, a carrier internet protocol

(IP) network {c.g., local arca network (LAN), wide arca network (WAN), campus arca
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network (CAN), metropolitan area network (MAN), home arcs newwork (iamyy, o
privatc IP nctwork, an 1P private branch exchange (IPBX), a wircless network {c.g.,
radio access network (RAN), 802.11 network, 802.16 network, general packet radio
service (GPRS) network, HiperL. AN), and/or other packet-based networks.  Circuit-
based networks can include, for example, the poblic switched telephone network
{PSTN), 8 private branch exchange (PBX), a wircless network {e.g., RAN, bluctooth,
code-division multiple access (CDMA) network, time division multiple access (TDMA)
network, global system for mobile commumcations (GSM) network), and/or other
circuit-based networks.

{0833] Dovices of the computing systemn and/or computing devices can include, for
example, a computer, a computer with a browser device, a telephone, an 1P phone, a
mobile device (e.g., celllar phone, personal digital assistant (PDA) device, laptop
computer, eloctronic mail device, iPhone available from Apple®), a server, a rack with
one or more processing cards, special purpose circuitry, and/or other commumication
devices. The browser device includes, for example, a3 computer (e.g., desktop
computer, iaptop computer) with a world wide web browser {e.g., Microsofi® Internet
Explorer® avatlable from Microsoft Corporation, Mozilla® Firefox available from
Mozilla Corporation, Chrome available from Google®, Safari available from Apple®,
cte.). A mobile computing device includes, for example, s Blackberry®. 1P phones
mclude, for example, a Cisco® Unified 1P Phone 7985G availabie from Cisco System,
Ing, and/or a Cisco® Unified Wireless Phone 7920 available from Cisco System, Inc.
{8034} One skifled in the art will realize the invention may be cmbodied in other
specific forms without departing from the spirit or essential characteristics thercof. The
foregoing embodiments are therefore to be considered in all respects illustrative rather
than Imiting of the invention described herein. Scope of the invention is thus indicated
by the appended claims, rather than by the foregoing description, and all changes that
come within the meaning and range of equivalency of the claims are therefore intended
to be embraced therein.

[0035] What is claimed is:
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CLAIMS
1. A computerized method for authenticating user service requests, comprising:

transmitting, from a server, data that causes transmission of a service request to the

receiving, at the server, data representing the service request and data representing a
sender of the service request;

comparing, by the server, (a) the data representing the service request, the data
representing the sender of the service request, or both, against (b) pre-defined criteria
associated with the data that causes transmission of the service request; and

processing, by the server, the service request from the sender if the comparison

authenticates the service request.

2 The method of claim 1, wherein the data that causes transmission of a service request

to the sevver when actuated comprises an HTTP link.
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