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A graphics processing unit is programmed to carry out cryp 
tographic processing so that fast, effective cryptographic pro 
cessing solutions can be provided without incurring addi 
tional hardware costs. The graphics processing unit can 
efficiently carry out cryptographic processing because it has 
an architecture that is configured to handle a large number of 
parallel processes. The cryptographic processing carried out 
on the graphics processing unit can be further improved by 
configuring the graphics processing unit to be capable of both 
floating point and integer operations. 

18 Claims, 6 Drawing Sheets 

20 

Application Program 

Special Function Library 

- 204 

Math Library 

GP Device Driver 

  



US 7,916,864 B2 
Page 2 

OTHER PUBLICATIONS 

Cook et al., “Cryptographics: Secret Key Cryptography Using 
Graphics Cards.” Topics in Cryptology-CT-RSA 2005. The Cryptog 
raphers' Track at the RSA Conference 2005, Proceedings (Lecture 
Notes in Computer Science vol. 3376), Springer Verlag Berlin, Ger 
many, 2005, pp. 334-350, XP-002478385. 
European Search Report dated Apr. 29, 2008. 
English translation of JP 2000-353077, provided as explanation of 
relevance. 

English translation of JP 2001-266 103, provided as explanation of 
relevance. 
English translation of JP 2003-216411, provided as explanation of 
relevance. 
English translation of JP 2002-149396, provided as explanation of 
relevance. 
English translation of JP 2000-207387, provided as explanation of 
relevance. 
Wikipedia definition of “GPGPU,” Jan. 30, 2006. 

* cited by examiner 



U.S. Patent Mar. 29, 2011 Sheet 1 of 6 US 7,916,864 B2 

100 1 17 a 102 
1 - 118 

Graphics Adapter 

Central 
Processing 

Unit 

Graphics and Memory 
Controller Hub 

I/O Controller Hub 

116 

Network 
interface 
Device 

USB 
Devices 

Figure 1 

  

  

  

  

  

  

  



U.S. Patent Mar. 29, 2011 Sheet 2 of 6 US 7,916,864 B2 

201 

Application Program 

- 202 

Special Function Library 

- 204 
) 

Math Library 

206 

GPU. Device Driver 

Figure 2 

  



U.S. Patent Mar. 29, 2011 Sheet 3 of 6 US 7,916,864 B2 

Client 
Computing 

Device 

Figure 3 

  



U.S. Patent Mar. 29, 2011 Sheet 4 of 6 US 7,916,864 B2 

Receive Secure Transaction 
Request from Client 

S. 

404 
Transmit Certificate and Public Key Y 

406 
S. 

Receive Session Key from Client 

408 

Decrypt Session Key using 
Private Key 

- 410 
Confirm Session Key 
Decryption to Client 

412 

Receive Secure Transaction 
Encrypted with Session Key 

d 

414 
Decrypt Transaction, Generate 

Response and Encrypt Response 
using Session Key 

416 

transmit Encrypted Response 
to Client 

Figure 4 

  



U.S. Patent Mar. 29, 2011 Sheet 5 of 6 US 7,916,864 B2 

. 508 
Bulk Encryption Bulk Encryption S 

Originating Receiving 
Computing Computing 

Device Device 

Figure 5 

  



U.S. Patent Mar. 29, 2011 Sheet 6 of 6 US 7,916,864 B2 

602 
S. 

Bulk Encryption Dataset Partitioned 
into Encryption Blocks 

N. 
604 

Each Encryption Block 
individually Encrypted 

606 

Encrypted Blocks Merged into 
Integrated Encrypted Dataset 

C. 

-608 
integrated Encrypted Dataset ) 

Transmitted from First Computing 
Device to Second Computing Device 

passa 
risise 

610 

Integrated Encrypted Dataset 
Partitioned into Decryption Blocks 

612 

Each Decryption Block 
Individually Decrypted 

614 

Decrypted Blocks Merged into 
Integrated Decrypted Dataset 

616 

Acknowledgement Transmitted to 
First Computing Device 

Figure 6 

  



US 7,916,864 B2 
1. 

GRAPHCS PROCESSING UNIT USED FOR 
CRYPTOGRAPHIC PROCESSING 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The field of the invention relates generally to computer 

systems and more specifically to the use of a graphics pro 
cessing unit for cryptographic processing. 

2. Description of the Related Art 
The continued proliferation of the Internet and the contin 

ued expansion of electronic commerce have increased the 
need for Solutions that provide secure transactions and data 
exchanges in a fast, inexpensive manner. 
An online shopping service that manages millions of 

online purchase transactions on a daily basis requires Such a 
Solution. In a typical online purchase transaction, secure 
Sockets layer (SSL) is used as the protocol for exchanging 
transaction information between the purchaser and the online 
shopping service. The SSL protocol provides very good Secu 
rity but its key exchange and authentication component 
requires computationally expensive operations. An example 
of such operations known in the art is the RSA public key 
system using key lengths of up to 2048 bits. As a result, 
administering the SSL protocol has become a substantial 
computational burden on servers that perform secure trans 
actions. 

Also, financial institutions that exchange a large amount 
(e.g., terabytes) of data over unsecured networks like the 
Internet require secure data transport methods that are also 
fast and inexpensive, because the standard methods for bulk 
encryption and decryption, such as DES, 3DES, and AES, are 
computationally very expensive. 
One conventional encryption/decryption implementation 

uses a general purpose microprocessor to performall aspects 
of the encryption/decryption operation, including the large 
number of multiply operations required to perform RSA 
based key exchange and authentication. Although this imple 
mentation has the advantage that it can be performed using a 
conventional microprocessor without any additional special 
ized hardware, this solution has the disadvantage that it may 
suffer from poor performance due to the low multiplication 
throughput of the microprocessor. 

Another conventional implementation uses a dedicated 
encryption/decryption hardware card to provide specialized 
logic for performing the described multiplication algorithm. 
This hardware card typically includes additional multiplica 
tion logic for performing each component of the multiplica 
tion algorithm more quickly than a general purpose micro 
processor. However, this solution has the disadvantage that 
Such hardware cards are very expensive. 

SUMMARY OF THE INVENTION 

According to embodiments of the present invention, a 
graphics processing unit is used for cryptographic process 
ing. A graphics processing unit can Support cryptographic 
processing effectively because it has an architecture that is 
configured to handle a large number of parallel processes, 
much more so than conventional microprocessors. Moreover, 
most computing devices come equipped with graphics pro 
cessing units and, as a result, effective cryptographic process 
ing solutions can be provided without incurring additional 
hardware costs. 

According to another aspect of the present invention, a 
graphics processing unit that is capable of both floating point 
and integer operations is used for cryptographic processing. 
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2 
In general, a graphics processing unit that is capable of integer 
operations performs wide multiplication operations, which 
are common in cryptographic processing, more efficiently 
than one that is capable of only floating point operations. 
Furthermore, a graphics processing unit that is capable of 
integer operations performs certain operations that are carried 
out during bulk encryption and decryption, Such as bit 
manipulation (e.g., shifts, rotates) that cannot be done by a 
graphics processing unit that is capable of only floating point 
operations. As a result, cryptographic processing efficiency 
can be further improved by the use of a graphics processing 
unit that is capable of both floating point and integer opera 
tions. 
The present invention also provides methods for authenti 

cating online transactions and securely exchanging large 
amounts of data over a computer network using a graphics 
processing unit. 
The method for authenticating online transactions, accord 

ing to an embodiment of the present invention, includes the 
steps of receiving a secure transaction request from a client 
computer and transmitting a certificate and a public key in 
response thereto, receiving an encrypted key from the client 
computer and decrypting the encrypted key using a graphics 
processing unit, and transmitting a message to the client 
computer that the encrypted key has been Successfully 
decrypted. The method for authenticating online transactions 
may further comprise the steps of receiving encrypted trans 
action data from the client computer, decrypting the 
encrypted transaction data using the graphics processing unit, 
and generating and encrypting a transaction response mes 
sage and transmitting the encrypted transaction response 
message to the client computer. 
The method for securely exchanging large amounts of data 

over a computer network, according to an embodiment of the 
present invention, includes the steps of partitioning the data 
into a plurality of data blocks, encrypting each of the data 
blocks using the graphics processing unit, merging the 
encrypted data blocks into an encrypted dataset, and trans 
mitting the encrypted dataset over the computer network. The 
method for securely exchanging large amounts of data over a 
computer network may further comprise the steps of receiv 
ing the encrypted dataset over the computer network, parti 
tioning the encrypted dataset into a plurality of data blocks, 
decrypting each of the encrypted data blocks using the graph 
ics processing unit, combining the decrypted blocks into a 
decrypted dataset, and transmitting an acknowledgement of 
receipt and Successful decryption over the computer network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

So that the manner in which the above recited features of 
the present invention can be understood in detail, a more 
particular description of the invention, briefly summarized 
above, may be had by reference to embodiments, some of 
which are illustrated in the appended drawings. It is to be 
noted, however, that the appended drawings illustrate only 
typical embodiments of this invention and are therefore not to 
be considered limiting of its scope, for the invention may 
admit to other equally effective embodiments. 

FIG. 1 illustrates a computing device according to an 
embodiment of the invention; 

FIG. 2 is a conceptual diagram that illustrates various Soft 
ware layers that enable the graphics processing unit to be used 
for cryptographic processing: 

FIG.3 illustrates a typical secure web transaction environ 
ment; 
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FIG. 4 illustrates a flowchart of method steps for process 
ing a secure web transaction; 

FIG. 5 illustrates a typical bulk encryption/decryption 
environment; and 

FIG. 6 illustrates a flowchart of method steps for perform 
ing a bulk encryption/decryption. 

DETAILED DESCRIPTION 

FIG. 1 illustrates a computing device 100 according to an 
embodiment of the present invention. The computing device 
100 includes a graphics adapter 102, a graphics and memory 
controller hub 104 (sometimes referred to as a “north 
bridge'), a main memory 106, a central processing unit 
(CPU) 108, an I/O controller hub 110 (sometimes referred to 
as a “southbridge'), a network interface device 112, a series 
of hard drives 114, and a series of USB devices 116. The 
graphics adapter 102 includes a graphics processing unit 
(GPU) 117 and a GPU memory 118. The GPU 117 is coupled 
to the GPU memory 118 through a link 119. The graphics and 
memory controller hub 104 is coupled to the CPU 108, the 
main memory 106, the graphics adapter 102 and the I/O 
controller hub 110 through links 120, 126, 124 and 122, 
respectively. The I/O controller hub 110 is coupled to the 
network interface device 112, the series of hard drives 114 
and the series of USB devices 116 through links 128, 130 and 
132, respectively. 

According to the embodiment of the present invention 
illustrated herein, the links 120, 122, 124, 126, 128, and 130 
are high-speed serial bus links, e.g., PCI Express (PCIe) links. 
Other types of links may be provided in alternative embodi 
ments of the present invention. 
The GPU 117 is configured to process graphics data and 

has a highly parallel architecture. In one embodiment, there 
are 16 single instruction, multiple data (SIMD) processing 
units in the GPU 117, and each SIMD unit is capable of 
processing 32 threads in parallel. Furthermore, the GPU 117 
is capable of carrying out both floating-point operations and 
integer operations, and performs various types of crypto 
graphic operations more efficiently than conventional GPUs 
that are capable of only floating-point operations. 

With its ability to perform integer operations, the GPU 117 
improves the efficiency of long integer multiplication, which 
is a common cryptographic operation. Long integer multipli 
cation requires: (i) a single-width to double-width multipli 
cation primitive; and (ii) efficient ways of propagating car 
ries, and the GPU 117 is able to perform both of these 
operations more efficiently than the conventional GPUs. 
First, it performs the single-width to double-width multipli 
cation primitive without the overhead associated with integer 
to-floating point conversions that are required by the conven 
tional GPUs. Second, it handles carry propagation easily by 
using add-with-carryout and add-with-carryin integer 
instructions that are not available in conventional GPUs. 
The GPU 117 can also perform certain operations used in 

bulk encryption and decryption that cannot be performed by 
the conventional GPUs. These operations require a process 
ing unit that is capable of integer operations, and include bit 
manipulation steps, such as shifts, rotates, etc. 

According to various embodiments of the present inven 
tion, the GPU 117 is programmed to carry out cryptographic 
processing. FIG. 2 is a conceptual diagram that illustrates 
various software layers that enable the GPU 117 for crypto 
graphic processing. The Software layers include an applica 
tion program 201, a special function library 202, a math 
library 204, and a GPU device driver 206. The application 
program 201 initiates a cryptographic application that 
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4 
requires cryptographic processing. The special function 
library 202 includes cryptographic functions that are called 
by the application program 201. The math library 204 
includes math functions that are called by the cryptographic 
functions. The GPU device driver 206 includes software that 
enables the math functions in the math library 204 to be 
executed by the GPU 117. 

For example, a cryptographic application may include 
encryption or decryption operations that require the multipli 
cation of wide numbers, which is referred to herein as “wide 
multiplication.” In such a case, an encryption or decryption 
special function is called from the special function library 
202, and the encryption or decryption special function in turn 
calls a wide multiplication function from the math library 
204. The wide multiplication function is then executed by the 
GPU 117 through the GPU device driver 206. The GPU 
device driver 206 controls the GPU 117 to carry out the wide 
multiplication function in the following manner. The GPU 
117 splits the multiplicand and multiplier into multiple 
Smaller multiplicands and multipliers, organizes the Smaller 
multiply operations (partial product generation operations) 
into a series of threaded multiply/accumulate operations, per 
forms the Smaller multiply/accumulate operations, executes a 
final Summation/shifting of each threads results, and then 
returns the arithmetically correct wide multiplication result. 
A number that is represented by N bits is considered to be 

a wide numberin relation to a computing device that performs 
arithmetic operations on that number, if the computing device 
hardware is configured to Support M-bit arithmetic logic, 
where M-N. For example, a 128-bit number is considered to 
be a wide number in a computing device that has 32-bit wide 
arithmetic logic units. 
One example use of the GPU 117 for cryptographic pro 

cessing is illustrated in FIG. 3. FIG. 3 is an illustration of a 
secure web transaction environment in which a secure web 
server 300 is configured like the computing device 100 of 
FIG.1. In this environment, an online shopper communicates 
with the Secure web server 300 over the Internet 308 to make 
online purchases using his or her computing device 304. 

FIG. 4 illustrates a flowchart of method steps 400 for pro 
cessing a secure web transaction in the environment illus 
trated in FIG. 3 in accordance with a protocol known as 
Secure Sockets Layer (SSL). The method begins with the 
secure web server 300 receiving a secure transaction request 
from a client computing device 304 (step 402). In step 404, 
the secure web server 300 responds to the secure transaction 
request by transmitting its certificate and public key. Once the 
secure web server 300 transmits its certificate and public key, 
it waits to receive a session key from the client computing 
device 304. The session key is made up of a shared key that is 
encrypted using the public key provided by the secure web 
server 300. Once this session key is received in step 406, the 
secure web server 300 decrypts the session key using its 
private key that is associated with the public key that was 
transmitted to the client computing device 304 (step 408). 
Next, the secure web server 300 transmits a message to the 
client computing device 304 that the session key has been 
decrypted Successfully and waits for a secure transaction to be 
received from the client computing device 304 (step 410). 
Once the secure web server 300 receives a secure transaction 
from the client computing device 304 in step 412, the secure 
web server 300 decrypts the secure transaction in step 414 
using the session key. The secure web server 300 then gener 
ates a transaction response message (e.g. a sales confirmation 
message) and encrypts that transaction response using the 
session key. The method concludes with the secure server 
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transmitting the encrypted transaction response to the client 
computing device 304 in step 416. 

Another example use of the GPU 117 for cryptographic 
processing is illustrated in FIG. 5. FIG. 5 is an illustration of 
a bulk encryption/decryption environment in which comput 
ing devices 504,508 are configured like the computing device 
100 of FIG.1. In this environment, the first computing device 
504 exchanges a large block of data with the second comput 
ing device 508 over the Internet 512. For security purposes, 
the large block of data is encrypted by the first computing 
device 504 prior to transmission and decrypted by the second 
computing device 508 after reception. 

FIG. 6 illustrates a flowchart of method steps 600 for per 
forming a bulk encryption by the first computing device 504 
and a bulk decryption by the second computing device 508. 
The method begins, with the first computing device 504 par 
titioning a bulk encryption dataset into a series of encryption 
blocks to be individually encrypted in step 602. In step 604, 
the first computing device 504 encrypts each encryption 
block and then merges the series of encrypted encryption 
blocks into an integrated, encrypted dataset in step 606. In 
step 608, the first computing device 504 transmits the 
encrypted dataset to the second computing device 508, which 
Subsequently partitions the encrypted dataset into decryption 
blocks in step 610. In step 612, the second computing device 
508 decrypts each decryption block, and in step 614, the 
second computing device 508 merges the decrypted blocks 
into an integrated decrypted dataset. The method concludes 
with the second computing device 508 sending a message to 
the first computing device 504, acknowledging that the 
encrypted data has been received and Successfully decrypted 
in step 616. 

While the foregoing is directed to embodiments of the 
present invention, other and further embodiments of the 
invention may be devised without departing from the basic 
scope thereof. The scope of the present invention is deter 
mined by the claims that follow. 
What is claimed is: 
1. A computing device comprising: 
a processing unit for executing a cryptographic application 

program stored in memory; and 
a graphics processing unit that is controlled by a device 

driver stored in memory, wherein the device driver 
enables a wide multiplication function to be executed by 
the graphics processing unit, wherein the graphics pro 
cessing unit comprises 16 single instruction, multiple 
data (SIMD) processing units and each SIMD unit is 
capable of processing 32 threads in parallel, and execut 
ing the wide multiplication function includes: 
splitting a multiplicand into Smaller multiplicands; 
splitting a multiplier into Smaller multipliers; 
generating partial product generation operations, 

wherein each partial product generation operation 
involves one Smaller multiplicand and one corre 
sponding Smaller multiplier, 

organizing the partial product generation operations into 
threaded operations; 

executing the threaded operations by the SIMD process 
ing units to generate threaded results; and 

executing a Summation operation or a shifting operation 
to combine the threaded results to produce an arith 
metically correct wide multiplication result, 

wherein the cryptographic application program includes 
instructions for invoking an encryption or decryption 
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6 
special function that is called from a special function 
library, the encryption or decryption special function in 
turn calling the wide multiplication function that is 
executed in the graphics processing unit through the 
device driver. 

2. The computing device according to claim 1, wherein the 
cryptographic application program is a server program that 
enables a server computer to securely communicate with 
client computers over a computer network. 

3. The computing device according to claim 2, wherein the 
server computer communicates with the client computers in 
accordance with the Secure Sockets Layer (SSL) protocol. 

4. The computing device according to claim 1, wherein the 
cryptographic application program is a bulk encryption pro 
gram for encrypting a large amount of data and transmitting 
the encrypted data over a computer network. 

5. The computing device according to claim 1, wherein the 
cryptographic application program is a bulk decryption pro 
gram for receiving a large amount of encrypted data over a 
computer network and decrypting the large amount of 
encrypted data. 

6. The computing device according to claim 1, wherein the 
graphics processing unit is configured for floating-point 
operations and add-with-carryout and add-with-carryin inte 
ger operations. 

7. A computer-implemented method for processing a secu 
rity transaction, comprising the steps of 

receiving a security transaction request; 
routing said security transaction request to a graphics pro 

cessing unit that is controlled by a device driver stored in 
memory, wherein the device driver enables a wide mul 
tiplication function to be executed by the graphics pro 
cessing unit and the graphics processing unit comprises 
16 single instruction, multiple data (SIMD) processing 
units and each SIMD unit is capable of processing 32 
threads in parallel; and 

processing said security transaction request on said graph 
ics processing unit by calling an encryption or decryp 
tion special function from a special function library, the 
encryption or decryption special function in turn calling 
a wide multiplication function is executed on said graph 
ics processing unit through the device driver, wherein 
executing the wide multiplication function includes: 
splitting a multiplicand into Smaller multiplicands; 
splitting a multiplier into Smaller multipliers; 
generating partial product generation operations, 

wherein each partial product generation operation 
involves one Smaller multiplicand and one corre 
sponding Smaller multiplier; 

organizing the partial product generation operations into 
threaded operations; 

executing the threaded operations by the SIMD process 
ing units to generate threaded results; and 

executing a Summation operation or a shifting operation 
to combine the threaded results to produce an arith 
metically correct wide multiplication result. 

8. The method according to claim 7, wherein said security 
transaction is an authentication transaction. 

9. The method according to claim 8, wherein the step of 
processing said security transaction request includes the steps 
of: 

receiving an encrypted key: 
decrypting the encrypted key using the graphics processing 

unit; and 
transmitting a message that the encrypted key has been 

Successfully decrypted. 
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10. The method according to claim 8, wherein the step of merging the encrypted data blocks into an encrypted 
processing said security transaction request includes the steps dataset; and 
of: transmitting the encrypted dataset. 

receiving encrypted transaction data; 15. The method according to claim 14, wherein the step of 
decrypting the encrypted transaction data using the graph- 5 encrypting includes the step of performing a bit manipulation 

ics processing unit; and using the graphics processing unit. 
16. The method according to claim 7, wherein said security 

transaction is a decryption transaction. 
17. The method according to claim 16, wherein the step of 

10 processing said security transaction request includes the steps 
of: 

generating and encrypting a transaction response message 
and transmitting the encrypted transaction response 
message. 

11. The method according to claim 10, wherein the step of 
decrypting includes the step of executing a wide multiplica- receiving an encrypted dataset; 
tion operation using the graphics processing unit. partitioning the encrypted dataset into a plurality of data 

12. The method according to claim 7, wherein the graphics blocks: 
processing unit is configured for floating-point operations s 15 decrypting each of the encrypted data blocks using the and add-with-carryout and add-with-carryin integer opera graphics processing unit: 
tions. combining the decrypted blocks into a decrypted dataset; 

13. The method according to claim 7, wherein said security and 
transaction is an encryption transaction, transmitting an acknowledgement of receipt and Success 

14. The method according to claim 13, wherein the step of ful decryption. 
processing said security transaction request includes the steps 18. The method according to claim 17, wherein the step of 
O decrypting includes the step of performing a bit manipulation 

partitioning the data into a plurality of data blocks; using the graphics processing unit. 
encrypting each of the data blocks using the graphics pro 

cessing unit; k . . . . 


