OPIC

OFFICE DE LA PROPRIETE

CIPO

INTELLECTUELLE DU CANADA 3 PROPERTY OFFICE

(72) HIKITA, JUNICHI, JP

(72) IKEFUIJI, YOSHIHIRO, JP
(72) CHIMURA, SHIGEMI, JP
(72) TAGUCHI, HARUQO, JP
(71) ROHM CO., LTD., JP

51) Int.C1.° HO4B 5/02, GO6K 19/073
30) 1997/01/21 (9-8869) JP

(12) (19) (CA) Dem ande-Application

(CANADIAN INTELLECTUAL

(21) (A1) 2,277,905
86) 1998/01/09
87) 1998/07/23

54) CARTE A CIRCUIT INTEGRE SANS CONTACT

54) NON-CONTACT IC CARD

21

2

_,ij =
RECTIFYING -
CIRCUIT o4 5

20 AMPLIFYING /

DEMODULATING
CIRCUIT
CO - CONVERSION|CONTROL
| MODULATING / CIRCUIT |CIRCUIT
- AMPLIFYING
L ARCHT ADDRESS
E NON
SELECTING
23 RE | CIRCUIT

STATE 4
SETTING
C|RCUIT ma

(57) Une memoire (1) dans une carte a circuit integre
sans contact (100) comporte, dune part, une zone de
protection des donnces (B2) servant au stockage de
donné€es exigeant un maintien du secret et, d”autre part,
une zone (B1) destin€e au stockage d autres donnéees. Un
circuit principal de commande (2) produit des donnees a
stocker et indique la position de la zone (B1) servant au
stockage de données ou de la zone (B2) de protection des
données et ce, en fonction du contenu des données. Un
circuit d’adresses non selectif (4) decide d’ecrire ou non
les donné€es produites sur la position de la zone de
protection des donnces (B2) indiqueée par le circuit
principal de commande (2) et ce, en fonction de 1’¢tat
d un circuit d’¢tablissement d’ ¢tat (3).

l*l Industrie Canada  Industry Canada

(57) A memory (1) in a non-contact IC card (100)
includes a data protection arca (B2) for storing data
which require secrecy maintenance, and an area (B1) for
storing other data. A main control circuit (2) generates
data to be stored, and designates the position of the area
(B1) for storing data or the data protection area (B2) 1n
accordance with the contents of the data. An address
non-selective circuit (4) selects whether or not to write
the generated data at the position of the data protection
arca (B2) designated by the main control circuit (2), 1n
accordance with the status of a status setting circuit (3).
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ABSTRACT

A memory (1) in a non contact type IC card (100) includes a data
protection region (B2) storing data requiring security and an region (B1)
storing other data. A main control circuit (2) generates data to be stored
and designates a location for data storage in the region (B1) or the data
protection region (B2) according to a content of the data. An address non
selecting circuit (4) selects whether the generated data is to be written into
the location in the data protection region (B2) designated by the main
control circuit (2) according to a state of a state setting circuit (3).

. 923 .
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SPECIFICATION
Non Contact Type IC Card

Technical Field
The present invention relates to a non contact type IC card, and more
particularly to a non contact type IC card allowing the protection of data

stored in the card and the prevention of data falsification.

Background Art

A non contact type IC card performing data communication with an
interrogator installed outside has been used conventionally. The examples
include a ticket for ski lift, a seasonal ticket for the transportation and a
prepaid card.

Fig. 71s a block diagram schematically showing a basic structure of a
conventional non contact type IC card 900. Conventional non contact type
IC card 900 shown herein, which is an IC card performing data
communication in a signal superposing manner, supplies power and
transmits/receives information using a signal(s) having one or more
frequencies received from the interrogator not shown.

Conventional non contact type IC card 900 as shown in Fig. 7 is an
example of non contact type IC cards utilizing a single frequency and
includes a tuning circuit 20, a rectifying circuit 21, an
amplifying/demodulating circuit 22, a modulating/amplifying circuit 23 and
an SP/PS conversion circuit 24.

Tuning circuit 20 includes a coil L functioning as an antenna and a
capacitor C0. Rectifying circuit 21 rectifies a signal received at tuning
circuit 20, thereby generates and supplies the power to each part of non
contact type IC card 900.

Amplifying/demodulating circuit 22 amplifies and demodulates data
Q from an interrogator received at tuning circuit 20. A signal output from
amplifying/demodulating circuit 22 1s SP-converted by SP/PS conversion
circuit 24 and then 1s output to a main control circuit 2 described below.

-1 -
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With reference to Fig. 7, conventional non contact type IC card 900
further includes main control circuit 2 and a memory 1.

Main control circuit 2 processes a signal output from SP/PS
conversion circuit 24. Main control circuit 2 generates data DA to be
stored in memory 1 described below and designates a location (address) of
memory 1 to which data DA is to be written.

Memory 1 includes normal data storage region B1 and data
protection region B2. Memory 1 receives data DA via a data line L2 as
well as an address signal AD via an address line L1 indicating an address
(a location to which data is to be written) to which data DA is to be written.
Here, data stored in data protection region B2 particularly requires
security in order to guarantee a normal data communication and whose
rewriting is inhibited. An example of such data is an ID number of an ID
card holding the personal information.

In addition, main control circuit 2 reads data from designated region
B1 or data protection region B2 of memory 1 according to the contents of
data Q received from the interrogator and generates a response data A
based on the read data. Response data A is PS-converted at SP/PS
conversion circuit 24, processed at modulating/amplifying circuit 23 and
then transmitted to the interrogator via coil L. forming the antenna.

In conventional non contact type IC card 900, however, the rewriting
(falsification) of stored data in memory 1 can be easily performed from a
device other than the interrogator once the protocol of the data
communication with the interrogator is decoded, therefore the security
cannot be guaranteed. '

Hence an object of the present invention is to provide a non contact
type IC card allowing the prevention of rewriting of a storage region in
which data requiring security is stored.

Another object of the present invention is to provide a highly reliable
non contact type 1C card through the control of rewriting of the storage
region in which data requiring security is stored.

Dasclosure of the Invention
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A non contact type IC card according to the present invention is
responsive to externally applied data for performing data communication,
and includes: a first storing circuit storing data requiring security; a second
storing circuit storing data other than the data to be stored in the first
storing circuit; a control circuit controlling for writing the data into a
location in one of the first storing circuit and the second storing circuit
according to a content of the data; a selection circuit selecting whether the
data is to be written into the location in the first storing circuit designated
by the control circuit; and a state setting circuit controlling the selection by
the selection circuit, the data is written into the location in the first storing
circuit designated by the control circuit when the state setting circuit is in a
first state, whereas, the data i1s inhibited from being written into the first
storing circuit designated by the control circuit when the state setting
circuit 1s 1n a second state other than the first state.

In another aspect of the present invention, a non contact type IC card
1s responsive to externally applied data for performing data communication,
and includes: a first storing circuit storing the data requiring security; a
second storing circuit storing data other than the data to be stored in the
first storing circuit; a control circuit controlling for writing the data into a
location in one of the first storing circuit and the second storing circuit
according to a content of the data; a detection circuit receiving a control
signal from the control circuit and giving instruction for controlling a state
of the first storing circuit; and a selection circuit receiving the instruction of
the detection circuit and selecting whether the data is to be written into the
location of the first storing circuit designated by the control circuit; and the
control signal output from the control circuit indicates whether the first
storing circuit 1s in a data rewriting permitted state or a data rewriting
inhibited state; and the data is written into the location in the first storing
circuit designated by the control circuit when the detection circuit detects
that the first storing circuit is in the data rewriting permitted state,
whereas the data 1s not written into the location in the first storing circuit
designated by the control circuit when the detection circuit detects that the
first storing circuit is in the data rewriting inhibited state.

. 3.
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In still another aspect of the present invention, a non contact type IC
card performs a data communication based on an externally applied radio
wave signal, and includes: a receiving circuit receiving the radio wave
signal; a first storing circuit storing the data requiring security; a second
storing circuit storing data other than the data to be stored in the first
storing circuit; a control circuit generating the data based on the radio
wave signal received at the receiving circuit and controlling for writing the
data into a location in one of the first storing circuit and the second storing
circuit according to a content of the generated data; a detection circuit
detecting a frequency of the radio wave signal received by the receiving
circuit ; and a selection circuit selecting whether the data is to be written
into the location in the first storing circuit designated by the control circuit
based on a result of the detection by the detection circuit: and wherein the
data is written into the location in the first storing circuit designated by the
control circuit, when the receiving circuit receives the radio wave signal
and the frequency of the radio wave signal is detected to be a first
frequency by the detection circuit, whereas the data is not written into the
location in the fixst storing circuit designated by the control circuit when
the frequency of the radio wave signal is detected to be a second frequency
other than the first frequency by the detection circuit.

In still another aspect of the present invention, a non contact type IC
card is responsive to externally applied data for performing data
communication, and includes: a first storing circuit storing the data
requiring security; a second storing circuit storing data other than the data
to be stored in the first storing circuit; a control circuit controlling for
writing the data into a location in one of the first storing circuit and the
second storing circuit according to a content of the data; and a data fixing
circuit receiving the data to be written into the location in the first storing
circuit designated by the control circuit and supplying a particular data;
and wherein a value of the predetermined data supplied from the data
fixing circuit is a value determined by an initial state of the first storing
circuit, and wherein only the particular data supplied from the data fixing
circuit 1s written into the location in the first storing circuit designated by
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the control circuit.

In still another aspect of the present invention, a non contact type IC
card is responsive to externally applied data for performing data
communication, and includes: a first storing circuit storing said data
requiring security; a second storing circuit storing data other than the data
to be stored in the first storing circuit; a control circuit controlling for
writing the data into a location in one of the first storing circuit and the
second storing circuit according to a content of the data; a selection circuit
selecting whether the data i1s to be written into the location in the first
storing circuit designated by the control circuit; and a state setting circuit
controlling the selection by the selection circuit; and wherein the data is
written into the location in the first storing circuit designated by the control
circuit when the state setting circuit 1s in a first state, whereas, the data is
written into a location other than the location in the first storing circuit
designated by the control circuit when the state setting circuit is in a
second state other than the first state.

In still another aspect of the present invention, a non contact type IC
card is responsive to externally applied data for performing data
communication, and includes: a first storing circuit storing the data
requiring security; a second storing circuit storing data other than the data
to be stored in the first storing circuit; and a control circuit controlling for
writing the data into a location in one of the first storing circuit and the
second storing circuit according to a content of the data; and wherein the
first storing circuit allows rewriting of a predetermined times.

Therefore a main advantage of the present invention lies in the
prevention of falsification of storage contents through the control of
rewriting of data stored in a storage portion storing data requiring security.

Brief Description of the Drawings

Fig. 1 shows a structure of a main portion of a non contact type IC
card 100 according to a first embodiment of the present invention.

Fig. 2 shows a structure of a main portion of a non contact type IC
card 200 according to a second embodiment of the present invention.
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Fig. 3 shows a structure of a main portion of a non contact type IC
card 300 according to a third embodiment of the present invention.

Fig. 4 shows a structure of a main portion of a non contact type IC
card 400 according to a fourth embodiment of the present invention.

Fig. 5 shows a structure of a main portion of a non contact type IC
card 500 according to a fifth embodiment of the present invention.

Fig. 6 shows a structure of a main portion of a non contact type IC
card 600 according to a sixth embodiment of the present invention.

Fig. 7 is a diagram schematically showing a structure of a
conventional non contact type IC card 900.

Best Modes for Carrying Out the Invention

First Embodiment .

The first embodiment of the present invention allows the prevention
of rewriting of data previously stored in a data protection region by
controlling an address to which data is to be written, at data writing for the
data protection region of a memory in a non contact type IC card.

Fig. 1 shows a structure of a main portion of a non contact type IC
card 100 according to the first embodiment of the present invention.
Components similar to those in conventional non contact type IC card 900
shown in Fig. 7 are denoted by the same reference numbers and same
reference characters and the description thereof will not be repeated.

Here, data transmission of the non contact type IC card adopting the
present invention may be either in a signal superposing method or in a
signal separating method.

Non contact type IC card 100 shown in Fig. 1 differs from
conventional non contact type IC card 900 in that card 100 includes a state
setting circuit 3 and an address non selecting circuit 4 controlling a write
address designated at data writing for data protection region B2 of memory
1.

With reference to Fig. 1, the structure of non contact type IC card
100 according to the first embodiment of the present invention will be
described.
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Address non selecting circuit 4 receives a write enable signal RE
supplied from main control circuit 2 and an address signal AD from an
address line L1 as inputs. Here, address signal AD designates a location
in data protection region B2 to which data DT on a data line 1.2 is to be
written, and write enable signal RE designates a data writing operation to
data protection region B2. Address non selecting circuit 4 being controlled
by state setting circuit 3 described below outputs an address selecting
signal AC according to address signal AD.

State setting circuit 3 controls address non selecting circuit 4
described above.

Address selecting signal AC output from address non selecting circuit
4 changes its state based on a state (active state/inactive state) of state
setting circuit 3. Specifically, when state setting circuit 3 is in an active
state, an output address selecting signal AC selects a location designated
by address AD as a location to which data is to be written, whereas when
state setting circuit 3 is in an inactive state, an output address selecting
signal AC 1nhibits the writing to the location designated by address signal
AD (non select state).

Data DT will be written into a location in data protection region B2
corresponding to and based on address selecting signal AC output from
address non selecting circuit 4.

Next, an operation of non contact type IC card 100 according to the
fhirst embodiment of the present invention will be described.

First, when state setting circuit 3 is in an active state, address non
selecting circuit 4 having received write enable signal RE and address
signal AD outputs address selecting signal AC selecting a location
designated by the address signal AD. In this case data DT will be written
into the corresponding location in data protection region B2.

On the other hand, when stage setting circuit 3 is in an inactive state,
address non selecting circuit 4 having received write enable signal RE and
address signal AD outputs address selecting signal AC turning the location
designated by the address signal AD to a non select state. In this case
data DT is not written into data protection region B2.

. 7.
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One example of such state setting circuit 3 uses a fuse. For example,
when a fuse is used, any numbers of data can be written into data
protection region B2 before the fuse blow, however, after the fuse blow,
data in data protection region B2 can not be rewritten. The methods of
blowing the fuse includes high voltage application, laser cutting, induction
heating or the like.

In other words, by controlling the state of state setting circuit 3, non
contact type IC card 100 can inhibit the access to data protection region B2
for data rewriting after the data requiring security is stored in data
protection region B2 (for simplicity this state is referred to as protection
data storage state).

Thus in non contact type IC card 100, as the address selection for the
data protection region can be controlled at the data writing operation, the
falsification of data previously stored in the data protection region can be
prevented.

Second Embodiment

Similar to the first embodiment of the present invention, the non
contact type IC card according to the second embodiment of the present
invention allows the prevention of rewriting of data stored in the data
protection region by controlling an address to which the data is to be
written at the time of data writing to the data protection region in the
Imemory.

Fig. 2 shows a structure of a main portion of a non contact type IC
card 200 according to the second embodiment of the present invention and
components similar to those in non contact type IC card 100 shown in Fig. 1
are denoted by the same reference numbers and same reference characters
and the description thereof will not be repeated.

Non contact type 1C card 200 shown in Fig. 2 is different from
conventional non contact type IC card 900 in that it includes a command
detection circuit 5 and an address non selecting circuit 6 controlling a
designated address to which data is to be written at the time of data
writing to the data protection region of the memory, and controls these
circuits by a command output from a main control circuit 12.
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With reference to Fig. 2, the structure of non contact type IC card
200 according to the second embodiment of the present invention will now
be described.

Address non selecting circuit 6 receives an address signal AD via an
address line L1 as an input. Here, address signal AD indicates a location
in data protection region B2 to which data DT on a data line 1.2 is to be
written. Address non selecting circuit 6 controlled by command detection
circuit 5 described below outputs address selecting signal AC according to
the address signal AD.

Command detection circuit 5 receives an address control command
COM output from main control circuit 12 and controls address non
selecting circuit 6. Here, address control command COM is a command
permitting or inhibiting a data writing operation to data protection region
B2 based on the address signal AD.

Address selecting signal AC output from address non selecting circuit
6 changes its state according to a state of command detection circuit 5.
Specifically, when command detection circuit 5 detects a writing permitted
state of a data protection region B2, an address selecting signal AC
selecting a location designated by address AD as a location to which data is
to be written is output. On the other hand, if data protection region B2 is
detected to be in a writing inhibited state, address selecting signal AC
turning a location designated by address signal AD to a non select state is
output. '

Based on the address selecting signal AC supplied from address non
selecting circuit 6, data DT is written into a corresponding location in data
protection region B2.

Next an operation of non contact type IC card 200 according to the
second embodiment of the present invention will be described.

When an address control command COM permitting the data writing
1s supplied from main control circuit 12, and is detected by command
detection circuit 5, address non selecting circuit 6 outputs an address
selecting signal AC selecting a location designated by the address signal
AD. In this case data DT is written into a corresponding location in data

. 9.
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protection region B2.

On the other hand, when an address control command COM
inhibiting the data writing 1s supplied from main control circuit 12, and is
detected by command detection circuit 5, address non selecting circuit 6
outputs an address selecting signal AC turning the location designated by
the address signal AD to a non select state. In this case data DT is not
written into data protection region B2.

Thus, non contact type IC card 200 allows the adjustment of storage
of data requiring security in data protection region B2 (turning data
protection region B2 to the protection data storage state) and inhibiting the
access to data protection region B2 for the data rewriting, through the
control of command detection circuit 5 based on a command output from
main control circuit 12.

As non contact type IC card 200 allows the control of selection of
address of the data protection region at the data writing operation, the
falsification of data previously stored in the data protection region can be
prevented.

Third Embodiment

The third embodiment of the present invention allows the prevention
of rewriting of data once stored in the data protection region in the non
contact type IC card through the access control for the data protection
region according to the frequency for data communication.

Fig. 3 shows a structure of a main portion of a non contact type IC
card 300 according to the third embodiment of the present invention,
wherein components similar to those in non contact type IC card 100 shown
1n Fig. 1 are denoted by the same reference numbers and same reference
characters, and the description thereof will not be repeated.

Non contact type 1C card 300 shown in Fig. 3 is different from
conventional non contact type IC card 900 in that it includes a frequency
detection circuit 7 and an address non selecting circuit 8.

With reference to Fig. 3, the structure of non contact type I1C card

300 according to the third embodiment of the present invention will now be
described.
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Frequency detection circuit 7 detects a frequency of a radio wave
received by tuning circuit 20 and includes a band pass filter and a
switching circuit inside not shown. When a carrier frequency of a received
radio wave is a predetermined frequency F1, frequency detection circuit 7
detects the reception of an intended radio wave.

Address non selecting circuit 8 receives address signal AD via
address line L1 and a write enable signal RE from main control circuit 2 as
inputs. Here, address signal AD designates a location in data protection
region B2 to which data DT on data line 1.2 is to be written.

Address non selecting circuit 8 controlled by frequency detection
circuit 7 outputs address selecting signal AC according to address signal
AD. More specifically, when frequency detection circuit 7 detects the
reception of an intended radio wave (with predetermined frequency F1), an
address selecting signal AC selecting a location designated by address
signal AD as a location to which data is to be written is output, and
otherwise (when received radio wave has a frequency other than the
predetermined frequency F'1), an address selecting signal AC turning the
location designated by the address signal AD to a non select state is output.

Based on the address selecting signal AC, data DT is written into the
corresponding location in data protection region B2.

With reference to Fig. 3, an operation of non contact type IC card 300
will be described specifically.

As described above, when a radio wave with a carrier frequency F1 is
received, address non selecting circuit 8 outputs an address selecting signal
AC selecting a location designated by address signal AD. In this case data
DT 1s written into the corresponding location in data protection region B2.

On the other hand, when a radio wave with a carrier frequency being
an original frequency F0 different from F1 is received, address non
selecting circuit 8 outputs an address selecting signal AC turning the
location designated by address signal AD to a non select state. In this case
data DT 1s not written into data protection region B2.

In other words, non contact type IC card 300 allows the adjustment
of the storage of data requiring security in data protection region B2
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(turning data protection region B2 to the protection data storage state) and
inhibiting the access to data protection region B2 for the data rewriting,
through the use of different frequencies.

Thus, as a non contact type IC card 300 allows the access control for
the data protection region according to the frequency of radio wave for the
data communication, the falsification of data previously stored in the data
protection region can be prevented.

Fourth Embodiment

The fourth embodiment of the present invention allows the
prevention of data falsification, which is the object of the present invention,
in the non contact type IC card by controlling the data to be written at the
data writing to the data protection region in the memory.

Fig. 4 shows a structure of a main portion of a non contact type IC
card 400 according to the fourth embodiment of the present invention,
wherein components similar to those in non contact type IC card 100 shown
1n Fig. 1 are denoted by the same reference numbers and same reference
characters, and the description thereof will not be repeated.

Non contact type IC card 400 shown in Fig. 4 is different from
conventional non contact type IC card 900 in that it includes an input data
fixing circuit 9 controlling data to be written into data protection region B2
of memory 1.

With reference to Fig. 4, the structure of non contact type IC card
400 according to the fourth embodiment of the present invention will be
described.

Input data fixing circuit 9 fixes a state of each location in data
protection region B2 of memory 1.

Input data fixing circuit 9 receives data DT1 via a data line L2 as an
iput, converts data DT1 and outputs data DT2. Data DT2 is data to be
written into data protection region B2. .

A value of data DT2 output from input data fixing circuit 9 is
determined based on an initial state of data protection region B2. When
states of all bits in data protection region B2 are "1", for example, data DT2
always takes a value of the reverse polarity, in this case "0". Hence, when
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main control circuit 2 outputs data DT1 corresponding to the value "1", the
data writing to data protection region B2 will not be pexrformed.

With reference to Fig. 4, an operation of non contact type IC card 400
will be described specifically.

Assume that an initial state of each bit in data protection region B2
in memory 1 is set to "1" (the state of bit to "1111"). In this case, input
data fixing circuit 9 receiving data DT1 outputs only the data DT2 of "0" for
each bit.

First, data requiring security will be written into data protection
region B2 (protection data storage state). Here, assume that the
protection data storage state is "1100". As described above, data DT2
output from input data fixing circuit 9 takes the value "0". Therefore, the
bit once takes the state "0" cannot be returned to the state "1". As a result,
thereafter, the state of data protection region B2 ("1100") cannot be
rewritten to "1101", for example.

Thus, data protection region B2 of non contact type IC card 400
functions as an OTP ROM (a non volatile memory allowing only one
rewriting) and once data is stored in the data protection region, trial of the
data rewriting is highly likely to result in a failure of an intended data
setting.

Thus, as described above, as non contact type IC card 400 allows the
control of data to be written into the data protection region at the data
writing operation, the rewriting of data once stored in the data protection
region can be prevented.

Fifth Embodiment

The fifth embodiment of the present invention allows the prevention
of data falsification, which is the object of the present invention, in the non
contact type 1C card, by controlling an address to which data is to be
written at the data writing operation to the data protection region of the
memory.

Fig. 5 shows a structure of a main portion of a non contact type IC
card 500 according to the fifth embodiment of the present invention,
wherein components similar to those in non contact type IC card 100 shown
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1n Fig. 1 are denoted by the same reference numbers and same reference
characters, and the description thereof will not be repeated.

Non contact type IC card 500 shown in Fig. 5, is different from
conventional non contact type IC card 900 in that it includes a state setting
circuit 10 and an address non selecting circuit 11 controlling a designated
address to which data is to be written at the writing to data protection
region B2 of memory 1.

With reference to Fig. 5, the structure of non contact type IC card
500 according to the fifth embodiment of the present invention will be
described.

Address non selecting circuit 11 receives a write enable signal RE
output from main control circuit 2 and address signal AD via address line
LL1 asinputs. Here, address signal AD designates a location in data
protection region B2 to which data DT on data line L2 is to be written.
Address non selecting circuit 11 controlled by state setting circuit 10
described below, outputs address selecting signal AC according to address
signal AD.

State setting circuit 10 controls address non selecting circuit 11
described above.

Address selecting signal AC output from address non selecting circuit
11 changes its state according to a state (active state/inactive state) of state
setting circuit 10. More specifically, when state setting circuit 10 is in an
active state, address selecting signal AC selecting a location designated by
address signal AD as a location to which data is to be written is output, and
when state setting circuit 10 is in an inactive state, address selecting signal
AC selecting a location other than the location designated by address signal
AD (or selecting neither of the location) is output.

Based on the address selecting signal AC output from address non
selecting circuit 11, data DT is written into the corresponding location in
data protection region B2.

Next, an operation of non contact type IC card 500 according to the
fifth embodiment of the present invention will be described.

First, when state setting circuit 10 is in an active state, address non
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selecting circuit 11 having received write enable signal RE and address
signal AD outputs an address selecting signal AC selecting a location
designated by address signal AD. In this case, data DT is written into the
corresponding location in data protection region B2.

On the other hand, when state setting circuit 10 is in an inactive
state, address non selecting circuit 11 having received write enable signal
RE and address signal AD outputs an address selecting signal AC selecting
a location other than the location designated by address signal AD (or
selecting neither of the locations). In this case, data DT is not written into
the intended location of data protection region B2.

As described above, an example of such state setting circuit 10
includes a fuse.

Thus even if the rewriting operation occurs, non contact type IC card
500 can 1nhibit the rewriting of the intended data, after the data requiring
security is stored in data protection region B2 (protection data storage
state), by controlling the state of state setting circuit 10.

Thus, as non contact type IC card 500 allows the control of address
selection in the data protection region at the data writing operation,
rewriting and use of the data previously stored in the data protection
region can be prevented.

Sixth Embodiment

According to the sixth embodiment of the present invention, a non
contact type IC card includes an OTP ROM (an non volatile memory
allowing only one rewriting) as a storage medium corresponding to the data
protection region. ‘

F1g. 6 shows a structure of a main portion of a non contact type IC
card 600 according to the sixth embodiment of the present invention,
wherein components similar to those in non contact type IC card 100 shown
1n Fig. 1 are denoted by the same reference characters and the description
thereof will not be repeated. '

Non contact type IC card 600 shown in Fig. 6 is different from
conventional non contact type IC card 900 in that it includes a memory 15
and a memory 16 instead of memory 1.

- 15 -
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With reference to Fig. 6, the structure of non contact type IC card
600 according to the sixth embodiment of the present invention will be
described.

Memory 15 i1s a storage medium storing rewritable data whereas
memory 16 1s a storage medium storing data requiring the security.

Specifically, memory 15 includes a non volatile memory allowing
rewriting as required such as an EEPROM and a flash memory, whereas
memory 16 includes a memory allowing only one rewriting such as an
EPROM.

Next, an operation of non contact type IC card 600 according to the
sixth embodiment of the present invention will be described. For
simplicity, in the description, memory 16 is assumed to be an EPROM.

Data to be held that is output from main control circuit 2 is stored in
memory 15 or memory 16.

In this case, as memory 16 is an EPROM, once electric charge is
stored in a memory cell not shown, the electric charge cannot be discharged
until it is exposed to ultraviolet light. Therefore, assuming that the state
of a memory cell with electric charge stored is called state 1 and the
discharged state of the memory cell is called state 0, after the encapsulation
of IC card 600, in memory 16, a memory cell in the state 0 can be charged to
be the state 1, however, a memory cell in the state 1 cannot be rewritten to
be the state 0.

Therefore, it 1s highly unlikely that the trial of rewriting of data once
stored in memory 16 achieves the intended data rewriting.

Thus, with the use of an OTPROM as a medium for storing data to
be protected, non contact type IC card 600 allows the suppression of data
falsification to an extremely low level.

As can be seen from the foregoing, according to the present invention,
the rewriting of storage region in which data requiring the security is
stored can be prevented through the control of data rewriting.

In addition, according to the present invention, as the rewriting can
be controlled with respect to the storage region in which data requiring the
security 1s stored, the reliability of the non contact type IC card can be

- 16 -
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dramatically improved.
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English translation of the claims as amended under Article 34

CLAIMS
1. (Canceled)

2. (Canceled)

3. (Amended) A non contact type IC card performing a data
communication based on an externally applied radio wave signal,
comprising:

receiving means (20) receiving said radio wave signal;

a rectifying circuit (21) connected to said receiving means (20);

first storing means (B2) storing said data requiring security;

second storing means (B1) storing data other than said data to be
stored in said first storing means (B2);

control means (2) generating said data based on the radio wave
signal received at said receiving means (20) and controlling for writing said
data into a location in one of said first storing means (B2) and said second
storing means (B1) according to a content of said generated data;

detection means (7) detecting a frequency of the radio wave signal
received by said receiving means (20); and

selection means (8) selecting whether said data is to be written into
sald location in said first storing means (B2) designated by said control
means (2) based on a result of the detection by said detection means (7);

wherein when said receiving means (20) receives said radio wave
signal and the frequency of said radio wave signal is detected to be a first
frequency by said detection means (7), said data is written into said
location 1n said first storing means (B2) designated by said control means
(2), whereas when the frequency of said radio wave signal is detected to be
a second frequency other than said first frequency by said detection means

(7), sard data 1s not written into said location in said first storing means
(B2) designated by said control means (2).

4. (Canceled)
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5. (Amended) A non contact type IC card responsive to externally
applied data for performing data communication, comprising:

first storing means (B2) storing said data requiring security;

second storing means (B1) storing data other than said data to be
stored in said first storing means (B2);

control means (2) controlling for writing said data into a location in
one of said first storing means (B2) and said second storing means (B1)
according to a content of said data; and

data fixing means (9) receiving said data to be written into said
location in said first storing means (B2) designated by said control means
(2) and supplying a particular data;

wherein only said particular data supplied from said data fixing
means (9) 1s wntten into said location in said first storing means (B2)
designated by said control means (2), and

wherein a value of said particular data supplied from said data
fixing means (9) is a value determined by an initial state of said first
storing means (B2).

6. A non contact type IC card responsive to externally applied data
for performing data communication, comprising:

first storing means (B2) storing said data requiring security:

second storing means (B1) storing data other than said data to be
stored i1n said first storing means (B2);

control means (2) controlling for writing said data into a location in
one of said first storing means (B2) and said second storing means (B1)
according to a content of said data;

selection means (11) selecting whether said data is to be written into
said location in said first storing means (B2) designated by said control
means (2); and

state setting means (10) controlling the selection by said selection
means (4); wherein

said data is written into said location in said first storing
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means (B2) designated by said control means (2) when said state setting
means (10) is in a first state, whereas, said data is written into a location
other than said location in said first storing means (B2) designated by said
control means (2) when said state setting means (10) is in a second state
other than the first state.

7. (Canceled)

8. The non contact type IC card according to claim 6, wherein said
state setting means (3, 10) includes a fuse, said fuse is in an electrically
conductive state in said first state and said fuse is in an electrically non
conductive state in said second state.

9. (Canceled)
10. (Canceled)

11. (Amended) A non contact type IC card responsive to externally
applied data for performing data communication, comprising:

first storing means (16) storing said data requiring security;

second storing means (15) storing data other than said data to be
stored in said first storing means (16);

control means (2) controlling for writing said data into a location in
one of said first storing means (16) and said second storing means (15)
according to a content of said data;

wherein said first storing means (16) includes an EPROM, and

wherein said second storing means (15) includes an EEPROM.

12. (Amended) A non contact type IC card responsive to externally
applied data for performing data communication, comprising:

first storing means (16) storing said data requiring security:

second storing means (15) storing data other than said data to be
stored in said first storing means (16);

- 3.
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control means (2) controlling for writing said data into a location in
one of said first storing means (16) and said second storing means (15)
according to a content of said data;

wherein said first storing means (16) includes an EPROM, and

wherein said second storing means (15) includes a flash memory.
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