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(57) ABSTRACT 
A computer implemented method is provided to verify an 
integrity of a solution. The computer implemented method 
comprises hashing, by a computer, a set of virtual machine 
instances in a solution topology of the Solution. The computer 
hashes a set of connections in the Solution topology. The set of 
connections comprising a connection between ones of the set 
of virtual machine instances, a connection between a first 
component of a first one of the set of virtual machine 
instances and a second component of a second one of the set 
of virtual machine instances, and combinations thereof. The 
computer hashes a set of Solution-specific information, and 
then signs the hashes to create a first signed topology. 
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METHOD AND APPARATUS FOR 
AUTHENTICATION OF SOLUTION 

TOPOLOGY 

BACKGROUND 

0001 1. Field: 
0002 The disclosure relates generally to the verification 
of authenticity (integrity and origin) of the content. More 
specifically, the disclosure relates to a computer implemented 
method, a computer program product, and a data processing 
system for verifying authenticity of Solution topologies, i.e., 
the Solution components and topologies are not deployed/ 
modified in an unauthorized manner. 

0003 2. Description of the Related Art 
0004 Cloud computing is a model of service delivery for 
enabling convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g. networks, 
network bandwidth, servers, processing, memory, storage, 
applications, virtual machines, and services) that can be rap 
idly provisioned and released with minimal management 
effort or interaction with a provider of the service. This cloud 
model may include at least five characteristics, at least three 
service models, and at least four deployment models. 
0005 
0006 On-demand self-service: a cloud consumer can uni 
laterally provision computing capabilities, such as server 
time and network storage, as needed automatically without 
requiring human interaction with the service's provider. 
0007 Broad network access: capabilities are available 
over a network and accessed through standard mechanisms 
that promote use by heterogeneous thin or thick client plat 
forms (e.g., mobile phones, laptops, and PDAs). 
0008 Resource pooling: the provider's computing 
resources are pooled to serve multiple consumers using a 
multi-tenant model, with different physical and virtual 
resources dynamically assigned and reassigned according to 
demand. There is a sense of location independence in that the 
consumer generally has no control or knowledge over the 
exact location of the provided resources but may be able to 
specify location at a higher level of abstraction (e.g., country, 
state, or datacenter). 
0009 Rapid elasticity: capabilities can be rapidly and 
elastically provisioned, in Some cases automatically, to 
quickly scale out and rapidly released to quickly scale in. To 
the consumer, the capabilities available for provisioning often 
appear to be unlimited and can be purchased in any quantity 
at any time. 
0010. Measured service: cloud systems automatically 
control and optimize resource use by leveraging a metering 
capability at Some level of abstraction appropriate to the type 
of service (e.g., storage, processing, bandwidth, and active 
user accounts). Resource usage can be monitored, controlled, 
and reported providing transparency for both the provider and 
consumer of the utilized service. 

0011 
0012 Software as a Service (SaaS): the capability pro 
vided to the consumer is to use the providers applications 
running on a cloud infrastructure. The applications are acces 
sible from various client devices through a thin client inter 
face such as a web browser (e.g., web-based e-mail). The 
consumer does not manage or control the underlying cloud 
infrastructure including network, servers, operating systems, 

Characteristics are as follows: 

Service Models are as follows: 
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storage, or even individual application capabilities, with the 
possible exception of limited user-specific application con 
figuration settings. 
0013 Platform as a Service (PaaS): the capability pro 
vided to the consumer is to deploy onto the cloud infrastruc 
ture consumer-created or acquired applications created using 
programming languages and tools Supported by the provider. 
The consumer does not manage or control the underlying 
cloud infrastructure including networks, servers, operating 
systems, or storage, but has control over the deployed appli 
cations and possibly application hosting environment con 
figurations. 
0014 Infrastructure as a Service (IaaS): the capability pro 
vided to the consumer is to provision processing, storage, 
networks, and other fundamental computing resources where 
the consumer is able to deploy and run arbitrary software, 
which can include operating systems and applications. The 
consumer does not manage or control the underlying cloud 
infrastructure but has control over operating systems, storage, 
deployed applications, and possibly limited control of select 
networking components (e.g., host firewalls). 
0015 
0016 Private cloud: the cloud infrastructure is operated 
solely for an organization. It may be managed by the organi 
Zation or a third party and may exist on-premises or off 
premises. 
0017 Community cloud: the cloud infrastructure is shared 
by Several organizations and Supports a specific community 
that has shared concerns (e.g., mission, security require 
ments, policy, and compliance considerations). It may be 
managed by the organizations or a third party and may exist 
on-premises or off-premises. 
0018 Public cloud: the cloud infrastructure is made avail 
able to the general public or a large industry group and is 
owned by an organization selling cloud services. 
0019 Hybrid cloud: the cloud infrastructure is a compo 
sition of two or more clouds (private, community, or public) 
that remain unique entities but are bound together by stan 
dardized or proprietary technology that enables data and 
application portability (e.g., cloudbursting for load-balanc 
ing between clouds). 
0020. A cloud computing environment is service oriented 
with a focus on statelessness, low coupling, modularity, and 
semantic interoperability. At the heart of cloud computing is 
an infrastructure comprising a network of interconnected 
nodes. 

Deployment Models areas follows: 

SUMMARY 

0021. According to one embodiment of the present inven 
tion, a computer implemented method is provided to Verify an 
integrity of a solution. The computer implemented method 
comprises hashing, by a computer, a set of virtual machine 
instances in a solution topology of the Solution. The computer 
hashes a set of connections in the Solution topology. The set of 
connections comprising a connection between ones of the set 
of virtual machine instances, a connection between a first 
component of a first one of the set of virtual machine 
instances and a second component of a second one of the set 
of virtual machine instances, and combinations thereof. The 
computer hashes a set of Solution-specific information, and 
then signs the hashes to create a first signed topology. 
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BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0022 FIG. 1 is a schematic of an example of a cloud 
computing node depicted in accordance with an illustrative 
embodiment; 
0023 FIG. 2 is an illustration of a cloud computing envi 
ronment depicted in accordance with an illustrative embodi 
ment, 
0024 FIG. 3 is a set of functional abstraction layers 
depicted in accordance with an illustrative embodiment; 
0025 FIG. 4 is a data flow for signing solution topologies 
and virtual machine instances is shown according to an illus 
trative embodiment; 
0026 FIG. 5 is a data flow for signing solution registries 
and solution metadata according to an illustrative embodi 
ment, 
0027 FIG. 6 is a data flow for verifying solution topolo 
gies and virtual machine instances according to an illustrative 
embodiment; 
0028 FIG. 7 is a data flow for verifying solution topolo 
gies and identities of virtual machine instances according to 
an illustrative embodiment; 
0029 FIG. 8 is a data flow for verifying solution registries 
and solution metadata according to an illustrative embodi 
ment, 
0030 FIG.9 is a flowchart for signing solution topologies 
and virtual machine instances according to an illustrative 
embodiment; 
0031 FIG. 10 is a flowchart or signing a solution registry 
including solution metadata according to an illustrative 
embodiment; 
0032 FIG. 11 is a flowchart for verifying solution topolo 
gies and virtual machine instances according to an illustrative 
embodiment; 
0033 FIG. 12 is a flowchart for verifying the identity of a 
Solution or the identity of a virtual machine instance accord 
ing to an illustrative embodiment; and 
0034 FIG. 13 is a flowchart of a process for verifying 
Solution registries and solution metadata according to an 
illustrative embodiment; 

DETAILED DESCRIPTION 

0035. As will be appreciated by one skilled in the art, 
aspects of the present invention may be embodied as a system, 
method or computer program product. Accordingly, aspects 
of the present invention may take the form of an entirely 
hardware embodiment, an entirely software embodiment (in 
cluding firmware, resident Software, micro-code, etc.) or an 
embodiment combining software and hardware aspects that 
may all generally be referred to herein as a “circuit,” “mod 
ule' or “system.” Furthermore, aspects of the present inven 
tion may take the form of a computer program product 
embodied in one or more computer readable medium(s) hav 
ing computer readable program code embodied thereon. 
0036) Any combination of one or more computer readable 
medium(s) may be utilized. The computer readable medium 
may be a computer readable signal medium or a computer 
readable storage medium. A computer readable storage 
medium may be, for example, but not limited to, an elec 
tronic, magnetic, optical, electromagnetic, infrared, or semi 
conductor System, apparatus, or device, or any Suitable com 
bination of the foregoing. More specific examples (a non 
exhaustive list) of the computer readable storage medium 
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would include the following: an electrical connection having 
one or more wires, a portable computer diskette, a hard disk, 
a random access memory (RAM), a read-only memory 
(ROM), an erasable programmable read-only memory 
(EPROM or Flash memory), an optical fiber, a portable com 
pact disc read-only memory (CD-ROM), an optical storage 
device, a magnetic storage device, or any suitable combina 
tion of the foregoing. In the context of this document, a 
computer readable storage medium may be any tangible 
medium that can contain, or store a program for use by or in 
connection with an instruction execution system, apparatus, 
or device. 
0037. A computer readable signal medium may include a 
propagated data signal with computer readable program code 
embodied therein, for example, in baseband or as part of a 
carrier wave. Such a propagated signal may take any of a 
variety of forms, including, but not limited to, electro-mag 
netic, optical, or any Suitable combination thereof. A com 
puter readable signal medium may be any computer readable 
medium that is not a computer readable storage medium and 
that can communicate, propagate, or transport a program for 
use by or in connection with an instruction execution system, 
apparatus, or device. 
0038 Program code embodied on a computer readable 
medium may be transmitted using any appropriate medium, 
including but not limited to wireless, wireline, optical fiber 
cable, RF, etc., or any Suitable combination of the foregoing. 
0039 Computer program code for carrying out operations 
for aspects of the present invention may be written in any 
combination of one or more programming languages, includ 
ing an object oriented programming language such as Java, 
Smalltalk, C++ or the like and conventional procedural pro 
gramming languages, such as the “C” programming language 
or similar programming languages. The program code may 
execute entirely on the user's computer, partly on the user's 
computer, as a stand-alone software package, partly on the 
user's computer and partly on a remote computer or entirely 
on the remote computer or server. In the latter scenario, the 
remote computer may be connected to the user's computer 
through any type of network, including a local area network 
(LAN) or a wide area network (WAN), or the connection may 
be made to an external computer (for example, through the 
Internet using an Internet Service Provider). 
004.0 Aspects of the present invention are described 
below with reference to flowchart illustrations and/or block 
diagrams of methods, apparatus (systems) and computer pro 
gram products according to embodiments of the invention. It 
will be understood that each block of the flowchart illustra 
tions and/or block diagrams, and combinations of blocks in 
the flowchart illustrations and/or block diagrams, can be 
implemented by computer program instructions. These com 
puter program instructions may be provided to a processor of 
a general purpose computer, special purpose computer, or 
other programmable data processing apparatus to produce a 
machine, such that the instructions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create means for implementing the func 
tions/acts specified in the flowchart and/or block diagram 
block or blocks. 
0041. These computer program instructions may also be 
stored in a computer readable medium that can direct a com 
puter, other programmable data processing apparatus, or 
other devices to function in a particular manner, such that the 
instructions stored in the computer readable medium produce 
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an article of manufacture including instructions which imple 
ment the function/act specified in the flowchart and/or block 
diagram block or blocks. 
0042. The computer program instructions may also be 
loaded onto a computer, other programmable data processing 
apparatus, or other devices to cause a series of operational 
steps to be performed on the computer, other programmable 
apparatus or other devices to produce a computer imple 
mented process Such that the instructions which execute on 
the computer or other programmable apparatus provide pro 
cesses for implementing the functions/acts specified in the 
flowchart and/or block diagram block or blocks. 
0043. It is understood inadvance that although this disclo 
Sure includes a detailed description on cloud computing, 
implementation of the teachings recited herein are not limited 
to a cloud computing environment. Rather, embodiments of 
the present invention are capable of being implemented in 
conjunction with any other type of computing environment 
now known or later developed. 
0044) For convenience, the Detailed Description includes 
the following definitions which have been derived from the 
“Draft NIST Working Definition of Cloud Computing” by 
Peter Mell and Tim Grance, dated Oct. 7, 2009, which is cited 
in an IDS filed herewith, and a copy of which is attached 
thereto. 

0045 Cloud computing is a model of service delivery for 
enabling convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g. networks, 
network bandwidth, servers, processing, memory, storage, 
applications, virtual machines, and services) that can be rap 
idly provisioned and released with minimal management 
effort or interaction with a provider of the service. This cloud 
model may include at least five characteristics, at least three 
service models, and at least four deployment models. 
0046 Characteristics are as follows: 
0047 On-demand self-service: a cloud consumer can uni 
laterally provision computing capabilities, such as server 
time and network storage, as needed automatically without 
requiring human interaction with the service's provider. 
0048 Broad network access: capabilities are available 
over a network and accessed through standard mechanisms 
that promote use by heterogeneous thin or thick client plat 
forms (e.g., mobile phones, laptops, and PDAs). 
0049 Resource pooling: the provider's computing 
resources are pooled to serve multiple consumers using a 
multi-tenant model, with different physical and virtual 
resources dynamically assigned and reassigned according to 
demand. There is a sense of location independence in that the 
consumer generally has no control or knowledge over the 
exact location of the provided resources but may be able to 
specify location at a higher level of abstraction (e.g., country, 
state, or datacenter). 
0050 Rapid elasticity: capabilities can be rapidly and 
elastically provisioned, in Some cases automatically, to 
quickly scale out and rapidly released to quickly scale in. To 
the consumer, the capabilities available for provisioning often 
appear to be unlimited and can be purchased in any quantity 
at any time. 
0051 Measured service: cloud systems automatically 
control and optimize resource use by leveraging a metering 
capability at Some level of abstraction appropriate to the type 
of service (e.g., storage, processing, bandwidth, and active 
user accounts). Resource usage can be monitored, controlled, 
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and reported providing transparency for both the provider and 
consumer of the utilized service. 

0.052 
0053 Software as a Service (SaaS): the capability pro 
vided to the consumer is to use the provider's applications 
running on a cloud infrastructure. The applications are acces 
sible from various client devices through a thin client inter 
face such as a web browser (e.g., web-based e-mail). The 
consumer does not manage or control the underlying cloud 
infrastructure including network, servers, operating systems, 
storage, or even individual application capabilities, with the 
possible exception of limited user-specific application con 
figuration settings. 
0054 Platform as a Service (PaaS): the capability pro 
vided to the consumer is to deploy onto the cloud infrastruc 
ture consumer-created or acquired applications created using 
programming languages and tools Supported by the provider. 
The consumer does not manage or control the underlying 
cloud infrastructure including networks, servers, operating 
systems, or storage, but has control over the deployed appli 
cations and possibly application hosting environment con 
figurations. 
0055 Infrastructure as a Service (IaaS): the capability pro 
vided to the consumer is to provision processing, storage, 
networks, and other fundamental computing resources where 
the consumer is able to deploy and run arbitrary software, 
which can include operating systems and applications. The 
consumer does not manage or control the underlying cloud 
infrastructure but has control over operating systems, storage, 
deployed applications, and possibly limited control of select 
networking components (e.g., host firewalls). 
0056 
0057 Private cloud: the cloud infrastructure is operated 
solely for an organization. It may be managed by the organi 
Zation or a third party and may exist on-premises or off 
premises. 
0.058 Community cloud: the cloud infrastructure is shared 
by several organizations and Supports a specific community 
that has shared concerns (e.g., mission, security require 
ments, policy, and compliance considerations). It may be 
managed by the organizations or a third party and may exist 
on-premises or off-premises. 
0059. Public cloud: the cloud infrastructure is made avail 
able to the general public or a large industry group and is 
owned by an organization selling cloud services.\ 
0060 Hybrid cloud: the cloud infrastructure is a compo 
sition of two or more clouds (private, community, or public) 
that remain unique entities but are bound together by stan 
dardized or proprietary technology that enables data and 
application portability (e.g., cloudbursting for load-balanc 
ing between clouds). 
0061. A cloud computing environment is service oriented 
with a focus on statelessness, low coupling, modularity, and 
semantic interoperability. At the heart of cloud computing is 
an infrastructure comprising a network of interconnected 
nodes. 

0062 Referring now to FIG. 1, a schematic of an example 
of a cloud computing node is depicted in accordance with an 
illustrative embodiment. Cloud computing node 110 is only 
one example of a suitable cloud computing node and is not 
intended to Suggest any limitation as to the scope of use or 
functionality of the illustrative embodiments described 
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herein. Regardless, cloud computing node 110 is capable of 
being implemented and/or performing any of the functional 
ity set forth hereinabove. 
0063 Cloud computing node 110 comprises computer 
system/server 112, which is operational with numerous other 
general purpose or special purpose computing system envi 
ronments or configurations. Examples of well-known com 
puting systems, environments, and/or configurations that 
may be suitable for use with computer system/server 112 
include, but are not limited to, personal computer systems, 
server computer systems, thin clients, thick clients, hand-held 
or laptop devices, multiprocessor Systems, microprocessor 
based systems, set top boxes, programmable consumer elec 
tronics, network PCs, minicomputer systems, mainframe 
computer systems, and distributed cloud computing environ 
ments that include any of the above systems or devices and the 
like. 

0064 1. Computer system/server 112 may be described 
in the general context of computer system executable 
instructions. Such as program modules being executed 
by a computer system. Generally, program modules may 
include routines, programs, objects, components, logic, 
data structures, and so on that perform particular tasks or 
implement particular abstract data types. Computer sys 
tem/server 112 may be practiced in distributed cloud 
computing environments where tasks are performed by 
remote processing devices that are linked through a 
communications network. In a distributed cloud com 
puting environment, program modules may be located in 
both local and remote computer system storage media 
including memory storage devices. 

0065. As shown in FIG. 1, computer system/server 112 in 
cloud computing node 110 is shown in the form of a general 
purpose computing device. The components of computer sys 
tem/server 112 may include, but are not limited to, one or 
more processors or processor unit 116, system memory 128, 
and bus 118 that couples various system components includ 
ing system memory 128 to processor unit 116. 
0.066 Processor unit 116 executes instructions for soft 
ware that may be loaded into system memory 128. Processor 
unit 116 may be a number of processors, a multi-processor 
core, or some other type of processor, depending on the par 
ticular implementation. A number, as used herein with refer 
ence to an item, means one or more items. Further, processor 
unit 116 may be implemented using a number of heteroge 
neous processor Systems in which a main processor is present 
with secondary processors on a single chip. As another illus 
trative example, processor unit 116 may be a symmetric 
multi-processor system containing multiple processors of the 
same type. 
0067 Bus 118 represents one or more of any of several 
types of bus structures, including a memory bus or memory 
controller, a peripheral bus, an accelerated graphics port, and 
a processor or local bus using any of a variety of bus archi 
tectures. By way of example, and not limitation, Such archi 
tectures include Industry Standard Architecture (ISA) bus, 
Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(VESA) local bus, and Peripheral Component Interconnects 
(PCI) bus. 
0068 Computer system/server 112 typically includes a 
variety of computer system readable media. Such media may 
be any available media that is accessible by computer system/ 
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server 112 and it includes volatile media, non-volatile media, 
removable media, and non-removable media. 
0069. System memory 128 can include computer system 
readable media in the form of Volatile memory, Such as ran 
dom access memory (RAM) 130 and/or cache memory 132. 
Computer system/server 112 may further include other 
removable/non-removable and volatile/non-volatile com 
puter system storage media. By way of example only, storage 
system 134 can be provided for reading from and writing to a 
non-removable, non-volatile magnetic media (not shown and 
typically called a “hard drive”). Although not shown, a mag 
netic disk drive for reading from and writing to a removable, 
non-volatile magnetic disk (e.g., a "floppy disk) and an 
optical disk drive for reading from or writing to a removable, 
non-volatile optical disk such as a CD-ROM, DVD-ROM, or 
other optical media can be provided. In Such instances, each 
can be connected to bus 118 by one or more data media 
interfaces. As will be further depicted and described below, 
memory 128 may include at least one program product having 
a set (e.g., at least one) of program modules that are config 
ured to carry out the functions of embodiments of the illus 
trative embodiments. 
0070 Program/utility 140, having a set (at least one) of 
program modules 142, may be stored in memory 128 by way 
of example and not limitation, as well as an operating system, 
one or more application programs, other program modules, 
and program data. Each of the operating systems, one or more 
application programs, other program modules, and program 
data or some combination thereof may include an implemen 
tation of a networking environment. Program modules 142 
generally carry out the functions and/or methodologies of the 
illustrative embodiments as described herein. 
0071 Computer system/server 112 may also communi 
cate with one or more external devices 114. Such as a key 
board, a pointing device, display 124, etc.; one or more 
devices that enable a user to interact with computer system/ 
server 112; and/or any devices (e.g., network card, modem, 
etc.) that enable computer system/server 112 to communicate 
with one or more other computing devices. Such communi 
cation can occur via I/O interfaces 122. Still yet, computer 
system/server 112 can communicate with one or more net 
works, such as a local area network (LAN), a general wide 
area network (WAN), and/or a public network (e.g., the Inter 
net) via network adapter 120. As depicted, network adapter 
120 communicates with the other components of computer 
system/server 112 via bus 118. It should be understood that, 
although not shown, other hardware and/or Software compo 
nents could be used in conjunction with computer system/ 
server 112. Examples include, but are not limited to, micro 
code, device drivers, redundant processing units, external 
disk drive arrays, RAID systems, tape drives, and data archi 
Val storage systems, etc. 
0072 Referring now to FIG. 2, an illustration of a cloud 
computing environment is depicted in accordance with an 
illustrative embodiment. In this illustrative example, cloud 
computing environment 250 comprises one or more cloud 
computing nodes 210 with which local computing devices 
used by cloud consumers may communicate. For example, 
cloud computing node 110 in FIG. 1 is one example of cloud 
computing nodes 210. Local computing devices which may 
communicate with cloud computing nodes 210 may include, 
for example, personal digital assistant (PDA) or cellular tele 
phone 254A, desktop computer 254B, laptop computer 254C, 
and/or automobile computer system 254N. Cloud computing 
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nodes 210 may communicate with one another. They may be 
grouped (not shown) physically or virtually, in one or more 
networks, such as private, community, public, or hybrid 
clouds as described hereinabove or a combination thereof. 
This allows cloud computing environment 250 to offer infra 
structure, platforms, and/or Software as services for which a 
cloud consumer does not need to maintain resources on a 
local computing device. It is understood that the types of 
computing devices 254A, 254B, 254C, and 254N shown in 
FIG. 2 are intended to be illustrative only and that cloud 
computing nodes 210 and cloud computing environment 250 
can communicate with any type of computerized device over 
any type of network and/or network addressable connection 
(e.g., using a web browser). Program code located on one of 
cloud computing nodes 210 may be stored on a computer 
recordable storage medium in one of cloud computing nodes 
210 and downloaded to a computing device within computing 
devices 254A, 254B, 254C, and 254N over a network for use 
in these computing devices. For example, a server computer 
in cloud computing nodes 210 may store program code on a 
computer readable storage medium on the server computer. 
The server computer may download the program code to a 
client computer in computing devices 254A, 254B, 254C, and 
254N for use on the client computer. 
0073 Referring now to FIG.3, a set of functional abstrac 
tion layers is depicted in accordance with an illustrative 
embodiment. The set of functional abstraction layers may be 
provided by cloud computing environment 250 in FIG. 2. It 
should be understood in advance that the components, layers, 
and functions shown in FIG.3 are intended to be illustrative 
only and illustrative embodiments are not limited thereto. As 
depicted, the following layers and corresponding functions 
are provided: 
0074 Hardware and software layer 360 includes hardware 
and Software components. Examples of hardware compo 
nents include mainframes, in one example IBM(R) zSeries(R) 
systems: RISC (Reduced Instruction Set Computer) architec 
ture based servers, in one example IBM(R) pSeries(R) systems: 
IBMR) xSeries(R) systems; IBMR. BladeCenterR systems: 
storage devices; and networks and networking components. 
Examples of Software components include network applica 
tion server software, in one example IBM(R) WebSphere(R) 
application server Software; and database software, in one 
example IBM(RDB2(R) database software. (IBM(R), zSeries(R, 
pSeries(R, xSeries(R), BladeCenter R, WebSphere(R), and 
DB2R) are trademarks of International Business Machines 
Corporation registered in many jurisdictions worldwide.) 
0075 Virtualization layer 362 provides an abstraction 
layer from which the following examples of virtual entities 
may be provided: virtual servers; virtual storage; virtual net 
works including virtual private networks; virtual applications 
and operating systems; and virtual clients. 
0076. In one example, management layer 364 may provide 
the functions described below. Resource provisioning pro 
vides dynamic procurement of computing resources and 
other resources that are utilized to perform tasks within the 
cloud computing environment. Metering and pricing provide 
usage and cost tracking as resources are utilized within the 
cloud computing environment and billing or invoicing for 
consumption of these resources. In one example, these 
resources may comprise application Software licenses. Secu 
rity provides identity verification for cloud consumers and 
tasks as well as protection for data and other resources. User 
portal provides access to the cloud computing environment 
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for consumers and system administrators. Service level man 
agement provides cloud computing resource allocation and 
management Such that required service levels are met. Ser 
Vice Level Agreement (SLA) planning and fulfillment pro 
vides pre-arrangement for, and procurement of cloud com 
puting resources for which a future requirement is anticipated 
in accordance with an SLA. 
(0077 Workloads layer 366 provides examples of func 
tionality for which the cloud computing environment may be 
utilized. Examples of workloads and functions which may be 
provided from this layer include: mapping and navigation; 
Software development and lifecycle management; virtual 
classroom education delivery; data analytics processing: 
transaction processing; and workload monitoring, manage 
ment, and security processing. 
0078. In a traditional information technology infrastruc 
ture, this physical security was largely implemented due to 
the configuration topology of the servers and clients them 
selves. The simple fact that it is hard to root removed were at 
a physical server or client, or hard to change the physical 
configuration topology provided physical security for the 
system. 
0079. However these physical impediments do not up are 
inapplicable to a cloud information technology infrastruc 
ture. Virtual machines are easy to create, destroy, new, 
migrate, and clone. The web-based access protocol itself is a 
weekly in the physical security, providing easy access to the 
virtual machines. Furthermore the PEs in which virtual 
machines can be created, migrated, or cloned has increased 
the number of virtual machines, such that the scale of man 
aging physical security of virtual machines is a much bigger 
problem in traditional physical information technology infra 
Structure. 

0080 Insider threat or intruder may not be able to steal a 
virtual machine. However, that insider threat or intruder may 
be able to move the virtual machines from one solution to 
another. Furthermore the insider threat can inject additional 
orunwanted virtual machines to an already complex solution. 
I0081 Prior attempts at cloud security have not considered 
integrity verification of class solutions in a holistic manner 
Existing works do not address the notion of “identity of a VM 
with respect to a solution.” Most schemes focus either on 
integrity of data or software package or the running OS. With 
cloud infrastructure, there is a need to focus on solution-level 
integrity, including integrity verification of Solution registry, 
and solution meta-data. Existing works do not address integ 
rity verification of cloud solution registry. 
I0082 Illustrative embodiments herein provide a method 
for determining whether a virtual machine belongs to a cor 
rect solution, or group. Furthermore, illustrative embodi 
ments provide a method determining whether you virtual 
machine is logically in the correct place within a solutions 
topology. Illustrative embodiments provide a method for 
determining whether a solution includes virtual machine 
instances, and the topologyof those virtual machine 
instances. 

0083 Illustrative embodiments herein enable solution 
administrators, dashboards, or users to Verify whether a solu 
tion and/or VM instances has been modified in any unautho 
rized manner Illustrative embodiments herein enable a deter 
mination of whether a VM instances belongs to a specific 
solution. Illustrative embodiments herein enable integrity 
Verification of solutions and VMinstances on the cloud using 
multi-party authentication. Illustrative embodiments herein 
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enable integrity verification of the Solution registry, and pre 
Ventunauthorized modification to the registration system that 
is used to register a solution. 
0084. One such manner of integrity verification of the 
topology, Solutions, virtual machine instances, and Solution 
registry is through a digital signature utilizing a computation 
of hashes. In one Such embodiment, a hash of the topology, 
Solutions, virtual machine instances, and solution registry is 
created using a Merkle hash technique. 
0085 Signer who can sign: the creator, an authorized 
owner, an entity with the signature authority to sign the spe 
cific topology, Solutions, virtual machine instances, and solu 
tion registry. 
I0086 Verifier who can verify the a signed entity with 
respect to a signature. The signed entity is a topology. Anyone 
who has access to the topology can act as a verifier. A client 
may choose to verify the signature of part of the topology or 
the whole topology, part of a solution or an image. 
0087 Redaction: redaction is the process of removing cer 
tain parts from a signed entity Such as a topology or a solution. 
A redactor is the one who carries out the process of redaction. 
A redactable signature is the one that allows signing a com 
plete image, redacting certain parts of the topology, Solutions, 
virtual machine instances, and solution registry and comput 
ing the signature of the redacted topology, Solutions, virtual 
machine instances, and solution registry, and Verifying the 
authenticity of the redacted topology, solutions, virtual 
machine instances, and solution registry. 
0088 Computation of signatures: Digital signature of the 
topology, Solutions, virtual machine instances, and Solution 
registry is computed by signing the Merkle hash or using an 
aggregate signature Such as the Condensed-RSA or Elliptic 
Curve based aggregate signatures, redactable signatures, or 
sanitizable signatures. 
I0089 Verification of authenticity: Authenticity is verified 
by validating the signature of the topology, solutions, virtual 
machine instances, and solution registry. 
0090. A topology or solution can be represented as a flat 

file, as a list of chunks, as a tree or as a graph. The chunks may 
be of uniform sizes or of different sizes. In a flat file-based 
image, an illustrative embodiment computes a hash in a man 
ner similar to computing the hash of a string. 
0.091 Condensed signature: The aggregate signature 
scheme computes the aggregate signature of the topology, 
Solutions, virtual machine instances, or Solution registry. 
Groups of chunks of the topology, solutions, virtual machine 
instances, or Solution registry are signed and the signatures 
are aggregated. This process is carried out by the condensed 
signature schemes (such as condensed RSA signature 
schemes). A provisioning service receiving the chunks also 
receives the aggregate signature for the topology, Solutions, 
virtual machine instances, or solution registry. The provision 
ing service follows the aggregate signature protocol in order 
to verify the authenticity of the chunks. If a client wants to or 
can only verify the authenticity of some but not all chunks, 
then the client receives cryptographic details for the verifica 
tion. 
0092. Thus, illustrative embodiments of the present inven 
tion provide a computer implemented method a computer 
implemented method to verify an integrity of a solution. The 
computer implemented method comprises hashing, by a com 
puter, a set of virtual machine instances in a solution topology 
of the solution. The computer hashes a set of connections in 
the solution topology. The set of connections comprising a 
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connection between ones of the set of virtual machine 
instances, a connection between a first component of a first 
one of the set of virtual machine instances and a second 
component of a second one of the set of virtual machine 
instances, and combinations thereof. The computer hashes a 
set of solution-specific information, and then signs the hashes 
to create a first signed topology. 
0093. Referring now to FIG. 4, a data flow for signing 
Solution topologies and virtual machine instances is shown 
according to an illustrative embodiment. Solution topology 
signing system 400 can execute within a management layer of 
a cloud computing environment, such as management layer 
364 of FIG. 3. 

0094 Solution topology 410 is a set of virtual machines, 
dependency/network connectivity between the set of virtual 
machines, firewall/VLAN/VPN that protects the solution, a 
list of cloud identifiers, and access control gateways. Each of 
the virtual machine instances is comprised of dynamic con 
figuration parameters, static configuration parameters, soft 
ware details, virtualization details, image identifiers, other 
configuration files, and user information. Dynamic configu 
ration parameters can include, for example but not limited to, 
Internet protocol addresses, cloud identifiers, Solution iden 
tifiers, and host names. Static configuration parameters can 
include, for example but not limited to, owner identifiers and 
administration identifiers. Software details and virtualization 
details and the, for example but not limited to, guess operating 
system identifiers, virtualization identifiers, and software ver 
sioning identifiers. Image identifiers identify identifiers that 
the virtual machine is instantiated, including any existing 
signatures if any. Other configuration files can include, for 
example but not limited to, a hosts file that maps those names 
to Internet protocol addresses, and a password file that con 
tains a list of the systems accounts and information for those 
accounts such as userID, group ID, home directory, and shell. 
User information can include, for example but not limited to, 
end user identifiers and application user identifiers. 
0.095 Solution topology 410 includes a set of virtual 
machine instances 412. Set of virtual machine instances 412 
includes one or more virtual machines. Each of the virtual 
machines within a set of virtual machine instances 412 is 
comprised of dynamic configuration parameters, static con 
figuration parameters, Software details, virtualization details, 
image identifiers, other configuration files, and user informa 
tion. Dynamic configuration parameters can include, for 
example but not limited to, Internet protocol addresses, cloud 
identifiers, solution identifiers, and host names. Static con 
figuration parameters can include, for example but not limited 
to, owner identifiers and administration identifiers. Software 
details and virtualization details and the, for example but not 
limited to, guess operating system identifiers, virtualization 
identifiers, and software versioning identifiers. Image identi 
fiers identify identifiers that the virtual machine is instanti 
ated, including any existing signatures if any. Other configu 
ration files can include, for example but not limited to, a hosts 
file that maps those names to Internet protocoladdresses, and 
a password file that contains a list of the systems accounts 
and information for those accounts such as userID, group ID, 
home directory, and shell. User information can include, for 
example but not limited to, end user identifiers and applica 
tion user identifiers. 

0096. Solution topology 410, including the set of virtual 
machine instances 412, is forwarded to signing scheme 414. 
Signing scheme 414 is a signing policy and associated hash 
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functions that directs the use of and Subsequently uses those 
certain hash functions for hashing Solution topology 410. 
including the set of virtual machine instances 412. 
0097. A topology or solution can be represented as a flat 

file, as a list of chunks, as a tree or as a graph. The chunks may 
be of uniform sizes or of different sizes. In a flat file-based 
image, an illustrative embodiment computes a hash in a man 
ner similar to computing the hash of a string. 
0098 Flat file-based virtual machine images are either 
distributed as a whole or not at all distributed to a client: 
Compute the signature of the virtual machine image, by sign 
ing the topology or solution using redactable signature algo 
rithm or some other signature scheme. Verification of the 
signature is carried out as per the signature protocol. 
0099. In one illustrative embodiment, for chunk-based vir 
tual machine image distribution, Verification of the signature 
is carried out though a signature and verification of a Merkle 
hash. A Merkle hash of the virtual machine image is signed. 
That signature is later verified in order to validate authenticity 
of the virtual machine image. 
0100. In one illustrative embodiment, for chunk-based vir 
tual machine image distribution, Verification of the signature 
uses an aggregate signature scheme Such as Condensed RSA 
scheme or a redactable signature scheme or elliptic curve 
based scheme. 
0101 Condensed signature: The aggregate signature 
scheme computes the aggregate signature of the topology, 
Solutions, virtual machine instances, or Solution registry. 
Groups of chunks of the topology, solutions, virtual machine 
instances, or Solution registry are signed and the signatures 
are aggregated. This process is carried out by the condensed 
signature schemes (such as condensed RSA signature 
schemes). A provisioning service receiving the chunks also 
receives the aggregate signature for the topology, Solutions, 
virtual machine instances, or solution registry. The provision 
ing service follows the aggregate signature protocol in order 
to verify the authenticity of the chunks. If a client wants to or 
can only verify the authenticity of some but not all chunks, 
then the client receives cryptographic details for the verifica 
tion. 
01.02 
0103) A signer provides digital signatures of virtual 
machine images and parts of virtual machine images. The 
signer can utilize any scheme for demonstrating the authen 
ticity of a topology, Solutions, virtual machine instances, and 
Solution registry. The signer provides and Verifying digital 
signatures of topology, Solutions, virtual machine instances, 
and solution registry according to a signing policy. 
0104. The signing policy is one or more rules used to 
decide a specific signing scheme. The signing policy includes 
one or more policies. Such as sign flat line, sign as chunks, 
sign as tree, sign as graph, sign using hash Scheme, sign using 
aggregate signature, sign using redactable signature, and sign 
using sanitizable signature. 
0105. A sign flat file policy is a signing policy that applies 
a digital signature by the virtual machine image signer to a flat 
file. The flat file is a data file, such as a stand-alone list, that 
does not contain any linkages to another file. 
0106 A sign as chunks policy is a signing policy that 
applies a digital signature by the virtual machine image signer 
to chunks of the virtual machine image. Virtual machine 
images can be stored within image storage as chunks. Each 
chunk is a "chunk” of data, or byte pattern, the combination of 
which Sums to the virtual machine image. 
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0107. A chunking algorithm typically provides a proce 
dure for dividing a virtual machine image into chunks. There 
are multiple options for the chunking algorithm. In one illus 
trative embodiment, the chunking algorithm uses the VMI's 
operating system (OS) pages as chunks. In another illustrative 
embodiment, the chunking algorithm uses VMI's OS files as 
chunks. In another illustrative embodiment, the chunking 
algorithm creates chunks based on the VMI's byte-se 
quences. For example, a byte-sequence having a certain prop 
erty can be used by the chunking algorithm to mark the 
beginning of a new chunk. 
0108. A “sign as tree' policy is a signing policy that 
applies a digital signature by the signer to sign a data structure 
which containing a tree of Summary information about the 
topology, Solutions, virtual machine instances, and Solution 
registry. A hash tree signed by the “sign as tree” policy can be 
a combination of hash lists and hash chaining. 
0109. A 'sign as graph” policy is a signing policy that 
applies a digital signature by the signer to “sign a graph” 
containing a Summary information about the topology, solu 
tions, virtual machine instances, and Solution registry. 
0110. A sign using hash scheme policy is a signing policy 
that directs the use of a certain hash function for hashing a 
topology, Solutions, virtual machine instances, and Solution 
registry, or the chunked parts of a topology, solutions, virtual 
machine instances, and Solution registry. For example, in one 
illustrative embodiment, a hash function could specify that a 
Merkle hash tree is to be used to create the hash function. A 
sign using hash function policy could specify that a signature 
be computed from the hash computed as above. 
0111. A sign using aggregate signature policy is a signing 
policy that applies an aggregate digital signature to a topol 
ogy, Solutions, virtual machine instances, and solution regis 
try, or the chunked parts of a topology, Solutions, virtual 
machine instances, and solution registry. An Aggregate Sig 
nature Scheme combines several signatures associated with 
the different chunks of the document and produces a single 
signature for the complete document. The size of the aggre 
gated signature is substantially smaller than Sum of the sizes 
of the several signatures. 
0112 A sign using redactable signature policy is a signing 
policy that applies a redactable digital signature scheme to a 
topology, Solutions, virtual machine instances, or Solution 
registry represented as a set of chunks, a tree or a graph. A 
redactable digital signature permits digitally signed docu 
ments to be authenticated while also redacting certain infor 
mation even after the document has been signed. After redac 
tion, the signature scheme is used to compute the signature of 
the redacted document from the signature of the original 
document and certain other information. Thus documents can 
be authenticated even after some of the content has been 
modified/redacted, but also permits detection if the content 
(in the document redacted or as it is) has been altered. 
0113. A sign using sanitizable signature policy is a signing 
policy that applies a sanitizable digital signature scheme to a 
topology, Solutions, virtual machine instances, and Solution 
registry, represented as a set of chunks, a tree or a graph. A 
sanitizable signature allows designated portions of the docu 
ment to be modified/sanitized by a semi-trusted censor. The 
sanitizable signature still produces a valid signature on the 
document modified/sanitized by the censor. Designated por 
tions of the document are explicitly indicated as modifiable 
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under prior agreement between the signer and the censor. If 
any other portion of the document is modified, a valid signa 
ture cannot be produced. 
0114 Signing scheme 414 then registers and associated 
public/private key which key manager 416. The associated 
public/private key is a public/private key of a public/private 
key pair. Key manager 416 is a computer or a server Such as 
computer system/server 112 that receives and serves existing 
cryptographic keys to users or other programs. 
0115 Signing scheme 414 forwards signed topology 418 
to solution registration system 420. Signed topology 418 is a 
hashed set of components, including the virtual machine 
instances, a set of cloud solutions, and the connectivity 
between them. Signed topology 418 has been signed utilizing 
signing scheme 414. Each cloud solution comprises a set of 
virtual machines, dependency/network connectivity between 
the set of virtual machines, firewall/VLAN/VPN that protects 
the Solution, a list of cloud identifiers, and access control 
gateways. Each of the virtual machine instances is comprised 
of dynamic configuration parameters, static configuration 
parameters, Software details, virtualization details, image 
identifiers, other configuration files, and user information. 
Dynamic configuration parameters can include, for example 
but not limited to, Internet protocol addresses, cloud identi 
fiers, Solution identifiers, and host names. Static configura 
tion parameters can include, for example but not limited to, 
owner identifiers and administration identifiers. Software 
details and virtualization details and the, for example but not 
limited to, guess operating system identifiers, virtualization 
identifiers, and Software versioning identifiers. Image identi 
fiers identify identifiers that the virtual machine is instanti 
ated, including any existing signatures if any. Other configu 
ration files can include, for example but not limited to, a hosts 
file that maps those names to Internet protocol addresses, and 
a password file that contains a list of the systems accounts 
and information for those accounts such as userID, group ID, 
home directory, and shell. User information can include, for 
example but not limited to, end user identifiers and applica 
tion user identifiers. 
0116 Solution registration system 420 is a set of informa 
tion related to registration of the solution with any listing or 
catalog or registry of the solutions. Some or all authorized 
Solution is registered in this system. 
0117 Referring now to FIG. 5, a data flow for signing 
Solution registries and solution metadata is shown according 
to an illustrative embodiment. Solution registry signing sys 
tem 500 can execute within a management layer of a cloud 
computing environment, such as management layer 364 of 
FIG. 3. 

0118 Signed topology 510 is a signed topology such as 
signed topology 418 of FIG. 4. Signed topology 510 is a 
hashed set of components, including the virtual machine 
instances, a set of cloud solutions, and the connectivity 
between them. Each cloud solution comprises a set of virtual 
machines, dependency/network connectivity between the set 
of virtual machines, firewall/VLAN/VPN that protects the 
Solution, a list of cloud identifiers, and access control gate 
ways. Each of the virtual machine instances is comprised of 
dynamic configuration parameters, static configuration 
parameters, Software details, virtualization details, image 
identifiers, other configuration files, and user information. 
Dynamic configuration parameters can include, for example 
but not limited to, Internet protocol addresses, cloud identi 
fiers, Solution identifiers, and host names. Static configura 
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tion parameters can include, for example but not limited to, 
owner identifiers and administration identifiers. Software 
details and virtualization details and the, for example but not 
limited to, guess operating system identifiers, virtualization 
identifiers, and software versioning identifiers. Image identi 
fiers identify identifiers that the virtual machine is instanti 
ated, including any existing signatures if any. Other configu 
ration files can include, for example but not limited to, a hosts 
file that maps those names to Internet protocoladdresses, and 
a password file that contains a list of the systems accounts 
and information for those accounts such as userID, group ID, 
home directory, and shell. User information can include, for 
example but not limited to, end user identifiers and applica 
tion user identifiers. 
0119 Signed topology 510 is incorporated into in solution 
registry 512. Solution registry 512 is a hierarchical database 
that stores configuration settings and options for the Solution 
of signed topology 510. Signed topology 510 is then regis 
tered in Solution registration system 514. Signed topology 
510 can be referenced with in solution registration system 
utilizing solution metadata 516 of solution registry 512. 
I0120 Solution registration system 510 is a solution regis 
tration system such as Solution registration system 420 of 
FIG. 4. Solution metadata 516 is metadata about the solution 
and the virtual machines there in, including such as but not 
limited to, a name of the virtual machine in Solution, a 
description of the solution, and a unique identifier of the 
solution, such as a universally unique identifier (UUID). 
Solution metadata 516 can also include, but not limited to, 
configuration of the virtual machines within a solution Such 
as the amount of virtual memory and a number of virtual 
CPUS. 
I0121 Signing scheme 518 receives solution registry hun 
dred 12. Signing scheme 518 can be a signing scheme, such as 
but not limited to, signing scheme 414 of FIG. 4. Utilizing a 
public key/private key retrieved from key manager 520, sign 
ing scheme 518 creates signed registration information 522. 
0.122 Key manager 520 is a key manager such as the key 
manager 416 of FIG. 4 it manages cryptographic signing 
and/or verification keys. Signed registration information 522 
is a set of information related to registration of the Solution 
with any listing or catalog or registry of the solutions. Signed 
information includes the signatures of the registration infor 
mation. Signed registration information 522 is registered 
within solution registration system 510. 
I0123 Referring now to FIG. 6, a data flow for verifying 
Solution topologies and virtual machine instances is shown 
according to an illustrative embodiment. Solution topology 
Verification system 600 can execute within a management 
layer of a cloud computing environment, Such as manage 
ment layer 364 of FIG.3. 
0.124 Solution topology 610 is a solution topology such as 
solution topology 410 of FIG. 4. Solution topology 610 com 
prises a set of virtual machines, dependency/network connec 
tivity between the set of virtual machines, firewall/VLAN/ 
VPN that protects the solution, a list of cloud identifiers, and 
access control gateways. Each of the virtual machine 
instances is comprised of dynamic configuration parameters, 
static configuration parameters, software details, virtualiza 
tion details, image identifiers, other configuration files, and 
user information. Dynamic configuration parameters can 
include, for example but not limited to, Internet protocol 
addresses, cloud identifiers, solution identifiers, and host 
names. Static configuration parameters can include, for 
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example but not limited to, owner identifiers and administra 
tion identifiers. Software details and virtualization details and 
the, for example but not limited to, guess operating system 
identifiers, virtualization identifiers, and Software versioning 
identifiers. Image identifiers identify identifiers that the vir 
tual machine is instantiated, including any existing signatures 
if any. Other configuration files can include, for example but 
not limited to, a hosts file that maps those names to Internet 
protocol addresses, and a password file that contains a list of 
the systems accounts and information for those accounts 
Such as user ID, group ID, home directory, and shell. User 
information can include, for example but not limited to, end 
user identifiers and application user identifiers. 
0.125 Solution topology 610 includes a set of virtual 
machine instances 612. Set of virtual machine instances 612 
includes one or more virtual machines. Each of the virtual 
machines within a set of virtual machine instances 612 is 
comprised of dynamic configuration parameters, static con 
figuration parameters, software details, virtualization details, 
image identifiers, other configuration files, and user informa 
tion. Dynamic configuration parameters can include, for 
example but not limited to, Internet protocol addresses, cloud 
identifiers, solution identifiers, and host names. Static con 
figuration parameters can include, for example but not limited 
to, owner identifiers and administration identifiers. Software 
details and virtualization details and the, for example, but not 
limited to, guess operating system identifiers, virtualization 
identifiers, and Software versioning identifiers. Image identi 
fiers identify identifiers that the virtual machine is instanti 
ated, including any existing signatures if any. Other configu 
ration files can include, for example but not limited to, a hosts 
file that maps those names to Internet protocol addresses, and 
a password file that contains a list of the systems accounts 
and information for those accounts such as userID, group ID, 
home directory, and shell. User information can include, for 
example but not limited to, end user identifiers and applica 
tion user identifiers. 
0126 Solution topology 610, including the set of virtual 
machine instances 612, is forwarded to verification scheme 
614. Verification scheme 614 is a verification policy and 
associated hash functions that directs the use of and Subse 
quently uses those certain hash functions for Verifying solu 
tion topology 610, including the set of virtual machine 
instances 612. 
012.7 Key manager 616 is a key manager Such as team 
manager 416 of FIG. 4. Key manager 616 is a computer or a 
server Such as computer system/server 112 that receives and 
serves existing cryptographic keys to users or other programs. 
0128. If the verification scheme 614 verifies the solution 
topology 610 and set of VMs 612 correctly, or part of 612 or 
610 as requested by the admin correctly, then the verification 
scheme returns True 618. By correctly means the integrity 
and authenticity of the Solution topology has not been modi 
fied in an unauthorized manner and the signature is used and 
the keys from key manager are used. Otherwise 614 outputs 
false 618. 
0129 Referring now to FIG. 7, a data flow for verifying 
Solution topologies and identities of virtual machine 
instances is shown according to an illustrative embodiment. 
Solution topology verification system 700 can execute within 
a management layer of a cloud computing environment, Such 
as management layer 364 of FIG. 3. 
0.130) Identity of the solution 710 is the signature of the 
solution. That is, identity of the solution 710 is a function of 
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the solution, the signature of the solution, any verification 
objects, and the public key. Identity of the virtual machine 
instance 712 is relative to the identity of the solution 710. That 
is the identity of the virtual machine instance is a function of 
the virtual machine instance, the signature of the Solution, any 
verification objects, and the public key. 
I0131 The identity of the solution 710 and the identity of 
the virtual machine instance 712 are forwarded to verification 
scheme 714. Verification scheme 714 is a verification policy 
and associated hash functions that directs the use of and 
Subsequently uses those certain hash functions for verifying 
identity of the solution 710 and the identity of the virtual 
machine instance 712. 

0132 Key manager 716 is a key manager Such as team 
manager 416 of FIG. 4. Key manager 716 is a computer or a 
server Such as computer system/server 112 that receives and 
serves existing cryptographic keys to users or other programs. 
I0133. If the verification scheme 714 verifies the identity of 
requested solution 710 and/or the set of VMs 712 to be 
unmodified with respect to the signature(s), then it outputs 
True else False 718. 

0.134 Referring now to FIG. 8, a data flow for verifying 
Solution registries and Solution metadata is shown according 
to an illustrative embodiment. Solution registry verification 
system 800 can execute within a management layer of a cloud 
computing environment, such as management layer 364 of 
FIG. 3. 

0.135 Solution registration system 810 and is the solution 
registration system, Such as Solution registration system 420 
of FIG. 4. Solution registration system 810 forward solution 
410 of FIG. 4 registry 812 and solution metadata 814 to 
verification scheme 814. Solution registry 812 is a hierarchi 
cal database that stores configuration settings and options for 
the Solution of a signed topology. The Signed topology is then 
registered in solution registration system 810. The Signed 
topology can be referenced with in solution registration sys 
tem 810 utilizing solution metadata 814 of solution registry 
812. 

0.136 Solution metadata 814 is solution metadata such as 
solution metadata 516 of FIG. 5. Solution metadata 814 is 
metadata about the solution and the virtual machines there in, 
including Such as but not limited to, a name of the virtual 
machine in Solution, a description of the Solution, and a 
unique identifier of the Solution, such as a universally unique 
identifier (UUID). Solution metadata 516 can also include, 
but not limited to, configuration of the virtual machines 
within a solution Such as the amount of virtual memory and a 
number of virtual CPUs. 

0.137 Verification scheme 816 receives solution registry 
812 and solution metadata 814 from solution registration 
system 810. Verification scheme 816 is a verification policy 
and associated hash functions that directs the use of and 
Subsequently uses those certain hash functions for verifying 
identity of solution registry 812 and solution metadata 814. 
0.138 Key manager 818 is a key manager such as key 
manager 416 of FIG. 4. Key manager 818 is a computer or a 
server Such as computer system/server 112 that receives and 
serves existing cryptographic keys to users or other programs 
Verification scheme 816 retrieves the corresponding private 
key from Key manager 818 for verification of solution regis 
try 812 solution metadata 814. 
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0.139. If the solution registry 812 or the solution meta-data 
814 or the requested parts of 812 or 814 reverified by the 816, 
then if the integrity Is verified to be correct then 816 returns 
true else false 820. 
0140. Referring now to FIG. 9, a flowchart for signing 
Solution topologies and virtual machine instances is shown 
according to an illustrative embodiment. Process 900 is a 
Software process executing within a signing scheme in a 
Solution topology signing system, such as signing scheme 
414 in Solution topology signing system 400 of FIG. 4. 
0141. The process 900 begins by receiving a solution 
topology and virtual machine instances (step 910). The solu 
tion topology can be for example solution topology 410 of 
FIG. 4. The Solution topology includes a set of virtual 
machine instances. The Set the virtual machine instances 
includes one or more virtual machines. Each of the virtual 
machines within a set of virtual machine instances is com 
prised of dynamic configuration parameters, static configu 
ration parameters, software details, virtualization details, 
image identifiers, other configuration files, and user informa 
tion. Dynamic configuration parameters can include, for 
example but not limited to, Internet protocol addresses, cloud 
identifiers, solution identifiers, and host names. Static con 
figuration parameters can include, for example but not limited 
to, owner identifiers and administration identifiers. Software 
details and virtualization details and the, for example but not 
limited to, guess operating system identifiers, virtualization 
identifiers, and Software versioning identifiers. Image identi 
fiers identify identifiers that the virtual machine is instanti 
ated, including any existing signatures if any. Other configu 
ration files can include, for example but not limited to, a hosts 
file that maps those names to Internet protocol addresses, and 
a password file that contains a list of the systems accounts 
and information for those accounts such as userID, group ID, 
home directory, and shell. User information can include, for 
example but not limited to, end user identifiers and applica 
tion user identifiers. 
0142. Responsive to receiving the Solution topology and 
virtual machine instance, method 900 retrieves the associated 
key from the key manager (step 920), and signs the Solution 
topology and virtual machine instances with the appropriate 
signing scheme (step 930). The signing scheme can be for 
example a signing scheme Such as signing scheme 414 of 
FIG. 4. The signing scheme is a signing policy and associated 
hash functions that directs the use of and Subsequently uses 
those certain hash functions for hashing a Solution topology, 
including the set of virtual machine instances. 
0143 Process 900 forwards the signed topology to a solu 
tion registration system (step 940), with the process terminat 
ing thereafter. The signed topology can be, for example a 
signed topology Such as signed topology 418 of FIG. 4. The 
Solution registration system can be, for example a solution 
registration system such as solution registration 420 of FIG. 
4 

0144. The Signed topology is a hashed set of components, 
including the virtual machine instances, a set of cloud solu 
tions, and the connectivity between them. The Signed topol 
ogy has been signed utilizing signing scheme. Each cloud 
Solution comprises a set of virtual machines, dependency/ 
network connectivity between the set of virtual machines, 
firewall/VLAN/VPN that protects the solution, a list of cloud 
identifiers, and access control gateways. Each of the virtual 
machine instances is comprised of dynamic configuration 
parameters, static configuration parameters, software details, 
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virtualization details, image identifiers, other configuration 
files, and user information. Dynamic configuration param 
eters can include, for example but not limited to, Internet 
protocol addresses, cloud identifiers, Solution identifiers, and 
host names. Static configuration parameters can include, for 
example but not limited to, owner identifiers and administra 
tion identifiers. Software details and virtualization details and 
the, for example but not limited to, guess operating system 
identifiers, virtualization identifiers, and Software versioning 
identifiers. Image identifiers identify identifiers that the vir 
tual machine is instantiated, including any existing signatures 
if any. Other configuration files can include, for example but 
not limited to, a hosts file that maps those names to Internet 
protocol addresses, and a password file that contains a list of 
the systems accounts and information for those accounts 
Such as user ID, group ID, home directory, and shell. User 
information can include, for example but not limited to, user 
identifiers and application user identifiers. 
0145 Solution registration system 420 is a set of informa 
tion related to registration of the solution with any listing or 
catalog or registry of the solutions. Some or all authorized 
Solution is registered in this system. 
014.6 Referring now to FIG. 10, a flowchart or signing a 
Solution registry including solution metadata is shown 
according to an illustrative embodiment. Process 1000 is a 
Software process executing within a signing scheme in a 
Solution registry signing system, such as signing scheme 518 
in solution registry signing system 500 of FIG. 5. 
0147 Process 1000 begins by receiving a solution registry, 
including solution metadata (step 1010). The solution registry 
can be solution registry such as solution registry 512 of FIG. 
5. The solution registry is a hierarchical database that stores 
configuration settings and options for the Solution of a signed 
topology. The Signed topology is then registered in a solution 
registration system. The Signed topology can be referenced 
with in Solution registration system utilizing solution meta 
data of the solution registry. 
0.148. The Signed topology is a hashed set of components, 
including the virtual machine instances, a set of cloud solu 
tions, and the connectivity between them. Each cloud solution 
comprises a set of virtual machines, dependency/network 
connectivity between the set of virtual machines, firewall/ 
VLAN/VPN that protects the solution, a list of cloud identi 
fiers, and access control gateways. Each of the virtual 
machine instances is comprised of dynamic configuration 
parameters, static configuration parameters, software details, 
virtualization details, image identifiers, other configuration 
files, and user information. Dynamic configuration param 
eters can include, for example but not limited to, Internet 
protocol addresses, cloud identifiers, Solution identifiers, and 
host names. Static configuration parameters can include, for 
example but not limited to, owner identifiers and administra 
tion identifiers. Software details and virtualization details and 
the, for example but not limited to, guess operating system 
identifiers, virtualization identifiers, and Software versioning 
identifiers. Image identifiers identify identifiers that the vir 
tual machine is instantiated, including any existing signatures 
if any. Other configuration files can include, for example but 
not limited to, hosts file that maps those names to Internet 
protocol addresses, and a password file that contains a list of 
the systems accounts and information for those accounts 
Such as user ID, group ID, home directory, and shell. User 
information can include, for example but not limited to, end 
user identifiers and application user identifiers. 
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0149 Responsive to receiving the solution topology and 
virtual machine instance, process 1000 retrieves the associ 
ated key from the key manager (step 1020), and signs the 
Solution topology and virtual machine instances with the 
appropriate signing scheme (step 1030). The signing scheme 
can be a signing scheme Such as signing scheme 414 of FIG. 
4. The signing scheme is a signing policy and associated hash 
functions that directs the use of and Subsequently uses those 
certain hash functions for hashing the Solution topology, 
including the set of virtual machine instances. 
0150 Process 1000 forwards a signed registration infor 
mation for the solutions to Solution registration system (step 
1040), with the process terminating thereafter. The signed 
registration information for the solutions can be, for example 
a . . . . The solution registration system can be, for example a 
Solution registration system such as solution registration 420 
of FIG. 4. 
0151. The Signed topology is a hashed set of components, 
including the virtual machine instances, a set of cloud solu 
tions, and the connectivity between them. The Signed topol 
ogy has been signed utilizing a signing scheme. Each cloud 
Solution comprises a set of virtual machines, dependency/ 
network connectivity between the set of virtual machines, 
firewall/VLAN/VPN that protects the solution, a list of cloud 
identifiers, and access control gateways. Each of the virtual 
machine instances is comprised of dynamic configuration 
parameters, static configuration parameters, software details, 
virtualization details, image identifiers, other configuration 
files, and user information. Dynamic configuration param 
eters can include, for example but not limited to, Internet 
protocol addresses, cloud identifiers, Solution identifiers, and 
host names. Static configuration parameters can include, for 
example but not limited to, owner identifiers and administra 
tion identifiers. Software details and virtualization details and 
the, for example but not limited to, guess operating system 
identifiers, virtualization identifiers, and Software versioning 
identifiers. Image identifiers identify identifiers that the vir 
tual machine is instantiated, including any existing signatures 
if any. Other configuration files can include, for example but 
not limited to, a hosts file that maps those names to Internet 
protocol addresses, and a password file that contains a list of 
the systems accounts and information for those accounts 
Such as user ID, group ID, home directory, and shell. User 
information can include, for example but not limited to, user 
identifiers and application user identifiers. 
0152 Solution registration system 420 is a set of informa 
tion related to registration of the solution with any listing or 
catalog or registry of the solutions. Some or all authorized 
Solution is registered in this system. 
0153. Referring now to FIG. 11, a flowchart for verifying 
Solution topologies and virtual machine instances is shown 
according to an illustrative embodiment. Process 1100 is a 
Software process executing within a verification scheme in a 
Solution registry signing system such as Verification scheme 
614 of FIG. 6. 
0154 Process 1100 begins by receiving a solution topol 
ogy, including a set of virtual machines (step 1110). The 
Solution topology can be a solution topology Such as Solution 
topology 610 of FIG. 6. 
0155 The Solution topology is a set of virtual machines, 
dependency/network connectivity between the set of virtual 
machines, firewall/VLAN/VPN that protects the solution, a 
list of cloud identifiers, and access control gateways. Each of 
the virtual machine instances is comprised of dynamic con 
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figuration parameters, static configuration parameters, soft 
ware details, virtualization details, image identifiers, other 
configuration files, and user information. Dynamic configu 
ration parameters can include, for example but not limited to, 
Internet protocol addresses, cloud identifiers, Solution iden 
tifiers, and host names. Static configuration parameters can 
include, for example but not limited to, owner identifiers and 
administration identifiers. Software details and virtualization 
details and the, for example but not limited to, guess operating 
system identifiers, virtualization identifiers, and software ver 
sioning identifiers. Image identifiers identify identifiers that 
the virtual machine is instantiated, including any existing 
signatures if any. Other configuration files can include, for 
example but not limited to, a hosts file that maps those names 
to Internet protocol addresses, and a password file that con 
tains a list of the systems accounts and information for those 
accounts such as userID, group ID, home directory, and shell. 
User information can include, for example but not limited to, 
end user identifiers and application user identifiers. 
0156 The Solution topology includes a set of virtual 
machine instances. The Set of virtual machine instances 
includes one or more virtual machines. Each of the virtual 
machines within a set of virtual machine instances is com 
prised of dynamic configuration parameters, static configu 
ration parameters, Software details, virtualization details, 
image identifiers, other configuration files, and user informa 
tion. Dynamic configuration parameters can include, for 
example but not limited to, Internet protocol addresses, cloud 
identifiers, solution identifiers, and host names. Static con 
figuration parameters can include, for example but not limited 
to, owner identifiers and administration identifiers. Software 
details and virtualization details and the, for example but not 
limited to, guess operating system identifiers, virtualization 
identifiers, and software versioning identifiers. Image identi 
fiers identify identifiers that the virtual machine is instanti 
ated, including any existing signatures if any. Other configu 
ration files can include, for example but not limited to, a hosts 
file that maps those names to Internet protocoladdresses, and 
a password file that contains a list of the systems accounts 
and information for those accounts such as userID, group ID, 
home directory, and shell. User information can include, for 
example but not limited to, end user identifiers and applica 
tion user identifiers. 

0157 Responsive to receiving the solution topology, pro 
cess 1100 retrieves a corresponding public key from the key 
manager (step 1120). The key manager can be a key manager 
such as key manager 616 of FIG. 6. The Key manager is a 
computer or a server Such as computer system/server 112 that 
receives and serves existing cryptographic keys to users or 
other programs. 
0158 Responsive to receiving the public key, process 
1100 hashes a current topology (step 1130). The current 
topology is a set of virtual machines, dependency/network 
connectivity between the set of virtual machines, firewall/ 
VLAN/VPN that protects the solution, a list of cloud identi 
fiers, and access control gateways currently utilized by the 
running Solution. Each of the virtual machine instances is 
comprised of dynamic configuration parameters, static con 
figuration parameters, Software details, virtualization details, 
image identifiers, other configuration files, and user informa 
tion. Dynamic configuration parameters can include, for 
example but not limited to, Internet protocol addresses, cloud 
identifiers, solution identifiers, and host names. Static con 
figuration parameters can include, for example but not limited 
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to, owner identifiers and administration identifiers. Software 
details and virtualization details and the, for example but not 
limited to, guess operating system identifiers, virtualization 
identifiers, and Software versioning identifiers. Image identi 
fiers identify identifiers that the virtual machine is instanti 
ated, including any existing signatures if any. Other configu 
ration files can include, for example but not limited to, a hosts 
file that maps those names to Internet protocol addresses, and 
a password file that contains a list of the systems accounts 
and information for those accounts such as userID, group ID, 
home directory, and shell. User information can include, for 
example but not limited to, end user identifiers and applica 
tion user identifiers. 
0159. The current topology includes a set of virtual 
machine instances. The Set of virtual machine instances 
includes one or more virtual machines. Each of the virtual 
machines within a set of virtual machine instances is com 
prised of dynamic configuration parameters, static configu 
ration parameters, software details, virtualization details, 
image identifiers, other configuration files, and user informa 
tion. Dynamic configuration parameters can include, for 
example but not limited to, Internet protocol addresses, cloud 
identifiers, solution identifiers, and host names. Static con 
figuration parameters can include, for example but not limited 
to, owner identifiers and administration identifiers. Software 
details and virtualization details and the, for example but not 
limited to, guess operating system identifiers, virtualization 
identifiers, and Software versioning identifiers. Image identi 
fiers identify identifiers that the virtual machine is instanti 
ated, including any existing signatures if any. Other configu 
ration files can include, for example but not limited to, a hosts 
file that maps those names to Internet protocol addresses, and 
a password file that contains a list of the systems accounts 
and information for those accounts such as userID, group ID, 
home directory, and shell. User information can include, for 
example but not limited to, end user identifiers and applica 
tion user identifiers. 

0160 Process 1100 then determines whether the signed 
topology matches the current topology (step 1140). The 
signed topology matches the current topology if the signature 
for the signed topology matches the hash of the current topol 
Ogy. 
0161 Responsive to determining that the current topology 
matches the signed topology (“yes” at Step 1140), process 
1100 verifies the current topology (step 1150) with the pro 
cess terminating thereafter. 
0162 Responsive to determining that the current topology 
does not match the signed topology (“no” at step 1140), 
process 1100 takes further corrective action (step 1160). The 
corrective action can be, but is not limited to, informing a 
system administrator of the nonmatching of the current topol 
ogy, and terminating any virtual machines within the current 
topology. Process 1100 terminates thereafter. 
0163 Referring now to FIG. 12, a flowchart for verifying 
the identity of a solution or the identity of a virtual machine 
instance is shown according to an illustrative embodiment. 
Process 1200 is a software process executing within a verifi 
cation scheme in a solution registry signing system such as 
verification scheme 714 of FIG. 7. 
0164 Process 1200 begins by receiving an identity of a 
Solution or an identity of a virtual machine instance (step 
1210). The identity of the solution can be an identity of the 
solution such as identity of the solution 710 of FIG. 7. The 
identity of the virtual machine instance can be an identity of 
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a virtual machine instance such as identity of the virtual 
machine instance 712 of FIG. 7. 
0.165. The Identity of the solution is the signature of the 
solution. That is, the identity of the solution is a function of 
the solution, the signature of the solution, any verification 
objects, and the public key. Identity of the virtual machine 
instance is relative to the identity of the solution. That is the 
identity of the virtual machine instance is a function of the 
virtual machine instance, the signature of the solution, any 
verification objects, and the public key. 
0166 Responsive to receiving the solution topology, pro 
cess 1200 retrieves a corresponding public key from the key 
manager (step 1220). The key manager can be a key manager 
such as key manager 716 of FIG. 7. Key manager 716 is a 
computer or a server Such as computer system/server 112 that 
receives and serves existing cryptographic keys to users or 
other programs. 
0.167 Responsive to receiving the public key, process 
1200 hashes a current identity of the solution or a current 
identity of the virtual machine instance (step 1130). Identity 
of the solution 710 is the signature of the solution. That is, 
identity of the solution 710 is a function of the solution, the 
signature of the solution, any verification objects, and the 
public key. Identity of the virtual machine instance 712 is 
relative to the identity of the solution 710. That is the identity 
of the virtual machine instance is a function of the virtual 
machine instance, the signature of the Solution, any verifica 
tion objects, and the public key. 
(0168 The identity of the solution and the identity of the 
virtual machine instances are forwarded to verification 
scheme. The Verification scheme is a verification policy and 
an associated hash function that directs the use of and Subse 
quently uses those certain hash functions for verifying iden 
tity of the solution is to and the identity of the virtual machine 
instance 712. 
(0169 Process 1200 then determines whether the signed 
identity of the solution or identity of the virtual machine 
instances matches the current identity of the solution or cur 
rent identity of the virtual machine instance (step 1240). The 
signed identity of the solution or the signed identity of the 
virtual machine instance matches the current identity of the 
solution or the current identity of the virtual machine instance 
if the signature for the signed identity of the solution or the 
signature for the signed identity of the virtual machine 
instance matches the hash of the current identity of the solu 
tion or the hash of the current identity of the virtual machine 
instance. 
0170 Responsive to determining that the signed identity 
of the solution or the signed identity of the virtual machine 
instance matches the current identity of the solution or the 
current identity of the virtual machine instance (“yes” at step 
1240), process 1200 verifies the current identity of the solu 
tion or the current identity of the virtual machine instance 
(step 1250) with the process terminating thereafter. 
0171 Responsive to determining that the signed identity 
of the solution or the signed identity of the virtual machine 
instance does not match the current identity of the solution or 
the current identity of the virtual machine instance (“no” at 
step 1240), process 1200 takes further corrective action (step 
1260). The corrective action can be, but is not limited to, 
informing a system administrator of the nonmatching of the 
current identity of the solution or identity of the virtual 
machine, and terminating any virtual machines within the 
current solution. Process 1200 terminates thereafter. 
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0172 Referring now to FIG. 13, a flowchart of a process 
for verifying solution registries and Solution metadata is 
shown according to an illustrative embodiment. Process 1300 
is a software process executing within a verification scheme 
in a solution registry verification system such as verification 
Scheme 814 of FIG. 8. 
0173 Process 1300 begins when a solution registry, 
including solution metadata, is received from a solution reg 
istration system (step 1310). The Solution registration system 
is a solution registration system, Such as solution registration 
system 810 of FIG. 8. The Solution registration system for 
wards the solution registry and the solution metadata to a 
verification scheme. The Solution registry is a hierarchical 
database that stores configuration settings and options for the 
Solution of a signed topology. The Signed topology is then 
registered in Solution registration system, such as Solution 
registration system 810 of FIG.8. The Signed topology can be 
referenced within the solution registration system utilizing 
the solution metadata of the Solution registry. 
0174 The Solution metadata is metadata about the solu 
tion and the virtual machines there in, including Such as but 
not limited to, a name of the virtual machine in Solution, a 
description of the solution, and a unique identifier of the 
solution, such as a universally unique identifier (UUID). The 
Solution metadata can also include, but not limited to, con 
figuration of the virtual machines withina Solution Such as the 
amount of virtual memory and a number of virtual CPUs. 
0175 Responsive to receiving the solution registry and the 
solution metadata, process 1300 retrieves a corresponding 
public key from the key manager (step 1320). The key man 
ager can be a key manager Such as key manager 816 of FIG. 
8. The Key manager is a computer or a server Such as com 
puter system/server 112 that receives and serves existing 
cryptographic keys to users or other programs. 
0176 Responsive to receiving the public key, process 
1300 hashes the solution registry and the solution metadata 
(step 1330). 
(0177 Process 1300 then determines whether the signed 
Solution registry & Solution metadata match the current solu 
tion registry and current solution metadata (step 1340). The 
signed solution registry & Solution metadata match the cur 
rent solution registry and current Solution metadata if the 
signature for the signed solution registry & Solution metadata 
matches the hash of the current Solution registry and current 
Solution metadata. 
0.178 Responsive to determining that the signed solution 
registry & Solution metadata match the current Solution reg 
istry and current solution metadata (“yes” at step 1340), pro 
cess 1300 verifies current solution registry and current solu 
tion metadata (step 1350) with the process terminating 
thereafter. 
0179 Responsive to determining that the signed solution 
registry & Solution metadata does not match the current Solu 
tion registry and current solution metadata ('no' at Step 
1340), process 1300 takes further corrective action (step 
1360). The corrective action can be, but is not limited to, 
informing a system administrator of the nonmatching of the 
current solution registry and current Solution metadata, and 
terminating any virtual machines within the current solution. 
Process 1300 terminates thereafter. 

0180 Thus, illustrative embodiments of the present inven 
tion provide a computer implemented method to Verify an 
integrity of a solution. The computer implemented method 
comprises hashing, by a computer, a set of virtual machine 
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instances in a solution topology of the Solution. The computer 
hashes a set of connections in the Solution topology. The set of 
connections comprising a connection between ones of the set 
of virtual machine instances, a connection between a first 
component of a first one of the set of virtual machine 
instances and a second component of a second one of the set 
of virtual machine instances, and combinations thereof. The 
computer hashes a set of Solution-specific information, and 
then signs the hashes to create a first signed topology. 
0181. The descriptions of the various embodiments of the 
present invention have been presented for purposes of illus 
tration, but are not intended to be exhaustive or limited to the 
embodiments disclosed. Many modifications and variations 
will be apparent to those of ordinary skill in the art without 
departing from the scope and spirit of the described embodi 
ment. The terminology used herein was chosen best to explain 
the principles of the embodiment, the practical application or 
technical improvement over technologies found in the mar 
ketplace, or to enable others of ordinary skill in the art to 
understand the embodiments disclosed here. 
0182. The flowchart and block diagrams in the Figures 
illustrate the architecture, functionality, and operation of pos 
sible implementations of systems, methods and computer 
program products according to various embodiments of the 
present invention. In this regard, each block in the flowchart 
or block diagrams may represent a module, segment, or por 
tion of code, which comprises one or more executable 
instructions for implementing the specified logical function 
(s). It should also be noted that, in some alternative imple 
mentations, the functions noted in the block might occur out 
of the order noted in the figures. For example, two blocks 
shown in Succession may, in fact, be executed Substantially 
concurrently, or the blocks may sometimes be executed in the 
reverse order, depending upon the functionality involved. It 
will also be noted that each block of the block diagrams 
and/or flowchart illustration, and combinations of blocks in 
the block diagrams and/or flowchart illustration, can be 
implemented by special purpose hardware-based systems 
that perform the specified functions or acts, or combinations 
of special purpose hardware and computer instructions. 
What is claimed is: 
1. A computer implemented method to Verify an integrity 

of a solution, the computer implemented method comprising 
hashing, by a computer, a set of virtual machine instances 

in a solution topology of the solution; 
hashing, by the computer, a set of connections in the solu 

tion topology, the set of connections comprising a con 
nection between ones of the set of virtual machine 
instances, a connection between a first component of a 
first one of the set of virtual machine instances and a 
second component of a second one of the set of virtual 
machine instances, and combinations thereof; 

hashing, by the computer, a set of Solution-specific infor 
mation; and 

signing, by the computer, the hashes to create a first signed 
topology. 

2. The computer implemented method of claim 1, wherein 
the step of hashing the set of virtual machine instances further 
comprises: 

hashing, by the computer, the set of virtual machine 
instances in the Solution topology of the solution, each of 
the set of virtual machine instances comprising at least 
one of dynamic configuration parameters, static con 
figuration parameters, software details, virtualization 



US 2014/0181984 A1 

details, image identifications, existing signatures, con 
figuration files, and user information. 

3. The computer implemented method of claim 2, wherein 
the dynamic configuration parameters are selected from the 
group consisting of Internet protocol addresses, cloud iden 
tities, solution identities, host names, and combinations 
thereof. 

4. The computer implemented method of claim 2, wherein 
the static configuration parameters are selected from the 
group consisting of owner identities, administration identi 
ties, and combinations thereof. 

5. The computer implemented method of claim 2, wherein 
the software details and virtualization details are selected 
from the group consisting of guest operating systems, virtu 
alization identities, and combinations thereof. 

6. The computer implemented method of claim3, wherein 
the Solution identity is a function of the Solution, a Solution 
signature, a verification object, and a key. 

7. The computer implemented method of claim 2, wherein 
the set of virtual machine instances as an associate virtual 
machine, wherein the virtual machine identity is a function of 
the virtual machine instance, a solution signature, a verifica 
tion object, and a key. 
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8. The computer implemented method of claim 1, wherein 
hashing the set of virtual machine instances, hashing the set of 
connections, and hashing the set of solution-specific informa 
tion comprise hashing as a string, hashing as a tree, or hashing 
as a graph. 

9. The computer implemented method of claim 1, wherein 
the step of signing the hashes further comprises the hashes to 
create the first signed topology, wherein the signing scheme is 
selected from an RSA signing scheme, a DSA signing 
Scheme, a composite signature signing scheme, and an aggre 
gate signature signing Scheme. 

10. The computer implemented method of claim 1, further 
comprising: 

receiving, by the computer, a second signed topology; 
comparing the first signed topology to the second signed 

topology; and 
responses to the second signed topology being equal to the 

first signed topology, Verifying the integrity of the solu 
tion. 


