wo 2014/147865 A1 || J1 ¥ 1 00O 000 RO A

(43) International Publication Date
25 September 2014 (25.09.2014)

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2014/147865 A1l

WIPOIPCT

(51

eay)

(22)

(25)
(26)
(30)

1

International Patent Classification:
GO6F 11/00 (2006.01) G11C 16/34 (2006.01)
GO6F 12/02 (2006.01) GO6F 11/20 (2006.01)

International Application Number:
PCT/JP2013/073859

International Filing Date:
29 August 2013 (29.08.2013)

Filing Language: English
Publication Language: English
Priority Data:

2013-055548 18 March 2013 (18.03.2013) JP

Applicant: KABUSHIKI KAISHA TOSHIBA [JP/JP];
1-1, Shibaura 1-chome, Minato-ku, Tokyo, 1058001 (JP).

(74

(8D

(72) Inventors: HASHIMOTO, Daisuke; c/o Intellectual Prop-

erty Division, Toshiba Corporation, 1-1, Shibaura 1-
chome, Minato-ku, Tokyo, 1058001 (JP). NAGALI, Koichi;
c/o Intellectual Property Division, Toshiba Corporation, 1-
1, Shibaura 1-chome, Minato-ku, Tokyo, 1058001 (JP).
WATANABE, Takanori; c/o Intellectual Property Divi-
sion, Toshiba Corporation, 1-1, Shibaura 1-chome, Min-
ato-ku, Tokyo, 1058001 (JP).

Agent: SAKAI, Hiroaki; Sakai International Patent Of-
fice, Kasumigaseki Building, 2-5, Kasumigaseki 3-chome,
Chiyoda-ku, Tokyo, 1006020 (JP).

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, KE, KG, KN, KP, KR, KZ,
LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

[Continued on next page]

(54) Title: INFORMATION PROCESSING SYSTEM, CONTROL PROGRAM, AND INFORMATION PROCESSING DEVICE

.
<111
INFORMATION PROCESSING DEVICE s
s
8 MAIN MEMORY
9 5 oA
DISPLAY 5
CONTROLLER OPERATING
SYSTEM (0S)

CHIP S8ET

200
NETWORK 681

CONTROL
PROGRAM
CONTROLLER 300
513
ce-]

usB - 5450
CONTROLLER

By

14
KEYBOARD

]

MOUSE [l 5 LOGICAL DRIVE
15 6D—177 STATUS TABLE
OPTICAL
DRIVE
19— [™~—19

LOGICAL DRIVE

52 53 e
STORAGE STORAGE
UNIT UNIT

(57) Abstract: According to an embodiment, an information
processing system determines a storage status of a first stor-
age unit based on reliability information acquired from the
first storage unit, when the storage status of the first storage
unit is recognized as a protected state, executes write on a
second storage unit and executes read on at least one of the
first and second storage units, and updates addresses of
stored data in the first and second storage units according to
the write.



WO 2014/147865 A1 |00 000 0O A

(84) Designated States (unless otherwise indicated, for every SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
kind of regional protection available): ARTIPO (BW, GH, GW, KM, ML, MR, NE, SN, TD, TG).
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ, .
UG, ZM, ZW), Burasian (AM, AZ, BY, KG, KZ, RU, TJ, 'ublished:
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK, —  with international search report (Art. 21(3))
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,




10

15

20

25

30

WO 2014/147865 : PCT/JP2013/073859

DESCRIPTION

INFORMATION PROCESSING SYSTEM, CONTROL PROGRAM, AND
INFORMATION PROCESSING DEVICE

CROSS-REFERENCE TO RELATED APPLICATION
This application is based upon claims the benefit of
priority from Japanese Patent Application No. 2013-055548
filed on March 18, 2013, the entire contents of all of

which are incorporated herein by reference.

FIELD

Embodiments described herein relate to an information
processing system, a control program, and an information
processing device for migrating data of a first storage

unit to a second storage unit.

BACKGROUND

When a:secondary storage device for a personal
computer or a server is configured using a flash memory, in
some case, there are a defeétive block that cannot be used
as a storage area or a defective area that cannot be read
because, for example, errors often occur. When the number
of defective blocks or the number of defective areas
exceeds an upper limit value, because a new defective block
or defective area cannot be registered, write of writé—
requested data in a flash memory cannot be guaranteed.
Therefore, when the number of defective blocks or the
number of defective areas exceeds the upper limit value,
even if there is a free area in the flash memory, write of
data is suddenly disabled.

Therefore, there is a method of monitoring

deterioration of a storage device and limiting write of
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data ffom'én information processing device to the storage
device before the life end of the storage device. With
this method, it is possible to back up user data in another
storage device and migrate the user data before the life
end of the storage device and prevent a data loss due to
the life end of the storage device.

However, this method is complicated because work for
backing up the user data in the other storage device has to
be performed. Further, because data write in the original
storage device for backup is limited by the information
processing device, it is likely that the operation of
various application programs loaded in the information
processing device is limited and processing speed of the
application programs falls. ‘

There are literatures related to the related art as
listed below. |

Patent Literature 1 United States Patent'Application
Publication No. 2012/0284453

Patent Literature 2 United States Patent Application
Publication No. 2012/0246388

Patent Literature 3 United States Patent Application
Publication No. 2009/0222617

Patent Literature 4 United States Patent No. 8,230,164

Patent Literature 5 United States Patent No. 7,861,122

Patent Literature ¢ United States Patent No. 7,840,836

Patent Literature 7 United States Patent Application
Publication No. 2007/0214187

Patent Literature 8 United States Patent No. 7,606,946

Patent Literature 9 United States Patent No. 6,529,992

Patent Literature 10 United States Patent No. 7,
222,259
Patent Literature 11 United States Patent No.

7,424,639
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_ Patent
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Patent
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Patent
Application
Patent
Application
- Patent
Patent

Laid~Open No.

Patent
Patént
8,176,367
Patent
Bpplication
Patént
Patent
Patent

Laid-Open No.

Patent

Non-Patent Literature 1
ATA/ATAPI Command Set-3 (ACS-3),

ATAATAPI Command Set - 3.pdf, Sep. 04. 2012,

Literature 12

Literature 13

Literature 14

Literature 15

Publication No.

Literature 16

Publication No.

Literature 17
Literature 18
2010-225021
Literature 19

Literature 20

Literature 21

Publication No.

Literature 22
Literature 23
Literature 24
2011-209879

Literature 25

http://www.tl3.0rg/

United States
United States
United States
United States
2010/0325199

United States
2011/0239083

PCT/JP2013/073859

Patent No.

Patent No.
Patent No.

Patent

Patent

Japanese Patent No. 5052376

Japanese Patent Application

Japanese Patent No.

United States

United States
2011/0197045

Japanese Patent No.

Japanese Patent No.

3,565,687
Patent No.

Patent

4,643,456
4,764,490

Japanese Patent Application

Wo2013/027642

Information technology

d216lr4d-

Non-Patent Literature 2 NVM Express Revisionll.l, Oct.

11. 2012, NVM Express_1 1l.pdf, http://www.nvmexpress.org/

Non-Patent Literature 3

Serial ATA International

Organization: Serial ATA Revision 3.1 Gold Revision, Jul.

18. 2011, http://www.serialata.org/

Non-Patent Literature 4

PCI Express Base
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 Specification Revision 3.0, Nov. 10. 2010,

http://www.pcisig.com/
Non-Patent Literature 5 Serial ATA Technical

Proposal: SATA31 TPR C108 Title: Device Sleep,

‘http://www.serialata.org/

Non-Patent Literature 6 SCSI Primary Commands-4 (SPC-
4), INCITS T10/1731-D, Revision 36e, http://www.tl0.org/

Non-Patent Literature 7 Masaru Kitsuregawa,
"Yokuwakaru Storage Networking", First Edition, Ohm, Ltd.,
May 20, 2011, p. 6 to 9 and p. 67 to 93

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a functional
configuration example of an information processing system
in a first embodiment;

Fig. 2 is a block diagram of a functional
configuration example of the information processing.system
in storing a control program in a SSD;

. Fig. 3 is a bldck diagram of a functional
configuration example of the information processing system
in storing the control program in another external storage
device;

Fig. 4 is a block diagram of a functional
configuration example of the information processing system
in installing the control program from a WEB;

Fig. 5 is block.diagram of a functional configuration
example of the information processing system in installing
the control program from an optical drive;

Fig. 6 1s a block diagram of a functional
configuration example of the information processing system
in installing the control program from a USB memory;

Fig. 7 is a block diagram of a hierarchical functional

configuration example of the information processing device;
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Fig.'8 is a diagram of an external configuration of

the information processing system;

"Fig. 9 is a diagram of another external configuration

of the information processing system;

Fig. 10 is a block diagram of a functional

configuration example of a NAND memory chip;

Fig. 11 is a circuit diagram of a configuration

example of one plane included in the NAND memory chip;

Fig. 12 is a diagram of a threshold voltage

distribution in a four-level data storage method;

Fig. 13 is a block diagram of a functional

configuration example of the SSD;

Fig. 14 is a diagram of management information of the

SSD;

Fig. 15 is a diagram of a relation between an LBA and

a management unit of the SSD;

Fig. 16 is a flowchart for explaining

specifying a physical address from the LBA;

Fig. 17 is a flowchart for explaining
read operation from the SSD;

Fig. 18 is a flowchart for explaining
read operation from the SSD;

Fig. 19 is a flowchart for explaining

read operation from the SSD;

a procedure for
an example of a
an example of a

an example of a

Fig. 20A and Fig. 20B are flowchart for explaining an

example of a read operation from the SSD;

Fig. 21 is a flowchart for explaining
procedure in performing NAND GC;

Fig.k22 is a flowchart for explaining
example of the SSD performed when a delete
received; ,

Fig. 23 is a flowchart for explaining

example of the SSD performed when an error

an operation

an operation

notification is

an operation

occurs;
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Fig. 24 is a flowchart for.explainingxstatistical
information acquisition processing;

Fig. 25 is a diagram of a bad logical sector table;

Fig. 26 is a diagram of a bad cluster table;

Fig. 27A and Fig; 27B are diagram of SMART information
serving as an example of statistical information;

Fig. 28 is a graph of a relation between é Raw Value
of the statistical information and a reject ratio of the
SSD;

Fig. 29 is a flowchart for explaining an error command
response hahdling process;

Fig. 30 is a flowchart for explaining another error
command response handling process;

Fig. 31 is a diagram of a configuration example of
data managed by an information processing device before
life end processing is performed;

Fig. 32 is a diagram of internal data of a Boot
Loader;

Fig. 33 is a diagram of a configuration example of
metadata;

Fig. 34 is a flowchart of a procedure performed when
an application program transmits an access request to a
logical drive to an 0S5;

Fig. 35 is a flowchart for explaining a processing
procedure of a control program performed when, for example,
the information processing device starts;

Fig. 36 is a state transition chart for explaining a
life cycle of a storage unit;

Fig. 37 is a state transition chart for explaining a
life cycle of the storage unit;

Fig. 38 is a diagram of a configuration example of
data managed by the information processing device in a

state in which a data migration source storage unit and a
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data migration destination storage unit are connected;

Fig. 39 is a state transition chart of.a life cycle of
the storage unit; v

Fig. 40 is a flowchart for explaining processing
performed by the control program in the life end
processing;

Fig. 41 is a diagram of a logical drive status table;

Fig. 42 is a flowchart for explaining a processing
procedure of the 0OS performed when a write request is
transmitted from the application program to the 0S;

Fig. 43 is a flowchart for explaining a processing
procedure of the OS performed when a delete request is
transmitted from the application program to the 0S;

Fig. 44 is a flowchart for explaining a processing
procedure of the 0OS performed when a read request is
transmitted from the application program to the 0S;

Fig. 45 is a flowchart for explaining a processing
procedure of background backup;

Fig. 46 is a flowchart for explaining an operation
procedure of the control program performed when data
migration is completed;

Fig. 47 is a conceptual diagram of read from a logical
drive in a data migrating state;

Fig. 48 1s a conceptual diagram of write in the
logical drive in the data migrating state;

Fig. 49 is a block diagram of a functional
configuration example of an information processing system
in a second embodiment;

Fig. 50 1is a diagram of a data migration log;

Fig. 51 is a diagram of a write example of a log in
the data migration log;

Fig. 52 is a flowchart for explaining life end

processing;
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Fig. 53Avand Fig. 53B are flowchart for explaining an
operation procedure of read from a logical drive;

Fig. 54 is a flowchart for explaining a processing
procedure of an 0S performed when an LBA data delete
request is transmitted from an application program to the
0S; |

Fig. 55 is a flowchart for explaining an operation
procedure of write in the logical drive;

Fig. 56 is a flowchart for explaining a monitoring
>procedure of a data migrating state performed using the
data migration log:;

~Fig. 57 is a diagram of transition of states of the
logical drive that takes places when a storage unit has
reached the life end;

Fig. 58 1is a block diagram of a functional
cohfiguration“example of an information processing system
in a third embodiment;

Fig. 59 is a diagram for explaining a transformation
method for an array LBA (ALBA) and a storage unit LBA
(SLBA) in a normal state;

Fig. 60 is a diagram for explaining a transformation
method for the array LBA (ALBA) and the storage unit LBA
(SLBA) immediately after migration state transition;

Fig. 61 is a diagram of a data migration log;

Fig. 62 is a flowchart for explaining life end
processing;

Fig. 63 is a flowchart for explaining a processing
procedure of a control unit performed when, for example, a
RAID controller starts;

Fig. 64 is a flowchart for explaining a processing
procedure of the RAID controller in executing a read
request;

Fig. 65 is a flowchart for explaining another
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processing:procedure of the RAID controller in executing
the read request;

Fig. 66 is a flowchart for explaining a processing
procedure of the RAID controller in executing a write
reguest;

' Fig. 67 1is a diagram of a specific eXample of write
processing;

Fig. 68 is a flowchart for explaining a monitoring
procedure for a data migrating state performed using the
data migration log;

Fig. 69 is a diagram of transition of statuses of
étorage units;

Fig. 70 is a diagram of an example in which a data
migrating state of one storage unit and a failure of
another storage unit simultaneously occur;

Fig. 71 is a diagram of an example in which a data
migrating state of two storage units and a failure of
another storage unit simultaneously occur;

Fig. 72 is a diagram of an exampie in which, in a data
migrating state of one storage unit, an uncorrectable ECC
error occurs in another storage unit;

Fig. 73 is a block diagram of a functional
configuration example of an information processing system
in a fourth embodiment;

Fig. 74 is a block diagram of another functional
configuration example of the information processing system
in the fourth embocdiment;

Fig. 75 is a diagram of a status table;

Fig. 76 is a block diagram of a functional
configuration example of an information processing system
in a fifth embodiment;

Fig. 77 is a block diagram of a functional

configuration example of an information processing system
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in a sixth embodiment;

Fig. 78 is a block diagram of another functional

- configuration example of the information processing system

in the sixth embodiment;

Fig. 79 is a flowchart for explaining transition
operation of a control unit from a normal state to a low
reliabllity state;

Fig. 80 is a flowchart for explaining an example of a
processing procedure performed when the control unit
receives a storage unit information request for a storage
unit from a CPU; '

Fig. 81 is a flowchart for explaining an example of
another processing procedure performed when the control
unit receives the storage unit information request for the
storage unit from the CPU;

Fig. 82 is a diagram of a drive display screen example
in an information processing device;

Fig. 83 1is a diagram of another drive display screen
example in the information processing device; |

Fig. 84 is a diagram of another display screen example
in the information processing device; and

Fig. 85 is a block diagram of another functional
configuration example of the information processing system

in the sixth embodiment.

DETATLED DESCRIPTION
According to an embodiment, an information processing

system includes a first storage unit including a readable
and writable first memory, a second storage unit including
a readable ahd writable second memory, and an information
processing device connectable to the first storage unit and
the second storage unit. The information processing device

includes a control unit configured to execute, based on
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reliability information acquired from the first storage
unit, first processing for determining a storage status of
the first storage unit, second processing for, when the
storage statﬁs of the first storage unit is recognized as a
protected state by the first processing, executing write on
the second storage unit and executing read on the first and
second storage units, and third processing for updating
addresses of stored data in the first and second storage
units according to the write by the second processing.
Information processing systems, control programs, and
information processing devices according to embodiments are
explained in detail below with reference to the
accompanying drawings. The invention is not limited by the
embodiments.
(First Embodiment)

Configuration of a system

The confiquration of a computer syStem, which is an
example of an information processing system[ in a first
embodiment is shown ih Fig. 1. An information processing
system 1 includes an information processing device 111, one
or a plurality of storage units, and an interface 19
configured to connect the information processing device 111
and the storage units. In this embodiment, a SSD (Solid
State Drive), which is a nonvolatile storage device, is
used as the storage unit. However, the storage unit can be
other storage devices such as a hard disk drive (HDD), a
hybrid drive, a SD card, a USB memory, a NAND flash memory
chip, a magnetic tape, an embedded Multi Media Card (eMMC),
and a storage device and a memory node described in United
States Patent Application Publication No. 2012/0117354. A
plurality of storage areas included in one storage device
can be respectively used as separate storage units. 1In the

following explanation in this embodiment, a SATA (Serial
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~Advanced Technology Attachment) interface is used as the

interface 19. However, 'a PCI Express (Peripheral Component
Interconnect Express, PCIe), a USB (UniVersal Serial Bus),

a SAS (Serial Attached SCSI), a Thunderbolt (registered

“trademark), an'Ethernet (registered trademark), a Fibre

channel, and the like can be used. A CPU (a control
circuit) 5 is a central processing unit in the information
processing device 111. Various calculations and controls
in the information processing device 111 are performed by
the CPU 5. The CPU 5 and a chip set 7 are connected by an
interface such as a DMI (Direct Media Interface). The CPU
5 performs control of a storage unit 2 and an optical drive
10 such as a DVD drive via the chip set 7. The CPU 5
performs control of a main memory 6. As the main memory 6,
for example, a DRAM (Dynamic Random Access Memory), a MRAM
(Magnetoresistive Random Access Memory), a ReRAM
(Resistance Random Access Memory), and a FeRAM
(Ferrcelectric Random Access Memory) can be adopted.

_ A user performs control of ﬁhe information processing
device 111 through an input device such as a keyboard 14 or
a mouse 15. A signal from the keyboard 14 or the mouse 15
is processed by the CPU 5 via, for example, a USB
(Universal Serial Bus) controller 13 and the chip set 7.
The CPU 5 sends image data and text data to a display (a
display device) 9 via a display controller 8. The user can
visually recognize, via the display 9, the image data and
the text data sent from the information processing device
111.

The CPU 5 is a processor provided to control the

operation of the information processing device 111. The
CPU 5 executes, for example, an operating system (0S) 100

loaded from the storage unit 2 to the main memory 6.

7Further, when the optical drive 10 enables execution of at
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least one of read processing and write processing on an
inserted optical disk, the CPU 5 executes the processing.
The CPU 5 executes UEFI (Unified Extensible Firmware
Interface) firmware, a system BIOS (Basic Input/Output
System), and the like stored in a ROM 11. The UEFI
firmware and the system BIOS are programs for hardware
control in the information processing device 111. Besides,
the CPU 5 controls a network controller 12 via the chip set
7. As the network controller 12, there are, for example, a
LAN (Local Area Network) controller and a wireless LAN
controller.

The main memory 6 temporarily stores a program and
data and functions as a work memory of the CPU 5. The main
memory 6 includes a storage area 6A for storing the OS 100
and a storage area 6B for storing a control program 200.

As generally known as, for example, Windows (registered
trademark), the O0S 100 is a program for managing the entire
information processing device 111, for example, managing an
input and output device of the information processing
device 111, managing a storage unit and a memory, and
performing control for enabling software to use hardware
and a storage device of the information processing device
111. In an example explained in this embodiment, the
control program 200 is a part of the 0S 100. However, the
control program 200 and the 0S 100 can be independent
programs. In.this embodiment, the control program 200 is
explained as a program read to the main memory 6 via the
interface 19 and executed. However, the control program
200 can be stored in the ROM 11 and operate as a part of
the UEFI firmware or the system BIOS. The control program
200 can be implemented in the information processing device
111 as hardware. In the main memory 6, metadata 300 and a

logical drive status table 450 are stored.
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The display‘confroller 8 is a Vidéo reproduction
controller configured to control the display 9 of the
information processing device 111. The chip set 7 is a
bridge dévice connected to a local bus of the CPU 5. The
chip set 7 controls the storage unit 2 and a storage unit 3,
which are Storage devices configured to store various kinds
of software and data, via the interface 19. The storage
unit 2 and the storage unit 3 can be connected to the CPU 5
through the chip set 7 or can be directly connected to the
CPU 5. |

The information processing device 111 accesses the
storage unit 2 and the storage unit 3 in a unit of a
logical sector. A write command (a write request), a read
command (a read request), a flash command, and the like are
input to the storage unit 2 and the storage unit 3 wvia the
interface 19.

The chip set 7 also has a function for subjecting the
ROM 11, the optical drive 10, the network controller 12,
and the USB contfoller 13 to access control. The keyboard
14 and the mouse 15 are connected to the USB controller 13.

Form of a control program

In this embodiment, for example, as shown in Fig. 2,
when the information processing device 111 is off, the
control program 200 is stored in an area 16B of a NAND
flash memory (a NAND memory) 16 of the storage unit 2. As
shown in Fig. 2, when the information processing device 111
starts or a program starts, the control program 200 is
loaded from the area 16B of the NAND memory 16 to an area
6B on the main memory 6. On the other hand, when a
plurality of storage units are connected to the information
processing device 111, for example, when a storage unit 20
separate from the storage unit 2 and the storage unit 3 is

connected to the information processing device 111, as
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shown in Fig. 3, the control program 200 can be stored in
an area 20B of the storage unit 20._ Then, when the
information processing device 111 starts or the program
starts, the controi program 200 is loaded from the area 20B
to the area 6B on the main memory 6. In particular, when
the storage unit 20 is used as a system drive configured to
store an 0OS and the storage unit 2 is used as a data drive
configured to store user data such as a document, still
image data, and moving image data, it is desirable to store
the control program 200 in the storage unit 20, which
functions as a system drive, in terms of clearly
distinguishing roles of the storage unit 2 and the storage
unit 20. For example, the storage unit 20 functioning as
the system drive is used as a storage drive configured to
mainly store an OS and an application program and the
storage unit 2 functioning as the data drive is used as a
storage drive configured to store user data.

In terms of saving labor for setup of the control
program 200 by the user, for example, as shown in Figs. 2

and 3, it is desirable that the information processing

- system 1 is shipped from a manufacturer, displayed in a

shop, and delivered to the user in a state in which the
control program 200 is stored in the storage unit 2 or the
storage unit 20. On the other hand, in terms of enabling
the user to select propriety of installation of the control
program 200 and in terms of enabling a latest control
program to be provided to the user, it is desirable that
the control program 200 can be stored in the storage unit 2
or the storage unit 20 by download from a WEB or
installation from an external storage medium such as a DVD-
ROM or a USB memory.

Fig. 4 is an example of the download from the WEB.

The control program 200 is stored in an area 22B of a
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storage medium 22 in a WEB server 21. The control program

, 200 is downloaded (or installed) in the area 16B on the

NAND memory 16 of the storage unit through, for example,
the network controller 12 via a network such as the
Internet, a local network, or a wireless LAN. As the
storage medium 22, for example, a SSD, a HDD, a hybrid
drive, or a magnetic tape is used. In the case of Fig. 3,
the control program 200 is downloaded to or installed in
the area 20B on the storage unit 20.

Fig. 5 is an example of the installation from the
optical medium. The control program 200 is stored in an
optical medium 23 such as a DVD-ROM, a CD-ROM, a DVD-RW, or
a Blu-ray (registered trademark) disc. When the optical
medium 23 is set on the optical drive 10, the control
program 200 is installed in the area 16B on the NAND memory
16 (or the area 20B) of the storage unit 2 via the optical
drive 10.

Fig. 6 is an example of the installation from the USB
memory. The control program 200 is stdred in an area 24B
of a USB memory 24. When the USB memory 24 is connected to
the USB controller 13, the control program 200 is installed

~in the area 16B on the NAND memory 16 (or the area 20B) of

the storage unit 2 via the USB controller 13. Naturally,
other external memories such as a SD card can be used
instead.of the USB memory 24. In terms of easiness of
acquisition by the user, it is desirable that the optical
medium 23 and the USB memory 24 are packaged together with
the information processing system 1 or the storage unit 2
as accessories when the information processing system 1 or
the storage unit 2 is shipped. On the other hand, the
optical medium 23 and the USB memory 24 can be
independently sold as software commodities or can be

attached as supplements of a magazine or a book.
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Hierarchical structure of software

A hierarchical structure in a software level of the

information processing device 111 is shown in Fig. 7.

Usudlly, an application program 400 loaded on. the main
memory 6 does not directly communicate with storage units
such as the storage unit 2 and the storage unit 3 and
communicates with the storage units through the 0S 100
loaded to the main memory 6. The 0OS 100 communicates with
the storage units through the UEFI firmware or the system
BIOS. Before life end processing (processing at the end of
the storage unit's life or Lifespan-reached processing)
explained below, the 0S 100 recognizes the storage unit 2
as a logical drive 4 (see Fig. 38) functioning as a logical
unit and notifies the application program 400 of the
logical drive 4 as an accessible storage drive. When the
application program 400 needs to transmit a command suéh as
a read request or a write request to the logical drive 4,
the application program 400 transmits a request for access
to the logicél drive in a file unit to the 0S 100. The 0S
100 refers to the metadata 300 stored in the main memory 6,
specifies a logical address (LBA:'Logical block Addréss) of
the storage unit 2 corresponding to the access~requested
file, and transmits the command, the LBA, and data to the
storage unit 2 via the interface 19. Upon receiving a
response from the storage unit 2, the OS 100 transmits a
response to the application program 400. When the logical
drive 4 changes to a migration state explained below, the
0S 100 recognizes the storage unit 2 and the storage unit 3
as the logical drive 4.

Configuration of the information processing device

A configuration example of the information processing
system 1 is explained. Fig. 8 is a schematic diagram of a

desktop computer functioning as the information processing
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system 1; The desktop computer includes a computer main-
body 31, the display 9, the keyboard 14, and the mouse 15.
The computer main body 31 includes a motherboard 30 mounted
with main hardware, the storage unit 2, and a power supply
device 32.  The storage unit 2 is physically connected to
the motherboard 30 via a SATA cable and electrically
connected to, via the chip set 7 mounted on the motherboard
30, the CPU 5 also mounted on the motherboard. The power
supply device 32 generates various kinds of electric power
used in the desktop computer and supplies the electric
power to the motherboard 30, the storage unit 2, and the
like via a power supply cable. The storage unit 3 can be
physically connected to the motherboard 30 via the SATA
cable. Consequently, the storage unit 3 is electrically
connected to, via the chip set 7 mounted on the motherboard
30, the CPU 5 also mounted on the motherboard.

Fig. 9 is a schematic diagram of a portable computer
functioning as the information processing system 1. The
portable computer includes a computer main body 34 and a
display unit 35. In the display unit 35, a display device
9 configured by, for example, an LCD (Liquid Crystal
Display) 1is incorporated. The display unit 35 is attached
to the computer main body 34 to be capable of pivoting
between an open position where the upper surface of the
computer main body 34 is exposed and a closed position
where the upper surface of the computer main body 34 is
covered. The computer main body 34 includes a thin box-
like housing. A power switch 36, the keyboard 14, a touch
pad 33, and the like are arranged on the upper surface of
the-computer main body 34. As in the desktop computer, the
computer main body 34 includes the storage unit 2, a
motherboard, and a power supply device.

The information processing system 1 applied with the
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present invention can be, besides the ab0ve; an image -
pickup apparatus such as a still camera or a video camera
or can be a tablet computer, a smart phone, a game
apparatus, a car navigation system, a printer apparatus, a
scanner apparatus, a server system, or the like.

Configuration of the storage device (1)

The configuration of the storage unit 2 is‘explained.
In the explanation in this embodiment, a main component of
the storage unit 2 is the NAND memory 16. In the
explanation in this embodiment, the storage unit 2 and the
storage unit 3 have the same configuration. On the other
hand, the present invention can also be applied when the
storage unit 3 has a configuration different from the
configuration of the storage unit 2. For example, the
storage unit 2 is a SSD including the NAND memory 16 as a
main component and the storage unit 3 is a hard disk drive
including a magnetic disk as a main component. It is
desirable that the storage unit 2 and the storage unit 3
have stored statistical information 65 therein. HoWever,
the present invention can also be applied when the storage
unit 2 has stored the statistical information 65 therein
and the storage unit 3 does not have stored the statistical
information 65 therein. It is desirable that the storage
capacity of the storage unit 3, which is a data migration
destination, is equal to or larger than the storage
capacity of the storage unit 2, which is a data migration
source. However, the present invention can also be applied
when the storage capacity of the storage unit 3 is smaller
than the storage capacity of the storage unit 2.

Configuration of the NAND memory

In Fig. 10, an internal configuration example of a
NAND memory chip 80 included in the NAND memory 16 used as

components of the storage unit 2 and the storage unit 3 in
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this embodiment is shown. The NAND memory 16 includes one
or a plurality of NAND memory chips 80.

The NAND memory chip 80 includes a memory cell array
in which a plurality of memory cells are arrayed in a
matrix shape. A memory cell transistor included in the
memory cell array is configured by a MOSFET (Metal Oxide
Semiconductor Field Effect Transistor) having a stacked
gate structure formed on a semiconductor substrate. The
stacked gate structure includes a charge storage layer (a
floating gate electrode) formed on the semiconductof
substrate via a gate insulating film and a control gate
electrode formed on the floating gate electrode via an
inter-gate insulating film. A threshold voltage of the
memory cell transistor changes according to the number of
electrons accumulated in the floating gate electrode. The
memory cell transistor stores data according to a
difference in the threshold voltage.

In the explanation in this embodiment, the respective
memory éells adopt a write system of a four-level store
method for 2 bit/cell for writing data using an upper page
and a lower page. However, the essence of the present
invention is the same when the memory cells adopts a write
system of a two-level store method of 1 bit/cell for
writing data using a single page, a‘write system of an
eight-level store method for 3 bit/cell for writing data
using an upper page, a middle page, and a lower page, or a
write system of a write system of a multi-level store
method for 4 bit/cell or more. The memory cell transistor
is not limited to the structure including the floating gate
electrode and can be a structure such as a MONOS (Metal-
Oxide-Nitride-Oxide-Silicon) type that can adjust a
threshold voltage by trapping electrons on a nitride

interface functioning as a charge storage layer. Similarly,
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the memory cell transistor of the MONOS type can be
configured to store one bit or can be configured to store a
multi-level. The memory cell transistor can be, as a
nonvolatile storage medium, a semiconductor storage medium
in which memory cells are three-dimensionally arranged as
described in United States Patent 8,189,391, United States
Patent Application Publication No. 2010/0207195, and United
States Patent Application Publication No. 2010/0254191.

As shown in Fig. 10, the NAND memory chip 80 includes
a memory cell array 82 configured by arranging memory cells
for storing data in a matrix shape. The memory cell array
82 includes a plurality of bit lines, a plurality of word
lines, and a common source line. Electrically data-
rewritable memory cells are arranged in a matrix shape at
intersections of the bit lines and the word lines. A bit
line control circuit 83 for controlling the bit lines and a
word line control circuit 85 for controlling the word lines
are connected to the memory cell array 82. That is, the
bit line control circuit 83 reads data of the memory celis
in the memory cell array 82 via the bit lines and applies a
write control voltage to the memory cells in the memory
cell array 82 wvia the bit lines and writes data in the
memory cells.

A column decoder 84, a data input/output buffer 89,
and a data input/output terminal 88 are connected to the
bit line control circuit 83. The data of the memory cells
read from the memory cell array 82 is output to the outside
from the data input/output terminal 88 via the bit line
control circuit 83 and the data input/output buffer 89.
Write data input to the data input/output terminal 88 from
the outside is input to the bit line control circuit 83 by
the column decodér 84 via the data input/output buffer 89

and written in designated memory cells.
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The memory cell array 82, the bit line control circuit
83, the column decoder 84, the data input/output buffer 89,
and the word line control circuit 85 are connected to a
control circuit 86. The control circuit 86 generates,
according to a cohtrol signal input to the control signal
input terminal 87, contrecl sighals and control voltages for
controlling the memory cell array 82, the bit line control
circuit 83, the column decoder 84, the data input/output
buffer 89, and the word line control circuit 85. A circuit
section other than the memory cell array 82 in the NAND
memory chip 80 is referred to as NAND controller (NANDC) 81.

Fig. 11 shows the configuration of the memory cell
array 82 shown in Fig. 10. The memory cell array 82 is a
NAND Cell type memory cell array and is configured to _
include a plurality of NAND cells. One NAND cell includes
a memory string MS formed by memory cells connected in
series and selection gates S1 and S2 connected to both ends
of the memory string MS. The selection gate S1 1is
connected to a bit line BL and the selection gate S2 is
connected to a source line SRC. Control gates of memory
cells MC arranged in the same row are connected in common
to word lines WLO to WLm-1. First selection gates Sl are
connected in common to a select line SGD and second
selection gates S2 are connected in common to a select lihe
SGS.

The memory cell array 82 includes one or a plurality
of planes. The plane includes a plurality of blocks. Each
of the blocks includes a plurality of NAND cells. Data is
erased in a unit of the block.

A plurality of memory cells connected to one word line
configure one physical sector. Data is written and read
for each physical sector. The physical sector is unrelated

to a logical sector of the LBA explained below. In the one
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physicél sector, for example, data equivalent to two
physical pages (two pages) 1is stored in the case of the 2
bit/cell write system (four-level). On the other hand, in
the case of the 1 bit/cell write systém (two-level), for
example, data equivalent to one physical page (one page) is
stored in the one physical sector. In the case of the 3
bit/cell write system (eight-level), for example, data
equivalent to three physical pages (three pages) is stored
in the one physical sector.

During a read Qperation, a program verify operation,
and a program operation, one word line is selected and one
physical sector is selected according to a physical "address
such as a Row Address received from a SSDC 41 explained
below. Switching of a page in the physical sector is
performed according to a physical address. 1In this
embodiment, the NAND memory 16 adopts the 2 bit/cell write
system, the SSDC 41 handles the physical sector assuming
that two pages, i.e., an upper page and a lower page, are
allocated to the physical sector as physical pages.
Physical addresses are allocated to all the pages.

The four-level NAND memory of 2 bit/cell is configured
such that a threshold voltage in one memory cell could have
four kinds of distributions. Fig. 12 shows a relation
between 2-bit four-level data (data "11", "01", "10", and
"00") stored in memory cells of a four-level NAND cell type
flash memory and a threshold voltage distribution of the

memory cells. In Fig. 12, VAl represents a voltage applied

to a selected word line when two data are read concerning a

physical sector, a lower page of which is already written
and an upper page of which is not written yet. VA1V
represents a verify voltage applied to check whether write
is completed when write in Al is performed.

VA2, VB2, and VC2Z represent voltages applied to a



10

15

20

25

30

WO 2014/147865 o ' PCT/JP2013/073859

24

selected word line when four data are read concerning a
physical sector, a lower page and an upper page of which
are already>written. VA2V, VB2V, and VC2V represent, When
write.in threshold voltage distributions is performed,
verify voltages applied to check whether the write is
completed. Vreadl and Vread2 represent, when read of data
is performed, read voltages applied to an unselected memory
call in the NAND cells and conductiﬁg the unselected memory
cell irrespective of retained data of the unselected memory
cell. Further, Vevl and Vev2 represent, when data of the
memory cells are erased, erasing verify voltages applied to
the memory cells to check whether the erasing is completed.
Vevl and Vev2 have negative wvalues. The magnitude of Vevl
and VevZ are determined taking into account the influence
of interference of adjacent memory cells. Magnitude
relations of the voltages are as follows:

Vevl1<VA1<VAlV<Vreadl .

Vev2<VA2<VA2VKVB2<VB2VVC2<KVC2V<Vread?2

The erasihg verify voltages Vevl, Vev2, and Vev3 are
negative values as explained above. However, a voltage
actually applied to the control gate of the memory cell MC
in the erasing verify operatioh is not a negative value and
is zero or a positive value. That is, in the actual
erasing verify operation, a positive voltage is given to a
back gate of the memory cell MC and a voltage of zero or a
positive value smaller than the back gate voltége is
applied to the control gate of the memory cell MC. 1In
other words, the erasing verify voltages Vevl, Vev2, and
Vev3 are voltage equivalently having negative values.

An upper limit value of a threshold voltage
distribution ER of the memory cell after block erasing is
also a negative value. Data "11" is allocated to the

memory cell. The memory cells of data "11", "O01"™, "10",
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and "00" in a lower page and upper page written state
respectively have positive threshold voltage distributions
ER2, A2, B2, and C2 (lower limit values of A2, B2, and C2
are also positive Valués). The threshold voltage
distribution A2 of the daté "01l" has a lowest voltage value,
the threshold voltage distribution C2 of the data‘"OO" has
a highest voltage value, and the voltage values of the
various threshold voltage distributions have a relation of
A2<B2<C2. The memory cell of the data "10" in a lower page
written and upper page unwritten state has a positive
threshold voltage distribution A (a lower limit value of Al
is also a positive value). The threshold voltage
distribution shown in Fig. 12 is only an example. The
present invention is not limited to this. For example, in
the explanation referring to Fig. 12, all the threshold
voltage distributions A2, B2, and C2 are positive threshold
voltage distributions. However, when the threshold voltage
distribution A2 is a negative voltage distribution and the
threshola voltage distributions B2 and C2 are positive
voltage distributions, the distributions are also included
in the scope of the present invention. Even if threshold
voltage distributions ER1 and ER2 are positive values, the
present invention is hot limited to this. In this
embodiment, the correspondence relation among the data of
ER2, A2, B2, and C2 is "11"™, "O01", "10", and "00". However,
the correspondence relation can be another correspondence
relation such as "11", "01", "00", and "10".

2-bit data of one memory cell includes lower page data
and upper page data. The lower page data and the upper
page data are written in the memory cell according to
separate write operations, i.e., two write operations.

When data is represented as "*@", * represents the upper

. page data and @ represents the lower page data.
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First, write of the lower page data is eXplained with

reference to first and second sections of Fig. 12. It is

assumed that all the memory cells have the threshold

voltage distribution ER in the erased state and store the
data "11". As shown in Fig. 12, when write of the lower
page data is performed, the threshold voltage distribution
ER of the memory cells is divided into two threshold
voltage distributions (ER1 and Al) according to a value
("1" or "0") of the lower page data.  When the value of the
lower page data is "1", ER1=ER because the threshold
voltage distribution ER in the erased state is maintained.
However, a relation between the threshold voltage
distributions ER and ER1 can be ER1>ER.

On the other hand, when the value of the lower page
data is "0", a high electric field is applied to tunnel
oxide films of the memory cells, electrons are injected
into the floating gate electrode, and the threshold voltage
Vth of the memory cells is increased by a predetermined
value. Specifically, the verify voltage VA1V is set and
the write operation is repeated until the threshold voltage
is increased to be equal to or higher than the verify
voltage VAlV. As a result, the memory cells change to the
written state (the data "10"). When the memory cells do
not reach the threshold voitage even if the write operation
is repeated a predetermined number of times (or the number
of memory cells not reaching the threshold voltage is equal
to or larger than a threshold value), write in the physical
page is "Program Error" (Program Fail or Write Error).

Write of the upper page data is explained with
reference to the second and third sections of Fig. 12. The
write of the upper page data is performed based on write
data (upper page data) input from the outside of the chip

and lower page data already written in the memory cells.
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That is, as shown in the secoﬁd and fhird sections of
Fig. 12, when a value of the update data is "1", a high
electric field is not applied to the tunnel oxide films of
the memory cells to prevent a rise of the threshold voltage
Vth of the memory cells. As a result, the memory cells
having the data "11" (the threshold voltage distribution
ER1 of the erased state) maintain the data "11" (ER2) and
the memory cells having the data "10" (the threshold
voltage distribution Al) maintain the data "10" (B2).
However, in terms of seéuring a voltage margin between the
distributidns, it is desirable to adjust a lower limit
value of the threshold voltage distribution using the
positive verify voltage VB2V larger than the verify voltage
VA1V to thereby form a threshold voltage distribution B2
obtained by narrowing the width of the threshold voltage
distribution. When the memory cells do not reach the
threshold voltage even if the lower limit value adjustment
is repeated a predetermined number of times (or the number
of memory cells not reaching the threshold voltage is equal
to or larger than the predetermined value), write in the
physical page is "Program Error".

On the other hand, when the value of the upper page
data is "0", a high electric field ‘is applied to the tunnel
oxide films of the memory cells, electrons are injected
into the floating gate electrode, and the threshold voltage
Vth of the memory cells is increased by a predetermined
value. Specifically, the &erify voltages VA2V and VC2V are
set and the write operation is repeated until the threshold
voltage is increased to be equal to or higher than the
verify voltages VA2V and VC2V. As a result, the memory
cells having the data "11" (the threshold voltage
distribution ER1 in the erased state) change to the data

"01l" of the threshold voltage distribution A2 and the
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‘memory cells having the data "10" (Al) changes to the data

"00" of the threshold voltage distribution c2. At this
point, the verify voltages VA2V and VC2V are used and lower

limit values of the threshold voltage distributions A2 and

C2 are adjusted. When the memory cells do not reach the

threshold voltage even if the write operation is repeated
the predetermined number of times (or the number of memory
cells not reaching the threshold voltage is equal to or
larger than the threshold wvalue), write in the physical
page is "Program Error".

On the other hand, in an erase operation, an erasing
verify voltage Vev is set and the erase operation is
repeated until the threshold voltage is reduced to be equal
to or lower than the verify voltage Vev. As a result, the
memory cells change to the written state (the data "00").
When the memory cells do not reach the threshold voltage
even 1f the erase operation is repeated a predetermined
number of times (or the number of memory cells not reaching
the threshold voltagé is equal to or larger than the
predetermined value), erasing for the physical page is
"Erase Error" (erase féil).

An example of the data write system in the general
four-level store method is explained above. In a multi-bit
storage system of 3 bit/cell or more, according to higher
order page data, an operation for dividing the threshold
voltage distribution into eight or more kinds is only-added
to the operation explained above. Therefore, a basic
operation is the same.

Configuration of the storage device (2)

A configuration example of the storage unit 2 and the
storage unit 3 is explained. 1In this embodiment, as shown
in Fig. 13, the storage unit 2 and the storage unit 3

functioning as SSD include a NAND flash memory (hereinafter
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- abbreviated as NAND memory) 16 functioning as a non-

volatile semiconductor memory, an interface controller
(IFC) 42 configured to perform transmission and reception
of signals to and from the information processing device
111 via the interface 19, a RAM (Random Access Memory) 40
functioning as a semiconductor memory including a cache
memory (CM) 46 functioning as an intermediate buffer
between the IFC 42 and the NAND memory 16, a SSD controller
(SSDC) 41 configured to administer management and control
of the NAND memory 16 and the RAM 40 and control of the
interface controller 42, and a bus 43 configured to connect
these components.

| As the RAM 40, for example, a volatile RAM such as a
DRAM (Dynamic Random Access Memory) or a SRAM (Static
Random Access Memory) or a nonvolatile RAM such as a FeRAM
(Ferroelectric Random Access Memory), a MRAM
(Magnetoresistive Random Access Memory), a PRAM (Phase
Change Random Access Memory), or a ReRAM (Resistance Random
Access Memory) can be adopted. The RAM 40 can be included
in the SSDC 41. |

The NAND memory 16 includes a plurality of NAND memory

chips 80. The NAND memory 16 stores user data designated
by the information processing device 111, stores a
management table for managing the user data, and stores,
for backup, management information managed by the RAM 40.
The NAND memory 16 includes the memory cell array 82 in
which a plurality of memory cells are arrayed in a matrix.
shape. The respective memory cells can perform multi-level
storage using an upper page and a lower page. The NAND
memory 16 includes a plurality of memory chips. Each of
the memory chips is configured by arraying a plurality of
blocks, which are units of data erasing. In the NAND

memory 16, write of data and read of data are performed for
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each page. The block includes a plurality of pages.

V The RAM 40 includes the cache memory (CM) 46
functioning as a cache for data transfer between.the
information processing device 111 and the NAND memory 16.
The RAM 40 functions as a memory for management information
Storage‘and a memory for work area. Management tables
managed in an area 40A of the RAM 40 are various management
tables stored in an area 40M of the NAND memory 16 and
loaded when the storage unit 2 and the storage unit 3 are
started. The management data are backed up in the area 40M
of the NAND memory 16 periodically, when a standby command
is received, when a flash command is received, or when a
power supply is interrupted.

A function of the SSDC 41 is realized by a processor
configured to execute a system program (firmware) stored in
the NAND memory 16, various hardware circuits, and the like.
The SSDC 41 executes, in response to various commands such
as a write request, a cache flash fequest, and a read
requeét from the information processing de?ice 111, data
transfer control between the information processing device
111 and the NAND memory 16, update and management of the
various management table stored in the RAM 40 and the NAND
memory 16, ECC decryption of data read from the NAND memory
16, and the like. |

When the information processing device 111 transmits a
read request or a write request to the storage unit 2, the
information processing device 111 inputs an LBA serving as
a logical address via the interface 19. The LBA is a
logical address in which serial numbers are given to
logical sectors (size:.e.g., 512 Bytes) starting from 0.
When the information processing device 111 issues a read

request or a write request to the storage unit 2, the

information processing-device 111 inputs, together with the
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LBA[ the size of a logical sector for which the read
request or the write request is issued. ‘

The IFC 42 has a function for receiving a read request,
a write request, other requests, and data from the
information processing device 111, transmitting the
received requests and the data to the SSDC 41, and
transmitting the data to the RAM 40 according to the
control by the SSDC 41.

A configuration example of management information 44
used in the storage unit 2 and the sﬁorage unit 3 is shown
in Fig. 14. As explained above, the management information
44 is stored in the area 40M of the NAND memory 16 in a
nonvolatile manner. The management information stored in
the area 40M is loaded to the area 40A of the RAM 40 and
used when the storage unit 2 is started. The management
information 44 in the area 40A is backed up iﬁ the area 40M
periodically or when the power supply is interrupted. When
the RAM 40 is a nonvolatile RAM such as a MRAM or a FeRAM,
the management ihformation 44 can be stored in only the RAM
40. Then, the management information 44 is not stored in
the NAND memory 16. To reduce a write amount in the NAND
memory 6, it is desirable that data stored in the
management information 44 is data obtained by compressing
data stored in the area 40A of the RAM 40. .To reduce a
write frequency in the NAND memory 16, it is desirable that
update information (difference information) of the
management informétion 44 stored in the area 40A of the RAM
40 is additionally written.

As shown in Fig. 14, the management information
includes a free block table (FBT) 60, a bad block table
(BT) 61, an active block table (ABT) 62, a track table (a
logical-to-physical transformation table in a track unit)

63, a cluster table (a logical-to-physical transformation
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table in a cluster unit) 64, and statistical information 65.
As shown in Fig. 15, the LBA is a logical address in
which serial numbers are given to logical sectors (size:
e.g., 512 Bytes) starting from 0. In this embodiment, as
management units for the logical address (LBA) of the
storage unit 2, a cluster address configured by higher
order bit rows from a lower order (s+1)th bit of the LBA
and a track address configured by higher order bit rows
from a lower order (s+t+l)th bit of the LBA are defined.
That is, the logical sector is a minimum access unit from
the information processing device 111. A cluster is a
management unit for managing "small data” in the SSD. The
cluster size is defined to be a natural number times as
large as the logical sector size. A track is a management
unit for managing "large data" in the SSD. The track size
is defined to be two or a larger natural number times as
large as the cluster size. Therefore, the track address is
obtained by dividing the LBA by the track size. An address
in the track is a remainder obtained by dividing the LBA by
the track size. The cluster address is obtained by
dividing the LBA by the cluster size. An address in the
cluster is a remainder obtained by dividing the LBA by the
cluster size. 1In the following explanation, for
convenience, the size of the track is equal to the size of

data recordable in one physical block (when a redundant bit

of ECC processing performed by the SSDC 41 is included in

the physical block, a size obtained by removing the
redundant bit). The size of the cluster is equal to the
size of data recordable in one physical page (when a
redundant bit of the ECC processing performed by the SSDC
41 is included in the physical page, a size obtained by
removing the redundant bit).

The free block table (FBT) 60 manages a block address
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(a physical'block‘ID) of é use~-unallocated physical bloék
(a free block: FB) that can bé allocated anew for write
when write in the NAND memory 16 is performed.. The free
block table (FBT) 60 manages erase count for each physical
block ID. When a physical block is erased, the free block
tabled (FBT) 60 increments the erase count of the block.

The bad block table (BBT) 61 manages a block ID of a
bad block (BB) serving as a physical leck that cannot be
used as a storage are because, for example, errors often
occur. As in the FBT 60, the erase count can be managed
for each physical block ID.

The active block table'(ABT) 62 manages an active
block (AB), which is a physical block to which a use is
allocated. The active bléck table (ABT) 62 manages the
erase count for each physical block ID. When a physical
block is erased, the active block table (ABT) 62 increments
the number of timés of easing of the block.

The.track table 63 manages a correspondence relation
between a track address and a physical block ID of a
physical block in which track data corresponding to the
track address is stored.

The cluster table 64 manages a correspondence relation
among a cluster address, a physical block ID of a physical
block in which cluster data corresponding to the cluster
address is stored, and a page address in the physical block
in which the cluster data corresponding to the cluster
address is stored. |

The SSDC 41 stores, in the statistical information 65,
various parameters (X0l to X32) related to the reliability
of the storage unit 2 as reliability information (see Fig.
27) .

Values (Raw Values) of the statistical information 65

used as an example of the reliability information include a
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total bad block count (statistical information X01), a
total bad logical sector count (statistical information
X02), a total erase count (statistical information X03), an
average erasé count (statistical information X04), a total
program error count of the NAND memory (statistical
information X05), a total erase error count of the NAND
memory (statistical information X06), a total read logical
sector count (statistical information X07), a total written
logical sector count (statistical information X08), a total
uncorrectable ECC error count (statistical information X09),
a total retry read count (statistical information X10), a
corrected n bit-m bit ECC event count (statistiéal
information X11), data corruption error count of the
interface 19 (statistical information X12), a link speed
down shift count of the interface 19 (statistical
information X13), a lane count down shift count of the
interface 19 (statistiéal information X14), an error count
of the interface 19 (statistical information X15), an error
count of the RAM 40 (statistical information Xl6)} a power
on time of the storage unit 2 (statistical information X17),
a power cycle count (statistical information X18), an
unintentional power down count (statistical information
X19), a cumulative time when temperature exceeds a maximum
value of a recommended operation témperature (statistical
information X20), a cumulative time when temperature falls
below a minimum value of a recommended operation
temperature (statistical information X21), a maximum value
of a response time of a command (statistical‘information
X22), an average value of a response time of a command
(statistical information X23), a maximum value of a
response time of the NAND memory (statistical information
X24), an average value of a response time of the NAND

memory (statistical information X25), a present temperature
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(statistical information X26), a highest temperature
(statistical information X27), a lowest temperature

(statistical information X28), system data redundancy

- (statistical infermation X29), a total of written data

amount in the RAM 40 (statistical information X30), a
statistical information increase ratio (statistical
information X31), and a NAND GC Error Flag (statistical
information X32).

The total bad block count (statistical information
X01) is explained. The SSDC 41 increments the statistical
information X01 by one every time one physical block of the
NAND memory 16 in the storage unit 2 is added to a bad
block. It is desirable that the SSDC 41 resets the
statistical information X0l to zero during manufacturing
(e.g., before a test process) of the storage unit 2. It is
desirable that, when an error occurs in a block during the
test process or when a block with a small inter-
distribution margin of a threshold voltage distribution is
detected, the SSDC 41 adds the block to the bad block in
advance. The SSDC 41 can directly calculate the
statistical information X0l from the BBT 61 without storing
the statistical information X01 in the statistical
information 65. A larger value of the statistical
information X01 indicates that reliability is further
deteriorated.

The total bad logical sector count (the statistical
information X02) is explained. When a read command and an
LBA are received from the information processing device 111
and read data cannot be subjected to ECC correction during
read from the NAND flash memory 16, the SSDC 41 can
register the LBA in the bad logical sector table in the
management information 44 as a bad logical sector (see Fig.

25). The SSDC 41 stores the number of 1LBAs registered in
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the bad logical sector table in the statistical information

65 as the total bad logical sector count (the statistical

information X02). When a read command is received from the
information processing device 111, the SSDC 41 reads the
bad logical sector table on the RAM 40 and searches for the
received LBA in the bad logical sector table. When the LBA
is found in the bad logical sector table, the SSDC 41
notifies the information processing device 111 of a read
error without reading data from the NAND flash memory 16.
When a write command is received from the information
processing device 111 concerning the LBA of the bad logical
sector and write processing is performed, the SSDC 41
deletes the written LBA from the bad logical sector table.
When a delete notification is received from the information
processing device 111 concerning the LBA of the bad logical
sector and delete notification processing is performed, the
SSDC 41 deletes the LBA subjécted to the delete
notification processing ffom the bad logical sector table.
When an erase command (a Secure Etaée command) for the
storage unit 2 is received from the information processing
device 111, the SSDC 41 erases the bad logical sector table.
As the erase command for the storage unit 2, for example,
an F4h Security Erase Unit command of ACS-3 or an 80h
Format NVM command of NVM Express Revision 1.1 can be used.
Instead of managing the bad logical sector table in an LBA
unit (a logical sector unit), as shown in Fig. 26, the SSDC
41 can manage the bad logical sector table in a cluster
unit as a bad cluster table. The SSDC 41 manages, as the
statistical information X02, the number of LBAs registered
in the bad logical sector table or the number of cluster
addresses registered in the bad cluster table. The SSDC 41
can directly calculate the statistical information X02 from

the bad logical sector table and the bad cluster table
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without storing the-statistical information X02 'in the
statistical information 65. A larger value of the
statistical information X02 indicates that reliability is
further deteriorated.

The total erase count (statistical information XO3) is
explained. The statistical information X03 indicates a
cumulative value of the erase count of all blocks of the
NAND memory 16 in the storage unit 2. The SSDC 41
increments the statistical information X03 by one every
time one physical block of the NAND memory 16 in the
storage unit 2 is erased. It 1s desirable that the
statistical information X03 1is reset to zero during
manufacturing (e.g., before a test process) of the storage
unit 2. The SSDC 41 can directly calculate the statistical
information X03 from the FBT 60, BBT 61, and the ABT 62
without storing the statistical information X03 in the
statistical information 65. A larger value of the
statistical information X03 indicates that reliability is
further>deteriorated. |

The average erase count (the statistical information
X04) is explained. The SSDC 41 calculates an average erase
count per one block concerning all the blocks of the NAND
meméry 16 and stores the average erase count in the
statistical information 65 as the statistical information
X04. The SSDC 41 can exclude, from a totalization target
of the statistical information X04, a part of the blocks
such as a block in which the management information 44 is
stored. It is desirable that the statistical information
X04 is reset to zero during manufacturing (e.g., before a
test process) of the storage unit 2. The SSDC 41 can
directly calculate the statistical information X04 from the
FBT 60, the BBT 61, and the ABT 62 without storing the

statistical information X04 in the statistical information
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65. The SSDC 41 can use a maximum value of the erase count
or a minimum.value of the erase count instead of the
average erase count. A larger value of the statistical

information X04 indicates that reliability is further

deteriorated.

The total program error count -(the statistical
information X05) of the NAND memory is explained. The SSDC
41 increments (or can increment in a block unit) the
statistical information X05 by one every time a program
error occurs in one write unit in the NAND memory 16 in the
storage unit 2. It is desirable that the statistical
information X05 is reset to zero during manufacturing (e.g.,
before a test process) of the storége unit 2. A larger
value of the statistical information X05 indicates that
reliability is further deteriorated.

The total erase error count of the NAND memory (the
statistical information X06) is explained. It is desirable
that the statistical information X06 is reset to zero
during manufacturihg (e.g., before a test process) of the
storage unit 2. The SSDC 41 increments the statistical
information X06 by one every time an erase error occurs in
one block in the NAND memory 16 in the storage unit 2. The
SSDC 41 can collectively set a plurality of blocks as an
erasing ﬁnit and increment the statistical information XO06
by one every time an erase error occurs in one erasing unit.
A larger value of the statistical information X06 indicates
that reliability is further deteriorated.

The total read logical sector count (the statistical
information X07) is explained. The SSDC 41 stores a
cumulative number of the numbers of logical sectors of data
transmitted to the information processing device 111 as
read data by the IFC 42 in the statistical information 65

as the statistical information X07. It is desirable that
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the statistical infbrmation_XO7 is reset to zero during
manufacturing (e.g., before a test process) of the storage
unit 2. A larger value of the statistical information X07
indicates that reliability is further deteriorated.

The total written logical sector count (the
statistical information X08) is explained. The SSDC 41
stores a total number of logical sectors of data received
from the information processing device 111 as write data by
the IFC 42 in the statistical information 65 as the
statistical information X08. It is desirable that the
statistical information X08 is reset to zero during
manufacturing (e.g., before a test process) of the storage
unit 2. A larger value of the statistical information X08
indicates that reliability is further deteriorated.

The total uncorrectable ECC error count (the
statistical information X09) is eXplained. When an error
bit cannot be corrected by ECC correction, the SSDC 41
increments the statistical information X09 by 1 in every
one read unit. The SSDC 41 cén add an estimated value of
the number of error bits that cannot be corrected of can
add the number of error blocks that cannot be cofrected.
It is desirable that the statistical information X09 is
reset to zero during manufacturing (e.g., before a test
process) of the storage unit 2. A larger value of the
statistical information X09 indicates that reliability is
further deteriorated.

The total retry read count ({(the statistical
information X10) is explained. When the number of error
bits is larger and error correction impossible (ECC error)
during data read, it is desirable that the SSDC 41 executes
error correction using the ECC again. ~In particular, when
the SSDC 41 shifts the read levels VAL, VA2, VB2, and VC2

shown in Fig. 12 from default values and performs read,



10

15

20

25

30

WO 2014/147865 : PCT/JP2013/073859
- 40

data that cannot be error—corfected can be sometimes error-
corrected.. The SSDC 41 can store the total retry read
count in the statistical information X09 as the statistical
information X10 and use the total retry read count for life
end prediction and life end determination. It is desirable
that the statistical information X10 is reset to zero
during manufacturing (e.g., before a test process) of the
storage unit 2. A larger value of the statistical
information X10 indicates that reliability is further
deteriorated.

The corrected n bit-m bit ECC event Count (the
statistical information X11) is explained. 1In the

corrected n bit-m bit ECC event count, n and m are natural

numbers and O<n<m<maximum number of correctable bits. When
the ECC correction is performed for an ECC correction unit
(e.g., a physical page), if all error bits are normally
corrected and the number of corrected error bits is equal
to or larger than n and equal to or smaller than m, the
SSDC 41 increments the corrected n bit-m bit ECC event
count by one for one ECC correction unit. If maximum 64
bits can be corrected per one correction unit by the ECC
correction, for example, the SSDC 41 reserves eight
parameters "corrected 1 bit-8 bit ECC event count”,
"corrected 9 bit-16 bit ECC event count", "corrected 17
bit-24 bit ECC event count", "corrected 25 bit-32 bit ECC
event count", ﬁcorrected 33 bit-40 bit ECC event count",
"corrected 41 bit-48 bit ECC event count", "corrected 49-
bit-56 bit ECC event count", and "corrected 57 bit-64 bit
ECC event count". If the ECC correction is normally
performed, the SSDC 41 increments any one of the eight
parameters by 1 every time the EEC correction in one ECC
correction unit 1s performed. It is desirable that tHe

statistical information X11 is reset to zero during
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manufacturing (e.g;, béfore a test procéss)_of the storage
unit 2. A larger value of the statistical information X11
indicates that reliability is further deteriorated. |

The data corruption error count of thé interface 19
(the statistical information X12) is explained. The SSDC
41 increments the statistical information X12 by one every
time data corruption of a signal is detected on the
interface 19. Data transmitted and received on the
interface 19 is subjected to error detection and error
correction by the SSDC 4l,vthe IFC 42, and the chip set 7
using, for example, a Cyclic Redundancy Check (CRC) code, a
Bose-Chaudhuri-Hocquenghem (BCH) code, a Reed-Solomon (RS)
code, a Low-Density Parity-Check (LDPC) code, and the like.
When an error is detected or when the error correction
cannoct be performed, the SSDC 41 increments the statistical
information X12 by one. For example, when the interface 19
is based on a SATA standard, the SSDC 41 increments the
statistical information X12 by one every time an R error
(Reception Erfor, R _ERR) in the SATA standard occurs once.
As the statistical information X12, any one of Phy Event
Counters of the SATA standard can be adopted. It is
desirable that the statistical information X12‘is reset to
zero during manufacturing (e.g., before a test process) of
the storage unit 2. A larger value of the statistical
information X12 indicates that reliability is further
deteriorated.

The link speed down shift count of the interface 19
(the statistical information Xi3) is explained. When the
SSDC 41, the IFC 42, and the chip set 7 detect that
communication speed of the interface 19 decreases to be
smaller than a design value, the SSDC 41 increments the
statistical information X13 by one. For eXample, although

the interface 19, the IFC 42, and the SSDC 41 are designed
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at SATA communication speed of the maximum 6 Gbps, when it
is detected that communication speed actually established
between the interface 19, the IFC 42, and the SSDC 41 and
the storage unit 2 and the information processing device
111 is lower communication speed such as 3 Gbps, the SSDC
41 regards this as an errbr in SATA communication and
increments the statistical information X13 by one. For
example, although the interface 19, the IFC 42, and the
SSDC 41 are designed at Express communication speed of the
maximum 8 Gbps, when it is detected that communication
speed actually established between the interface 19, the
IFC 42, and the SSDC 41 and the storage unit 2 and the
information processing device 111 is lower communication
speed such as 5 Gbps, the SSDC 41 regards this as an error
in PCI Express communication and increments the statistical
information X13 by one. It is desirable that the
statistical information X13 is reset to zero during
manufacturing (e.g., before a test process) of the storage
unit 2. A larger value df the statistical'information X13
indicates that reliability is further deteriorated.

The lane count down shift count of the interface 19
(the statistical information X14) is explained. When the

SSDC 41, the IFC 42, and the chip set 7 detect that the

vnumber of active transmission lines of the interface 19

decreases to be smaller than a design value, the SSDC 41
increments the statistical information X14 by one. For
example, although the interface 19, the IFC 42, and the
SSDC 41 are designed at the number of PCI express
transmission line (number of Lanes) of the maximum 8 Lanes,
when it is detected that the number of transmission lines
actually established between the interface 19, the IFC 42,
and the SSDC 41 and thé storage unit 2 and the information

processing device 111 is a smaller number of transmission
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lines such as 4 Lanes, the SSDC 41 regards this as an error

~in PCI Express communication and increments the statistical

information X14 by one. It is desirable that the
statistical information X14 is reset to zero during
manufacturing (e.g., before a test process) of the storage
unit 2. A larger value of the statistical information X14
indicates that reliability is further deterioratéd.

The error count of the interface 19 (the statistical
information X15) is explained. Every time the SSDC 41, the
IFC 42, and the chip set 7 detect an other abnormality in
the interface 19 (other than X12) once, the SSDC 41
increments the statistical information X15 by one. It is
desirable that the statistical information X15 is reset to
zero during manufacturing (e.g., before a test process) of
the storage unit 2. A larger value of the statistical
information X15 indicates that reliability is further
deteriorated. |

The error count of the RAM 40 (the statistical
information X16) is explained. When the SSDC 41 writes
data in the RAM 40, an ECC encoding unit or an error-
detection-code creating unit of the SSDC 41 or the RAM 40
encodes the data and writes the data in the RAM 40. When
the SSDC 41 reads data from the RAM 40, an ECC decoding
unit or an error detecting unit of the SSDC 41 or the RAM
40 subjects the data to error correction or error detection
and reads the data from the RAM 40. If the error
correction cannot be performed or if an error is detected
when the SSDC 41 reads data from the RAM 40, the SSDC 41
increments the statistical information X16 by one. It is
desirable that the statistical information X16 is reset to
zero during manufacturing (e.g., before a test process) of
the storage unit 2. A larger value of the statistical

information X16 indicates that reliability is further
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deteriorated. ‘

The power on time of the storage unit 2 (the
statistical information X17) is explained. While a power
supply for the storage unit 2 is ON, when the SSDC 41
counts a clock or receives time information from an
internal timing circuit, the SSDC 41 inérements the
statistical information X17 as an elapsed time.
Alternatively, the SSDC 41 can periodically receive time
information of the information processing device 111 from
the information processing device 111 and increment a
difference in the time information. As examples of the
power on time, for example, there are power on hours and
power on seconds. It is desirable that the statistical
information X17 is reset to zero during manufacturing (e.g.,
before a test process) of the storage unit 2. A larger
value of the statistical information X17 indicates that
reliability is further deteriorated.

The power cycle count (the statistical information
X18) is explained. The SSDC 41 increments the statistical
information X18 by one every time the power is supplied to
the storage unit 2 and the storage unit 2 is started.
During the power supply and the start, in some case, a read
operation takes place and a write operation takes place for
the NAND flash memory'l6. Therefore, a larger value of the
statistical information 18 indicates that reliability is
further deteriorated. It is desirable that the statistical
information X18 is reset to zero during manufacturing (e.g.,
before a test‘process) of the storage unit 2.

The unintentional power down count (the statistical
information X19) is explained. Usually, when the power
supply for the storage unit 2 is turned off, for eXample,
the information processing device 111 issues, for example,

an EOh Standby Immediate command described in Information
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‘technology ATA/ATAPI Command Set-3 (ACS-3) to the storage

unit 2 or sets Shutdown Notification (CC.SHN) described in
NVM Express Revision 1.1 to 0Olb. 1In this way, the
information prbcessing device 111 transitions the storage
unit 2 to a state in which the power supply can be
interrupted and then interrupts the power supply for the
storage unit 2. On the other hand, in some case, power
supply interruption unintentionally occurs when the storage
unit 2 is not in the state in which the power supply can be
interrupted. This is called Unintentional Power Down
(Ungraceful Power Down, Unsafe Shutdown, and Unintended
Power Down). When the storage unit 2 starts for the first
time after the inappropriate power supply interruption, the
SSDC 41 increments the statistical information X19 by one.
The inappropriate power supply interruption also causes
reliability deterioration of the storage unit 2 because
user data is broken or a large amount of read and write
operation from and to the NAND memory 16 takes place in the
inappropriate power supply interruption. Therefore, a
larger value of the statistical information X19 indicates
that reliability is further deteriorated. It is desirable
that the statistical information X19 is reset to zero
during manufacturing (e.g., before a test process) of the
storage unit 2.

The cumulative time when temperature exceeds a maximum
value of a recommended operation temperature (statistical
information X20) is explained. When a thermometer is
mounted in the storage unit 2, for example, on the
substrate of the storage unit 2, in the SSDC 41, or in the
NAND memory 16, the SSDC 41 periodically receives
temperature information from the thermometer. When the

received temperature exceeds the recommended operation

temperature (e.g., 100°C), the SSDC 41 increments, based on
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time information acquired from the clock, an internal clock,

or the information processing device 111, the number of

hours of operation at temperature equal to or higher than
the recommended operation temperature. It is desirable
that the statistical information X20 is reset to zero
during manufacturing (e.g., beforeva test process) of the
storage unit 2. A larger value of the statistical
information X20 indicates that reliability is further
deteriorated.

The cumulative time when temperature falls below a
minimum value of a recommended operation temperature (the
statistical information X21) is explained. When a
thermometer is mounted in the storage unit 2, the SSDC 41
periodically receives temperature information from the

thermometer. When the received temperature falls below the

recommended operation temperature (e.g., -40°C), the SSDC

41 increments, based on time information acquired from the
clock, the internal clock, or the information processing
device 111, the number of hours of operation at temperature
equal te or higher than the recommended operation
temperature. It is desirable that the statistical
information X21 is reset to zero during manufacturing (e.g.,
before a test process) of the storage unit 2. A larger
value of the statistical information X21 indicates that
reliability is further deteriorated.

The response time maximum value of a command (the
statistical information X22) is explained. The SSDC 41
measures time (or the number of clocks) required from
reception of a command from the information processing
device 111 until transmission of a response to the
information processing device 111 (or completion of
execution of the command) and stores a maximum value of the

time in the statistical information 65 as the statistical
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information X22. When a response time exceeding the
statistical information X22 occurs, the SSDC 41 overwrites
the statistical information X22 with the response time.
The SSDC 41 can store the statistical iﬁformation X22 for
‘each of commands. It is desirable that the statistical
information X22 is reset to zero during manufécturing (e.g.,
before a test process) of the storage unit 2 or during
shipment of the storage unit 2.

The response time average value of a command (the
statistical information 223) is éxplained. The SSDC 41
measures time (or the number of clocks) required from
reception of a command from the information proceséing
device 111 until transmission of a response to the
information processing device 111 (or completion of
execution of the command) and stores an average value of
the time in the statistical information 65 as the
statistical information X23. For example, the SSDC 41
stores a fixed number of response time lists in the RAM 40
and calculates an average value of the response time lists
to thereby calculate the statistical information X23. The
SSDC 41 can store the statistical information X23 for each

of commands. It is desirable that the statistical

information X23 is reset to zero during manufacturing (e.g.,

before a test process) of the storage unit 2 or during
shipment of the storage unit 2.

The response time maximum value of the NAND memory
(the statistical information X24) is explained. The SSDC
41 measures time (or the number of clocks) required from
issuance of a command to the NAND memory 16 by the SSDC 41
until reception of a response (or reception of a command
execution completion notification) and stores a maximum
value of the time in the statistical information 65 as the

statistical information X24. When a response time
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exceeding the statistical information X24 occurs, the SSDC

41 overwrites the statistical information X24 with the

response time. The SSDC 41 can store the statistical
information X24 for each of commands. It is‘desirable that
the statistical information X24 is reset to zero during
manufacturing (e.g., before a test process) of the storage
unit 2 or during shipment of the storage unit 2. |

The response time average value of the NAND memory
(the statistical information X25) is explained. The SSDC
41 measures time (or the number of clocks) required from
issuance of a command to the NAND memory 16 until reception
of a response (or reception of a command execution
completion notification) and stores an average value of the
time in the statistical information 65 as the statistical
information X25. For example, the SSDC 41 stores a fixed

number of response time lists in the RAM 40 and calculates

- an average value of the response time lists to thereby

obtain the statistical information X25. The SSDC 41 can
store the statiétical information X25 for each of commands.
It is desirable that the statistical information X25 is
reset to zero during manufacturing (e.g., before a test
process) of the storage unit 2 or during shipment of the
storage unit 2.

The present temperature (the statistical information
X26) 1is explained. When a thermometer is mounted in the
storage unit 2, the SSDC 41 periodically receives
temperature information from the thermometer. The SSDC 41
stores temperature received from the thermometer last in
the statistical information X26 as a present temperature.

When the present temperature is extremely high (e.g., equal
to or higher than 85°C), the SSDC 41 determines that the
reliability of the storage unit 2 is adversely affected.

When the temperature is extremely low (e.g., equal to or
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lower than -10°C), the SSDC 41 determines that the
reliability'of the storage unit 2 is adverSely affected.
The highest temperature (the statistical information
X27) is explained._ The SSDC 41 stores a maximum value of.
the presént temperature X26 in the statistical information

X27 as a highest temperature. When the highest temperature

is extremely high (e.g., equal to or higher than 85°C), the
reliability of the storage unit 2 is adversely affected.
When the SSDC 41 receives the present temperature higher
than the statistical information X27 from the thermometer,
the SSDC 41 rewrites the statistical information X27 with
the present temperature. It is desirable that the

statistical information X27 is reset to temperature (e.g.,

-40°C) sufficiently low compared with an operating
temperature of the storage unit 2 during manufacturing
(e.g., before a test process) of the storage unit 2 or
during shipment of the storage unit 2.

The lowest temperature (the statistical information
X28) is explained. The SSDC 41 stores a minimum value of
the present temperature X26 in the statistical information
X28 as a lowest temperature. When the lowest temperature
is extremely low (e.g., equal to or lower than -40°C), the
SSDC 41 determines that the reliability of the storage unit
2 is adversely affected. When the SSDC 41 receives the
present temperature lower than the statistical information
X28 from the thermometer, the SSDC 41 rewrites the
statistical information X28 with the present temperature.
It is desirable that the statistical information X28 is
reset to temperature (e.g., 120°C) sufficiently high
compared with an operating temperature of the storage unit
2 during manufacturing (e.g., before a test process) of the

storage unit 2 or during shipment of the storage unit 2.



10

15

20

25

30

WO 2014/147865 PCT/JP2013/073859

50

The system data redundancy (the statistical
information X29) is explained. When system data such as
data in the management information area 40M of the NAND
memory 16 or a system program (firmware) stored in the NAND
memory 16 is broken and unable to be read, it is likely |
that the storage unit 2 cannot perform a normal operation.
For improvement of the reliability of the étorage unit 2,
it is desirable that the SSDC 41 makes the system data
redundant across a plurality of physical blocks or a
plurality of channels using RAID1, RAID5, or RAID6 and
stores the system data in the area 40M. The SSDC 41
transforms redundancy of the system data into a numerical
value and stores the numerical value in the statistical
information 65 as the system data redundancy (the
statistical information X29). When redundancy X29=R, a
data loss up to maximum (R-1) blocks can be restored. For
example, when the SSDC 41 manages management information 45
over four blocks using the RAID1, the management
information 45 is stored és clones respectively in a block
A, a block B, a block C, and a block D. Then, because the
management information 45 retains four clones in total, the
redundancy X29 of the management information 45 is four.
For example, when data of the block A is broken and unable
to be read, the SSDC 41 can read the management information
45 by performing data read from the block B, the block C,
or the block D. Then, because the management information
45 retains three clones in total, the redundancy X29 of the
management information 45 is three. For example, when the
SSDC 41 manages the management information 45 over four
blocks using the RAID5, the management information 45 is
stored in, for example, the block A, the block B, the block
C, and the block D respectively by four RAID5s. Then, even

if data of maximum one block is lost, because the data can
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be restored,‘the redundancy X29 of the management
information is two. In a state in which data‘for one block
is lost, the redundancy X29 is one. When the redundaﬁcy
X29 decréases, system data is more likely to be unable to
be restored and a failure rate of the storage unit 2
increases. A smaller value of the redundancy X29 indicates
that reliability is further deteriorated. When the
redundancy X29 decreases, it is desirable that the SSDC 41
recovers the redundancy by rewriting restored data in a
block in which data is lost.

The totél of written data amount in the RAM 40 (the
statistical information X30) is explained. The SSDC 41
stores a cumulative value of data write amounts written in
the RAM 40 of the storage unit 2 in the statistical
information 65 as the statistical information X30. ' The
SSDC 41 increments the statistical information X30 by one
every time data of one page is written in the RAM 40. It
is desirable that the statistical information X30 is reset
to zero during manufacturing (e.g., before a test process)
of the storage unit 2. A larger value of the statistical
information X30 indicates that reliability if further
deteriorated.

The statistical information increase ratio (the
statistical information X31) is explaiﬁed. The SSDC 41
stores not-latest information of the statistical
information X01 to X25 (e.g., values before a fixed time,

values at the time when the storage unit 2 is powered on,

- and values at the time when the storage unit 2 is powered

down last time) separately in the management information 44.
The SSDC 41 calculates the statistical information X31
according to, for example, any one of the following
formulas:

statistical information increase ratio = (latest
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‘statistical information) - (old information)
' statistical information increase ratio = ((latest
statistical information) - (old information)) / (elapsed

time after old information is acquired)

» statistical information increase ratio = ((latest
statistical informatidn)_— (old information)) / (number of
times of NAND access after old information is acquired)

It is desirable that the statistical information X31
is reset to zero during manufacturing (e.g., before a test
process) of the storage unit 2. A larger value of the
statistical information X31 indicates that reliability is
further deteriorated.

The NAND GC Error Flag (the statistical information
X32) 1s explained. When the statistical information X32 is
1, the number of free blocks sufficient for an operation
cannot be acquired even with a garbage collection (GC) of
data stored in NAND memory 16 (héreinafter referred to as
NAND GC). It is desirable that the statistical information
X32 is reset to zero during manufacturihg (e.g., before a
test process) of the storage unit 2. A larger value of the
statistical information X32 indicates that reliability is
further deteriorated;

The SSDC 41 can store all the parameters explained
above or can store a part of any one of the parameters in
the statistical information 65. It is desirable that the
SSDC 41 stores the latest information of the statistical
information 65 in the area 40A on the RAM 40 and
periodically backs up the latest information as backup data
in the area 40A on the NAND memory 16. On the other hand,
the SSDC 41 can store the latest information in one of the
RAM 40 and the NAND memory 16 and can transmit the
statistical information to the information processing

device 111 and store the statistical information in the
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information processing device 111 or a storage device
connected to the information processing device 111.

Forward LBA lookup transformation

A procedure in which the SSDC 41 specifies.a physical
address from an LBA (forward LBA lookup transformation) is
explained with reference to Fig. 1l6. Whén an LBA is
designated, the SSDC 41 calculates a track address, a
cluster address, and an intra-cluster address from the LBA.

First, the SSDC 41 searches through the track table 63
and specifies a physical block ID corresponding to the
calculated track address (steps S100 and S101). The SSDC
41 determines whether the specified physical block ID is
valid (step S5S102). When the physical block ID is not null
and is a valid value (Yes at step 5102), the SSDC 41
searches through the ABT 62 and determines whether the
physical block ID is entered in the ABT 62 (step S103).
When the physical block ID is entered in the ABT 62 (Yes at
step S104), a position shifted by the intra-track address
from a head pbsition of a physicai block designated by the
physical block ID is a physical position on the NAND memory
16 corresponding to the designated LBA (step S105). 1In
such a case, the cluster table 64 is unnecessary for
specifying a physical position on the NAND memory 16
corresponding to the LBA. Such an LBA is referred to as
"LBA managed in track unit". When the physical block iD is
not entered in the ABT 62 at step S104 (No at step S104),
the designated LBA does not have a physical address
corresponding thereto. Such a state 1is referred to
"unwritten state” (step S106). -

When the physical address corresponding to the
designated track address is null and is an invalid value at
step S102 (No at step S102), the SSDC 41 calculates a

cluster address from the LBA, searches through the cluster
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table 64, and écquires a physical block ID corresponding to
the calculated cluster address and an intra—physical block
address corresponding thereto from the cluster table 64
(step S107). A position shifted by the intra—cluster
address from a head position of a physical pége designated
by the physical block ID and the intra-physical block page
address is a physical position on the NAND memory 16
corresponding to the designated LBA. 1In such a case, the
physical position on the NAND memory 16 corresponding to
the LBA cannot be specified from only the track table 63
and the cluster table 64 needs to be referred to. Such an
LBA is referred to as "LBA managed in cluster unit" (step
sS108) .

Read operation

A read operation from the storage unit 2 and the
storage unit 3 by the information processing device 111 is
explained with reference to Figs. 17 and 18. 1In the read
operation explained in this embodiment, 60h READ FPDMA
QUEUED-described in Information technology ATA/ATAPI
Command Set-3 (ACS-3) is used as a read command. However,
other read commands such as 25h READ DMA EXT can be adopted.
A difference in a type of'the read command does not affect
the essence of the present invention. For example, 02h
Read described in NVM Express Revision 1.1 can be used as
the read command. When the storage unit 2 receives a read
command from the information processing device 111 (step
S$110), the SSDC 41 adds the read command to a read command
queue on the RAM 40 (step S111) and returns a reception
notification of the read command to the information
processing device 111.

On the other hand, when a read command is present in

the read command queue on the RAM 40, the SSDC 41

determines whether read processing can be executed (step
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S120) .. Upon determining that the read processing can be
executed, the SSDC 41 specifies a physical position of data
from the LBA received from the information processing

device 111 éccording to the forward LBA lookup

transformation procedure shown in Fig. 16 (step 3121). The

SSDC 41 reads the data from a physical page in the
specified position (step S123), subjects the read data to
ECC decryption using an ECC redundancy bit in the read data
(step S124), transmits the decrypted data to the
information processing device 111 via the IFC 42 (step
8125), and updates the statistical information 65. The
SSDC 41 can once write the data read from the NAND memory
16 in thé RAM 40, decrypt the data written in the RAM 40,
and transmit the decrypted data to the information
processing device 111 or can once write the decrypted data
in the RAM 40 and transmit the data written in the RAM 40
to the information processing device 111.

At step S124, the SSDC 41 attempts decryption by the
ECC. However, whén the decryption cannot be performed, the
SSDC 41 deletes, from the ABT 62, a physical block
including a page that cannot be decrypted, registers the
physical block in the BBT 61, and increments the total
uncorrectable ECC error count (the statistical information
X09) of the statistical information 65. Then, it is
desirable that the SSDC 41 copies data of the block from
the FBT 60 to an allocated free block, registers a physical
block ID of the free block in the ABT 62, and rewrites
physical blocks of the track table 63 and the cluster table
64 fromva copy source physical block ID to a copy
destination physical block ID.

Write operation

A write operation in the storage unit 2 and the

storage unit 3 by the information processing device 111 is
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explained with reference to Fig. 19, Fig.20A and 20B. In
the write operation explained in this embodiment, 61h WRITE
FPDMA QUEUED described in Information technology ATA/ATAPI
Command Set-3 (ACS-3) is used as a write command. However,
other write commands such as 35h WRITE DMA EXT can be
adoptéd. A difference in a type of the write command does
not affect the essence of the present invention. For
example, 0lh Write described in NVM Express Revision 1.1
can be used as the write command. For example, when the
storage unit 2 receives a write command from the
information processing device 111 (step S130), the SSDC 41
adds the write command to a write command queue on the RAM
40 (step S131) and returns a reception notification of the
write command to the information processing device 111.

On the other hand, when a write command is present in
the write command queue on the RAM 40, the SSDC 41
determines whether write processing can be executed (step
S140). Upon determining that the write processing can be
executed, the SSDC 41 notifiés the information processing
device 111 that write is possible, receives write data from
the information processing device 111, subjects the
received data to ECC encoding, and stores the encoded data
in the cache memory 46 of the RAM 40. The SSDC 41 can
store unencoded data in the cache memory‘46 and encode the
data when writing the data in the NAND memory 16.

Subsequently, the SSDC 41 reads the FBT 60 (step S141)
and acguires a physical block ID of a free block from the
FBT 60. When a free block is absent (No at step $142), the
SSDC 41 performs NAND GC of the NAND memory 16 explained
below (step S143). After the NAND GC, the SSDC 41 reads
the FBT 60 (step S144) and acquires a physical block ID of
a free block from the FBT 60. The SSDC 41 applies an erase
operation to the free block, the physical block ID of which
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is acquired. When an-erase-error occurs, the SSDC 41 adds
the physical block ID to the BBRT 6l,>deletes the physical
block ID from the FBT 60, and executes the processing again
from S141 to acquire a free blOCk.again. Even in a
physical block in which an erase error occurs once, if the
erase operation is performed again, the physical block
sometimes can be normally erased without causing an erase
error. Therefore, in terms of preventing an unnecessary
increase in the number of bad blocks, it is desirable that
the SSDC 41 reserves, for each of blocks, an item of an
erase error count for each block serving as the statistical
information X06 in the FBT 60 and the ABT 62, increments
the item when an erase error of the block occurs, and
registers the block in the BBT 61 when the erase error
count for each block increases to be equal to or larger
than a predetermined value. More desirably, to set only a
physical block in which erase errors continuously occur as
a bad block, the SSDC 41 provides an item of " erase count
continuous errors for each block" insteéd of the "erase
error count for each block", increments the item when an
erase error of a block occurs, resets the item to zero when
erasing can be performed without an error, and registers
the block in the BBT 61 when the " erase count continuous
errors for each block" increases to be equal to or larger
than a predetermined wvalue.

Subsequently, to find whether an LBA designated in the

write command is in an unwritten state, the SSDC 41

determines whether valid data corresponding to the LBA is .
already stored in the NAND memory 16 according to the
forward lookup transformation procedure shown in Fig. 16
(steps S145 and S146).

| When the LBA is in the unwritten state (Yes at step
S146), the SSDC 41 writes reception data stored in the
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cache memory 46 in a free block (step S147), registers an
ID of the written free block (a new physical bldck) and the
erase count of the free block in the ABT 62, and deletes
the ID of the written physical block and the erase count of
the free block from the FBT 60 (step S151). Then, the SSDC
41 divides an LBA of the reception data with a section in a
track unit (a track section) and determines whether the

track section is filled with data to determine whether the

LBA is managed in track unit or managed in cluster unit

(step S152). That is, when the track section is filled
with data, the LBA is managed in track unit and, when the
track section is not filled with data, the LBA is managed
in cluster unit. When the LBA is managed in cluster unit,
the SSDC 41 rewrites the cluster table 64, associates a new
physical block ID with the LBA (step S153), rewrites the
track table 63, and associates an invalid physical block ID
(e.g., null) with the LBA. When the LBA is managed in
track unit, the SSDC 41 rewrites the track table and
associates a new physical block ID with the LBA (step S154) .

On the other hand, when the LBA is not in the
unwritten state at step S146, the SSDC 41 reads, based on a
physical block ID obtained by the forward lookup |
transformation, all data in a physical block corresponding
tc the physical block ID from the NAND memory 16 and writes
the data in the RAM 40 (step S148). Then, The SSDC 41
overwrites the data the data stored in the cache memory 46
and the data, which is read from the NAND memory 16 and is
written in the RAM 40, in the RAM 40 (Step S149) and writes
the combined data in a free block (Step S150).

When a Program Error occurs at step S150, the SSDC 41
adds the physical block ID to the BBT 61, deletes the
physical block ID from the_FBT 60, and executes the

‘processing from step S141 again to acquire a free block
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again. Even in a physical block in which a Progfam Errér
occurs once, if the write operation is performed again, the
physical block sometimes can be normally writﬁen without
causing a Progrém Error. Therefore, in terms of preventing
an uhnecessary increase in the number of bad blocks, it is
desifable that the 3SDC 41 reserves, for eéch of blocks, an
item of a number of times of occurrence of Program Error
for each block Serving as the statistical information XO05
in the FBT 60 and the ABT 62, increments the item when a
Program Error of the block occurs, and registers the block
in the BBT 61 when a Program Error Count for each block
increases to be equal to or larger than a predetermined
value. More desirably, to set only a physical block in
which Program Errors continuously occur as a bad block, the
SSDC 41 provides an item of "number of times of write
continuous errors for each block" instead of the "Program
Error Count for each block", increments the item when a
Program Error of a block occurs, resets the item to zero
when write can be performed without an error, and registers
the block in the BBT 61 when the "number of times of write
continuous errors for each block" increases to be equal to
or'larger than a predetermined value. |

The SSDC 41 registers an ID and the erase count of the
written free block (a new physical block) in the ART 62 and
deletes the ID of the written physical block from the FBT
60 (step S151). When the LBA 1s managed in cluster unit,
the SSDC 41 rewrites the old physical block ID of the
cluster table 64 to the new physical block ID (steps S152
and S153). When the LBA is managed in track unit, the SSDC
41 rewrites the old physical block ID of the track table to
the new physical bloék ID (steps S152 and S154). Further,
the SSDC 41 adds the old physical block ID and the erase
count of the old physical block ID to the FBT 60 and
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deletes the old physical block ID and the number of times
or erasing of the old physical block ID from the ABT 62
(step S155). The SSDC 41 updates the statistical
information 65 based on the write processing explained
above.

NAND GC

Usually, a total LBA capacity (a total logical sector
count) of the storage unit 2 is designed smaller than a
total capacity of the NAND memory 16 of the storage unit 2
(over provisioning). Therefore, free blocks are not
exhausted as long as the write operation continues to be
performed in a track unit. On the other hand, when a large
number of times of write in a cluster unit take place for
an unwritten LBA, a physical block having a capacity larger
than a cluster is allocated to one write in a cluster unit.
Therefore, physical blocks of the NAND memory 16 more than
a data capacity to be written are necessary. Consequently,
free blocks are likely to be exhausted. When free blocks
are exhausted, a free block can be acquired anew trough
arrangement of the NAND memory 16 explained below.

The NAND GC by the SSDC 41 1is explained with reference
to Fig. 21. All clusters stored in a physical block are
not always valid clusters. An invalid cluster not
eqguivalent to a valid cluster is not mapped to the LBA.

The valid cluster is a cluster in which latest data is
stored. The invalid cluster is a cluster in which data of
the same LBA is written in another place and is not
referred to. In the physical block, there is a free space
for data by a space of the invalid cluster. A free block
can be acquired by executiﬁg the NAND GC for collecting
data of the valid cluster and rewriting the data in a
different block.

First, the SSDC 41 sets a selected physical block ID=1i
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to zero and sets a free space cumulative amount S to zero
(step S160). The SSDC 41 determines whether the physical
block with the ID i=0 ié entéred in the track table 63

(step S161). When the physical block is entered in the
track table, the SSDC 41 increments i by one (étep'SlGZ)-
and performs the same determination céncerning‘a_physical
block having the next ID number (step S$161). That is, when
the physical block ID is included in the track table 63,
because data of the physical block is managed in track unit,
the data is not a NAND GC target.

When the physical block with ID=i is not managed in
track unit (No at step S$5161), the SSDC 41 refers to thé
cluster table 64 and acquires all addresses of a valid
cluster included in the physical block with ID=1i (step
S163). The SSDC 41 calculates a size v for a total
capacity of the acquired wvalid cluster (step S164). When
the size v is smaller than a physical block size (Yes at
step S5165), the SSDC 41 adds an ID of the present physical
block toia NAND GC target block list (step S$166). Further,
the SSDC 41 adds the acquired cluster capacity v of the
present physical block to an acquired cluster cumulative
amount S and updates the acquired cluster cumulative amount
S (step S167).

When the size v is not smaller than the physical block
size or the acquired cluster cumulative amount S does not
reach the physical block size at step 8168, the SSDC 41
increments i by one (step S162) and executes the procedure
at steps S161 to S167 in the same manner concerning a
physical block having the next ID number. The SSDC 41
repeats the procedure at steps $161 to S167 until the
acquired cluster cumulative amount S reaches the physical
block size at step S168. |

When the acquired cluster cumulative amount S reaches
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the physical block size at step S168, the SSDC 41 reads
data of all valid clusters concerning all.physical blocks
on the NAND GC target block list and writes the data in the
RAM 40 (step 8169), erases all physical blocks on the NAND
GC target block list (step S170), and deletes the erased
all physical blocks from the ABT 62 and adds the physical‘
blocks to the FBT 60 (step S171). Then, the SSDC 41
increments the erase count. A target of the erasing
processing performed at step S170 can be limited to a block
in which data is written at step S172. This is desirable
in terms of suppressing the erase count of blocks.

When an erase error occurs, the SSDC 41 adds the
physical block ID to the BBT 61 and deletes the physical
block ID from the FBT 60. Even in a physical block in

- which an erase error occurs once, if the erasing is

performed again, the physical block sometimes can be
normally erased without causing an erase error. Therefore,
to prevent an unnecessary increase in the number of bad
blocks, it is desirable that the SSDC 41 reserves, for eéch

of blocks, an item of "Erase Error Count for each block™ in

~ the FBT 60 and the ABT 62, increments the item when an

erase error of the block occurs, and registers the block in
the BBT 61 when the Erase Error Count for each block
increases to be equal to or larger than a predetermined
value. More desirably, to set only a physical block in
which erase errors continuously occur as a bad block, the
SSDC 41 reserves an item of " erase count continuous errors
for each block™ instead of the "Erase Error Count for each
block", increments the item when an erase error of a block
occurs, resets the item to zero when erasing can be
performed without an error, and registers the block in the

BBT 61 when the " erase count continuous errors for each

block" increases to be egual to or larger than a
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predetermined value. }

The SSDC 41 acquires a new free block from the FBT 60,
writes, in the acquired free block,vdata written ih the RAM
40 (step S172), adds e physical block ID of the free block;

in which the data is written, and the erase count of the

" block to the ABT 62, and deletes the block ID of the block,

in which the data is written, from the FBT 60 (step S173).
Further, the SSDC 41 updates a cluster address, a physical
block ID, and an intra-physical block page address in the
cluster table 64 to correspond to the NAND GC of this time
(step S174). The SSDC 41 updates the statistical
information 65 based on processing contents of the NAND GC.
. When a Program Error occurs at step S172, the SSDC 41
adds the physical block ID to the BBT 61, deletes the
physical block ID from the FBT 60, and acguires a free
block again. Even in a physical block in which a Program
Error occﬁrs once, if the write operation is performed
again, the physical block sometimes can be normally written
without causing a Program Error. Therefore, to prevent an
unnecessary increase in the number of bad blocks, it is
desirable that the SSDC 41 reserves, for each of blocks, an
item of "Program Error Count for each block" in the FBT 60
and the ABT 62, increments the item when a Program Error of
the block occurs, and registers the block in the BBT 61
when the "Program Error Count for each block" increases to
be equal to or larger than a predetermined value. More
desirably, to set only a physical block in which Program
Errors continuously occur as a bad block, the SSDC 41
reserves an item of "number of times of write continuous
errors for each block" instead of the "Program Error Count
for each block", increments the item when a Program Error
of a block occurs, resets the item to zero when write can

be performed without an error, and registers the block in
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the BBT 61 when the "numbef’of times of write continuous
errors for each block" increases to be>equal to or larger
than a predetermined value. |

In the procedure shown in Fig. 21, the NAND GC for
preferentially filling data in a free block is performed.
However, the NAND GC for preferentially acquiring a free
block can be performed by calculating v by subtracting the
capacity of a cluster acquired from a physical block size
at step S164, determining whether v 1s smaller than 0 at
step S165, shifting to step 8168 when v is smaller than O,
and shifting to step S163 when v is not smaller than 0.

Delete notification

The delete notification processing by the SSDC 41 is
explained with reference to Fig. 22. The delete
notification is a command transmitted from the information
processing device 111 to the storage unit 2 and the storage
unit 3 when deletion of data is performed by the 0S 100 on
the information processing device 111. A command used for
the delete notification prbcessing is generally called trim
command. Examples of the trim command include Deallocate
of a 06h Data Set Management command described in
Information technology ATA/ATAPI Command Set-3 (ACS-3) and
a 0%9h Data Set Management command described in NVM Express
Revision 1.1. The delete notification processing is a
system in which, when data is deleted on the 0S 100 or on a
file system, a logical address area (an LBA area) where the
deleted data 1s present is notified to a storage device as
an LBA Range Entry including a set of an LBA and the number
of sectors, whereby the area can be treated as a free area
on the storage unit 2 and the storage unit 3 as well. The
SSDC 41 can acquire a free block anew according to the
delete notification. A function of the trim command can be

realized by not only the command but also, for example, SCT
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Command Transport described in Information technology

'ATA/ATAPI.Command_Set-3 (ACS-3), a 08h Write Zeroes command‘

described in NVM ExpreSs Revision 1.1, and other commands
such as a vendor unique command.

When the storage unit 2 and the storage unit 3 receive
a delete notification from the information processing
device 111 (step S180), the SSDC 41 subjects an LBA
designated in the delete notification to forward LBA lookup
transformation according to the procedure shown in Fig. 16.
When the LBA included in the delete notification is managed
in track unit (Yes at step $181), the SSDC 41 adds a
physical block ID to the FBT 60 and deletes the physical
block ID from. the ABT 62 (step S184). On the other hand,
when the LBA included in the delete notification is managed
in cluster unit (No at step S$S181), the SSDC 41 deletes all
clusters corresponding to the physical block from the
cluster table 64 (step S182), writes an appropriate valid
value (e.g., FFFF) in a physical block ID corresponding to
a track corresponding to the LBA in the track table 63
(step S183), and adds the physical block ID to the FBT 60
and deletes the physical block ID from the ABT 62 (step
S184). The SSDC 41 can acquire a free block trough the
delete notification processing other than the NAND GC.

Usually, the number of free blocks sufficient for
write can be'acquired by the NANG GC. When the number of
free blocks sufficient for write cannot be acquired even by
the NAND GC, it is desirable that the SSDC 41 sets the NAND
GC Error Flag of the statistical information 65 to 1 and
notifies the information processing device 111 that a free
block cannot be acquired through the acquisition of the
statistical information 65 by the information processing
device 111. For example, to give a margin to time from the

time when the NAND GC Error Flag changes to 1 until the
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storage unit 2 actually stops operating,'it'is desirable to
set a NAND GC failure flag to 1 when a condition (number of
free blocks after the NAND GC is performed) < (number of
free blocks necessary for write) + (margin) is satisfied
and notify the information processing device 111 of the
failure in acquisition of a free block as reliability
information.

The NAND GC can be executed not only when a write
request is received from the information processing device
111 but also, for example, when a predetermined time
elapses after a command is received last from the
information processing device or when a command for shift
to a standby, idling, or sleep state is received from the
information processing device 111 or can be executed, for
example, when the SSDC 41 receives a command for staring

the NAND GC from the information processing device 111

through SCT Command Transport described in ACS-3, other

vendor commands, or the like.

Error processing

The error processing concerning the NAND memory 16 by
the SSDC 41 is explained with reference to Fig. 23.
Various kinds of processing such as the processing for a
write request from the information processing device 111
and the NANG GC processing are usually performed as
explained above. However, in some case, for example, a
Program Error occurs in a write operation (a program
operation) for the NAND memory 16, an erase error occurs in
an erase operation for the NAND memory 16, or an ECC error
(a failure in the error correction processing) occurs in a
read operation for the NAND memory 16. In this case,
exception handling for the error is necessary.

When any one of the errors occurs (step S190), the

SSDC 41 adds a physical block in which the error occurs to
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the BBT 61 (step S191) and deletes the physical block in
which the error occurs from the ABT 62 and the FBT 60 (step
S192) to make is impossible to thereafter access the |
physical block in which the error occurs. Then, the SSDC
41 can copy data of the physical block in which the error
occﬁrs to another physical block. The SSDC 41 updates the
statistical information 65 based on the error proéessing.

The examples of the érror processing are explained
above concerning the fead processing, the write processing,
and the NAND GC processing. However, the error processing
is not limited to the examples and can be applied to all
kinds of read processing, write processing, and erasing
processing for the NAND memory 16.

processing for determining Life end

While the information processing device 111 is using
the storage unit 2, values stored in the statistical

information 65 are deteriorated and the storage unit 2 has

reached the life end. For example, while the information

processing device 111 is using the storage unit 2, the
blocks of the NAND memory 16 are deteriorated in
reliability, the number of bad blocks increases, and a sum
of the number of free blocks and the number of active
blocks decreases. Further, when the information processing
device 111 is using the storage unit‘2, even if the S3DC 41
executes the NAND GC, the number of free blocks sufficient
for performing the write processing cannot be acquired.
This is an example of a life end of the storage unit 2. 1In
the following explanation, processing by the control
program 200 performed when the life end of the storage unit
2 ends is explained.

When started, the control program 200 resides in the
main memory 6 and monitors reliability information such as

the statistical information 65 of the storage unit 2. To
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always monitor the statistical information 65 of the
storage unit 2, it is desirable that the control program
200 is read from the area 16B (or the area 20B) to the area
6B when or immediately after the 0S 100 is read from the
area 16B (or 20B) to the area 6A (see Figs. 2 and 3).

For example, as shown in Fig. 24, the control program
200 acquires reliability information such as the
statistical information 65 from the storage unit 2 at every
fixed time (e.g., at every one minute) or in each fixed
number of times of processing (e.g., at every 100 accesses
to the storage unit 2 or at each 10 GB of data received by
the storage unit 2). It is possible to perform more robust
protection of user data by increasing a frequency of
acquisition of the reliability information as the storage
unit 2 is closer to the life end. As a method of acquiring
statistical information, for example, a BOh/DOh SMART READ
DATA command or a BOh/D5h SMART READ LOG command, which is
a command of S.M.A.R.T (Self-Monitoring Analysis and
Reporting Technology) used as a self diagnosis function for
a memory, described in INCITS ACS-3 can be used. A 02h Get
Log.Page command described in NVM Express Revision 1.1 can
be used. A SCT Command Transport described in ACS-3 or
other vendor unique commands can be used. A 4Dh LOG SENSE
command described in SCSI Primary Commands-4 (SPC-4),
INCITS T10/1731-D, and Revision 36e (http://www.tl0.org/)
can be used.

In an example shown in Fig. 27, the SSDC 41 generates
table data based on the statistical information 65 or
directly stores table data in the statistical information
65 and transmits the table data to the information
processing device 111 as reliability information. When
using the S.M.A.R.T as the statistical information 65, as

shown in Fig. 27, the SSDC 41 allocates an attribute ID to
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each of components of the statistical information 65. ' The
SSDC 41 can allocate the attribute ID to only a part of the‘
components of the statistical information 65. Concerning a
component, a value of which increases as reliability is
further deteriorated;_among the components of the
statistical information 65, the SSDC 41 calculates, for
example, an attribute wvalue, which is a value standardized
as explained below. |

~attribute value = SMAL + SMAB x(1-AMALR) x (RMAX-Raw
Value) / RMAX

Raw Value is a value itself stored in the statistical
information 65. RMAX is an upper limit value of the Raw
Value for enabling. guarantee of reliability. SMAB is a
parameter set in advance as an initial value of the
attribute value. For example, 100 is set as SMAB. SMAL
(=attribute Threshold) is a value that the attribute wvalue
should reach when the Raw Value is equal to the upper limit
value RMAX and is a parameter set in advance. For example,
30 is set as the SMAL. AMAIR is a parameter derived from a
relation AMALR=SMAL/SMAB and is equal to or larger than O
and smaller than 1. In this way, the SSDC 41 calculates
the attribute value of SMART information ("Value" in Fig.
27) and transmits the attribute value to the control
program 200. The attribute Threshold is "Threshold" in Fig.
27. The Raw Value is "Raw Data" in Fig. 27.

For example, when the SSDC 41 uses the average erase
count (the statistical information X04) as the Raw Value,
if the present average erase count is 1000, Raw Data=1000.
If the maximum erase count for enabling guarantee of the
reliability of the NAND memory 16 is assumed to be 10000,
RMAX=10000. TIf the SSDC 41 is designed to set an initial
value of the attribute value to 100 in an initial state of

the erase count=0, SMAB=100. When the erase count reaches
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RMAX=IOOOO,'the attribute value reaches SMAL.

Concerning a compoﬁent, a value of which decreases as
reliability is further deteriorated, among the components
of the statistical information 65, the SSDC 41 calculates,
for example, an attribute Value,‘which is a value

standardized as expiained below.

attribute value = SMAL + SMAB x(l1-AMALR) x (Raw Value

- RMIN) / (RINIT - RMIN)

| RMIN is a lower limit value of the Raw Value for
enabling guarantee of reliability. RINIT is an initial
value of the Raw Value.

Different values can be respectively adopted as the
RMAX, the AMALR, and the SMAB for X0l to X32. When
AMALR=0.3 is adopted at SMAB=100, a best value of the
attribute value is 100 (e.g., 100 immediately after
shipment) concerning statistical information to be adopted.
When the attribute value gradually decreases as reliability
is further deteriorated and the storage unit 2 cannot be
guaranteed ih reliability (the Raw Value of the statistical
information is equal to or larger than RMAX) or the storage
unit 2 is about to reach the life end, the attribute value
reaches 30 or a smaller value. The control program 200 can
use BOh/DAh SMART RETURN STATUS, which is a command
described in ACS-3, as means for detecting whether the
Attribute Value exceeds the Threshold and determine, from
an output of the command, the life end according to whether
the Attribute Value exceeds the Threshold.

It is desirable that a manufacturer of the storage

unit 2 derives a relation between the Raw Value of the

statistical information and a fraction defective of the
storage unit 2 in a development stage as shown in Fig. 28
and adopts, as the RMAX, the Raw Value at the time when the

fraction defective exceeds an allowable value. For example,
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the manufacturer only has to perform, in the dévelopment
stage of the storage unit 2, an abrasion test for verifying
whether written data continues to be correctly stored for a
fixed time or more while repeating a write operation at
high temperature for a group of a large number of (e.g.,
one hundred) storage units 2 for test and, at the same time,
continue to monitor the statistical information, and adopt,
as the RMAX, the Raw Value of the statistical information
at a point when the fraction defective reaches a fixed
ratio. The manufacturer only has to leave the worn storage
unit 2 untouched in a high-temperature state for a certain
time or more, thereafter lower the temperature of the
storage unit 2, perform a read operation for the storage
unit 2, and, when read data cannot be subjected to ECC
correction (or there are a fixed number or more of data
that cannot be subjected to ECC correction), define this as
a failure of the storage unit 2, and adopt, as a fraction
defective, a value obtained by dividing the number of
failufes by the number of storage units 2 for which
equivalent tests are performed. The manufacturer only has
to adopt, the Raw Value, the fraction defective of which is
significantly lower than the allowable fraction defective
statistically, as the RMAX. The manufacturer can give a
certain degree of.margin to the RMAX and adopt, as the RMAX,
RMAX' = RMAX - margin

The manufacturer can adopt "Worst" in Fig. 27 as an
index for.a diagnosis of the life end of the storage unit 2
by the control program 200. "Worst" is calculated by the
SSDC 41 as a worst value of the attribute value. For
example, the Worst is a minimum value of the attribute
value, for example, after shipment {(or after manufacturing)
of the storage unit 2. Alternatively, the manufacturer can

adopt, as the Worst, a minimum value of the attribute value
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in a.fixed time range in_the past or . can adopt, as the
worst value, a minimum value in a period from the_past when
communication or processing was performed a certain fixed
number df timeé (by a fixed data amount) to the present.
The ménufacturer can adopt "Raw Data" (Raw Value) in

Fig. 27 as a specification for a diagnosis of the life end

of the storage unit 2 by the control program 200. The Raw

Value of the statistical information is transmitted from
the storage unit 2 to the control program 200 as the Raw
Data. 'Then, the control program 200 already retains the
RMAX in the control program 200, separately reads the RMAX
from the storage unit 2, or reads the RMAX from another

storage device to acquire the RMAX, compares the RMAX and

the Raw Data, and, when Raw Data > RMAX or Raw Data = RMAX,
determines that the storage unit 2 has reached the life end.
For example, in thé case of the NAND GC failure flag, when
the NAND GC failure flag is 1, the control program 200
determines that the storage unit 2 has reached the life end.
For example, in the case of the total bad block count, when
the total bad block count exceeds a predetermined value,

the control program 200 determines that the storage unit 2
has reached the life end. As the Raw Data transmitted from
the storage unit 2 to the information processing device 111,
the Raw Value of the statistical information does not

alwayé need to be output. For example, the SSDC 41 can
transmit, as the Raw Data, a value obtained by subjecting
the Raw Value of the statistical information to the four
arithmetic operations to the control program 200. The
control program 200 can compare the Row Data with a value
obtained by subjecting the RMAX to the four arithmetic
operations to determine whether the storage unit 2 has
reached the life end. The SSDC 41 can transmit, as the Raw

Data, hashed data obtained by, for example, encrypting the
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Raw Value of the statistical information to the cohtrol
program 200. The control program 200 can decrypt the Raw
Data and compare the Raw Data with the RMAX of the data
after the decryption to determine whether the storage unit
2 has reached the life end.

As explained above, the control program 200 determines
whether the storage unit 2 has reached the life end
(whether the storage unit 2 is in an abnormal state). When
the control program 200 determines that the storage unit 2
has reached the life end (when the control program 200
determines that the storage unit 2 is in the abnormal
state), the control program 200 shifts to life end
processing (step $205) explained below. The statistical
information 65 can adopt various forms other than the
statistical information X01 to X32. The present invention
can be applied to these forms as well. The present
invention can be applied not only when a positive
correlation is present in a relation between the
statistical information and the fraction defective but also

when a negative correlation is present in the relation

.between the statistical information and the fraction

defective. The statistical information is, for example, a
lowest temperature experienced by the storage unit 2 after
shipment. Then, the control program 200 only has to adopt
a lower limit value RMIN for enabling guarantee of
reliability instead of the RMAX and, when the statistical
information falls below the RMIN, determine that the
storage unit 2 has reached the life end.

In this embodiment, the control program 200 acquires
the statistical information at every fixed time (e.g., at
every one minute) using S.M.A.R.T as shown in Fig. 24 (Yes
at step S200). The control program 200 traﬁsmits BOh/DOh
SMART READ DATA described in ACS-3, which is a statistical
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information acquisition command, to the storage unit 2
(step S201), receives data including the statistical
information frdm the storage unit 2 (step $202), and
diagnoses the received data (step S203). A diagnosis
method is as explainéd above. When the control program 200
determines at step S204 that the storage unit 2 has reached
the life end or when the control program 200 determines
that the storage unit 2 is about to reach the life end (Yes
at step S204), the control program 200 shifts to the life
end processing (step S205). Even if the storage unit 2 has
not reached the life end, for example, when the statistical
information exceeds the RMAX set in advance or indicates an
abnormal value, which is impossible in a normal operation,
it is also desirable that the control program 200 shifts to
the processing at step $205.

The control program 200 can perform the life end
determination using, besides the SMART, Solid State Device
Statistics (Log Address 04h, log page 07h) described in
ACS-3 that can be acquired from the storage unit 2. For
example, when the control program 200 determines that a
value of Percentage Used Endurance Indicator of Offset 8-15
exceeds 100%, the control program 200 can shift to the life
end processing.

The control program 200 can perform the life end
determination using, besides the SMART, Identify Device
Data that can be acquired according to an ECh IDENTIFY
DEVICE command described in ACS-3. For example, when the
control program 200 determines that a flag is set in a
specific bit in the Identify Device Data, the control
program 200 can shift to the life end processing. In
particular, 1f the storage unit 2 is a SSD that adopts the
invention of the Patent Literature 3, when the SSDC 41

shifts to a read only mode, the SSDC 41 can set a flag in a
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specific’bit in the Identify Device Data. Consequéntly;
the control program 200 can acquire the Identify Device
Data to récognize that the storage unit 2 transitions to
the read only mode and can shift to the iifé end processing.

The control program 200 can perform a life prediction
for the storage unit 2 using life prediction technologies
disclosed in Patent Literature 22 and the Patent Literature
23 and, when determining that the life end of the storage
unit 2 is about to end in a fixed period, shift to the life
end processing. |

The control program 200 can shift to the life end
processing using reliability information other than the
statistical information 65. For example, as shown in Fig.
29, the control program 200 acquires (monitors), from the
0S 100, the response information (see Fig. 7) received by
the 0S 100 from the storage unit 2 and uses the response
information as the reliability information (step $210).
When the response information is an error response (step
S211), the control program 200 determines that thé storage
unit 2 reaches an abnormal state. The control program 200
shifts to the life end processing (step S205). A response
to be monitored can be a response to any command. However,
it is desirable in terms of a reduction in a locad on the
CPU 5 to monitor only responses to write commands to the
storage unit 2 such as 61lh WRITE FPDMA QUEUED and 35h WRITE
DMA EXT described in ACS-3 and 0Olh Write command described
in NVM Express Revision 1.1. 1In particular, if the storage
unit 2 is a SSD that adopts the invention of Patent
Literature 3, when the storage unit 2 has reached the life
end, a response to the write command to the storage unit 2
is returned as an error. Therefore, it is possible to

determine the life end without acquiring the statistical

~ information. Naturally, the present invention can be
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applied when~the storage unit 2 is not the SSD that adopts

‘the invention of Patent Literature 3.

If the storage unit 2 is the storage unit 2 that
adopts the invention of Patent Literature 3, in a state in
whichvthe storage unit 2 returns an error in response. to
the write command, in rewriting of a Boot Loader area of
the storage unit 2 explained below, it is desirable that
the SSDC 41 is configured not to return an error in
response to a special write command (e.g., SCT command
Transport described in ACS-3 and other vendor unique
commands) in a Read Only mode state of Patent Literature 3
and write is performed in the storage unit 2 using the
special write command. The special write command does not
have to be used for write in a storage device other than
the storage unit 2. Alternatively, if the 0S 100 is an OS
that uses only a certain write command (e.g., 61lh WRITE
FPDMA QUEUED) as the write command, the SSDC 41 can be
configured to, When the SSDC 41 reaches Read Only of Patent
Literature 3, return an-error in response to the write
command (e.g., 61lh WRITE FPDMA QUEUED) 3, not return an
error in response to another write command (e.g., 30h WRITE
SECTOR(S)) and perform write of a Boot Loader area in thé
storage unit 2 using another write command (e.g., 30h WRITE
SECTOR(S)) .

Naturally, the command to be monitored can be a
command other than the write command. For example, as a
command response, a response (output) or a report to a
BOH/D4H SMART EXECUTE OFF-LINE IMMEDIATE command described
in ACS-3 can be monitored or a response to 90h EXECUTE
DEVICE DIAGNOSTIC can be monitored. .For example, the
control program 200 can shift to the life end processing
using a result of a self-test of the SMART acquired from

the storage unit 2. The control program 200 transmits a
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BOh/D4h SMART EXECUTE OFF-LINE IMMEDIATE command described
in ACS-3 to the storage unit 2, whereby the SSDC 41
executes the self-test. The control program 200 tranémits
BOh/DOh SMART READ DATA and a BOh/D5h SMART Read Log
command described in ACS-3 to the storage-unit 2 to acquire
a result of the self-test as the reliability information.
For example, when an error is included in the acquired
result of the self-test, the control program 200 determines
that the storage unit 2 has reached the life end.

Even if a certain command response is an error
response, 1if the command is transmitted again, it is likely
that a command response is not an error. Then, because it
is likely that the storage unit 2 has not reached the life
end, in terms of performing the life end processing only
when a command error having reproducibility occurs, it is
desirable to perform the life end processing when the
command error occurs a plurality of times. Further, in
terms of strictly determining error reproducibility, it is
desirable to perform the life end processing when the
command error continuously occurs a plurality of times.
Alternatively, as shown in Fig. 30, when an error response
is received as a response to a command during monitoring of
a command to the storage unit 2 (step S220 and Yes at step
S221), the control program 200 or the 0SS 100 can transmit
the command to the storage unit 2 again (command retry)
(step S222) and, when an error response is received as a
response to the retried command (Yes at step S223), perform
the life end processing (step 5205).

The control program 200 can shift to the life end
processing using reliability information acguired from the
information processing device 111. For example, when a
thermometer is set in the information processing device 111,

the control program 200 can monitor temperature output from
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the thermometer’and, when the temperature exceeds an upper

limit value or falls below a lower limit vélue, perform the

- life end processing as reliability deterioration time

processing.

Data configuration of in a normal state

Fig. 31 is a configuration example of data managed by
the information processing device 111 before the life end
processing S205 is performed. As explained above, the
information processing device 111 transmits a data read or
a write command to the storage unit 2 designating an LBA,
which is a logical address, rather than requesting the
storage unit 2 to read or write data directly designating a
physical address of the NAND memory 16. The SSDC 41 in the
storage unit 2 dynamically maps the LBA and a physical
address of the NAND memory 16 based on mapping information
stored in the management information 44. 1In this way, data
that can be directly managed by the information processing
device 111 is managed according to the LBA. As an address
space that can be managed by the information processing
device 111, an LBA area 2001 is mapped to the storage unit
2. The LBA area 2001 includes a Boot Loader area 2002, a
metadata area 2003, and a user data area 2004. A part of
the areas can be allocated to an area other than the LBA
area such as a log page address accessible by a SMART Read
Log command or a Read Log command of ACS-3. The storage
unit 2 is allocated to the logical drive 4.

The Boot Loader area 2002 is an area read during the
start of the information processing device 111. In‘this
embodiment, the Boot Loader area 2002 is allocated to a
fixed area of the LBA. However, the information processing
device 111 can dynamically allocate the Boot Loader area
2002. As an example of the Boot Loader area, for example,

there is a Master Boot Record (MBR). In the MBR, for
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‘example, an area of ‘one logiéal sector in total (512 Bytes

- in total) of LBA=0x000 is allocated as the fixed Boot

Loader area. As an example of the Boot Loader area, for

example,-thefe is a GUID partition table (GPT). In this

embodiment, the Boot Loader area 2002 includes, as shown in

Fig. 32, a metadata pointer area 2005 in which a head LBA
of the metadata area 2003 is stored, a status storage area
2006 in which a storage status is stored, and an address
area 2007 (a data migration target management area 2007) in
which a data migration target storage device address is
stored. ‘For example, when the storage unit 2 is a data
migration source and the storage unit 3 1is a data migration
destination, a storage unit identification name of the
storage unit 3 is stored in the data migration target
management area 2007 of the storage unit 2 and a storage
unit identification name of the storage unit 2 is stored in
a data migration target management area 3007 of the storage
unit 3. Ih this embodiment, data stored in the status
storage area 2006 éan take values 0 to 5. The respective
values indicate states of a storage unit at a storage
destination as follows:

0: initial storage state

1: normal state

2: low reliability state

3: data migration source state (protected state)

4: data migration destination state

5: discard target state

The information processing device 111 reads the
pointer 2005 when started, specifies an LBA of the metadata
area 2003, and reads the metadata 300 from the metadata
area 2003 of the LBA area 2001 to a.metadata area 6C of the
main memory 6. When rewriting of a file takes place, the

0S 100 rewrites the metadata 300 of the metadata area 6C of
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the main mémory 6, periodically backs up the metadata 300
of the metadata area 6C in the metadata area 2003 of the
storage unit 2, and sequentially records a journal of the
metadata 300 in the metadata area 2003 of the storage unit
2. 7

Fig. 33 is a configuration‘example of the metadata 300.
A file ID is an address or a file name of data used by the
application program 400 to identify the data. A logical
drive address is an address allocated to each of logical
drives used for specifying the logical drive 4 (see Figs.
31 and 38). A storage unit identification name is an
address allocated to a physical storage device used for
specifying a physical storage device such as the storage
unit 2 or the storage unit 3. In this embodiment, a WWN
(World Wide Name) is used as the storage unit
identification name. Because different values are
respectively allocated to storage devices as the WWN, the
WWN can be used to distinguish the physical storage device.
The WWN 1is stored in, for example, Wordl08-111 of data read
by an ECh Identify Device command described in ACS-3.
Alternatively, as the storage unit identification name, for
example, a serial number allocated to Wordl0-19 of data
read by the ECh Identify Device command described in ACS-3
can be used, a Serial Number (SN) allocated to Byte23:04 of
data read by a 06h Identify command described in NVM
Express Revision 1.1 can be used, or a MAC (Media Access
Control) address or an IP (Internet Protocol) address in a
network protocol can be used. The storage unit
identification name can be written in a storage device in
advance during manufacturing of the storage device or can
be allocated anew by the information processing device 111
when the storage device is connected to the information

processing device 111. An LBA address of the user data
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aﬁea 2004:mapped by the metadata 300 is stored in the LBA
of the metadata 300. An LBA of an area other than the user
data area 2004 sﬁch as an LBA of the metadata area 2003 or
the Boot Loader area 2002 can be stored in the LBA of the
metadata 300. A sector count indicates a data length.

The metadata 300 is used by the 0S5 100 to forward—iook
up the storage unit identification name, the LBA, and the
sector count from the file ID and the logical drive address
or used by the 0S 100 to reverse-look up the logical drive
address and the file ID from the storage unit
identification name, the LBA, and the sector count.
Usually, the application program 400 directly designates
the storage unit 2 and the LBA and does not perform read
from and write in the storage unit and the storage device.
The 0S 100 recognizes (mounts) the storage unit 2 as the
logical drive 4. When the application program 400
transmits the logical drive address and the file ID to the
0S 100, the 0S 100 reads the metadata 300, specifies a
stofage unit and an LBA corresponding to the logical drive
and the file ID, and transmits a command and the LBA to the
storage unit.

The logical drive 1is allocated to one or a plurality
of physical drives, which is lower order layers, or an LBA
area in a part of the physical drives by the 0S 100 and the
control program 200 shown in Fig. 7. Consequently, the
application program 400, which is a higher order layer,
virtually recognizes the logical drive as one drive. In
this embodiment, in a state before the life end processing
S205, the logical drive 4 is allocated to the storage unit
2, which is as a physical storage device. Even in the
state before the life end processing 5205, a storage array
of Redundant‘Arrays of Inexpensive Disks (RAID}, for

example, a storage array of RAIDO or RAIDS5 can be
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configured using a plurality of physical storage devices.
The storagebarray can be recognized as one logical drive 4.
The present invention can also be applied in that case.

Fig. 34 is a flowchart of a procedure performed when
the application program 400 transmits an access request to
the logical drive 4 to the 0S 100. When the application
program 400 transmits an access request (e.g., a file read
request or a file write request), a logical drive address,
and a file ID to the 0S 100 (step S300), the 0S 100 reads
the metadata 300 from the metadata area 6C (step S301).

The 0S 100 forward lookup-transforms the logical drive
address and the file ID into a storage unit identification
name and an LBA (step S$302) and transmits a command and the
LBA to a storage unit corresponding to the storage unit
identification name (step S303). The storage unit performs
a write operation in the user data area 2004 and a read
operation from the user data afea 2004 according to the
command and transmits a response or data to the 0S 100
(step S304) . The 0S 100 receives the response and the data
from the storage unit and transmits a response and the data
to the application program 400 and the processing ends
(step S305).

In this embodiment, in a state before the life end
processing S205 concerning the storage unit 2 is performed,
because the logical drive 4 is configured from only the
storage unit 2, all storage unit identification names
corresponding to the logical drive 4 in the metadata 300
are WWNs of the storage unit 2. On the other hand, as in
building of a RAID array in a logical drive, a plurality of
storage unit identification names can be allocated to one
logical drive address in the metadata 300 before the life
end processing S205 is performed.

In the storage status area 2006, information
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concerning a storage unit for the 0S 100 is stored. Fig.
35 shows a processing procedure of the control program 200
performed when the information processing device 111 starts
and when the storage uﬁit is connected to the interface 19.
The control program 200 reads the storage status area 2006
of the Boot Loader area 2002 of the storage unit through
the interface 19 'and changes, according to a read value, a
state of the storage unit notified to the 0S 100. When a
storage status is 0 (step S311), the control'program 200
notifies the OSVIOO that the storage unit is an initial
storage unit. The OS 100 recognizes the storage unit as
the initial storage unit (step S312). During factory
shipment of thevstorage unit or when the information
processing device 111 erases the storage unit by using a
F4h Security Erase Unit command of ACS-3, a 80h Format NVM
command of NVM Express Revision 1.1, or the like, a value
of the storage status area 2006 of the étorage unit is
changed.to the storage status=0. When the information
proceésing device 111 formats the storage unit, a value of
the storage status area 2006 of the storage unit is changed
to the storage status=0.

When the storage status is 1 (step S313), the control
program 200 notifies the 0S 100 that the storage unit is in
the normal state. The 0S 100 recogniies the storage unit
as being in the normal state (step S314). The storage
status of the storage unit 2 before the life end processing
S205 is the storage status=1l.

When the storage status is 2 (step $315), the control
program 200 notifies the 0OS 100 that the storage unit is in
the low reliability state. The control program 200
recognizes the storage unit as being in the low reliability
state (step S316) and performs the life end'processing S205.

When the storage status is 3 (step S317), the control
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program 200 notifies the OS 100 that the storage unit is
performing data migration work functioning as a'data

migration source. The 0OS 100 recognizes the storage unit

as being in a protected state (step S318).

When the storage status is 4 (step S319), the control
program 200 notifies the 0S 100 that the storage unit is
performing data migration work functioning as a data
migration destination. The OS 100 recognizes the storage

unit as being in the data migration destination state (step

S$320).

When the storage status is 5 (step S321), the control
program 200 notifies the 0S 100 that the storage unit is in
the discard target state. The OS 100 recognizes the '
storage unit as being in the discard target state (step
$322). When the storage status is other than 0 to 5, it is
desirable that the 0S 100 regards the storage unit as an
unauthorized storage unit and does not mount the storage
unit (step S8323).

Figs. 36 and 37 are state transition charts for
explaining a life cycle of the storage unit. A value of
the storage status area 2006 of the storage unit
immediately after manufacturing of the storage unit,
immediately after shipping of the storage unit, immediately
after erasing of the storage unit, and immediately after
formatting of the storage unit is the storage status=0
indicating the initial storage state (step S330).
Thereafter, the storage status changes to the storage
status=1 indicating the normal state, whereby the storage
unit is used as a normal storage unit by the 0S 100 (step
5331). As the storage unit is further deteriorated in
reliability, the storage unit transitions to the storage
status=2 indicating the low reliability state (step S$S332).

After transitioning to the storage status=3 indicating the
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protected state (step S333),'the.storage unit changes to
the storage status=5 indicating the discard target state
(step S334). Then, finally, the storage unit is discarded
by an operator or an administrator of the information
processing system 1.

Fig. 37 shows a life cycle of the storage unit
recognized as being in the data migration destination state
on the information processing device 111. Then, after the
initial storage state of the storage state=0 at step S330,
after transitioning to the data migration destination state
(the storage status=4) (step S330b), the storage unit in
the data migration source state is detached, whereby the
storage unit is used in the normal state of the storage
status=1 (step S331).

Fig. 38 shows a state in which, when the storage unit
2 is recognized as being in the low reliability state, the
storage unit 3 different from the storage unit 2 1is
connected. An LBA area 3001 is allocated to the connected
source unit 3 as an address space that can be managed by
the information processing device 111. The LBA area 3001
includes a Boot Loader area 3002, a metadata area 3003, and
a user data area 3004.

When the storage unit 2 is recognized as being in the
low reliability state, as indicated by a broken line part
of Fig. 39, the storage unit 3 in the normal state already
connected to the information processing device 111 can be
recognized as being ih the data migration destination state
instead of é storage unit in the initiél storage state
being recognized as being in the data migration destination
state when the storage unit is connected to the information
processing device 111.

Life end processing (processing at the end of the storage

unit's life)
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A flowchart of processing performed by the control
program 200 in the life end processing S205 is shown in Fig.
40. When the connected storage unit 2 has reached the life
end or is about to reach the life end and the lifée end
processing is started, the control program 200 determines
whether the storage status area 2006 of the Boot Loader
area 2002 is in the storage status=2 (the low reliability
state) (step S340). When a result of the deﬁermination is
negative, the control program 200 rewrites the storage.
status area 2006 to the storage status=2 (step S341) and
shifts the procedure to step S342. When the determination
result at step S340 is affirmative, the control program 200
shifts the procedure to step S342.

As at step S342, it is desirable that the‘control
program 200 displays, on the display 9, a message for
urging connection of a new storage unit such as "please
connect a new storage unit to the interface 19". The
control program 200 determines whether a storage unit in
the storage status=0 (the initial storage state) is
connected (step S343). ‘

When a new storage unit is connected (when the storage
unit 3 is connected), the control program 200 copies the
Boot Loader area 2002 of the storage unit 2 to the Boot
Loader area 3002 of the connected storage unit 3’in the
storage status=0 (the initial storage state) (step S344,
see Fig. 32). The control program 200 rewrites the storage
status area 3006 of the Boot Loader 3002 of the storage
unit 3 to the storage status=4 (the data migration
destination status) (step S345).

When a storage unit in the storage status=0 (the
initial storage state) is already connected or when a
storage unit in the storage status=1 (the normal state)

that can be allocated as the data migration destination is
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already connected at the point of Yes at step S$340 or at
the point of step S341, the control program 200 can set the
storage unit as the storage unit 3, copy the Boot Loader
area 2002 of the storage unit 2 to the Boot Loader area
3002 of the storage unit 3, and rewrite the storage status
area 3006 of the Boot Loader area 3002 of the étorage unit
3 to the storage status=4. |

The control progrém 200 writes the storage unit
identification name of the storage unit 2 in the data
migration target management area 3007 of the Boot Loader
area 3002 of the storage unit 3 (step S346). The control
program 200 rewrites the storage status area 2006 of the
Boot Loader area 2002 of the storage unit 2 to the storage
status=3 (the protected state) (step S347). The control
program 200 writes the storage unit identification name of
the storage unit 3 in the data migration target management
area 2007 of the Boot Loader area 2002 of the storage unit
2 (step S$346). Looking at the data migration target
management area 2007 of the stoiage unit 2 and the data
migration target management area 3007 of the storage unit 3,
the user can recognize that the storage unit 2 and the
storage unit 3 are a pair for the data migration processing.

The control program 200 reads the latest metadata 300
from the main memory 6 or the metadata storage area 2003 of
the storage unit 2, writes the read latest metadata 300 in
the metadata storage area 3003 of the storage unit 3, and
coplies the latest metadata 300 (step S349). The control
program 200 causes the 0S 100 to recognize the storage unit
2 and the storage unit 3 as one logical drive 4 (step S350).
The control program 200 updates the logical drive status
table 450 in an area 6D on the main memory 6 such that the
status changes from the "normal state" to the "data

migrating state".(step S351).
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Fig; 41 shows the logical drive status table 450
stored in the area 6D of the main memory 6. In the logical
drive status table 450, éorrespondenqe between a plurality
of logical drives and a plurality‘of statuses is managed.
The control program 200 updates the logical drive status
table 450 at any time based on a state (the normal state or
the data migrating state) of the logical drives.

In this embodiment, as shown in Fig. 38, according to
the life end processing S205, the storage unit 2 and the
storage unit 3 are recognized as the logical drive 4
functioning as a singular logical drive. Read and write of
data after the new storage unit 3 is connected until the
logical drive 4 is built using the storage unit 3 take
place at a degree equivalent to a data amount of the
metadata 300 at most. Therefore, compared with time until
the storage unit is replaced in the RAID storage array and
mounted as the logicai drive, mounting of the storage unit
3 is performed at extremely high speed.

Before the life end processing S205, the metadata 300
in the metadata area 6C of the main memory 6 and the
journal of the metadata 300 is periodically backed up in
the metadata area 2003 of the data migration source storage
unit 2 by the 0S 100. However, after the life end
processing S205, the metadata 300 in the metadata area 6C
of the main memory 6 and the journal of the metadata 300
are periodically backed up in the metadata area 3003 of the
data migration destination storage unit 3 by the 0S 100.
Consequently, metadata close to the latest metadata is
stored in the metadata area 3003. 0ld metadata before the
life end processing S205 is stored in the metadata area
2003.

In the above explanation, the low reliability state of

the storage status=2 is defined. However, when. the control
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program 200 determines as a result of comparison of the
reliability information and the threshold that the storage
ﬁnit 2 has reached the life end, the control program 200
can immediately shift the storage state of the storage unit
2 to the data migration source state (the protected state)
of the storage sﬁatus=3 without shifting the storage status
to the low reliability state of the storage status=2.  That
is, wheﬁ the life‘end processing is started, ét step $340
in Fig. 40, the control program 200 determine whether the
storage status area 2006 of the Boot Loader area 2002 of
the storage unit 2 is the storage status=3 (the data
migration source state). When a result of the
determination is negative, at step 8341'in Fig. 40, the
control program 200 rewrites the storage status area 2006
to the storage status=3 and shifts the procedure to step
S342. The subsequent procedure is the same as the
procedure shown in Fig. 40 except that step S347 is deleted.

Write in the logical drive

Fig. 42 shows a processing procedure of the 0OS 100
performed when a file data write request is transmitted
from the application program 400 to the 0S 100. The 0S 100
receives a write request, a logical drive address, a file
ID, and data from the application program 400 (step 5360).
The OSIIOO reads the logical drive status table 450 from
the main memory 6 (step S$361), reads the metadata 300 from
the main memory 6 (step S8362), and allocates an LBA for
data write referring to the metadata 300 (step $363).

The 0S 100 detérmines whether a logical drive
designated by a write command based on the logical drive
status table 450 is in the normal state or the data
migrating state (step S364). When the logical drive is in
the normal state, the 0S 100 transmits a write command, the

LBA, and write data to the storage unit 2 (step S365). The
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0S 100 receives a'response-from the storage unit 2 (step
S366) . The 0S 100 updates metadata on the main memory 6
and maps a write file ID to the storage unit 2, the LBA,
and a sector count (step S367). The 0S 100 transmits a

response to the appliCation program 400 (step'S37l).

When the logical drive is in the data migrating state,
the 0S8 100 transmits a write command, the LBA, and write
data to the data migration destination storage unit 3 (step
S368). The 0OS 100 receives a response from the storage
unit 3 (step S$5369). The 0S 100 rewrites the metadata on
the main memory 6 and maps a write file ID to the storage
unit 3, the LBA, and a sector count (step S370). The 0S
100 transmits a response to the application program 400
(step S371). That is, when the logical drive is in the
data migrating state, according to write in the data
migration destination storage unit 3, the 0S 100 updates
the metadata on the main memory 6 such that addresses of
stored data of the storage unit 2 and the storage unit 3
are changed. Update processing for the metadata for an
address of stored data involved in the write can be
performed simultaneously and in parallel with the write
processing in the storage unit 3, can be performed in the
write processing in the storage unit 3, can be performed
before the write processing in the storage unit 3 is
performed, and can be performed after the write processing
in the storage unit 3 is performed.

File delete request to the logical drive

Fig. 43 shows a processing procedure of the 0S 100
performed when a file delete request is transmitted from
the application program 400 to the CS 100. The 0S 100
receives a delete command, a logical drive address, and a
file ID from the application program 400 (step S900). The
0S 100 reads the logical drive status table 450 from the



10

15

20

25

30

WO 2014/147865 . PCT/JP2013/073859

91

main memory -6 (step $901), reads the metadata 300. from the
main memory 6 (step $902), and forward loOkup—transforms-‘
the logical drive address and the file ID into a storage
unit identification name and an LBA referring to the
metadata 300 (step S903). The 0S 100 deletes a row in
which a file ID of a delete target file is included from
the metadata in the memory 6 or rewrites the file ID of the
delete target file on the metadata in the main memory 6
with an invalid ID to delete the delete target file ID from
the metadata 300 (step S904).

The OS 100 determines whether a logical drive
designated by a delete command based on the logical drive
status table 450 is in the normal state or the data
migrating state (step S905). When the logical drive is in
the normal state, the 0SS 100 transmits a delete
notification and an LBA to the storage unit 2 (step S906).
The OS 100 receives a response from the storage unit 2.

The OS 100 transmits a response to the application program
400 (step S910).

- When the logical drive is in the data migrating state,
the 0S 100 determines whether the storagevunit
identification name after the forward lookup transformation
is the data migration source storage unit 2 or the data
migration destination storage unit 3 (step S907). When the
storage unit identification name after the forward lookup
transformatibn is the storage unit 2, the 0S 100 transmits
a delete notification and an LBA to the storage unit 2
(step S908), receives a response from the storage unit 2,
and transmits a response to the application program 400
(step 5910). When the storage unit identification name
after the forward lookup transformation is the storage unit
3, the 0S 100 transmits a delete notification and»an LBA to.

the storage unit 3 (step S909), receives a response from
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the storage unit 3, and transmits a response to the

appliéatioh program 400 (step $910).

- Data read from the logical drive

Fig. 44 shows a processing procedure of the 03 100
perfofmed when a read request for file data is trénsmitted
from the application program 400 to the 0S 100. The 0S 100
receives a read request, a logical drive address, and a
file ID from the application program 400 (step S380). The
0S 100 reads the logical drive status table 450 from the
main memory 6 (step S381), reads the metadata 300 from the
main memory 6 (step S382), and forward lookup—tranéforms
the logical drive address and the file ID into a storage
unit identification name, an LBA, and a sector count for
data read referring to the metadata 300 (step S$383).

When the storage unit identification name after the
forward lookup transformation designates the storage unit 2
(step S384), the 0S 100 transmits a read command, the LBA,
and the sector count to the storage unit 2 (step S385)..
The 0OS 100 receives a responsé and read data from the
storage unit 2 (step S386). The 0S 100 transmits the read
data and a response to the application program 400 (step
S389).

When the storage unit identification name after the
forward lookup transformation designates the storage unit 3
(step S384), the 0S5 100 transmits a read command, the LBA,
and the sector count to the storage unit 3 (step S$387).

The 0SS 100 receives a response and read data from the
storage unit 3 (step S388). The 0S 100 transmits the read
data and a response to the application program 400 (step
$389). For example, when LBA=0 indicates a data migrated
state and LBA=1 indicates a data un-migrated state, if read
is performed with the LBA=0 and sector count=1l, the read is

performed from the storage unit 3 of the storage unit 2 and
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the storage unit 3, if read is performed with the LBA=1 and

‘the sector count=1, the read is performed from the storage

unit 2 of the storage unit 2 and the storage unit 3, and,
if read is performed with the LBA=0 and sector count=2, the
read is performed from both of the storage unit 2 and the
storage unit 3. |

In this way, write in the data migration source
storage device'is prohibited and data migration from the
data migration source storage device to the data migration
destination storage device 1is realized using write in the
data migration destination storage unit 3. Therefore,
backup work by the administrator, the operator, or the user
of the information processing system 1 is unnecessary. In
the data migration, copying of the user data 2004 is not
performed. The data migration is performed using new write
processing of ﬁhe user data 2004. Therefore, write
processing performance of the application program 400 is
not deteriorated even during the data migration. After the
life end processing 8205, write processing that takes place
in the storage unit 2 is limited to only write processing
in the storage status area 2006 at most. Therefore, write
processing in the storage unit 2 hardly takes place. 1In
this way, even after the life end processing S205 for the
storage unit 2, the logical drive 4 itself is recognized as
a readable and writable drive for the application program
400. However, actually, for the information processing
device 111, the storage unit 2 is treated as if the storage
unit 2 is a read only deVice.

Write back backup

When data in the data migration source storage unit 2
is read to the cache memory area in the main memory 6, the
metadata 300 can be updated to write the data read to the

cache memory area in the data migration destination storage
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unit 3 (write back) and map a file ID of the data to a

write destination LBA. This is explained below with
reference to Fig. 45.

The OS 100 receives a read request, a logical drive

~address, and a file ID from the application program 400

(step S400). The 0OS 100 reads the logical drive status
table 450 from the main memory 6 (step S$401), reads the
metadata 300 from the main memory 6 (step S402), and
forward lookup-transforms the logical drive address and the
file ID into a storage unit identification name, an LBA,
and a sector count for data read referring to the metadata
300 (step S403).

When the storage unit identification name after the
forward lookup transformation designates the storage unit 3
(step S404), the 0SS 100 transmits a read command, the LBA,
and the sector count to the storage unit 3 (step S409).

The 0S 100 receives a response and read data from the
storage unit 3 (step S410). The 0S 100 transmits the read
data read from the storage unit 3 and a response to the
application program 400 (step S411).

When the storage unit identification name after the
forward lookup transformation designates the storage unit 2
(step S404), the 0S 100 transmits a read command, the LBA,
and the sector count to the storage unit 2 (step S405).

The OS 100 transmits a write command, the LBA, and the
sector count to the storage unit 3 (step S406). The 0S 100
receives a response and read data from the storage unit 2
(step S407). The 0S 100 transmits the data read from the
storage unit 2 to the storage unit 3 to thereby perform
background write for writing the date read from the storage
unit 2 in the storage unit 3 (step S408). The 0S 100
transmits the data received from the storage unit 2 and a

response to the application program 400 (step S412). The
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05 100 updates the metadata on the main membry 6 to map a

write file ID to théAstorage unit 3, the LBA, and the
sector count (step S413).

. In this way, in the background'of.the data read from -
the logical drive 4 ﬁo the information prOceséing device
111, data_migratioh to the storage unit 3 can be performed.
The size of an LBA area in which background backup
explained should be performed is reduced. A period from
the start to the completion of the data migrating state is
further reduced. In particular, in the read operation of
the logical drive 4, the data read from the storage unit 2
and the data write back to the storage unit 3 are performed
in parallel, whereby data migration can be performed at
higher speed.

Background backup

The logical drive 4 is in the data migrating state in
the logical drive status table 450, backup is performed in
the background from the data migration source storage unit
2 to thé data migration destination storage unit 3
(background backup) when an access from the application
program 400 and the 0S 100 to the logical drive 4 hardly
takes place (during idling). The control program 200 reads
the metadata 300 from the main memory 6 and searches for a
file ID mapped to the storage unit 2. If a file mapped to
the storage unit 2 is present, the control program 200
transmits a read command to the storage unit 2 to perform
read from an LBA of the file and reads data. The control
program 200 transmits a Write command and the read data to
the LBA of the storage unit 3, performs write, rewrites the
metadata 300 on the main memory 6, and maps the file 'ID to
the storage unit 3.

Data migration completion time

Fig. 46 shows an operation procedure of a control
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program at data migration completion time. When a status

of the logical drive 4 is the "data migrating state" in the

' logical drive status table 450 (step S420), the control

program 200 periodically reads the metadata 300 on the main
memory 6 (step S421) and periodically checks whether a
migration target file ID mapped to the storage unit 2 is
present (step S422). For example, the control program 200 -
periodically checks whether a migration target file ID
mapped to the storage unit 2 is present among file IDs of
éll files stored in the logical drive 4. When the
migration target file ID is present, because data migration
is not completed yet, the control program 200 continues the
status of the data migrating state.

On the other hand, when the migration target file ID
is absent, the control program 200 rewrites the storage
status area 3006 of the data migration destination storage
unit 3 to the storage status=1 (the ndrmal state) {(step
S423) and rewrites the area 2006 of the data migration
source storage unit 2 to the storagé status=5 (the discard
target state).(step S424). The contreol program 200
separates the storagé unit 2 from the logical drive 4,
recognizes (mounts) only the storage unit 3 of the storage
unit 2 and the storage unit 3 as the logical drive 4 (step
S425), and rewrites a status of the logical dfive 4 from
the "data migrating state" to the "normal state" in the
logical drive status table 450 (step S426).

Consequently, the storagé unit 2 can be physically
(mechanically) detached and can be discarded at any time.
The storage unit 3 plays the role of the storage unit 2
before the life end processing S205. Thereafter, the
storage unit 3 can be regarded as the storage unit 2. The
data configuration of the information processing device 111

returns to the state shown in Fig. 31, which is the data-
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configuration before the life end processing S205.

| To safely detach the storage unit 2 from the
informatioﬁ processing device 111, after the storége unit 2
is separated from the logical drive 4, it is desirable to
transmit the EOh Standby Immediate command and the like
described in Information technology ATA/ATAPI Command Set-3
(ACS-3) to the storage‘unit 2 or change a register value of
the storage unit 2 by, for example, setting Shutdown
Notification (CC.SHN) described in NVM Express Revision 1.1
to 0lb to transition the storage unit 2 to a state in which
power supply interruption is possible.

To reduce the power consumption of the storage unit 2
that can be discardéd, after the storage unit 2 is
separated from the logical drive 4, state transition
commands such as the EOh Standby Immediate command and the
E6éh SLEEP command described in Information technology
ATA/ATAPI Command Set-3 (ACS-3) can be transmitted to the
storage unit 2, the power supply to the storage unit 2 can
be interrupted, the storage unit 2 can be transitioned to a
Partial state and a Slumber state described in Serial ATA
Revision 3.1 Gold Revision, a DEVSLP signal described in
"Serial ATA Technical PropOSal: SATA31 TPR C108 Title:
Device Sleep" can be activated to transition the storage
unit 2 to a DevSleep state, or the storage unit 2 can be
transitioned to a D1 state, a D2 state, or a D3 state
described in PCI Express Base Specification Revision 3.0 or
can be transitioned to an L1 state, an 12 state, or an L3
state described in PCI Express Base Specification Revision
3.0.

Fig. 47 is a conceptual diagram of a read state from
the logical drive 4 by the information processing device
111 in a state in which the storége unit 2 is in the

storage status=3 (the protected state) and the storage unit
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'3 is in the storage status=4 (the data migration

destination state). - In the storages 2 and 3, LBAs at
mapping sources do not overlap. In this state, data is
read from at least one of the storage units 2 and 3.

Fig. 48 is a conceptual diagram of a write state in
theblogical drive 4 by the information processing device
111 in a state in which the storage unit 2 is in the
storage status=3 (the protected state) and the storage unit
3 is in the storage status=4 (the data migration
destination state). In this state, write is performed for
only thé storage unit 3 of the storage unit 2 and the
storage unit 3. That 1is, the storage unit 2 functions as
if the storage unit 2 is a read only device. When data is
written in the storage unit 3, old mappings to the storage
unit 2 are invalidated.

As explained above, when the storage unit 2 has
reached the life end or is about to reach the life end
according to this embodiment, only rewriting of the storage
stétus area 2006 takes place as rewriting of the storage
unit 2. Therefore, the rewrite processing is hardly
performed and the storage unit 2 is treated as if the
storage unit 2 is a read only device. On the other hand,
the logical drive behaves as a readable and writable drive.
Therefore, for the application program 400, the logical
drive 4 behaves the same as before the life end. Data
migration of data from the storage unit 2 to the storage
unit 3 occurs when write in the logical drive 4 is
requested from the application program 400 or the SS 100.
The data migration is performed in a form of logical data
transition by data write processing from the application
program 400 or the OS 100 to the storage unit 3 and
metadata rewriting rather than copying of entity data from

the storage unit 2 to the storage unit 3. Consequently,
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the data migration of data from the storage unit 2 to the
storage unit 3 can be executed in the background of normal
data write from the application program 400 or the 0S 100
to the storage unit 2. In the logical data transfer,
compared with the copying of the entity data, a read
processing amount and a write processing amount in fhe‘NAND
flash memory 16 are markedly small and a band use ratio of
the interface 19 is markedly small. As explained above,
the data migration processing in this embodiment is
performed at markedly high speed compared with the backup
processing in a comparative example in which processing for
reading data from the storage unit 2 and writing the data
in the storage unit 3 1is performed independently from an
access from the application program 400 or the 0S 100 to
the logical drive 4. That is, a data migration time is
substantially zero for an LBA in which write from the
application program 400 or the 0OS 100 takes place.

For an LBA in which write from the application program
400 or the 0S 100 does not take place, backup processing is
separately necessary. However, ﬁnlike the backup
processing and rebuilding of a RAID array in a comparative
example in which data has to be copied before mounting of a
new storage device, the backup processing can be performed
in the background at idling time after the storage unit 2
and the storage unit 3 are mounted. Therefore, it is
possible to suppress performance deterioration in the
application program 400. Unlike the backup processing in
the comparative example in which copying of user data is
necessary before mounting of a new storage device and

rebuilding of a logical drive by a RAID or the like in

.which rebuilding of user data and parity data is necessary

before mounting of a new storage device, in the logical

drive rebuilding involved in connection of a data migration
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“destination storage device according to this embodiment, as

shown in Fig. 40, only rewriting of the storage status area-
and the étorage unit identification name area and copying
of the metadata‘area are necessary. Therefore, it is
possible to perform the logical drive rebuilding at
extremeiy high speed.

(Second Embodiment)

In the example explained in the first embodiment, the
metadata 300 stored in the main memory 6 is used as
information for searching for data migrated to the storage
unit 3. Consequently, for example, when the 0S 100 is
requested by the application program 400 to read data of
the logical drive 4 with a file ID designated, by reading
the metadata 300, the 0SS 100 can acquire information
concerning from which of the storage unit 2 and the storage
unit 3 data should be read and information concerning from
which LBA data should be read. 1In an example explained in
the second embodiment, a data migration log area 550 stored
in the storage unit 3 is used as information for searching
for data migrated to the storage unit 3. For example, when
the 0S 100 is commanded by the application program 400 to
read‘data of the logical drive 4, by reading the data
migration log area 550, the OS 100 can acquire information
concerning from which of the storage'unit 2 and the storage
unit 3 data should be read. In this embodiment, the
application program 400 transmits a read request and a
write request to the 0S 100 directly designating an LBA.
The invention of this embodiment can also be applied when
the application program 400 transmits a read command and a
write command to the 0S 100 designating a file ID as in the
first embodiment. Then, the control program 200 or the 0S
100 can transform the file ID into an LBA by reading the

metadata 300. Read and write processing concerning the
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transformed LBA is performed in the same manner as this

embodiment. ‘ ‘

| ‘In Fig. 49, the configuration of the information
processing system 1 in the second embodiment is shown. The
basic configuration of the information processing system 1
is the same as that in the first embodiment. A logicél
drive is a logically built drive that the 0S8 100 can
recognize. A logical drive ID (a drive name, a volume
number, a logical unit number, etc.) is allocated to the
logiCal drive. The 0S 100 recognizes, as the logical drive,
one or a plurality of storage units functioning as physical
devices. The logical drive is divided into logical sectors
(logical blocks). LBAs are allocated to the respective
logical sectors. The logical drive is allocated to one or
a plurality of physical drives, which are lower order
layers, and an LBA area in a part of the physical drives by
the 08 100 and the control program 200 shown iﬁ Fig. 7.

The 0S 100 transforms an LBA of the logical drive and an
LBA of the physical drive each other. The application
program 400, which is a higher order layer, virtually
recognizes the logical drive as one drive. In this
embodiment, in a state before the life end processing S205,
the logical drive 4 is allocated to the storage unit 2
functioning as a singular physical storage unit. 1In this
case, the LBA of the logical drive and the LBA of the

physical drive have the same value. Even in the state

- before the life end processing S205, a storage array of

Redundant Arrays of Inexpensive Disks (RAID), for example,
a storage array of RAIDO or RAID5 can be configured using a
plurality of physical storage devices and recognized as one
logical drive 4. This embodiment can be applied even in
such a case. The application program 400 can access a

specific logical sector in a specific logical drive by
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giving a command including a logical drive ID and a logical
address formed by an LBA to the OS'lOO.  The logical drive
ID can be allocated to a part of an LBA area of the storage
unit rather than the entire LBA area. Consequently, the
storage unit 2 and the storage unit 3 can be divided into a
plurality of logical drives and managed. Separate logical
drive IDs can be allocated to the respective logical drives.
In this embodiment, as an example, the SSD functioning
as the storage unit 2 described in the first embodiment is
used as the storage unit 2 and the SSD functioning as the
storage unit 3 described in the first embodiment is used as
the storage unit 3. To discard the storage unit 2 after
reliability deterioration to reduce a setting space ahd

reduce the power consumption of the entire system 1, it is

desirable that the storage unit 2 can be physically

detachably attachable to the information processing device
111. |

It is desirable that a storage capacity of the data
migration destination storage unit 3 is equal to or larger
than a storage capacity‘of the data migration source
storage unit 2. - However, the present invention can be
applied even when the storage capacity of the storage unit
3 is émaller than the storage capacity of the storage unit
2.

In this embodiment, the storage unit 3 is a storage
unit connected to the information processing device 111
anew after it is determined that the storage unit 2 has
reached the life end or is about to reach the life end.
The present invention can also be applied when, after it is
determined that the storage unit 2 has reached the life end
or is about to reach the life end, the storage unit 3 in
the normal state already connected to the information

processing device 111 is used as a migration destination
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without new connection. To reduce a setting space before
connection of the storage unit 3 and reduce the power
consumption of the entire system 1 and to discard the

storage unit 3 after reliability deterioration of the

- storage unit 3, reduce a setting space,'and reduce the

power consumption of the entire system 1, it is desirable
that the storage unit 3 is physically detachably attachable
to the information processing device 111.

The control program 200 stored in the main memory 6
performs control and management of statistical information
of the storage unit 2 and the storage unit 3, status
management areas 510, logical drive ID management areas 520,
and a data migration log area 550 of the respective storage
units and performs life end processing, data migration
processing, and the like based on the statistical
information.

The storage unit 2 and the storage unit 3 respectively
include the statﬁs management areas 510 and the lbgical
drive 1D management areas 520. The storage unit 3 includés
the data migration log area 550.

In this embodiment, data stored in the status
management areas 510 can take values 0 to 5. The
respective values indicate states of the storage units
corresponding to the status management areas 510 as
follows: |

0: initial storage state

1: normal state

2: low reliability state

3: data migration source state (protected state)

4: data migration destination state

5: discard target state
The information processing system 1 can be configured such

that the status management areas 510, the logical drive ID
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management éreas 520, and the data migration log area 550
are stored in the main memory 6 rather than being stored in
the respective storage units. The same logical drive ID is
stored in the logical drive ID management areas 520 of the
data migration source stdrage unit 2 and the data migration
destination storage unit 3.

The data migration iog area 550 is included in the
data migration destination storage unit 3. When the
information processing device 111 performs write in an LBA
of the storage unit 3 or the information processing device
111 transmits a delete notification to the logical drive 4
to invalidate data in an LBA of the storage unit 2, the
control program 200 stores a write target LBA aﬁd a write
target sector size in the data migration log area 550 as
shown in Fig. 50 as an update log (a data migration log) of
the logicél drive 4. The control program 200 performs
garbage collection and optimization of the data migration
log area 550 at any time during data write in the logical
drive 4, during a delete notification, and during idling of
the storage unit 3. For example, in storing an LBA area
having a sector size X of LBA=CcLBA~cLBA+X-~1 (hereinafter
described as (cLBA, X)) in the data migration log area 550,
when an LBA overlapping (cLBA, X) is already stored in the
data migration log area 550 or when an LBA‘area continuing
to (cLBA, X) is already recorded in the data migration log
area 550, it is desirable that the control program 200
records, as a new log, an LBA area obtained by combining
(merging) the stored LBA area and the LBA(cLBA, X) in the
data migration log area 550 and deletes logs of the
combination source LBA areas. For example, when an LBA
area A of A=(¢LBA, X) 1s recorded in the data migration log
area 550 anew and an LBA area B of B=(cLBA-a, a) is already

stored in the data migration log area 550, the LBA area A
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and the LBA area B are continuous LBA areas. ' Then, the
control program 200 can update the data migration log area
550 without increasing a log data amount of the data
migration log area 550 by overwriting an area in which
B=(cLBA~a, a) is stored‘in the data migration log area 550
with log data of (cLBA-a, a+X), which is an LBA area of A+B.
When data migration explained below is completed, the
control program 200 can delete or deallocate the data
migration log area 550 and allocate the data migration data
area 550 to other uses sﬁch as user data storage.

Fig. 51 is an example of write of a log in the data
migration log area 550. Data D (cLBA) in LBA=cLBA of the
logical drive 4 before the life end is stored in the
LBA=cLBA of the storage unit 2. When the storage unit 2
has reached the life end, for example, if write of the data
D (cLBA) having one sector size in the LBA = cLBA of the
logical drive 4 is performed, the control program 200
cbntrols the O0S 100 to perform write in the LBA=cLBA of the
storage unit 3. The control program 200 stores the LBA =
LBA and the sector count=1 in the data migration log area
550 as log data. After the storage unit 2 has reached the
life end, when the 0S 100 writes data D{(cLBA),

D(cLBA+1), ..., and D(cLBA+X-1) of a sector size=X in the
LBA = cLBA in the logical drive 4, the control program 200
controls the 0S 100 to write the data in LBA=cLBA,

cLBA+l, ..., and cLBA+X-1l. The control program 200 stores
the LBA=cLBA and the sector count=X in the data migration
log area 550 as log data. '

In Fig. 51, write in LBA=1, LBA=3, and LBA=4 is
performed in LBA=1, LBA=3, and LBA=4 of the storage unit 3.‘
Logs of the LBA=1 and the sector count=1 are recorded as
data migration logs. Logs of the LBA=3 and the sector

count=1 and the LBA=4 and the sector count=1 are integrated
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.with logs of the LBA=3 and the sector count=2 and recorded.

The control program 200 can allocate an LBA area as
the status management areas 510, the logical drive ID
management areas 520, and the data migration log area 550.
Alternatively, the control program 200 can allocate a
logical address area (e.g., a log page address area), which
is not an LBA area, as the status management areas 510, the
logical drive ID management areas 520, and the data
migration log area 550. When the log page address area is
allocated, for example, read of the log page area is
performed according ﬁo 2Fh Read Log Ext described in ACS-3
of Non-Patent Literature 1 and write in the log page
address area is performed according to 3Fh Write Log Ext
described in ACS-3 of Non-Patent Literature 1.

In the same manner as shown in Figs. 24 and 29 in the
first embodiment, the control program 200 determines
whether,the respective storage units connected to the CPU 5
have reached the life end, are about to reach the life end,
or are about to-fail. When the storage units have reached
the life end,'are about to reach the life end, or are about
to fail, the contfol program 200 performs the life end
processing of the storage units. As in the first
embodiment, the life end determination is performed at
every fixed time, at each fixed number of kinds of
processing, or at each fixed data transmission and
reception shown in Fig. 24 or when a command response
recelved from the storage unit is an error response as
shown in Figs. 29 and 30.

Life end processing

Fig. 52 shows the life end processing of the storage
unit 2 in this embodiment performed when the control
program 200 determines that the storage unit 2 has reached

the life end. When the control program 200 determines that
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the storage unit 2 has reached the life end (step S430),
the control program 200 rewrites a status of the storage
unit 2 from the normal state of 1 to the low reliability
state of 2 (step S431). Itbis desirable that the control
program 200 notifies an administrator, an operator, or a
user of the information processing system through a display
device or an LED or the like set near a port to connect the
storage unit 3, which is a new storage unit, to a free port
of the interface 19 (step S432). Alternatively, when a
mechanical apparatus that automatically performs physical
attachment and detachment of the storage unit 2 or the
storage unit 3 to and from the interface 19 is mounted on
the information processing system 1 as a storage
load/unload apparatus (not shown in the figure), the
control program can control the storage load/unload
apparatus to connect the storage unit 3, which is a new
storage unit, to the interface 19.

When the storage unit 3 is connected as a new storage
unit (step S433), the contfol program 200 rewrites the
status 510 of the storage unit 3 to the data migration
destination state of 4 (step S434) and copies data of the
logical drive ID management area 520 of the storage unit 2
to the logical drive ID management area 520 of the storage
unit 3 to match logical drive IDs of the storage units 2
and 3 (step S435). In the present example, because the.
storage unit 2 is allocated as the logical drive 4 as shown
in Fig. 49, an ID of the logical drive 4 is written in the
logical drive ID management area 520 of the storage unit 3.
The control program 200 rewrites the status 510 of the
storage unit 2 to the data protected state (the data
migration source state) (step S436) and causes the 0S 100
to recognize the storage unit 2 and the storage unit 3 as

the logical drive 4, which is the same logical drive (step
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S437). After the life end processing, the status of the
storage unit 2 is 3 and the status of the storage unit 3 is
4. The logical drive 4, the storage unit 2, and the
storage unit 3 transition to the data migrating state.

In this embodiment, the statuses of the respective
storage units are stored in the status management areas 510

of the storage units in a nonvolatile manner. As shown in

"Fig. 35, the control program 200 recognizes the statuses of

the storage units by reading the status management areas
510 every time the O0S 100 starts. The control program 200
recognizes whether the logical drive 4 is in the data
migrating state by recogniziﬁg the statuses of the storage
units and reading the logicél drive IDs of the storage
units from the logical drive ID management areas 520.

Read from the logical drive

The control program 200 reads data as shown in Fig.
53A and 53B in response to a read request from the
application program 400. The control program 200 receives
a read request, a read target logical drive ID, a read
target LBA, and a sector count from the application program
400 (step S440). The control program 200 retrieves all
storage units in which data of the logical drive ID
management areas 520 is equal to the read target logical
drive ID and specifies the storage unit 2 and the storage
unit 3 (step S441). The control program 200 reads values
of the status management areas 510 of the retrieved storage
units and determines statuses of the storage units to
specify which of the storage unit 2 and the storage unit 3
each of the retrieved stOrage units is (step S442). To

suppress performance deterioration of the information

'processing system 1 involved in the read processing of the

status management areas 510, it is desirable that the

control program 200 loads, during the start of the
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information processihg device 111; data of the status
management areas 510 of the storage unit 2 and the storage
unit 3 on the.main memory 6 as cache data and thereafter
reads data of the StatUs)management areas 510 from the main
memory 6.

When a status of the storage unit belonging to the
target logical drive is 1, a status of the logical drive is
the normal state (Yes at step S443). The control program
200 controls the 0S 100 to transmit a read command, the
read target LBA, and the sector count to the storage unit 2
(step S444). The control program 200 receives a response
and read data from the storage unit 2 (step $445). The
control program 200 transmits the read data and a response
to the application program 400 (step S$S446).

When the status of the storage unit belonging to the
target logical drive is not 1, the status of the logical
drive is the data migrating state (No at step S443). The
control program 200 reads the data migration log area 550
of the storage unit 3 (step S447) and determines whether
the read target LBA is included in the data migration log
(step S448). When the read target LBA is included in the
data migration log (Yes at step S448), the control program
200 transmits a read command, the read target LBA, and the
sector count to the storage unit 3 (step S452). The
control program 200 receives a response and read data from
the storage unit 3 (step S453). The control program 200
transmits the read data and a response to the application
program 400 (step S455).

When the read target LBA is not included in the data
migration log (No at step S$S448), the control program 200
transmits a read command, the read target LBA, and the
sector count to the storage unit 2 (step S449). The

control program 200 receives a response and read data from
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the storage unit 2 (step S4SO). The control.program 200
transmits the read data and a response to the application
program 400 (step S455). _

When an LBA area included in the data migration log
and an LBA area not included in the data migration log are
mixed in the read target LBA area, the control program 200
divides the read target LBA area into the LBA area included
in the data migration log and the LBA area not included in
the data migration log and performs the processing
explained above for the respective areas.

Write back backup

For example, in Fig. 53A and 53B, write back backup at
step S451 can be performed or does not have to be perfqrmed.
At step S451, when data of the data migration source
storage unit 2 under data migration is read to the cache
memory area in the main memory 6, the data read to the
cache memory area 1is written in the data migration
destination storage unit 3 under the data migration and a
write destination LBA énd a sector count are written in the
data migration log area 550. Consequently, it is possible
to perform data transition to the storége unit 3 in the
background of the data read from the logical drive 4 to the
information processing device 111. The size of an LBA area
that should be backed up in the background is reduced and a
period from the start to the completion of the data
migrating state is further reduced. 1In particular, in a
read operation to the logical drive 4, data read from the
storage unit 2 and data write back in the storage unit 3
are performed in parallel, whereby data migration can be
performed at high speed.

Data delete reguest to the logical drive

Fig. 54 shows a processing procedure of the 0S 100

performed when an LBA data delete request is transmitted
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from the application program 400 te the 0S 100. 'The 0S 100
receives a data delete request, a logical drive address,
and a delete target LBA from the application program 400
(step S920). The control program 200 retrieves all storage

units in which data of the logical drive ID management

vareas 520 is equal to a logical drive ID of an LBA data

delete target and specifies the storage unit 2 and the
storage unit 3 (step S8921). The control program 200 reads
values of the status management areas 510 of the retrieved
storage units (step S922) and determines statutes to
specify which of the storage unit 2 and the storage unit 3
each of the retrieve storage units is.

When a status of the storage unit belonging to the
target logical drive is 1 (Yes at step S$923), a status of
the logical drive is the normal state. The 0S 100 .
transmits a delete notificatien and an LBA to the storage
unit 2 (step S924). The OS‘100 receives a response from
the sterage unit 2. The 0S 100 transmits a response to the
application program 400 (step S930).

When the status of the storage unit belonging to the
target logical drive is not 1 (No at step S923), the status
of the logical drive is the data migrating state. The
control program 200 reads the data migration log area 550
of the storage unit 3 (step S925) and determines whether
the data delete target LBA is included in the data
migration log (step S926). When the delete target LBA is
included in the data migration log, delete target data is
stored in the storage unit 3. The control program 200
transmits a delete notification and the LBA to the storage
unit 3 (step S$927). The storage unit 3 invalidates data of
the delete notification target LBA, receives a response
from the storage unit 3, and transmits a response to the

application program 400 (step S930).
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When the delete target LBA is not included in the data
migration log (step S$926), the delete target data is stored
in the storage unit 2. The control program 200 transmits a
delete notification and the LBA to the storage unit 2 (step
S928) and receives a response from the storage unit 2. The
control program 200 does not have to transmit the delete
notification to the storage unit 2. 2An LBA set as a target
of a delete command from the application program 400 is
data unnecessary to be read in future for the application
program 400 and the O0S 100 and is data unnecessary to be
migrated to the storage unit 3f Therefore, the control
program 200 records the delete target LBA and the sector
count in the data migration log area 550 to thereby
invalidate mapping from the delete target LBA to the
storage unit 2 (step S$S929). The control program 200
transmits a response to the application program 400 (step
S930) .

When an LBA area included in the data migration log
and»an‘LBA area not included in the data migration log are
mixed in the delete target LBA area, the control program
200 divides the delete target LBA area into the LBA area

included in the data migration log and the LBA area not

included in the data migration log and performs the

processing explained above for the respective areas.

In this way, in the processing of the data delete
regquest, the control program 200 updates the data migration
log area 550. Therefore, data is logically migrated from
the storage unit 2 to the storage unit 3. Data deletion is
used as a data migrating operation as well.

Write in the logical drive

The control program 200 writes data as shown in Fig.
55 in response to a write command from the application

program 400. The control program 200 receives a write
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request, a write tatget'logical drive ID, a Write'target
LBA, and a sector count from the application program 4OQ
(step S460). The control program 200 retrieves all storage
units in‘which data of the logical drive ID management |
areas 520 ié equalito the write target logical‘drive ID and
specifies the storage unit 2 and the storage unit 3 (step |
S461). The control program 200 reads values of the status
management areas 510 of the retrieved storage units and
determines statuses of the storage units to specify which
of the storage unit 2 and the storage unit 3 each of the
retrieved storage units is (step S462).

When a status of the storage unit belonging to a
target logical drive is. the normal state, a status of the
logical drive is the normal state (Yes at step S463). The
control program 200 transmits a write command, the write
target LBA, and the sector count to the storage unit 2
(step S464). The control program 200 transmits write data
received from an application to the storage unit 2 (step
S465) . |

When the status of the storage unit belonging to the
target logical drive is the data migrating state, the
status of the logical drive is the data migrating state (No
at step S443). The control program 200 transmits a write
command, the write target LBA, and the sectorlcount to the
data migration destination storage unit 3 (step S5466). The
control program 200 transmits the write data received from
the application to the storage unit 3 (step $S467). The
control program 200 reads the data migration log area 550
of the storage unit 3 (step S468) and determines whether
the write target LBA is included in the data migration log
(step S469). When the write target LBA is included in the
data migrétion log, the write target LBA is already

subjected to data migration. Therefore, the control
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program 200 does not update the data migration log aréa 550.
When the write target LBA is not included in the data
migration log, the write target LBA is an LBA for which
migration is compleﬁed anew. ‘Therefore, the control
program 200 records the write target LBA and the sector
count in the dafa migration'log'area 550 (step S470). The
storage unit 3 writes write data in the write target LBA.

In this way, during the data migration, the 0S 100 is
controlled not to transmit a write request to the data
migration source storage unit 2 and to transmit a write
request to the data migration destination storage unit 3.
The data migration log is recorded in the data migration
log area 550 of the storage unit 3. Every time the logical
drive 4 receives a write request from the application
program 400, valid data stored in the storage unit 2 is
gradually migrated to the storage unit 3. New data write
is used as a data migrating operation as well.

If it is assumed that a data write request from the
application program 400 is tfansmitted to all LBAs of the
storage unit 2 at a uniform probability diétribution, when
a sufficiently large amount of data is written in total,
nearly all vaiid data of the storage unit 2 is transferred
to the storage unit 3. The valid data is hardly left in
the storage unit 2. A total number of logical sectors,
which is a storage capacity, of the storage unit 2 is
defined as C2, a total number of logical sectors of the
storage unit 3 is defined as C3, and, for example, C2=C3=C.
If it is assumed that a write distribution for all the LBAs
is a uniform probability distribution as a model case, a
probability that a LBA= cLBA is written by a certain write
request is 1/C. When an n write requests are processed, a
probability that the LBA=cLBA is not written at all is (1-

(1/C)”*n. “n is n-th power. Therefore, an expected value
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of the number of logical sectors for which write is ,
completed after the write requests are processed n times is
C-Cx (1-(1/C) *n. |

If write of one logical sector is performed according
to one write request, when data having a volume N times as
large as the storage capacity of the storage unit 2 and the
storage unit 3 is written, because the number of processed
write commands is n=NC, an expected value E of the number
of logical sectors in which write is not performed is
E=Cx (1-(1/C)"~(NC). For example, when a storage capacity G
of the storage unit 2 in a Gbyte unit is G=512GB (=476.9
GiByte) based on the IDEMA (International Disk Drive
Equipment and Materials Associlation) standard, because
C=97,696,368+1,953,504%x(G=512-50)=1,000,215,216 and, in
general, C is a sufficiently large integer, the expected
value E can be approximated as E=Cxe” (-N) (e is a base of a
natural logarithm). Thereforé, the expected value E
exponentially decreases with respect to an increase in N.
For example, when data write of 476.9 GiByte equivalent to
one round of the logical drive 4 takes place with respect
to the logical drive 4 having a capacity of G=512GByte
(=476.9 GiByte), write in LBAs of about 63.2% of the
logical drive_4 is completed. It can be considered that
transfer of half or more data of the logical drive 4 from
the storage unit 2 to the storage unit 3 is completed. For
example, when data write of 13 TiByte equivalent to 4.6
rounds of the logical drive 4 takes place with respect to
the logical drive 4 having a capacity of G=512GByte (=476.9
GiByte), write in LBAs of about 99% of the logical drive 4
is completed. It can be considered that transfer of
substantially all data of the logical drive 4 from the

storage unit 2 to the storage unit 3 is completed. Ki=1024,
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Mi=1024xKi, Gi=1024xMi, and Ti=1024xGi.

Monitoring of a data migration state

The control program 200 reads the data migration log

area 550 to monitor a data migration state of the logical

drive 4 in the data migrating state. Fig. 56 shows a

monitoring procedure for monitoring a data migration state

using a data migration log. For example, the control

program 200 reads the data migration log area 550 every
time a predetermined time elapses to monitor a data
migration state (steps S480 and S481). When all migration
target LBAs are included in the data migration log area 550,
the control piogram 200 determines that data migration is
completed. For example, all the LBAs of the data migration
source storage unit 2 are included in the data migration
log area 550, the control program 200 determines that data
migration is completed (step S482). Alternatively, as
determination of the completion of the data migration, for
example, the control program 200 can determine whether all
the LBAs of the storage unit 3 are included in the data
migration log area 550.

When the control program 200 determines that the data
migration is completed, the control program 200 changes a
status of the data migration source storage unit 2 to the
discard target state of 5 and changes a status of the data
migration destination storage unit 3 to the normal state of
1 (step S483) to end the data migrating state of the
logical drive 4 and ends the data migration state
monitoring for the logical drive 4. To reduce the power
consumption of the storage unit 2, it is desirable that the
control program 200 transmits a transition request to a low
power consumption mode td the storage unit 2. After the
end of the‘data migrating state,iit is desirable that the
control progrém 200 notifies, through the display 9 or the
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LED Set near the port, the administrator, the dperator, or »
the user of the information processing system to detach the
storage unit- 2 from the interface 19 or controls the
storage load/unload apparatus to detach the storage unit 2
from the interface 19. |

Transition of an overall status

Fig. 57 shows transition of a status of the logical
drive 4 performed when the storage unit 2 has reached the
life end. When the storage unit 2 is in the normal state,
a status of the storage unit 2 is one and the storage unit
3 1s unconnected to the CPU 5 (step 1). When the control
program 200 determines that the storage unit 2 has reached
the life '‘end, the control program 200 changes the status of
the storage unit 2 to 2 (step 2). The storage unit 3 is

connected to the interface 19 as a new storage unit based

- on the notification or the control by the contrcl program

200 (step 3). When the storage unit 3 is connected, the
control program 200 chénges the status of the storage unit
2 to 3 and changes a status of the storage unit 3 to 4 to
complete the transition to the data migrating state (step
4). When the control program 200 determines based on
information of the data migration log area 550 that all
valid data of the storage unit 2 is migrated to the storage
unit 3, the control program 200 changes the status of the
storage unit 2 to 5 and changes the status of the storage
unit 3 to 1. Thereafter, the storage unit 3 behaves as if
the storage unit 3 is the original storage unit 2 (the
processing returns to step 1). Thereafter, when it is
further determined that the storage unit 3, i.e., the new
storage unit has reached the life end, the same steps 2 to
5 are repeated. 1In this way, even when any one of the
storage units of the information processing device 111 has

reached the life end, is about to reach the life end, or is
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- about to fail, it is possible to easily migrate the data of .

the storage unit 2 to a new stdrage unit according to this
embodiment.

Background backup

For example, during idling when the 0S 100 does not

-receive a request from the application program 400 for a

fixed time or more, when the 0S 100 receives a standby mode
transition request from the application program 400, or the
information processing device 111 and the 0S 100 are shut
down, it is desirable that the control program 200 performs
background backup for performing a backup operation for
automatically reading data from the storage unit 2 and
automatically writing data in the storage unit 3 for an LBA
in which data migration to the storage unit 3 is not
completed. For example, a background backup operation is
performed by the control program 200 reading the data
migration log area 550 of the storage unit 3, performing
data read from the storage unit 2 for a cLBA not included
in the data migration log area 550, and storing the CLBA
and a sector size of the write data in the data migration
log area 550 as log data. In storage of the cLBA in the
data migration log area 550, when continuous LBA areas are
present or when overlapping LBA areas are present, it is
desirable that an LBA area obtained by merging the LBA
areas is stored in the data migration log area 550 and the
LBA areas before the merging is deleted from the data
migration log area 550.

To reduce the data size of the data migration log area
550 and to perform data migration end determination
explained below at high speed, it is desirable that the
background backup is preferentially performed for the un-
migrated fragmented cLBA areas among cLBA areas other than

the cLBA area registered in the data migration log area 550.
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The control program 200 preferentially backs up. the un-
migrated fragmented LBA area and subjects the un-migrated
fragmented LBA area to data migration to thereby store a
newly migrated LBA area in the data migration log area 550
as an LBA area formed by_mérging the newly migfated LBA
area with migrated LBA areas continuously located before
and after the newly migrated LBA area. For example, when
data of the area LBA=0 ((LBA=0, sector size=1l)) and the
area LBA=2 ((LBA=2, sector size=1l)) 1is already backed up
and registered in the data migration log, the control
program 200 can change the LBA areas (LBA=(0, séctor size=3)
of the continuous LBAO to LBA2 to a migration completed
state. Consequently, an data amount of the data migration
log area 550 is reduced.

For example, as explained above, when the application
program 400 writes data of 476.9 GiByte in total in a SSD
of 512 GByte (=476.9 GiByte), the control program 200
performs the background backup operation for an area of
175.5 GiB, which is a capacity of 36.8% of the storage
capacity, whereby data migration for all LBA areas of the
storage unit 2 is completed. Typical read speed and
typical write speed of the storage unit 2, which is a SSD,
and the storage unit 3, which is a SSD, are, for example,
about 400 MiB/second. Read from the storage unit 2 in the
LBA areas of 476.9 GiB is completed in about 449 seconds
and write in the storage unit 3 is completed in about 449
seconds. Therefore, under such a situation, the background
backup is completed in about 15 minutes at most. When the
read from the storage unit 2 and the write in the storage
unit 3 are performed in parallel, the read and the write
are completed in about 8 minutes.

Further, for example, as explained above, when the

application program 400 writes data of 13 TiByte in total
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in a SSD of 512 GByté (=476.9 GiByte), the cbntrol program
200 performs the background backup operation for an area of
4.8 GiB, which is a capacity of 1% of the storage capacity,
whereby the data migration is completed for all the LBA
areas of the storage unit 2. Typical read speed and
typical write speed of the storage unit 2, which is a SSD;
and the storége unit 3, which is a SSD, are, for example,
about 400 MiB/second. Read from the storage unit 2 in the
LBA areas of 4.8 GiB is completed in about 12 seconds and
write in the storage unit 3 is completed in about 12
seconds. Therefore, undér such a situation, the background
backup is completed in about 24 minutes at most. When the
read from the storage unit 2 and the write in the storage
unit 3 are performed in parallel, the read and the write
are completed in about 12 minutes.

On the other hand, time of 20 minutes to 41 minutes is
required for data backup of a comparative example for
backing up data by reading all the data from the storage
unit 2 having a capécity of 512 GB and writing the data in
the storage unit 3 without applying this embodiment. That
is, compared with the comparative example, according to the
application of this embodiment, the time require for

substantial backup decreases by 63% after data write
equivalent to storage capacity x 1 and by 99% after data

write equivalent to storage capacity x 4.6.

In this way, according to the application of this
embodiment, data backup work by the user is unnecessary and
a load of processing on the information processing device
111‘according to the background backup is substantially
reduced. - The application program 400 can use the logical

drive 4 while hardly being affected by the data backup from

the storage unit 2 in the storage unit 3. Most of data

migration processing in this embodiment is logical data
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transfer. Compared with copying of entity data, a read
processing amount and a write processing ambunt in the NAND
flash memory 16 is markedly small and a band use ratio of
the interface 19 is markedly sméll. Only rewriting of an
amount equiﬁalent to the size.of the status management
areas 510 takes place in the storage ﬁnit 2 deteriorated in
reliability and it is possible to reduce the failure rate
of the storage unit 2 due to further data write in the
storage unit 2. When new data is written in the logical
drive 4, data is written in the storage unit 3 having high
reliability rather than the storage unit 2. Therefore, it
is possible to prevent a loss of write data. Even when the
storage unit 2 has reached the life end and further data
write 1s prevented, the logical drive 4, which is the upper
layer of the storage units, behaves as a drive that can
perform both of read and write. Therefore, an upper
software iayer such as an application program can treat the
logical drive 4 equivalently irrespective of whether the
logical drive 4 is in a life eﬁd mode or in the normal
state. Therefore, an application program modification for
introducing this embodiment is not needed and a shift to a
system adopting this embodiment is easy.

(Third Embodiment)

In an example explained in a third embodiment, the
present invention is applied to the iﬁformation processing
system 1 including a storage array. Fig. 58 shows the
information processing system 1 according to the third
embodiment. The information processing system 1 includes a
storage array device 1003, storage units 2A to 2D, the
storage unit 3, the interface 19 configured to connect the
storage array device 1003, the storage units 2A to 2D, and
the storage unit 3, a client 1002, and a storage network

1000 configured to connect the client 1002 and the storage
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~array device 1003. ‘In the information processing system 1,

the storage units 2A to 2D are connected to the storage
array device 1003 and are respectively recognized as
logical slots functioning as logical uhits. A RAID
(Redundant Arrays of Inexpensive Disks) array is built
using the 'logical slots. The storage'unit‘3 functioning as
a data migration destination can be further connected to
the storage array device 1003. 1In this embodiment, four
storage units configure the RAID array before life end
processing. However, the RAID array can be built using
arbitrary two to a plurality of storage units. In this
embodiment, the RAID5 is used as the RAID array. However,
this embodiment can also be applied when a storage array is
built using other RAID technigues such ae RAIDO, RAID2Z,
RAID3, RAID4, RAID6 , and RAID Z and other storage array

- implementation forms.

The network 1000 is a storage network for storage
access. For example, a Fibre Channel or an Ethernet
(registered trademark) is used. 1In partieular, as the
storage network 1000, for example, a SAN (Storage Area
Network) or a NAS (Network Attached Storage) is used. As
the SAN, for example, an FC-SAN (Fibre Chanel Storage Area
Network) or an IP-SAN (Internet Protocol Area Network) is
used. As an upper layer protocol of the SAN, fof example,
a SCSI (Small Computer System Interface) is used. 1In an
example explained in this embodiment, the IP-SAN is adopted
as the storage network 1000. As an upper layer protocol of
the IP-SAN, an iSCSI (Internet Small Computer System
Interface) is used. The storage network 1000 includes a
network switch 10001 and a hub (not shown in the figure).

The client 1002 is a computer connected to the storage
network 1000 and configured to carry out desired processing.

Typically, the client 1002 includes hardware resources such
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as a processor, a main memory, a communication interface

~and a local input/output device. The client 1002 includes

software resources such as a device driver, an operating
system (0S), and an application program (not shown in the
figure). Consequently, the client 1002 executes various
programs under the control by the processor and realizes
processing in cooperation with the hardware resources. For
example, the client 1002 executes a business application
program under the control by the processor to thereby I/O0O-
access the storage array device 1003 through the storage
network 1000 and realize a desired business system. The
client 1002 can be a database server (DB server) in which a
database management system (DBMS) is operating. Then, upon
receiving a data read request from a client (not shown in
the figure) connected to the DB server through the storage
network 1000 or another network (not shown ih the figure),
the client 1002 reads data from the storage array device
1003 and transmits the read data to the clieht. Upon
receiving a data write request from the client, the client
1002 receives write data from the client and writes the
data in the storage array device 1003.

The storage array device 1003 uses logical slots 0 to
3 as configuration units of RAID. The logical slots
correspond to the logical devices in the second embodiment.
In a normal state before any one of the storage units 2A to
2D has reached the life end, the storage units 2A to 2D are
connected to the storage array device 1003 through the
interface 19. The storage unit 2A is allocated to the
logical slot the storage unit 2B is allocated to the

logical slot

0,

logical slot 1, the storage unit 2C is allocated to the
2, and the storage unit 2D is allocated to the
3.

logical slot Consequently, the storage array device

1003 notifies the client 1002 of the four logical slots
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corresponding to the four storage units 2A tov2D as virtual
one logical device using the RAID5. The client 1002
transmits an' LBA for accessing the storage array device
(hereinafter referred to as "array LBA" or "ALBA"). A
control unit 200 in a RAID controller 1005 transforms the
array LBA into logical slot numbers and LBAé for accessing
the storage units 2A to 2D (hereinafter referred to as
"storage unit LBAs" or "SLBAs"). The control unit 200
transmits an access command to the SLBA of at least one
storage unit among the storage units 2A to 2D specified by
the logiéal slot numbers.

The storage array device 1003 alone can provide the
cline 1002 with data-storage service. Alternatively, one
virtual storage device virtually configured by the storage
array device 1003 and not-shown another storage array
device can provide the client 1002 with the data-storage
service. In the storage array device 1003, one or more
logical devices (LDEVs) to be provided to the client 1002
are formed in the storage array device 1003.

The logical device is a logical storage device that
can be recognized by the client 1002. A logical unit (LU)
is allocated to the logical device. The client 1002
recognizes the logical device formed on a physical device
as the logical unit. Logical unit numbers (LUNs) are given
to the logical units. The logical unit is divided into
logical sectors {(logical blocks). Array LBAs are allocated
to the logical sectors. The client 1002 can access a
specific logical sector in a specific logical unit by
giving a command including a logical address formed by a
logical unit number and the array LBA to the command
storage array device 1003. In this embodiment in which the

iSCSI is used, the client 1002 and the storage array device

1003 respectively function as an initiator and a target,
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which are iSCSI nodes allocated with iSCSI names.
Therefore, the client 1002 and'the'sthage array device
1003 transmit and receive an iSCSI PDU via a network portal
specified by a combination df an IP address and a TCP port
number. Therefore, the client 1002 designates an iSCSI
name, an IP address, and a TCP port number to thereby
recognize the storage array device 1003 on the network 1000
and accesses a logical sector in the logical unit of the
storage array device 1003.

The storage units 2A to 2D are storage units connected
to the storage array device 1003 through the interface 19.
As the storage units 2A to 2D, for example, storage units
equivalent to the storage unit 2 explained in the first
embodiment can be respectively used. In this embodiment,
as an example, as the storage units 2A to 2D, the SSD
explained in the first embodiment is used. In terms of
discarding the storage units 2A to 2D after reliability
deterioration, reduce a setting space, and reduce the power
consumption of the entire information processing system 1,
it is desirable that the storage units 2A to 2D are
physically detachably attachable to the storage array
device 1003.

The storage unit 3 1s a storage unit connected to the
storage array device 1003 énew after it is determined that
any one of the storage units 2A to 2D has reached the life
end or is about to reach the life end. For example, the
storage units equivalent to the storage unit 3 described in
the first embodiment can be used. In this embodiment, as
the storage unit 3, the SSD described in the first
embodiment is used. To reduce a setting space before
connection of the storage unit 3, to reduce the power
consumption of the entire information processing system 1,

and to discard the storage unit 3 after reliability
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deterioration of the storage unit 3 to reduce a setting

- space and reduce the power consumption of‘theventire

information processing system'l, it is desirable that the
storage unit 3 is physically detachably attachable to the
storage array device 1003..

The RAID controller 1005 controls building and
management of a RAID array of a storage unit connected to a
storage interface 1007 and includes the control unit 200.
The control unit 200 takes various implementation forms
such as firmware and .software stored in a memory in the
RAID controller 1005 or hardware in the RAID controller
1005. Upon receiving a command from the client 1002, a
network switch 6009, or the like through a network
interface 1004, the control unit 200 transmits a read
command, a write command, other commands, and data to the
storage units through the storage interface 1007, receives
résponses and data from the storage units, and transmits a
response and the data to the client 1002 through the
network interface 1004. The control unit 200 performs.
control and management of statistical information, the
status management areas 510, the slot number management
areas 530, and the data migration log area 550 of the
storagelunits 2A to 2D and the storage unit 3 and performs
life end processing, data migration pfocessing,_and the
like based on the statistical information. The status
management areas 510, the slot number management areas 530,
and the data migration log area 550 can be stored in-a
storage area in the information processing system 1 such as
a memory area (not shown in the figure) in the RAID
controller 1005 rather than being stored in the storage
units. In this embodiment, data stored in the status
management areas 510 can take values 0 to 5. The

respective values indicate states of a storage unit
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correspbnding,thereto as follows:

0: initial storage state

1: normal state ‘

2: low reliability state

3: data migration source state (protected state)

4: data migration destination state |

5: discard target state

In Fig. 59, a transformation method for an array LBA
(ALBA) and a storage unit LBAY(SLBA) in the normal state in’
this embodiment is shown. The control unit 200 adopting
the RAIDS5 generates, using three continuous logical sectors
ALBA=3qg, 3g+l, and 3g+2 (g is an arbitrary integer equal to
or larger than 0) as a set, parity data P(3q, 3g+2)
equivalent to one logical sector with respect to array data
D(ALBA=3qg), D(ALBA=3g+l), and D(ALBA=3g+2), which are data
of the respective logical sectors.

The parity data P(3qg, 3g+2) is calculated by exclusive
ORing respective bits having the same offset in logical
sectors in D(ALBA=3q), D(ALBA=3g+l), and D(ALBA=3g+2) in.
such a manner as P(3qg, 3g+2)=(D(ALBA=3g) XOR D(ALBA=3q+1)
XOR DALBA-3g+2). For example, parity data P(0,2) is
calculated by the control unit 200 from D(0), which is data
of ALBA=0, D(1l), which is data of ALBA=1l, and D{(2), which
is data of ALBA=2. In the normal state, array data
D (ALBA=3q), D(ALBA=3g+l), and D(ALBA=3g+2) and pafity data
P(3q, 3g+2) are distributedly managed in the storage units
2A to 2D as shown in Fig. 59. For example, in the case of
the ALBA=1, data D(l) corresponding thereto is stored in
LBA=SLBA=0 of the storage unit 2B allocated to the logical
slot 1. Upon receiving the ALBA=1 from the client 1002;-
the control unit 200 specifies a logical slot number=1 and
SLBA=0.

For example, upon receiving a read command for the
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ALBA=1 from ﬁhe client 1002, the control unit 200 specifies
the logical slot number=1 and the SLBA=0, which are storage
destination of D(1l), transmits a read command for the
SLBA=0 to the storage Unit 2B connected to the logical slot
number=1, receives read data, and transmits the received
read data to the client 1002. When a response is not
received from the storage unit 2B or when an error response
is received from the storage unit 2B, the-control unit 200
transmits a read command for the SLBA=0 to the storage unit
2R, the storage unit 2C, and the storage unit 2D connected
to the logical slot 0 and the logical slots 2 and 3 other
than the logical slot 1, restores D(l) from received data
D(0), D(2), and P(0,2) through exclusive OR, and transmits
the restored D(1) to the client 1002. Data read for D(0),
D(2), and P(0,2) can be performed in parallel during the
read of D(1).

For example, upon receiving a write command and write
data for the ALBA=1 from the client 1002, the control unit
200 specifies the logical slot number=1 and the SLBA=0,
which are storage destination of D(1l), transmits a write
command for the SLBA=0 to the storage unit 2B having the
logical slot number=1, writes data to be written, reads the
data D(0) and D(2) from the SLBA=1 of the storage unit 2A
and the storage unit 2C, which are the storage units
connected to the slots other than the logical slot number 1
and not having parity data stored in the SLBA=0, calculates
the parity data P(0,2) from D(0), D(1l), and D(2), and
writes the parity data P(0,2) in the SLBA=0 of the storage
unit 2D. '

In Fig. 60, a transformation method for the array LBA
and the storage unit LBA immediately after migration state
transition of the logical slot 1 is shown. Immediately

after the migration state transition, the transformation
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method for the array LBA andvthe storage unit LBA is the
same as that in the normal state shown in Fig. 59.
‘ As shown in Fig. 58, the storage units 2A to 2D and
the storage unit 3 respectively include the status
management areas 510 and the logical slot number management
areas 530. The storage unit 3 includes the data migration
log area 550. When data migration explained below is
compieted, the control unit 200 can delete or deallocate
the data migration log area 550 and allocate the data
migration log area 550 to énother use such as user data
storage. The control unit 200 can allocate the LBA area to
the status management areas 510, the logical slot number
management areas 530, and the data migration log area 550.
Alternatively, the control unit 200 can allocate an area
that is not an LBA area (e.g., a log area allocated with a
log page address) to the status management areas 510, the
logical slot number management areas 530, and the data
migration log area 550. In the area that is ndt an LBA
area,.for example, read is performed according to 2Fh Read
Log Ext described in ACS-3 of Non-Patent Literature 1 and
write is performed according to 3Fh Write Log Ext described
in ACS-3 of Non-Patent Literature 1. A log of a data
migrating state explained below is stored in the data
migration log area 550.

As log data recorded in the data migration log area
550, in this embodiment, table data shown in Fig. 61 is
used. When data of a sector count X is written in the LBA
(=SLBA) of the storage unit 3 in the data migrating state,
the control unit 200 additionally writes (SLBA, X) in the

data migration log area 550. When LBAs overlapping or
continuous to an area of LBA=SLBA~SLBA+X-1 are already

recorded in the data migration log area 550, it is

desirable to record a log obtained by combining the LBAs in
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the data migration.log area 550 and delete the combined»log
from the data migration log area 550. ' For example, when an
LBA area A of (SLBA, X) is written in the data migration
log area 550 anew and when an LBA area B of (SLBA-a, a) is
already recorded in the data migration log area 550,

because the LBA area A and the LBA area B are continuous,

‘it is possible to update the data migration log area 550

without increasing a log data amount by overwriting a log
of (SLBA-a, a) with data of (SLBA-a, a+X) indicating a
region of A+B.

In the same manner as shown in Figs. 24 and 29 in the
first embodiment, the control unit 200 determines whether
the respective storage units connected to the storage
interface 1007 have reached the life end, are about to
reach the life end, or are about to fail. When the storage
units have reached thé life end, are about to reach the
life end, or are about to fail, the control unit 200
performs the life end processing. As in the first
embodiment, the iife end determination is performed at
every fixed time, at each fixed number of kinds of
processing, or at each fixed data transmission and
reception shown in Fig. 24 or when a command response
received from the storage unit 1is an error response as
shown in Figs. 29 and 30.

Fig. 62 shows the life end processing of the storage
unit 28 performed, for example, when the control unit 200
determines‘that the storage uﬁit 2B has reached the life
end. When the control unit 200 determines that the storage
unit 2B has reached the life end (step $500), the control
unit 200 rewrites a status of the storage unit 2B from 1 to
2 (step S501). It is desirable that the control unit 200
notifies a network administrator through a display device,

an LED, or the like to connect a new storage unit to a free
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slot of the storage interface 1007 (step S502).

Alternatively, when a mechanical apparatﬁs that

. automatically performs physical attachment and detachment

of the storage units 2A to 2D or the storage unit 3 to and
from the storage interface 1007 is mounted on the
information processing system 1 as a storage load/unload
apparatus (not shown in.the figure), the control unit 200
can control the storage load/unload apparatus to connect a
new storage unit to the storage interface 1007 (step S502).

When the storage unit 3 is cdnnected as a new storage
unit (step S503), the control program 200 rewrites the
status 510 of the storage unit 3 to 4 (step S504) and
copies data of the logical slot number management areas 530
of the storage unit 2B to the logical slot number
management areas 530 of the storage unit 3 (step S505). 1In
the present example, because the storage unit 2B 1is
allocated as the logical slot 1 as shown in Fig; 57, 1 is
written in the logical slot number management areas 530 of
the storage unit 3. The coﬁtrol program 200 rewrites the
status 510 of the storage unit 2B to 3 (step S506) and
causes the RAID controller 1005 to recognize the storage
unit 2B and the‘storage unit 3 as‘the logical slot 1, which
is the same logical slot (step S507). After the life end
processing, a status bf the storage unit 2B is 3 and a
status of the storage unit 3 is 4. The logical slot 1
transitions to the data migrating state.

In this embodiment, the.statuses of the respective
storage units are stored in the status management areas 510
of the storage units in a nonvolatile manner. Fig. 63
shows a processing procedure of the control unit 200
performed when the RAID controller 1005 starts and when the
storage units are connected to the storage interface 1007.

Every time the RAID controller 1005 starts, the control
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unit 200 reads the status management areas 510 to recognize
statuses of fhe storage units. The control unit 200 _
recognizes the statuses of the storage units and reads
logical slot numbers of the storage units from the logical
slot number management areas 530 to determine whether each
of the logical slots 0 to 3 is in the data migrating state.
That is, when the storage status=0 (stép S511), the
control unit 200 recognizés the storage units as being in
the initial storage state (step S512). When the storage
status=1 (step S513), the control unit 200 recognizes the
storage units as being in the normal state (step S514).
When the storage status=2 (step S5515), the control unit 200
recognizes the storage unit as being in the low reliability
state (step S516). When the storage status=3 (step S517),
the control unit 200 recognizes the storage units as being
in the data migration source state (the protected state)
during the data migration work (step S$518). When the |
storage status=4 (step S519), the control unit 200
récognizes the storagé units as being in the data migration
destination state during the data migration work (step
$520). When the storage status=5 (step S$521), the control
unit 200 recognizes the storage units as being in the
discard target state (step S522). When the storage status
is other than 0 to 5, the control unit 200 regards the
storage units as unéuthorized storage units (step S523).

Read from the logical drive (1)

Fig. 64 shows a processing procedure of the control
unit 200 performed when a read request is transmitted from
the client 1002 to the storage array device 1003. The
control unit 200 receives a read command for ALBA=cALBA,
which is a read target array LBA, from the client 1002
(step S530). The control unit 200 célculates a logical
slot number c¢cSLOT and SLBA=cSLBA, which is a read target
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storage unit LBA, from cALBA (step S531). The control unit
200 determines whether a storage unit of a logical unit of
cSLOT is in failure (step S532). When the storage unit of
the logical slot of the cSLOT is not in faiiure,
subsequently, the control unit 200 determines whether the
storage unit of the logical slot of the cSLOT is in the
data migrating state (step S533).

When the storage unit of the logical slot of the cSLOT
is in the data migrating state (step $533), the control
unit 200 reads data including parity from a slot other than
the slots of the ¢cSLOT, restores data of the c¢cSLBA of the
cSLOT using the data, and transmits the restored data to
the client 1002 (step S534). The control unit 200 writes
back the restored data of the cSLBA of the cSLOT to the
data migration destination storage unit 3 and records a
data migration log in the data migration log area 550 (step
S535). When the storage unit of the logical slot of the
cSLOT is not performing data migration (step $533), the
control unit 200 reads data D (cSLBA) from the storage unit
of the cSLOT and transmits the read data to the client 1002.
In this way, when the read target logical slot is in the
data migrating state, the read target data is restored from
a slot other than the read target. Consequently, even if
data of the storage unit in the data migrating state is
lost, it is possible to remedy the loss.. Further, read
from the storage unit in the data migrating state is
reduced to suppress read disturb (a phenomenon in which an
error occurs in stored data because very small charges are
stored in a floating gate of an unselected memory Cell
included in the same block as a memory cell from which the
data is read).

When the storage unit of the logical slot of the cSLOT

is in failure, the control unit 200 determines whether a
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slot in the data migrating state 1is present (étep S537).
When a slot in the data migrating state is absent, the
control unit 200 reads daté from a slot other than the slot
of the cSLOT, restores data of the cSLBA of the c¢cSLOT using
the data, and transmits the restored data to the client
1002 (step S$538). When the read target slot is in failure
and a slot in the data migrating state is absent in other
slots in this way, the control unit 200 restores the read
target data from a slot other than the read target.

When the storage unit of the logical slot of the cSLOT
is in failure and a slot in the data migrating state is
present (step S537), the control unit 200 reads the data
migration log area 550 and determines in which of the data
migration source and the data migration destination the
data of the read target SLBA is present (step $539). The
control unit 200 restores the data of the cSLBA of the
cSLOT from data read from a data migration destination
storage unit, a data migration source storage unit, and a
normal-state storage unit and transmits the restored data
to the client 1002 (step S540). When data of the data
migration source is used, the control unit 200 writes back
the used data migration source data to the data migration
destination storage unit 3 and records a data migration log
in the data migration destination data migration log area
550 (step S541).

Read from the logical drive (2)

Fig. 65 shows another processing procedure of the
control unit 200 performed when a read request is
transmitted from the client 1002 to the storage array
device 1003. 1In the processing procedure shown in Fig. . 65,

processing performed when the determination at step S533 in

- Fig. 64 is affirmative is changed from é%eps 5534 and S535

to steps S550 to S$554. 1In Fig. 65, the processing at step
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S541 ih Fig. 64 is deleted. When the stbrage unit of the
logical slot of the c¢SLOT is in the data migrating state
(step $533), the control unit 200 reads the data migration
log from the data migratién destination storage unit 3 and
determines whether the data of the cSLBA is included in the
data migration log (step S551). When the data of the cSLBA
is included in the data migration log, the control unit 200
reads the data of the cSLBA from the data migration
destination storage>unit 3 and transmits the read data to
the client 1002 (step S$554). When the data of the cSLBA is
not included in the data migration log, the control unit
200 reads the data of the cSLBA from the data migration
source storage unit and transmits the read data to the
client 1002 (step S552). The control unit 200 writes back
the data read from the data migration source to the data
migration destination storége unit 3 and updates the log
550 of the data migration destination storage unit 3 (step
$553) . | |

Write in the logical drive

Fig. 66 is a flowchart for explaining processing for a
write command from the client 1002 in this embodiment.
Upon receiving a write command including the cLBA, which is
the array LBA, and a sector length from the client 1002
(step 5560), the control unit 200 receives write data from
the client 1002 (step S561). The control unit 200
calculates a logical slot number cSLOT, in which data
should be written, from the cALBA, retrieves the c¢SLBA,
which is the storage unit LBA in which data should be
written, from the cALBA, and calculates a logical slot
number cPSLOT of a parity data storage destination of the
éSLBA from the cALBA (step S562). The control unit 200
reads data of the c¢SLBA of all the slots in parallel. When

there is a failed slot, the control unit 200 reads data
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from a slot other than the failed slot and restores data of

the failed slot (step 3563). Thereafter, the control unit

200 processes a main body data write.task and a parity data

.~ write task in parallel.

The main body data write task is executed as explained
below. The control unit 200 determines whether the <¢SLOT
is in failure (step S564). When the c¢SLOT is in failure,
the control unit 200 ends the task without write data.

When the cSLOT is not in failure, the control unit 200
determines whether the cSLOT is in the data migrating state
(step S565). When the cSLOT is not in the data migrating
state,.the control unit 200 writes reception data from the
client 1002 in the cSLBA of the slot cSLOT (step S566).
When the c¢SLOT is in the data migrating state, the control
unit 200 writes the reception data in the CSLBA of a data
migration destination storing unit of a data migration
source storage unit and the data migration destination
storage unit allocated to the slot cSLOT (step S567). The
control unit 200 records the cSLBA and a sectbr size in the
data migration log area 550 of the data migration
destination storage unit as a data migration log (step
S568). When data migration logs of continuous LBAs before
and after the c¢cSLBA and overlapping LBAs are present in the
data migration log area 550, the control unit 200 writes a
data migration log obtained by combining the logs in the
data migration log 550 and deletes (invalidates) the
compbination source data migration logs (step $568).

The deletion of the data migration log from the data
migration log 550 only has to be logical deletion. The
data migration log does not have to be physically erased by
block erasing of the NAND memory 16. For example, a flag
for invalidating a log is written in the data migration log

550 or the data migration log 550 after update is stored in
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an area different from the data migration log 550 before
the update and a pointer indicating a storage positioﬁ of
the data migration log 550 is updated, whereby the data
migration log is logically deleted from the data migration
log 550.

-The parity data write task is executed és explained
below. The control unit 200 overwrites data read from all
the logical slots to the memory in the RAID controller 1005
with the write data received from the client 1002 and
recalculates parity data (step S570). The control unit 200
determines whether the cPSLOT is in failure (step S571).
When the cPSLOT is in failure, the control unit 200 ends
the task without writing the parity data. When the cPSLOT
is not in failure, the control unit 200 determines whether
the cPSLOT is in the data migrating state ({step $572).

When the cPSLOT is not in the data migrating state, the
control unit 200 writes the parity data in the cSLBA of the
slot cPSLOT (step S573).  When the cPSLOT is in the data
migrating state, the control unit 200 writes the parity
data in the cSLBA of the data migration destination storage
unit of the data migration source storing unit and the daté
migration destination source unit allocated to the slot
cPSLOT (step S574). The control unit 200 records the cSLBA
and a sector size in the data migration log area 550 of the
data migration destination storage unit as a data migration
log. When data migration logs of continuous LBAs before
and after the cSLBA and overlapping LBA are present in the
data migration log 550, the control unit 200 writes a data
migration log obtained by combining the data migration logs
in the data migration log area 550 and deletes the
combination source data migration logs from the data
migration log 550 (step S$575).

In this way, the control unit 200 transmits, in
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respdnse to a write request from the client, the write .

.comméndVOf the SLBA to the storage units 2A, 2C¢-and 2D

allocated to the logical slots 0, 2, and 3 not in the data
migrating state. On.the other.hand, for the logical slot i
under the data migration, the control unit 200 does not
transmit a write command to thé data migration source
storage unit 2B, transmits a write command to the data
migration destination storage unit 3, and records a data
migration log in the data migration log area 550 of the-
storage unit 3. |

A more detailed example is shown in Fig. 67. In an
example shown in Fig. 67, when the logical slot 1 is in the
data migrating state, the storage unit 2B is allocated as
the data migration source, the storage unit 3 is allocated
as the data migration destination, and the logical slots O,
2, and 3 are in the normal state, a request for writing
D(1) in the ALBA=1l, writing D(7) in ALBA=7, and writing
D(16) in the ALBA=16 of the storage array device 1003 is
transmitted from the client 1002.
Example 1

Upon receiving a write command for data D(l)new in the
ALBA=1 from the client 1002, the control unit 200 specifies
SLBA=0 and the logical slot 1 from the ALBA=1l. When the
logical slot 1 is not in the data migrating state, D(l)new
is written in the SLBA=0 of the storage unit 2B. However,
in the present example, the logical slot 1 is in the data
migrating state. Therefore, the control unit 200 writes
D(l)new in the storage unit 3. The control unit 200 reads
D(0) from the storage unit.2A of the logical slot 0 and
reads D(2) from the storage unit 2C of the logical slot 2
based on the read operation explained above, calculates new
parity data P(0,2)new from D{(0), D(1l)new, and D(2) through
exclusiveVOR, and stores P(0,2)new in the SLBA=0 of the
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storage unit 2D Qf the logical slot 3. For improvement of
processing speed, it is desirable that the write command
for D(l)ﬁew to the storége unit 3, the read command for
D(O)vto the storage unit 2A, and the.read command for D(2)
to the storage unit 2C are transmitted from the control
unit 200 in parallel. Further, it is desirable to, at a
point when the read of D(0) and D(2) is completed,
calculate P(0<2)new and transmit the write command to the

storage unit 2D without waiting for the completion of the

write of D(l). The control unit 200 reccrds, in the data

migration log area 550 of the storage unit 3, (SLBA, sector
count), which indicates an SLBA and a séctor count in which
write is performed in the storage unit 3. For éxample, in
this example, write is performed in an SLBA area of one
sector from the SLBA=0 of the storage unit 3. Therefore,
(0, 1) is additionally written in the data migration log
area 550. As explained above, when continuous LBA areas
and overlapping LBA areas are already recorded in the data
migration log area 550, an SLBA area obtéined by merging
the LBA areas is recorded in the data migration log area
550. When write is performed in a logical slot not in the
data migrating state, update of the data migration log 550
is not performed.
Example 2

Upon receiving a write command for new data D(7)new
for the ALBA=7 from the client 1002, the control unit 200
specifies the SLBA=2 and the logical slot 2 from the ALBA=7.
Because the logical slot 2 is not in the data migrating
state, D(7)new is written in the SLBA=0 of the storage unit
2B. The control unit 200 performs read of D(6) and D(8)
from the logical slot 0 and the logical slot 3 based on the
read operation, calculates parity data P(6, 8)new, and

stores the parity data P(6, 8)new in the logical slot 1.
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Because the logical slot 1 is in the data migrating state,

the control unit 200 writes P(6, 8)new in the storage unit
3 rather than the storage unit 2B and records (SLBA, sector
count)=(2, 1),vwhich indicates an SLBA and a sector count
in which write is performed in the storage unit 3, in the
data migration log area 550 of the storage unit 3.
Example 3

Upon receiving a write command for new data D(16)new
for the ALBA=16 from the client 1002, the control unit 200
specifies the SLBA=5 and the logical slot 1 from the
ALBA=16. In the present example, because the logical slot
1 is in the data migrating state, the control unit 200 |
writes D(1l6)new in the storage unit 3. The control unit
200 reads D(15) from the storage unit 2A of the logical
slot 0 and reads D(17) from the storage unit 2D of the
logical slot 2 pased on the read operation, calculates new
parity data P(15, 17)new from D(15), D(1l6)new, and D(17)
through exclusive OR, and stores P(15, 17)new in the SLBA=5
of the storage unit 2C of the logical slot 2. The control
unit 200 records, in the data migration log area 550 of the
storage unit 3, (SLBA, sector count), which indicates an
SLBA and a sector count in which write is performed in the
storage unit 3. For example, in this example, write is
performed in an LBA area of one sector from the SLBA=5 of
the storage unit 3. Therefore, (5, 1) is additionally
written in the data migration log area 550. As explained
above, when continuous SLBA areas and overlapping SLBA
areas are already recorded in the data migration log area
550, an SLBA area obtained by merging the SLBA areas is
recorded in the data migration log area 550. When write is
performed in a slot not in the data migrating state, update
of the data migration log 550 is not performed. In this

way, as in the second embodiment, every time a write
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request is received from the client 1002, data of an SLBA

_corresponding to the write request is written in the data

migration‘destinafion storage unit 3 rather than the data
migration source storage unit 2B and a data migration log
is recorded. Consequently, it is possible to
simultaneously perform new déta write and data migrating
operations.

Background backup

During idling when, for example, a command is not
received from the client 1002 for a fixed time or more or
when a standby mode transition request is received from the
client 1002, the control unit 200 performs background
backup from the storage unit 2 to the storage unit 3. The
control unit 200 reads the data migration log area 550 of
the storage unit 3, performs read from the storage unit 2B
to an SLBA not recorded in the data migration log area 550,
writes the data in the storage unit 3, and stores the SLBA
and a séctor size of write data in the data migration log
area 550 of the storage unit 3 to perform the background
backup. 1In the storage of the SLBA in the data migration
log 550, when continuous SLBA areas are present or when
overlapping SLBA areas are present, it is desirable that an
SLBA area obtained by merging the SLBA areas is stored in
the data migration log 550 and the SLBA areas before the
merging are deleted from the data migration log area 550.

To reduce a data size of a data migration log stored
in the data migration log area 550 and to perform data
migration end determination explained below at high speed,
it is desirable that the background backup is
preferentially performed for un-migrated fragmented SLBA
areas among SLBA areas other than the SLBA area registered
in the data migration log 550. The control program 200

backs up the un-migrated fragmented SLBA area and subjects
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‘the un-migrated fragmented LBA area to data migration to

thereby store a newly migrated SLBA area in the_déta
migration log 550 as an SLBA area formed by merging the
newly migrated SLBA area with a migrated SLBA area |
continuously located before and after the newly migrated
SLBA area. |

Monitoring of a data migration state

The control unit 200 reads the data migration log area
550 to monitor a data migration state of a logical slot

under data migration. Fig. 68 shows a monitoring procedure

for monitoring a data migration state using a data

migration log. For example, the c¢ontrol unit 200 reads a
data migration log from the data migration log area 550
every time a predetermined time elapses (steps S600 and
S601). When all migration target SLBAs are included in the
data migration.log 550, the control unit 200 determines
that the data migration is completed. For example, when
all SLBAs of the data migration source storage unit 2B are
included in the data migration log 550, the control unit
200 determines that the data migration is completed (step
S602). As the determination of the completion of the data
migration, for example, the control unit 200 can determine
whether all SLBAs of the data migration destination storage
unit 3 are included in the data migration log 550.

When the control unit 200 determines that the data
migration is completed, the control unit 200 changes a
status of the data migration source storage unit 2 to the
discard target state of 5 and changes a status of the data
migration destination storage unit 3 to the normal state of
1 (step S603) to end a data migration state of the logical
slot 1 and end the data migration state monitoring for the
logical slot 1. 1In terms of reducing the power consumption

of the storage unit 2B, it is desirable that the control
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unit 200 transmits a transition fequest to the low power
consumption mode to the storage unit 2. After the end of
the data migrating state, it is desirable that the control
unit 200~notifies, through the display 9 or the LED set
near the port, the user or the administrator to detach the
storage unit 2B from the interface 19 or controls the
storage load/unload apparatus to detach the storage unit 2B
from the interface 19.

Transition of entire statuses

Fig. 69 shows transition of statuses of the storage
units that occurs when the storage unit 2B has reached the
life end. When all the storage units 2A to 2D are in the
normal state, statuses of all the storage units 2A to 2D
are 1 and the storage unit 3 is unconnected to the storage
interface 1007 (step 1). When the control unit 200
determines that the storage unit 2B has reached the life
end, the control unit 200 changes a status of the storage
unit 2B to 2 (step‘2). The storage unit 3, which is a new
storage unit, is connected to the storage interface 1007
based on a notification or a command from the control unit
200 (step 3). When the storage unit 3 is connected, the
control unit 200 changes the status of the data migration
source storage unit 2B to 3 and changes a status of the
data migration destination storage unit 3 to 4 to shift a
state of the logical slot 1 to the data migrating state
(step 4). When the control unit 200 determines based on
informatioh read from the data migration log area 550 that
all valid data of the storage unit 2B is migrated to the

storage unit 3, the control unit 200 changes the status of

“the storage unit 2B to 5 and changes the status of the

storage unit 3 to 1. Thereafter, the storage unit 2A, the
storage unit 3, the storage unit 2C, and the storage unit

2D behave as if the storage unit 2A, the storage unit 3,
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the storage unit 2C, and the storage unit 2D are the

~original storage unit 2A, the original storage unit 2B, the

original storage unit 2C, and the original storage unit 2D

(the processing returns to step 1). Thereafter, when it is

~further determined that any one of the Storage unit 2A, the

storage unit 3, the storage unit 2C, and the storage unit
2D has reached the life end,'the same steps 2 to 5 are
repeated. In this way, even when any one of the storage
units of the storage array device 1003 has reached the life
end, is abbut to reach the life end, or is about to fail,
it is possible to easily migrate data of the storage unit
to a new storage unit according to this embodiment. In
this embodiment, because the data migrating operation is
performed in the background, it is possible to suppress
performance deterioration due to the backup operation.

A data migrating state of one storage unit and a failure of

another storage unit simultaneously occur

In an example shown in Fig. 70, a data migrating state
of one storage unit and a failure of another storage unit
simultaneously occur. In an example shown in Fig. 70, when
the logical slot 1 is in the data migrating state, the
storage unit 2B is allocated as the data migration source,
the storage unit 3 is allocated as the data migration
destination, and the logical slots 0, 2, and 3 are in the
normal state, a failure occurs in the storage unit 2D of
the logical slot 3. _

In the case of read from the SLBA=O, data restoration
is unnecessary for read of D(0) of the logical slot 0 and
D(2) of the logical slot 2. Read of D(1) of the logical
slot 1 can be realized by reading D(1)new, which is the
latest data, from the data migration destination storage
unit 3.. In the case of read from the SLBA=2, data

restoration is unnecessary for read of D(6) of the logical -
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slot'O and D(7) of the logical slot 2. Read of D(8) of the
logical slot 3 can be realized by restoring data by
exclusive ORing D(6) and D(7) and P(6, 8)new from the data
migration destination storage unit 3. In the case of read
from the SLBA¥5, data restoration is unnecessary for read
of D(15) of the logical slot O.“Read of D(16) of the
logicai slot 1 can be realized by reading D(16)new, which
is ﬁhe latest data, from the data migration destination
storage unit 3. Read of D(17) of the logical slot 3 can be
realized by restoring data by exclusive ORing‘D(15), D(16)

new of the data migration destination storage unit 3, and

"P(1l5, 17)new of the logical slot 2.

Data migrating states of two storage units and a failure of

one storage unit simultaneously occur

In an example shown in Fig. 71, data migrating states
of two Storage units and a failure of another storage unit
simultaneously occur. In an example shown in Fig. 71, when
the logical slot 1 and the logical slot 2 are in the data
migrating state, the storage units 2B and 2C are allocated
as data migration sources, storage unifs 3B and 3C are
allocated as data migration destinations, and the logical
slots 0 and 3 are in the normal state, a failure occurs in
the storage unit 2D of the logical slot 3.

Ih the case of read from the SLBA=0, daﬁa restoration
is unnecessary for read of D{(0) of the logical slot 0 and
D(2) of the logical slot 2, read of D(1l) of the logical
slot 1 can be realized by reading D(l)new from the data
migration destination storage unit 3B. In the case of read
from the SLBA=2, data restoration is unnecessary for read
of D(6) of thé logical slot 0. Read of D(7) of the logical
slot 2 can be realized by reading D(7)new, which is the
latest data, from the data migration destination storage

unit 3C. Read of D(8) of the logical slot 3 can be
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realized byvrestoring data by exclusive ORing D(6), D(7)new,
and P(6, 8)new. In the case of read from the SLBA=5, data
reStoratioﬁ is unnecessary for read of D(15) of the logical
slot 0. Read of D(16) of the logical slot 1 can be
realized by reading D(16)new, which is the iateSt data,

from the data migration destination storage unit 3B. Read
of D(17)‘of the logical slot 3 can be realized by restoring
data by exclusive ORing D(15), D(16)new of the data
migration destination storage unit 3B, and P(15, 17)new of
the data migration destination storage unit 3C of the

logical slot 2.

A data migrating state of one storage unit and a data read

inability error simultaneously occur

In an example shown in Fig. 72, a read error such as
an uncorrectable ECC error (UECC error) occurs in one
storage unit during data migration.

Example 1

Upon receiving a read command for data D(2) for the
ALBA=2, the control unit 200 specifies the SLBA=0 and the
logical unit 2 from the ALBA=2. When a UECC error occurs
in read of the data D(2) from the storage unit 2C of the
logical slot 2, D(2) can be restored by exclusive ORing
D(l)new of the data migration destination storage unit 3
and P(0, 2)new of the logical slot 3.

Example 2

Upon receiving a read command for new data D(8) for
ALBA=8 from the client 1002, the control unit 200 specifies
the SLBA=2 and the logical slot 3 from the ALBA=8. When an
UECC error occurs in read of the data D(8) from the storage
unit 2D of the logical slot 3, D(8) can be restored by
exclusive ORing D(6), D{(7)new, and P(6, 8)new of the
storage unit 3.

Example 3
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Upon'receiving.é read command for new data D(9) for
ALBA=9 from the client 1002, the control unit 200 specifies
the SLBA=3 and the logical slot 1 from the ALBA%9. When a
UECC’errér occurs in read of the data D(9) from the storage
unit 2B of the logical slot 1, D(9) can be restored by
exclusive ORing D(10), D(11l), and P(9, 10).

(Fourth Embodiment)

' In a fourth embodiment, the present invention is
applied to the information processing system 1 including a
storage network. Inbthis embodiment, the information
processing systém l.is configured as shown in Fig. 73. The
information processing system 1 can be configured as shown
in Fig. 74. As shown in Fig. 73, the information
processing system 1 in this embodiment includes the storage
unit 2, the storage unit 3, one or a plurality of other
storage units 6004, one or a plurality of metadata servers
6003, a server 6001, a storage network 1000 configured to
connect the storage unit 2, the storage unit 3, the storage
unit 6004, the metadata server 6003, and the server 6001
one another, one or a plurality of clients 6002, and a
network 6000 configured to connect the server 6001 and the
client 6002 each other. In the case of Fig. 74, the
storage network 1000 is connected to a storage network
6001b via a channel extender and a long-distance network
such as a WAN. The storage unit 3 is connected to the
storage network 6001b.-

The storage units 2 and 3 include the status
management areas 510. The storage units 2 and 3 can
include the data migration target management areas 2007 and
3007 (see Fig. 32) same as those in the first embodiment or
can include the logical drive ID management areas 520 same
as those in the second embodiment. As explained above, the

status management areas 510 respectively indicate that the
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stdrage units corresponding thereto are in the following .
states: _

0: initial storage state

1: normal state

2: low reliability state

3: data migration source state (protécted state)

4: data migration destihation state

5: discard target state

The metadata server 6003 includes the main memory 6
configured to stores the 0S 100, the control unit 200, the
metadata 300, and the logical drive status table 450 same
as those in the first embodiment and the CPU 5, which is an
arithmetic unit configured to execute the 0S 100 and the
control uniﬁ 200. The metadata server 6003 plays functions
equivalent.to the 05 100 and the control unit 200 of the
information processing device 111 in the first embodiment.
The metadata 300 stored in the main memory 6 of the
metadata servef 6003 has, for example, a structure shown in
Fig. 33. Metadata on the main memory 6 and a journal of
the metadata are backed up in a nonvolatile storage unit in
the metadata server 6003, a nonvolatile storage unit in the
storage network 1000, the storage unit 2, the storage unit
3, and the like. The logical drive status table 450 has,
for example, a structure shown in Fig. 40. The logical
drive status table 450 indicates that the logical drive is
in the normal state or the data migrating state. For
example, upon receiving a file ID from the server 6001, the
metadata server 6003 retrieves the file ID from the
metadata area 300 and specifies a logical drive address, a
storage unit identification name, which ié a storage unit
address, an LBA, a sector count, and the like. As the
storage unit identification name, which is the storage unit

address, for example, an IP (Internet Protocol) address, a
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MAC (Medié Access Control) address,'or a WWN'(World'Wide
Name) can be used. The status tables 510 store statuses of
the storage units 2 and 3 connected to the storage network
1000. |

The logical drive status table 450 can be structured

as shown in Fig. 41. A status table 650 shown in Fig. 75

can be stored in the main memory 6 of the metadata server
6003. The logical drive status table 450 does not have to
be stored in the main memory 6. In the status table 650, a
logical drive address, a storage unit identification name,
a logical drive status, and a storage status are managed.
The status table 650 is used instead of the logical drive
status table 450 and the status management areas 510. Then,
the status management areas 510 in the.storage units 2 and
3 are unnecessary. 1In Fig. 75, a logical drive address B
includes two storage units, storage unit identification
names of.which are bl and b2. The storage units are in the
data migrating state. The storage unit having the storage
unit identification name bl is a data migration source.

The storage unit having the storage unit identification
name b2 i1s a data migration destination.

The storage network 1000 is a network for a storage
access. For example, a Fibre Channel or an Ethernet
(registered trademark) is used. In particular, as the
storage network 1000, for example, a SAN (Storage Area
Network) or a NAS (Network Attached Storage) is used. As
the SAN, for example, an FC-SAN (Fibre Channel Storage Area
Network) or an IP-SAN (Internet Protocol Storage Area
Network) is used. As an upper layer protococl of the SAN,
for example, a SCSI (Small Computer System Interface) is
used. 1In an example explained in this embodiment, an iSCSI
is used as the upper layer protocol. The storage network

1000 includes the network switch 6009 and a hub (not shown
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in the figure).

The network 6000 is a network for aliowing a client to
access the server 6001 and use various services. For

example, a Fibre Channel or an Ethernet (registered

. trademark) is used as the network 6000. For example, there

are a WAN, a LAN, and the like as the network 6000. The

network 6000 includes a network switch (not shown in the

figure) ahd a hub (not shown in the figure).

The client 1002 is a computer connected to the network
6000 and configured to carry out desired processing. The
client 1002 typically includes hardware resources such as a
processor, a main memory, a communication interface, and a
local input/output device. Further, the client 1002
includes software resources such as a device driver, an
operating system (0S), and the application program 400 (not
shown in the figure). Consequently, the client 1002
executes various programs under the control by the
processor and realizes processing in cooperation with the
hardwafe resources. For example, the client71002 executes
a business application program under the control by the
processor to thereby I/0O-access the server 6001 through the
network 6000 and realize a desired business system.

The server 6001 is a computer connected to the storage
network 1000 and the network 6000 and configured to carry
out desired processing according to a request from the
client 1002. The server 6001 typically includes hardware
resources such as a processor, a main memory, a
communication interface, and a local input/output device.
Further, the server 6000 includes software resources such
as a device driver, an opérating system (0S), and an
application program (not shown in the figure).
Consequently, the server 6001 executes various programs

under the control by the processor and realizes processing
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inicooperation with the hardware resources. For example,
 the server 6001 executes an application service program
under the control by the processor in response to a request
from the client 1002 to thereby I/O-access the storage unit
2, the storage unit 3, or the storage unit 6004 through the
storage network 6000 and realize a desired application
service program.
For example, upon receiving a file data read request -
and a file ID from the client 6002, the server 6001
transmits the file ID to the metadata server 6003, receives
a storage unit address such as an iP address, a MAC address,
or a WWN and an LBA of a storage unit in which a file from
the metadata server 6003 is stored, transmits a packet
designating'the storage unit address to the storage network
1000 to transmit a read command to the storage unit,
receives read data from the storage unit, and transmits the
read data to the client 1002. For example, upon receiving
a file data write request and a file ID from the client
1002, the servér 6001 transmits the file ID to the metadata
server 6003, receives a storage unit address and an LBA of
a storage unit in which a file from the metadata server
6003 should be stored, receives write data from the client
6002, and transmits the data to the storage unit to write
the data. The server 6001 can be a database server (DB
server), which is a server on which a database management
system (DBMS) is operating.

processing for determining Life end

When started, the control unit 200 monitors
reliability information such as the statistical information
65 concefning the storage unit 2. For example, as shown in
Fig. 24, the control unit 200 acquires the statistical
information 65 from the storage unit 2 at every fixed time

{(e.g., every one minute) or in each fixed number of times
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of processing. As in the first embodimeht, the control-

unit 200 determines, based on the acquired reliability

information, whether the storage unit 2 has reached the

life end. When the control unit 200 determines that the
storage unit 2 has reached the life end, the control unit
200 executes life end processing explained below.

Life end processing

When the connected storage unit 2 has reached the life
end or is about to reach the life end and the life end
processing is started, after changing the status 510 of the
storage unit 2 to the storage status=2 (the low reliability
state), the control unit 200 displays a meésage for urging
connection of a new storage unit on the display 9 and the
like of the metadata server 6003, the server 6001, and the
client 6002. When the new storage unit 3 is connected, the
control unit 200 rewrites the status 510 of the storage
unit 3 of the status table 450 to the storage status=4 (the
data migration_destination state) and further rewrites the
status 510 of the storage unit 2 to the storage status=3
{the protected state). The control unit 200 causes the 0S8
100 to recognize the storage unit 2 and the storage unit 3
as one logical drive 4. The control unit 200 rewrites a
status of the logical drive 4 stored in the logical drive
status table 450 or the status table 650 on the main memory
6 from the "normal state" to the "data migrating state".

Read from the logical drive in the data migrating state

‘Upon receiving a read request and a file ID from the
client 6002, the server 6001 transmits the file ID to the
metadata server 6003. The metadata server 6003 specifies
the logical drive 4 corresponding to the file ID from the
metadata 300, reads the logical drive status table 450 and
the status table 650 from the main memory 6, and recognizes

that a status of the specified logical drive 4 is the data
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‘migrating state. The metadata server 6003 acquires, from

the metadata 300, a storage unit address and an LBA of the
storage unit 2 or 3 in which a file designated by the file
ID is stored and transmits the acquired storage unit
address and the acquired LBA to the server 6001. The
server 6001 transmits a packet designating the received
storage unit address and the received LBA to £he storage
network 1000 to transmit a read command to the storage unit
2 or 3, recelves read data from the storage unit, and
transmits the read data to the client 1002.

Write in the logical drive

For example, upon receiving a file data write request
and a file ID from the client 1002, the server 6001
transmits the file ID to the metadata server 6003. The
metadata server 6003 determines a status of the logical
drive 4 from the logical drive status table 450 or the
status table 650 and recognizes the - logical drive 4 as
being in the normal state. Then, the metadata server 6003
reads the metadata 300 from the main memory 6 and allocates
an LBA for data write referring to the metadata 300. The
metadata server 6003 transmits the LBA and a storage unit
address and an LBA of the storage unit 2 to the server 6001.
The server 6001 transmits a packet designating the received
storage unit address and the received LBA to the storage
network 1000 to transmit a write command to the storage
unit 2 and stores write data in the storage unit 2. The
control unit 200 rewrites the metadata 300 and maps an LBA
and a sector count of the write data to the storage unit 2
and a write file ID.

When the control unit 200 recognizes the logical drive
4 as being in the data migrating state, the control unit
200 reads the metadata 300 from the main memory 6 and

allocates an LBA for data write referring to the metadata
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300. The metadata server 6003 transmits the LBA and a
storage unit address and an LBA of the storage unit 3 to
the server 6001. The server 6001 transmits a write request
packet designating the received storage unit address and
the received LBA of the storage unit 3 to the storage
network 1000 to trahsmit a write command to the stérage
unit 3 and stores write data in the storage unit 3. The
control unit 200 updates the metadata 300, invalidates the
mappings from the file ID to the storage unit 2, and maps
the file ID to the étorage unit 3, the written LBA and a
sector count to realize data migration from the storage
unit 2 to the storage unit 3 using write in the storage
unit 3.

Background backup

When the logical drive 4 is in a status of the data
migrating state in the logical drive status table 450, the
control unit 200 can perform background backup from the
data migration source storage unit 2 to the data migration
destination storage unit 3 when an access to the logical
drive 4 by the client 6002 hardly takes place (during
idling). The control unit 200 reads the métadata 300 from
the main memory 6 and searches for a file ID mapped to the
storage unit 2. If a file mapped to the storage unit 2 is
present, the control unit 200 transmits a read command to
the storage unit 2 via the server 6001 to perform read from
an LBA of the fiie and receives read data. The control
unit 200 transmits a write command and the read data to the
LBA of the storage unit 3, performs write, rewrites the
metadata 300 on the main memory 6, invalidates mappings
from the file ID to the storage unit 2, and maps the file
ID to the storage unit 3.

Server-free backup (server-less backup) can be adopted

as a background backup operation of the control unit 200.
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In that case, for example, an éxtended.éopy command can be
used. As the extended copy command, for example, a 83h
EXTENDED COPY command described in SCSI Primary Commands-4
(SPC-4), INCITS T10/1731-D, Revision 36e
(http://www.t1l0.0rg/) can be used. The control unit 200
transmits an extended copy command including a béckup
target LBA and an address of the storage unit 3 to the
storage unit 2. Then, the storage unit 2 reads data from
the LBA and transmits the read data to the storage unit 3.
The storage unit 3 writes reception data in the LBA.

Data migration completion time

In the logical drive status table 450, when a status
of the logical drive 4 is the "data migrating state"”, the
control unit 200 periodically reads the metadata 300 on the
main memory 6 and periodically checks whether a migration
target file ID mapped to the storage unit 2 is present.

For example, the control unit 200 periodically checks
whether a migration target file ID mapped to the storage
unit 2 is presenf among file IDs of all files stored in the
logical drive 4. When the migration target file ID is
absent, the control unit 200 rewrites the status 510 of the
data migration destination storage unit 3 to the storage
status=1 (the normal state) and rewrites the status 510 of
the data migration source storage unit 2 to the storage
status=5 (the discard target state). The control unit 200
separates the storage unit 2 from the logical drive 4,
recognizes the storage unit 3 as the logical drive 4, and
rewrites a status of the logical drive 4 in the logical
drive status table 450 or the status table 650 from the
"data migrating state" to the "nofmal state”.

As explained above, in the data migrating state, in
data write in the logical drive 4, a write command is not

transmitted to the data migration source storage unit 2 and
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is transmitted to the data migration destination storage
unit 3. Data read from the logical drive 4 is executed
from the storage unit 2 or 3. In. the logical drive 4,

every time a wrife request is received from the client 6002,

valid data stored in the storage unit 2 is gradually

" migrated to the storage unit 3. A new data write operation

also serves as a data migrating operation.
(Fifth Embodiment) |

In a fifth embodiment, the present invention is
applied.to the information processing system 1 including a
plurality of data centers (DCs) and a long-distance network
configured to connect the data centers (DCs). 1In this
embodiment, the information processing system 1 is
configured as shown in Fig. 76. In this embodiment, the
information processing syétem 1 includes a data migration
source data center 3002 (storage unit 3002), a data
migration destination data center 3003 (storage unit 3003),
a data center 3005, which is another data center, a server
3006, a data center managément server 3007, and a long-
distance network 300 configured to connect the devices. In
this embodiment, the data center management server 3007
recognizes the data center 3002 as a logical data center
3004 functioning as a logical unit. When the data center
3002 is deteriorated in reliability, the data center
managemeﬁt server 3007 recognizes the data center 3002 and
the data center 3003 as the logical data center 3004.

The data centers 3002 and 3003 include the status
management areas 510. The storage units 3002 and 3003 can
include the data migration target management areas 2007 and
3007 corresponding to the data migration target management
areas 2007 and 3007 (see Fig. 32) in the first embodiment.
The storage units 3002 and 3003 can include the logical

data center ID management areas 520 corresponding to the
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logical drive ID management areas 520 .in the second
embodiment. As explained above, the status management
areas 510 indicate that storage units corresponding thereto
are in the following states:

0: initial storage state

1: normal state

2y low reliability state

3: data migratioh source state (protected state)

4: data migration destination state

5: discard target state

The data center management server 3007 includes the
main memory 6 that stores the 0S 100, the control unit 200,
the metadata 300, and a logical data center status table
450 same as those in the first embodiment and the CPU 5,
which is an arithmetic unit configured to execute the 0S
100 and the control unit 200. The data center management
sexver 3007 plays functions equivalent to the 0S 100 and
the control unit 200 of the information processing device
111 in the first embodiment. The metadata 300 stored in
the main memory 6 of the data center management server 3007
has, for example, a structure shown in Fig. 33. Metadata
on the main memory 6 and a journal of the metadata are
backed up in a nonvolatile storage unit in the data center
management server 3007 and’the data centers 3002, 3003, and
3005 in the long-distance network 3000. The logical data
center status table 450 has, for example, a structure shown
in Fig. 41. The logical data center status table 450
indicates that the logical data center 3004 is in the
normal state or the data migrating state. For example,
upon receiving a file ID from the server 3006, the data
center management server 3007 retrieves the file ID from
the metadata area 300 and specifies a logical data center

ID, a data center ID, an LBA, a sector count, and the like
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coiréquhding to the file ID. The status tables 510 store
statuses of the data centers 3002 and 3003.

Besides configuring the logical data center status
table 450 in the structure shown in Fig. 41, the status
table 650 shown in Fig. 75 can be adopted as the data
center management server.3007. In the status table 650, a
logical data center ID; a data center ID, a logical data
center status, and a data center status are managed. In
this case, the status management areas 510 in the storage
units 2 and 3 are unnecessary. The control unit 200 can
manage migration of data from the data center 3002 to the
data center 3003 using, instead of the metadata area 300, a
data migration log storage area as in the second embodiment.

processing for determining Life end

When started, the control unit 200 monitors the
reliability information concerning the data center 3002.
For example, as shown in Fig. 24, the control unit 200
acquires the statistical information 65 from the data
center 3002 at every fixed time (e.g., every oné minute) or
in each fixed number of times of processing. As in the
first embodiment, the control unit 200 determines, based on
the acquired statistical information 65, whether the data
center 3002 has reached the life end. When the control
unit 200 determines that the data center 3002 has reached
the life end, the control unit 200 executes life end
processing explained below.

Life end processing

When the connected data center 3002 has reached the
life end or is about to reach the life end and the life end
processing is started, after changing the status 510 of the
data center 3002 to the data center status=2 (the low
reliability state), the control unit 200 displays a message

for urging connection of a new data center on a display of
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the data center management server 3007 ‘and the like. When
the new data center 3003 is connected, the control unit 200

rewrites the status 510 of the data center 3003 of the

" status table 450 to the data center status=4 (the data

migration destination state) and further rewrites the
status 510 of the daté center 3002 to the data center
status=3 (the protected state). The control unit 200
causes the 0S 100 to recognize the data center 3002 and the
data center 3003 as one logical data center 3004. The
control unit 200 rewrites a status of the logical data
center status table 450 on the main memory 6 from the
"normal state" to the "data migrating state".

(Read from the logical data center in the data migrating
state) _

Upon receiving a read request and a file ID from the
sexrver 3006, the data center management server 3007
specifies the logical data center 3004 corresponding to the
file ID from the metadata 300, reads the logical data
center status table 450 from the main memory 6, and
recognizes that a status of the specified logical data
center 3004 is the data migrating state. The data center
management server 3007 acquires, from the metadata 300, a
data center address and an LBA of the data center 3002 or
3003 in which a file designated by the file ID and
transmits the acquired data center address and the acquired
LBA to the server 3006. The server 3001 transmits a packet
designating the received data center address and the
received LBA to the network 3000 to transmit a read command
to the data center 3002 or 3003, and receives read data
from the data center 3002 or ‘3003.

Write in the logical data center

Upon receiving a write request and a file ID from the

server 3006, the data center management server 3007
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determines a status of the logical data center 3004 from.
the logical data center status table 450 and recognizes the
logical data center 3004 as being in the normal state.
Then, the data center manégement server 3007 reads the
metadata 300 from the main memory 6 and allocates an LBA
for data write referring to the metadata 300. ' The data
center management server 3007 transmits the LBA and a data
center ID and an LBA of the data center 3002 to the server
3006. The server 3006 transmits a packet designating the
received data center ID and the received LBA to the network
3000 to transmit a write command to the data center 3002
and stores write data in the data center 3002.

When the data center management server 3007 recognizes
the logical data center 3004 as being in the data migrating
state, the data center management server 3007 reads the
metadata 300 from the main memory 6 and alldcates an LBA
for data write referring fo the metadata 300. The data
center manégement servef 3007 transmits the LBA and a data
center ID and an LBA of the data center 3003 to the server
3006. The server 3006 transmits a packet designating the
received data center ID and the received LBA of the data
center 3003 to the network 3000 to transmit a write command
to the data center 3003 and stores write data in the data

center 3003.

" Background backup

When the logical data center 3004 is in a status of
the data migrating state in the logical drive status table
450, the control unit 200 can perform background backup
from the data migration source data center 3002 to the data
migration destination data center 3003 when an access to
the logical data center 3004 by the server 3006 hardly
takes place (during idling). The control unit 200 reads

the metadata 300 from the main memory 6 and searches for a
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file ID mapped to the data center 3002. If a file mépped'

to the data center 3002 is present, the control unit 200
transmits a read command to the data center 3002 via the
server 3006 to perform read from an LBA of the file and
receives read data from the data center 3002.  The control
unit 200 transmits a wfite command and the read data to the
LBA of the data center 3003, performs write, rewrites the
metadata 300 on the main memory 6, and maps the file ID to
the data center 3003.

Server-free backup can bé adopted as a background
backup operation of the control unit 200. In that case,
for example, an extended copy command can be used. As the
extended copy comménd, for example, a 83h EXTENDED COPY
command described in SCSI Primary Commands-4 (SPC-4),
INCITS T10/1731-D, Revision 36e (http://www.tl0.org/) can
be used. The control unit 200 transmits an extended copy
command including a backup target LBA and an ID of the data
centef 3003 to the data centér.BOOZ. Then, the data center
3002 reads data from the LBA and transmits the read data to
the data center 3003. The data center 3003 writes
reception data in the LBA.

Data migration completion time

In the logical drive status table 450, when a status
of the logical data center 3004 is the "data migrating
state”, the control unit 200 periodically reads the
metadata 300 on the main memory 6 and periodically checks
whether a migration target file ID mapped to the data
center 3002 is present. For example, the control unit 200
periodically checks whether a migration target file ID
mapped to the data center 3002 is present among file IDs of
all files stored in the logical data center 3004. When the
migration target file ID is absent, the control unit 200

rewrites the status 510 of the data migration destination
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- data center 3003 to the data center status=1-(the normal

staté)‘and rewrites the status 510 of the data migration
source data. center 3002 to the data center status=5 (the
discard target state). The control unit 200 separates the
data center 3002 from the logical data center 3004,
recognizes the data center 3003 as the logical daté center
3004, and rewrites a status of the logical data center 3004
from the "data migrating state" to the "normal state" in
the logical drive status table 450.

As explained above, during fhe data migration, in data
write in the logical data center 3004, a write command is
not transmitted to the data migration source data center
3002 and is transmitted to thé data migration destination
data center 3003. Data read from the logical data center
3004 is executed from the data center 3002 or 3003. In the
logical data center 3004, every time a write request  is
received from the servei 3006, valid data stored in the
data center 3002 is gradually migrated to the data center
3003. A new data write operation also serves as a.data
migrating operation.

(Sixth Embodiment)
Relay unit

In the first and second embodiments, when the control
unit 200 determines that the storage unit 2 has reached the
life end, is about to reach the life end, or is about to
fail or determines that the storage unit 2 is deteriorated
in reliability, the control unit 200 processes a write
request to prevent write in the storage unit 2.
Consequently, it is possible to suppress further
deterioration in the reliability of the storage unit 2 and
prevent a loss. of new write data. To safely limit data
write in the storage unit 2, it is desirable to prevent the

information processing device, the client, and the server
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from spontaneously performing write in the storage unit.

In this embodimeht, the information processing system
includes a relay unit 5000. The control unit 200 in the
relay unit 5000 monitbrs reliability information such as
statistical information of the storage unit 2. When the
relay unit 500 determines that the storage unit 2 has
reached the life end, i1s about to reach the life end,'ér is
about to fail or the storage unit 2 is deteriorated in the
reliability, the control unit 200 notifies the information
processing device 111, the client, and the sérvef of
information indicating that the storage unit 2 is a read
only device to thereby prevent the information processing
device 111, the client, and the server from spontaneously
perform write in the storage unit 2. This embodiment can
be carried out independently. On the other hand, when this
embodiment is combined with the first embodiment, the
second embodiment, or the like, it is possible to more
robustly suppreés write in the storage unit 2 deteriorated
in the reliability. For example, when this'embodiment is
combined with the first embodiment, the second embodiment,
or the like, the relay unit 500 transmits storage unit
information indicating that the storage unit 2 is a storage
unit that supports only read of read and write. The CPU 5
and the contrdl unit 200 stored in the main memory 6
recognize the storage unit 2 as a read only storage unit
and recognize the storage unit 2 as being in the protected
state (the data migration source state).

Fig. 77 is an example in which the relay unit 500 is
mounted on the information processing system 1 such as a
desktop personal computer or a notebook personal computer.
The relay unit 5000 can be mounted inside’thé information
processing device 111 or can be mounted ocutside the

information processing device 111. The relay unit 5000 is
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connected to the storage unit 2 via the interface 19 and
connected to the CPU 5 via an interface 5001 and the chip
set 7. The relay unit 5000 can be directly connected to
the CPU 5 not via the chip set 7. The relay unit 5000 can
be embedded in the chip set 7.

The relay unit 5000 includes the control unit 200. As
shown in Fig. 77, the entire control unit 200 is included
in the relay unit 5000. As shown in Fig. 78, a part of the
control unit 200 can be included in the relay unit 5000 and
a part of the control unit 200 can be included in the main
memory 6. A part of the control unit 200 can be included
in the relay unit 5000 and a part of the control unit 200
can be included in another memory section in the
information processing.device 111 such as the ROM 11. The
control unit 200 can be implemented in a form of a firmware
or software or can be implemented in a form of hardware.

As the intefface 19 and the interface 5001, for

example, a SATA (Serial Advanced Technology Attachment), a

' PCI Express (Peripheral Component Interconnect Express,

PCle), a USB (Universal Serial Bus), a SAS (Serial Attached
SCSI), a Thunderbolt (registered trademark), an Ethernet
{registered trademark), and a Fibre Channel can be used.
The interface 19 and the interface 5001 can be interfaces
of the same standard or can be interfaces of different
standards. In this embodiment, the interface 19 and the
interface 5000 are SATA interfaces.

In the same manner as shown in Figs. 24 and 29 in the
first embodiment, the control unit 200 determines whether
the storage unit 2 has reached the life end, is about to
reach the life end, or is about to fail. When the control
unit 200 determines that the storage unit 2 has reached the
life end, is about to reach the life end, or is about to

fail, as shown in Fig. 79, the control unit 200 transitions
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from the normal state to the low reliability state to
perform the life end processing (step $800). The normal

state and the low reliability state are modes of the

‘control unit 200. When the storage unit 2 is normal, the

control unit 200 operates in the normal state. When the
control unit 200 determines whether the storage unit 2 has

reached the life end, is about to reach the life end, or is

about to fail or the storage unit 2 is deteriorated in the

reliability, the control unit 200 operates in the low
reliability state. As in the first embodiment, the life
end determination is carried out at every fixed time, in
each fixed number of times of processing, or every
transmission and receptioh of fixed data as showh in Fig.
24 or when a command response received from the storage
unit 2 is an error response as shown in Figs. 29 and 30.
The control unit 200 transmits a command and data
received from the CPU 5 via the interface 5001 to the
storage unit 2 through the interface 19. The control unit
200 transmits a response and data received from the storage
unit 2 through the interface 19 to the CPU 5 through the
interface 5001. When protocols of the interface 5001 and
the interface 19 are different, after performing protocol
transformation, the control unit 200 transmits the command,
the response, and the data after the transformation to the
CPU 5 and the storage unit 2. When transmitting storage
unit information of the storage unit 2 to the CPU 5, the
control unit 200 switches the storage unit information
according to whether the control unit 200 is in the normal
state or the low reliability state. That is, in the normal
state, the control unit 200 transmits storage unit
information indicating that the storage unit 2 is a
readable and writable storage unit to the CPU 5. In the

low reliability state, the control unit 200 transmits
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storage unit information indicating that the storage unit 2
is a readable only storage unit to the CPU 5. _
Upon receiving a storage unit information request for

the storage unit 2 from the CPU 5, in the normal state, the’

‘control unit 200 transmits, as a respohse to the storage

unit information request, storage unit information
indicating that the storage unit 2 is a readable and
writable storage unit to the CPU 5. 1In the low reliability
state, the control unit 200 transmits storage unit
information indicating that the storage unit 2 is a
readable only storage unit to the CPU 5. As an example of
the storage unit information request, an ECh IDENTIFY
DEVICE command described in ACS-3, an A3h REPORT
IDENTIFYING INFORMATION command described in SCSI Primary

Commands-4 (SPC-4), a 46h GET CONFIGURATION command

described in INFORMATION TECHNOLOGY Multi-Media Commands-6
(MMC-6) (http://www.tl0.0rg/), and a 06h Identify command
described in NVM Express Revision 1.1 are used.

Fig. 80 shows an example of a processing procedure
performed when the control unit 200 receives a storage unit
ihformation request for the storage unit 2 from the CPU 5.
When the control unit 200 receives a storage unit
information request for the storage unit 2 from the CPU 5
(step 8801), the control unit 200 determines, based on
whether the control unit 200 is in the normal state or the
low reliability state, whether the storage unit 2 is in the
low reliability state (step S802). When the storage unit 2
is in the normal state, the contrcl unit 200 transmits the
storage unit information request to the storage unit 2
(step S803), receives storage unit information from the
storage unit 2, and transmits the received storage unit

information to the CPU 5 (step S804). When the storage

‘unit 2 is in the low reliability state, the control unit
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200 transmits the storage unit information request to the -
storage unit 2 (step S805), receives storage unit
information from the storage unit 2, rewrites reception

data to change the storage unit information to indicate as

if the.storage unit 2 is a ROM device, and transmits the

changed storage unit information to the CPU 5 (step S806).
The.control unit 200 can spontaneously carry out the
processing at S802 to S806 without receiving the storage
unit informétion request from the CPU 5 at step 8801. The
control unit 200 can transmit the storage unit information
request to the storage unit 2 between step S801 and step
S802 and does not have to transmit the storage unit
information request to the storage unit 2 at steps $803 and
3805.

As shown in Fig. 81, in the low reliability state, the
control unit 200 can generate storage unit information
indicating as if the sﬁorage unit 2 is a ROM device and
transmits the storage unit information to the CPU 5 without
transmitting a storage unit information requeét to the
storége unit 2. That is, upon receiving a storage unit
information request for the storage unit 2 from the CPU 5
(step S810), the>control unit 200 determines, based on
whether the control unit 200 is in the normal state or the
low reliability state, whether the storage unit 2 is in the
low reliability state (step S$811). When the control unit
200 is in the normal state, the control unit 200 transmits
the storage unit information request to the storage unit 2
(step S812) and transmits received storage unit information
to the CPU 5 (step S813). When the control unit 200 is in
the low reliability state, the control unit 200 generates
storage unit information for indicating‘to the CPU 5 as if
the storage unit 2 is a ROM device and transmits the

generated storage unit information to the CPU 5 (step S$814)
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without transmitting the storage unit information request
to the stofage unit 2. ' _

| When operating in the normal state, as the storage
unit information indicating that the storage unit 2 is a
readable and writable storage unit, it is desirable that,
for example, the control unit 200 explicitly notifies that
CPU 5 that the storage unit 2 is an ATA device. For
example, it is possible to notify the CPU 5 that the
storage unit 2 is an ATA device by substituting 0lh in
LBA(7:0), substituting 00h in LBA(15:8), and substituting
OOh in LBA(23:16) in Device Signature described in
ATA/ATAPI Command Set-3 (ACS-3) and outputting the LBA
(7:0), the LBA (15:8), and the LBA (23:16) to the CPU 5.

When operating in the low reliability state, as the

storage unit information indicating that the storage unit 2
is a readable only storage unit, for example, the control
unit 200 explicitly notifies the CPU 5 that the storage
unit 2 is an ATAPI device. . For example, it is possible to
notify the CPU 5 that the storage unit 2 is an ATAPI device
by substituting Olh in LBA(7:0), substituting 14h in
LBA(15:8), and substituting EBh in LBA(23:1¢) in Device
Signature described in ACS-3 and outputting the LBA (7:0),
the LBA(15:8), and the LBA (23)16) to the CPU 5. Further,
when operating in the low reliability state, for example,
upon receiving a 46h GET CONFIGURATION command described in
INCITS Multi-Media Commands-6 (MMC-6) from the CPU 5 as
storage unit information indicating thét the storage unit 2
is a readable only storage unit, the control unit 200
informs the CPU 5 that all write functions are not
supported in Features such as Random Writable (Feature
Number=0020h), Incremental Streaming Writable (Feature

Number=0021h), and Write Once (Feature Number=0025h).

-Consequently, even when the 0S 100 is Windows (registered
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trademark) or the like, it is possibie.to cause the 0S 100
to recdgnizevthe_storage unit 2 as a readable device. Foﬁ
the 0S 100 and the application program 400 in a layer
higher than the OS 100, the storage unit 2 is seen as if

the storage unit 2 is a read only device. Therefore, it is

.possible to prevent the 0S 100 and the application program

400 from transmitting a write command to the storage unit 2
by mistake.

Alternatively, when operating in the low reliability
state, as storage unit information indicating that the
storage unit 2 is a readable only storage unit, for example,
the control unit 200 can explicitly notify the CPU 5 that
the storage unit 2 is an ATA device. Upon receiving an ECh
IDENTIFY DEVICE command described in ACS-3 from the CPU 5,
the control unit 200 can notify the CPU 5 of information
indicating that all write functions are not supported.

| A method of notifying whether the stbrage unit 2 is a
readable only storage unit can take various fbrms besides
the forms explained above. When the CPU 5 receives
information indicating that the storage unit 2 is a
readable only storage unit, the 0S 100 applies a driver for
a read only storage unit, for example, an ATAPI read only
storage unit as driver software applied to the storage unit
2. On the 0S 100, the storage unit 2 is recognized as a |
read only storage unit such as a CD-ROM, a DVD-ROM, or a
BD~ROM. For example, as shown in Figs. 82 and 83, it is
desirable that the 0S 100 explicitly notifies, with icon
graphics or the like, through the display device 9, an
administrator, an operator, and a user of the information
processing device 111 that the storage unit 2 is a read
only device such as a CD-ROM, a DVD-ROM, or a BD-ROM. When
the user attempts to write a file or the like in the

storage unit 2, as shown in Fig. 84, it is more desirable
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that the 0S 100 notifies through the display device 9 that
the storage unit 2 is write-protected.

| Even when the CPU 5 and the OS’lOO.recognize the
storage unit 2 as a readable only storage unit, for eXample,
when the 0S 100 applies the driver for a read only storage
unit to the storage unit 2, the CPU 5 can transmit a read
command to the storage unit 2. When the CPU 5 transmits
the read command to the storage unit 2, the control unit
200 transmits the read command to the storage unit 2, the
control unit 200 receives read data from the storage unit 2,
and the control unit 200 transmits the read data to the CPU
5. 1In this way, the CPU 5 can read data from the storage
unit 2 irrespective of whether the control unit 200 is in
the normal state or the low reliability state.

In terms of preventing a user data loss due to data

breakage or a failure of the storage unit 2, it is
desirable that the control unit 200 in the low reliability

state is configured not to transmit a write command to the

'storage unit 2 at all. However, for example, when it is

necessary to write a part of data such as system
information of the 0S8 100 in the storage unit 2, as an
exception, the control unit 200 can permit write of the
data in the storage unit 2. However, it is desirable that
a data amount of the write data is sufficiently small
compared with the capacity of the storage unit 2. To
prevent the user from transmitting a write command by
mistake and writing data in the storage unit 2, it is more
desirable that, even if a normal write command to the
storage unit 2 is received from the CPU 5, the control unit
200 does not transmit the write command to the storage unit
2. As an exception, only when it is necessary to write
data in the storage unit 2, for example, only whén a write

command by a special command is received from the CPU 5,
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the control unit 200 transmits the write command to storage
unit 2. - For example, when a write command such as 35h
WRITE DMA EXT or 61lh WRITE FPDMA QUEUED described in ACS-3
is used as the normal write.command to the storage unit 2
of the CPU 5, upon receiving a 35h WRITE DMA EXT command or
a 61lh WRITE FPDMA QUEUED command from the CPU 5 as the
normal write command, the control unit 200 in the normal
state transfers the command to the storage unit 2. Upon
receiving the 35h WRITE DMA EXT command or the 61h WRITE
FPDMA QUEUED command from the CPU 5 as the normal write
command, the control unit 200 in the low reliability state
does not transmit the write command to the storage unit 2.
On the other hand, upon receiving a 30h Write Sectors
command, a 3Fh Write Log Ext command, or SCT Command
Transport, described in INCITS ACS-3, other vendor unique
commands, or the like from the CPU 5 as a special write
command, the control unit 200 in the low reliability state
transfers the command to the storage unit 2.

In the above explanatibn, the information processing
system 1 is the computer system such as a desktop personal
computer or a notebook personal cbmputer. However, the
information processing system 1 can be, for example, an
information processing system including a storage network
shown in Fig. 85.. In Fig. 85, the storage network 1000 is
used as the interface 19 and the interface 5001 and the
network switch 6009 is used as the relay unit 5000.

For example, a SAN (Storage Area Network) or a NAS
(Network Attached Storage) i1s used as the storage network
1000. As the SAN, for example, an FC-SAN (Fibre Channel
Storage Area Network) or an IP-SAN (Internet Protocol
Storage Area Network) is used. As an upper layer protocol
of the SAN, for example, a SCSI (Small Computer System

Interface) is used. For example, the IP-SAN can be adopted
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as the'storage'network 1000. An iScCsI (Internet Small
Computer System interface) can be adopted as an upper layer
protocol of the IP-SAN. '

The network switch 6009 is a network device configured

to connect a plurality of network apparatuses such as

clients, servers, and storage units on the storage network

1000. Upon receiving a packet from a network apparatus,
the network switch 6009 transmits a.reception packet to the
network apparatus at a destination based on a destination
address of the reception packet. ' |

The network switch 6009 includes the control unit 200.
The control unit 200 can be entirely included in the
network switch 6009 as shown in Fig. 85. Alternatively, a
part of the cohtrol unit 200 can be included in the network
switch 6009 and another part of the control unit 200 can be
included in the main memory 6 of a client 7000A or a part
of the control unit 200 can be included in the network
switch 6009 and another part of the control unit 200 can be
included in another section in thé system 1 such as a ROM
of the client 7000A. The control unit 200 can be
implemented in a form of firmware or software or can be
implemented in a form of hardware.

In the same manner as‘shown in Figs. 24 and 29 in the
first embodiment, the control unit 200 determines whether
one or a plurality of storage units connected to the
storage network 1000 have reached the life end, are about
to reach the life end, or are about to fail. When the
storage units have reached the life end, are about to reach
the life end, or are about to fail, the control unit 200
transitions from the normal state to the low reliability
state targeting only a storage unit to be subjected to life
end processing. The normal state and the low reliability

state are modes of the control unit 200 present to
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correspond to each of one or a plurality of storage units
connected to the storage network 1000. For example, when
the storage unit 2A is normal, the control unit 200
operates in the normal state, i.e., a mode for the storage
unit 2A. For example, when the control unit 200 determines
that the storage unit 2A has reached the life end, is about
to reach the life end, or is about to fall or determines
that the storage unit 2A is deteriorated in reliability,
the control unit 200 operates in the low reliability state,
i.e., a mode for the storage unit 2A. Even when the
contrel unit 200 transitions from the normal state to the
low reliability state targeting a storage unit to be N
subjected to the life end processing, the control unit 200
operates in the normal state for a storage unit not to be
subjected to the life end processing. As in the first
embodiment, the life end determination is performed at
every fixed time, at each fixed number of kinds of
processing, or at each fixed data transmission and
recebtion shown in Fig. 24 or when a command response.
received from the storage unit 1is an error response as
shown in Figs. 29 and 30.

In this embodiment, as an example, two clients 7000A
and 7000B and two storage units 2A and 2B are connected to
the storage network 1000. However, other arbitrary
configuration can be adopted as the configuration of the
network apparatuses of the system 1. A server 7000A can be
used instead of the client 7000A. A server 7000B can be
used instead of the client 7000B. Addresses are
respectively allocated to the client 7000A, the client
7000B, the storage unit 2A, and the storage unit 2B on a
storage network. As thevaddresses, for example, IP
addresses or MAC addresses can be used. For example, when

the CPU 5 of the client 7000A transmits a command and data
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designating only the address of the stbrage unit 2A to the
storage network 1000, the network switch 6009 specifies the
storage unit 2A from the address in a packet configuring -
the command and the data. The network switch 6009
transmits the packet to only the storage unit 2A. For
example, when‘the storage unit 2A transmits a response and
data designating only the address of the client 7000A to
the storage network 1000, the network switch 6009 specifies
the client 7000A from the address in a packet configuring
the response and thé data. The network switch 6009
transmits the packet to only the client 7000A. In the
address designation, not only a single network apparatus
but also a plurality of network apparatuses can be
designated.

When transmitting, for example, storage unit
information of the storage unit 2A to, for example, the
client 7000A, the control unit 200 switches the storage
unit information of the storage unit 2A transmitted to the
client 7000A according to whether the mode for theistorage
unit 2A of the control unit 200 is the normal state or the
low reliability state. That is, when the mode for the
storage unit 2A of the control unit 200 is the normal state,
the control unit 200 transmits storage unit information
indicating that storage unit 2A is a readable and writable
storage unit to the client 7000A. When the mode for the
storage unit 2A of the control unit 200 is the low
reliability state, the control unit 200 transmits storage
unit information indicating that the storage unit 2A is a
readable only storage unit to the client 7000A. The
storage unit information of the storage unit 2A is
transmitted to the client 7000B as well in the same manner.
Storage unit information of the storage unit 2B is also

transmitted to the client 7000A and the client 7000B in the
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same’mahner. o
As explained above, in this embodiment, when the

control unit 200 determines that the storage unit 2 has
reached the life end, is about to reach the life end, or is
about to fail or determines that the storage unit 2 is
deteriorated in reliability, the control unit 200 processes
or generates storage unit information of the storage unit 2
transmitted to the CPU 5 to thereby cause the CPU 5 and the

0S 100 to recognize that the storage unit is a readably

- only storage unit. Consequently, it is possible to prevent

data write in the storage unit 2. Processing for
recognizing that the storage unit 2 is a readable only
storage unit is performed in a lower software layer such as
the OS 100. Therefore, an upper software layer éuch as the
application program 400 and the user does not need to
perform special control of the storage unit 2.

Additional advantages and modifications will réadily
occur to those skilled in the art. Therefore, the
invention in its broader aspects is not limited to the
specific details and representative embodiments shown and
described herein. Accordingly, various modifications may
be made without departing from the spirit or scope of the

general inventive concept as defined by the appended claims

"and their equivalents.
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CLAIMS
1. An information processing system comprising:
' a first storage unit including a readable and writable
first memory; : |
a second storage unit including a readable and

writable sebond memory} and

~ an information processing device conneétable to the
first storage unit and the second storage unit, wherein

the information processing device includes a control

unit configured to execute:

first processing for determining a storage status of
the first storage unit based on reliability information
acquired from the first storage unit,

second processing for, when the storage status of the
first storage unit is recognized as a protected state by
the first processing, executing write on only the second
storage unit of the first and second storage units and
executing read on at least one of the first and second
storage units, and

third processing for updating addresses of stored data
in the first and second storage units according to the

write by - the second processing.

2. The information processing system according to claim 1,
wherein the control unit performs comparison of the
reliability information and a threshold in the first
processing and, when determining based on the comparison
that a life end condition of the first storage unit is met,
détermines that the storage status of the first storage

unit is the protected state.

3. The information processing system according to claim 1,

wherein the control unit executes fourth processing for,



10

15

20

25

30

WO 2014/147865 PCT/JP2013/073859

177

- when the storage status of the first storage unit is

recognized as a low reliability state by the first
processing, recogniziﬁgvthat the second storage unit is in
a data migration destination state of data stored in the
first storage unit and changing the Storage status of the’

first storage unit to the protected state.

4. The information processing system according to any one
of claims 1 to 3, wherein the control unit manages, in the
third processing, the addresses of the stored data in the
first and second storagé,units such that data of a same
address is present in one of the first and second storage

units.

5. The information processing system according to claim 4,
wherein, when the storage status of the first storage unit.
is recognized as the protected state, the control unit

recognizes, in the third processing, the first storage unit

and the second storage unit as a same logical unit.

6. The information processing system according to claim 5,
further comprising one or a plurality of third storage
units connectable to the information processing device and
including readable and writable third memories, wherein
the control unit executes fifth processing for

controlling the one or plurality of third storage units and
the first storage unit to configure a RAID and controls, in
the fifth processing, when the storage status of the first
storage unit is recognized as the protected state, the one
or plurality of third storage units and the logical unit to

configure the RAID.
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7. The information processing syétém according to any one
of claims 3 to 6, wherein, in the first piocessing, the
control unit performs the comparison of the reliability
information and the threshold and, when determining based
on the comparison that a life end conditioﬁ of thé first
storage unit is met, determinés that the storage étatus of

the first storage unit is the low reliability state.

8. The information processing system according to any one
of claims 1 to 7, wherein, in the second processing, the
control unit executes processing for writing data read from
the first storage unit in the second storage unit in

parallel to the read processing.

9. The information processing system according to any one
of claims 1 to 8, further comprising a metadata storing
unit configured to store metadata, wherein

in the third processing, the control unit records,
when it is determined by the first processing that the
storage status of the storage unit is not the protected
state, 1n the metadata, a mapping from an address of data
written in the first storage unit to the first storage unit
and records, when it is determined by the first processing
that the storage status of the first storage unit is the
protected state, in the metadata, a mapping from an address
of data written in the second storage unit to the second
storage unit, and

in the second processing, in read processing, the
control unit reads the data from the first storage unit
when a mapping from a read target address to the first
storage unit is recorded in the metadata and reads the data
from the second storage unit when a mapping from the read

target address to the second storage unit is recorded in
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the metadata.

10. The information processing system according to any one
of claims 1 to 8, wherein

the control unit executes sixth processing for, when
it is determined by the first processing that the storage
status of the first storage unit is the protected state,
storing first metadata stored in the first storage unit in
bthe second storage unit as second metadata and managing the
addresses of the stored data in the first and second
storage units using the second metadata, and

in the third processing, the control unit records,
when it is determined by the first processing that thé
stbrage status of the first storage unit is not the
protected state, in the first metadata, a mapping from an
address of data written in the first storage unit to the
first storage unit and records, when it 1s determined by
the first processing that the storage status of the first
storage unit is the protected state, in the second metadata,
a mapping from an address of data written in the second

storage unit to the second storage unit.

11. The information processing system according to claim 9
or 10, wherein, when the mapping to the first storage unit

is absent in the metadata, the control unit determines that
the storage status of the first storage unit is a state

other than the protected state.

12. The information processing system according“to any one
of claims 9 to 11, wherein the control unit executes
seventh processing for, after it is determined by the first
processing that the storage status of the first storage

unit is the protected state, when a deletion processing
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command for data stored in the first storage unit is
received, changing the métadata to invalidate a mapping
from an address of the deletion target data to the first

storage unit.

13. The information processing system according to any one
of claims 1 to B8, further comprising a data migration log
area, wherein |

in the third processing, when it is determined by the
first processing that the storage status of the first
storage unit is the protected state, the control unit
records an address of data written in the first storage
unit in thé data migration log area, and

in the second processing, the control unit reads data
from the second storage unit when a read target address is
recorded in the data migration log area in read processing
and reads data from the first storage unit when the read
target address is not recorded in the data migration log

area.

14. The information processing system according to claim
13, wherein the control unit executes eighth processing for,
after it is determined by the first processing that the
storage status of the first storage unit is the protected
state, when a deletion processing command for data stored
in the first storage unit is received, recording an address
of a deletion target data by the deletion processing

command in the data migration log area.

15. The information processing system according to claim
13, wherein the control unit executes ninth processing for
selecting data to be migrated to the second storage unit

among data written in the first storage unit and, when all
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addresses corresponding to the data to be migrated are
stored in the data migration log area, ending the protected

state of the first storage unit.

16. The information processing system according to any one
of claims 13 to 15, wherein the data migration log area is

stored in the second storage unit.

17. The information processing system according to any one
of claims 13 to 16, wherein, in the third processing, in
recording a first address in the data migration log area,
when a second address overlapping the first address or
continuous to the first address is already stored in the
data migration log area, the control unit records a third
address obtained by combining the first address and the
second address 1in the data migration log area and

invalidates the second address.

18. The information processing system éccordihg to claim 1,
further comprising a relay unit configured to perform
communication with the first storage unit and the
information processing device, wherein

the relay unit determines a state of the first storage
unit based on reliability information acguired from the
first storage unit and, when determining that the state of
the storage unit is the protected state, transmits, to the
information processing device, storage unit information
indicating that the first storage unit is a storage unit
that supports only a read operation of read and write
operations, and

upon receiving the storage unit information, the
control unit determines in the first processing that the

state of the first storage unit is the protected state.
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19. A control program loaded to an information processing
device that can connect a first storage unit including a
feadable and writable first memory and a second storage
unit including a readablé_and writable second memory, the
control pfogram causing the information processing device
to execute: - '

first processing for determining a storage status of
the first storage unit based on reliability information
acquired from the firstvstorage unit; |

second processing for, when the storage status of the
first storage unit is recognized as a protected state by
the first processing, exeéuting write on only the second
storage unit of the first and second storage units and
executing read on at least one of the first and second
storage units, and

third processing for updating addresses of stored data
in the first and second storage units according to the

write by the second processing.

20. The control program according to claim 19, wherein the
information processing device performs comparison of the
reliability information and a threshold in the first
processing and, when determining based on the comparison
that a life end condition of the first storage unit is met,
determines that the storage status of the first storage

unit is the protected state.

21. The control program according to claim 19, further
causing the information processing device to execute fourth
processing for, when the storage status of the first
storage unit is recognized as a low reliability state by

the first processing, recognizing that the second storage
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unit is in a data migration destination state of data
stored in the first storage unit and changing the.stbrage'

status of the first storage unit to the protected state.

22. The control program according to any one of claims 19
to 21, wherein the information processing device manages,

in the third processing, the addresses of the stored data

in the first and second storage units such that data of a

same address is present in one of the first and second

storage units.

23. The control program according to claim 22, wherein,
when the storage status of the first storage unit is
recognized as the protected state, the information
processing device.recognizes, in the third processing, the
first storage unit and the second storage unit as a same

logical unit.

24. The control program according to claim‘23, wherein

the information processing device is connectable to
one or a plurality of third storage units including
readable and writable third memories,

the control program further causes the information
processing device to execute fifth processing for
controlling the one or plurality of third storage units and
the first storage unit to configure a RAID, and

the information processing device controls, in the
fifth processing, when the storage status of the first
storage unit is recognized as the protected state, the one
or plurality of third storage units and the logical unit to

configure the RAID.

25. The control program according to any one of claims 21
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to 24, whereih, in the first processing, the information
processing device performs the comparison of the
reliability‘information and the threshold and, whén
determining based on the comparison that a life end
condition of the first storage unit is met, determines that
the stofage status of the first storage unit is the low

reliability state.

26. The control program according to any one of claims 19
to 25, wherein,'in the second processing, the information
processing device executes processing for writing data read
from the first storage unit in the second storage unit in

parallel-to the read processing.

27. The control program according to any one of claims 19
to 26, wherein

the information processing device is connected to a
metadata storing unit configured to store metadata,

in the third processing, the information processing
device records, when it is determined by the first
processing that the storage status of the storage unit is
not the protected state, in the metadata, a mapping from an
address of data written in the first storage unit to the
first storage unit and records, when it is determined by
the first processing that the storage status of the first
storage unit is the protected state, in the metadata, a
mapping from an address of data written in the second
storage unit to the second storage unit, and

in the second processing, in read processing, the
information processing device reads the data from the first
storage unit when a mapping from a read target address to
the first storage unit is recorded in the metadata and

reads the data from the second storage unit when a mapping
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from the read target address to the second storage unit is

recorded in the metadata.

28. The control program according to any one of claims 19
to 26, further causing the information processing device to
executevsixth proceséing for, when it is determined by the
first processing that the storage status of the first
storage unit is the protected state, storing first metadata
stored in the first storage unit in the second storage unit
as second metadata and managing the addresses of the stored
data in the first and second storage units using the second
metadata, wherein

in the third processing, the information pfocessing
device records, when it is determined by the first
processing that the storage status of the first storage
unit is not the protected state, in the first metadata, a
mapping from an address of data written in the first
storage unit to the first storage unit and reéords, when it
is determined by the first processing that the storage'
status of the first storage unit is the protected state, in
the second metadata, a mapping from an address of data '
written in the second storage unit to the second storage

unit.

29. The control program according to claim 27 or 28,
wherein, when the mapping to the first storage unit is
absent in the metadata, the information processing device
determines that the storage status of the first storage

unit is a state other than the protected state.

30. The control program according to any one of claims 27
to 29, further causing the information processing device to

execute seventh processing for, after it is determined by
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the first processing that the storage status of the first
storage unit is the protected state, when a deletion
processing command for data stored in the first storage
unit is received, changing the metadata to,in?alidate a
mapping from an address of the deletion targét daté to the

first storage unit.

31. The control program according to any one of claims 19
to 26, wherein

the information proceséing device is connected to a
data migration log area,

in the third processing, when it is determined by the
first processing that the storage status of the first
storage unit is the protected state, the information
processing device records an address of data written in the
first storage unit in the data migration log area, and

in the second processing, the information processing
device reads data from the second storage unit when a read
target address is recorded in the data migration log area
in read processing and reads data from the first storage
unit when the read target address is not recorded in the

data migration log area.

32. The control program according to claim 31, further
causing the information processing device to execute eighth
processing for, after it is determined by the first
processing that the storage status of the first storage
unit is the protected state, when a deletion processing
command for data stored in the first storage unit is
received, recording an address of a deletion target data by
the deletion processing command in the data migration log

area.
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33. The control program according to claim'31, further
causing the information processing device to execute ninth
processing for. selecting data to be migrated to the second
storage unit among data written in the first storage unit
and, when all addresses corresponding to the data to be
migrated are stored in the data migration log area, eﬁding

the protected state of the first storage unit.

34. The control program according to any one of claims 31
to 33, further causing the information processing device to
execute eleventh processing for, when it is determined by
the first processing unit that the storage status of the
first storage unit is the protected state, allocating the

data migration log area to the second storage unit.

35. The control program according to any one of claims 31
to 34, wherein, in the third processing, in recording a
first address in the data migration log area, when a second
address overlapping the first address or continuous to the
first address is already stored in the data migration log
area, the information processing device records a third
address obtained by combining the first address and the
second address in the data migration log area and

invalidates the second address.

36. The control program according to claim 19, wherein
the information processing device i1s connectable to
the first storage unit via a relay unit, and
upon receiving, from the relay unit, storage unit
information indicating that the first storage unit is a
storage unit that supports only a read operation of read
and write operations, the information processing device

determines in the first processing that the state of the
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first storage unit is the protected state.

"37. An information processing device that can connect a

first storage unit including a readable and writable first
memory and a sécond storage unit including a readable and
writable second memory, the information processing device
comprising a control unit configured to execute:

first processing for determining a storage status of
the first storage unit based on reliability information
acquired from the first storage unit,

second processing for, when the storage status of the
first storage unit is recognized as a protected state by
the first processing, executing write on only the second
storage unit of the first and second storage units and
executing read on at least one of the first and second
storage units, and

third processing for updating addresses of stored data
in the first and second storage units according to thé

write by the second proceséing.

38. The information processing device according to claim
37, wherein the control unit performs comparison of the
reliability information and a threshold in the first
processing, and when determining based on the comparison
that a life end condition of the first storage unit is met,
determines that the storage status of the first storage

unit is the protected state.

39. The information processing device according to claim
37, wherein the control unit executes fourth processing for,
when the storage status of the first storage unit is
recognized as a low reiiability state byrthe first

processing, recognizing that the second storage unit is in
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a data migration destination state of data stored in the

first storage unit and changing the storage status of the

first storage unit to the protected state.

40. The information processing device according to any one

of claims 37 to 39, wherein the control unit manages, in

the third processing, the addresses of the stored data in

the first and second storage units such that data of a same
address is present in one of the first and second storage

units.

41. The information processing device according to claim
40, wherein, when the storage status of the first storage

unit is recognized as the protected state, the control unit

- recognizes, in the third processing, the first storage unit

and the second storage unit as a same logical unit.

42. The information processing device according to claim
41, wherein

the information processing device is connectable to
one or a plurality of third storage units including
readable and'writable third memories, and

the control unit executes fifth processing for
controlling the one or plurality of third storage units and
the first storage unit to configure a RAID and controls, in
the fifth processing, when the storage status of the first
storage unit is recognized as the protected state, the one
or plurality of third storage units and the logical unit to

configure the RAID.

43. The information processing device according to any one
of claims 39 to 42, wherein, in the first processing, the

control unit performs the comparison of the reliability
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information and the threshold and, when determining based

on the compariSon that a life end condition of the first

storage unit is met, determines that the storage status of

the first storage unit is.the low reliability state.

44. The information processing device according to any one
of claims 37 to 43, wherein, in the second processing, the
control unit executes processing for writing data read from

the first storage unit in the second storage unit -in

' parallel to the read processing.

45. The information processing device according to any one
of claims 37 to 44, wherein _

the information processing device is connected to a
metadata storing unit configured to store metadata,

in the third processing, the control unit records,
when it 1s determined by the first processing that the
storage status of the storage unit is not the protected
state, in the metadata, a mapping from an address of data
written in the first storage unit to the first storage unit
and records, when it is determined by the first processing
that the storage status of the first storage unit is the
protected state, in the metadata, a mapping from an address
of data written in the second storage unit to the second
storage unit, and

in the second processing, in read processing, the
control unit reads the data from the first storage unit
when a mapping from a read target address to the first
storage unit is recorded in the metadata and reads the data
from the second storage unit when a mapping from the read
target address to the second storage unit is recorded in

the metadata.
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46. The”information processiﬁg device according to any one
of claims 37 to 44, wherein ' ,
the control unit executes sixth processing for, when

it is determined by the first processing ﬁhat the storage
status of the first storage unit is the protected state,
storing first metadata stored in the first storage unit in
the second storage unit as second metadata and managing the
addresses of the stored data in the first and second
storage units using the second metadata, and

| in the third processing, the control unit records,
when it is determined by the first processing that the
storage status of the first storage unit is not the
protected state, in the first metadata, a mapping from an
address of data written in the first storage uhit to the
first storage unit and records, when it is determined by
the first processing that the storage status of the first
storage unit is the protected state, in the second metadata,
a mapping from an address of data written in the second

storage unit to the second storage unit.

47. The information processing device according to claim
45 or 46, wherein, when the mapping to the first storage
unit is absent in the metadata, the control unit determines
that the storage status of the first storage unit is a

state other than the protected state.

48. The information processing device according to any one
of claims 45 to 47, wherein the control unit executes
seventh processing for, after it is determined by the first
processing that the storage status of the first storage
unit is the protected state, when a deletion processing
command for data stored in the first storage unit is

received, changing the metadata to invalidate a mapping
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from an address of the deletion target data to the first

storage unit.

"49. The information processing device according to ény one

of claims 37 to 44, wherein
| the information processing device is connected to a

data migration log area, |

in the third processing, When it is determined by the
first processing that the storage status of the first
storage unit is the protected state, the control unit
records an address of data written in the first storage
unit in the data migration log area, and

in the second processing, the control unit reads data
from the second storage unit when a read target address is
recorded in the data migration log area in read processing
and reads data from the first storage unit when the read
target address 1is not recorded in the data migration log

area.

50. The information processing device according to claim
49, wherein the control unit executes eighth processing for,
after it is determined by the first processing that the
storage status of the first storage unit is the protected
state, when a deletion processing command for data stored
in the first storage unit is received, recording an address
of a deletion target data by the deletion processing

command in the data migration log area.

51. The information processing device according to claim
49, wherein the control unit executes ninth processing for

selecting data to be migrated to the second storage unit

~among data written in the first storage unit and, when all

addresses corresponding to the data to be migrated are
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" stored in the data migration log area, ending the protected

state of the first storage unit.

52. The information processing device according to any one
of claims 49 to 51, wherein the data migration log area is

stored in the second storage unit.

53. The information processing device according to any one
of claims 49 to 52, wherein, in the third processing, in
recording a first address in the data migration log area,
when a second address overlapping the first address or
continuous to the first address is already stored in the
data migration log area, the control unit records a third
address obtained by combining the first address and the
second address in the data migration log area and

invalidates the second address.

54. The information processing device according to any one
of claim 37/ wherein '

the information processing device is connectable to
the first storage unit via a relay unit, and

upon receiving, from the relay unit, storage unit
information indicating that the first storage unit is a
storage unit that supports only a read operation of read
and write operations, the information processing device
determines in the first processing that the state of the

first storage unit is the protected state.
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