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$201 A KEY MANAGEMENT SERVER RECEIVES A KEY STORAGE REQUEST FROM A USER TERMINAL,
THE KEY STORAGE REQUEST CARRYING A TEMPORARY AUTHENTICATION TOKEN, KEY
INFORMATION, AND A USER IDENTITY, AND THE TEMPORARY AUTHENTICATION TOKEN BEING
ISSUED TO THE USER TERMINAL BY AN AUTHENTICATION SERVER AFTER A USER LOGS IN
THE AUTHENTICATION SERVER

$202 THE KEY MANAGEMENT SERVER AUTHENTICATES THE TEMPORARY AUTHENTICATION TOKEN

5203 IF THE TEMPORARY AUTHENTICATION TOKEN HAS PASSED THE AUTHENTICATION, THE KEY
MANAGEMENT SERVER SELF-QUERIES A KEY STORAGE SPACE CORRESPONDING TO THE
USER, AND STORES THE USER IDENTITY AND THE KEY INFORMATION IN THE KEY STORAGE
SPACE CORRESPONDINGLY

(57) Abstract: Disclosed are a user key storage method and a server. A key management server receives a key storage request from a
user terminal, and authenticates a temporary authentication token in the key storage request. The temporary authentication token is
issued to the user terminal by an authentication server after a user logs in the authentication server, so if the temporary authentication
token has passed the authentication, the key management server can self-query a key storage space corresponding to the user, and
store a user identity and key information in the key storage space correspondingly. Thus, a dedicated interface does not need to be
disposed between servers to implement storage of a user key, thereby greatly simplifying a development tlow, reducing the develop -
ment cost, guaranteeing the security and improving the development efficiency.
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