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PROXMITY TO ALOCATIONASA FORM 
OF AUTHENTICATION 

FIELD OF THE INVENTION 

0001. The present invention embraces a system for 
authenticating a transaction based on the location of a user's 
mobile device. The system typically includes a processor, a 
memory, and a transaction authentication module stored in 
the memory. The transaction authentication module is typi 
cally configured for determining whether the geographic 
location of a transaction involving a user is geographically 
proximate to the geographic location of a mobile device of the 
user, and based at least partially on the geographic location of 
the transaction being geographically proximate to the geo 
graphic location of the mobile device, enabling the user to 
complete the transaction. 

BACKGROUND 

0002. In the new technological age, the security of per 
Sonal information, or the lack thereof, has become an issue 
that concerns many people. As a result, several business 
industries, such as financial institutions, have taken precau 
tionary measures to ensure the safety and protection of their 
customers information. This is typically accomplished by 
authenticating a user's identity prior to permitting certain 
transactions, including transferring any personal information 
using an electronic means. That said, a need exists for 
improved ways of Verifying a user's identify. 

SUMMARY 

0003. In one aspect, the present invention embraces a 
method of authenticating transactions. The present invention 
also embraces a system configured for performing one or 
more of the steps of the method. 
0004. The method typically includes: receiving a request 
from a user to complete a first transaction; determining that 
the first transaction corresponds to a first level of authentica 
tion, the first level of authentication permitting user authen 
tication based at least partially on the geographic location of 
a transaction being geographically proximate to a mobile 
device associated with the user; receiving geographic loca 
tion information for a point-of-transaction associated with the 
first transaction; receiving geographic location information 
for the mobile device associated with the user; determining 
whether the geographic location of the point-of-transaction is 
geographically proximate to the geographic location of the 
mobile device; based at least partially on the geographic 
location of the point-of-transaction being geographically 
proximate to the geographic location of the mobile device, 
determining that the user has satisfied the first level of authen 
tication; and based at least partially on the user satisfying the 
first level of authentication, enabling the user to complete the 
first transaction. 
0005. In an exemplary embodiment, the method further 
includes: after determining that the user has satisfied the first 
level of authentication, receiving a request from a user to 
complete a second transaction; determining that the second 
transaction corresponds to a second level of authentication, 
the second level of authentication permitting user authentica 
tion based at least partially on receiving authentication cre 
dentials from the user; based at least partially on determining 
that the second transaction corresponds to the second level of 
authentication, prompting the user to provide the predefined 
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authentication credentials; receiving the predefined authenti 
cation credentials from the user, based at least partially on 
receiving the predefined authentication credentials from the 
user, determining that the user has satisfied the second level of 
authentication; and based the user satisfying the second level 
of authentication, enabling the user to complete the second 
transaction. In a particular exemplary embodiment, the first 
transaction comprises initiating an ATM session; the second 
transaction comprises withdrawing or transferring funds; and 
the predefined authentication credentials comprises a PIN 
number associated with the user. 
0006. In yet another exemplary embodiment, the method 
further includes: after determining that the user has satisfied 
the first level of authentication, receiving a request from a 
user to complete a third transaction; determining that the third 
transaction corresponds to the first level of authentication; 
and based the user satisfying the first level of authentication, 
enabling the user to complete the third transaction. In a par 
ticular exemplary embodiment, the first transaction com 
prises initiating an ATM session; and the third transaction 
comprises viewing an account balance. 
0007. The features, functions, and advantages that have 
been discussed may be achieved independently in various 
embodiments of the present invention or may be combined 
with yet other embodiments, further details of which can be 
seen with reference to the following description and draw 
1ngS. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 Having thus described embodiments of the inven 
tion in general terms, reference will now be made the accom 
panying drawings, wherein: 
0009 FIG. 1A depicts a method for authenticating a user 
in accordance with an aspect of the present invention; 
0010 FIG. 1B provides a diagram illustrating an authen 
tication continuum, in accordance with an aspect of the 
present invention; 
0011 FIG. 1C provides a diagram illustrating functions 
permitted continuum, in accordance with an aspect of the 
present invention; 
0012 FIG. 1D provides a diagram illustrating multiple 
continuums, in accordance with an aspect of the present 
invention; 
0013 FIG. 2 depicts a banking system and environment in 
accordance with an aspect of the present invention; 
0014 FIG. 3 schematically depicts a transaction machine 
in accordance with an aspect of the present invention; 
0015 FIG. 4 schematically depicts a user's mobile device 
in accordance with an aspect of the present invention; and 
0016 FIG. 5 schematically depicts a banking system in 
accordance with an aspect of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

0017 Embodiments of the present invention will now be 
described more fully hereinafter with reference to the accom 
panying drawings, in which some, but not all, embodiments 
of the invention are shown. Indeed, the invention may be 
embodied in many different forms and should not be con 
strued as limited to the embodiments set forth herein; rather, 
these embodiments are provided so that this disclosure will 
satisfy applicable legal requirements. Where possible, any 
terms expressed in the singular form herein are meant to also 
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include the plural form and vice versa, unless explicitly stated 
otherwise. Also, as used herein, the term “a” and/or 'an' shall 
mean “one or more.” even though the phrase “one or more' is 
also used herein. Furthermore, when it is said herein that 
Something is “based on Something else, it may be based on 
one or more other things as well. In other words, unless 
expressly indicated otherwise, as used herein “based on 
means “based at least in part on” or “based at least partially 
on.” Like numbers refer to like elements throughout. 
0018. In some embodiments, an “entity” as used herein 
may be a financial institution. For the purposes of this inven 
tion, a “financial institution' may be defined as any organi 
Zation, entity, or the like in the business of moving, investing, 
or lending money, dealing in financial instruments, or provid 
ing financial services. This may include commercial banks, 
thrifts, federal and State savings banks, savings and loan asso 
ciations, credit unions, investment companies, insurance 
companies and the like. In some embodiments, the entity may 
allow a user to establish an account with the entity. An 
“account may be the relationship that the user has with the 
entity. Examples of accounts include a deposit account, Such 
as a transactional account (e.g., a banking account), a savings 
account, an investment account, a money market account, a 
time deposit, a demand deposit, a pre-paid account, a credit 
account, a non-monetary user profile that includes only per 
sonal information associated with the user, or the like. The 
account is associated with and/or maintained by an entity. In 
other embodiments, an “entity” may not be a financial insti 
tution. 

0019. As used herein, an “online banking account' is an 
account that is associated with one or more user accounts at a 
financial institution. For example, the user may have an online 
banking account that is associated with the user's checking 
account, savings account, investment account, and/or credit 
account at a particular financial institution. A username and 
password are typically associated with the online banking 
account and can be used by the user to gain access to the 
online banking account. The online banking account may be 
accessed by the user over a network (e.g., the Internet) via a 
computer device. Such as a personal computer, laptop, or 
mobile device (e.g., a Smartphone or tablet). The online bank 
ing account may be accessed by the user via a mobile or 
online banking website or via a mobile or online banking 
application. A customer may access an online banking 
account to view account balances, view transaction history, 
view statements, transfer funds, and pay bills. More than one 
user may have access to the same online banking account. In 
this regard, each user may have a different username and 
password. Accordingly, one or more users may have a Sub 
account associated with the online banking account. 
0020. In some embodiments, the “user may be a customer 
(e.g., an account holder or a person who has an account (e.g., 
banking account, credit account, or the like) at the entity) or 
potential customer (e.g., a person who has submitted an appli 
cation for an account, a person who is the target of marketing 
materials that are distributed by the entity, a person who 
applies for a loan that not yet been funded). In other embodi 
ments, the “customer may refer to the user. 
0021. The embodiments described herein may refer to use 
of a “transaction.” Unless specifically limited by the context, 
a transaction refers to any communication between the user 
and the financial institution or other entity monitoring the 
user's activities. In some embodiments, for example, a trans 
action may refer to a purchase of goods or services, a return of 
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goods or services, a payment transaction, a credit transaction, 
or other interaction involving a user's account. For example, 
in the context of a financial institution, a transaction may refer 
to one or more of a sale of goods and/or services, initiating an 
automated teller machine (ATM) or online banking session, 
an account balance inquiry, a rewards transfer, an account 
money transfer or withdrawal, opening a bank application on 
a user's computer or mobile device, a user accessing their 
e-wallet, or any other interaction involving the user and/or the 
user's device that is detectable by the financial institution. As 
further examples, a transaction may occur when an entity 
associated with the user is alerted via the transaction of the 
user's location. A transaction may occur when a user accesses 
a building, uses a rewards card, and/or performs an account 
balance query. A transaction may occur as a user's device 
establishes a wireless connection, such as a Wi-Fi connection, 
with a point-of-sale terminal. In some embodiments, a trans 
action may include one or more of the following: purchasing, 
renting, selling, and/or leasing goods and/or services (e.g., 
groceries, stamps, tickets, DVDs, vending machine items, 
and the like); withdrawing cash, making payments to credi 
tors (e.g., paying monthly bills; paying federal, state, and/or 
local taxes; and the like); sending remittances; transferring 
balances from one account to another account; loading 
money onto stored value cards (SVCs) and/or prepaid cards; 
donating to charities; and/or the like. 
0022. As used herein, a “point-of-transaction' typically 
refers a location associated with a transaction. A point-of 
transaction (e.g., a point of sale (POS)) could refer to any 
location, Virtual location or otherwise proximate occurrence 
of a transaction. Typically, the point-of-transaction is the 
location of a point-of-transaction device. A "point-of-trans 
action device' may refer to any device used to perform a 
transaction, either from the user's perspective, an entity's 
perspective or both. In some embodiments, the point-of 
transaction device (e.g., transaction device) refers only to a 
user's device, in other embodiments it refers only to an entity 
device, and in yet other embodiments, it refers to both a user 
device and an entity device interacting to perform a transac 
tion. For example, in one embodiment, the point-of-transac 
tion device refers to a merchant's point-of-transaction termi 
nal. In some embodiments, a point-of-transaction device is or 
includes an interactive computer terminal that is configured to 
initiate, perform, complete, and/or facilitate one or more 
transactions. A point-of-transaction device could be or 
include any device that a user may use to perform a transac 
tion with an entity, such as, but not limited to, an ATM, a 
loyalty device Such as a rewards card, loyalty card or other 
loyalty device, a magnetic-based payment device (e.g., a 
credit card, debit card, and the like), a personal identification 
number (PIN) payment device, a contactless payment device 
(e.g., a key fob), a radio frequency identification device 
(RFID) and the like, a computer, (e.g., a personal computer, 
tablet computer, desktop computer, server, laptop, and the 
like), a mobile device (e.g., a Smartphone, laptop computer, 
tablet computer, cellular phone, personal digital assistant 
(PDA) device, MP3 device, personal GPS device, and the 
like), a merchant terminal, a self-service machine (e.g., Vend 
ing machine, self-checkout machine, and the like), a public 
and/or business kiosk (e.g., an Internet kiosk, ticketing kiosk, 
bill pay kiosk, and the like), a gaming device, and/or various 
combinations of the foregoing. In some embodiments, a 
point-of-transaction device is operated in a public place (e.g., 
on a street corner, at the doorstep of a private residence, in an 
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open market, at a public rest stop, and the like). In other 
embodiments, the point-of-transaction device is additionally 
or alternatively operated in a place of business (e.g., in a retail 
store, post office, banking center, grocery store, factory floor, 
and the like). In accordance with some embodiments, the 
point-of-transaction device may not be owned by the user of 
the point-of-transaction device. Rather, in some embodi 
ments, the point-of-transaction device is owned by a mobile 
business operator or a point-of-transaction operator (e.g., 
merchant, vendor, salesperson, and the like). In yet other 
embodiments, the point-of-transaction device is owned by the 
financial institution offering the point-of-transaction device 
providing functionality in accordance with embodiments of 
the invention described herein. 
0023. In one aspect, the present invention generally relates 
to a system for authenticating a user based on a mobile device 
of the user being located proximate to the location of a trans 
action that the user wishes to complete. In particular, the 
geographic location of the user's mobile device is typically 
compared to the geographic location of a point-of-transaction 
corresponding to the transaction in order to determine if the 
user's mobile device is located proximate to the transaction. 
In this regard, if an individuals mobile device is collocated 
with a point-of-transaction, it is highly likely that the indi 
vidual making the purchase or otherwise engaging in the 
transaction is an authorized user of the account that is being 
used in the transaction. Accordingly, the user may be authen 
ticated and permitted to complete the transaction based on the 
individual’s mobile device being collocated with the point 
of-transaction. 
0024. Referring now to FIG. 1A, a general process flow 
100 is provided for authenticating a user. 
0025. At block 105, the method includes receiving a 
request from a user to complete a transaction, typically a 
transaction involving an account that the user has with an 
entity (e.g., financial institution). This request to complete the 
transaction is typically received from a transaction device 
related to the transaction. For example, the user may attempt 
to initiate an ATM session at an ATM. By way of further 
example, the user may attempt to initiate an online banking 
session at a computer. In some embodiments, the user may 
attempt to make a purchase at a merchant terminal or at a 
self-service machine. 

0026. At block 110, the level of authentication corre 
sponding to the transaction is determined. In particular, it is 
determined whether the transaction corresponds to a first 
level of authentication that permits user authentication based 
on the location (e.g., geographic location) of a transaction 
being proximate to the location of a mobile device associated 
with the user. In other words, the first level of authentication 
may allow user authentication based on mobile device collo 
cation instead of other types of authentication information, 
Such as a password, a personal identification number (PIN), a 
passcode, biometric information (e.g., voice authentication, a 
fingerprint, and/or a retina scan), or an answer to a security 
question. 
0027. In this regard, different types of transactions may 
correspond to different levels of authentication. Different 
types of authentication may provide differing degrees of con 
fidence regarding the authentication using such types. For 
example, ifa username by itself is used for a first user authen 
tication, and a username along with a password is used for a 
second authentication, then the second authentication should 
provide a higher confidence regarding the authentication 
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because of the additional layer of authentication required. 
Accordingly, a continuum of authentication may be used to 
quantify (or dictate) levels of authentication. Likewise, a 
continuum of functions or transactions permitted may be used 
to quantify (or dictate) the number or context in which func 
tions or transactions are permitted. 
0028 Referring to FIG. 1B, a continuum of authentication 
150A is illustrated according to embodiments of the inven 
tion. On the left-hand side of the continuum, a "zero authen 
tication” requires no authentication credentials. On the right 
hand side of the continuum, a “hard authentication” requires 
full authentication credentials (e.g., authentication informa 
tion). This means that it requires the strictest combination of 
credentials. In between the two extremes, “a soft authentica 
tion” requires minimal credentials, moderate credentials or 
most credentials for various points along the continuum. The 
continuum generally represents the number of credentials 
required and/or the relative strength of the credentials 
required for that point on the continuum. As discussed below 
with reference to FIG. 1D, the continuum of authentication 
150A may be coupled with a functions permitted continuum 
150B, first illustrated in FIG. 1C. 
0029 Referring to FIG. 1C, the functions (e.g., transac 
tions) permitted continuum 150B illustrates various levels of 
functions permitted. Functions may refer to transactions, 
such as what a user is permitted to “see’ and/or what the user 
is permitted to “do.” More specifically, this may refer to 
whether a specific function is permitted at a certain point on 
the continuum and/or the context in which a certain function 
is permitted. The left-hand side of the continuum indicates 
that no functions are permitted, and the right-hand side of the 
continuum indicates that all functions are permitted. In 
between the extremes, minimalfunctions are permitted, mod 
erate functions are permitted and most functions are permit 
ted. Thus, any given point along the continuum 100B corre 
sponds with a certain amount and/or number of functions that 
are permitted and/or the context in which certain functions are 
permitted. 
0030 Referring now to FIG. 1D, a diagram illustrates a 
coupling of the functions permitted continuum 150B and the 
levels of authentication continuum 150A. As shown, the con 
tinua 150B and 150A may be coupled with one another such 
that the various points along the continua intersect at specific 
points of the coupled continuum. For example, one con 
tinuum may be moved left or right with respect to the other 
continuum in order to achieve a different relationship 
between the functions permitted and the credentials required. 
Accordingly, for a given coupling, a specific point on con 
tinuum 150B provides that a particular function or functions 
may be permitted given that a specified level of authentication 
credentials are Supplied, as indicated by the corresponding 
point on continuum 150A. For example, a financial institution 
and/or a user may arrange the continua 150B and 150A with 
respect to one another and may adjust the arrangement based 
on changing desires or goals. 
0031. By way of example, initiating an online banking 
session, initiating an ATM session, or viewing an account 
balance may correspond to the first level of authentication, 
which permits user authentication based on mobile device 
collocation with the transaction (e.g., in combination with the 
user providing their online banking username or debit card, as 
the case may be). In some embodiments, completing a debit 
card purchase or depositing, withdrawing, or transferring 



US 2015/0302411 A1 

funds (e.g., in an amount less than a predefined threshold) 
may correspond to the first level of authentication. 
0032. Other types of transactions may require alternative 
or additional (e.g., secondary) authentication information 
(e.g., a password, passcode, PIN, biometric information, or 
answer to a security question). Accordingly, in the event that 
the transaction does not correspond to the first level of authen 
tication, the user is typically prompted to provide authentica 
tion information comporting with the determined level of 
authentication. For example, completing a debit card pur 
chase or depositing, withdrawing, or transferring funds (e.g., 
in an amount greater thana predefined threshold) may require 
additional authentication information, such as a password or 
PIN. 

0033 Accordingly, in one embodiment, the user may be 
able to initiate an ATM session and view an account balance 
during the ATM session by establishing collocation of the 
user's mobile device and without the need to provide the 
user's PIN. That said, the user may be required to provide the 
PIN if the user wishes to withdrawn funds in excess of a 
predefined threshold. In another embodiment, the user may 
be able to initiate an online banking session and view an 
account balance during the online banking session by estab 
lishing collocation of the user's mobile device and without 
the need to provide the users online banking password. That 
said, the user may be required to provide the password if the 
user wishes to transfer funds in excess of a predefined thresh 
old. In yet another embodiment, the user may be able to 
complete small purchases with the user's debit card by estab 
lishing collocation of the user's mobile device and without 
the need to provide the user's PIN. That said, the user may be 
required to provide the PIN if the user wishes to complete 
large debit card purchases. 
0034. The level of authentication that corresponds to each 
type of transaction may be defined by the user or by the entity. 
The level of authentication that corresponds to each type of 
transaction may be stored in a database for Subsequent 
retrieval in order to determine the appropriate level of authen 
tication. 

0035. At block 115, geographic location information for a 
point-of-transaction associated with the transaction is 
received. This geographic location information may be any 
information that is suitable for determining the location of the 
point-of-transaction. Typically, the geographic location infor 
mation corresponds to the geographic location of the trans 
action device. For example, this geographic location infor 
mation may be GPS coordinates or information related to a 
detected wireless network (e.g., a local area network) that is 
transmitted by the transaction device. In this regard, the point 
of-transaction device may include a GPS receiver/transmitter 
for transmitting geographic location information indication 
the location where the transaction is occurring. In other 
embodiments, the GPS coordinates of the point-of-transac 
tion may be stored in a database. In some embodiments, the 
location information may include one or more geo-fences that 
reflect the geographic location of the point-of-transaction. A 
geo-fence is a virtual perimeter that defines the boundaries of 
an actual geographic area. In one embodiment, the geo 
graphic location information may be information associated 
with the transaction device being in close proximity with 
another device (e.g., determined using an NFC interface or 
other proximity detector). In another embodiment, the geo 
graphic location information may include a geographic 
address associated with the point-of-transaction location. In 
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other embodiments, the geographic location information may 
include an identifier associated with the point-of-transaction 
location, which is used as a pointer to a database containing 
geographic location information associated with the point-of 
transaction. For example, a point-of-transaction merchant 
may be a customer of the entity, in which case the entity 
maintains address information associated with the point-of 
transaction merchant. Accordingly, the point-of-transaction 
merchant may be identified in order to retrieve address infor 
mation associated with the point-of-transaction merchant, 
which can be converted to geographic location data associ 
ated with the location of the transaction. In another embodi 
ment, name and other information associated with the point 
of-transaction merchant can be used to search public 
databases and information to determine address and/or geo 
graphic location information associated with the point-of 
transaction. 

0036. At block 120, geographic location information for 
the user's mobile device is received. In this regard, the user 
typically has one or more mobile devices associated with their 
account. Typically, any type of location information may be 
received. For example, many mobile devices are capable of 
recognizing and transmitting the GPS coordinates for the 
position of the mobile device. In some situations, a mobile 
device may be capable of recognizing a wireless network 
provided by a store or otherwise associated with a particular 
location, Such as an individual’s home wireless network, and 
use that information to transmit or otherwise make available 
the location information associated with the mobile device. In 
one embodiment, the geographic location information may 
be information associated with the mobile device being in 
close proximity with the transaction device or another device 
(e.g., determined using an NFC interface or other proximity 
detector). 
0037. In some exemplary embodiments, the user may pro 
vide information about their mobile device to the financial 
institution or other entity that administers their account. For 
example, the user may identify a mobile phone, a Smartphone, 
a laptop computer, a tablet computer, and/or any of a number 
of mobile devices as associated with the user, and allow the 
financial institution or other entities to receive information 
about the location of such mobile devices in the context of 
Verifying transactions. Accordingly, the user may provide 
device identification information associated with the mobile 
device to the financial institution or other entity, which can 
subsequently be used to verify the identity of the mobile 
device. The identification information may be any informa 
tion Sufficient to generate a device “fingerprint, or unique 
signature of the device. Device identification information 
may be collected from a variety of sources. In some embodi 
ments, the device identification information includes an iden 
tification code. The identification code may be but is not 
limited to a serial number oran item number of the device. In 
Some embodiments, the device identification information 
may be associated with a chip associated with the device. The 
chip may be but is not limited to a subscriber identification 
module (SIM) card, removable hard drive, processor, micro 
processor, or the like. In other embodiments, the device iden 
tification information may be associated with a removable 
part of the device. Removable parts include but are not limited 
to detachable keyboards, battery covers, cases, hardware 
accessories, or the like. Removable parts may contain serial 
numbers or part numbers. In alternative embodiments, a 
unique key, code, or piece of software provided by a financial 
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institution may be downloaded onto the device. This unique 
key, code, or piece of Software may then serve as device 
authentication information. In some embodiments, device 
identification information may need to be entered manually at 
the device. For example, the user may be prompted (e.g., via 
an online banking interface) to manually enter the device 
identification information (e.g., a serial number, an identifi 
cation code, an International Mobile Station Equipment Iden 
tity (IMEI), a phone number, a chip, a removable part, or 
similar pieces of device identification information). In other 
embodiments, device identification information may not be 
based on user input received at the device. Instead, the device 
identification information may be automatically provided by 
the device. In yet another embodiment, the device may pro 
vide the information without requiring user input after receiv 
ing a request for the identification information. 
0038 Next, at block 125, it is determined whether the 
geographic location of the mobile device is geographically 
proximate to the geographic location of the point-of-transac 
tion (e.g., by comparing the geographic location information 
of the mobile device with the geographic location information 
of the transaction device). In some exemplary embodiments, 
determining whether the geographic location of the mobile 
device is geographically proximate to the geographic location 
of the point-of-transaction includes determining whether the 
location of the mobile device is located within a predefined 
distance from the location of the point-of-transaction. It will 
be appreciated that any approach to determining whether the 
mobile device is located within a predetermined distance 
from the point-of-transaction location may be used. For 
example, a computer processor may compare the GPS coor 
dinates associated with the mobile device with the GPS coor 
dinates associated with the point-of-transaction and calculate 
a distance. The predefined distance may be a few meters, tens 
of meters, or an even larger distance. The predetermined 
distance is somewhat influenced by the margin of error asso 
ciated with relating the location of the mobile device to the 
location associated with the point-of-transaction. The more 
accurate the location information, the tighter the range that 
can be selected for the predefined distance. In other exem 
plary embodiments, determining whether the geographic 
location of the mobile device is geographically proximate to 
the location of the point-of-transaction includes determining 
whether the geographic location of the mobile device is 
within a geo-fence associated with the point-of-transaction. 
In some exemplary embodiments, determining whether the 
geographic location of the mobile device is geographically 
proximate to the point-of-transaction includes determining 
whether the mobile device is in communication with a pre 
defined wireless network (e.g., a local area network associ 
ated with the point-of-transaction) or if the mobile device and 
the transaction device are in communication with the same 
wireless network. In further exemplary embodiments, deter 
mining whether the geographic location of the mobile device 
is geographically proximate to the geographic location of the 
point-of-transaction associated with the mobile device 
includes determining whether the mobile device and the 
transaction device are in communication with one another via 
Near Field Communication (NFC). In this regard an NFC 
interface on the mobile device and an NFC interface on the 
transaction device may exchange information. Information 
regarding this exchange of information via Near Field Com 
munication may then be provided to establish that the mobile 
device and the transaction device are in close proximity. 
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0039. If the geographic location of the mobile device is not 
proximate to point-of-transaction, then, the transaction may 
be denied or the user may be prompted to provide alternative 
authentication information. 
0040 Based on the geographic location of the point-of 
transaction being proximate to the geographic location of the 
mobile device, at block 130, it is determined that the user has 
satisfied the first level of authentication, thereby authenticat 
ing the identity of the user. In other words, the identity of the 
first user is authenticated based on the collocation of the 
mobile device and the transaction and without the need for 
other authentication information, such as the user's password 
or PIN. 

0041 Based on the user satisfying the first level of authen 
tication, at block 135, the user is enabled (e.g., permitted) to 
complete the transaction. For example, an online banking 
session may be initiated between the user and the entity, an 
ATM session may be initiated between the user and the entity, 
or a purchase involving the user's account may be completed. 
0042. Subsequent transactions may be also be enabled 
based on the user satisfying the first level authentication. In 
this regard, if the user requests to complete a Subsequent 
transaction, the level of authentication corresponding to the 
Subsequent transaction is determined. If the Subsequent trans 
action corresponds to the first level of authentication, then the 
Subsequent transaction is enabled. That said, if the Subse 
quent transaction corresponds to a higher level of authentica 
tion, then the user is typically prompted to provide the appro 
priate authentication information before the Subsequent 
transaction is enabled. 
0043. By way of example, the user may request to initiate 
an ATM session at an ATM. The user's identity may be 
authenticated by determining that the user's mobile device is 
collocated with the ATM, and the ATM session is thus per 
mitted. Within the ATM session, the user may be permitted to 
complete other transactions, such as viewing an accountbal 
ance, based on the initial user authentication by determining 
that the user's mobile device is collocated with the ATM. That 
said, other ATM functionality (i.e., transactions) may require 
additional user authentication. For example, the user may be 
prompted to enter a PIN before being permitted to withdraw 
funds in excess of a predefined threshold. 
0044. By way of further example, the user may request to 
initiate an online banking session at a computer. The user's 
identity may be authenticated by determining that the user's 
mobile device is collocated with the computer, and the online 
banking session is thus permitted. Within the online banking 
session, the user may be permitted to complete other transac 
tions, such as viewing an account balance, based on the initial 
user authentication by determining that the user's mobile 
device is collocated with the computer. That said, other online 
banking functionality (i.e., transactions) may require addi 
tional user authentication. For example, the user may be 
prompted to entera password before being permitted to trans 
fer funds in excess of a predefined threshold. 
0045 FIG. 2 provides a block diagram illustrating a bank 
ing system 500 and environment 200, in accordance with an 
embodiment of the present invention. As illustrated in FIG. 2, 
the banking environment 200 typically includes a transaction 
machine 300 and a mobile device 400. As used herein, a 
“mobile device' is any mobile communication device, such 
as a cellular telecommunications device (i.e., a cellphone or 
mobile phone), personal digital assistant (PDA), a mobile 
Internet accessing device, a tablet computer, a laptop, or other 
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mobile device. FIG. 2 also depicts a user 202(e.g., an account 
holder) and an account 208. The account 208 (e.g., a credit 
account, a deposit account, and the like) is associated with a 
banking account 209 (e.g., a credit account, a debit account, 
an online banking account, a mobile banking account, and the 
like). As shown, the user 202 is associated with the mobile 
device 400 and the transaction machine 300. In accordance 
with some exemplary embodiments, the transaction machine 
300 and the banking system 500 are each maintained and/or 
controlled by the same financial institution. For example, in 
some embodiments, the user 202 is a customer of the financial 
institution, the banking system 500 is maintained by the 
financial institution, and the transaction machine 300 is 
embodied as an ATM maintained by the financial institution. 
However, in other embodiments, the transaction machine 300 
and the banking system 500 are maintained by separate enti 
ties. For example, in Some embodiments, the transaction 
machine 300 is embodied as a POS and/or a point-of-trans 
action device maintained by a merchant. In accordance with 
typical embodiments, the mobile device 400 is associated 
with the user 202 and the user's account 208. The mobile 
device is typically carried, owned, and/or possessed by the 
user 202. 

0046. The transaction machine 300 and mobile device 400 
are typically configured to communicate over a network 250 
with a financial institution's banking system 500. The trans 
action machine 300, the mobile device 400, and the financial 
institutions banking system 500 are each described in greater 
detail below with reference to FIGS. 3-5. The network 250 
may include a local area network (LAN), a wide area network 
(WAN), and/or a global area network (GAN). The network 
250 may provide for wireline, wireless, or a combination of 
wireline and wireless communication between devices in the 
network. In one embodiment, the network 250 includes the 
Internet. In one embodiment, the network 250 includes a 
wireless telephone network 252. 
0047. In general, the transaction machine 300, and the 
mobile device 400 are configured to connect with the network 
250 to log the user into or otherwise communicate with the 
banking system 500. The banking system 500 involves 
authentication of the user in order to access the user's account 
on the banking system 500. For example, the banking system 
500 may be a system where the user logs into his/her account 
Such that the user can access data that is associated with the 
user. For example, in one embodiment of the invention, the 
system 500 may allow the user to use the transaction machine 
300 or mobile device 400 to log into the users online banking 
account or access the user's account 208. Logging into or 
accessing the banking system 500 generally requires that the 
user authenticate his/her identity. As described herein, the 
user may authenticate his or her identity by establishing the 
collocation of the transaction machine 300 and the mobile 
device 400. Authentication may also be established via a user 
name, a passcode, a cookie, a biometric identifier, a PIN, a 
private key, a token, and/or another authentication mecha 
nism that is provided by the user to the banking system 500 
via the transaction machine 300 and/or the mobile device 400. 

0048. The financial institution's banking system 500 is 
typically in network communication with other devices. In 
one embodiment, an application download server may be 
used to download online and/or mobile banking software 
applications that interacts with the banking system 500 to the 
mobile device 400 and/or the transaction machine 300. In 
Some embodiments of the invention, the application down 
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load server is configured to be controlled and managed by one 
or more third-party data providers (not shown in FIG. 2) over 
the network 250. In other embodiments, the application 
download server is configured to be controlled and managed 
over the network 250 by the same entity that maintains the 
banking system 500. 
0049. The transaction machine 300 may include any com 
puterized apparatus that can be configured to performany one 
or more of the functions of the transaction machine 300 
described and/or contemplated herein. It will also be under 
stood that the transaction machine 300 can include and/or be 
embodied as, any transaction machine described and/or con 
templated herein. It will further be understood that the trans 
action machine 300 can initiate, perform, complete, and/or 
otherwise facilitate any transaction described and/or contem 
plated herein as being initiated, performed, and/or otherwise 
facilitated by a transaction machine. For example, in some 
embodiments, the transaction machine 300 includes and/or is 
embodied as an ATM, a POS device, a self-checkout machine, 
a vending machine, a ticketing kiosk, a personal computer, a 
gaming device, a mobile phone, and/or the like. As another 
example, in some embodiments, the transaction machine 300 
is configured to initiate, perform, complete, and/or otherwise 
facilitate one or more financial and/or non-financial transac 
tions, including, for example, purchasing, renting, selling, 
and/or leasing goods and/or services (e.g., groceries, stamps, 
tickets, gift certificates, DVDs, and the like), withdrawing 
cash, making deposits (e.g., cash, checks, and the like), mak 
ing payments (e.g., paying telephone bills, sending remit 
tances, and the like), accessing the Internet, and/or the like. 
0050. As depicted in FIG. 3, the transaction machine 300 
typically includes a communication interface 310, a proces 
sor 320, a user interface 330, and a memory 340 having a 
transaction datastore 342 and a transaction application 344 
stored therein. As shown, the processor 320 is operatively 
connected to the communication interface 310, the user inter 
face 330, and the memory 340. 
0051. The communication interface 310 of the transaction 
machine may include a contactless interface 350. In one 
embodiment, the contactless interface is an NFC interface. 
The contactless interface 350 is configured to contactlessly 
and/or wirelessly send and/or receive information over rela 
tively short ranges (e.g., within four inches, within three feet, 
and the like). The contactless interface 350 may include a 
transmitter, receiver, Smart card, key card, proximity card, 
Bluetooth R) device, radio frequency identification (RFID) tag 
and/or reader, and/or the like. In some embodiments, the 
contactless interface 350 communicates information via 
radio, IR, and/or optical transmissions. Generally, the con 
tactless interface 350 is configured to operate as a contactless 
transmitter and/or as a contactless receiver. The contactless 
interface 350 functions to enable transactions with users uti 
lizing an external apparatus capable of contactless commu 
nication. Also, it will be understood that the contactless inter 
face 350 may be embedded, built, carried, and/or otherwise 
supported in and/or on the transaction machine 300. In some 
embodiments, the contactless interface 350 is not supported 
in and/or on the transaction machine 300, but the contactless 
interface 350 is otherwise operatively connected to the trans 
action machine 300 (e.g., where the contactless interface 350 
is a peripheral device plugged into the transaction machine 
300). The contactless interface 350 of the transaction 
machine 300 is configured to contactlessly and/or wirelessly 
communicate information to and/or from an external device. 



US 2015/0302411 A1 

In some embodiments, the contactless interface 350 may be 
configured to communicate with the mobile device 400 in 
order to confirm that the mobile device 400 is collocated with 
the transaction machine 300. 

0052. The communication interface 310 may generally 
also include a modem, server, transceiver, and/or other device 
for communicating with other devices and systems (e.g., the 
system 500) on a network. 
0053. The user interface 330 of the transaction machine 
300 may include a display (e.g., a liquid crystal display, a 
touchscreen display, and/or the like) which is operatively 
coupled to the processor 320. The user interface 330 may 
include any number of other devices allowing the transaction 
machine 300 to transmit/receive data to/from a user, such as a 
keypad, keyboard, touch-screen, touchpad, microphone, 
mouse, joystick, other pointer device, button, Soft key, and/or 
other input device(s). For example, the user can use the user 
interface 330 to request and perform transactions (e.g., ini 
tiate an ATM session, initiate an online banking session, 
complete a purchase, transfer funds, withdraw funds, and/or 
view an account balance). 
0054 As further illustrated in FIG. 3, the memory 340 
may include one or more transaction applications 344. It will 
be understood that the transaction application 344 can be 
executable to initiate, perform, complete, and/or facilitate one 
or more portions of any embodiment described and/or con 
templated herein. Generally, the transaction application 344 
is executable to receive transaction instructions from the user 
and perform typical transaction machine functions, as appre 
ciated by those skilled in the art. For example, in some 
embodiments, the transaction application 344 is operable to 
receive transaction information associated with a transaction. 
As another example, in some embodiments, the transaction 
application 344 is operable to determine, via the processor 
320, that the mobile device 400 associated with the user 202 
is collocated (e.g., located within or without a predetermined 
distance from a location) with the transaction. As still another 
example, in some embodiments, the transaction application 
344 is operable to receive, via the communication interface 
310, information indicating that a transaction has been 
approved or disapproved. As another example, in some 
embodiments, the transaction application 344 is operable to 
approve or disapprove a transaction (e.g., based at least par 
tially on a determination that the mobile device 400 associ 
ated with the user 202 is geographically proximate to the 
transaction). In some embodiments, the transaction applica 
tion 344 is operable to complete one or more transactions at 
the transaction machine 300 (e.g., complete a purchase trans 
action, dispense cash, accept a check for deposit, and the 
like). In some embodiments, where the transaction machine 
300 includes and/or is embodied as an ATM, the transaction 
application 344 is configured to execute on the ATM in order 
to initiate, perform, complete, and/or facilitate, for example, 
one or more cash withdrawals, deposits, and/or the like. In 
other embodiments, where the transaction machine 300 
includes and/or is embodied as a point-of-transaction device, 
the transaction application 344 is configured to execute on the 
point-of-transaction device in order to initiate, perform, com 
plete, and/or facilitate, for example, one or more debit card 
and/or credit card transactions. In still other embodiments, 
where the transaction machine 300 includes and/or is embod 
ied as a personal computer, the transaction application 344 is 
configured to execute on the personal computer, and, in some 
embodiments, the transaction application 344 is embodied as 
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a web browser (e.g., for navigating the Internet) that is oper 
able to initiate, perform, complete, and/or otherwise facilitate 
one or more financial and/or non-financial transactions. In 
Some embodiments, the transaction application 344 is oper 
able to enable the user 202 and/or transaction machine 300 to 
communicate with one or more other portions of the system 
200, and/or vice versa. In some embodiments, the transaction 
application 344 is additionally or alternatively operable to 
initiate, perform, complete, and/or otherwise facilitate one or 
more financial and/or non-financial transactions. In some 
embodiments, the transaction application 344 includes one or 
more computer-executable program code portions for caus 
ing and/or instructing the processor 320 to perform one or 
more of the functions of the transaction application 344 and/ 
or transaction machine 300 described and/or contemplated 
herein. In some embodiments, the transaction application 344 
includes and/or uses one or more network and/or system 
communication protocols. 
0055. The transaction machine 300 typically requires 
users to identify and/or authenticate themselves to the trans 
action machine 300 and/or banking system 500 before the 
transaction machine 300 will initiate, perform, complete, 
and/or facilitate a transaction. For example, in Some embodi 
ments, the transaction machine 300 is configured (and/or the 
transaction application 344 is executable) to authenticate the 
user based at least partially on the mobile device 400 being 
collocated with the transaction machine 300. User authenti 
cation may also or alternatively be based at least partially on 
an ATM debit card, Smart card, token (e.g., USB token, etc.), 
username, password, PIN, biometric information, and/or one 
or more other credentials that the user presents to the trans 
action machine 300. Additionally or alternatively, in some 
embodiments, the transaction machine 300 is configured to 
authenticate a user by using one-, two-, or multi-factor 
authentication. For example, in some embodiments, the trans 
action machine 300 requires two-factor authentication, such 
that the user must provide a valid debit card and establish 
mobile device collocation or enter the correct PIN associated 
with the debit card in order to authenticate the user to the 
transaction machine 300. Alternatively, the user may be able 
to provide their online banking username and establish 
mobile device collocation or provide their password for 
authentication. In some embodiments, authenticating the user 
by establishing that the mobile device 400 is collocated with 
the transaction machine 300 may enable the user to access 
certain transaction machine functionality (e.g., view an 
account balance), but other transaction machine functionality 
(e.g., transfer funds) may require additional authentication, 
such as the user's PIN or password. 
0056 FIG. 4 provides a block diagram illustrating the 
mobile device 400 in more detail, inaccordance with embodi 
ments of the invention. In one embodiment of the invention, 
the mobile device 400 is a mobile telephone. However, it 
should be understood, however, that a mobile telephone is 
merely illustrative of one type of mobile device that may 
benefit from, employ, or otherwise be involved with embodi 
ments of the present invention and, therefore, should not be 
taken to limit the scope of embodiments of the present inven 
tion. Other types of mobile devices may include portable 
digital assistants (PDAs), pagers, mobile televisions, gaming 
devices, laptop computers, cameras, video recorders, audio/ 
video player, radio, GPS devices, or any combination of the 
aforementioned. 
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0057 The mobile device 400 typically includes a proces 
Sor 410 communicably coupled to such devices as a memory 
420, user output devices 436, user input devices 440, a com 
munication interface 460, a power source 415, a clock or 
other timer 450, a camera 480, and a positioning system 
device 475. The processor 410, and other processors 
described herein, typically includes circuitry for implement 
ing communication and/or logic functions of the mobile 
device 400. For example, the processor 410 may include a 
digital signal processor device, a microprocessor device, and 
various analog to digital converters, digital to analog convert 
ers, and/or other Support circuits. Control and signal process 
ing functions of the mobile device 400 are allocated between 
these devices according to their respective capabilities. The 
processor 410 thus may also include the functionality to 
encode and interleave messages and data prior to modulation 
and transmission. The processor 410 can additionally include 
an internal data modem. Further, the processor 410 may 
include functionality to operate one or more software pro 
grams, which may be stored in the memory 420. For example, 
the processor 410 may be capable of operating a connectivity 
program, Such as a web browser application 422. The web 
browser application 422 may then allow the mobile device 
400 to transmit and receive web content, such as, for example, 
location-based content and/or other web page content, 
according to a Wireless Application Protocol (WAP), Hyper 
text Transfer Protocol (HTTP), and/or the like. 
0058. The processor 410 is typically configured to use the 
communication interface 460 to communicate with one or 
more other devices on the network 250. In this regard, the 
communication interface 460 typically includes an antenna 
476 operatively coupled to a transmitter 474 and a receiver 
472 (together a “transceiver'). The processor 410 is typically 
configured to provide signals to and receive signals from the 
transmitter 474 and receiver 472, respectively. The signals 
may include signaling information in accordance with the air 
interface standard of the applicable cellular system of the 
wireless telephone network 252. In this regard, the mobile 
device 400 may be configured to operate with one or more air 
interface standards, communication protocols, modulation 
types, and access types. By way of illustration, the mobile 
device 400 may be configured to operate in accordance with 
any of a number of first, second, third, and/or fourth-genera 
tion communication protocols and/or the like. For example, 
the mobile device 400 may be configured to operate in accor 
dance with second-generation (2G) wireless communication 
protocols IS-136 (time division multiple access (TDMA)), 
GSM (global system for mobile communication), and/or 
IS-95 (code division multiple access (CDMA)), or with third 
generation (3G) wireless communication protocols, such as 
Universal Mobile Telecommunications System (UMTS), 
CDMA2000, wideband CDMA (WCDMA) and/or time divi 
sion-synchronous CDMA (TD-SCDMA), with fourth-gen 
eration (4G) wireless communication protocols, and/or the 
like. The mobile device 400 may also be configured to operate 
in accordance with non-cellular communication mecha 
nisms, such as via a wireless local area network (WLAN) or 
other communication/data networks. 

0059. The communication interface 460 may also include 
a near field communication (NFC) interface 470. As used 
herein, the phrase “NFC interface’ generally refers to hard 
ware and/or Software that is configured to contactlessly and/ 
or wirelessly send and/or receive information over relatively 
short ranges (e.g., within four inches, within three feet, within 
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fifteen feet, and the like). The NFC interface 470 may include 
a Smart card, key card, proximity card, Bluetooth R. device, 
radio frequency identification (RFID) tag and/or reader, 
transmitter, receiver, and/or the like. In some embodiments, 
the NFC interface 470 communicates information via radio, 
infrared (IR), and/or optical transmissions. In some embodi 
ments, the NFC interface 470 is configured to operate as an 
NFC transmitter and/or as an NFC receiver (e.g., an NFC 
reader). Also, it will be understood that the NFC interface 470 
may be embedded, built, carried, and/or otherwise supported 
in and/or on the mobile device 400. In some embodiments, the 
NFC interface 470 is not supported in and/or on the mobile 
device 400, but the NFC interface 470 is otherwise opera 
tively connected to the mobile device 400 (e.g., where the 
NFC interface 470 is a peripheral device plugged into the 
mobile device 400). Other apparatuses having NFC interfaces 
mentioned herein may be configured similarly. In some 
embodiments, the NFC interface 470 of the mobile device 
400 is configured to contactlessly and/or wirelessly commu 
nicate information to and/or from a corresponding NFC inter 
face of another apparatus (e.g., the transaction machine 300). 
0060. The mobile device 400 typically has a user interface 
that is, like other user interfaces described herein, made up of 
user output devices 436 and/or user input devices 440. The 
user output devices 436 include a display 430 (e.g., a liquid 
crystal display or the like) and a speaker 432 or other audio 
device, which are operatively coupled to the processor 410. 
The user input devices 440, which allow the mobile device 
400 to receive data from a user such as the user, may include 
any of a number of devices allowing the mobile device 400 to 
receive data from a user, such as a keypad, keyboard, touch 
screen, touchpad, microphone, mouse, joystick, other pointer 
device, button, soft key, and/or other input device(s). The user 
interface may also include a camera 480. Such as a digital 
CaCa. 

0061 The mobile device 400 may also include a position 
ing system device 475 that is configured to be used by a 
positioning system to determine a location of the mobile 
device 400. For example, the positioning system device 475 
may include a GPS transceiver. In some embodiments, the 
positioning system device 475 is at least partially made up of 
the antenna 476, transmitter 474, and receiver 472 described 
above. For example, in one embodiment, triangulation of 
cellular signals may be used to identify the approximate loca 
tion of the mobile device 400. In other embodiments, the 
positioning system device 475 includes a proximity sensor or 
transmitter, Such as an RFID tag, that can sense or be sensed 
by devices known to be located proximate a location to deter 
mine that the mobile device 400 is located proximate these 
known devices. 

0062. The mobile device 400 further includes a power 
Source 415. Such as a battery, for powering various circuits 
and other devices that are used to operate the mobile device 
400. Embodiments of the mobile device 400 may also include 
a clock or other timer 450 configured to determine and, in 
Some cases, communicate actual or relative time to the pro 
cessor 410 or one or more other devices. 

0063. The mobile device 400 also includes a memory 420 
operatively coupled to the processor 410. As used herein, 
memory includes any computer readable medium (as defined 
herein below) configured to store data, code, or other infor 
mation. The memory 420 may include Volatile memory. Such 
as volatile Random Access Memory (RAM) including a 
cache area for the temporary storage of data. The memory 420 
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may also include non-volatile memory, which can be embed 
ded and/or may be removable. The non-volatile memory can 
additionally or alternatively include an electrically erasable 
programmable read-only memory (EEPROM), flash memory 
or the like. 

0064. The memory 420 can store any of a number of 
applications which include computer-executable instruc 
tions/code executed by the processor 410 to implement the 
functions of the mobile device 400 described herein. For 
example, the memory 420 may include Such applications as a 
conventional web browser application 422 and/or a mobile 
banking application 421. These applications also typically 
provide a graphical user interface (GUI) on the display 430 
that allows the user to communicate with the banking system 
500 and/or other devices or systems. In one embodiment of 
the invention, the user may download or otherwise obtains a 
mobile banking system client application from the banking 
system 500 or from a distinct application server. In other 
embodiments of the invention, the user may interact with the 
banking system 500 via the web browser application 422 or 
other application in addition to, or instead of the mobile 
banking application 421. The banking system 500 is typically 
configured to present a graphical user interface (e.g., through 
a mobile banking application or mobile banking website) that 
allows the user to use the mobile device 400 to control access 
to the user's online banking account. 
0065. The memory 420 can also store any of a number of 
pieces of information, and data, used by the mobile device 
400 and the applications and devices that make up the mobile 
device 400 or are in communication with the mobile device 
400 to implement the functions of the mobile device 400 
and/or the other systems described herein. For example, the 
memory 420 may include Such data as user authentication 
information. 
0066 FIG. 5 provides a block diagram illustrating the 
banking system 500 in greater detail, in accordance with an 
embodiment of the invention. As illustrated in FIG. 5, in one 
embodiment of the invention, the banking system 500 
includes a processing device 520 operatively coupled to a 
network communication interface 510 and a memory device 
550. In certain embodiments, the banking system 500 is oper 
ated by a financial institution, while in other embodiments, 
the banking system 500 is operated by an entity other than a 
financial institution. 

0067. It should be understood that the memory device 550 
may include one or more databases or other data structures/ 
repositories. The memory device 550 also includes computer 
executable program code that instructs the processing device 
520 to operate the network communication interface 510 to 
perform certain communication functions of the banking sys 
tem500 described herein. For example, in one embodiment of 
the banking system 500, the memory device 550 includes, but 
is not limited to, a network server application 570, an authen 
tication application 560 (e.g., an authentication module), a 
user account data repository 580 which includes user authen 
tication data 580 and user account information 584, an online 
banking application 590 which includes a web server appli 
cation 593, a downloadable online banking client application 
594, an automated teller machine (ATM) application 595, and 
other computer-executable instructions or other data. The 
computer-executable program code of the network server 
application 570, the authentication application 560, the 
online banking application 590, or the automated teller 
machine (ATM) application 595 may instruct the processing 
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device 520 to perform certain logic, data-processing, and 
data-storing functions of the banking system 500 described 
herein, as well as communication functions of the banking 
system 500. In this regard, the processing device 520 is typi 
cally configured to authenticate the identity of the user and, 
thereafter, to enable the user to perform one or more transac 
tion as described herein. To accomplish this, the processing 
device 520 may communicate with the mobile device 400 
and/or transaction machine 300 to facilitate user authentica 
tion and enable users to perform transaction. The processing 
device 520 may also be configured to determine the level of 
authentication corresponding to transactions that the user 
wishes to complete. 
0068. In one embodiment, the user account data repository 
580 includes user authentication data 582 and user account 
information 584. The network server application 570, the 
authentication application 560, and the online banking appli 
cation590 are configured to employ user account information 
584 and the user authentication data 582 when authenticating 
a user to the banking system 500. In this regard, the user 
authentication data 582 may include a users username, pass 
word, PIN number, and device identification information 
associated with a mobile device. The user account informa 
tion 584 may include account identification information. 
0069. As used herein, a “communication interface' typi 
cally includes a modem, server, transceiver, and/or other 
device for communicating with other devices on a network, 
and/or a user interface for communicating with one or more 
users. Referring again to FIG. 5, the network communication 
interface 510 is a communication interface having one or 
more communication devices configured to communicate 
with one or more other devices on the network 250, such as 
the transaction machine 300 and the mobile device 400. The 
processing device 520 is typically configured to use the net 
work communication interface 510 to transmit and/or receive 
data and/or commands to and/or from the other devices con 
nected to the network 250. 

0070. As will be appreciated by one of skill in the art, the 
present invention may be embodied as a method (including, 
for example, a computer-implemented process, a business 
process, and/or any other process), apparatus (including, for 
example, a system, machine, device, computer program prod 
uct, and/or the like), or a combination of the foregoing. 
Accordingly, embodiments of the present invention may take 
the form of an entirely hardware embodiment, an entirely 
Software embodiment (including firmware, resident software, 
micro-code, and the like), or an embodiment combining soft 
ware and hardware aspects that may generally be referred to 
herein as a “system.” Furthermore, embodiments of the 
present invention may take the form of a computer program 
product on a computer-readable medium having computer 
executable program code embodied in the medium. 
0071 Any suitable transitory or non-transitory computer 
readable medium may be utilized. The computer readable 
medium may be, for example but not limited to, an electronic, 
magnetic, optical, electromagnetic, infrared, or semiconduc 
tor system, apparatus, or device. More specific examples of 
the computer readable medium include, but are not limited to, 
the following: an electrical connection having one or more 
wires; a tangible storage medium Such as a portable computer 
diskette, a hard disk, a random access memory (RAM), a 
read-only memory (ROM), an erasable programmable read 
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only memory (EPROM or Flash memory), a compact disc 
read-only memory (CD-ROM), or other optical or magnetic 
storage device. 
0072. In the context of this document, a computer readable 
medium may be any medium that can contain, store, commu 
nicate, or transport the program for use by or in connection 
with the instruction execution system, apparatus, or device. 
The computer usable program code may be transmitted using 
any appropriate medium, including but not limited to the 
Internet, wireline, optical fiber cable, radio frequency (RF) 
signals, or other mediums. 
0073 Computer-executable program code for carrying 
out operations of embodiments of the present invention may 
be written in an object oriented, Scripted or unscripted pro 
gramming language. However, the computer program code 
for carrying out operations of embodiments of the present 
invention may also be written in conventional procedural 
programming languages, such as the 'C' programming lan 
guage or similar programming languages. 
0074 Embodiments of the present invention are described 
above with reference to flowchart illustrations and/or block 
diagrams of methods, apparatus (systems), and computer pro 
gram products. It will be understood that each block of the 
flowchart illustrations and/or block diagrams, and/or combi 
nations of blocks in the flowchart illustrations and/or block 
diagrams, can be implemented by computer-executable pro 
gram code portions. These computer-executable program 
code portions may be provided to a processor of a general 
purpose computer, special purpose computer, or other pro 
grammable data processing apparatus to produce a particular 
machine, Such that the code portions, which execute via the 
processor of the computer or other programmable data pro 
cessing apparatus, create mechanisms for implementing the 
functions/acts specified in the flowchart and/or block diagram 
block or blocks. 
0075. These computer-executable program code portions 
may also be stored in a computer-readable memory that can 
direct a computer or other programmable data processing 
apparatus to function in a particular manner. Such that the 
code portions stored in the computer readable memory pro 
duce an article of manufacture including instruction mecha 
nisms which implement the function/act specified in the flow 
chart and/or block diagram block(s). 
0076. The computer-executable program code may also 
be loaded onto a computer or other programmable data pro 
cessing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable apparatus 
to produce a computer-implemented process such that the 
code portions which execute on the computer or other pro 
grammable apparatus provide steps for implementing the 
functions/acts specified in the flowchart and/or block diagram 
block(s). Alternatively, computer program implemented 
steps or acts may be combined with operator or human imple 
mented steps or acts in order to carry out an embodiment of 
the invention. 
0077. As the phrase is used herein, a processor may be 
“configured to perform a certain function in a variety of 
ways, including, for example, by having one or more general 
purpose circuits perform the function by executing particular 
computer-executable program code embodied in computer 
readable medium, and/or by having one or more application 
specific circuits perform the function. 
0078 Embodiments of the present invention are described 
above with reference to flowcharts and/or block diagrams. It 
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will be understood that steps of the processes described 
herein may be performed in orders different than those illus 
trated in the flowcharts. In other words, the processes repre 
sented by the blocks of a flowchart may, in some embodi 
ments, be in performed in an order other that the order 
illustrated, may be combined or divided, or may be performed 
simultaneously. It will also be understood that the blocks of 
the block diagrams illustrated, in some embodiments, merely 
conceptual delineations between systems and one or more of 
the systems illustrated by a block in the block diagrams may 
be combined or share hardware and/or software with another 
one or more of the systems illustrated by a block in the block 
diagrams. Likewise, a device, system, apparatus, and/or the 
like may be made up of one or more devices, systems, appa 
ratuses, and/or the like. For example, where a processor is 
illustrated or described herein, the processor may be made up 
of a plurality of microprocessors or other processing devices 
which may or may not be coupled to one another. Likewise, 
where a memory is illustrated or described herein, the 
memory may be made up of a plurality of memory devices 
which may or may not be coupled to one another. 
0079 While certain exemplary embodiments have been 
described and shown in the accompanying drawings, it is to 
be understood that such embodiments are merely illustrative 
of, and not restrictive on, the broad invention, and that this 
invention not be limited to the specific constructions and 
arrangements shown and described, since various other 
changes, combinations, omissions, modifications and Substi 
tutions, in addition to those set forth in the above paragraphs, 
are possible. Those skilled in the art will appreciate that 
various adaptations and modifications of the just described 
embodiments can be configured without departing from the 
scope and spirit of the invention. Therefore, it is to be under 
stood that, within the scope of the appended claims, the inven 
tion may be practiced other than as specifically described 
herein. 

1. A system for authenticating transactions, comprising: 
a computer apparatus including a processor and a memory; 

and 
a transaction authentication module stored in the memory, 

executable by the processor and configured for: 
receiving a request from a user to complete a first trans 

action; 
determining that the first transaction corresponds to a 

first level of authentication, the first level of authenti 
cation permitting user authentication based at least 
partially on the geographic location of a transaction 
being geographically proximate to a mobile device 
associated with the user; 

receiving geographic location information for a point 
of-transaction associated with the first transaction; 

receiving geographic location information for the 
mobile device associated with the user; 

determining whether the geographic location of the 
point-of-transaction is geographically proximate to 
the geographic location of the mobile device; 

based at least partially on the geographic location of the 
point-of-transaction being geographically proximate 
to the geographic location of the mobile device, deter 
mining that the user has satisfied the first level of 
authentication; and 

based at least partially on the user satisfying the first 
level of authentication, enabling the user to complete 
the first transaction. 
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2. The system according to claim 1, wherein the transaction 
authentication module is configured for: 

after determining that the user has satisfied the first level of 
authentication, receiving a request from a user to com 
plete a second transaction; 

determining that the second transaction corresponds to a 
second level of authentication, the second level of 
authentication permitting user authentication based at 
least partially on receiving authentication credentials 
from the user; 

based at least partially on determining that the second 
transaction corresponds to the second level of authenti 
cation, prompting the user to provide the predefined 
authentication credentials; 

receiving the predefined authentication credentials from 
the user; 

based at least partially on receiving the predefined authen 
tication credentials from the user, determining that the 
user has satisfied the second level of authentication; and 

based the user satisfying the second level of authentication, 
enabling the user to complete the second transaction. 

3. The system according to claim 2, wherein: 
the first transaction comprises initiating an ATM session; 
the second transaction comprises withdrawing or transfer 

ring funds; and 
the predefined authentication credentials comprises a PIN 

number associated with the user. 
4. The system according to claim 1, wherein the transaction 

authentication module is configured for: 
after determining that the user has satisfied the first level of 

authentication, receiving a request from a user to com 
plete a third transaction; 

determining that the third transaction corresponds to the 
first level of authentication; and 

based the user satisfying the first level of authentication, 
enabling the user to complete the third transaction. 

5. The system according to claim 4, wherein: 
the first transaction comprises initiating an ATM session; 

and 
the third transaction comprises viewing an account bal 

aCC. 

6. The system according to claim 1, wherein determining 
whether the geographic location of the point-of-transaction is 
geographically proximate to the geographic location of the 
mobile device comprises determining whether the geo 
graphic location of the mobile device is geographically 
located within a predetermined distance from the geographic 
location associated with the mobile device. 

7. A computer program product for authenticating transac 
tions, comprising a non-transitory computer-readable storage 
medium having computer-executable instructions for: 

receiving a request from a user to complete a first transac 
tion; 

determining that the first transaction corresponds to a first 
level of authentication, the first level of authentication 
permitting user authentication based at least partially on 
the geographic location of a transaction being geo 
graphically proximate to a mobile device associated 
with the user; 

receiving geographic location information for a point-of 
transaction associated with the first transaction; 

receiving geographic location information for the mobile 
device associated with the user; 
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determining whether the geographic location of the point 
of-transaction is geographically proximate to the geo 
graphic location of the mobile device; 

based at least partially on the geographic location of the 
point-of-transaction being geographically proximate to 
the geographic location of the mobile device, determin 
ing that the user has satisfied the first level of authenti 
cation; and 

based the user satisfying the first level of authentication, 
enabling the user to complete the first transaction. 

8. The computer program product according to claim 7. 
wherein the non-transitory computer-readable storage 
medium has computer-executable instructions for: 

after determining that the user has satisfied the first level of 
authentication, receiving a request from a user to com 
plete a second transaction; 

determining that the second transaction corresponds to a 
second level of authentication, the second level of 
authentication permitting user authentication based at 
least partially on receiving authentication credentials 
from the user; 

based at least partially on determining that the second 
transaction corresponds to the second level of authenti 
cation, prompting the user to provide the predefined 
authentication credentials; 

receiving the predefined authentication credentials from 
the user; 

based at least partially on receiving the predefined authen 
tication credentials from the user, determining that the 
user has satisfied the second level of authentication; and 

based the user satisfying the second level of authentication, 
enabling the user to complete the second transaction. 

9. The computer program product according to claim 8. 
wherein: 

the first transaction comprises initiating an ATM session; 
the second transaction comprises withdrawing or transfer 

ring funds; and 
the predefined authentication credentials comprises a PIN 

number associated with the user. 
10. The computer program product according to claim 7. 

wherein the non-transitory computer-readable storage 
medium has computer-executable instructions for: 

after determining that the user has satisfied the first level of 
authentication, receiving a request from a user to com 
plete a third transaction; 

determining that the third transaction corresponds to the 
first level of authentication; and 

based the user satisfying the first level of authentication, 
enabling the user to complete the third transaction. 

11. The computer program product according to claim 10, 
wherein: 

the first transaction comprises initiating an ATM session; 
and 

the third transaction comprises viewing an account bal 
aCC. 

12. The computer program product according to claim 7. 
wherein determining whether the geographic location of the 
point-of-transaction is geographically proximate to the geo 
graphic location of the mobile device comprises determining 
whether the geographic location of the mobile device is geo 
graphically located within a predetermined distance from the 
geographic location associated with the mobile device. 
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13. A method for authenticating transactions, comprising: 
receiving, via a computer processor, a request from a user 

to complete a first transaction; 
determining, via a computer processor, that the first trans 

action corresponds to a first level of authentication, the 
first level of authentication permitting user authentica 
tion based at least partially on the geographic location of 
a transaction being geographically proximate to a 
mobile device associated with the user; 

receiving, via a computer processor, geographic location 
information for a point-of-transaction associated with 
the first transaction; 

receiving, via a computer processor, geographic location 
information for the mobile device associated with the 
user, 

determining, via a computer processor, whether the geo 
graphic location of the point-of-transaction is geo 
graphically proximate to the geographic location of the 
mobile device; 

based at least partially on the geographic location of the 
point-of-transaction being geographically proximate to 
the geographic location of the mobile device, determin 
ing, via a computer processor, that the user has satisfied 
the first level of authentication; and 

based the user satisfying the first level of authentication, 
enabling, via a computer processor, the user to complete 
the first transaction. 

14. The method according to claim 13, comprising: 
after determining that the user has satisfied the first level of 

authentication, receiving a request from a user to com 
plete a second transaction; 

determining that the second transaction corresponds to a 
second level of authentication, the second level of 
authentication permitting user authentication based at 
least partially on receiving authentication credentials 
from the user; 
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based at least partially on determining that the second 
transaction corresponds to the second level of authenti 
cation, prompting the user to provide the predefined 
authentication credentials; 

receiving the predefined authentication credentials from 
the user; 

based at least partially on receiving the predefined authen 
tication credentials from the user, determining that the 
user has satisfied the second level of authentication; and 

based the user satisfying the second level of authentication, 
enabling the user to complete the second transaction. 

15. The method according to claim 14, wherein: 
the first transaction comprises initiating an ATM session; 
the second transaction comprises withdrawing or transfer 

ring funds; and 
the predefined authentication credentials comprises a PIN 

number associated with the user. 
16. The method according to claim 13, comprising: 
after determining that the user has satisfied the first level of 

authentication, receiving a request from a user to com 
plete a third transaction; 

determining that the third transaction corresponds to the 
first level of authentication; and 

based the user satisfying the first level of authentication, 
enabling the user to complete the third transaction. 

17. The method according to claim 16, wherein: 
the first transaction comprises initiating an ATM session; 

and 
the third transaction comprises viewing an account bal 

aCC. 

18. The method according to claim 13, wherein determin 
ing whether the geographic location of the point-of-transac 
tion is geographically proximate to the geographic location of 
the mobile device comprises determining whether the geo 
graphic location of the mobile device is geographically 
located within a predetermined distance from the geographic 
location associated with the mobile device. 
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