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(57) ABSTRACT 

This invention provides a method for identifying a purchaser 
who purchased content from which an illegal copy was 
produced. A provider System encrypts a content purchased 
by the purchaser using a public key of a purchaser System 
and sends the encrypted content to the purchaser System. 
The purchaser System creates a digital signature of the 
content with the use of a private key of its own and embeds 
the created digital Signature into the received content. When 
an illegal copy is found, the provider System verifies the 
digital Signature, embedded in the illegal copy as a digital 
watermark, to identify the purchaser who purchased the 
content from which the illegal copy was produced. 
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DIGITAL DATA AUTHENTICATION METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. The present application is a continuation of appli 
cation Ser. No. 09/621,697, filed Jul. 21, 2000; which is a 
continuation of application Ser. No. 09/090,419, filed Jun. 4, 
1998, now U.S. Pat. No. 6,131,162 and is related to appli 
cation Ser. No. 09/385,638, filed Aug. 27, 1999, entitled 
“Method of Generating Authentication Enabled Electronic 
Data”, by Y. Nagai et al; and application Ser. No. 09/371, 
526, filed Aug. 10, 1999, entitled “Method of Appending 
Information to Image and Method of Extracting Information 
from Image”, by H. Yoshiura et al. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. This invention relates to technology which authen 
ticates the relation between digital data and an individual/ 
organization. 

0004 2. Description of Related Art 
0005. As the information Society has evolved recently, 
more and more digital data is used instead of traditional 
printed matter as communication media. Digital data is 
Sometimes Sold as a valuable commodity. 
0006. In the information Society like this, some means are 
necessary to authenticate the relation between digital data 
and an individual/organization in order to prevent crimes or 
malicious actions including illegal copying, illegal alter 
ation, and illegal use of digital data. For example, to check 
that digital data has been provided by an authentic organi 
Zation, Some means are necessary to authenticate the relation 
between the digital data and the authentic organization. 
Similarly, to check the Source of digital data or to check the 
individual or organization owning the right to digital data, 
Some means are necessary to authenticate the relation 
between the digital data and an individual or an organiza 
tion. 

0007 Conventionally, a technique known as a digital 
Signature has been used to authenticate the relation between 
digital data and an individual/organization. 

0008. As described in “ANGO RIRON NYIJMON 
(Introduction to Cryptography)", pages 133-137, Kyoritsu 
Shuppan Co., Ltd. 1993, the digital Signature technique, 
developed to prove the correctness of documents, combines 
public key cipher technology with one-way functions. In this 
technology, a pair of keys, a private key S and a public key 
V which satisfy g (f (n, S) V)=n and f(g (n, V), S)=n, is 
created first, where n represents data, and f and g represent 
functions. These formulae mean that data encrypted with the 
private key S may be decrypted by with the public key V and 
that, conversely, data encrypted with the public key V may 
be decrypted with the private key S. It should also be noted 
that it is virtually impossible to find the private key S from 
the public key V. 
0009. Once the private key S and the public key V are 
created, the creator passes the public key V to a partner and 
holds the private key Sprivately. 
0.010 When the key creator sends data to the partner, the 
creator passes data to which a digital signature is attached. 
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This digital signature is created by evaluating data with a 
predetermined one-way function and then encrypting the 
resulting evaluation value with the private key S. 

0011. The one-way function described above can calcu 
late an evaluation value from data, but it is impossible to 
Virtually calculate the original data from the evaluation 
value. In addition, it is necessary for the one-way function 
used in creating a digital signature to return a unique bit 
String for each piece of unique data; that is, the probability 
of the function returning the same bit String to two or more 
pieces of data must be very Small. An example of Such 
functions is a one-way hash function which evaluates data 
and returns a bit String as the evaluation value of the data. 
The evaluation value h(D) calculated by the one-way hash 
function is called the hash value of D, where h is the 
one-way hash function and D is data. 

0012. Upon receiving data to which a digital signature is 
attached, the receiving partner evaluates the data with the 
one-way function to obtain an evaluation value and then 
checks if the evaluation value matches the value generated 
by decrypting the digital Signature using the public key V. 
When they match, it is verified that the digital signature was 
created by the holder of the private key S corresponding to 
the public key V and that the digital Signature is for the data 
that was received. 

0013 The technique described in “Applied Cryptogra 
phy”, John Wilsy & Sons, Inc. (1996), pp.39-41, is known 
as a technique for creating digital signatures for use by a 
plurality of perSons that are attached to one piece of data. 

0014 When this technique is used, not all signature 
creators need to generate the hash value of data to create a 
digital Signature; and instead, each of the Second and Sub 
Sequent Signature creators calculates the hash value of the 
digital Signature of the immediately-preceding creator to get 
his or her digital Signature. That is, the first signature creator 
calculates the hash value of data and then encrypts the 
resulting hash value with his or her own private key to get 
a digital signature, as described above. The Second creator 
encrypts the hash value of the first creator's digital Signature 
with his or her own private key to get a digital Signature. 
This is repeated for the Subsequent Signature creators. That 
is, the n-th creator encrypts the hash value of the (n-1)th 
creator's digital Signature with his or her own private key to 
obtain a digital signature. 

0015. In this case, the digital signatures created by n 
Signature creators are verified as follows. 
0016. The final digital signature is decrypted by the 
public key of the final (n-th) Signature creator, the decrypted 
digital Signature is then decrypted by the public key of the 
(n-2)th signature creator, 5 and So on, until the digital 
Signature of the first Signature creator is decrypted. If the 
result obtained by decrypting the Signature by the public key 
of the first signature creator matches the hash value of the 
original data, it is determined that the digital signature was 
created by n signature creators each having his or her own 
public key and that the digital Signature corresponds to the 
data. However, when the Sequence in which the Signature 
creators created Signatures is not known, this technique 
requires that the above process be performed for the number 
of times generated by permutating all Signature creators. 
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0.017. Also available for authenticating the relation 
between digital data and an individual/organization is a 
technique known as a digital watermark. 
0018) As described in Nikkei Electronics (1997), No. 
683, pp. 99-107, this technique embeds management infor 
mation, Such as copyright information, into image data 
itself. 

0019. The digital watermark technique has the following 
features. Embedded data is not usually Seen when image 
data containing that embedded information is displayed and, 
in addition, the image data itself displayed on a Screen is 
almost not affected by the embedded information. Removing 
only the embedded information is difficult and, if the embed 
ded information is removed accurately, the picture quality of 
the image data is significantly degraded. In general, even 
when the image data is compressed, embedded information 
may be restored to Some extent. 
0020 Adigital watermark technique which enables infor 
mation to be embedded, not into image data, but into text 
data, drawing data (graphic data), and audio data has also 
been proposed. 

0021. In Nikkei Electronics (1997), No. 683, pp. 99-107, 
a technique using Such digital watermark for preventing the 
illegal copy of contents, which are composed of digital data 
Such as image data, is also described. 
0022. This technique embeds the identification of the 
contents purchaser into the contents in the form of a digital 
watermark. When illegally copied contents are seized, the 
embedded information is extracted to identify the perSon 
(that is, the purchaser) who produced the illegal copy. 
0023 The basic procedure for embedding purchaser's 
identification information is as follows: 

0024 (1) The provider (contents provider) assigns a 
unique number to a contents purchaser. 

0.025 (2) The provider embeds the number of the 
contents purchaser into the contents in the form of a 
digital watermark. 

0026 (3) When illegally-copied contents are found 
and Seized, the provider or inspection division extracts 
the number from the contents to identify the purchaser. 

0027 (4) The penalty is imposed on the purchaser for 
illegal copy or for lending the contents to a perSon who 
produced the illegal copy. 

0028 Recently, a WWW (World Wide Web) system, 
composed of a WWW server program and a browser pro 
gram, has become popular as means for providing and 
Sending information to a plurality of users over an open 
network such as the Internet. As this type of WWW system 
has become widely used, it has become necessary to be able 
to authenticate the relation between a Web page, which 
contains digital data made available on a WWW server, and 
an individual/organization in order to prevent crimes or 
malicious actions from occurring through the illegal use of 
the WWW system. For example, when a Web page is 
guaranteed by Some authentic organization, it is necessary to 
be able to authenticate the relation between the Web page 
and the organization to allow the user to make Sure that the 
Web page is truly guaranteed. Similarly, to check the indi 
vidual's or organization right to a Web page creator or a 
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Web page, the relation between the Web page and the 
individual or organization must be able to be authenticated. 

0029. As described in the April 1996 issue of “OPEN 
DESIGN" (published by CQ Publishing Co., Ltd. Issuer: 
Ryoji Gamou), pp. 4-22 and pp. 40-78, a WWW system 
features not only the easy-to-operate graphical user interface 
(GUI) but also the usability which allows the user to 
reference related information linked by hypertext. This 
WWW system has contributed to the fast growth of the 
Internet. 

0030) The outline of a WWW system introduced by the 
publication is as follows: 
0031) The WWW system is composed of at least one 
WWW server on which a WWW server program for pub 
lishing information runs and at least one client terminal on 
which a browser program for browsing published informa 
tion runs. Data is transferred between the WWW server and 
the client terminal via the communication protocol called 
HTTP (HyperText Transfer Protocol). 
0032) To publish information on the WWW server, a 
Server user must create a Web page containing data to be 
published. This page contains text data, image data, audio 
data, Video data, and link data to other Web pages, all 
interconnected using a structure description language called 
HTML (Hyper Text Markup Language). Then, the user 
stores this Web page in a location (directory) in the WWW 
Server So that it may be accessed from other computers 
(client terminals or other WWW servers). 
0033) To browse a published Web page from a client 
terminal using a browser program, a terminal user must type 
the URL (Universal Resource Locator) of the Web page. 
Then, the Web page is sent from the WWW server to the 
client terminal. The text data, image data, and Video data of 
the Web page are displayed on the client terminal Screen. 
Audio data, if included in the page, is produced from the 
Speaker connected to the client terminal. 

0034) The recent trend is that the WWW system like this 
is used not only as the communication means but also in 
business. One Such application is an electronic commerce 
System which provides the user with information on goods 
using this WWW system. 

0035. The overview of this electronic commerce system 
is described in “JYOHOSHORI (Information Processing), 
No. 9 of volume 38”, pp. 752-810 (Issuer: Kouji lizuka, 
Published by Jyohoshori Gakkai (Information Processing 
Society of Japan)). 

0036) The electronic commerce system described in the 
above-mentioned publication not only provides the user with 
information on goods but also Settles accounts with the use 
of the cryptography technology, Such as common key cipher 
and public key cipher, and the authentication technology 
Such as digital Signatures. In this System, many Settlement 
methods, including bank Settlements, credit card Settle 
ments, or electronic money Settlements, are used. 

0037. In such an electronic commerce system, most ven 
dors include into their web pages the image data, Such as the 
logos of credit card companies, to allow the user to instantly 
Select one of various payment methods. This is similar to a 
real-world (not a virtual world Such as the Internet) store 
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where the logos of the credit card companies are put up on 
the counter or in the show window. 

0.038. Sometimes, a Web page may also contain image 
data, Such as logo marks indicating the Web page creator or 
an authentic individual or organization which has authorized 
the Web page, to allow a Web page user to instantly ascertain 
who has created the Web page or that the Web page has been 
authorized by the authentic individual or organization. 
0.039 The above-described digital watermark technology 
has the following problems. 

0040 First, the relation between information embedded 
as a digital watermark and an individual/organization indi 
cated by the embedded information is not always guaran 
teed. That is, it cannot be always Said that the information 
embedded in the digital data indicates the relation between 
the individual/organization and the digital data correctly. 
0041. For example, with the illegal copy prevention 
technique described above, a number embedded in the 
illegally-copied contents cannot always be used as a proof 
that the illegally-copied contents were purchased by the 
purchaser corresponding to that number. That is, because the 
number was given by the provider one-sidedly, the purchaser 
may insist that the number found in the copy is not the one 
assigned to him or her. 
0042. In the case of the Web page described above, there 
is a possibility of an illegal user forging information to 
pretend to be Some other user and embedding it as a digital 
watermark or alternatively he may pretend that the infor 
mation is guaranteed by an authentic organization. 
0.043 Second, the relation between digital data and an 
individual/organization indicated by the information embed 
ded as a digital watermark is not guaranteed. 
0044) For example, in the illegal copy prevention tech 
nique described above, there is no proof that a purchaser's 
number is embedded correctly in the content purchased by 
the purchaser. In other words, there is a possibility that a 
person other than the purchaser (for example, a person at the 
provider) has mistakenly or maliciously embedded the pur 
chaser's number in a content not purchased by the purchaser. 
0.045. In the case of the Web page described above, there 
is a possibility of an illegal user extracting a digital water 
mark, embedding it in a Web page by an individual/organi 
Zation, and embedding it in his/her Web page to pretend to 
be the legal purchaser or to pretend that his/her page is 
guaranteed by an authentic organization. 
0046) Third, when there are many copyright holders for 
a single content with much copyright information that must 
be embedded in it with the use of the digital watermark 
technique, the quality of the content (image quality when the 
content is image data) is significantly degraded. 
0047 Fourth, the digital watermark technology is not 
Suitable for digital data, Such as a Web page, containing 
Several types of data. For example, when the technology is 
used for digital data containing text data, drawing data, and 
image data, each type of data must be processed Separately. 
0.048. On the other hand, the digital signature technique 
is cumberSome because digital data as well as the digital 
Signatures associated with the digital data must be managed 
as a pair. In addition, digital signatures, which can be 
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Separated from digital data much easier than digital water 
marks, cannot be used for preventing illegal copies. 
0049 Another problem with digital watermarks and digi 
tal Signatures is that, because they are invisible, the digital 
data user cannot immediately understand the relation 
between digital data indicated by digital watermarks or 
digital signatures and an individual/organization. 
0050 For example, digital watermarks and digital signa 
tures do not present the user with information on the relation 
between a Web page and an individual/organization in the 
Same way as a Web page including logo marks as image data 
does. This means that digital watermarks and digital Signa 
tures do not directly guarantee that the relation between 
digital data indicated by digital watermarks or digital Sig 
natures and an individual/organization corresponds to the 
relation between digital data presented directly to the user 
and the individual/organization. 

0051. On the other hand, a logo mark added to a Web 
page is image data. Therefore, it cannot be authenticated that 
the Web page actually contains data that is indicated by the 
relation between the logo mark and an individual/organiza 
tion. 

0052 Take the logo mark of a credit card company for 
example. Imagine that an illegal user copies the logo mark 
of a credit card company from the Web page of a legal agent 
of the company, pastes it into an appropriate location of the 
Web page of the agent owned by the illegal user, and then 
stores the Web page in the WWW server so that any 
computer may access it. In this case, a consumer may judge, 
from the logo mark of the credit card company contained in 
the Web page of the agent owned by the illegal user, that the 
agent is legal and may send data necessary for Settlement, 
Such as a credit card number, to that WWW server. As a 
result, the illegal user is able to obtain the credit number of 
the consumer illegally and make an illegal profit. 

SUMMARY OF THE INVENTION 

0053. In view of the foregoing, it is an object of this 
invention to provide a technique which authenticates the 
relation between digital data and an individual/organization 
more reliably. It is another object of this invention to provide 
a technique which directly presents the user with digital 
information on an individual/organization associated with 
digital data Such that the relation between the digital infor 
mation and the individual/organization corresponds to the 
relation between the digital data itself and the individual/ 
organization. 
0054) To achieve the above objects, a method according 
to this invention is an embed-in-content information pro 
cessing method for processing information embedded in a 
content using an electronic computer. The method includes 
the Steps of creating cryptographic information by encrypt 
ing Specific data using a private key in accordance with a 
public key cipher System used by content-handling perSons, 
and embedding the created cryptographic information into 
the content Such that the cryptographic information cannot 
be separated from the content without using a predetermined 
rule. 

0055. Here, the description that the cryptographic infor 
mation cannot be separated from the content without using 
the predetermined rule means that, when the predetermined 
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rule is not used, the cryptographic information cannot be 
Separated by a method other than the trial-and-error method. 
0056. In this method, the cryptographic information is 
extracted from the content containing the cryptographic 
information for use in decrypting with the use of a public 
key paired with the private key used by the content handling 
perSons, and then the decrypted result is verified to check if 
it matches the Specific data. If the content in which the 
cryptographic information is embedded is an illegal copy, 
the content-handling perSon of the content from which the 
illegal copy was created may be identified. 

0057. In this case, this determination is made by verify 
ing information embedded in the illegal copy, wherein the 
information depends on the private key known only to the 
content-handling perSon of the content and may be created 
only by the content-handling perSon of the content. This 
makes clear the correspondence between the information 
embedded in the illegal copy and the content-handling 
perSon of the content from which the illegal copy was 
created. 

0.058. The cryptographic information embedded in the 
content may be value dependent on the content into which 
the cryptographic information to be embedded. For example, 
the value may be a digital Signature generated by encrypting 
the hash value of the content. This value makes even clearer 
the correspondence between the information embedded in 
the illegal copy and the content-handling perSon of the 
content from which the illegal copy was created. 

0059) To achieve the above object, this invention is an 
embed-in-content information processing method for 
embedding information on k (k is an integer equal to or 
larger than 2) content-handling persons using an electronic 
computer. The method includes the Steps of embedding a 
digital Signature into the content Such that the digital Sig 
nature cannot be separated from the content without using a 
predetermined rule, the digital Signature being created by 
encrypting an n-bit hash Value using a private key in 
accordance with a public key cipher System used by a first 
content handling perSon, the n-bit hash value being obtained 
by evaluating the content with a first hash function; and 
Sequentially repeating digital signature embedding for a 
Second person to a k-th content-handling perSon, wherein, 
for an i-th content-handling person (i is an integer between 
2 and k), the content into which the digital signatures of the 
first to an (i-i) content-handling persons are embedded is 
evaluated with a Second hash function, wherein a resulting 
n/2-bit hash value is encrypted using the private key of the 
i-th content-handling person to generate the digital Signature 
of the i-th content-handling perSon, and wherein the digital 
Signature of the i-th content-handling perSon is embedded 
into the content in which the digital Signatures from the first 
to the (i-i)th persons are already embedded Such that the 
digital Signature of the i-th content-handling perSon cannot 
be separated from the content without using a predetermined 
rule. 

0060. This method allows the k person's digital signa 
tures to be embedded into the content using n+(k-1).n/2 bits, 
with little effect on the security. 

0061 This invention is also an embed-in-content infor 
mation processing method for embedding information on k 
(k is an integer equal to or larger than 2) content-handling 
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perSons using an electronic computer. The method includes 
the Steps of creating a digital signature of a first content 
handling perSon by encrypting a hash value using a private 
key in accordance with a public key cipher System of the first 
content-handling perSon, the hash value being created by 
evaluating the content with a first hash function; Sequentially 
repeating digital signature creation for a Second person to a 
k-th content-handling perSons to create the digital signatures 
of the content handling perSons, and embedding the digital 
Signature of the k-th content handling perSon into the content 
Such that the digital Signature cannot be separated from the 
content without using a predetermined rule, the digital 
Signature being obtained by performing the digital Signature 
creation for the k-th content-handling perSon, wherein, dur 
ing the digital Signature creation processing for an i-th 
content-handling person (i is an integer between 2 and a 
value dependent on the digital signature of the (i-)th content 
handling perSon is encrypted using the private key of the i-th 
content-handling person to generate the digital Signature of 
the (i-1)th content-handling person. According to the 
embed-in-content information processing method, when the 
value determined by the value of the digital Signature is n 
bits long, embedding only n-bit data into the content enables 
information for verifying k content-handling perSons to be 
embedded into the content. 

0062) To achieve the above object, this invention is an 
information authentication method managed by a manager 
trusted by both an information publisher and an information 
browser, wherein the information publisher adds multimedia 
data to information published by the information publisher 
in Such a way that the multimedia data may be validated and 
wherein the information browser checks the validity of the 
information according to whether or not the multimedia data 
is validated. 

0063. In this method, the information is validated, for 
example, by the manager, who is contacted by all partici 
pants, validating multimedia data added to the information. 
0064. More specifically, a user who browses a Web page 
determines its validity according to whether the manager 
authenticates the validity of the image data pasted in the Web 
page, that is, whether the image data is valid, and whether 
the manager authenticates the fact that the image data is 
pasted in the Web. 

0065. In this method, when the multimedia data is vali 
dated, the information may be presented to the information 
browser as necessary. For example, when the image data is 
determined to be valid in the above Web page, the informa 
tion may be filtered so that the Web page may be displayed. 

0066. To achieve the above objects, this invention pro 
vides a method for creating authenticatable digital data 
including authentication data for authenticating the digital 
data using an electronic computer. The method includes the 
Steps of generating mark data recognizable by a user when 
the user uses the digital data; generating watermark-embed 
ded mark data wherein Specific information is embedded as 
a digital watermark into the mark data; and including the 
watermark-embedded mark data into the digital data to 
generate the authenticatable digital data. 

0067. In this method, the specific information may be a 
hash value generated by evaluating the digital data with a 
predetermined hash function. 
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0068 The specific information may also be a digital 
Signature generated by encrypting an evaluation value, gen 
erated by evaluating the digital data with a predetermined 
function, with a private key according to predetermined 
public key cipher. 
0069. According to those methods, the mark may be 
validated with the information embedded in the watermark 
embedded mark data. The hash value embedded as the 
digital watermark may be used to authenticate that the mark 
is given to the digital data. The digital Signature embedded 
as the digital watermark may be used to authenticate the 
validity of an individual/organization which guarantees the 
mark. 

0070 This invention also provides a plurality of systems 
for realizing the methods. 
0071 For example, this invention provides a content 
distribution System comprising a distribution System output 
ting a content to be distributed and a content receiving 
system receiving the distributed content. The distribution 
System includes encrypting apparatus for encrypting a con 
tent to be distributed and wherein the receiving System 
includes decrypting apparatus for decrypting a distributed 
content, Signature creating apparatus for creating crypto 
graphic information by encrypting Specific data using a 
private key in accordance with a public key cipher System 
used by a user of the receiving System; and Signature 
embedding apparatus for embedding the created crypto 
graphic information into the content Such that the crypto 
graphic information cannot be separated from the content 
without using a predetermined rule. 
0.072 This invention also provides a content distribution 
System wherein the decrypting apparatus, the Signature 
creating apparatus, and the Signature embedding apparatus 
are configured Such that decrypting cannot be performed by 
the decrypting apparatus before the cryptographic informa 
tion is created and embedded by the Signature creating 
apparatus and the Signature embedding apparatus and 
wherein it is difficult to modify the receiving system such 
that decrypting is performed by the decrypting apparatus 
before the cryptographic information is created and embed 
ded by the Signature creating apparatus and the Signature 
embedding apparatus, respectively. 

0073. This invention also provides a content distribution 
System wherein the encrypting apparatus of the distribution 
System encrypts the content using the public key of the user 
of the receiving System and the decrypting apparatus of the 
receiving System decrypts the content encrypted using the 
private key of the user of the distribution system. 
0.074 These content distribution systems may have a 
Verification System comprising Signature extracting appara 
tus for extracting cryptographic information from the con 
tent in which cryptographic information is embedded and 
Signature verifying apparatus for Verifying that a result 
obtained by decrypting the extracted cryptographic infor 
mation using a public key used by content-handling perSons 
matches the Specific data. 
0075. In these content distribution systems, the signature 
creating apparatus of the receiving System may use infor 
mation containing a decrypted-content-dependent value as 
the Specific data and may use a digital Signature which the 
receiving System user has for the content as the crypto 
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graphic information, the digital Signature being generated by 
encrypting the Specific data using the private key in accor 
dance with the public key cipher System used by the receiv 
ing System user. 
0076. This invention also provides a data processing 
System used to attach a signature to a content. This System 
includes digital signature creating apparatus for calculating 
a hash value by evaluating the content with a hash function 
and then encrypting the calculated hash value with a private 
key of a user of the data processing System in accordance 
with the public key cipher System used by the user to 
generate a digital Signature, and digital watermark creating 
apparatus for embedding the created digital Signature into 
the content as a digital watermark. 
0077. This invention also provides a system including a 
generation System which generates authenticatable digital 
data and an authentication System which authenticates 
authenticatable digital data, wherein the generation System 
includes apparatus for generating mark data recognizable by 
a user when a user uses the digital data; apparatus for 
generating watermark-embedded mark data into which spe 
cific information is embedded as a digital watermark, and 
apparatus for including the watermark-embedded mark data 
into the digital data to generate the authenticatable digital 
data and wherein the authentication System includes appa 
ratus for extracting the mark data from the authenticatable 
digital data; apparatus for extracting from the extracted mark 
data the predetermined information included as the digital 
watermark, and apparatus for authenticating the digital data 
based on the extracted information. 

0078 More specifically, the authenticatable digital data is 
a Web page containing mark data. Based on the information 
embedded in the mark data as the digital watermark, the 
authentication System authenticates the Web page as well as 
the contents output by the mark data when the Web page is 
browsed. In this case, note that the individual/organization 
which generates the authenticatable digital data need not be 
the individual/organization which publishes this Web page. 
In this case, the individual/organization, which generates the 
Web page containing the authenticatable digital data accord 
ing to a request from the individual/organization which 
publishes the Web page, may also create that Web page. 
0079. This invention also provides a recording medium 
including therein a program to be run by an electronic 
computer to execute the methods described above. 
0080 For example, this invention provides a computer 
readable medium having Stored therein a program which 
causes an electronic computer to perform a program includ 
ing the Steps of generating mark data recognizable by a user 
when the user uses the digital data; generating watermark 
embedded mark data into which specific information is 
embedded as a digital watermark, and including the water 
mark-embedded mark data into the digital data to generate 
the authenticatable digital data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0081 FIG. 1 is a block diagram showing the configura 
tion of a content distribution System used in a first embodi 
ment of this invention. 

0082 FIG. 2 is a block diagram showing the configura 
tion of a provider System and a purchaser System used in the 
first embodiment of this invention. 
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0.083 FIG. 3 is a diagram showing the general configu 
ration of an electronic computer System used in the first 
invention of this invention. 

0084 FIG. 4 is a flowchart showing the processing steps 
of content distribution of the first embodiment of this 
invention. 

0085 FIG. 5 is a flowchart showing the processing steps 
of content distribution of the first embodiment of this 
invention. 

0.086 FIG. 6 is a flowchart showing the processing steps 
of content distribution of the first embodiment of this 
invention. 

0.087 FIG. 7 is a block diagram showing the configura 
tion of a Second content distribution System used in a Second 
embodiment of this invention. 

0088 FIG. 8 is a block diagram showing the configura 
tion of a provider System and a right-holder System used in 
the second embodiment of this invention. 

0089 FIG. 9 is a diagram showing the outline configu 
ration of an authentication System of a fourth embodiment of 
this invention. 

0090 FIG. 10 is a block diagram showing the hardware 
configuration of a consumer terminal used in the fourth 
embodiment of this invention. 

0.091 FIG. 11 is a block diagram showing the hardware 
configuration of a vendor terminal used in the fourth 
embodiment of this invention. 

0092 FIG. 12 is a block diagram showing the hardware 
configuration of a WWW server used in the fourth embodi 
ment of this invention. 

0093 FIG. 13 is a block diagram showing the hardware 
configuration of a management Server used in the fourth 
embodiment of this invention. 

0094 FIG. 14 is a flowchart showing the operation of the 
authentication system used in the fourth embodiment of this 
invention. 

0.095 FIG. 15 is a diagram showing the contents of the 
mark management DB used in the fourth embodiment of this 
invention. 

0.096 FIG. 16 is a block diagram showing the outline 
configuration of an authentication System used in the fifth 
embodiment of this invention. 

0097 FIG. 17 is a block diagram showing the hardware 
configuration of a consumer terminal used in the fifth 
embodiment of this invention. 

0.098 FIG. 18 is a block diagram showing the hardware 
configuration of a mark management Server used in the fifth 
embodiment of this invention. 

0099 FIG. 19 is a flowchart showing the operation of the 
authentication system used in the fifth embodiment of this 
invention. 

0100 FIG. 20 is a diagram showing the contents of the 
mark management DB used in the fifth embodiment of this 
invention. 
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0101 FIG. 21 is a flowchart showing the operation of a 
mark management Server used in a sixth embodiment of this 
invention. 

0102 FIG. 22 is a flowchart showing the operation of a 
consumer terminal used in the Sixth embodiment of this 
invention. 

0.103 FIG. 23 is a flowchart showing the operation of a 
mark management Server used in a Seventh embodiment of 
this invention. 

0104 FIG. 24 is a flowchart showing the operation of a 
consumer terminal used in the Seventh embodiment of this 
invention. 

0105 FIG. 25 is a block diagram showing the hardware 
configuration of the consumer terminal used in the eighth 
embodiment of this invention. 

0106 FIG. 26 is a block diagram showing the hardware 
configuration of a mark management Server used in the 
eighth embodiment of this invention. 
0107 FIG. 27 is a block diagram showing the hardware 
configuration of a Vendor terminal used in the eighth 
embodiment of this invention. 

0108 FIG. 28 is a flowchart showing the operation of a 
mark management Server used in the eighth embodiment of 
this invention. 

0109 FIG. 29 is a flowchart showing the operation of a 
consumer terminal used in the eighth embodiment of this 
invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0110. The following describe some embodiments of this 
invention. 

0111 First, a first embodiment, a second embodiment, 
and a third embodiment which authenticate the relation 
between digital data and an individual/organization more 
reliably are described. 

0112 First, the first embodiment will be described. 
0113. The first embodiment explains an example of 
authentication of the relation between digital data and an 
individual/organization. More specifically, the embodiment 
explains an example of authentication of the relation 
between a content, one type of digital data, and a content 
purchaser, one type of individual/organization, in order to 
prevent the content from being copied illegally. However, it 
should be noted that the individual/organization need not 
always be a content purchaser. Depending upon the situation 
in which this embodiment is used, the first embodiment may 
be modified Such that the individual/organization is a con 
tent copyright holder, a content vendor, a content wholesaler, 
or Some other related perSon. In addition, in this embodi 
ment and in the second and third embodiment that will be 
described later, the content is assumed to be image data. 
These embodiments may also be modified so that the content 
may contain other types of data, Such as text data, drawing 
data, audio data, or Video data. 

0114 FIG. 1 shows the configuration of a content dis 
tribution system used in this embodiment. 
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0115. As shown in the figure, the content distribution 
System comprises a plurality of provider Systems 100, each 
distributing digital data contents, and a plurality of pur 
chaser systems 200 each receiving distributed contents. 
0116 Contents and other types of information are trans 
ferred between the provider systems 100 and the purchaser 
systems 200 over a network 10 which the provider systems 
100 and the purchaser systems 200 are connected. However, 
the network 10 is not always necessary. 
0117 Contents and other types of information, stored on 
a Storage medium Such as a floppy disk, may also be 
transported or mailed between the provider system 100 and 
the purchaser system 200. 
0118 FIG. 2 shows the configuration of the provider 
system 100 and the purchaser system 200. 
0119) As shown in the figure, the provider system 100 
comprises a processing module 110 and a storage module 
120. The processing module 110 comprises an input/output 
module 111 which performs input/output operations, a con 
trolling module 112 which controls the components of the 
provider system 100, a signature extracting module 113 
which extracts a digital Signature from a content containing 
the digital Signature, a signature verifying module 114 which 
Verifies a digital signature, an encrypting module 115 which 
encrypts a content, and a Sending/receiving module 116 
which sends or receives data to or from each purchaser 
system 200. The storage module 120 stores contents 121 and 
verification keys 122. Note that the verification key 122 
corresponds to the public key explained in 

0120 Description of Related Art 
0121. As shown in figure, the purchaser system 200 
comprises a processing module 210 and a storage module 
220. The processing module 210 comprises an input/output 
module 211 which performs input/output operations, a con 
trolling module 212 which controls the components of the 
purchaser System 200, a Sending/receiving module 213 
which Sends or receives data to or from the provider System 
100, a decrypting module 214 which decrypts an encrypted 
content, a Signature generating module 215 which generates 
a digital Signature, a signature embedding module 216 
which embeds a digital Signature into a content, and a key 
generating module 217 which creates a signature key (pri 
vate key) and a verification key (public key). The Storage 
module 220 Stores Signature key 221 and Signature-embed 
ded contents 222. Note that the signature key 221 corre 
sponds to the private key explained in DeScription of 
Related Art. 

0122). As shown in FIG. 3, the provider system 100 and 
the purchaser system 200 may be built into an electronic 
computer System with a Standard configuration where a CPU 
301, main storage 302, an external storage unit 303b which 
is a hard disk, an external Storage unit 303a which is not a 
hard disk, a communication control unit 304, an input unit 
305 Such as a keyboard or a pointing device, and an output 
device 306 Such as a display unit are provided. 
0123 The processing module 110 of the provider system 
100 and the components of the processing module 110 are 
processes implemented in the electronic computer System 
when the CPU 301 executes a program loaded into the main 
storage 302. In this case, the main storage 302 and the 
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external storage units 303a and 303b are used as the storage 
module 120 of the provider system 100. Similarly, the 
processing module 210 of the purchaser system 200 and the 
components of the processing module 210 are processes 
implemented in the electronic computer System when the 
CPU 301 executes a program loaded into the main storage 
302. In this case, the main storage 302 and the external 
storage units 303a and 303b are used as the storage module 
220 of the purchaser system 200. 
0.124. A program for creating the provider system 100 
and the purchaser System 200 in an electronic computer 
system is loaded into the main storage 302 for execution by 
the CPU 301. The program is pre-recorded on the external 
Storage unit 303b and is loaded, as necessary, into the main 
storage 302 for execution by the CPU 301. Alternatively, the 
program is prerecorded on a portable recording medium 307 
such as a CD-ROM disc and is loaded directly, as necessary, 
via the external storage unit 303a for execution by the CPU 
301. It is also possible that the program is installed from the 
portable recording medium 307 via the external storage unit 
303a used for portable recording medium onto the external 
storage unit 303b Such as a hard disk and is loaded, as 
necessary, into the main Storage 302 for execution by the 
CPU 301. 

0.125 The following explains in detail a sequence of 
operations of the provider system 100 and the purchaser 
system 200 in time sequence, from content distribution to 
illegal copy detection. First, before a content is distributed, 
the key generating module 217 generates a Signature key and 
a verification key under control of the controlling module 
212 of the purchaser system 200. These keys are generated 
in the same way as the conventional private key and public 
key. In the following description, the private key is called the 
Signature key, and the public key is called the Verification 
key. 
0126) Next, the key generating module 217 stores the 
generated Signature key in the Storage module 220 and, at 
the same time, passes the generated verification key to the 
controlling module 212. Upon receiving the Verification key, 
the controlling module 212 Sends it to the provider System 
100 via the sending/receiving module 213. In the provider 
system 100, the verification key is received by the sending/ 
receiving module 116 and is Stored in the Storage module 
120. 

0127. After the above operation, the provider system 100 
sends a content to the purchaser system 200 as follows. 
0128. The controlling module 112 works with the input/ 
output module 111 to accept the content to be distributed and 
stores it in the storage module 120. Then, as shown in FIG. 
4, the controlling module 112 controls the encrypting mod 
ule 115 to encrypt the stored content 121 with the use of the 
verification key 122 stored in the storage module 120 (step 
401) and sends the encrypted content to the purchaser 
system 200 via the sending/receiving module 116 (step 402). 
0129. The purchaser system 200 performs the following 
operation when it 25 receives the encrypted content. 
0130. As shown in FIG. 5, the controlling module 212 
tells the decrypting module 214 to decrypt the encrypted 
content, received by the Sending/receiving module 213, 
using the Signature key Stored in the Storage module 220 
(step 501) and then asks the signature generating module 
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215 to generate the digital Signature of the decrypted content 
using the Signature key Stored in the Storage module 220 
(step 502). 
0131) To generate the digital signature, the signature 
generating module 215 calculates the 160-bit hash value of 
the decrypted content using a predetermined one-way hash 
function and then encrypts the resulting 160 bit hash value 
using the Signature key Stored in the Storage module 220. 
0.132. Once the digital signature is generated, the con 
trolling module 212 tells the Signature embedding module 
216 to embed the digital Signature into the decrypted content 
inseparably according to a predetermined rule (Step 503) and 
Stores then the Signature-embedded content in the Storage 
module 220. The digital signature is embedded, for example, 
by the digital watermark technique explained in Description 
of Related Art. 

0133. Now, assume that the purchaser has created an 
illegal copy of the content which is Stored in the Storage 
module 220 and into which the digital signature is embedded 
(without an appropriate authority to create a copy) and has 
transferred the created copy to a third party. AS explained in 
Description of Related Art, the purchaser cannot remove the 
digital Signature, which is embedded in the content, for 
example, in the form of a digital watermark, from the 
content. That is, the purchaser cannot create a complete but 
illegal copy which has no digital Signature embedded. 
0134. When the illegally-copied content in which the 
digital signature is embedded is seized, the provider System 
100 performs the following to identify the purchaser who 
created the illegal copy. 
0135 That is, as shown in FIG. 6, the controlling module 
112 of the provider system 100 works with the input/output 
module 111 to Store the illegally-copied content in the 
Storage module 12020 and then tells the Signature extracting 
module 113 to extract the digital Signature from the illegally 
copied content (step 601). Note that the storage module 120 
of the provider system 100 contains the original content 
(with no digital signature embedded) of the illegally-copied 
content. This allows the Signature extracting module 113 to 
find the difference between the original content and the 
illegally-copied content and therefore to extract the digital 
Signature. If it is possible, the digital Signature may be 
extracted according to the rule by which the digital Signature 
was embedded into the content. 

0.136) Next, the controlling module 112 tells the signature 
verifying module 114 to verify the digital signature (step 
602). To do so, the signature verifying module 114 decrypts 
the extracted digital Signature using the verification key 122 
of a user Stored in the Storage module 120 and compares the 
resulting value with the hash value obtained by evaluating 
the original content in the Storage module 120 with the use 
of the Same one-way hash function as that used by the 
purchaser system 200. If the rule used by the purchaser 
system 200 to embed the digital signature into the content is 
known only to the provider and if the digital Signature may 
be removed from the content according to that rule, the 
content from which the digital Signature is removed may be 
used instead of the original content. 
0.137 If the hash value obtained by evaluating the origi 
nal content matches the value of the decrypted digital 
Signature, it is determined that the illegal copy was created 
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by the purchaser corresponding to the Verification key used 
in decrypting the digital Signature. If not, the digital Signa 
ture extracted from the illegal copy is decrypted with the use 
of the Verification key of Some other purchaser and a check 
is made to see if the decrypted value matches the hash value 
of the original content. 

0.138. The first embodiment of this invention is as 
described above. If, in the above embodiment, the purchaser 
system 200 only decrypts a content received from the 
provider system 100 but does not embed a digital signature 
into it, the purchaser is able to obtain the content with no 
purchaser information embedded. In this case, the purchaser 
cannot be identified from an illegal copy of the content. 
0.139. To avoid this, the above-described controlling 
module 212 is configured to perform both content decryp 
tion and digital Signature creation/embedding. Hardware 
protection and Software protection are used to ensure that 
these two will always be paired. More specifically, the 
provider provides the purchaser with a program designed to 
perform both digital Signature creation and digital Signature 
embedding. The System is designed to allow only this 
program to decrypt a content Sent from the provider System 
100. Also, to prevent this program from being modified, this 
program is designed to have Some means for protecting it 
against modification. 
0140 Decryption and digital signature creation/embed 
ding may also be carried out, not by the CPU 301 of the 
electronic computer shown in FIG. 3, but by a provider 
Supplied IC card which is protected against modification. In 
this case, upon receiving an encrypted content from the 
computer, the IC card which is connected to the computer 
returns the content in which digital Signature is embedded. 
0.141. A hardware unit specifically designed to protect 
against modification may also be used. 
0142. As mentioned above, in order to identify the pur 
chaser who created an illegal copy, the first embodiment 
uses a signature key (private key) which is known only to the 
purchaser and performs verification using information 
which may be created only by the purchaser. Therefore, 
information embedded in an illegal copy is more useful in 
identifying the purchaser who created the illegal copy. In 
addition, because a digital Signature based on a content 
dependent hash value is embedded, the correspondence 
between the purchaser and the content is more clearly 
understood. 

0.143 Provided that embedded information is integrated 
into the content inseparably, data known to the provider 
system 100 and purchaser system 200 may also be used 
instead of a digital signature based on a content-dependent 
hash value. For example, a digital Signature based on the 
hash value of text data, Such as a purchaser's name, may be 
used. 

0144. The following describes the second embodiment of 
this invention: 

0145 The second and third embodiments explain an 
example of authentication of the relation between digital 
data and individuals/organizations. More Specifically, the 
embodiments explain an example of authentication of the 
relation between a content, one type of digital data, and a 
plurality of content copyright holders, one type of indi 
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vidual/organizations, in order to display the plurality of 
copyright holders of the content. However, it should be 
noted that the plurality of individuals/organizations need not 
always be a plurality of content copyright holders. Depend 
ing upon the situation in which the Second embodiment and 
the third embodiment which will be described later are used, 
the embodiments may be modified such that the individuals/ 
organizations are a plurality of content purchasers, a plural 
ity of content vendors, a plurality of content wholesalers, or 
a combination of different types of individuals/organiza 
tions. 

0146 The second embodiment relates to a distribution 
content creation System which creates a distribution content 
in which a plurality of digital Signatures of holders, Such as 
a plurality of copyright holders, are embedded. FIG. 7 
shows the configuration of the distribution content creation 
System. 
0147 As shown in the figure, the distribution content 
creation System comprises one or a plurality of provider 
Systems 100, each distributing contents, and a plurality of 
right-holder systems 700 used by right holders. Contents and 
other types of information are transferred between the 
provider systems 100 and the right-holder systems 700 over 
a network 10 to which the provider system 100 and the 
right-holder systems 700 are connected. However, the net 
work 10 is not always necessary. Contents and other types 
of information, Stored on a storage medium Such as a floppy 
disk, may also be transported or mailed between the provider 
system 100 and the right-holder system 700. In addition, the 
provider System 100 used in this distribution content cre 
ation system may function also as the provider system 100 
in the content distribution system shown in FIG. 1 to 
combine two systems into one. FIG. 8 shows the configu 
ration of the provider system 100 and the right-holder 
system 700. 
0.148. As shown in the figure, the provider system 100 has 
the same configuration as that of the provider System shown 
100 in FIG. 2, and the right-holder system 700 has the same 
configuration as that of the purchaser system 200 shown in 
FIG. 2. Like the systems in the first embodiment, both the 
provider system 100 and the right-holder system 700 may be 
implemented on an electronic computer Such as the one 
shown in FIG. 3. 

0149. In the distribution content system like this, a dis 
tribution content in which a plurality of Signatures of right 
holders are embedded is created as described below. 

0150 Assume that the signature key and the verification 
key of the provider system 100 have already been generated 
and that the verification key of the provider system 100 has 
been distributed to each right-holder System. Also assume 
that each right-holder system 700 encrypts a content or 
various types of information using the Verification key of the 
provider system 100 before sending them to the provider 
system 100 and that the provider system 100 decrypts 
received information using the Signature key of the provider 
system 100. The encryption configuration and decryption 
configuration of information Sent from each right-holder 
system 700 to the provider system 100 are omitted in FIG. 
7, because they are the Same as those of information Sent 
from the provider system 100 to the right-holder system 700 
or to the purchaser system 200. 
0151. In this situation, before creating a content to be 
distributed, a key generating module 717 in the right-holder 
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System 700 generates a Signature key and a verification key 
under control of a controlling module 712. These keys are 
generated in the same way as the conventional private key 
and public key are generated. 

0152 Next, the key generating module 717 stores the 
generated Signature key in a Storage module 720 and, at the 
Same time, passes the generated verification key to the 
controlling module 712. The controlling module 712 sends 
this verification key to the provider system 100 via a 
sending/receiving module 713. The provider system 100 
receives the verification key via the Sending/receiving mod 
ule 116 and stores it in the storage module 120. 
0153. After the above processing, the provider system 
100 sequentially sends a content to the right-holder systems 
700 of all right holders, one right-holder system at a time, 
and sends the by content returned from each right-holder 
system to the right-holder system 700 of the next right 
holder. 

0154) The controlling module 112 works with the input/ 
output module 111 to accept a distribution content, Stores it 
in the storage module 120, asks the encrypting module 115 
to encrypt the Stored content 121 using the verification key 
122, which is sent from the right-holder system 700 to which 
the content is to be sent and which is Stored in the Storage 
module 120, and Sends the encrypted content to the right 
holder system 700 via the sending/receiving module 116. 
When the content encrypted using the verification key of the 
provider system 100 is returned from the right-holder system 
700, the provider system 100 decrypts it using the verifica 
tion key of the provider system 100, encrypts the content 
using the verification key of the next right-holder System 
700 to which the content is to be sent, and sends it to the next 
right-holder system 700. When sending the content, an 
instruction to use an abbreviated digital Signature is sent to 
the right-holders system 700 other than the first one. 

0155 On the other hand, the right-holder system 700 
which receives the encrypted content from the provider 
system 100 performs the following. 

0156 The controlling module 712 tells a decrypting 
module 714 to decrypt the encrypted content received via 
the Sending/receiving module 713 using the Signature key 
Stored in the Storage module 720, and tells a Signature 
generating module 715 to generate a digital Signature using 
the Signature key of the decrypted content Stored in the 
storage module 720. 

O157 To generate the digital signature, the 160-bit hash 
value of the decrypted content is calculated using a prede 
termined one-way hash function and the resulting 160-bit 
hash value is encrypted using the Signature key Stored in the 
storage module 720. If an instruction to use an abbreviated 
digital Signature is attached to the received content, an 80-bit 
hash value is calculated and then encrypted using the 
Signature key Stored in the Storage module 720 to create a 
digital signature. 

0158 When the digital signature is generated, the con 
trolling module 712 tells a signature embedding module 716 
to embed the digital Signature into the decrypted content 
inseparably according to a predetermined rule. Embedding 
is carried out, for example, with the digital watermark 
technique described in Description of Related Art. The 
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content into which the digital Signature is embedded is then 
returned to the provider system 100 via the sending/receiv 
ing module 713. 
0159. As a result, the final content, in which the digital 
Signatures are embedded in the Sequence as described below, 
is returned from the last right-holder system 700 to the 
provider system 100. 

0160 Let the content, D, in which the i-th right holder's 
signature is 20 embedded, be represented as Fi (D). Then, 
the first right holder embeds the digital Signature, which is 
the 160bit hash value of the original content, into the content 
to create F1 (D). The second right holder embeds the digital 
signature, which is the 80-bit hash value of the content in 
which the first right holder's digital Signature is embedded, 
to create F2 (F1 (D)). This process is repeated, and the nth 
right holder embeds the digital signature, which is the 80-bit 
hash value of the content in which the first to the (n-1)th 
right holder's digital signatures are embedded, into the 
content to create Fn 

0161 (Fn-1 (. . . (F2(F1(D)) . . . ). 
0162. A content to be distributed by the provider system 
100 is the content returned from the last right holder. The 
Sequentially-arranged digital Signatures of all right holders 
are embedded in that content. 

0163 AS described above, in the second embodiment, the 
number of bits of the hash value used by the second and the 
Subsequent right holders is half the number of the hash value 
of the first right holder. This is because forging a content in 
which a digital Signature is embedded is more difficult than 
forging a content in which no digital Signature is embedded. 
Therefore, the number of bits of the hash value of digital 
Signature of the Second and the Subsequent right holders may 
be reduced to half that of the first right holder with no effect 
on the Security. That is, the Security. is maintained as if the 
160-bit hash value was used for the digital signatures of all 
right holders. 
0164. Verification of the content in which digital signa 
tures are embedded is carried out as in the first embodiment. 

0165) Next, the third embodiment of this invention will 
be described. 

0166 The third embodiment is a modification of the 
digital Signature embedding method for right holders which 
was described in the Second embodiment. 

0167 That is, in the third embodiment, the first right 
holder encrypts the content Sent from the provider to gen 
erate a digital Signature as in the Second embodiment. 
However, unlike the second embodiment, the right-holder 
system 700 of the first right holder does not embed the 
digital signature in the content but returns the digital Signa 
ture to the provider system 100. The provider system 100 
receives the digital signature of the first right holder and 
sends it to the right-holder system 700 of the second right 
holder. The second right-holder system 700 encrypts the 
hash value of the first right holder's digital Signature to 
generate a digital signature. This proceSS is repeated for the 
Subsequent right holders. The right-holder system 700 of the 
Second and the Subsequent right holders encrypts the hash 
value of the previous right holder's digital signature to 
generate his own digital Signature. 
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0168 When the provider system 100 receives the digital 
signature from the right-holder system 700 of the last right 
holder, it embeds the digital Signature into the original 
content, for example, as a digital watermark. 
0169 Instead of embedding the digital signature, the 
provider system 100 may send the original content to the 
right-holder system 700 of the last right holder to ask it to 
embed the final digital Signature into the content and to Send 
it back to the provider. 
0170 Digital signature embedding may also be carried 
out as follows. That is, the right-holder system 700 of the 
first right holder embeds a digital signature, created by 
encrypting the hash value of the content, into the content, 
and sends the content to the next right-holder system 700 via 
the provider system 100. The right-holder systems 700 of the 
Second and the Subsequent right holders each extract the 
previous right holder's digital Signature from the content in 
which the digital Signature is embedded, encrypts the hash 
value of the extracted digital Signature to create the digital 
Signature of his own, and embeds the created digital Signa 
ture into the original content received from the provider 
system 100. Alternatively, each of the right-holder systems 
700 replaces the previous right holder's digital signature, 
embedded in the content, with the digital signature of his 
own. The right-holder system 700 then sends the content, in 
which his digital Signature is embedded, to the next right 
holder system 700 via the provider system 100. 

0171 Verification of digital signatures embedded in the 
content is carried 5 out as described in Applied Cryptogra 
phy, John Wilsy & Sons, Inc. (1996), pp.39-41, referenced 
in Description of Related Art. Note that the digital signature 
of the last right-holder is extracted from the content into 
which the digital signature was embedded. 

0172 The third embodiment of this invention is as 
described above. In the second and third embodiments, the 
Size of the hash value used for the digital Signatures of the 
Second and the Subsequent right holders is half that of the 
digital Signature used for the first right holder, or the digital 
Signature of the Second and Subsequent right holderS is 
created from the digital signature of the previous right 
holder. This makes it possible to embed the digital Signatures 
of a plurality of right holders, preventing the quality of 
content data from being degraded. Provided that embedded 
information is integrated into the content inseparably, data 
known to the provider system 100 and right-holder system 
700 may also be used instead of a digital signature based on 
a content-dependent hash value. For example, a digital 
Signature based on the hash value of text data, Such as a 
purchaser's name, may be used. 
0173 The following describe fourth to eighth embodi 
ments. In these embodiments, the relation between digital 
data and an individual/organization can be authenticated 
and, at the same time, information on the individual/orga 
nization is presented directly to a user So that the user can 
authenticate the relation between digital data and the indi 
vidual/organization. 

0.174. In the fourth to eighth embodiments, the following 
is assumed: the digital data is a Web page, the individual/ 
organization whose relation with the Web page is to be 
authenticated is a credit card company, and a vendor uses the 
logo mark of the credit card company in the Web page. Note 
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that this is an example. Depending upon the Situation, the 
individual/organization whose relation with the Web page is 
to be authenticated may be any individual/organization other 
than a credit card company; for example, it may be a Web 
page creator or any individual/organization which approves 
the relation with the Web page (for example, a Web page 
evaluation or recommendation organization). Similarly, the 
vendor in the example may be replaced with a Web page 
provider who uses the logo mark of an individual/organiza 
tion whose relation with the Web page is to be authenticated. 
0.175. In the fourth to eight embodiments, digital data is 
directly presented to the user with the use of the logo mark 
(image data) of an individual/organization whose relation 
with the digital data is to be authenticated. This presentation 
object may take another form that may be Sensible to the 
user when the user uses the digital data. For example, text 
data, drawing data, audio data, and Video data may be used. 
Alternatively, the presentation object need not be an object 
which directly represents an individual/organization whose 
relation with the digital data is to be authenticated; for 
example, a mark representing the digital data evaluation 
result produced by an individual/organization may be used. 

0176) First, the fourth embodiment will be described. 
0177 FIG. 9 shows the configuration of an authentica 
tion system used in the fourth embodiment. 

0.178 As shown in the figure, the authentication system is 
used by a plurality of consumers 1100-1 to 1100-n (hereafter, 
also called consumer 1100) who buy goods, a vendor 1110 
who sells goods, and a mark manager 1120 who manages 
various types of mark. As shown in FIG. 9, a plurality of 
consumer terminals 1101-1 to 1101-n (hereafter, also called 
a consumer terminal 1101), a vendor terminal 1112, a WWW 
Server 1113, and a mark management Server 1122 are 
interconnected via a communication network 1140 Such as 
the Internet. The mark manager 1120 is an authentic orga 
nization available for use by all mark owners (Such as 
vendor 1110) in this system. Note that the mark owner may 
also act as the mark manager 1120. In this case, the vendor 
terminal 1112, WWW server 1113, and mark management 
Server 1122 may share the same machine. 

0179 The consumer terminal 1101 is a terminal used by 
the consumer 1100. The consumer terminal 1101 has a 
display unit 1102 on which document data or image data is 
presented to the consumer 1100 and an input unit 1103-1 or 
1103-2 (hereafter, also simply called an input unit 1103) 
through which the consumer 1100 enters data and instruc 
tions. The consumer 1100 transferS data to or from the 
vendor 1110 or the mark manager 1120 via the consumer 
terminal 1101 and communication network 1140. 

0180. The vendor terminal 1112 is a terminal used by the 
vendor 1110. The vendor 1110 uses the vendor terminal 1112 
to create a Web page of a store 1111 that is managed by the 
vendor or to transfer data to or from the mark manager 1120. 

0181. The WWW server 1113, which is a server on which 
a later-described WWW server program 1407b runs, sends 
a Web page stored in a Web page DB 1114 when accessed 
by a later-described browser program 1204b via the con 
Sumer terminal 1101. The Web page which is sent is dis 
played on the display unit 1102 on the consumer terminal 
1101. 
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0182. The mark management server 1122 sends a mark 
upon request from the vendor 1110. In addition, upon 
request from the consumer 1100, the server 1112 checks the 
validity of the mark (that is, checks if the mark was sent 
from the mark management server 1122 to the vendor 1110 
before the request was received) and sends the result back to 
the consumer 1100. 

0183) Next, the consumer terminal 1101, the WWW 
server 1113, and the mark management server 1122, which 
are comprised in the authentication System of the fourth 
embodiment, are described. 
0.184 FIG. 10 shows the hardware configuration of the 
consumer terminal 1101. 

0185. As shown in FIG. 10, the consumer terminal 1101 
used in the forth embodiment comprises the display unit 
1102, the input unit 1103, a communication interface 1201, 
a storage unit 1202, a central processing unit (CPU) 1203, 
and a temporary Storage unit (memory) 1204, all intercon 
nected by a bus 1200. 
0186 The display unit 1102, used to display messages for 
the consumer 1100 who uses the consumer terminal 1101, is 
composed of a CRT, a liquid crystal display, and So forth. 
0187. The input unit 1103, used by the consumer 1100 on 
the consumer terminal 1101 to enter data or instructions, is 
composed of a keyboard, mouse, and So forth. 

0188 The communication interface 1201 is an interface 
through which data is transferred to or from the WWW 
server 1113 or mark management server 1122 via the com 
munication network 1140. 

0189 The storage unit 1202, usually a hard disk unit or 
floppy disk unit, permanently Stores the programs and data 
to be used by the consumer terminal 1101. 
0190. The CPU 1203 integrally controls the components 
of the consumer terminal 1101 and performs various types of 
operation. 

0191 The memory 1204 temporarily contains the pro 
grams used by the CPU 1203 to perform the above process 
ing. These programs include an operating System 1204a 
(hereafter also called OS 1204a), the browser program 
1204b, and a validity check program. A 1204c. 
0.192 The OS 1204a performs the file management, 
process management, or device management functions for 
all consumer terminals 1101. 

0193 The browser program 1204b allows the consumer 
terminal 1101 to communication with the WWW server 1113 
to download Web pages from the Web page DB 1114. 
0194 The validity check program A 1204c allows the 
consumer terminal 1101 to communicate with the mark 
management Server 1122 to check the validity of the mark 
attached to the Web page downloaded from the WWW 
Server 1113. 

0195 FIG. 11 shows the hardware configuration of the 
vendor terminal 1112. 

0196. As shown in FIG. 11, the vendor terminal 1112 
used in the fourth embodiment comprises a display unit 
1301, an input unit 1302, a communication network inter 
face 1303, a storage unit 1304, a central processing unit 
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(CPU) 1305, and a temporary storage unit (memory) 1306, 
all interconnected by a bus 1300. 
0197) The display unit 1301, used to display messages for 
the vendor 1110 who uses the vendor terminal 1112, is 
composed of a CRT, a liquid crystal display, and So forth. 
The input unit 1302, used by the vendor 1110 on the vendor 
terminal 1112 to enter data or instructions, is composed of a 
keyboard, mouse, and So forth. 

0198 The communication interface 1303 is an interface 
through which data is transferred to or from the WWW 
server 1113 or mark management server. 1122 via the 
communication network 1140. 

0199 The storage unit 1304, usually a hard disk unit or 
floppy disk unit, permanently Stores the programs and data 
to be used by the vendor terminal 1112. 
0200. The CPU 1305 integrally controls the components 
of the vendor terminal 1112 and performs various types of 
operation. 

0201 The memory 1306 temporarily contains the pro 
grams used by the CPU 1305 to perform the above process 
ing. These programs include an OS 1306a, a Web page 
creation program 1306b, and mark acquisition program 
1306c. 

0202) The OS 1306a performs the file management, 
proceSS management, or device management functions for 
the whole vendor terminal 1112. 

0203 A Web page creation program 1306b communi 
cates with the WWW server 1113 when the vendor 1110 
creates a Web page and Stores the created Web page in the 
Web page DB 1114. 

0204. A mark acquisition program 1306c allows the 
vendor terminal 1112 to communicate with the mark man 
agement Server 1122 to acquire a mark to be pasted into a 
Web page. 

0205 FIG. 12 shows the hardware configuration of the 
WWW Server 1113. 

0206. As shown in FIG. 12, the WWW server 1113 used 
in the fourth embodiment comprises a display unit 1401, an 
input unit 1402, a communication network interface 1403, a 
Web page DB interface 1404, a storage unit 1405, a central 
processing unit (CPU) 1406, and a temporary storage unit 
(memory) 1407, all interconnected by a bus 1400. 
0207. The display unit 1401, used to display messages for 
the vendor 1110 who uses the WWW server 1113, is com 
posed of a CRT, a liquid crystal display, and So forth. 

0208. The input unit 1402, used by the vendor 1110 on 
the WWW server 1113 to enter data or instructions, is 
composed of a keyboard, mouse, and So forth. 

0209 The communication interface 1403 is an interface 
through which data is transferred to or from the consumer 
terminal 1101 or vendor terminal 1112 via the communica 
tion network 1140. 

0210. The Web page DB interface 1404 is an interface 
through which data is transferred to or from the Web page 
DB 1114. 
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0211 The storage unit 1405, usually a hard disk unit or 
a floppy disk unit, permanently Stores the programs and data 
to be used by the WWW server 1113. 
0212. The CPU 1406 integrally controls the components 
of the WWW server 1113 and performs various types of 
operation. 

0213 The memory 1407 temporarily contains the pro 
grams used by the CPU 1406 to perform the above process 
ing. These programs include an OS 1407a and a WWW 
server program 1407b. 
0214. The OS 1407a performs the file management, 
process management, or device management functions to 
control the whole WWW server 1113. 

0215. The WWW server program 1407b communicate 
with the vendor terminal 1112 and stores received Web 
pages in the Web page DB 1114. It also sends Web pages 
from the Web page DB 1114 when a request is issued from 
the browser program 1204b running on the consumer ter 
minal 1101. to FIG. 13 shows the hardware configuration of 
the mark management Server 1122. 
0216. As shown in FIG. 13, the mark management server 
1122 used in the fourth embodiment comprises a display unit 
1501, an input unit 1502, a communication network inter 
face 1503, a mark management DB interface 1504, a storage 
unit 1505, a central processing unit (CPU) 1506, and a 
temporary storage unit (memory) 1507, all interconnected 
by a bus 1500. 
0217. The display unit 1501, used to display messages for 
the mark manager 1120 who uses the mark management 
Server 1122, is composed of a CRT, a liquid crystal display, 
and so forth. 

0218. The input unit 1502, used by the mark manager 
1120 on the mark management server 1122 to enter data or 
instructions, is composed of a keyboard, mouse, and So 
forth. 

0219. The communication interface 1503 is an interface 
through which data is transferred to or from the consumer 
terminal 1101 or vendor terminal 1112 via the communica 
tion network 1140. 

0220. The mark management DB interface 1504 is an 
interface through which data is transferred to or from a mark 
management DB 1123. The mark management DB 1123 is 
used for mark management and contains data on mark types, 
mark expiration periods, vendor ID information, URLs of 
vendor's Web pages, and So forth in Such a format as is 
shown in FIG. 15. It is apparent in FIG. 15 that, when no 
expiration period is provided for marks or when the mark 
manager 1120 issueS only one type of mark, the correspond 
ing items (expiration period and mark type) need not be 
managed. 

0221) The storage unit 1505, usually a hard disk unit or 
a floppy disk unit, permanently Stores the programs and data 
to be used by the mark management Server 1122. 
0222. The CPU 1506 integrally controls the components 
of the mark management Server 1122 and performs various 
types of operation. 
0223) The memory 1507 temporarily contains the pro 
grams used by the CPU 1506 to perform the above process 
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ing. These programs include an OS 1507a and a mark 
management program A 1507b. 
0224) The OS 1507a performs the file management, 
proceSS management, or device management functions to 
control the whole mark management Server 1122. 
0225. Upon receiving a mark-Send request from the ven 
dor terminal 1112, the mark management program. A 1507b 
checks the vendor 1110 to see if a mark is to be sent and, if 
the mark is to be sent, Sends the mark managed in the mark 
management DB 1123 to the vendor 1110. When the con 
Sumer terminal 1101 sends a mark validity check request, the 
mark management program. A 1507b references the mark 
management DB 1123 to check the validity of the mark and 
returns the result. 

0226) Next, the operation of the authentication system 
used in the fourth embodiment will be explained. 
0227 FIG. 14 shows a series of operations that are 
performed when the vendor 1110 receives a mark from the 
mark manager 1120, the vendor 1110 pastes the mark in the 
Web page for publication, and then the consumer 1100 
browses the Web page and checks the validity of the Web 
page. The figure shows the operation of each perSon: con 
Sumer 1100, vendor 1110, and mark manager 1120. 
0228. In FIG. 14, the consumer 1100 uses the consumer 
terminal 1101, and the vendor 1110 uses the vendor terminal 
1112 and the WWW server 1113. The mark manager 1120 
uses the mark management Server 1122. 
0229 First, the vendor 1110 sends a mark-send request, 
Specifying the URL of his own Web page and a mark type, 
to the mark manager 1120 (step 1600). 
0230. Upon receiving the request, the mark manager 
1120 determines whether or not the mark specified by the 
mark type requested by the request is to be sent to the vendor 
1110 (step 1601) and, if the mark manager 1120 determines 
to do so, updates the mark management DB 1123 (step 1602) 
and sends the mark to the vendor 1110 (step 1603). If the 
mark manager 1120 determines not to do So, he sends the 
message stating this fact to the vendor 1110. In the fourth 
embodiment, whether or not to Send the mark depends on 
whether the vendor 1110 has a right to get the mark, that is 
whether the store of the vendor 1110 is an agent of the credit 
card company corresponding to the requested logo mark. 
Depending upon the Situation in which the mark is used, 
other criteria may be used. 
0231 When the vendor 1110 receives the mark, he cre 
ates a Web page in which the mark is pasted (step 1604), sets 
in the mark the link to the mark manager 1120 (step 1605), 
and stores the Web page in the Web page DB 1114 for access 
by the consumer 1100 (step 1606). 
0232 Next, the consumer 1100 sends a Web page send 
request, including the URL of the above-described Web 
page, to the vendor 1110 (step 1607). 
0233. Upon receiving the request, the vendor 1110 
searches the Web page DB 1114 for the Web page corre 
sponding to the requested URL (step 1608) and returns it to 
the consumer 1100 (step 1609). 
0234. Upon receiving the Web page, the consumer 1100 
displays it (step 1610) and then clicks the mark pasted on the 
displayed Web page (step 1611) in order to send the validity 
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check request, including the URL of the Web page, to the 
mark manager 1120 (step 1611). If, at that time, the validity 
check request cannot be Sent to the mark manager 1120 
because link to the mark manager 1120 is not Specified for 
the mark, the consumer 1100 determines that the validity of 
the mark cannot be confirmed (i.e., the mark is invalid) and 
ends processing. 
0235. When the mark manager 1120 receives the request, 
he searches the mark management DB 1123 to check if the 
mark has already been sent to the vendor 1110 specified by 
the URL in the request and, if the mark has already been 
sent, checks that the mark has not yet expired (step 1612). 
The mark manager 1120 then sends one of the following 
three results to the consumer 1100 (step 1613): <1> The 
mark has not yet been issued to the vendor 1110 specified by 
the URL, <2> The mark has already been issued to the 
vendor 1110 specified by the URL but has already expired; 
<3> The mark has already been issued to the vendor 1110 
specified by the URL and the mark has not yet expired. 
0236 Finally, processing ends when the consumer 1100 
confirms the above result (step 1614). 
0237. In the above procedure, the validity check result 
information is sent to the consumer 1100 in the form of the 
balloon message, Saying "Valid', displayed on the display 
unit 1102 as shown in FIG. 9 (or “Invalid”, “Expired”, 
“Link invalid’). Other display methods may be used. Sounds 
may be used, or Sounds and display messages may be 
combined. 

0238. In the fourth embodiment, the mark manager 1120 
sends a mark to only the vendor 1110 which is eligible to 
receive the mark, with the mark related information (ID of 
the vendor 1110 to which the mark was sent, URL of the 
Web page, expiration status of the mark) managed in the 
mark management DB 1123. In addition, the mark manager 
1120 references the mark management DB 1123 to check if 
the mark has already been sent to the vendor 110 specified 
by the URL included in the validity check request that was 
sent from the consumer 1100. If the mark has already been 
Sent, the mark manager checks that the mark has not expired 
and informs the consumer 1100 of the result. 

0239). The consumer 1100 uses the link information 
Stored in the mark pasted in the Web page to contact the 
mark manager 1120 and to confirm the validity of the mark. 
If the link to the mark manager 1120 is not set up correctly 
and therefore the validity check request cannot be sent to the 
mark manager 1120, the consumer 1100 determines that the 
mark is not validated (invalid mark). 
0240 Therefore, in the fourth embodiment, if an illegal 
vendor copies the mark from the Web page of a legal vendor 
into his own Web page, the validity of the mark cannot be 
checked during the validity check because the mark man 
agement DB 1123 managed by the mark manager does not 
contain a record indicating that the mark was sent to the Web 
page of the illegal user. As a result, the consumer 1100 who 
browses the vendor's Web page can check the validity of the 
information indicated by the mark pasted in the Web page. 
0241. In the fourth embodiment, the validity check is 
triggered by the consumer 1100 clicking on the mark. The 
embodiment may be modified so that the validity check is 
triggered automatically when the Web page is received. It 
may also be modified so that the Web page is displayed when 
the mark is validated. 
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0242. In the description of the fourth embodiment, the 
vendor terminal 1112 and the WWW server 1113 are sepa 
rate machines. However, they may be the same machine. 
0243 The fifth embodiment will be described below. 
0244 FIG. 16 shows the configuration of an authentica 
tion system used in the fifth embodiment. 
0245. The configuration of the authentication system 
used in the fifth embodiment is basically the same as that 
shown in FIG. 9, except that public keys DB 1801-1 to 
1801 -n (hereafter called public key DB 1801) are each 
connected to consumer terminals 1800-1 to 1800-n (hereaf 
ter called consumer terminal 1800). 
0246 The public key DB 1801, like the one shown in 
FIG. 20, is used for management of the pubic keys of mark 
manager 1120. These public keys are used for verifying 
digital signatures (hereafter also called signature) generated 
by mark manager 1120. 
0247 FIG. 17 shows the hardware configuration of the 
consumer terminal 1800 used in the fifth embodiment. 

0248. The hardware configuration of the consumer ter 
minal 1800 used in the fifth embodiment is basically the 
same as that shown in FIG. 10, except that a public key DB 
interface 1900 is provided and that a validity check program 
B 1902 is stored in and run from a memory 1901. 
0249. The public key DB interface 1900 is an interface 
via which data is transferred to or from the public key DB 
1801. The validity check program B 1902 communicates 
with a mark management server 1810 to get the public key 
of the mark manager 1120 and to validate the mark con 
taining the Signature pasted in the Web page downloaded 
from the WWW Server 1113. 

0250 FIG. 18 shows the hardware configuration of the 
mark management server 1810 used in this embodiment. 
0251 The hardware configuration of the mark manage 
ment server 1810 used in the fifth embodiment is basically 
the same as that shown in FIG. 13, except that a validity 
check program B 11001 is stored in and run from a memory 
11000. 

0252) The validity check program B 11001 performs the 
following two operations: (1) when a public key send 
request is received from the consumer terminal 1800, the 
program sends the public key. (2) when a mark Send-request 
is received from the vendor terminal 1112, the program 
checks the vendor 1110 to see if the mark should be sent and, 
if the mark should be sent, creates a digital Signature by 
using the private key for the data indicating the URL of the 
Web page of the Vendor 1110, creates a signature-containing 
mark by combining the digital signature with the mark 
managed in the mark management DB 1123, and then sends 
the signature-containing mark to the vendor 1110. The 
digital Signature may be combined with the mark means, for 
example, by embedding the digital Signature, in the form of 
a digital watermark, into the mark using the above-described 
digital watermark technique. The digital watermark tech 
nique allows information to be embedded with little change 
on the image data. The digital watermark technique may be 
used to embed information into a mark because it is one type 
of image data. Because there are Several types of digital 
watermark (for example, for color images, monochrome 
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images, or binary images), information may be embedded 
into various types of mark. Another method, if available, 
may also be used to embed information into the mark. Note 
that when a digital watermark is used, the mark may be 
deformed a little provided the mark can be appropriately 
identified (the logo mark of each credit company may be 
uniquely identified). 
0253) Public key cipher system used for signatures 
include a System using prime factorizing or an ellipse curve. 
0254 Next, the operation of the authentication system 
used in the fifth embodiment will be described. 

0255 FIG. 19 shows a series of operations that is per 
formed in this embodiment. In the Series of operations, the 
consumer 1100 gets the public key of the mark manager 
1120, the vendor 1110 receives a mark from the mark 
manager 1120 and pastes the mark in the Web page for 
publication, and then the consumer 1100 browses the Web 
page and checks the validity of the Web page. The figure 
shows the operation of each person: consumer 1100, vendor 
1110, and mark manager 1120. 
0256 In FIG. 19, the consumer 1100 uses the consumer 
terminal 1800, the vendor 1110 uses the vendor terminal 
1112 and the WWW server 1113, and the mark manager 
1120 uses the mark management server 1810. 
0257 First, the consumer 1100 sends a public key send 
request to the mark manager 1120 (step 11100). 
0258 Upon receiving the request, the mark manager 
1120 (step 11101) returns his own public key to the con 
sumer 1100 (step 1102). 
0259. The consumer 1100, who receives the public key 
from the mark manager 1120, stores the public key in the 
public key DB 1801 (step 11103). 
0260 Next, the vendor 1110 sends a mark-send request, 
Specifying the URL of his own Web page and a mark type, 
to the mark manager 1120 (step 11104). 
0261. Upon receiving the request, the mark manager 
1120 determines whether or not the mark specified by the 
mark type contained in the request is to be sent to the vendor 
1110 (step 11105) and, if the mark manager 1120 determines 
to do So, he generates a signature using the URL data 
Specified by the request and the private key, and combines 
the generated Signature with the mark Specified by the mark 
type to generate a signature-containing mark (step 11106). 
The mark manager 1120 then sends the generated Signature 
containing mark to the vendor 1110. (step 11107). If the 
mark manager 1120 determines not to Send the mark, he 
sends the message stating this fact to the vendor 1110. In this 
embodiment, whether or not the mark to be sent depends on 
whether the vendor 1110 has a right to obtain the mark, that 
is whether the Store is an agent of the credit card company 
corresponding to the requested logo mark, as in the fourth 
embodiment. Depending upon the Situation in which the 
mark is used, other criteria may be used. 
0262. When the vendor 1110 receives the mark, he cre 
ates a Web page in which the Signature-containing mark is 
pasted (step 11108), and stores the Web page in the Web 
page DB 1114 for access by the consumer 1100 (step 11109). 
0263) Next, the consumer 1100 sends a Web page send 
request, including the URL of the above-described Web 
page, to the vendor 1110 (step 11110). 
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0264. Upon receiving the request, the vendor 1110 
searches the Web page DB 1114 for the Web page corre 
sponding to the requested URL (step 11111) and returns it to 
the consumer 1100 (step 11112). 
0265 Upon receiving the Web page, the consumer 1100 
displays it (step 511113) and then clicks on the signature 
containing mark pasted on the displayed Web page (Step 
11114) in order to verify the signature contained in the 
Signature-containing mark using the public key of the mark 
manager 1120 stored in the public key DB 1801 and the URL 
data of the Web page (step 11115). Depending upon whether 
the signature is correctly verified, the consumer 1100 checks 
the validity of the Signature-containing mark and ends 
processing (Step 11116). 
0266. In the above procedure, the validity check result 
information is sent to the consumer 1100 in the form of the 
balloon message, Saying "Valid', displayed on the display 
unit 1102 as shown in FIG. 16 (or “Invalid”, “Necessary 
public key missing”). Other display methods may be used. 
0267 Sounds may be used, or sounds and display mes 
Sages may be combined. 
0268. In the above fifth embodiment, the mark manager 
1120Sends the Signature-containing mark only to the vendor 
1110 who is eligible to accept the Signature-containing mark. 
The URL of the Web page of the vendor 1110 is used as an 
element for generating the Signature-containing mark. The 
consumer 1100 verifies the signature contained in the sig 
nature-containing mark pasted in the Web page using the 
public key of the mark manager 1120 and the URL data of 
the Web page. 
0269. Therefore, when an illegal user copies a signature 
containing mark from the Web page of an agent and pastes 
it into his own Web page, the URL of the Web page of the 
illegal user does not match the URL contained in the 
Signature and So the mark cannot be validated during valid 
ity check processing. As a result, the consumer 1100 brows 
ing the Web page of the vendor 1110 can validate the 
information indicated by the mark pasted in the Web page. 
0270. In the fifth embodiment, the validity check is 
triggered by the consumer 1100 clicking the mark. As in the 
fourth embodiment, this embodiment may be modified so 
that the validity check is triggered automatically when the 
Web page is received. It may also be modified so that the 
Web page is displayed when the mark is validated. 
0271 In this embodiment, the vendor 1110 gets the mark 
and then the consumer 1100 gets the public key. This 
Sequence may be reversed. However, when the consumer 
1100 gets the public key before accessing the Web page in 
step 11110 as in the fifth embodiment, the public key need 
not be obtained each time the Web page is accessed. 
0272. In the description of the fifth embodiment, the 
vendor terminal 1112 and the WWW server 1113 are sepa 
rate machines. However, they may be the same machine. 
0273. In the fifth embodiment, a signature is created only 
for the URL data of the Web page. The signature may also 
be created for the image data used as a mark. This prevents 
the vendor 1110 from creating a mark containing a forged 
Signature by retrieving only the Signature from the Signature 
containing mark received from the mark manager 1120 and 
combining the retrieved Signature with the mark of Some 
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other credit card company, thus ensuring Safety. In addition, 
the vendor 1110 may previously create a Web page in which 
the mark is to be pasted and may send the Web page to the 
mark manager 1120 with a mark Send request So that the 
digital Signature is created for the Web page. This prevents 
the Signature-containing mark from being pasted on the 
other Web page. That is, the Signature-containing mark can 
be used for presenting the contents of the Web page. 
Therefore, this modification is suitable for a system in which 
the contents of a Web page must be guaranteed by Some 
authentic perSon. 

0274. In addition, a signature and a mark are combined 
into a signature-containing mark in the fifth embodiment. 
The embodiment may be modified so that the vendor 1110 
may previously create a Web page into which the mark is to 
be pasted and may send the created Web page to the mark 
manager 1120 with the mark-Send request. In this case, the 
mark manager 1120 may add filtering data, created based on 
the Web page contents, to the Signature-containing mark as 
the attribute information. 

0275. This allows only some specific Web pages to be 
filtered for display. For example, only the Web pages in 
which recommendation marks issued by Some Web page 
evaluation organization are pasted and which are valid may 
be filtered. To do So, a filtering program must be installed on 
the consumer terminal 1101 in advance. This program has 
the filtering setup function which allows the consumer 1100 
to Specify the type of mark to be displayed on the display 
unit 1102 of the consumer terminal 1101 and the filtering 
execution function which allows the consumer 1100 to 
Specify not to display the other marks. This may also be 
applied to a system through which the user can filter out Web 
pages not to be presented to children because they include 
Violent Scenes. 

0276 The programs stored in the terminals and servers 
used in the fourth and fifth embodiments usually run under 
control of the operating System controlling the unit and, 
through the operating System, transfer data and command to 
and from the hardware components of the unit. Of course, 
the programs may transfer data and command with the 
hardware components directly, not via the operating System. 

0277 As described above, in the fourth and fifth embodi 
ments, a user who browses a Web page can correctly validate 
information indicated by image data pasted in the Web page. 

0278 A sixth embodiment of this invention will now be 
described. 

0279 The configuration of an authentication system used 
in the sixth embodiment is basically the same as that of the 
authentication System explained in the fourth embodiment 
(FIG. 9 to FIG. 13) except that the validity check program 
A 1204c in the memory 1204 of the consumer terminal 1101 
is replaced by the validity check program C, that the mark 
management program A 1507b in the memory 1507 of the 
mark management Server 1122 is replaced by the mark 
management program C, and that the mark acquisition 
program in the memory 1306 of the vendor terminal 1112 is 
replaced by the mark acquisition program C. 

0280 The operation of the authentication system used in 
the sixth embodiment will be described below. 
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0281 First, the mark acquisition program C running on 
the vendor terminal 1112 Sends a mark-Send request, as well 
as his own Web page data, to the mark management Server 
1122. 

0282. Upon receiving the request, the mark management 
program C running on the mark management Server 1122 
checks if a mark should be sent to the vendor 1110 on the 
vendor terminal 1112 from which the request was sent and, 
if it is determined that the mark should be sent, performs 
processing shown in FIG. 21. 
0283) That is, the server 1122 reads a mark 2709 and a 
predetermined information 2708 to be embedded into the 
mark 2709 (for example, text to be presented to a mark 
management organization 1121) from the mark management 
DB 1123 and embeds the predetermined information 2708 
into the mark 2709 as a digital watermark (step 2705). The 
server 1122 then modifies Web page data 2711 sent with the 
mark-Send request so that a mark 2710 into which the digital 
watermark was embedded is displayed in the Web page (step 
2706), and sends modified Web page data 2712 to the mark 
acquisition program C running on the vendor terminal 1112 
(step 2707). 
0284. The mark acquisition program C stores, via the 
WWW server 1113, the Web page data sent from the mark 
management server 1122 into the Web page DB 1114. 
0285 After that, when a request is entered from the 
consumer 1100 via the browser program 1204b, this Web 
page is Sent to the consumer terminal 1101 and displayed on 
the display unit 1102. 
0286 On the other hand, the validity check program C 
running on the consumer terminal 1101 checks the validity 
of the Web page when the consumer 1100 enters a request 
(for example, when the consumer clicks the mark). 
0287. That is, as shown in FIG. 22, the program first 
extracts a mark 2909 from a Web page 2908 to check its 
validity (step 2905), extracts information 2910 embedded in 
the extracted mark 2909 as a digital watermark (step 2906), 
and displays the extracted information on the display unit 
1102 (step 2907). 
0288 Information necessary to extract the information 
2910, embedded as the digital watermark, from the extracted 
mark 2909 should be obtained in advance from the mark 
management server 1122 (for example, the original mark 
into which the watermark shown in step 2710 of FIG. 21 is 
not yet embedded, or information identifying algorithm to 
restore the information 2910 by using difference data 
between the original mark and the extracted mark 2909). To 
do So, the validity check program C is designed to Send a 
validity check confirmation information request to the mark 
management Server 1122 as requested by the consumer 
1100, and store information received in response to the 
request in the memory 1204 or in the storage unit 1202. The 
mark management program C running on the mark man 
agement Server 1122 is also designed to Send the required 
information back to the consumer terminal 1101 in response 
to the validity check confirmation information request. 
0289. The sixth embodiment of this invention is as 
described above. 

0290. In this embodiment, a mark in which a digital 
Signature is embedded is pasted into a Web page instead of 
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a simple mark. This type of mark enables the authentication 
of the relation between the Web page and the individual/ 
organization to be validated correctly. The Web page also 
contains a mark showing the related individual/organization. 
Because the mark, usually displayed in the Web page, is used 
to authenticate the relation between the Web page and the 
individual/organization indicated by the mark, the Sixth 
embodiment does not affect the appearance of the Web page. 
0291. A seventh embodiment of this invention will be 
described below. 

0292. The configuration of an authentication system used 
in the seventh embodiment is basically the same as that of 
the authentication System explained in the fourth embodi 
ment (FIG. 9 to FIG. 13) except that the validity check 
program A 1204c in the memory 1204 of the consumer 
terminal 1101 is replaced by the validity check program d, 
that the mark management program A 1507b in the memory 
1507 of the mark management server 1122 is replaced by the 
mark management program d, and that the mark acquisition 
program 1306c in the memory 1306 of the vendor terminal 
1112 is replaced by the mark acquisition program d. 
0293. The operation of the authentication system used in 
the seventh embodiment will now be described below. 

0294 First, the mark acquisition program d running on 
the vendor terminal 1112 Sends a mark-Send request, as well 
as his own Web page data, to the mark management Server 
1122. 

0295 Upon receiving the request, the mark management 
program d running on the mark management Server 1122 
checks if a mark should be sent to the vendor 1110 on the 
vendor terminal 1112 from which the request 15 was sent 
and, if it is determined that the mark should be sent, 
performs processing shown in FIG. 23. 

0296 That is, the server 1122 calculates the hash value 
2306 of the Web page data 2305 sent with the mark-send 
request (step 2301) and embeds, as a digital signature, the 
calculated hash value 2306 into the mark 2307 stored in the 
mark management DB 1123 (step 2302). The server 1122 
then modifies Web page data 2305 sent with the mark-send 
request so that a mark 2308 into which the digital watermark 
was embedded is displayed in the Web page (step 2303), and 
sends the modified Web page data 2309 to the mark acqui 
Sition program drunning on the vendor terminal 1112 (Step 
2304). 
0297. The mark acquisition program d stores, via the 
WWW server 1113, the Web page data sent from the mark 
management server 1122 into the Web page DB 1114. 
0298 After that, when a request is entered from the 
consumer 1100 via the browser program 1204b running on 
the consumer terminal 1101, this Web page is sent to the 
consumer terminal 1101 and displayed on the display unit 
1102. 

0299. On the other hand, the validity check program d 
running on the consumer terminal 1101 checks the validity 
of the Web page when the consumer 1100 enters a request 
(for example, when the consumer clicks the mark). 
0300 That is, as shown in FIG.24, the terminal 1101 first 
extracts a mark 2407 from a Web page 2406 to check its 
validity (step 2401) and extracts a hash value 2408 embed 
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ded in the extracted mark 2407 as a digital watermark (step 
2402). The terminal 1101 also calculates a hash value 2409 
of the Web page data except the part related to the mark 
whose validity is to be checked (step 2403) and compares 
the calculated hash value 2409 with the hash value 2408 
extracted from the mark (step 2404). If they match, the 
terminal 1101 displays a message Stating that the mark was 
validated on the display unit 1102; if they do not match, the 
terminal 1101 displays a message Stating that the mark was 
not validated on the display unit 1102 (step 24.05). 
0301 Information necessary to extract the hash value 
2408, embedded as the digital watermark, from the extracted 
mark 2407 should be obtained in advance from the mark 
management Server 1122. To do So, the validity check 
program d is designed to Send a validity check confirmation 
information request to the mark management Server 1122 as 
requested by the consumer 1100, and store information 
received in response to the request in the memory 1204 or 
in the Storage unit 1202. The mark management program d 
running on the mark management Server 1122 is also 
designed to Send the required information back to the 
consumer terminal 1101 in response to the validity check 
confirmation information request. 
0302) In the seventh embodiment, a mark in which the 
hash value of a Web page is embedded is pasted in a Web 
page instead of a simple mark. This type of mark enables the 
user to authenticate that the mark is given to the Web page 
in which the mark is embedded. The Web page also contains 
a mark showing the related individual/organization. In addi 
tion, because the hash value of the Web page is used as the 
digital watermark, and always embedded into the mark, the 
processing does not depend on whether a plurality of types 
of data are included in the Web page. Because the mark, 
usually displayed in the Web page, is used to authenticate 
that the mark is given to the Web page, the seventh embodi 
ment does not affect the appearance of the Web page. 
0303 An eighth embodiment of this invention will be 
described below. 

0304. The configuration of an authentication system used 
in the eighth embodiment is basically the same as that of the 
authentication System explained in the fourth embodiment 
(FIG. 9 to FIG. 13). 
0305 However, in this embodiment, the consumer ter 
minal 1101, the mark management server 1122, and the 
vendor terminal 1112 are replaced by the consumer terminal 
1800a, the mark management server 1810a, and the vendor 
terminal 1112a, respectively. 
0306 As shown in FIG. 25, the configuration of the 
consumer terminal 1800a differs in that the public key DB 
1801 explained in the fifth embodiment is connected, that 
the public key DB interface 1900 is provided, and that the 
validity check program A 1204c in the memory 1204 is 
replaced by the validity check program e 3204. 
0307 The mark management server 1810a also differs in 
that the mark management program A 1507b in the memory 
1507 is replaced by the mark management program e 3507, 
as shown in FIG. 26. 

0308 The vendor terminal 1112a also differs in that the 
mark acquisition program 1306c in the memory 1306 is 
replaced by a mark acquisition program e 3306, as shown in 
FIG. 27. 
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0309 The operation of the authentication system used in 
the eighth embodiment will now be described below. 
0310 First, the mark acquisition program e3306 running 
on the vendor terminal 1112a Sends a mark-Send request, as 
well as his own Web page data, to the mark management 
Server 1810a. 

0311. Upon receiving the request, the mark management 
program e 3507 running on the mark management Server 
1810a checks if a mark should be sent to the vendor 1110 on 
the vendor terminal II 12a from which the request was sent 
and, if it is determined that the mark should be sent, 
performs processing shown in FIG. 28. 

0312 That is, the server 1810a calculates a hash value 
2807 of Web page data 2806 sent with the mark-send request 
(step 2801), encrypts the hash value 2807 with a private key 
2808 of the mark management organization 1121 to generate 
a digital signature 2809 (step 2802), and embeds the gen 
erated digital signature 2809 into a mark 2810, stored in the 
mark management DB 1123, as a digital watermark (Step 
2803). The server 1810a then modifies the Web page data 
2806 sent with the mark-Send request so that a mark 2811 
into which the digital watermark was embedded is displayed 
in the Web page 2806 (step 2804), and sends modified Web 
page data 2812 to the mark acquisition program e 3306 
running on the vendor terminal 1112a (step 2805). 
0313 The mark acquisition program e 3306 running on 
the vendor terminal 1112a stores, via the WWW server 1113, 
the Web page sent from the mark management server 1810a 
into the Web page DB 1114. 
0314. After that, when a request is entered from the 
consumer 1100 via the browser program 1204b running on 
the consumer terminal 1800a, this Web page is sent to the 
consumer terminal 1800a and displayed on the display unit 
1102. 

0315. On the other hand, the validity check program e 
3204 running on the consumer terminal 1800a checks the 
validity of the Web page when the consumer 1100 enters a 
request (for example, when the consumer clicks on the 
mark). 
0316 That is, as shown in FIG. 29, the terminal 1800a 
first gets a public key 2910 of the mark management 
organization 1121 from the public key DB 1801. Then, the 
terminal 1800a extracts a mark 2908 from a Web page 2907 
to check its validity (step 2901), extracts a digital signature 
2909 embedded in the extracted mark 2908 as a digital 
watermark (step 2.902), and decrypts the extracted digital 
Signature using the public key 2910 of the mark manage 
ment organization 1121 to get a hash value 2911 (step 2903). 
The terminal 1800a also calculates a hash value 2912, of the 
Web page data except the part related to the mark 2908 
whose validity is to be checked (step 2904), and compares 
the calculated hash value 2912 with the hash value 2911 
generated by decrypting the digital Signature extracted from 
the mark 2908 (step 2905). If they match, the terminal 1800a 
displays a message on the display unit 1102 Stating that the 
mark was validated; if they do not match, the terminal 1800a 
displays a message Staging that the mark was not validated 
(step 2906). 
0317 Information necessary to extract a hash value 2911, 
embedded as the digital watermark, from the extracted mark 
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2908 should be obtained in advance from the mark man 
agement server 1810a. To do so, the validity check program 
e 3204 running on the consumer terminal 1800a is designed 
to Send a validity check confirmation information request to 
the mark management server 1810a as requested by the 
consumer 1100, and store information received in response 
to the request in the memory 1204 or in the storage unit 
1202. The mark management programe 3507 running on the 
mark management Server 1810a is also designed to Send the 
required information back to the consumer terminal 1800a 
in response to the validity check confirmation information 
request. 

0318. In addition, the public key 2910 of the mark 
management organization 1121 received in response to a 
public key send request, issued from the consumer 1800a to 
the mark management server 1810a, is stored in the public 
key DB 1801. Upon receiving the public key send request, 
the mark management server 1810a sends its own public key 
2910 back to the consumer terminal 1800a as a response. 
03.19. In the eighth embodiment described above, a mark 
in which a digital signature, generated by encrypting the 
hash value of a Web page using the private key of the mark 
management organization mark, is embedded as a digital 
watermark and is pasted in a Web page instead of a simple 
mark. This type of mark enables the authentication of the 
relation between the Web page and the mark management 
organization to be validated correctly. The Web page also 
contains a mark showing the related individual/organization. 
In addition, because the digital Signature for the hash value 
of the Web page data is always embedded into the mark as 
the digital watermark, the processing does not depend on 
whether a plurality of types of data are included in the Web 
page. Embedding the digital watermark into the mark in the 
Web page as the digital Signature eliminates the need to 
manage the digital Signature Separately from the Web page 
data. Because the mark, usually displayed in the Web page, 
is used to authenticate that the mark is given to the Web 
page, the eighth embodiment does not affect the appearance 
of the Web page. 

0320 In the sixth to eighth embodiments described 
above, the mark management Server modifies the Web page 
data, Sent with a mark-Send request, So that the mark in 
which a digital watermark is embedded may be displayed in 
the Web page. The server then sends the modified Web page 
data to the mark acquisition program e running on the 
vendor terminal. This processing may be modified as fol 
lows. 

0321) That is, the mark management server sends a mark, 
in which a digital watermark is embedded, to the vendor 
terminal. The vendor terminal modifies the original of the 
Web page data Sent with the mark-Send request So that the 
mark in which the digital watermark is embedded is dis 
played in the Web page. 

0322. In the sixth to the eighth embodiments, processing 
on the consumer terminal may be modified as follows: 
0323 That is, in the sixth embodiment, the consumer 
terminal extracts the mark to be validated from the Web 
page, and Sends the extracted mark and a validity check 
request to the mark management Server. In the Seventh and 
eighth embodiments, the consumer terminal sends Web page 
data containing the mark and the validity check request to 
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the mark management Server. On the display unit of the 
consumer terminal there is displayed a Successful or an 
unsuccessful validity check message Sent back from the 
mark management Server. On the other hand, upon receiving 
a validity check request, the mark management Server per 
forms the validity check on the mark in the Same way as the 
consumer terminal performs in the Sixth to eighth embodi 
ments. In the Sixth embodiment, the mark management 
server extracts information embedded in the mark sent with 
the request. If this information matches the information 
embedded by the mark management Server, it sends a 
Successful validity message to the consumer terminal; if not, 
it sends an unsuccessful validity check message to the 
consumer terminal. In the Seventh embodiment, the mark 
management Server extracts the mark from the Web page 
Sent with the request, extracts the hash value embedded in 
the mark as the digital watermark, calculates the hash value 
of the Web page except the area related to the mark to be 
validated, and compares this value with the hash value 
extracted from the mark. If they match, the mark manage 
ment Server Sends a Successful validity check message to the 
consumer terminal, and if not, it sends an unsuccessful 
message to the consumer terminal. In the eighth embodi 
ment, the mark management Server extracts the mark from 
the Web page Sent with the request, extracts the digital 
Signature embedded in the extracted mark as the digital 
watermark, and extracts the hash value by decrypting the 
digital Signature with a public key of the mark management 
organization. The mark management Server calculates the 
hash value of the Web page data except the area related to 
the mark to be validated, and compares this value with the 
hash value generated by decrypting the digital Signature 
extracted from the mark. If they match, the mark manage 
ment Server Sends a Successful validity check message to the 
consumer terminal, and if not, it sends an unsuccessful 
message to the consumer terminal. 
0324. The above-described sixth to eighth embodiments 
may be applied not only to Web pages but also to digital data 
to be used in various types of electronic commerce. For 
example, when drawing data is used in various types of 
electronic commerce, Vendor's marks are attached to draw 
ings data to allow the validity of the drawings to be 
authenticated. AS described earlier, a mark need not always 
be image data. For example, when audio data is used in 
electronic commerce, the audio data representing a vendor 
or a copyright holder may be added before or after audio 
data, and a digital watermark described in the Sixth to eighth 
embodiments may be embedded into the added audio data. 
0325 The embodiments of this invention are described 
above. 

0326. The programs used in each of the above-described 
embodiments may be recorded on various types of recording 
media, including a floppy disk, CD-ROM, DVD, and so 
forth for distribution to a unit on which they are executed. 
Alternatively, the programs may be downloaded to the unit 
from Some other server connected to the network to which 
the unit is connected. 

0327 Each embodiment described above may be modi 
fied in other specific forms without departing from the Spirit 
or essential characteristics thereof. 

0328. As described above, this invention provides a tech 
nique allowing the relation between digital data and an 
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individual/organization to be authenticated more reliably. At 
the Same time, an individual/organization associated with 
digital data may be presented directly to the user So that the 
relation between the digital data and the individual/organi 
Zation may be authenticated. 
What is claimed is: 

1. A validity check System having an information browser 
device that displays electronic data, an information pub 
lisher device that Stores electronic data in a State that Said 
electronic data can be displayed in Said information browser 
device, and a validity check unit that checkS validity of Said 
electronic data, 

Said validity check unit comprising: 
a storing Sub-unit which Stores validity checkable infor 

mation usable for checking validity of Said electronic 
data Stored in Said information publisher device, and 

a check Sub-unit which checks the validity of electronic 
data which was requested from Said information 
browser device to said information publisher device, by 
using Said validity checkable information and transmits 
the check result to Said information browser device. 

2. A validity check System as claimed in claim 1, further 
comprising: 

a control Sub-unit which has display control of Said 
information browser device of Said electronic data 
according to the check result. 

3. A validity check System as claimed in claim 2, wherein 
said control Sub-unit further keeps said electronic data from 
being displayed on Said information browser device after 
Said check Sub-unit detects a modification of Said electronic 
data. 

4. A validity check unit for checking validity of electronic 
data, comprising: 

a storing Sub-unit which Stores validity checkable infor 
mation usable for checking the validity of Said elec 
tronic data Stored in an information publisher device; 
and 

a check Sub-unit which checkS validity of Said electronic 
data which is requested from an information browser 
device to Said information publisher device, by using 
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Said validity checkable information and transmits a 
check result to Said information browser device. 

5. A program product comprising computer readable 
program code which constructs, on a computer, a validity 
check unit which checkS validity of electronic data, Said 
validity check unit comprising: 

a storing Sub-unit which Stores validity checkable infor 
mation usable for checking validity of electronic data 
Stored in an information publisher device; and 

a check sub-unit which checks the validity of electronic 
data which was requested from an information browser 
device to Said information publisher device, by using 
Said validity checkable information, and transmits a 
check result to Said information browser device. 

6. A validity check method for checking validity of 
electronic data, comprising the Steps of: 

Specifying information that is usable for checking validity 
of electric data which is requested from an information 
browser device to an information publisher device for 
checking validity of the requested electronic data, 
among validity checkable information usable for 
checking the validity of each electronic data Stored in 
Said information publisher device; and 

checking the validity of Said electronic data using the 
information Specified, and transmitting a validity check 
result of Said electronic data to the information browser 
device. 

7. A validity check method as claimed in claim 6, further 
comprising the Step of: 

performing display control on Said information browser 
device of Said electronic data device according to the 
check result. 

8. A validity check method as claimed in claim 7, wherein 
Said Step of controlling display further comprises the Steps 
of: 

keeping Said electronic data from being displayed in the 
information browser device after a modification of Said 
electronic data is detected. 


