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MULTI-MODE POINT-OF-SALE DEVICE

BACKGROUND

Background

[0001] Point-of-sale devices, such as cash registers, rely on physically connecting several
different components to provide sufficient connectivity and functionality for customer
transaction needs. For example, in recent years it has become popular to connect various
peripherals to tablet computers to enable point-of-sale transactions with the tablet
computers. This arrangement requires a user to purchase not only the tablet computer and
related software, but also several peripherals, such as magnetic stripe terminals, barcode
scanners, network connectivity, cash drawers, receipt printers, etc., at significant
additional cost and inconvenience. This arrangement also requires the user to configure
the tablet computer and/or the peripherals for use with each other, often a time-
consuming, frustrating and difficult task, particularly for users without a technical
background. Older, more self-contained cash registers did not offer the types of
functionality, connectivity, software, interface components, etc. necessary in the

commercial environment existing today and into the future.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The accompanying drawings are incorporated herein and form a part of the
specification.
[0003] FIG. 1 illustrates a block diagram of a cloud-based point-of-sale system,

according to an example embodiment.

[0004] FIG. 2A illustrates a front view of a multi-mode point-of-sale device, according to
an example embodiment.

[0005] FIG. 2B illustrates a rear view of a multi-mode point-of-sale device, according to
an example embodiment.

[0006] FIG. 2C illustrates a customer side view of a multi-mode point-of-sale device,
according to an example embodiment.

[0007] FIG. 3 illustrates internal components of a multi-mode point-of-sale device,

according to an example embodiment.
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[0008] FIG. 4 illustrates a block diagram of internal components of a multi-mode point-
of-sale device, according to an example embodiment.

[0009] FIG. 5 illustrates an internal configuration of a closed-drawer detection
mechanism, according to an example embodiment.

[0010] FIG. 6 illustrates an internal configuration of a closed-drawer detection
mechanism, according to an example embodiment.

[0011] FIG. 7 illustrates different configuration modes of a multi-mode point-of-sale
device, according to an example embodiment.

[0012] FIG. 8 illustrates a flowchart illustrating a process for switching between a first
interface and a second interface of a multi-mode point-of-sale device, according to an
example embodiment.

[0013] FIG. 9 illustrates a flowchart illustrating a process for maintaining touch
performance of a touch screen, according to an example embodiment.

[0014] FIG. 10 illustrates a block diagram of a server system, according to an example
embodiment.

[0015] FIG. 11 illustrates a diagram of an exemplary system architecture, according to an
embodiment.

[0016] FIG. 12 illustrates an example functional block diagram of an exemplary web
server, according to an embodiment.

[0017] FIG. 13 illustrates an example functional block diagram of an exemplary point of
service (POS) device, according to an embodiment.

[0018] FIG. 14 illustrates an example functional block diagram of an exemplary interface
between to peripherals of a POS device, according to an embodiment.

[0019] FIG. 15 illustrates an example functional block diagram of an exemplary mobile
device, according to an embodiment.

[0020] FIG. 16 illustrates a flowchart providing example steps for setting up a POS
device, according to an embodiment.

[0021] FIG. 17 illustrates a flowchart providing example steps for managing a transaction
from a POS device, according to an embodiment.

[0022] FIGs. 18-20 illustrate exemplary screenshots of a POS touch screen, according to

an embodiment.
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[0023] FIG. 21 illustrates an exemplary operation according to an example NFC (near
field communication) embodiment.

[0024] FIG. 22 illustrates a flowchart providing example steps for adding a store for a
merchant, according to an embodiment.

[0025] FIG. 23 illustrates a flowchart providing example steps for adding a POS device
for a merchant, according to an embodiment.

[0026] FIG. 24 illustrates a flowchart providing example steps for managing inventory

and/or POS device(s), according to an embodiment.

[0027] FIG. 25 illustrates an exemplary screenshot of a workstation, according to an
embodiment.
[0028] FIG. 26 illustrates a diagram of an exemplary advertising environment, according

to an embodiment.

[0029] FIG. 27 illustrates a flowchart providing example steps for providing
advertisements, according to an embodiment.

[0030] FIG. 28 illustrates a flowchart providing example steps for managing inventory
provided by POS devices, according to an embodiment.

[0031] FIGs. 29 and 30 illustrate example relationships of a management module and a
merchant in POS environments, according to embodiments.

[0032] FIG. 31 illustrates a block diagram of a hardened cloud-based point-of-sale
device, according to an example embodiment.

[0033] FIG. 32 illustrates a flowchart of a process for ordering and using a cloud-based
point-of-sale device, according to an example embodiment.

[0034] FIG. 33 illustrates a block diagram of a cloud-based point-of-sale system with two
cloud-based point-of-sale devices, according to an example embodiment.

[0035] FIG. 34 illustrates a block diagram of a cloud-based point-of-sale system,
according to an example embodiment.

[0036] FIG. 35 illustrates a flowchart illustrating a process for analyzing data and
performing modifications in a cloud-based point-of-sale system according to an example
embodiment.

[0037] FIG. 36 illustrates an example computer system useful for implementing various

embodiments.
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[0038] FIGs. 37A and 37B illustrate flowcharts for executing a customer checkout,
according to an example embodiment.

[0039] FIG. 38 illustrates a flowchart for maintaining a preferred network connection,
according to an example embodiment.

[0040] FIG. 39 illustrates a flowchart for enhancing a queue of requested orders,
according to an example embodiment.

[0041] FIG. 40 illustrates a flowchart for using electronic labels (e-Labels or e-paper),
according to an example embodiment.

[0042] In the drawings, like reference numbers generally indicate identical or similar

clements. Additionally, generally, the left-most digit(s) of a reference number identifies

the drawing in which the reference number first appears.

DETAILED DESCRIPTION

[0043] Provided herein are apparatus, system, method, computer program product
embodiments, and/or combinations and sub-combinations thereof, for integrating a
plurality of different features into a point-of-sale (POS) device within a greater cloud-
based system. In an embodiment, the POS device is a single, self-contained device. In an
embodiment, the POS device is a plug-and-play device. Other features of embodiments of
the POS device are described below.

[0044] The following disclosure describes features of the POS device. Section I generally
describes hardware/structural features associated with the POS device. Section II
generally describes software features associated with the POS device. Section III
generally security features associated with the POS device. Section IV generally describes
an example computer system, in which embodiments of portions thereof can be

implemented. Section V is a conclusion section.

1. Hardware/Structural Features

[0045] FIG. 1 illustrates an exemplary environment 100 in which a POS device may
operate within a cloud-based environment, according to an example embodiment.
Example environment 100 is provided for purposes of illustration and is not limiting of

embodiments of the present disclosure.
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[0046] As shown in FIG. 1, example environment 100 includes one or more POS devices
101, a computing device 103, a mobile device 105, a network 107, a back-end server 109,
and a transaction server 111. Although only one of each is shown in the example of FIG.
1, there may be multiple computing devices 103, mobile devices 105, networks 107,
back-end servers 109, and/or transaction servers 111.

[0047] In an embodiment, the one or more POS devices 101 may be integrated, self-
contained registers, as will be discussed in more detail below with respect to several of
the figures. The one or more POS devices 101 may be located, for example and without
limitation, at a merchant premises of an organization such as a brick-and-mortar
establishment, temporary location, or online inventory with a physical point-of-sale
presence, or any other location where a merchant account may be established with a
payment processing company. As referred to herein, for exemplary and explanation
purposes, a “merchant” refers to a user of the POS device 101. The merchant can conduct,
for example, commercial transactions with one or more customers using the POS device
101. These commercial transactions, along with other types of transactions using the POS
device 101, are described in more detail below. As will be appreciated by those skilled in
the relevant art(s), an organization may utilize only one POS device 101 or may utilize
multiple POS devices 101, based on the specific needs of the organization. Reference will
be made herein to a single POS device 101 for simplicity of discussion. Details of an
exemplary POS device 101 will be discussed in more detail below with respect to at least
FIGs. 2A through 9. Generally speaking, the POS device 101 may be configured to
perform product scanning, transaction completion, and other commercial point-of-sale
tasks, existing now and developed in the future, within a single integrated register device.

[0048] In operation, the POS device 101 may connect to the back-end server 109 via
connections 152 and 154. In an embodiment, the back-end server 109 may connect to a
network 107 via the connection 152 and the POS device 101 may connect to the network
107 via the connection 154. In one example, the network 107 may be the Internet. The
network 107 may alternatively be an intranet, such as a local area network (LAN). The
POS device 101 may communicate with the back-end server 109 using a variety of
different communications protocols and wired and/or wireless communication media
(c.g., a Wi-Fi connection using Wi-Fi Protected Access 11 (WPA2) security protocol), as
will be appreciated by those skilled in the relevant art(s). The POS device 101°s system
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may be populated (e.g., provided with data, software, updates, etc.) from the back-end
server 109. For example, in an embodiment, the POS device 101 receives inventory via
the network 107 and connections 152/154 when a user, such as a user of the computing
device 103, instructs the back-end server 109 to populate the POS device 101.
Alternatively, the POS device 101 may, on its own initiative, periodically query the back-
end server 109 for inventory updates.

[0049] The back-end server 109 may be, for example, a web server or a plurality of web
servers operating in cooperation with each other. In an embodiment, the back-end server
109 may include a database used to store and enable management of inventory for the
organization’s premises at which the POS device 101 is located. Details with respect to
exemplary components of the back-end server 109 will be discussed in more detail below
with respect to FIG. 10. In an embodiment, the back-end server 109 may manage the
inventory for a plurality of different organizations, for example as a plurality of different
accounts, one being associated with each different organization. As will be appreciated,
for each organization there may be one or multiple merchant premises associated with a
single account managed by the back-end server 109.

[0050] Inventory may be managed, updated, etc., by the computing device 103 and/or the
mobile device 105. In an embodiment, the computing device 103 may be a personal
computing device, such as a desktop computer, a laptop computer, a tablet computer, a
mobile phone, or a personal digital assistant, just to name a few examples, or any
combination of the above. A user of the computing device 103 may access the back-end
server 109 via network 107, for example by connecting to the network 107 via the
connection 156 and then to the back-end server 109 via the connection 152. The
computing device 103 may communicate with the back-end server 109 using a variety of
different communications protocols and wired and/or wireless communication media (e.g.
a Wi-Fi connection using Wi-Fi Protected Access II (WPA2) security protocol) as will be
appreciated by those skilled in the relevant art(s). In an embodiment, the computing
device 103 may access the back-end server 109 via a web interface, for example by
logging into a website and entering appropriate user/password information. Management
of the inventory may include organizing inventory into categories, adding records for

additional inventory, adding or changing images of products in the inventory, updating or
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adding prices for the inventory, and/or adding or changing information about the
supplier(s) of the inventory.

[0051] Inventory may also be managed, updated, etc., by the mobile device 105. The
mobile device 105 may be, for example, a mobile phone, a smartphone, a personal media
player, a tablet computer, a laptop computer, or similar device that may connect to the
network 107 using different hardware and media, for example Wi-Fi or a cellular
network. As will be appreciated by those skilled in the relevant art(s), the functions
discussed herein as being performed by the mobile device 105 may alternatively or
additionally be performed by the computing device 103 and vice versa because, in
embodiments, there may be a functional overlap between the two types of devices 103
and 105 (e.g., a computing device may also be considered a mobile device, and vice
versa).

[0052] For example, the mobile device 105 may capture an image of a product that is or
will be included in the inventory which is then added to the inventory managed and/or
stored by the back-end server 109. The image may reach the back-end server 109 via
network 107. As another example, the mobile device 105 may receive sales summaries of
transactions that have occurred at the POS device 101, such as sales and returns processed
by the POS device 101. The reports may additionally or alternatively include other types
of real-time business statistics. The mobile device 105 may also be used to manage
employees of the merchant premises, for example for scheduling and security concerns.

[0053] In an embodiment, the POS device 101 may additionally communicate with a
transaction server 111 operated by a financial institution for transaction
processing/approval. For example, when a customer enters payment information, such as
credit card information via one or more input devices as discussed below, the transaction
information may be communicated to the transaction server 111 for approval or denial via
a connection 160. Connection 160 may be a direct or indirect link via any one or more
wired and/or wireless modes of telecommunication and, although not shown in FIG. 1,
may include the network 107. In an embodiment, the POS device 101 may communicate
directly with the transaction server 111. In alternative embodiments, the POS device 101
may communicate indirectly with the transaction server 111 via the network 107 and/or
the back-end server 109, for example via wired and/or wireless connection 162. The

transaction server 111 may be associated with one or more financial institutions.
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[0054] As shown, FIG. 1 shows an exemplary environment 100 in which the POS device
101 may operate within a cloud-based POS system. In an embodiment, the cloud-based
POS system is a distributed network of computing devices (e.g., POS device 101,
computing device 103, mobile device 105 and server 109) used in the execution of
commercial transactions such as, for example, the sale and inventory management of
goods. In an embodiment, the cloud-based services and integrated hardware of the POS
device 101 enable the POS device 101 to be a plug-and-play device — e.g., a user may
plug in the POS device 101 using a single wired and/or wireless plug and begin operation
of the POS device 101 without requiring any additional external peripherals. In an
embodiment, because the POS device 101 contains all needed components and does not
require any external peripherals, there is little or even no need for the user to configure
the POS device 101 prior to use. In fact, the POS device 101 is operable once it is
plugged in and turned on. Further, in an embodiment, the POS device 101 may be
configured to turn on automatically upon plugin. Accordingly, in an embodiment, the
POS device 101 is an integrated, unified device containing within a single assembly all
hardware components needed to perform the operations described herein, where the POS
device 101 is pre-configured such that user configuration is not needed for operation of
the POS device 101.

[0055] FIG. 2A illustrates a front view of a multi-mode POS device, such as the POS
device 101 of FIG. 1, according to an example embodiment. For simplicity of discussion,
reference to the multi-mode POS device in the following figures will be with respect to
POS device 101 of FIG. 1, although it should be understood that a given POS device 101
may include any subset of features shown in these figures. In the following discussion, a
front view is one from the perspective of a primary user that faces the POS device 101.
As one example, the primary user may be a store clerk at a merchant premises of an
organization.

[0056] POS device 101 may include a primary display, such as a touchscreen display
201, a base 203, a cash drawer 205, a receipt printer slot 207, a magnetic stripe reader
(MSR) 209, and a camera 217. In an embodiment, the touch screen display 201 may be a
projected capacitive touch (PCAP) touch screen display. In a PCAP touch screen display,
touches may be sensed through a protective layer in front of a display. The touch screen

may have one or multiple layers of conductive material, such as columns and rows
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forming a grid pattern of electrodes. The protective layer is located over the layer(s) of
conductive material, and may be made of glass or plastic. Because of this additional layer,
PCAP touch screens may be resistant to impacts, scratches, moisture, heat, cold, and
harsh cleaning fluids. The electrodes create a uniform electrostatic field when voltage is
applied, and changes in capacitance are measured when a conductive object is in contact
with the touch screen, for example by touching the protective layer. A PCAP touch screen
may be a self-capacitance or a mutual-capacitance touch screen. Self-capacitance touch
screens measure the rows and columns of electrodes, not their intersections, which results
in stronger signals but an inability to reliably interpret touches on different parts of the
screen at a time. In mutual-capacitance touch screens, the electrodes are spatially
separated in two layers and the intersections of each electrode are uniquely addressable so
that multiple simultancous touches are detectable and reliably interpreted. These and
other features of PCAP displays will be apparent to those skilled in the relevant art(s), and
embodiments of touch screen display 201 may include any combination of such features.

[0057] In an alternative embodiment, the touch screen display 201 may be a surface
acoustic wave (SAW) touch screen display. A SAW touch screen display may rely upon
ultrasonic waves. The ultrasonic waves are transmitted across a surface of the touch
screen, portions of which waves are absorbed when an object touches the screen. The
position of the touch is detected based on how the waves are changed by the touch, for
example by measuring signal attenuation of the portion of the wave where the touch
occurred and calculating when that attenuated portion is detected. SAW touch screen
displays have high transparency because they do not require electrode layers beneath the
surface that can affect the displayed image. These and other features of SAW displays
will be apparent to those skilled in the relevant art(s), and embodiments of the touch
screen display 201 may include any combination of such features.

[0058] As will be appreciated by those skilled in the relevant art(s), PCAP and SAW
touch screen displays are just two examples of the touch screen display 201 and
embodiments of the present disclosure are not limited to these examples. Instead, the
touch screen display 201 may employ any touch screen technology, existing now or
developed in the future.

[0059] In an embodiment, the touch screen display 201 may be capable of two touches

with 2 mm accuracy, although embodiments are not limited to this example. As will be
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appreciated by those skilled in the relevant art(s), other types of touchscreens may be
utilized to accomplish the input functionality. The touch screen display 201 may have a
variety of sizes. In an embodiment, the touch screen display 201 may have a diagonal size
of 13.3 inches with a 1920 x 1080 displayed image resolution, although other sizes and/or
resolutions are possible as well. The display of the touchscreen display 201 may be any
type such as but not limited to liquid crystal display (LCD), organic light emitting diode
(OLED) display, electroluminescent display, electrophoretic display (EPD), etc. without
departing from the scope of the present disclosure.

[0060] The touch screen display 201 is mounted on a display head (shown as mount 219
in FIG. 2B) that enables the touch screen display 201 to pivot between two positions, as
shown in more detail in FIG. 7 and discussed in the corresponding text below. For
example, in a first position, the touch screen display 201 faces the primary user of the
POS device 101 (e.g., a merchant) and in a second position the touch screen display 201
faces a secondary user, for example a customer at the merchant premises of the
organization. For example, in referring to FIG. 2A, the touch screen display is in the first
position. As will be discussed in more detail below, the content of the display on the
touch screen display 201 changes based on a detection of whether the screen is facing the
primary or secondary user (e.g., the merchant or the customer, respectively).

[0061] In an embodiment, the camera 217 of FIG. 2A may be located in a bezel area
surrounding the touchscreen display 201, for example below the touch screen display 201
(when in the first position facing the primary user, as shown in FIG. 2A). In an
embodiment, the camera 217 may utilize a CMOS sensor. As will be appreciated, when
the touch screen display 201 is moved to the second position facing the secondary user,
the camera 217 would then be located above the touch screen display 201 from the
perspective of the secondary user. As will be further appreciated by those skilled in the
relevant art(s), the camera 217 may be located at other positions around the touch screen
display 201 or elsewhere integrated with the POS device 101. The camera 217 may be
used for scanning 2-D bar codes as well as for security. For example, in an embodiment
the POS device 101 may capture an image of the merchant user facing the touch screen
display 201 during login and/or logout of the POS device 101. This captured image may

then be stored and forwarded to a designated recipient for verification and security.
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The MSR 209 may also be located along an edge of the touch screen display 201.
For example, in FIG. 2A, the MSR 209 is depicted as being located along a left side of
the touch screen display 201 when in the first position. As will be appreciated by those
skilled in the relevant art(s), the MSR 209 may be located along a different side of the
touch screen display 201 or elsewhere integrated with the POS device 101. The MSR 209
may be capable of reading at least 3 magnetic tracks. The MSR 209 may additionally be
configurable to change the type of encryption it uses for direct processing to another
encryption standard/protocol after a firmware update. For example, in an embodiment the
MSR 209 may be field upgradeable to the Derived Unique Key Per Transaction
(DUKPT) key management scheme with a specific basis key from the transaction server
111. The MSR 209 may include tokenization capability and device/host authentication.
Instead of the MSR 209 being a magnetic stripe reader, the MSR 209 may be a Europay,
MasterCard and Visa (EMV) standard-compatible reader designed to cooperate with
integrated circuit payment cards (commonly referred to as chip cards). In an embodiment,
the POS device 101 may include as part of the MSR 209 both hardware for a magnetic
stripe reader and an EMV-compatible reader, or just hardware for one of the two. In an
embodiment, MSR 209 may be accompanied by a keypad or other input device (such as a
fingerprint reader) by which customers may input a pin number or other identification
(such as a fingerprint) to authorize or complete a transaction (such as a purchase or cash
back). The keypad may be a permanent fixture of MSR 209, or it may be a separate
detachable device that connects to POS device 101 via a dock or cradle as described
below with respect to FIG. 2C.

The base 203 of POS device 101 houses at least a subset of the integrated
components, for example the cash drawer 205 and receipt printer slot 207 (and receipt
printer, not shown in FIG. 2A). The cash drawer 205 may include a key lock 205.1 and a
slot 205.2, for example for receiving checks. The cash drawer will be discussed in more
detail with respect to FIGs. 5 and 6 below.

The receipt printer slot 207 shown in the base 203 allows receipts to be accessed
by the primary user (e.g. merchant). The base 203 houses an integrated receipt printer, for
example a line type thermal printer. In an embodiment, the printer may use 58 mm wide
paper with a paper roll diameter of 80 mm that rolls automatically. As will be appreciated

by those skilled in the relevant art(s), other dimensions are possible as well. In addition,
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the receipt printer may be operable in USB or serial modes. When in USB mode, the
receipt printer may be configured to be able to decode a drawer release signal for the cash
drawer 205. The cash drawer is connected to a main processing unit, such as processor
401 of FIG. 4 discussed below, directly and not through the printer allowing more
software choices to control the cash drawer such as knowing if it is open or closed.

[0065] FIG. 2B illustrates a rear view of a multi-mode point-of-sale device, such as the
POS device 101 of FIG. 1, according to an example embodiment. In the following
discussion, a rear view is shown from the perspective of a secondary user that faces the
POS device 101. As one example, the secondary user may be a customer at the merchant
premises of the organization. In FIG. 2B, the touch screen 201 is in the first or primary
position (facing the primary user of the POS device 101). As will be shown in FIG. 7
below, the touch screen display 201 may pivot to a secondary position that faces the
secondary user.

[0066] In the example of FIG. 2B, in addition to the MSR 209, base 203, and touch
screen display 201 discussed above with respect to FIG. 2A, a barcode scanner 215,
customer-facing display 213, data interface 211, and the mount 219 are also visible
around touch screen 201.

[0067] The barcode scanner 215 may be located along an edge of the touch screen display
201. For example, in FIG. 2B the barcode scanner 215 is located at the side of the touch
screen display 201 opposite the MSR 209. As will be appreciated by those skilled in the
relevant art(s), the barcode scanner 215 may be located along a different side of the touch
screen display 201 or elsewhere integrated with the POS device 101. The barcode scanner
215 may incorporate a proximity detector to activate a laser used for the barcode
scanning. The barcode scanner 215 may be able to perform, in an embodiment, 270 scans
per second. As will be appreciated by those skilled in the relevant art(s), other scanning
speeds may be used.

[0068] The customer-facing display 213 may be located in the base 203 of the POS
device 101, shown in FIG. 2B as located at the rear of the base 203. In an embodiment,
the customer-facing display 213 may display white letters against a black background, for
example using a display that displays 16 characters in each of two lines of the display
with a film compensated super-twisted nematic (FSTN) Negative Transmissive Liquid

Crystal Display (LCD). The customer-facing display 213 may be used, for example, to
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show, in real time, the item that has been currently scanned (for example by a clerk
operating the barcode scanner 215 or camera 217 of the POS device 101) to the customer.

[0069] The data interface 211 may be located along a side of the base 203. For example,
FIG. 2B depicts the data interface 211 as located along the right side of the base 203
when viewed from the perspective of the primary user, although the data interface 211
may be located elsewhere integrated with the POS device 101. In an embodiment, the
data interface 211 may be one or more USB ports, such as USB 2.0 or USB 3.0. As will
be appreciated by those skilled in the relevant art(s), other interfaces may be used in
addition to or instead of the USB ports, such as serial ports, firewire ports, etc.

[0070] The touch screen display 201 is located within housing 221. The housing 221 is
mounted upon the mount 219, which is in turn connected to the base 203 so that the
mount 219 is still permitted a range of motion. The mount 219 may pivot between the
first and second positions to enable either the primary or the secondary user, respectively,
to be able to directly interact with the touch screen display 201. In an embodiment, the
mount 219 may pivot between the two positions with little friction. The mount 219 may
include a geared cam action to slow the motion of the housing 221 as it pivots so as to
avoid hard contact between the mount 219 and the base 203 (e.g. a dampener), for
example when the primary or secondary user applies excessive force to begin pivoting.
To this end, the mount 219 may use a notched keyway to gently lock the mount 219 in
cach of the two positions. An operating system of the POS device 101 causes what is
displayed on the touch screen display 201 to change based on a detection of whether the
screen is facing the primary or secondary user.

[0071] FIG. 2C illustrates an embodiment in which keypad 223 connects to POS device
101 via a cradle 225 that is affixed to base 203. Keypad 223 permits a customer to input a
secret pin when such a pin is required to complete, for example, a credit card transaction.
Keypad 223 may be only a keypad, or it may also include a magnetic stripe reader and/or
an EMV-compatible reader with which a customer may swipe his or her own credit card.
Cradle 225 includes a data interface 227 that provides similar functionality to data
interface 211. Data interface 227 includes a plug 229. In an embodiment, plug 229 can be
a USB plug that fits into keypad 223, thereby providing a functional connection to data
interface 227 as well as physical support for holding keypad 223 in place. In an
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embodiment, data interface 227 provides both power and/or communication capabilities
to keypad 223 via plug 229.

[0072] FIG. 3 illustrates internal components of a multi-mode point-of-sale device, such
as the POS device 101 of FIG. 1, according to an example embodiment. For sake of
simplicity of discussion, only those elements that have not been introduced already in the
above figures will be discussed.

[0073] Printer roll 301 is a roll of paper or other suitable material that is used for the
receipt printer discussed above with respect to the receipt printer slot 207 shown in the
base 203, which allows receipts to be accessed by the primary user.

[0074] The transfer board 305 may be, for example, a printed circuit board with a general
purpose input/output (GPIO). In an embodiment, the transfer board 305 may interface
USB port(s), a customer facing display, and other inputs/outputs as discussed by way of
example in FIG. 4 below. The transfer board 305 may be located in the base 203 of the
POS device 101 and connect to a main system board, such as a motherboard, located
elsewhere in the POS device 101 or integrated with the transfer board 305. In an
embodiment, the main system board contains a processor, memory, storage, and other
elements and may be physically located in close proximity to the touch screen display
201, for example just below the touch screen display 201 in the housing 221. In an
alternative embodiment, the main system board may be located within the base 203 and
connect to the touch screen display 201 via appropriate signal connections, as will be
appreciated by those skilled in the relevant art(s).

[0075] In an embodiment, solenoid 307 controls the opening of the cash drawer 205. The
solenoid may be electrically driven to release the cash drawer upon a command from a
processor of the POS device 101. In addition, there may be a mechanical fail-safe release
switch that may be located near the solenoid 307. As will be appreciated by those skilled
in the relevant art(s), any type of mechanical or electrical mechanism may be used to
control opening and closing of the cash drawer 205.

[0076] Power supply 309 supplies power to the integrated components of the POS device
101. In an embodiment, the power supply 309 may be an internal supply having a range
of 100 to 240 V (alternating current) at 50 to 60 Hz. In an embodiment, the power supply
may output different voltages, such as 3.3V, 1.5V, 5V, and/or 8V. Other voltage levels
may additionally or alternatively be output from the power supply 309, or by other
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circuitry or hardware connected to the power supply 309, as will be appreciated by those
skilled in the relevant art(s). A power indicator, such as an LED, may show different
statuses of the system based on color. In an example, the LED may be white to show that
the system is powering on from an off state or waking from a sleep state. The LED may
emit an amber color when the system is entering sleep state, and may emit red when the
system is powering down.

[0077] FIG. 4 illustrates a block diagram of internal components of a multi-mode point-
of-sale device, some of which may be integrated, for example, on one or more printed
circuit boards or substrates, according to an example embodiment. Select elements of
FIG. 4 correspond to, control, access, process, and/or interact with elements described
above with respect to FIGs. 2A, 2B, and 3, as will be appreciated by those skilled in the
relevant art(s) based on the teachings contained herein.

[0078] The internal components include processor 401, which may include one or more
processing cores. Further, the processor 401 may be a collection of processors operating
in cooperation for given computing tasks. In an embodiment, the processor may utilize an
ARM architecture, although other processor architectures, types, speeds, and
configurations are possible as will be appreciated by those skilled in the relevant art(s).
The processor 401 controls operation of the POS device 101, including the software used
to operate the POS device 101 as well as the internal and integrated components. In an
embodiment, a thermostat may be located in close proximity to the processor 401 to sense
the temperature of the processor 401.

[0079] The internal components also include memory 403 and storage 405. In an
embodiment, memory 403 may be random access memory (RAM) in any density, for
example but not limited to 1 GB. Storage 405 may be any kind of persistent storage, for
example flash memory (NAND or NOR). As will be appreciated by those skilled in the
relevant art(s), other types of longer-term storage may be used instead or in addition.

[0080] The POS device 101 may include one or more communications transceivers, such
as a wired transceiver 407 and/or a wireless transceiver 433. The wired transceiver 407
may be an Ethernet port for connection to a LAN. The wireless transceiver 433 may be a
Wi-Fi transceiver that is compliant with IEEE 802.11 standards, such as b/g/n/ac. As will
be appreciated by those skilled in the relevant art(s), other standards may be used to same

effect. In addition to or as part of one of the above transceivers, the POS device 101 may
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also incorporate a near field communications (NFC) device, such as a NFC
communicator, NFC initiator, or NFC target. The NFC device may operate in active or
passive communication modes, depending upon the NFC device’s configuration. In an
embodiment, the NFC device may be located in an arca of the bezel surrounding the
touch screen display 201, though other locations are possible. Communications may be
secured according to one or more security and/or encryption protocols, for example
Secure Sockets Layer (SSL) to name just one example.

[0081] The internal components can also include a speaker 409. The speaker 409 may
provide audible system feedback to users, such as the primary and/or secondary users of
the POS device 101. The speaker 409 may have one channel and have 1 watt of power.
As will be appreciated by those skilled in the relevant art(s), more speakers and/or
channels are possible as well.

[0082] System control 411 provides an interface for power on/off button 415 and power
indicator 413. The power on/off button 415 may control whether the POS device 101 is
on or off. The power on/off button 415 may be one or a plurality of buttons each
dedicated to a different aspect — e.g., there may be a dedicated power button to control
power to the transfer board 305 and a dedicated power button to control power to the
touch screen display 201. In an embodiment, the power on/off button 415 may be
configured to turn on and off, respectively, the back light of the touch screen display 201
while leaving power supplied to other components of the POS device 101. The processor
401 may, via system control 411, control the power indicator 413, which may be one or
more LEDs that operate as discussed above with respect to power supply 309.

[0083] The processor 401 may interact with, and control in certain embodiments, several
components via interface 417. In an embodiment, interface 417 is a GPIO interface. For
example, the processor 401 may control operation of optical sensor 423, bar code reader
trigger 425, and accelerometer 427.

[0084] The accelerometer 427 is located in close proximity to the touch screen display
201. In this manner, whenever the touch screen display 201 is pivoted from one position
to the other, such as the position associated with the primary to the position associated
with the secondary user (or vice versa), the accelerometer 427 may move with the touch
screen display 201 and therefore senses the motion and/or change in position. In an

embodiment, the accelerometer 427 may have an activation angle of +/- 15 degrees from
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horizontal and an activation angle tolerance of +/- 5 degrees. Further, the accelerometer
427 may have an effective activation angle range of +/- 10 to 20 degrees, with a
hysteresis angle of at least +/- 20 degrees. As will be appreciated by those skilled in the
relevant art(s), other angles/ranges are possible as well.

[0085] The processor 401 also controls the relay 419 and solenoid 421 via the GPIO
interface 417. The solenoid 421 may be driven by the relay 419 to control the
latch/release of the cash drawer 205, as well as provision of a push to open the cash
drawer 205. The GPIO interface 417 may also control the backlight of the touch screen
display 201, for example to turn off the backlight after a predetermined period of
inactivity so as to extend the operating life of the touch screen display 201. Similarly the
GPIO interface 417 may be used to disable any USB external ports for security.

[0086] The processor 401 also controls customer facing display 449 and receipt printer
447 via interface 445. Interface 445, in an embodiment, is a set of serial interfaces, such
as RS232, 422, or 485. Other types of interfaces, such as USB, are possible as will be
appreciated by those skilled in the relevant art(s). The customer facing display 449 may
be the type of customer-facing display 213 discussed above with respect to FIG. 2B. The
receipt printer 447 may be as described above with respect to FIG. 2A.

[0087] The processor 401 also controls the touch screen 431, the wireless transceiver 433,
the barcode scanner 435, a card reader 437, a camera 439, a mini USB connection 441,
and an external connector 443 (e.g., an external USB port) via interface 429. In an
embodiment, the interface 429 may be a USB interface, although other types are possible
as will be appreciated by those skilled in the relevant art(s). The touch screen 431 may be
the touch screen display 201 discussed in the previous figures. In an embodiment, the
processor 401 may provide high level commands and data to the touch screen 431 in
cooperation with a dedicated controller for the touch screen 431 (not illustrated in FIG. 4)
that provides low-level commands used for operation. The barcode scanner 435 and the
camera 439 may be the barcode scanner 215 and camera 217, respectively, discussed in
the figures above.

[0088] The processor 401 may also control the panel 453, for example a panel interface
driving a displayed image resolution for the touch screen display 201 of 1920 x 1080, via

the interface 451. Other resolutions are possible as is understood by those skilled in the
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relevant art(s). The interface 451 may include an embedded DisplayPort interface for the
panel 453 and a back light driver.

[0089] FIG. 4 diagrammatically shows different hardware elements that have been
integrated together into the single POS device 101, according to an embodiment. The
POS device 101 may be designed and manufactured to be in compliance with one or more
security standards, for example the Payment Card Industry (PCI) data security standard or
any other applicable standard/protocol/specification for added security. The peripheral
device may connect via USB or mini USB, such as in embodiments where the data
interface 211 in FIG. 2B is a USB interface or the mini USB 441, though other types of
interfaces would work as well. Various security features of the POS device 101 are
described in further detail below.

[0090] FIG. 5 illustrates an internal configuration of a closed-drawer detection
mechanism that may be used with the cash drawer 205 of FIG. 2A, according to an
example embodiment. The cash drawer 205 may include dividers 501, for example to
divide up the cash drawer 205 into four compartments for paper currency and five trays
for coin currency. Other combinations of compartments and trays are possible as well. In
an embodiment, the cash drawer 205 is designed according to a smaller form factor than
conventional cash drawers, e.g. 2/3 the size of a conventional cash drawer. Other sizes
and dimensions are possible as will be recognized by those skilled in the relevant art(s).

[0091] The cash drawer 205 also includes a ridge 503, such as a rib of plastic extending
above the drawer leads. An optical pair 507 is mounted on a circuit board 505, which in
an embodiment may be part of the transfer board 305. In an embodiment, the optical pair
507 includes an LED source, for example infrared, and a photo transistor. As shown in
FIG. 5, the LED source may be the upper device of the optical pair 507 and the photo
transistor may be the lower device of the optical pair 507.

[0092] The cash drawer 205 is depicted in the example of FIG. 5 in an open position with
respect to the base 203. In this configuration, the system of the POS device 101 knows
that the cash drawer 205 is open because the ridge 503 is moved out of the optical path
between the elements of the optical pair 507, such that the light emitted from the LED
source reaches the photo detector.

[0093] FIG. 6 illustrates an internal configuration of the closed-drawer detection

mechanism discussed with respect to FIG. 5 that may be used with the cash drawer 205,
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according to an example embodiment. In FIG. 6, the cash drawer 205 is moved to a
closed position with respect to the base 203. In this position, the ridge 503 has been
placed in a position along the cash drawer 205 such that the ridge 503 interrupts the
optical path between the optical pair 507. The system of the POS device 101 receives a
signal in this situation indicating that the light from the LED source is not detected at the
photo transistor. The system determines from this that the cash drawer 205 is now closed.
For example, the signal level may be “high” (e.g., logic level high) when the optical path
is not interrupted, which is interpreted as the cash drawer 205 being in an open position.
Alternatively, the signal level may be set to “low” (e.g., logic level low) when the optical
path is not interrupted, with the system interpreting the cash drawer 205 open condition
based on the alternative low signal.

[0094] FIG. 7 illustrates different configuration modes of a multi-mode point-of-sale
device, such as the POS device 101 of FIG. 1, according to an example embodiment. FIG.
7 illustrates the touch screen display 201, located on mount 219, being in one of two
positions 701 or 703. In an embodiment, the position 701 corresponds to the first or
primary position where the touch screen display 201 faces the primary user of the POS
device 101 (e.g., merchant) and the position 703 corresponds to the second or secondary
position where the touch screen display 201 faces the secondary user (e.g., customer).

[0095] The operation that occurs when the touch screen display 201 pivots between the
primary and secondary positions is described with respect to FIG. 8, which is a flowchart
illustrating a process 800 for switching between a first interface and a second interface of
a multi-mode point-of-sale device, such as the POS device 101 of FIG. 1, according to an
example embodiment.

[0096] At step 802, the touch screen display 201 is initiated with the first interface
positioned and configured for interaction with the primary user, such as a merchant or
store clerk. This occurs, for example, upon system startup when the touch screen display
201 is in its resting position in the first position, such as position 701 of FIG. 7. The first
interface may include, for example, one or more graphic user interfaces (GUIs) used to
display and/or enter product information, price, payment information for a transaction,
and/or enable other tasks actions associated with the transaction.

[0097] At step 804, the system (for example processor 401) determines whether a

position change of the touch screen display 201 to the second position has been detected.
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Detection of position changes may be provided by the accelerometer 427 discussed above
with respect to FIG. 4. If a position change has not been detected at step 804, the process
800 proceeds to step 806, in which the system maintains the first interface to enable clerk
interaction with the system and periodically checks (or through an interrupt approach) at
step 804 whether a change has been detected, for example a few times each second.
Alternatively, the system may continuously check whether a position change has been
detected.

[0098] If a position change is detected at step 804, then the process 800 proceeds to step
808. At step 808, in response to detecting the position change from the first position 701
to the second position 703, the system changes from the first interface to displaying the
second interface on the touch screen display 201. The second interface may include, for
example, one or more GUIs for a customer to view, access, select and/or enter payment
information to complete a transaction, and/or enable other tasks or actions associated with
the transaction. In addition or alternatively, the second interface may include advertising
information, as discussed in more detail below.

[0099] After the system has changed what is output on the touch screen display 201 to the
second interface, at step 810 the system (for example processor 401) then again checks
whether a position change of the touch screen display 201 back to the first position facing
the merchant or clerk has been detected. If a position change back to the first position has
not been detected at step 810, then the process 800 proceeds to step 812, in which the
system maintains the second interface to enable customer interaction with the system. The
system may periodically check (or use an interrupt approach) at step 810 whether a
change has been detected, for example a few times each second. Alternatively, the system
may continuously check whether a position change has been detected.

[0100] If a position change from the second position has been detected at step 810, then
the process 800 proceeds to step 814. At step 814, in response to detecting the position
change from the second position 703 to the first position 701, the system changes from
the second interface to the first interface on the touch screen display 201. The process 800
then proceeds back to step 804 to check if or when a position change again occurs. The
process 800 ends when the system is powered down.

[0101] In some situations, the touch screen display 201 may take a noticeable period of

time for the scanning baseline of the touch screen display 201 to update when the display
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is tilted, such as pivoting between positions 701 and 703 as discussed above with respect
to FIG. 7. For example, this may occur when a SAW touch screen is used as the touch
screen display 201. FIG. 9 is a flowchart illustrating a process 900 for maintaining touch
performance of a touch screen, such as touch screen display 201, according to an example
embodiment that addresses this.

[0102] According to the process 900, the POS device 101 has the ability to reset or power
cycle the controller that controls the touch screen display, such as the processor 401 that
controls the touch screen display 201. In an embodiment, the operating system has access
to a reset pin of the controller. Alternatively or in addition, the operating system has
control of a power supply to the controller to be able to power cycle the controller.

[0103] At step 902, a sensor detects a change in position, such as a tilt, of the touch
screen display. For example, the accelerometer 427 of FIG. 4 detects a pivot of the touch
screen display 201 in the housing 221. In an alternative embodiment, a rotary encoder
may be constructed with the mount 219 to detect changes in position of the housing 221.
As will be appreciated by those skilled in the relevant art(s), the change in position may
be detected in other ways.

[0104] Once a change in position has been detected, at step 904 the system then either
places the controller into reset by assertion of the proper signal on the reset pin, or powers
off the controller while the touch screen is in motion. During this time, touch capability is
disabled for the touch screen.

[0105] At step 906, the sensor detects that the change in position has stopped, for
example the touch screen display 201 has stopped its pivot.

[0106] At step 908, the system releases the reset signal to the controller. Alternatively, in
embodiments where the system controls the power instead of use of a reset, the system
powers the controller back on. When the controller comes out of reset and/or powers back
on, it begins a process of relearning a baseline for the touch screen and touch is again
enabled. In this manner, the system is able to accelerate re-learning of the scanning
baseline to maintain predictability of touch performance after a change in position.
Although process 900 has been discussed with respect to embodiments where the touch
screen uses SAW technology, process 900 may similarly be used with other touch screen

technologies that rely on a baseline for touch operation.
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[0107] FIG. 10 is a block diagram of a server system, for example the back-end server
109 or the transaction server 111, according to an example embodiment. The server 1001
may include one or more processors 1003. The one or more processors 1003 may each
include one or more processing cores, capable of performing parallel and/or sequential
operations. Server 1001 may also include a transceiver 1005, for example an Ethernet
connection, Wi-Fi connection, or other connection capable of enabling the server 1001 to
transmit and receive data to/from external sources, such as any one or more of the POS
device 101, computing device 103, mobile device 105, and transaction server 111 of FIG.
1. The server 1001 may include a data store 1007, for example a hard drive, flash drive,
or other types of memory as will be understood by persons skilled in the relevant art(s).

[0108] The server 1001 may host web applications via web application module 1009. In
an embodiment, a user of the cloud-based point-of-sale system of the present disclosure
may manage their inventory and perform other functions by accessing their account(s) via
a web site provided or managed by the web application module 1009. The server 1001
may also include a cloud services module 1011 used for data analytics, inventory
management, and employee management among other examples. In an embodiment, the
cloud services module 1011 may be a database with associated data analysis software.

[0109] An exemplary embodiment of server 1001 will be discussed in further detail
below with respect to FIG. 36. As will be appreciated by those skilled in the relevant
art(s), the different functions of server 1001 depicted in FIG. 10 may be performed
wholly within the server 1001, or alternatively may be performed by a plurality of
different servers or other types of computing devices operating in cooperation within a

geographic vicinity of each other or at geographically different locations.

2. Software Features

[0110] FIG. 11 shows an alternative system architecture view 1100 according to an
embodiment, showing a workstation 1102, a point of sale (POS) device 1104, and a
mobile device 1106. It is noted that FIG. 11 is an alternative embodiment of FIG. 1, and
in embodiments, similarly named elements shown in FIGS. 1 and 11 may include any
combination of the features, functionality and structure described herein.

[0111] Workstation 1102, POS device 1104, and a mobile device 1106 interact with
cloud 1150. As will be appreciated, a cloud can include (or connect) a number of different

servers and databases. For example, in the example of FIG. 11, cloud 1150 includes a
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web server 1152 (in some embodiments, shown in FIG. 1 as server 109) which accesses a
database 1154. As would be appreciated by those skilled in the relevant art(s) based on
the description herein, cloud 1150, as depicted in FIG. 11, is an exemplary illustration and
not intended to be limiting. For example, in FIG. 1, cloud 107 is shown as connecting
components, as opposed to the depiction in FIG. 11 of cloud 1150 including components.
In alternate embodiments, cloud 1150 can include multiple web servers that are, for
example, coupled using a network such as the Internet. In such an embodiment, services
provided by web server 1152 can be distributed across multiple servers. In further
embodiments, one or more of these servers can be coupled to one or more respective
databases.

[0112] In an embodiment, a management module 1170 remotely controls POS devices
1104 via web server 1152. For example, management module 1170 configures and
controls the functionality of POS devices 1104, and dictates the functions POS devices
1104 are allowed to perform. In an embodiment, management module 1170 achieves this
control over the functionality of POS devices 1104 by pre-loading and/or updating
software applications on POS devices 1104. As described below, POS devices 1104 are
secured (e.g., “hardened”). Accordingly, in embodiments, only management module 1170
has the ability to configure and control the functionality of POS devices 1104. The
management module 1170 is external to POS devices 1104.

[0113] In an embodiment, a merchant 1180 owns POS device 1104 (alternatively,
merchant 1180 could rent, license, etc., POS device 1104), although management module
1170 retains control over POS device 1104 as described above. As further described
herein, web server 1152 provides inventory information to POS device 1104. Such
inventory information represents inventory the merchant 1180 offers for sale in the store
(e.g., merchant premises) in which POS device 1104 is located. In an embodiment, the
inventory information is stored in database 1154, and is provided by merchant 1180. The
merchant 1180 does not directly save inventory information in database 1154. Instead, in
embodiments, the merchant 1180 provides the inventory information to management
module 1170 and/or web server 1152, and management module 1170 and/or web server
1152 stores such inventory information in database 1154. This is depicted in FIG. 29.

[0114] Merchant 1180 and management module 1170 may be the same (FIG. 30) or

different entities. Where they are different entities, merchant 1180 may have some rights
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to configure and control POS devices 1104 through management module 1170. For
example, as described below, merchant 1180 may have the ability to add additional stores
and/or POS devices, manage inventory, etc. Accordingly, the functionality described
herein can be under the control of management module 1170 and/or merchant 1180
through management module, depending on the relationship agreed upon by the entity
represented by management module 1170 and the entity represented by merchant 1180.

[0115] Exemplary embodiments of POS device 1104 and mobile device 1106 are
provided in FIGS. 13 and 15, respectively, as well as elsewhere herein. In a further
embodiment, POS device 1104 can be implemented as POS device 101, described above
with respect to FIG. 1. Morecover, an exemplary architecture of web server 1152 is
provided in FIG. 12. In an embodiment, workstation 1102 can be a computer that is
connected to the Internet (e.g., a desktop computer, tablet or a laptop computer).
Workstation 1102 can interact with web server 1152 (and other aspects of cloud 1150)
over a wired and/or wireless network, such as the Internet. For example, and as described
in greater detail below, a user using workstation 1102 can use a Web browser running on
workstation 1102 to navigate to a website served by web server 1152. Web server 1152
can authenticate the user (e.g., based on a received username and password entered by the
user at workstation 1102), and can allow the user to access and/or control various
functions including, e.g., inventory, restocking of inventory, notifications, and/or the
operation of POS device 1104.

[0116] For example, and as described in greater detail herein, in architecture 1100, a
primary user (e.g., a clerk, owner, cashier, manager, or other person associated with a
merchant) can use workstation 1102 and/or mobile device 1106 to update inventory,
receive alerts, and manage the operation of POS device 1104. Morcover, one or more
POS devices 1104 can be included in a store of merchant 1180. Workstation 1102 can be
used to interact with web server 1152 and database 1154 to update the inventories that are
respectively offered to secondary users (e.g., customers) at a given merchant’s POS
devices 1104 (in an embodiment, different inventories may be offered by a merchant’s
different POS devices 1104). In a further embodiment, web server 1152 can push
notifications to mobile device 1106 to allow primary user(s) to stay apprised of events
affecting the merchant. As noted above, the merchant 1180 can be a business entity that

sells items, e.g., a retailer.
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FIG. 12 shows an example functional block diagram of a web server 1200,
according to an embodiment. For example, web server 1152 can be implemented as
shown in FIG. 12. As shown in FIG. 12, web server 1200 includes a web service layer
1202, a presentation layer 1204, a business layer 1214, an enterprise integration layer
1226, and a data source 1232. One or more of web service layer 1202, presentation layer
1204, business layer 1214, enterprise integration layer 1226, and data source 1232 can be
implemented as a class or an object in an object oriented programming language (e.g.,
C++ or Java).

Web service layer 1202 includes a service contract module 1206 and a service
adaptor module 1208. Service contract module 1206 maintains the details of services
provided to different merchants. Service adaptor module 1208 adapts services provided
by web server 1200 to the specific processes of the merchant.

Presentation layer 1204 includes a user interface component 1210 and a user
interface processing component 1212. In an embodiment, presentation layer 1204 controls
how web server 1200 interacts with one or more of a workstation, a POS device, or a
mobile device. For example, presentation layer 1204 can control the different types of
interfaces or pages presented on a workstation, a POS device, and/or a mobile device.
User interface component 1210 can store different user interfaces for different merchants
and different devices used by a merchant to access web server 1200. User interface
processing component 1212 can process interactions between web server 1200 and a
merchant. For example, user interface processing component 1212 can process inputs
received from a workstation, a POS device, and/or a mobile device and provide
responsive outputs.

Business layer 1214 manages data flow through web server 1200. For example,
business layer 1214 can manage security systems of web server 1200, business work
flows, business services, and/or business entities associated with web server 1200. For
example, business layer 1214 can include a number of classes and/or objects that handle
one or more of these functions. Enterprise integration layer 1226 includes data access
components 1228 and service interface 1230.

Data access components 1228 manage the interaction between web server 1200
and data source 1232. In an embodiment, database 1154 can be implemented as data

source 1232. In an embodiment, data source 1232 can store information such as inventory
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associated with merchant and/or advertisements to be displayed on POS devices. Service
interface 1230 manages services external to web server 1200. For example, service
interface 1230 can interact with external services module 1234. External services module
1234 can allow for, e.g., sending push notifications to one or more of a workstation, a
POS device, and a mobile device. In a further embodiment, external services module
1234 can include an email interface that allows for web server 1200 to send emails. In
another embodiment, external services 1234 can send push notifications when the
inventory has fallen below a predetermined threshold or if a notification regarding the
status of one or more POS devices has been received at web server 1200.

[0122] FIG. 13 shows an example functional block diagram of a POS device 1302,
according to an embodiment. In an embodiment, POS device 1104 can be implemented as
POS device 1302. POS device 101 shown in FIG. 1 can also be implemented as POS
device 1302. As shown in FIG. 13, a POS device 1302 can interact with an individual
user 1350 (or multiple users). User 1350 can be a primary user or a secondary user. In an
embodiment, POS device 1302 can be a register located within a store of a merchant. For
example, POS device 1302 can be implemented according as POS device 101, as
described with respect to FIG. 1.

[0123] As shown in FIG. 13, POS device 1302 includes a presentation layer 1310, a
business layer 1312, a data layer 1314, a local data module 1316, and cross cutting
modules 1320. Presentation layer 1310 can control what is shown on a touch screen of a
POS device 1302. For example, presentation layer 1310 can include user interaction
components and presentation logic components. These components of presentation layer
1310 can control what is shown to users during a scanning phase of a transaction and a
purchasing phase of a transaction.

[0124] Business layer 1312 manages the flow of data within POS device 1302. For
example, business layer 1312 can include a business workflow module that manages the
transitions of POS device 1302. Business layer 1312 can also include a business entities
module and a business components module that store information relating to the business
entity, or merchant, that owns POS device 1302 and components of that business.

[0125] Data layer 1314 can manage the access of POS device 1302 to local store data and
data stored within a web accessible device, e.g., the cloud. For example, data layer 1314

can manage access to a local data module 1316. For example, local data module 1316 can
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include a local database and/or a local cache. For example, as will be described in greater
detail below, local data module 1316 can store deferred transactions and information
about the inventory of the merchant. As shown in FIG. 13, data layer 1314 can also
control access to cloud base services 1360. For example, referring to FIG. 11, data layer
1314 can control access to cloud 1150. For example, data layer 1314 can be used to sync
the available inventory presented to the user 1350 with the inventory included in database
1154.

[0126] POS device 1302 also includes cross-cutting modules 1320. In an embodiment,
“cross-cutting” modules generally refer to modules that provide input to multiple
different layers or modules of a device (and thus “cross-cut” the device). For example, in
the embodiment of FIG. 13, cross-cutting modules 1320 are accessed by one or more of
presentation layer 1310, business layer 1312, and data layer 1314. As shown in FIG. 13,
cross-cutting modules 1320 include a security module 1322, a configuration module
1324, and a communication/connectivity module 1326. The operation of security module
1322 will be described in greater detail below. Configuration module 1324 includes
configuration details relating to POS device 1302. For example, configuration module
1324 can include configuration settings relating to components of POS device 1302, e.g.,
a cash drawer, a printer, a barcode scanner, a MSR, and/or CFD.
Communication/connectivity module 1326 manages the communication between POS
device 1302 and the cloud. For example, in an embodiment in which POS device 1104 of
FIG. 11 is implemented as POS device 1302, communication/connectivity module 1326
can manage communication between POS device 1302 and cloud 1150.

[0127] FIG. 14 shows an example functional block diagram of an interface between
interface 1400 and various components of a POS device, according to an embodiment. In
an embodiment, POS device 1302, shown in FIG. 13, can usec interface 1400 to interface
to with its components. As shown in FIG. 14, interface 1400 includes application
programming interfaces (APIs) 1410, operating system of libraries 1422, operating
system runtime 1424, device drivers 1432,

[0128] APIs 1410 include an API for each peripheral with which interface 1400
communicates. Thus, in an example embodiment of FIG. 14, APIs 1410 include a cash
drawer API 1412, a printer API 1414, a barcode scanner API 1416, a magnetic stripe
reader (MSR) API 1418, and a consumer facing device (CFD) API 1419. Each of APIs
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1410 allow applications running on a POS device to communicate with respective ones of
peripherals 1440. APIs 1410 allow for communication to and from respective peripherals
of peripherals 1440. Operating system libraries 1422, operating system runtime module
1424, and device drivers 1432 allow for communication between APIs 1410 and
respective ones of peripherals 1440. In an embodiment, one or more of device drivers
1430 can be implemented as kernel mode drivers. It is noted the example of FIG. 14 is
provided for illustrative purposes. Other architectures for interfacing may alternatively be
used.

[0129] FIG. 15 shows an example functional block diagram of a mobile device 1510 that
runs an application 1520, according to embodiment. For example, in an embodiment,
application 1520 may be an application that interfaces with a cloud processing system.
For example, in the embodiment in which mobile device 1106 of FIG. 11 is implemented
as mobile device 1510, application 1520 can be an application that interfaces to cloud
1150 to allow for, e.g., management of inventory. As shown in FIG. 15, application layer
1520 includes presentation layer 1522, business layer 1524, and data layer 1526.
Presentation layer 1522 can control the presentation of data received from a cloud and/or
presentation of forms allowing a user to submit data to the cloud. Business layer 1524 can
control the flow of information from application 1520 to the cloud and vice versa. Data
layer 1526 can manage communications between application 1520 and the cloud.

[0130] As shown in the diagram of mobile device 1510, in an embodiment, application
1520 communicates with other layers of mobile device 1510 through API calls. For
example, as shown in FIG. 15, API layer 1514 provides an interface between application
1520 and objective C run time 1516. Objective C run time 1516 operates as an interface
between application 1520 and operating system 1518.

[0131] Operating system 1518 communicates with hardware aspects of mobile device
1510. For example, as shown in FIG. 15, operating system 1518 communicates with
processor 1530. Processor 1530 executes instructions based on, ¢.g., instructions stored in
firmware 1532. Mobile device 1510 communicates with the outside world through
hardware 1534. For example, hardware 1534 can include wireless circuitry and/or other
types of communication mechanisms.

[0132] POS device use embodiments will now be discussed. FIG. 16 shows a flowchart

of a method 1600 for setting up a POS device, according to an embodiment. Method 1600
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is described with reference to the embodiments shown in FIGS. 11 and 13, but is not
limited to those embodiments.

[0133] In step 1602, it is determined whether a user has login information/credentials. For
example, the user can be a primary user, ¢.g., a store owner, store clerk or another
employee or person associated with the merchant to whom the POS device is associated.
For example, in the embodiment of FIG. 11, POS device 1104 can query the user to
determine whether the user has login credentials that will allow the user to use the POS
device.

[0134] If not, in step 1604, the user can attempt to create an account. For example, in the
embodiment of FIG. 13, presentation layer 1310 can present a screen requesting
information from the user needed to create an account. Once that account information is
received, data layer 1314 can transmit this data to cloud based services to create the
account.

[0135] In step 1606, the POS device is connected to a network. For example, in the
embodiment of FIG. 13, POS device 1302 can be connected to a network through
communication / connectivity module 1326. For example, the network can be the Internet
or a private network. For example, connecting to the network can allow the POS device to
access cloud-based services (e.g., inventory control and remote configuration).

[0136] In step 1608, a user submits his/her credentials. For example, in FIG. 13,
presentation layer 1310 can query a user for a user name and password. This information
can be temporarily stored in local data module 1316. The credentials can then be
transmitted to cloud based services through data layer 1314. For example, in the
embodiment of FIG. 11, POS device 1104 can transmit the credentials to cloud 1150.

[0137] In step 1610, it is determined whether the user’s credentials have been
authenticated. For example, in the embodiment of FIG. 11, web server 1152 can access
database 1154 to determine whether the submitted user name is a valid user name and
whether the password is a valid password.

[0138] In step 1612, the user signs into the POS device and inventory can be downloaded
to the POS device. For example, in FIG. 11, the user can login into POS device 1104 and
download inventory for the store associated with the POS device from cloud 1150, e.g.,

database 1154.
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[0139] In an embodiment, when a customer checks out at a store, the POS device (such as
101, 1104, etc.) operates according to an input state and a purchasing state. In the input
(or inputting) state, the POS device is operated by a primary user (e.g., a store clerk) to
input items that a secondary user (e.g., a customer) wants to purchase. Inputting items can
involve scanning the barcode of items that the secondary user wants to purchase. For
example, during the input state, the store clerk scans the barcode of the items that the
customer has selected and physically brought to the POS device to purchase (such as in a
checkout line of a store). It will be appreciated that inputting items for purchase by
scanning barcodes is one way of inputting items, but other ways can be used (e.g., the
store clerk keying in codes assigned to a particular item).

[0140] In the purchasing (or purchase or payment) state, the POS device is operated by
the user to enable the user to pay for the items inputted during the input state. For
example, the POS device may guide the user through the processing of paying for the
items using a credit card.

[0141] FIG. 17 shows a flowchart of a method 1700 for managing a purchase transaction,
during which time a POS device is used in the input and purchasing states as described
above, according to an embodiment. Method 1700 is described with respect to the
embodiments shown in FIGS. 11 and 13, but is not limited to those embodiments. In an
embodiment, steps 1702-1718 occur while a POS device is in the input state, and steps
1720-1728 occur while the POS device is in the purchasing state.

[0142] In step 1702, it is determined whether favorites are saved for a secondary user,
¢.g., a customer. In an embodiment, repeat customers may buy similar items in different
trips to a store of merchant. For example, a customer of a grocery store may buy similar
items on a weekly basis from the grocery store. In an embodiment, a user can designate
certain items to be favorites. In an alternate embodiment, favorites can be determined
based on patterns found in the purchasing behavior of the customer.

[0143] For example, in the embodiment of FIG. 11, POS device 1104 can determine
whether it has locally-saved favorites for the secondary user. In an alternate embodiment,
POS device 1104 can query web server 1152 to determine if favorites are saved for the
secondary user. In this manner, favorites may be saved for a given secondary user across
POS devices 1104 and across merchants. The query to web server 1152 can include, e.g.,

a name, email address, phone number, or identification number associated with the user.
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[0144] If favorites have been saved for the secondary user, then in step 1704, the user’s
favorites can be pre-populated into a list of items to be purchased. For example, the touch
screen of a POS device 1104 can display the pre-populated with favorite items.

[0145] In step 1706, it is determined whether a previously deferred transaction should be
continued. For example, a secondary user (e.g., a customer) may begin a transaction by
bringing a number of items to a POS device for checkout and the primary user (e.g., a
cashier) may input one or more of those items. The secondary user may choose to defer
rather than provide payment for the input items. Later, shown here at step 1706, the
customer can continue the transaction at a POS device without re-inputting items that had
be previously input.

[0146] In step 1708, the previously deferred transaction is loaded. For example, in FIG.
11, POS device 1104 can load a previously deferred transaction from a locally stored
memory. In another embodiment, POS device 1104 can load a previously deferred
transaction from cloud 1150. For example, POS device 1104 can interact with web server
1152 to retrieve a previously deferred transaction from database 1154.

[0147] For example, FIG. 18 shows an exemplary screen shot 1800 of a touch screen of a
POS device that allows for previously deferred transactions to be loaded. For example, if
the secondary user states that a previously deferred transaction should be loaded, the
primary user can push a button to call up deferred transactions available on the POS
device. As a result, screen shot 1800 may be displayed on the touch screen of the POS
device. The primary user can switch between different deferred transactions by selecting
one of transactions 1802-1808. After one of transactions 1802 to 1808 is selected, the
items included in that transaction can be loaded and the transaction can continue. For
example, the forgotten item can be added to the previously inputted items for purchase.

[0148] In step 1710, it is determined whether additional items are needed to be input. For
example, if the primary user has not yet scanned an item that the secondary user wants to
purchase, the item to be purchased can be input. In a further embodiment, if one or more
items have already been input, the secondary user has a pre-populated list of favorites, or
the secondary user has loaded a previously deferred transaction, additional items can be
input.

[0149] If additional items are to be scanned, in step 1712, the additional items are

scanned. For example, using a barcode scanner of the POS device, the primary user can
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scan the barcode of an item that the secondary customer would like to purchase. In
another embodiment, the primary user can key, or type, in a code assigned to the item to
be purchased. Those skilled in the relevant arts will appreciate that scanning barcodes and
keying in codes are two illustrative ways of inputting an item to be purchased. Other ways
of inputting items to be purchased can be used.

[0150] In step 1714, it is determined whether a payment input has been detected. For
example, the primary user can provide an input indicating that the POS device should
transition from an inputting state to a purchasing state. For example, in the embodiment
of FIG. 11, POS device 1104 can transition from a scanning state to a purchasing state
based on input from the primary user. For example, the primary user can push a button on
a touch screen of the POS device to instruct the POS device to transition to a purchasing
state when all items that the secondary user would like to purchase have been input.

[0151] In another embodiment, the primary user can perform a gesture on a touch screen
of the POS device that indicates the POS device should transition to the purchasing state.
For example, the POS device can be configured such that whenever the primary user
swipes from left to right (or right to left) across the face of the touch screen, the POS
device transitions to a payment state.

[0152] Alternatively, as described above, the POS device can have a hinge that enables
the touch screen to “flip” from a position facing the primary user, to a position facing the
secondary user. For example, the primary user can apply pressure to the screen so that it
flips to face the secondary user. In this embodiment, the flipping of the touch screen can
be the input based on which the POS device transitions to the purchasing state.

[0153] In step 1716, it is determined whether a transaction should be deferred. For
example, as noted above, if a secondary user determines that a transaction should be
deferred (e.g., because he or she forgot items to be purchased, as described above), the
transaction details including items to be bought, can be stored on the POS device and/or
other devices. For example, the primary user based on instructions from the secondary
user can push a button on a touch screen of the POS device to indicate that a transaction
should be deferred. If in step 1716, it is determined that the transaction should be
deferred, in step 1718, a transaction is deferred.

[0154] Returning to step 1714, if a payment input is detected, then in step 1720, payment

is requested from the secondary user. For example, in FIG. 11, POS device 1104 can
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request payment in a number of different forms, e.g., cash, check, or credit card. In the
embodiment in which the user elects to pay with a credit card, the screen of POS device
1104 can be used to guide the secondary user through the process. For example, FIG. 19
shows a diagram of an exemplary POS device 1900, according to an embodiment. As
shown in FIG. 19, a touch screen 1902 of POS device 1900 displays an arrow to show the
user the direction with which to swipe his or her credit card in MSR 1904 (or a similar
module, e.g., a similar EMV module). As shown in FIG. 19, in embodiments, a
substantial portion or even the entire touch screen can be dedicated to providing a user-
friendly interface to the secondary user to guide the user through the payment process.

[0155] In step 1722, payment input is received from the secondary user. For example, the
secondary user can swipe his/her credit card using an MSR device of the POS device.
Additionally or alternatively, cash and/or a check and well as other payment option
information can be received from the secondary user.

[0156] In step 1724, an indication is made of whether the payment was successful. For
example, if the secondary user elects to pay with a credit card, the POS device can
indicate whether credit card processing was successful. For example, FIG. 20 shows an
exemplary screen shot 2000 of a touch screen of a POS device, according to an
embodiment. As shown in FIG. 20, a substantial portion or the entire touch screen can be
modified to indicate that the payment was successful. As would be appreciated by those
skilled in the relevant arts based on the description herein, if the swipe was unsuccessful,
screen 2000 can instead indicate that the swipe was not successful.

[0157] In an alternate embodiment, steps 1722 and 1724 can be completed using near
field communication (NFC). NFC can refer to communication between devices that is
established based on the proximity between the devices. For example, mobile devices,
¢.g., smartphones, can implement NFC such that communication is established when the
devices are brought within a certain proximity of each other or when the devices touch.
NFC devices can further be configured to interact automatically. Thus, when two NFC-
enabled mobile devices are brought within close enough proximity to facilitate NFC, the
devices can transmit and receive data among each other. Bluetooth is a non-limiting
example of NFC.

[0158] FIG. 21 shows an NFC embodiment including a POS device 2102, a mobile

device 2104, and a financial institution 2106. A secondary user can use mobile device
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2104 to interact with POS device 2102 and a financial institution 2106 to provide
payment for a transaction. For example, once POS device 2102 has transitioned from the
input state to the purchasing state, mobile device 2104 can transmit a purchase request to
POS device 2102. For example, mobile device 2104 can automatically transmit the
purchase request when it comes within a proximity of POS device 2102 that allows for
NFC. In response, POS device 2102 can transmit merchant financial information to
mobile device 2104. Mobile device 2104 can then transmit this merchant information
along with the purchase information, e.g., the total price of the transaction, to financial
institution 2106. Financial institution 2106 can be used to process the transaction. After
the transaction is processed, financial institution 2106 can transmit a confirmation to
mobile device 2104. In a further embodiment, financial institution 2106 can transmit a
confirmation to a cloud associated with POS device 2102. For example, this confirmation
can be used to update an inventory associated with a store of POS device 2102. The
communication flows shown in FIG. 21 can be implemented using any combination of
wired and wireless mediums.

[0159] In step 1726, financial aspects of the transaction are processed. For example, a
financial institution such as a bank can be used to provide payment to a merchant for the
items that are purchased.

[0160] In step 1728, an inventory is updated. For example, in the embodiment of FIG. 11,
web server 1152 can receive the details of the transaction from POS device 1104. Based
on this information, web server 1152 can update database 1154. For example, web server
1152 can decrease the inventory associated with one or more items that have been
purchased. Thereafter, web server 1152 can periodically or in real-time provide updated
inventory to POS device 1104, or provide updated inventory upon demand by POS device
1104. Accordingly, in an embodiment, the most up to date inventory of items offered for
sale by POS device 1104 is maintained remotely at web server 1152 and database 1154,
rather than POS device 1104 itself. In the same manor, a purchase history of a secondary
user, ¢.g., a customer, can be recorded.

[0161] FIG. 22 shows a flowchart of a method 2200 for adding a store for an existing
merchant, according to an embodiment. Method 2200 is described with respect to the

embodiments shown in FIG. 11, but is not limited to those embodiments.
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[0162] In step 2202, a request to add a new store is received. For example, in FIG. 11, a
primary user can log in to an account with web server 1152 through workstation 1102.
For example, a primary user can use workstation 1102 to navigate to a website associated
with web server 1152. The user can then log in to his or her account with web server
1152. Once logged in, the user can submit a request to add a new store.

[0163] In step 2204, an identification number or code is obtained which is associated with
a merchant. For example, in FIG. 11, web server 1152 can obtain an identification
number or code associated with the merchant for which a new store is to be opened from
database 1154.

[0164] In step 2206, a new store is opened for the merchant. For example, in FIG. 11,
web server 1152 can open a new store for the user using workstation 1102. Once the new
store is open, the primary user can add inventory to the store through interaction with web
server 1152 with workstation 1102. For example, the user can request to add inventory for
specific items through interaction with web server 1152. Adding and updating inventory
will be described in greater detail below.

[0165] FIG. 23 shows a flowchart of a method 2300 for adding a POS device to a store of
a merchant, according to an embodiment. Method 2300 is described with reference to the

embodiments shown in FIG. 11, but is not limited to that embodiment.

[0166] In step 2302, a request to add a POS device is received. For example, in FIG. 11, a
request can be received at web server 1152 from workstation 1102 to add a POS device
1104.

[0167] In step 2304, an identification number or code for the requesting merchant is

obtained. For example, in FIG. 11, web server 1152 can use the request received from
workstation 1102 to obtain an identification associated with the merchant.

[0168] In step 2306, a primary user logs in to the POS device. For example, a primary
user can log in to a POS device 1104 to be added to a store. After logging in to POS
device 1104, POS device 1104 can send an initialization message to web server 1152.

[0169] In step 2308, the POS device is tied to the merchant’s identification number or
code. For example, in FIG. 11, web server 1152 can tie the added POS register device
1104 to the merchant’s identification (“merchant ID”). In a further embodiment, the
merchant can specify which store the POS device will be added for. For example, the

merchant may have many stores, each with its own respective inventory. Based on input
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received from workstation 1102, web server 1152 can tie POS device 1104 to a specific
store of the merchant.

[0170] In an embodiment, the POS device can query a primary user to enter the merchant
ID and a code or number for the POS device (“POS device ID”). In an alternate
embodiment, the merchant ID and/or the POS device ID can be preprogrammed in a
memory of the POS device. In a further embodiment, the merchant ID and/or the POS
device ID can be obtained from the financial institution that processes purchase
transactions on behalf of the merchant. In such an embodiment, the primary user (e.g., a
store clerk) may not need to be aware of the merchant ID and/or the POS device ID.

[0171] In step 2310, the POS device is synced with the store’s inventory. For example, in
FIG. 11, web server 1152 can access database 1154 to obtain inventory associated with
the store of the merchant. Web server 1152 can transmit this information to the added
POS device 1104.

[0172] In an embodiment, POS devices of a store and/or merchant can provide the same
inventory. For example, each POS device of a store can offer the same items for purchase.
Having each POS device of a store offer the same items for purchase from the same
inventory reduces the possibility of conflict among different POS devices of a store. For
example, having each POS device of store access the same inventory (e.g., via a cloud-
based server and database) can ensure that updates from one POS device are reflected in
an inventory provided by another POS device. If a purchase at a first POS device results
in the last one of a first type of item being purchased, all other POS devices can
subsequently be updated to no longer offer that item for purchase. In an alternative
embodiment, POS devices of a given store and/or merchant offer different items for
purchase.

[0173] Cloud-based services embodiments will now be discussed. As described above
with reference to FIG. 11, POS devices can be one aspect of larger, cloud-based
environment. For example, POS devices can be coupled to cloud-based services over a
network such as the Internet. As a result, a primary user using a network-enabled
workstation (or mobile device) can interact remotely with POS devices 1104. For
example, a store owner (i.e., merchant 1180) can remotely interact with one or more POS
devices 1104 located in one or more stores and/or backend servers to remotely manage

the inventory available to be purchased at these POS devices. Also, management module
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1170 can remotely interact with one or more POS devices 1104 to load or configure
software applications on the POS devices 1104.

[0174] As described below in embodiments of FIGS. 24 and 28, these interactions can
take on multiple forms. For example, in FIG. 24, these interactions can include one or
more of controlling screens presented at the POS devices, receiving notifications
regarding the status of the POS devices, and remotely controlling the POS devices based
on the notifications. In the embodiment of FIG. 28, these interactions can include
receiving notifications regarding inventory accessed by the POS devices, requesting
additional inventory that can be purchased using the POS devices, and otherwise updating
inventory offered by a store’s POS devices. In a further embodiments, the steps shown in
FIGS. 24 and 28 can repeat continuously, notifying and allowing the primary user to
respond to events such as low inventory or POS device malfunction in substantially real
time. In various embodiments, the operations of FIGS. 24 and 28 can be under the control
of merchant 1180 and/or management module 1170, depending on the rights respectively
assigned to each.

[0175] Accordingly, FIG. 24 shows a flowchart of a method 2400 for managing POS
devices, according to an embodiment. Method 2400 is described with reference to the
embodiments shown in FIGS. 1 and 11, but is not limited to those embodiments. In an
embodiment, steps 2402 and 2404 relate to controlling the touch screen of the POS
device, and steps 2406-2408 relate to actions performed based on status-based
notification(s) received from the POS device.

[0176] In step 2402, it is determined whether a request to remotely control a POS touch
screen is received. For example, in FIG. 11, web server 1152 can determine whether a
request to control a screen of POS device 1104 has been received from workstation 1102.
In this example, a primary user, using workstation 1102, can log in to an account for the
merchant of the primary user maintained by web server 1152. After logging in, the
primary user can request to control the screen of POS device 1104.

[0177] In an embodiment, workstation 1102 is another POS device. For example, POS
device 1104 may be operated in a “self-checkout” mode, i.c. the secondary user (e.g., a
customer) operates POS device 1104 to complete a purchase without a primary user (e.g.,
a merchant) being physically present at POS device 1104. The primary user, however,

may assist the secondary user in completing the purchase by requesting to control the
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screen of POS device 1104 from workstation 1102, which may be another POS device. In
this manner, a single primary user may oversee a plurality of POS devices 1104 operating
in a self-checkout mode.

[0178] In another embodiment, the primary user at workstation 1102 may access a
camera (e.g., camera 217) connected to POS device 1104 and view images of the
secondary user. The primary user may use the images to monitor the actions of the
secondary user to, for example, deter theft or detect when assistance is needed. If there
are a plurality of POS devices 1104, the primary user at workstation 1102 may
automatically or manually cycle through images captured from each device and thereby
monitor all of the POS devices 104. In an embodiment, some secondary users may be
identified as “trusted customers,” and fewer images of these secondary users will be
presented to the primary user. For example, the workstation 1102 may be configured to
provide to the primary user only images of non-trusted customers during each cycle. A
trusted customer may, for example, be determined according to the customer’s purchase
history as maintained in a customer data record described in further detail below.

[0179] If it is determined in step 2402 that a request to remotely control the POS touch
screen has been received, then in step 2404, the touch screen of the POS device is
remotely controlled by the requesting entity. For example, in FIG. 11, workstation 1102
can remotely control the touch screen of POS device 1104. POS device 1104 may display
different items on different screens that are available for purchase. Arranging these items
in a customized way allows a primary user using POS device to quickly process items
that a secondary user would like to purchase.

[0180] FIG. 25 shows a screen shot 2500 of a screen presented to a primary user at
workstation 1102. As shown in FIG. 25, the user is shown items 2506 that are displayed
on the touch screen of POS device 1104. The primary user is also presented with a search
box 2502, an add item box 2504, a menu including accessible screen buttons 2508, and a
new screen button 2510. Using the controls presented in screen shot 2500, a merchant can
control what items are displayed on POS device 1104 on which screen. In an
embodiment, accessible screen buttons 2508 can each relate to a specific category of
items for sale (e.g., produce, bakery, dairy, etc.). For example, a primary user can search
using search box 2502 and add an item using add item box 2504. The primary user can

further change screens to a different screen shown on POS device 1104 using screen
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buttons 2508. The primary user can add a new screen to be presented using POS device
1104 using the new screen button 2510. Once a new screen is created, the primary user
can use search box 2502 and add item box 2504 to add items to the new screen.

[0181] In step 2406, it is determined whether a status-based notification has been
received from a POS device. For example, in FIG. 11, web server 1152 can determine
whether a status-based notification has been received from POS device 1104. The status-
based notification events can relate to, for example, whether components of POS device
are functional or failing, whether a primary user has logged into the POS device, whether
the POS device is overheating, whether the POS device is running low on important
supplies (e.g., receipt paper), etc.

[0182] For example, POS device 1104 can be configured to transmit notifications to web
server 1152 upon the occurrence of predetermined events. If a touch screen of POS
device 1104 malfunctions, POS device 1104 can be configured to transmit an appropriate
notification to web server 1152. Other examples of events that may trigger a notification
from POS device 1104 to web server 1152 can include, e.g., the temperature of POS
device 1104 exceeding a threshold, a primary user logging on or logging off a POS device
1104, or a component of POS device 1104.

[0183] In an embodiment, POS device 1104 can be configured to automatically transmit
notification by detecting one or more of the above events. In alternate embodiments, a
primary user can provide input, ¢.g., through the pushing of appropriate buttons, to POS
device 1104 that one or more of the above events has occurred.

[0184] If it is determined in step 2406 that a status-based notification has been received
from a POS device, in step 2408, a push notification regarding the status-based
notification is sent to one or more primary users, to thereby notify such primary users. In
the embodiment of FIG. 11, web server 1152 can send a push notification regarding the
status-based notification received from the POS device to mobile device 1106 for display
for the primary user.

[0185] In step 2410, the POS device can be remotely controlled by the primary user
based on the status-based notification. For example, the push notification displayed to the
primary user on mobile device 1106 can include an option to deactivate the POS device,
e.g., if an aspect of the POS device is malfunctioning. In response, web server 1152 can

send a message instructing POS device 1104 to power down. As another example, the
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primary user can be provided with the option to disable specific components of the POS
device based on the notification. For example, the push notification sent in step 2408 can
provide the option of disabling a specific component POS device, thereby allowing the
POS device to remain operational.

[0186] In an embodiment, step 2410 is optional. For example, the primary user having
received the push notification in step 2408 can elect to take no action. In another
embodiment, cloud-based devices can be configured to automatically take certain actions
based on the occurrence of an event (e.g., without instruction from a primary user). In
such an embodiment, web server 1152 can be configured to transmit a push notification to
a primary user if a critical supply for POS device 1104 is running low. Important supplies
for POS device 1104 can include ink and paper used to print receipts. After transmitting
the notification, web server 1152 can automatically, e.g., without instruction from the
primary user, send a request for additional quantities of the supply from an appropriate
supplier. In particular, web server 1152 can be configured to automatically, e.g., without
input from a primary user, send a request to an appropriate supplier for receipt paper or
ink if either supply is running low. The notifications can also be used for manger off site
approval using the mobile phone device to approve opening the cash register or approving
a transaction over a certain dollar amount as example.

[0187] FIG. 28 shows a flowchart of a method 2800 for managing inventory provided by
POS devices, according to an embodiment. Method 2800 is described with reference to
the embodiments shown in FIGS. 1 and 11, but is not limited to those embodiments.

[0188] In step 2802, it is determined whether a request to order additional inventory has
been received. Requests for additional inventory can be received from a primary user in a
number of different ways. For example, it can be determined whether a request to update
inventory was received at web server 1152 from a primary user using workstation 1102.
In this example, a primary user can log in to the merchant’s account on web server 1152
and request to update inventory. Additionally or alternatively, a merchant can send a
request to update inventory from mobile device 1106.

[0189] If in step 2802 a request to update inventory was received, in step 2804, item
information and quantity for the update are obtained. For example, in FIG. 11, a primary
user can use workstation 1102 to provide information regarding items to be added and the

quantity of those items to be added to inventory. For example, a primary user can provide
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a picture of an item to be added to inventory and the quantity of items to be provided in
the inventory. The merchant can also provide a barcode, e¢.g., as a numerical
representation, through workstation 1102. Additionally or alternatively, a primary user
can use mobile device 1106 to take a picture of an item to be added to inventory and to
scan the barcode of that item. The primary user can further use mobile device 1106 to
input the number of items to be added in inventory for that item. In an embodiment, a
primary user may update the quantity of items in inventory by using mobile device 1106
(e.g., a mobile phone) to scan a barcode or other identifier of each item to be added. In
this embodiment, mobile device 1106 may include an application capable of scanning a
bar code, optionally identifying and associating product information with the bar code,
and providing that bar code and/or product information via WIFI or other communication
medium either to workstation 1102 and/or to web server 1152. Alternatively or
additionally, mobile device 1106 may compile a count of each item scanned and transmits
the count to web server 1152.

[0190] In step 2806, POS device(s) are synced with the updated inventory. For example,
in FIG. 11, once inventory has been updated, web server 1152 can transmit the new
inventory including items and the number of items included in inventory to POS device
1104. In an alternate embodiment, a primary user of POS device 1104 can pull the
updated inventory from web server 1152 by requesting the updated inventory.

[0191] In step 2808, it is determined whether inventory for an item is below a threshold.
For example, in FIG. 11, web server 1152 may maintain threshold values for inventory
associated with certain items in database 1154. A primary user may use workstation 1102
to set threshold values for items of interest with web server 1152. Web server 1152 can
then monitor inventory stored in database 1154 in real time to determine whether the
inventory for an item has fallen below a user-specified threshold.

[0192] If in step 2808 it is determined that inventory has fallen below the threshold, in
step 2810, a push notification regarding low inventory is sent. For example, in FIG. 11,
web server 1152 can send a push notification to mobile device 1106, which is displayed
to a primary user. The push notification informs the primary user that inventory for one or
more items has fallen below the predetermined threshold. In an embodiment, web server
1152 can send the push notification to one, multiple, or all mobile devices associated with

primary users of a merchant.
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[0193] In step 2812, additional inventory is requested. For example, in FIG. 11, when
mobile device 1106 displays a push notification, the primary user can be given the option
to request additional inventory. If the primary user exercises this option, e.g., by selecting
the appropriate box, mobile device 1106 can send a request for additional inventory to
web server 1152. Web server 1152 receives this request for additional inventory, and
formulates a request to be sent to the relevant supplier. In an embodiment, web server
1152 can generate an email that is transmitted to the supplier requesting additional
inventory. In alternate embodiments, web server 1152 can use other ways of requesting
inventory from a supplier (e.g., automatically filling out Internet-accessible request forms
provided by the supplier).

[0194] Advertising embodiments will now be discussed. In an embodiment, POS devices,
such as POS device 101, 1104, can be used to display advertisements. For example, if a
POS device is idle for at least some period of time (called a “threshold”), the touch screen
can be used to display advertisements. Idleness of the POS device can be determined
based on the last time a user (e.g., a primary user or a secondary user) interacted with the
touch screen of the POS device. To enhance the effect of the advertising, the
advertisements can be selected so as to be relevant to items that can be bought at a
particular store. For example, if the POS device is included in a store that sells a
particular item, the advertisements displayed on the POS device can be chosen so that
they advertise that particular item, similar items, complementary items, items that have
historically been sold with that particular item, etc.

[0195] FIG. 26 shows an advertising environment 2600, according to an embodiment.
Advertising environment 2600 includes advertisers 2602, ad server 2650, advertiser
database 2608, ad database 2610, merchant database 2612, and merchants 2614. In an
embodiment, ad server 2650 can be implemented as web server 1152 shown in FIG. 11.
In another embodiment, advertiser database 2608, ad database 2610, and/or merchant
database 2612 can be implemented as database 1154 as shown in FIG. 11. In an alternate
embodiment, ad server 2650, advertiser database 2608, ad database 2610, and/or
merchant database 2612 can be implemented as different elements within cloud 1150.
The operation of advertising environment 2600 will be described in greater detail with

respect to the flowchart shown in FIG. 27.
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[0196] FIG. 27 shows a flowchart of a method 2700 for managing advertisement display,
according to an embodiment. Method 2700 is described with reference to the embodiment
shown in FIGS. 11 and 26, but is not limited to those embodiments.

[0197] In step 2702, advertisements are received from advertisers. For example, in FIG.
26, ad server 2650 can receive one or more advertisements from one or more advertisers
2602. Advertisers 2602 can be manufacturers and/or suppliers of different items that can
be sold by merchants.

[0198] In step 2704, a store of a merchant is selected to display the received
advertisements. For example, in FIG. 26, relevance engine 2652 can determine which
merchants 2614 has a store that should display received advertisements. For example,
relevance engine 2652 can consult advertiser database 2608 to obtain information about
the types of goods and services advertised in the received advertisements, and compare
these characteristics to characteristics of merchant stores stored in merchant database
2612. Based on this comparison, relevance engine 2652 of ad server 2650 can determine
which merchants 2614 has a store where displaying the received advertisements would be
relevant.

[0199] A number of different algorithms can be used for determining the relevance
between a store and an advertisement. For example, when new stores are created, the
primary user can be queried for keywords associated with items sold at the store.
Similarly, when advertisements are provided by advertisers, they can also provide
keywords related to the content of the advertisements. Relevance engine 2652 can
compare these keywords and determine that an advertisement is relevant to a store if one
or more of the keywords match. The set of keywords used can be augmented by
determining complementary items to what is sold in a store. For example, relevance
engine 2652 can use the keywords provided by the primary user to find keywords related
to complementary items. For example, if one of the keywords provided by the primary
user is a particular food or beverage, relevance engine 2652 can map this food or
beverage to other foods or beverages that are often consumed along with the particular
food or beverage. Other algorithms for determining relevance can also be used.

[0200] In step 2704, one or more merchants may be selected, and one or more stores of

cach selected merchant may be selected.
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[0201] In step 2706, the received advertisements are transmitted to one or more POS
devices in the selected store(s). For example, in FIG. 11, web server 1152 can transmit

the advertisement to a POS device 1104.

3. Security Features

[0202] FIG. 31 illustrates a point of sale (POS) device 3100, for example the POS device
101 illustrated in FIG. 1, in which embodiments described herein can be implemented. In
an embodiment, the POS device 3100 includes a processor with a “hardened” operating
system (OS) 3104 that partial or full security of the operating system against alteration
coupled to a communication module 3106 and a peripheral device port 3108. The
peripheral device port 3108 can be the data interface 211 described above with respect to
FIGs. 2B and 3. For ease of discussion, only one peripheral device port 3108 is illustrated
in FIG. 31, though embodiments can implement multiple peripheral device ports 3108.

[0203] As described above, embodiments of the POS device 3100 can include novel
hardware and software, for example the flip screen functionality described above with
respect to, for example, FIGs. 7-9. In addition, a manufacturer of the POS device 3100
can take additional steps to render the POS device 3100 secure, as described in further
detail below. As referred to herein, a “manufacturer” can be an entity that manufactures,
distributes, and/or sells the POS device 3100 to an end-user. The manufacturer can
include a third-party entity such as, for example, a web page interface that provides a
means for ordering the POS device 3100. The end-user can be, for example and without
limitation, a merchant that uses the POS device 3100 during the course of commercial
transactions with one or more customers. The merchant can be, for example, the primary
user described above with respect to FIGs. 2A and 2B.

[0204] In an embodiment, the POS device 3100 includes the processor with the
“hardened” OS 3104. The term “hardened” or “hardening” refers to a process of securing
a computing system (e.g., POS system 100 of FIG. 1) by reducing the capabilities or
functions that the computing system can fulfill. Among other things, the hardening
process reduces the computing system’s vulnerability to security risks.

[0205] Prior to the hardening process, a manufacturer of the POS device 3100 loads an
Operating System (OS) onto the POS device 3100. The manufacturer then loads other
software (e.g., anti-virus and security programs) and POS applications (e.g., a register

application) onto the POS device 3100. The manufacturer can also load device drivers
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enabling the POS device 3100 to access other elements of the POS device 3100, such as
drivers for the communication module 3106 and the peripheral device port 3108. Once
the manufacturer has loaded POS device 3100 with the appropriate software and device
drivers, the manufacturer can harden POS device 3100, according to an embodiment.

[0206] In an embodiment, the POS device 3100 includes a hardened OS. Hardening the
system can include modifying a pre-loaded OS so that additional device drivers are
unable to be installed in traditional ways, such as by plugging a device into the peripheral
device port 3108, according to an embodiment. The pre-loaded OS and associated
software can be hardened so that additional programs cannot be downloaded onto the
POS device 3100, and that communications to and from the POS device 3100 are limited.
For example, the pre-loaded OS can be modified such that it only accepts information in
response to a request it has made. It can also be hardened such that it only accepts
information from specific addresses (e.g., the back-end server 109 illustrated in FIG. 1) or
from sources with specific identifying information (e.g., a product identification (ID) or a
vendor ID).

[0207] In an embodiment, a security circuit (not illustrated) can be provided. The
additional security circuit can be configured to store a certificate, serial number, hardware
version identifiers, encryption key, or combination thereof. In an embodiment the security
chip can be included within the processor with the “hardened” OS 3104. In another
embodiment, the security chip can be separate from the processor 3104. In an
embodiment, the security circuit can be a Trusted Platform Module (TMP) chip. In an
embodiment, the security circuit can be configured to use EEPROM to store the
certificate, serial number, hardware version identifiers, encryption key, or combination
thereof. In an embodiment, the security circuit can be configured by a manufacturer of the
POS device 3100 to store device specific information, for example the serial number and
hardware version number specific to the POS device 3100. In an embodiment, the
security circuit can be configured to verify that information or software was received
from a trusted source, for example the manufacturer of the POS device 3100.

[0208] In an embodiment, the OS may be hardened such that it only allows approved
applications, such as register applications, to run on the POS device 3100. Register

applications can include, for example, applications related to commercial transactions
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conducted by merchants with customers for the sale of goods. In an embodiment, all
means for exiting the register applications are disabled.

[0209] For example, if Google’s Android OS is loaded onto the POS device 3100, the OS
can be hardened by modifying the OS to operate in a “kiosk” mode operation with the
register applications as “launcher applications.” Here, the POS device 3100 is locked into
the kiosk mode of operation and is only able to run or launch the register applications
(e.g., launcher applications). The register applications, which are executed when the POS
device 3100 is powered on, have been configured such that all means of exiting the
applications have been disabled, according to an embodiment. In an embodiment,
hardening may include removing background processes, daemons, and drivers from the
kernel. In an embodiment, access requests to local data, for example local databases, can
also be disabled. In an embodiment, hardening can include removing some or all of an
application’s ability to access or modify information or state within the system. In an
embodiment, input from peripheral devices can only affect the register application, and
does not affect other applications on the POS device 3100. A person skilled in the art
would understand that the above examples and embodiments are only some of the ways
of hardening a system, and that other methods are possible.

[0210] In an embodiment, the security circuit can be used to encrypt an image of the
hardened OS and certified applications. In an embodiment, the security circuit can be
configured to use a stored certificate to validate an OS image and then encrypt the image
using a stored encryption key. In an embodiment, the POS device 3100 can use the
security circuit to verify that an application or update (described in more detail below) is
from a trusted source. In an embodiment, the security circuit can be configured to verify
the authenticity of the OS, an application, or an update. In an embodiment, a cloud
computing resource can be configured to use the security circuit to verify applications or
information prior to allowing access to the cloud computing resources. In an embodiment,
the security circuit can be used to verify that applications, for example the register
application on the POS device 3100, have not been tampered with.

[0211] In addition, other software loaded onto the POS device 3100 can be hardened,
according to an embodiment. In an embodiment, applications, for example the register
application, can be hardened to restrict the ability to share or copy the data for the

application. In an embodiment, the register application can be modified to disable a
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merchant’s ability to exit the application. For example, POS device 3100 can be loaded
with a hardened register application. This application may automatically start up when the
POS device 3100 is turned on (e.g., launcher application), and may be modified so that
the merchant is not able to exit from the application. In an embodiment, the register
application can also be modified to prevent acceptance and loading of software or
software updates. For example, the POS device 3100 can be designed to accept updates
from specific verified sources. In another example, the POS device 3100 can be
configured to require a certificate prior to installing software updates. Software updates
may instead be verified by a trusted source (e.g., the back-end server 109 of FIG. 1) and
sent with the next verified pushed update from the trusted source to the POS device 3100.
In an embodiment, specific software modes of operation, for example Android Debug
Mode (ADB), fastboot, and Uboot, can also be disabled.

[0212] In referring to FIG. 31, the communication module 3106 can be configured to
communicate via a wired connection, a wireless connection, or both. In an embodiment,
the communication module 3106 can incorporate portions or all of the functionalities
associated with wireless transceiver 433 of FIG. 4. Independent of the type of
communication, the communication module 3106 can be configured to verify that
communications are secure. For example, if the communication module 3106 handles
wireless communications, it may only allow secured communications. In an embodiment,
the communication module 3106 permits Wi-Fi access, but may require the connection to
use secure protocols such as the Wi-Fi Protected Access 11 (WPA2) security protocol. In
another embodiment, the communication module 3106 may only use communication
paths that have been Payment Card Industry (PCI) authorized. In an embodiment, the
communication module 3106 can be configured to only accept incoming information in
response to an outgoing request. For example, the communication module 3106 can be
configured to only allow outgoing connections to be established and only accept
information initiated by the outgoing connections. Otherwise, all incoming information is
blocked by the communication module 3106, thus preventing the POS device 3100 from
processing the incoming information. This communication scheme of accepting incoming
information into the POS device 3100 in response to an established outgoing connection

is described in further detail below.
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[0213] In an embodiment, communication module 3106 may be configured to use one of
a plurality of network/communication connections according to a preferred order. A
primary user of POS device 3100 may define the preferred order, for example, by
ordering each of the plurality of network connections from most preferred to least
preferred. Alternatively, the preferred order may be predetermined with or without the
primary user having the ability to modify the order, for example by setting criterion to
determine the preferred order like cost, latency, or available bandwidth.

[0214] Communication module 3106 will use the next less preferred available connection
when the current connection becomes unavailable. Switching to the next less preferred
available connection is sometimes called herein “fall back.”

[0215] In an embodiment, communication module 3106 will also attempt to maintain a
more preferred network connection by only using a less preferred network connection in
the event that each more preferred network connection is unavailable. In other words, if
the current connection becomes unavailable, the communication module 3106 will
attempt to connect to the most preferred connection (assuming one is available) before
trying to switch to a less preferred connection (switching to a more preferred connection
is sometimes called herein “falling forward”.) For example, communication module 3106
may be configured to utilize three different network connections: (1) a wired connection
(e.g., Ethernet connection) to a LAN, (2) a wireless connection (e.g., a Wi-Fi connection)
to a LAN, and (3) a wireless connection (e.g., a GSM connection) to a cellular network. It
is noted these examples are provided for illustrative purposes only and are not limiting,
and may include other communication mediums/modes now existing or developed in the
future. The primary user may configure the communication module 3106 to utilize a
preferred order of the wired connection to the LAN first, the wireless connection to the
LAN second, and the wireless connection to the cellular network third. The
communication module 3106 will thus always use the wired connection to the LAN if it is
available, and will only use the wireless connection to the LAN if the wired connection to
the LAN is unavailable. Likewise, communication module 3106 will only use the wireless
connection to the cellular network if both wired and wireless connections to the LAN are
unavailable.

[0216] In an additional or alternative embodiment, when communication module 3106 is

utilizing a less preferred connection, it will monitor the status of each more preferred
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connection on a regular or periodic basis so that it may utilize a more preferred
connection as soon as one is available. For example, communication module 3106 may
check the status of each more preferred connection every N seconds, minutes, hours, etc.
(or fractions thercof), where N may be defined by the primary user or hard-coded into
communication module 3106.

[0217] In an embodiment, the status of a network connection may be expressed in binary
terms, i.¢. it is either available or unavailable, or the performance of the connection may
also be considered. Continuing with the example of three network connections above,
both the wired and wireless connections to the LAN may be available, but the LAN may
be disconnected from the Internet. In such a case, communication module 3106 may
determine that the statuses of the wired and wireless connections to the LAN are
unacceptable and utilize the wireless connection to the cellular network instead. As will
be understood by one of ordinary skill in the art, other performance factors (e.g., network
congestion delay, signal strength, etc.) may also be considered in determining the status
of a connection. In an embodiment, the primary user may choose which performance
factors the communication module 3106 should consider, and the primary user may set
thresholds for these factors to enable communication module 3106 to select and shift to a
more preferred connection.

[0218] FIG. 38 illustrates an exemplary flowchart for maintaining a preferred network
connection according to an embodiment. At step 3802, the primary user establishes an
order of connections. At step 3804, the communication module 3106 begins utilizing the
most preferred connection that is available. After some period of time, N, communication
module 3106 determines whether a more preferred connection is available at step 3806. If
yes, the process returns to step 3804, and communication module 3106 utilizes the most
preferred connection that is available. If no, communication module 3106 determines
whether the current connection is still available. If yes, the process returns to step 3806. If
no, communication module 3106 will use the next most preferred connection that is
available at step 3810. The process then returns to step 3806.

[0219] Returning to FIG. 31, in an embodiment, communications between POS device
3100 and web server 1152 are hardened by requiring a POS device 3100 to be
authenticated with web server 1152. POS device 3100 may be authenticated in a variety

of ways. For example, each POS device 3100 may, in its security circuit, store a unique
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identifier such as a certificate, serial number, hardware version identifier, encryption key,
or combination thercof, that is transmitted to web server 1152 at the start of cach
communication session. In an embodiment, web server 1152 maintains a list of permitted
identifiers and only accepts connection requests from POS devices 3100 that transmit
permitted identifiers. POS device 3100 and web server 1152 may alternatively use a
public / private key system to authenticate POS device 3100. Similar well-known
techniques may be used to verify that web server 1152 is legitimate and not a malicious
attempt to intercept sensitive data transmitted from POS device 3100.

[0220] In an embodiment, for commercial transactions, the POS device 3100 does not
store payment information (e.g., provided by a customer to a merchant via the POS
device 3100) associated with the transactions. In an embodiment, the communication
module 3106 is configured to communicate directly with one or more financial
institutions (e.g., the transaction server 111 in FIG. 1). For example, in referring to FIG.
1, the POS device 3100 can communicate with a financial institution at the transaction
server 111 via the connection 160. Here, the POS device 3100 can transmit the payment
information to the transaction server 111 and, upon processing of the payment
information by the transaction server 111, receive an indication of approval or denial of
the payment. The POS device 3100 is thus not required to store the payment information
beyond transmission of the information to the financial institution at the transaction server
111. The POS device 3100 can thus be configured to verify that a customer’s payment is
valid and that the customer has authorization to make a purchase without requiring the
POS device 3100 or the back-end server 109 in FIG. 1 to store payment information. This
provides additional security against unauthorized access to information on the POS
device 3100 or the back-end server 109.

[0221] In referring to FIG. 31, the POS device 3100 includes the peripheral device port
3108. During the hardening process described above, the peripheral device port 3108 can
be modified such that one or more functionalities of the port are disabled. For example,
the peripheral device port 3108 can include predefined functionalities such as, for
example, providing control signals, providing bi-directional data flow, and providing
power. In an embodiment, the hardening process can include removing the ability for
control signals and data flow to be provided by peripheral device port 3108 such that, for

example, additional device drivers cannot be installed in the POS device 3100. In an
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embodiment, the POS device’s operating system may be configured to disable data input
from a peripheral device that would allow a merchant to exit the register application. For
example, if the POS device 3100 is configured to accept a keyboard peripheral device via
the peripheral device port 3108, the operating system may disable an exit function, for
example the “ctrl-alt-del” exit function, for keyboard peripheral devices.

[0222] In an embodiment, the peripheral device port 3108 is a Universal Serial Bus
(USB) port, where data functions, such as booting from a USB or downloading files, can
be disabled but the power functions remain enabled. This would allow a user of POS
device 3100 (e.g., merchant) to charge a device (e.g., a mobile phone) using the
peripheral device port, but would not allow the user to install malicious software or
drivers merely by plugging in a device into the peripheral device port 3108. In other
embodiments, the hardening process can include only allowing additional device drivers
to be installed using specific mechanisms, such as receiving information from trusted
sources such as, for example, the back-end server 109 of FIG. 1 or from validated
peripheral devices (e.g., using vendor IDs, product IDs, serial numbers, operating system
IDs, hash routines, authentication/handshake routines, etc.). For example, the
manufacturer of the POS device 3100 can provide a keyboard that communicates with the
POS device 3100 via the peripheral device port 3108. The keyboard can include a vendor
ID indicating it is provided by the manufacturer or a product ID indicating it is a trusted
input device, thus allowing the system to verify that the data received from the keyboard
is secure. In an embodiment, peripheral storage devices, for example USB thumb drives,
can be disabled by default for improved security.

[0223] FIG. 32 is a flowchart illustrating a process 3200 for a POS device being ordered
and used, according to an example embodiment. FIG. 32 shows an example method for a
POS device (e.g., the POS device 3100 in FIG. 31) being ordered, shipped, and used to
conduct financial transactions and store transactions.

[0224] At step 3202, a manufacturer of the POS device (e.g., an entity that manufactures,
distributes, and/or sells the POS device) can receive a request from a merchant ordering
the POS device (e.g., the POS device 3100). Here, the merchant can be a person,
organization, or entity that uses the POS device to conduct financial transactions such as,
for example, the sale of goods and products. A person skilled in the art would recognize

that the merchant can order the POS device through many means such as, for example,
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from a website associated with the manufacturer, through a sales representative associated
with the manufacturer or distributor, from a catalog (e.g., provided by a third party), by an
in-person visit to the manufacturer, and from a retail store.

[0225] At step 3204, the manufacturer provides the POS device to the merchant. This can
occur at the time of sale such as, for example, if the merchant purchases the POS device
from a retail store. This can also occur after the sale has completed such as, for example if
the merchant ordered the POS device through a website. In an embodiment, a merchant
may purchase one or more POS devices as well as one or more external peripherals (e.g.,
external cameras, keyboards, printers, etc.). Contemporancous with step 3204, the
manufacturer may pre-configure all or any combination of the ordered POS devices and
peripherals (as specified by the merchant) and provide them to the merchant as a kit for
immediate turn-key use. This step significantly enhances “plug-and-play” functionality,
thereby reducing or eliminating the traditional amount of on-site configuration needed to
begin processing transactions with their POS devices.

[0226] At step 3206, the manufacturer receives registration information from the
merchant. The registration information can include merchant information and merchant
login credentials. In an embodiment, step 3206 can occur after step 3202 but before,
during, or after step 3204. In an embodiment, the manufacturer can provide the merchant
a web address or provide some other means for the merchant to register the POS device
with the manufacturer. In an embodiment, the POS device can be registered via the
website when the POS device connects to a cloud computing resource or website. The
website stores merchant account information such as, for example, a username, password,
inventory information, employee information, and bank information. In an embodiment,
the merchant’s account information can be stored in a cloud computing resource such as,
for example, the back-end server 109 illustrated in FIG. 1.

[0227] At step 3208, the manufacturer receives a login request from the POS device from
the merchant. At this point, the merchant has purchased and the manufacturer has sent the
POS device (e.g., the POS device 3100 illustrated in FIG. 31) and set up a merchant
account. In an embodiment, the POS device can also be used without the cloud computing
resource for non-credit card transactions. In an embodiment, offline transactions do not

risk a breach of security because no credit card information is stored on the POS device.
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[0228] Once powered on, the POS device can wirelessly connect to an available secure
connection and establish a secure communication with the cloud computing resource
(c.g., the back-end server 109 of FIG. 1) using, for example, a PCI (Payment Card
Industry) authorized connection. In another embodiment, the POS device can require a
secure wired connection with the cloud computing resource before establishing a secure
communication. Once the secure communication has been established with the cloud
computing resource, the merchant can log into the POS device.

[0229] At step 3210, the POS device validates the merchant’s credentials. In an
embodiment, the POS device can request the cloud computing resource to validate the
merchant by transmitting information identifying the POS device along with the login
information provided by the merchant to the cloud computing resource. The cloud
computing resource can then compare/validate this information against the corresponding
information provided by the merchant in step 3206.

[0230] At step 3212, if the cloud computing resource validates the merchant’s
credentials, the merchant can use the POS device to conduct transactions (e.g.,
commercial transactions). At this point, the merchant can access, for example, user
preferences, inventory information, employee information, bank information associated
with the merchant’s account. This information can be information that the merchant
entered when it initially created the account. This information can also include
information added or updated at a later time. For example, a merchant may have only
provided the requisite information required to initially create the account, and may have
logged on the POS device at a later time to add additional information, such as inventory
and employee information. In an embodiment, this information can be communicated in a
secure manner. All of this information may be accessible via the POS device at step 3212.
The merchant can also execute financial or commercial transactions using the POS device
such as, for example, using a credit card to complete a sale for a retail customer.

[0231] As discussed above, the manufacturer can harden the POS device (e.g., the POS
device 3100 of FIG. 31) prior to be it being shipped to a merchant. In an embodiment, this
hardening can include removing the ability for the POS device to receive data from one or
more peripheral devices such as, for example a USB flash device, a CD-ROM, and a

keyboard. In an embodiment, the POS device may also be configured so that is can only
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receive data in response to a request it has made, i.e., it will reject all incoming data until
it makes a request (e.g., to verify a sale) and receives data from the appropriate source.

[0232] But, as will be discussed in more detail below, it may become necessary to make
modifications to the POS device over time such as, for example, when installing updated
security software. Therefore, in an embodiment, the POS device can be configured to
periodically request one or more updates that are available from a trusted source such as,
for example, the back-end server 109 in FIG. 1. In an embodiment, the POS device can
issue the request when it is powered on, at periodic intervals, at a specific time of each
day, or a combination thereof.

[0233] If an update is received, the POS device can ask the merchant for permission to
install the update on the POS device, according to an embodiment. For example, it may
be a busy time during the business day, and the merchant may not want the POS device to
install the update at that time. In an embodiment, the POS device can periodically renew
the request such as, for example, every hour. In an embodiment, the POS device can
renew the requests based on the load on the POS device such as, for example, when the
processor load (of the POS device) is relatively light or the processor is entering a sleep
state.

[0234] Updates can also be classified based on a type of update, according to an
embodiment. Update types can include security updates, software feature updates, and
bug fix updates. For example, updates addressing known security issues can be tagged as
urgent, whereas updates for a graphical user interface (GUI) of the POS device, feature
updates, and non-security bug fixes can be tagged as less urgent. Certain tags can also
impose requirements regarding installation of the update. In an embodiment, if an urgent
update is not installed within a set time period, for example 30 days, the POS device can
automatically start the installation process. In another embodiment, if an urgent update is
not installed, the POS device can disable its connection to the cloud computing resource
(e.g., the back-end server 109 of FIG. 1). In another embodiment, the POS device will
automatically start the installation process. A person skilled in the art would understand
that other functionalities can also be implemented.

[0235] FIG. 33 illustrates a POS system 3300 in which embodiments described herein
can be implemented. Specifically, FIG. 33 illustrates communications that occur when

one or more POS devices, for example POS devices 3302A and 3302B, process a
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financial transaction, for example a credit card payment. In an embodiment, POS devices
3302A and 3302B are in communication with a cloud computing resource 3304 and a
payment gateway 3308. Cloud computing resource 3304 is also in communication with a
storage device 3306. POS devices 3302A and 3302B operate in a similar manner as the
POS device 101 of FIG. 1 and the POS device 3100 of FIG. 31, according to an
embodiment. Also, in an embodiment, the combination of the cloud computing resource
3304 and storage device 3306 operate in a similar manner as the back-end server 109 of
FIG. 1.

[0236] Initially, a POS device receives a request to process a merchant event, such as a
financial transaction, via, for example, a request module. The merchant event can be, for
example, a payment for an item, a balance check, or a verification of the authenticity of a
credit card. The POS device, for example the POS device 3302A or 3302B, can receive
information regarding the merchant event when entered by the merchant. For example,
the merchant can swipe a credit card using a magnetic stripe reader (MSR) or a smart card
reader also known as a EMV reader, described above, and enter the cost of an item for
sale.

[0237] At this point, the POS device 3302A or 3302B communicates with the payment
gateway 3308, for example transaction server 111 illustrated in FIG. 1, to process the
merchant transaction. As discussed above, the POS device 3302A or 3302B can establish
a secure connection such as, for example, a PCI secure connection, with the payment
gateway 3308. In an embodiment, to improve security, POS device 3302A or 3302B can
be configured to establish only a PCI secure connection. The POS device 3302A or
3302B can establish a wired connection, a wireless connection, or both with the cloud
computing resource 3304, as described above.

[0238] The payment gateway 3308 processes the merchant transaction and responds to
the POS device 3302A or 3302B with an indication of whether the transaction was
approved or denied. In an embodiment, the response from payment gateway 3308
includes an authorization code. In another embodiment, the response excludes any
Primary Account Number (PAN) data or customer privacy information (e.g., expiration
date and security code of credit account). In an embodiment, the response includes only
an indication of whether the transaction was approved or denied, with no additional

information, such as an authorization code.
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[0239] In an embodiment, the POS devices 3302A and 3302B retain some or all of a
customer’s financial information such as, for example, the customer’s credit card number.
In an embodiment, the POS devices 3302A and 3302B and cloud computing resource
3304 do not store customer private financial information, for example credit card
numbers, debit card numbers, bank account information, etc. as an additional security
measure.

[0240] Once the payment gateway 3308 responds to the merchant transaction, indicating
the transaction has been approved or denied, the POS devices 3302A and 3302B create a
data record of the merchant event, according to an embodiment. In an embodiment, if a
data record already exists, the POS devices 3302A and 3302B append the merchant event
onto the data record. In an embodiment, a merchant event is recorded whether or not the
transaction is approved by the payment gateway 3308. The data record can contain
information regarding the merchant event such as, for example, transaction type, amount,
date and time, customer identification, inventory affected, and employee associated with
the transaction. The POS devices 3302A and 3302B can also be configured to maintain
“service data” regarding additional information such as, for example, when employees
log into or out of the POS device, updated inventory information, and updated employee
information.

[0241] As described above, the POS device can receive software updates (e.g., security
updates, software feature updates, and bug fix updates). The POS devices 3302A and
3302B can be configured to record events associated with the software updates such as,
for example, a date and time of the software update, the type of software update, whether
the software update was successfully installed, and other related information. The record
of the software update events is also referred to herein as “system software event data.”

[0242] In an embodiment, the POS devices 3302A and 3302B communicate their data to
the cloud computing resources 3304. In an embodiment, the communicated data from the
POS devices 3302A and 3302B to the cloud computing resource 3304 can include one or
more of the merchant events, the service data, the system software event data, and other
data described above. This communicated data is also referred to herein as the “POS
device activity data.”

[0243] In an embodiment, the cloud computing resource 3304 is provided by a

manufacturer of the POS devices 3302A and 3302B. In an embodiment, when the POS
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devices 3302A and 3302B are hardened (as described above), the network address of the
cloud computing resource 3304 is hard coded into the software that is loaded onto the
POS devices 3302A and 3302B. In an embodiment, the POS devices 3302A and 3302B
can communicate the POS device activity data at regular or periodic intervals such as, for
example, every hour or every day. In another embodiment, POS devices 3302A and
3302B can communicate the POS device activity data to the cloud computing resource
3304 when they receive a software update (as described above). In an embodiment, the
POS devices 3302A and 3302B can communicate the POS device activity data each time
a merchant event happens

[0244] At the cloud computing resource 3304, security services store the POS device
activity data it receives from the POS devices 3302A and 3302B in a cloud storage area
(e.g., database 3306). This can be an enterprise-level storage device that provides both
sufficient storage capacity and data access for use by multiple POS devices and multiple
merchants.

[0245] FIG. 34 illustrates a POS system 3400 in which embodiments described herein
can be implemented. Specifically, FIG. 34 illustrates a cloud computing resource 3404
configured to store POS device activity data received from multiple POS devices 3410A
and 3410B and accessible by a security entity 3402. In addition, FIG. 34 illustrates
mobile devices 3412A and 3412B, such as the mobile device 105 illustrated in FIG. 1,
configured to access the POS device activity data stored on the cloud computing resource
3404. In an embodiment, the cloud computing resource 3404, for example the back-end
server 109 illustrated in FIG. 1 or the cloud computing resource 3304 illustrated in FIG.
33, is in communication with the security entity 3402, POS devices 3410A and 3410B,
and mobile devices 3412A and 3412B. The security entity 3402 is configured to access
POS device activity data stored on the cloud computing resource 3404, analyze the data,
and make modifications based on its analysis, as described in more detail below.

[0246] In an embodiment, the cloud computing resource 3404 can include one or more
databases to store information. These databases can be a networked enterprise storage
device such as, for example, the back-end server 109 in FIG. 1. The cloud computing
resource 3404 can be configured to store POS device activity data received from one or
more of the POS devices 3410A and 3410B, for example POS device activity data 3408A
and 3408B.
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[0247] The security entity 3402 is in communication with the cloud computing resource
3404. The security entity 3402 can be associated with the manufacturer of the POS
devices, associated with an entity that maintains the cloud computing resource, or
associated with both. The security entity 3402 has access to information stored at the
cloud computing resource such as, for example, information from POS devices that send
POS device activity data to the cloud computing resource 3404. In an embodiment, the
security entity 3402 is configured to collate the POS device activity data stored in the
cloud computing resource 3404 to determine one or more trends.

[0248] In an embodiment, the security entity 3402 can be configured to identify security
threats to one or more POS devices or to the cloud computing resource 3404. For
example, when analyzing the POS device activity data, the security entity 3402 can
identify that there are three failed attempts to log into a POS device (e.g., POS device
3410A). Based on this information, the security entity 3402 may determine that this is an
attempt to hack the username and/or password of the POS device and alert the merchant
of the potential security issue.

[0249] In another example, the security entity 3402 can determine that the same customer
has attempted a failed transaction at multiple POS devices. By analyzing the POS device
activity data collected from multiple POS devices, the security entity 3402 may determine
the signature of a hacker and implement security updates to protect against this identified
threat.

[0250] FIG. 35 is a flowchart illustrating a process 3500 for analyzing data uploaded to a
cloud computing resource and implementing modifications based on identified trends
according to an embodiment. The analyzed data can be, for example, POS device activity
data.

[0251] At step 3502, POS device activity data is recorded. As described above, cach of
one or more POS devices can record data regarding different types of activities that occur
at the register—e.g., POS device activity data. For example, business events can contain
merchant events (e.g., financial transactions such as, for example, sales events), office
management transactions (e.g., employees clocking in and out or inventory being stocked
or sold), POS events (e.g., successful and failed login attempts), and other types of data.

This POS device activity data, as described above, is transmitted from the POS device to
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the cloud computing resource, for example the back-end server 109 illustrated in FIG. 1,
via a secure communication channel.

[0252] In an embodiment, POS device activity data includes images captured by a camera
at a POS device (e.g., camera 217) during certain events. For example, employees
clocking in and out at a POS device may be photographed by the camera, and the
resulting images may be recorded as POS device activity data for later review and/or
transmitted directly (e.g., via email or posted to a website) to a manager for immediate
confirmation. In an embodiment, images of customers can also be captured by camera
217 and, depending on customer preferences or commands, emailed to the customer or
posted to social networking sites (such as Facebook’s Check-in application).

[0253] In an embodiment, a security entity, such as the security entity 3402 described in
relation to FIG. 34, can collate the POS device activity data and analyze the data at step
3504. This can occur on a periodic basis such as, for example, once a week, once a
month, when the POS device activity data reaches a certain storage size in one or more
cloud computing resources, or based on any number of other criteria as would be known
to a person skilled in the art. In analyzing this data, the security entity can identify one or
more trends in the data. For example, the security entity can identify trends related to the
transactions at a specific POS device or trends related to transactions at multiple POS
devices. In an embodiment, the multiple POS devices can be associated with different
merchants, and this data can be used to identify one or more trends affecting multiple
merchants. The security entity can also be configured to identify trends that indicate
attacks on one or more cloud computing resources itself.

[0254] At step 3506, the security entity determines one or more modifications to be
instituted to address the trends. An example modification would be to modify the resource
allocation for data storage on the cloud computing resource based on different usage
models by the POS devices, e.g., increasing storage resources for an ice cream store
during summer months and decreasing storage resources during winter months. Another
example would be updating the security software on a POS device, if malicious activity
has been detected. This update could then be sent the next time the POS device requests
updates from the cloud computing resource. In another example, a security update may be
identified for POS devices connected to one or more cloud computing resources, and

pushed to each of them when they request updates from the cloud computing resources.
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Also, modifications to the security of the cloud computing resource may be identified.
For example, by analyzing the data uploaded from multiple POS devices, the cloud
computing resource may identify a series of attempts to access the cloud computing
resources that have a similar signature but originate from different POS devices (e.g.,
someone may be attempting to log into idle POS devices at different stores). Having
access to POS device activity data from multiple POS devices, the security entity can
identify such attacks and determine if there is a modification that can be implemented to

protect against the perceived threat.

4. Customer Transactions

[0255] A customer may checkout at a POS device in accordance with a number of
embodiments, examples of which are illustrated in FIGs. 37A and 37B. At step 3702, a
customer uses a POS device (e.g. POS device 101) for checkout. In an embodiment, the
POS device may be tended by the merchant, or it may be operating in a self-checkout
mode.

[0256] At step 3704, POS device determines whether the customer is a new customer.
This determination may be made in accordance with any number of well-known
embodiments. For example, the customer may provide a “club card” with a barcode or
other identifier that identifies the customer. Alternatively, the customer or the merchant
may input identifying information (e.g. name, phone number, email address, etc.), into the
POS device. If the POS device (or a connected database) does not contain a record of the
customer, a new data record may be created. In an embodiment, a customer data record
may include name, phone number, mailing address, email address, or any other relevant
identifying or contact information designated for example by the merchant. Either the
customer or the merchant may input this information into the POS device at step 3706.
The customer data record may be stored on the POS device and/or a connected database
(e.g. database 1154).

[0257] In an embodiment, the POS device uses geographical information from the
customer data record (e.g. a zip code) to associate the customer with a particular store in
step 3708 (sometimes called the customer’s “local store). Such an association may be
used to send the customer targeted advertisements or coupons for the corresponding store.

[0258] If the customer is not a new customer, the corresponding customer data record is

retrieved from the POS device or connected database in step 3710.
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[0259] At step 3712, items are scanned or selected for purchase. A purchase may include
physical items that may be scanned by a barcode scanner (e.g., barcode scanner 215), or
items that may be selected using the GUI and touchscreen display (e.g., touchscreen
display 201) on the POS device.

[0260] In addition to identifying and contact information, a customer data record may
also include a purchase history. In an embodiment, a customer’s purchase history may be
used to present recommendations for purchases or advertisements.

[0261] At step 3714, POS device retrieves one or more recommendations or
advertisements (e.g., from ad server 2650) based on the customer’s purchase history (e.g.,
using relevance engine 2652) as well as the item currently scanned or selected. If the
customer has no purchase history, the POS device may retrieve default recommendations
or advertisements, and/or may generate recommendations based on the items already
scanned in. Although not illustrated in FIG. 37A, the customer’s purchase history may
also be used to send recommendations or advertisements to the customer via email, SMS,
social media, or other known methods of electronic communication.

[0262] The scanned or selected item is processed at step 3716. In an embodiment,
processing includes determining the price of the item, adding the price to the total cost of
all items, and updating the store inventory. Where the item was selected in step 3712, step
3716 may also include retrieving the item from the store’s inventory (for example, a clerk
can be instructed to retrieve the item), or sending the item to the customer’s designated
location via mail or other delivery service.

[0263] If there are more items to be scanned or selected at step 3718, such items may be
scanned or selected at step 3712. If there are no more items, the POS device may
determine whether any of the items require parental approval. In an embodiment, some
items may require parental approval if they are being purchased by a minor. Such items
may be age-dependent based on the type of item. Additionally or alternatively, parental
approval may be required if the price of the items (alone or in combination) exceeds a
threshold.

[0264] The preceding paragraph is directed to parental approval on a per item basis. In
an alternative or continuing embodiment, parental approval may be based on a per
customer basis. For example, in an embodiment parental approval may be required if the

customer is younger than an age designated by the parent. Alternatively, the parent can
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designate by name those children requiring parental approval. In this embodiment, the
customer may be required to provide account information (to enable the system to access
the parent’s instructions such as whether parental approval is required and the threshold
age or names of children requiring approval) and identification (to enable the system to
determine the customer’s age and/or name).

[0265] The types of items or other criteria requiring parental approval and/or the price
threshold may be set by the parent and stored in the customer data record, or set by the
merchant as part of store policy. At step 3720, the POS device determines whether the
customer and/or any of the items require parental approval. If parental approval is
required, the POS device determines whether contact information for a parent exists at
step 3722. In an embodiment, the contact information is stored in the minor’s customer
data record or the parent’s customer data record.

[0266] If no contact information exists, the purchase (or the portion of the purchase
requiring approval) is rejected at step 3728. If contact information exists, POS device
attempts to contact the parent at step 3724. In an embodiment, the POS device may
attempt to contact the parent using one or more methods (e.g., according to preferences
stored in the customer data record), including email, SMS, or automated phone call. The
parent may then respond to the request for approval using the same method (e.g., by
responding to the email, SMS, or automated phone call) at step 3726. If the parent does
not approve of the purchase, either by affirmatively disapproving or, in an embodiment,
not responding within a predetermined period of time, the purchase is rejected at step
3728. If the parent approves the purchase, a payment may be processed, as described
above with respect to FIG. 33, at step 3730.

[0267] In an embodiment, the payment system described above with respect to FIG. 33
may include one or more additional embodiments described below with respect to FIG.
37B.

[0268] The payment process begins at step 3732 with the receipt of a form of payment
(e.g., cash, credit card, etc.). The customer or the merchant may select a form of payment
on the POS device and, for example, provide cash or a credit card. At step 3734, the POS
device reads the credit card if one is provided, using for example magnetic stripe reader
209 or a card reader on keypad 223. In an embodiment, the POS device extracts

geographical information (e.g., a zip code) from the credit card along with other payment
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information during this step. Similar to step 3708 described above, the POS device may
store the geographical information in a customer data record and associate the customer
with a particular merchant store based on geographic location. Such an association may
be used to send the customer targeted advertisements or coupons for the corresponding
store.

[0269] At step 3736, a credit card signature may be required. If a signature is required,
the POS device will determine whether the customer’s signature has been saved from a
previous purchase at step 3738. If no customer signature has been saved, the customer
may input a signature at step 3740. In an embodiment, a customer may input a signature
via an electronic signature pad connected to POS device via data interface 211. In an
alternative embodiment, a customer may input a signature via a mobile device like, for
example mobile device 105. In either embodiment, the signature is saved for future use.
In an embodiment, the signature is saved in a corresponding customer data record so that
a customer may avoid supplying a new signature during a subsequent transaction.

[0270] If at step 3738 a customer’s signature has been saved from a previous purchase,
the customer may skip the step of providing a new signature. In an embodiment, the POS
device queries the user at step 3742 to acknowledge that the signature on file will be used
to complete the purchase.

[0271] At step 3744, the POS device saves the purchase information (i.e. a merchant
event) as a data record, including details of the purchase such as the items purchased, the
amount of each item, the total amount of the purchase, any taxes, fees, or discounts, and
the amount paid by the customer. In an embodiment, the POS device saves the data
record to database 1154. The data record may be associated with a corresponding
customer data record to retain a purchase history. As discussed above, the purchase
history may be used to present recommendations or advertisements to the customer
during the checkout process.

[0272] At step 3746, the POS device queries the merchant or the customer regarding a
preference for delivering a receipt for the purchase. In an embodiment, a receipt may be
printed or electronically delivered to the customer (e.g., via email or SMS). At step 3748,
the receipt may be printed from the POS device that processed the purchase or any other
POS device with access to database 1154. For example, a customer might purchase an

item at one POS device in a merchant store but visit another POS device in the merchant
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store or a different merchant store to print the receipt. In such cases, the different POS
device retrieves the transaction record from the database 1154 and prints the receipt.

[0273] If the user desires an electronic receipt, the POS device electronically delivers the
receipt to the customer at step 3750. The electronic receipt may be in the form of an
email, an SMS message, or other clectronic media. In an embodiment, the receipt
includes an image of the customer’s signature. In an embodiment, the POS device also
electronically delivers additional information concerning the purchased items. For
example, POS device may deliver an electronic user manual document with the receipt.
Other types of additional information may include installation instructions, product
catalogs, service plans, warranty information, or any other information related to the
purchased items.

[0274] Other customer payment embodiments are possible. For example, in a restaurant,
the check can be emailed or texted to the customer’s mobile phone from the POS device.
The customer can add gratuity and acknowledge payment (if the customer’s credit card is
already on file, as described above), or input his signature for transmission to the POS
device. His signature can then be saved as discussed above. A copy of the final bill can
then be emailed or texted to the customer, or printed at any printer or POS device in the
restaurant as discussed above, to enable the waiter to conveniently provide the copy of the

bill to the customer.

5. Electronic Labels

[0275] Conventionally, brick and mortar stores present their items for sale on collections
of shelves spread across one or more aisles. Item information (e.g., price, descriptive
information, stock number, barcode, etc.) is regularly provided on a paper label attached
to the corresponding shelf. If the item information changes (e.g., the item’s price changes)
then a new paper label must be printed to replace the current one. Such replacement can
be a time-consuming task, particularly when a large number of labels must be replaced
because of a large promotion or other significant event. Thus, the information on paper
labels is often incorrect or outdated. Another limitation of paper labels is that they are
limited in their ability to attract a customer’s attention. Most labels look the same and the
print is relatively small.

[0276] FIG. 40 is a flowchart illustrating a process 4000 for using electronic labels that

provide dynamic content and are programmable from a central location. In an
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embodiment of the present invention, paper labels in a store are replaced with electronic
labels that provide dynamic content and are programmable from a central location (e.g., a
POS device). Each such electronic label, or “e-label” or “e-paper,” includes a processor or
other processing functionality such as but not limited to a hardware state machine, a
memory, and a power supply. Power may be provided by any means, including but not
limited to AC power, DC power, an internal battery, and/or one or more solar cells. Each
e-label also includes a display, which may be any type of display such as but not limited
to liquid crystal display (LCD), organic light emitting diode (OLED) display,
electroluminescent display, electrophoretic display (EPD), etc. without departing from the
scope of the present disclosure. The display may present alphanumeric characters as well
as graphical images, and may have any number of grey tones and/or colors. An e-label
also includes a communication module which may be configured for wired (e.g.,
Ethernet) and/or wireless (e.g., Wi-Fi or Bluetooth) network connections. Alternatively,
or in addition to a communication module, an e-label may also comprise a near field
communications (NFC) device.

[0277] In an embodiment, the e-labels are in communication with POS device(s) and thus
form part of the electronic landscape of the store.

[0278] In an embodiment, at step 4002, a merchant deploys a one or more e-labels
throughout a store. Each e-label may be associated with a single item or multiple items. In
the latter case, the e-label may, for example, display information for each item in a cycle.

[0279] At step 4004, the merchant imports information corresponding to each item from a
central location that connects to the e-label via a network connection. In an embodiment,
the merchant uses a POS device (e.g., POS device 101), a workstation (e.g., workstation
1102), or a mobile device (e.g., mobile device 1106) to import information about each
item. This information could be imported from inventory servers in the cloud.

[0280] At step 4006, the merchant may also specify one or more display parameters
concerning how the information should be displayed by the e-label.

[0281] Once entered, at step 4008, the information and display parameters are transmitted
to the e-label via the network connection and stored in the e-label’s memory.

[0282] Then, at step 4010, the e-label then displays the transmitted information according
to the display parameters. As discussed above, the information may include, but is not

limited to, price information, descriptive information, stock number, and barcode
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information. In addition to item information, e-labels may also be configured to display
other information, such as advertisements and customer-specific information. In an
embodiment, an e-label may cycle between displaying item information and other
information (such as advertisements) as specified in one or more display parameters.

[0283] In an embodiment, e-labels may communicate with customer devices. For
example, a customer may be running an application on a mobile device that interfaces
with the e-label via a network connection and/or near field communications. In this
embodiment, the e-label may be configured to display customer-specific information
including, but not limited to, advertisements or alerts. The e-label may be configured to
pull such user-specific information from a central location (e.g., web server 1152) when
the customer device first begins communicating with the e-label.

[0284] Accordingly, in an embodiment, the display of information on the e-labels may be
customized to the customer as the customer traverses the store. Consider an example
embodiment of a grocery store. In an embodiment, the customer can enter a shopping list
on his mobile device. The e-labels and POS devices may interface with the customer’s
shopping list as the customer traverses the store. In particular, the POS devices may track
a customer’s position in the store (via GPS or communication with e-Labels, wherein the
customer has previously registered or otherwise identified his mobile phone with the POS
devices). As the customer passes an item on his shopping list or on his recommendation
list, the POS device can cause the corresponding e-Label to flash a certain color or
message (such as the customer’s name). In this manner, e-Labels can be used to provide

a customized, targeted and more efficient shopping experience for the customer.

6. Order Management

[0285] Stores, for example restaurants and service stores, can allow users to place orders
remotely and either pick their orders up later or have them delivered. This, though,
creates a problem with scheduling the order in which orders should be handled. For
example, two people may both place orders with a store. The user that places the first
order may be 20 minutes away and it may only take 5 minutes to make the order. The
user that places the second order may be 5 minutes away and place an order that alos only
takes 5 minutes to prepare. Traditionally, independent of the location of a user or the type

of order, the orders are handled in the order they are received.
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[0286] FIG. 39 is a flowchart illustrating a process 3900 for managing orders based on
identified trends according to an embodiment. In an embodiment of the present invention,
orders are managed at a POS device. Users can transmit their orders using a computer or
mobile device and the POS device manages the scheduling of the orders into a queue in
an efficient manner.

[0287] At step 3902, the POS device waits for one or more orders to be transmitted.

[0288] At step 3904, the POS device receives the one or more orders that have been
transmitted. These orders are transmitted by a mobile device. This can be a computer, a
mobile phone using a specific application, or any other mobile device capable of
transmitting an order. The orders are transmitted to the POS device for scheduling.

[0289] At step 3906, the POS device can also receive location information for each order.
This can be GPS information, for example from a mobile phone. This can also be address
information provided as part of the order. This information can be other types of location
information, as would be known by a skilled artisan, for example longitude and latitude
information or cross street information.

[0290] This location information can be used to estimate both the time until a customer
will reach the store for pick-up orders and the time it will take to deliver an order for a
delivery order. For example, these calculations can be based on relative distances using
the GPS coordinates, distances traveled using mapping algorithms, or other estimation
methods know to those skilled in the art.

[0291] At step 3908, the POS device can also receive destination information.
Destination information comprises the address where the store service or product will be
delivered. For example, for a restaurant, the destination can be the store (e.g., for a carry
out order) or the location of the mobile device (e.g., for a delivery order.) This
information can be any destination information, as would be known by a skilled artisan,
for example the store, the location of the mobile device, or a different address if someone
is ordering present or other item that is to be delivered, but not to their current location.

[0292] At step 3910, the POS device can receive special instructions. Special instructions
are optional instructions that may affect when the order is queued. For example, in the
restaurant business, an order can indicate that it should arrive hot. Depending on the
pending order, delivery destinations, type of food, etc., the system can queue the item to

increase the probability that the food will be hot when it reaches the user.
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[0293] At step 3912, the POS device can determine how long it will take to prepare each
order. For example, in the restaurant business, different types of food may take different
times to prepare. This may be affected by the availability of supplies. For example, in
the car repair business, if supplies need to be ordered, queue placement will be affected.

[0294] At step 3914, the POS device places the received one or more orders into an order
queue. The order queue may be empty, or it may already have items in it. Based on the
information received with each order, for example location information, destination
information, special instructions, and preparation time, each order is put into the queue.
This allows the system to optimize the order in which orders are handled to provide better
customer service. This also allows the store to manage its balance between different
types of orders. For example, if a store prefers to handle 2 in-store orders for every pick

up order, the POS can be configured to queue the entries based also on that requirement.

7. Example Computer System

[0295] Various embodiments can be implemented, for example, using one or more well-
known computer systems, such as computer system 3600 shown in FIG. 36. Computer
system 3600 can be any well-known computer capable of performing the functions
described herein, such as computers available from International Business Machines,
Apple, Sun, HP, Dell, Sony, Toshiba, etc. For example, the POS devices 101, 3100,
3302A-B, and 3410A-B, illustrated in FIGs. 1, 31, 33, and 34 respectively, and the multi-
mode point-of-sale device illustrated in FIG. 4, or portions thereof, can be implemented
using computer system 3600. In addition, network devices such as network 107 illustrated
in FIG. 1, Cloud Computing Resource 3304 illustrated in FIG. 33, and Cloud Computing
Resource 3404 illustrated in FIG. 34, or portions thercof can be implemented using
computer system 3600. Other computing devices, such as Transaction Server 111
illustrated in FIG. 1, Server 109 illustrated in FIG. 1, Server 1001 illustrated in FIG. 10,
Database 3306 illustrated in FIG. 33, Payment Gateway 3308 illustrated in FIG. 33,
mobile devices 3412A-B illustrated in FIG. 34, Security Entity 3402 illustrated in FIG.
34, or portions thereof can also be implemented using computer system 3600.

[0296] Computer system 3600 includes one or more processors (also called central
processing units, or CPUs), such as a processor 3604. Processor 3604 is connected to a

communication infrastructure or bus 3606.
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[0297] One or more processors 3604 may each be a graphics processing unit (GPU). In
an embodiment, a GPU is a processor that is a specialized electronic circuit designed to
rapidly process mathematically intensive applications on electronic devices. The GPU
may have a highly parallel structure that is efficient for parallel processing of large blocks
of data, such as mathematically intensive data common to computer graphics
applications, images and videos.

[0298] Computer system 3600 also includes user input/output device(s) 3603, such as
monitors, keyboards, pointing devices, etc., which communicate with communication
infrastructure 3606 through user input/output interface(s) 3602.

[0299] Computer system 3600 also includes a main or primary memory 3608, such as
random access memory (RAM). Main memory 3608 may include one or more levels of
cache. Main memory 3608 has stored therein control logic (i.e., computer software)
and/or data.

[0300] Computer system 3600 may also include one or more secondary storage devices
or memory 3610. Secondary memory 3610 may include, for example, a hard disk drive
3612 and/or a removable storage device or drive 3614. Removable storage drive 3614
may be a floppy disk drive, a magnetic tape drive, a compact disk drive, an optical
storage device, tape backup device, and/or any other storage device/drive.

[0301] Removable storage drive 3614 may interact with a removable storage unit 3618.
Removable storage unit 3618 includes a computer usable or readable storage device
having stored thereon computer software (control logic) and/or data. Removable storage
unit 3618 may be a floppy disk, magnetic tape, compact disk, DVD, optical storage disk,
and/ any other computer data storage device. Removable storage drive 3614 reads from
and/or writes to removable storage unit 3618 in a well-known manner.

[0302] According to an exemplary embodiment, secondary memory 3610 may include
other means, instrumentalities or other approaches for allowing computer programs
and/or other instructions and/or data to be accessed by computer system 3600. Such
means, instrumentalities or other approaches may include, for example, a removable
storage unit 3622 and an interface 3620. Examples of the removable storage unit 3622
and the interface 3620 may include a program cartridge and cartridge interface (such as
that found in video game devices), a removable memory chip (such as an EPROM or

PROM) and associated socket, a memory stick and USB port, a memory card and
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associated memory card slot, and/or any other removable storage unit and associated
interface.

[0303] In some embodiments, computer system 3600 can be configured such that it does
not include one or more secondary storage devices or memory 3610.

[0304] Computer system 3600 may further include a communication or network interface
3624. Communication interface 3624 enables computer system 3600 to communicate and
interact with any combination of remote devices, remote networks, remote entities, etc.
(individually and collectively referenced by reference number 3628). For example,
communication interface 3624 may allow computer system 3600 to communicate with
remote devices 3628 over communications path 3626, which may be wired and/or
wireless, and which may include any combination of LANs, WANSs, the Internet, etc.
Control logic and/or data may be transmitted to and from computer system 3600 via
communication path 3626.

[0305] In an embodiment, a tangible apparatus or article of manufacture comprising a
tangible computer useable or readable medium having control logic (software) stored
thereon is also referred to herein as a computer program product or program storage
device. This can include, but is not limited to, computer system 3600, main memory
3608, secondary memory 3610, and removable storage units 3618 and 3622, as well as
tangible articles of manufacture embodying any combination of the foregoing. Such
control logic, when executed by one or more data processing devices (such as computer
system 3600), causes such data processing devices to operate as described herein.

[0306] Based on the teachings contained in this disclosure, it will be apparent to persons
skilled in the relevant art(s) how to make and use the invention using data processing
devices, computer systems and/or computer architectures other than that shown in FIG.
36. In particular, embodiments may operate with software, hardware, and/or operating

system implementations other than those described herein.

8. Conclusion

[0307] It is to be appreciated that the Detailed Description section, and not the Summary
and Abstract sections (if any), is intended to be used to interpret the claims. The
Summary and Abstract sections (if any) may set forth one or more but not all exemplary
embodiments of the invention as contemplated by the inventor(s), and thus, are not

intended to limit the invention or the appended claims in any way.
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[0308] While the invention has been described herein with reference to exemplary
embodiments for exemplary fields and applications, it should be understood that the
invention 18 not limited thereto. Other embodiments and modifications thereto are
possible, and are within the scope and spirit of the invention. For example, and without
limiting the generality of this paragraph, embodiments are not limited to the software,
hardware, firmware, and/or entities illustrated in the figures and/or described herein.
Further, embodiments (whether or not explicitly described herein) have significant utility
to fields and applications beyond the examples described herein.

[0309] Embodiments have been described herein with the aid of functional building
blocks illustrating the implementation of specified functions and relationships thereof.
The boundaries of these functional building blocks have been arbitrarily defined herein
for the convenience of the description. Alternate boundaries can be defined as long as the
specified functions and relationships (or equivalents thereof) are appropriately performed.
Also, alternative embodiments may perform functional blocks, steps, operations,
methods, etc. using orderings different than those described herein.

[0310] References herein to “one embodiment,” “an embodiment,” “an example
embodiment,” or similar phrases, indicate that the embodiment described may include a
particular feature, structure, or characteristic, but every embodiment may not necessarily
include the particular feature, structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same embodiment. Further, when a particular feature,
structure, or characteristic is described in connection with an embodiment, it would be
within the knowledge of persons skilled in the relevant art(s) to incorporate such feature,
structure, or characteristic into other embodiments whether or not explicitly mentioned or
described herein.

[0311] The breadth and scope of the invention should not be limited by any of the above-
described exemplary embodiments, but should be defined only in accordance with the

following claims and their equivalents.
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WHAT IS CLAIMED IS:

A point of sale (POS) device, comprising:

an interactive display configured to switch between a first position and a second
position;

a position detector configured to detect the switch between the first position and
the second position; and

a processor configured to cause a display controller to output a first interface on
the interactive display in response to detection of the first position and a second interface

in response to detection of the second position.

The POS device of claim 1, further comprising;:

a transceiver configured to transmit and receive data to and from a remote source;
and

a base comprising a drawer, a printer configured to print a report, and a front-
facing display configured to face a direction of the interactive display in the second

position.

The POS device of claim 2, wherein the interactive display, position sensor, processor,

transceiver, drawer, printer, and front-facing display are contained within a single device.

The POS device of claim 2, wherein:
the drawer comprises a rib formed at a rear side of the drawer;
the base comprises an optical sensor comprising a source and a receiver; and
the rib is further configured to interrupt an optical path between the source and the

receive while the drawer is in a closed position in the base.

The POS device of claim 2, further comprising;:
a magnetic stripe reader configured to facilitate a transaction with a payment
device via the POS device;

a barcode scanner configured to facilitate detection of a product identifier; and
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a speaker configured to output an audio signal.

The POS device of claim 5, wherein the interactive display, position sensor, processor,
transceiver, drawer, printer, front-facing display, magnetic stripe reader, barcode scanner,

and speaker are contained within a single device.

The POS device of claim 1, wherein the interactive display comprises a touchscreen

display.

The POS device of claim 1, further comprising a camera configured to capture an image

of an operator in response to the operator logging in to the POS device.

The POS device of claim 1, wherein:

the interactive display is configured to face an operator of the POS device in the
first position and face a customer in the second position, and

the first interface comprises an operator interface and the second interface

comprises a customer interface.

A method comprising:

receiving, at a point of sale (POS) device comprising an interactive display and a
position sensor, a transaction request from a first user of the POS device, wherein the
interactive display is moved from a first position facing the first user to a second position
facing a second user;

detecting, by the position sensor, the movement from the first position to the
second position; and

changing from a first interface output to the interactive display to a second
interface output to the interactive display in response to the detecting, wherein the first
interface is configured for use by the first user and the second interface is configured for

use by the second user.

The method of claim 10, further comprising:
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transmitting data related to the transaction request to a remote server for inventory
processing; and

receiving response data from the remote server.

12. The method of claim 10, further comprising:
receiving updated inventory data from a remote server, the remote server

receiving the updated inventory data from a remote input device.

13. The method of claim 10, further comprising:
operating the interactive display, the position sensor, a printer, a front-facing
display facing the direction of the second position, a cash drawer, a magnetic stripe

reader, a barcode scanner, and a speaker as devices contained within the POS device.

14. A point of sale (POS) device, comprising:

an interactive display;

a plurality of hardware components; and

a processor configured to control operation of the interactive display and the
plurality of hardware components to perform transaction processing;

wherein the interactive display, hardware components and processor are an
unified assembly, and wherein the interactive display, hardware components and
processor are pre-configured to operate together to perform transaction processing upon

power up without operator configuration.

15.  The POS device of claim 14, wherein the plurality of hardware components comprise a
printer, the printer being pre-configured such that operator setup is not required after

power up.

16.  The POS device of claim 14, wherein the POS device is configured to automatically

power up in response to connection with a power supply.

17.  The POS device of claim 16, further comprising;:
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a power button, wherein the processor is configured to connect power to the
interactive display in response to a first position of the power button and disconnect

power to the interactive display in response to a second position of the power button.

18. The POS device of claim 14, wherein the plurality of hardware components comprise:
a magnetic stripe reader configured to facilitate a transaction with a payment
device via the POS device; and

a barcode scanner configured to facilitate detection of a product identifier.

19. The POS device of claim 14, wherein:
the plurality of hardware components comprise a transceiver configured to
transmit and receive data to and from a remote source; and

the unified assembly comprises a base comprising a drawer.

20. The POS device of claim 14, wherein:

the plurality of hardware components comprise a position detector configured to
detect a switch between a first position and a second position of the interactive display,
and

the processor is further configured to cause a display controller to output a first
interface on the interactive display in response to detection of the first position and a
second interface in response to detection of the second position,

the interactive display being configured to face an operator of the POS device in

the first position and face a customer in the second position.

21. A point of sale (POS) device, the POS device comprising:
a memory; and
at least one processor coupled to the memory and configured to perform an
authorized set of functions established by an external management module, the authorized
set of functions comprising purchase transaction processing of inventory identified as

available to the POS device by the external management module.

22.  The POS device of claim 21, the at least one processor further configured to:
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perform a second authorized set of functions identified by the external
management module, the second authorized set being different from the first authorized

set.

23.  The POS device of claim 21, the at least one processor further configured to:
during an input state, input at least one item selected by a customer, wherein the
selected item is from an inventory provided to the POS device from a server over a
network;
during a payment state, enable the customer to pay for the selected item; and
transmit a signal to a server indicating the selected item has been purchased,

wherein the server is configured to update the inventory based on the signal.

24, The POS device of claim 23, further comprising a touchscreen configured to detect a
gesture, wherein the at least one processor is further configured to:
transition the POS device between the input state and the purchase state based on

the gesture.

25.  The POS device of claim 23, further comprising a touchscreen, wherein the at least one
processor is further configured to:
transition the POS device between the input state and the purchase state based on

detected movement of the touchscreen.

26.  The POS device of claim 21, wherein the at least one processor is further configured to:
receive a request to purchase an item from a mobile device of a customer; and
transmit financial information of a merchant associated with the POS device to the

mobile device, wherein the mobile device is configured to transmit the financial

information and information identifying the item to a financial institution.

27.  The POS device of claim 21, wherein the memory is configured to store at least one

advertisement.

28.  The POS device of claim 27, wherein the at least one processor is further configured to:
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responsive to a determination that the POS device has been idle for at least a

threshold, display the advertisement on a touchscreen of the POS device.

29.  The POS device of claim 27, wherein the at least one processor is further configured to:
receive the advertisement from a server, wherein the server is configured to select
the advertisement from among a plurality of advertisements based on content of the

advertisement and inventory available at the POS device.

30.  The POS device of claim 21, wherein the at least one processor is further configured to:
configure components of the POS device as remotely instructed by the external

management module.

31. A server coupled to a point of sale (POS) device over a network, the POS device
associated with a merchant, the server comprising:
a memory; and
at least one processor coupled to the memory and configured to:
provide an inventory to the POS device; and
remotely configure the POS device, such that the POS device is configured
to perform an authorized set of functions established by the server, the authorized set of

functions comprising purchase transaction processing of the inventory.

32.  The server of claim 31, the at least one processor further configured to:
transmit a push notification to a user associated with the merchant, the push

notification providing information regarding the inventory.

33.  The server of claim 32, wherein the push notification indicates that particular inventory
has fallen below a threshold, the at least one processor further configured to:
enable the user to request additional inventory of the particular inventory; and
responsive to receiving the request for additional inventory, issue a request to a

supplier for the additional inventory.
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34.  The server of claim 31, wherein the memory is configured to store a plurality of
advertisements, the at least one processor further configured to:
select one or more advertisements for the POS device from the plurality of
advertisements based on content of the selected advertisements and the inventory; and
provide the selected advertisements to the POS device, wherein the POS device is
configured to display the advertisement when the POS device has been idle for at least a

threshold.

35.  The server of claim 31, the at least one processor further configured to:
receive a notification from the POS device, the notification including status
information of the POS device; and

remotely control the POS device based on the notification.

36. A point of sale (POS) device, the POS device comprising:
a memory; and
at least one processor coupled to the memory and configured to automatically
replace a connection of POS device to a server and to automatically configure the POS
device for operation responsive to a primary user logging on to the POS device if at least

a portion of the POS device is replaced.

37. A transaction processing system, comprising:

a point of sale (POS) device comprising an interactive display configured to
switch between a first position and a second position, and a transceiver configured to
transmit and receive transaction data; and

a server comprising a storage device configured to store inventory information
accessed via the POS device and a communications module configured to receive and
transmit the transaction data from the POS device;

wherein the server is configured to communicate with a remote device and to

update the inventory information based on input received from the remote device.

38.  The transaction processing system of claim 37, wherein the POS device comprises an

interactive display, a position sensor, a processor, a transceiver, a drawer, a printer, a
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front-facing display, a magnetic stripe reader, a barcode scanner, and a speaker, and
wherein the interactive display, the position sensor, the processor, the transceiver, the
drawer, the printer, the front-facing display, the magnetic stripe reader, the barcode

scanner, and the speaker are contained within a single device.

The transaction processing system of claim 37, wherein the remote device comprises a
computer system and wherein the server is configured to receive the input from a

computer system via a web interface.

The transaction processing system of claim 37, wherein the remote device comprises a
mobile device, the server being configured to output a transaction report to the mobile

device and receive inventory management input from the mobile device.

The transaction processing system of claim 37, wherein the POS device is configured to
communicate a transaction approval request to a financial institution server and receive a

transaction decision from the financial institution server to complete a transaction.

A register device comprising:

a processing module configured to operate with an operating system (OS) secured
against alteration and to perform one or more purchase transactions; and

a communication module configured to selectively enable acceptance of data via a

secure communications path.

The register device of claim 42, wherein the communication module is configured to
transmit register device activity data via the secure communications path to a back-end

System.

The register device of claim 43, wherein the processing module is configured to accept a
modification from the back-end system to address one or more identified security threats

based on the register device activity data.
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The register device of claim 43, wherein the register device activity data comprises user
preferences, software patches, merchant inventory data, employee information, financial

transactions, office management transactions, or a combination thereof.

The register device of claim 42, further comprising:

a peripheral device port.

The register device of claim 46, wherein the peripheral device port comprises a Universal
Serial Bus port configured to provide power to and to disable data input from the

peripheral device.

The register device of claim 42, wherein the communication module is further configured
to disable the acceptance of data except in response to a request initiated by the register

device.

The register device of claim 42, further comprising a security circuit configured to store a

certificate and to validate the OS, based on the certificate.

A method comprising:

providing an operating system (OS) secured onto a processing module of a
register device used to perform one or more purchase transactions, wherein the operating
system is secured against alteration; and

selectively enabling, with a communication module, acceptance of data via a

secure communications path.

The method of claim 50, further comprising:
transmitting register device activity data via the secure communications path to a
back-end system to identify one or more security threats based on the register device

activity data.

The method of claim 50, further comprising:
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providing power to a peripheral device via a peripheral device port of the register
device; and
disabling data input, from the peripheral device to the register device, via the

peripheral device port.

The method of claim 50, wherein the selectively enabling acceptance of data comprises
communicating with a back-end system via a wired communication path, a wireless

communication path, or a combination thereof.

A system comprising:
a back-end system; and
a register device in communication with the back-end system, wherein the register
device comprises:
a processing module configured to operate with an operating system (OS)
secured against alteration and to perform one or more purchase transactions; and
a communication module configured to selectively enable acceptance of

data via a secure communications path from the back-end system.

The system of claim 54, wherein the back-end system configured to communicate via the
secure communications path comprises a networked enterprise storage system configured

to store register device activity data accepted from the register device.

The system of claim 55, wherein the register device activity data comprises user
preferences, software patches, merchant inventory data, employee information, financial

transactions, office management transactions, or a combination thereof.

The system of claim 55, wherein the back-end system is configured to identify one or

more security threats based on the register device activity data.

The system of claim 57, wherein the processing module is configured to accept a
modification from the back-end system to address the one or more identified security

threats.
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The system of claim 54, wherein the register device further comprises:

a peripheral device port.

The system of claim 59, wherein the peripheral device port comprises a Universal Serial
Bus port configured to provide power to and to disable data input from a peripheral

device.

The system of claim 54, wherein the register device further comprises a security circuit
configured to store identification data and an encryption key and to verify, based on the

identification data and encryption key, that an update is authentic.

A point of sale (POS) device, comprising:

an interactive display configured to switch between a first position and a second
position;

a position detector configured to detect the switch between the first position and
the second position; and

a processor configured to cause a display controller to output a first interface on
the interactive display in response to detection of the first position and a second interface

in response to detection of the second position.

The POS device of claim 62, further comprising:

a transceiver configured to transmit and receive data to and from a remote source;
and

a base comprising a drawer, a printer configured to print a report, and a front-
facing display configured to face a direction of the interactive display in the second

position.

The POS device of claim 63, wherein the interactive display, position sensor, processor,

transceiver, drawer, printer, and front-facing display are contained within a single device.

The POS device of claim 63, wherein:

the drawer comprises a rib formed at a rear side of the drawer;



66.

67.

68.

69.

70.

71.

WO 2015/105869 PCT/US2015/010473

-83 -

the base comprises an optical sensor comprising a source and a receiver; and
the rib is further configured to interrupt an optical path between the source and the

receive while the drawer is in a closed position in the base.

The POS device of claim 63, further comprising:

a magnetic stripe reader configured to facilitate a transaction with a payment
device via the POS device;

a barcode scanner configured to facilitate detection of a product identifier; and

a speaker configured to output an audio signal.

The POS device of claim 66, wherein the interactive display, position sensor, processor,
transceiver, drawer, printer, front-facing display, magnetic stripe reader, barcode scanner,

and speaker are contained within a single device.

The POS device of claim 62, wherein the interactive display comprises a touchscreen

display.

The POS device of claim 62, further comprising a camera configured to capture an image

of an operator in response to the operator logging in to the POS device.

The POS device of claim 62, wherein:

the interactive display is configured to face an operator of the POS device in the
first position and face a customer in the second position, and

the first interface comprises an operator interface and the second interface

comprises a customer interface.

A method comprising:

receiving, at a point of sale (POS) device comprising an interactive display and a
position sensor, a transaction request from a first user of the POS device, wherein the
interactive display is moved from a first position facing the first user to a second position

facing a second user;
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detecting, by the position sensor, the movement from the first position to the
second position; and

changing from a first interface output to the interactive display to a second
interface output to the interactive display in response to the detecting, wherein the first
interface is configured for use by the first user and the second interface is configured for

use by the second user.

The method of claim 71, further comprising:
transmitting data related to the transaction request to a remote server for inventory
processing; and

receiving response data from the remote server.

The method of claim 71, further comprising:
receiving updated inventory data from a remote server, the remote server

receiving the updated inventory data from a remote input device.

The method of claim 71, further comprising:
operating the interactive display, the position sensor, a printer, a front-facing
display facing the direction of the second position, a cash drawer, a magnetic stripe

reader, a barcode scanner, and a speaker as devices contained within the POS device.

A point of sale (POS) device, comprising:

an interactive display;

a plurality of hardware components; and

a processor configured to control operation of the interactive display and the
plurality of hardware components to perform transaction processing;

wherein the interactive display, hardware components and processor are an
unified assembly, and wherein the interactive display, hardware components and
processor are pre-configured to operate together to perform transaction processing upon

power up without operator configuration.
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The POS device of claim 75, wherein the plurality of hardware components comprise a
printer, the printer being pre-configured such that operator setup is not required after

power up.

The POS device of claim 75, wherein the POS device is configured to automatically

power up in response to connection with a power supply.

The POS device of claim 77, further comprising:
a power button, wherein the processor is configured to connect power to the
interactive display in response to a first position of the power button and disconnect

power to the interactive display in response to a second position of the power button.

The POS device of claim 75, wherein the plurality of hardware components comprise:
a magnetic stripe reader configured to facilitate a transaction with a payment
device via the POS device; and

a barcode scanner configured to facilitate detection of a product identifier.

The POS device of claim 75, wherein:
the plurality of hardware components comprise a transceiver configured to
transmit and receive data to and from a remote source; and

the unified assembly comprises a base comprising a drawer.

The POS device of claim 75, wherein:

the plurality of hardware components comprise a position detector configured to
detect a switch between a first position and a second position of the interactive display,
and

the processor is further configured to cause a display controller to output a first
interface on the interactive display in response to detection of the first position and a
second interface in response to detection of the second position,

the interactive display being configured to face an operator of the POS device in

the first position and face a customer in the second position.
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