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(57) Abstract: Methods, systems, and devices are disclosed for using a payment processing network as an authorization engine to
access secure physical areas, such as college dormitories, office buildings. A keycard with a cryptogram generator is presented by a
user to an access device, and the access device or associated computer sends an access request message formatted like a payment au -
thentication request message to an aggregator/acquirer and payment processing network. The payment processing network validates
the cryptogram and returns an access response message, again formatted like a payment authorization response message, indicating
that the keycard is authentic. The gate, door, turnstile, or other barrier is then temporarily unlocked to let the user through.
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SYSTEM AND METHOD FOR AUTHENTICATION USING PAYMENT
5 PROTOCOL

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application is a continuation of and claims the benefit of U.S.
10 Application No. 13/889,886, filed May 8, 2013, which claims the benefit of U.8.
Provisional Application No. 81/844,099, filed May 8, 2012, which are hereby

incorporated by reference in their entireties for all purposes.

BACKGROUND
15 [0002] 1. Field of the Art

[0003] Generally, the present appiication relates to data processing. Specifically,
the application is related to using financial network data processing systems for non-

payment, authentication-only services, such as for gaining access to physical areas.
[0004] 2. Discussion of the Related Art

20 [0005] For access to physically secure areas with many entrances and exits, such
as college dormitories and office buildings, keycards are often used. Individuals who
are authorized {0 access the areas are each supplied with a kKeycard., To enter and
exit each doorway, the individual swipes his or her keyeard through a reader, or

sweeps it near a wireless reader, so that the reader can read information from the

]
(]

keycard.

[0008] The information is fed to a local computer, and the computer determines
whether the keyeard, and the associated user, is regisiered in a database. [fthe
keycard is registered, then a signal feeds back from the computer to the doorway to

uniock it so that the user can enter or exit.

30 [0007] Unauthorized people who want access {o the areas may be able to steal

anc/or duplicate copy one of the keycards. This can present a problem. Generally,
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a duplicate card cannot be discerned from an original card from a remote computer.
An individual whose card has been surrepticiously duplicated may not realize that his
or her card has been duplicated. Meanwhile, an unauthorized person may use the
card to access the area many times with impunity before being caught, if ever being

S caught

[0008] A university or office building with a keycard system generally accepts the
risk that a keyeard here or thers might be stolen and duplicated. Those who have
the means and knowledgs to surrepticiously duplicats such electronic cards do not
ordinarily set out to do so, and the benefit of doing so is often small compared with
16 the risks. However, in some instances in which the benefits are high or the
consequences of a breach are incalculable, one may wish for a betlter security

system.

[0009] Secure keycard systems are available on the open market through third
party brokers. A database system containing the list of authorized keyocards is

15 usually located in the same building, building complex, or campus as the doorway
readers. Because of this local placement, once the system is installed and
purchased from a broker, the purchaser is typically on ifs own to issue and validale
keycards to users. The company from which the keycard system is purchased may
maintain and update the system, but tactical decisions as to what cards are

20 authorized or not are generally left to the installed, automated system under

observation by the purchaser,

[0010}] There exists g need in the art for beller security systems that can reduce the

risk of duplicated keycards or other such devices.

25 BRIEF SUMMARY
[0011] Generally, authentication of individuals is described using a payment
protocol in a payment processing network for non-payment related authentication,
including access to physical areas. An access terminal formals a request for entry
into a message format compliant with financial authorization messages, such as
30 international Standards Organization {IS0O) 8583, and the message is senfio a
payment processing network, such as Visa, The payment processing network

determines from content within the message whether the individual who presented
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the data is authorized by authenticating the data in the message. Because the
message is recognized as a non-payment message, no forwarding of the message
to an issuer, such as is done for normal payment transactions, is performed.
instead, after authentication of the data, a response message is sent back to the

access device. The access device may then unlock a door, etc. to allow a user fo

enter the physical area.

[0012] Authenication data can come from a card, mobile phone, or other portable
consumer device that the user slides or scans near a reader of the access device.
Data from the portable consumer device can be static or dynamic. That is, the data
can remain the same or can change each time that the portable consumer device is
nresented for authenication. A cryptogram generated by the portable consumer
device may be part of the authentication data and can change based on an internal

counter, time of day, or other sead value.

{0013] The payment processing nefwork can be configured to both process a
request for access as well as an authorization request for a payment, which may or
may not be unrelated. Both access and payment may involve comparing

cryptograms generated on portable consumer devices to those generated in back-

S SEIVErs.

[0014] Some embodiments of the present application are related to methods for
authorizing access {0 an access terminal using a payment processing network, the
method including receiving from an access terminal, by one or more server
computers in a payment processing network, an access request message
comprising authentication data having a format that is the same as a format for a
payment authorization request message for a payment fransaction, analyzing, by the
one or more server computers, the authentication data in the access request
message, determining, by the one or more server computers, thal the authentication
data is associated with a user that wants access {o a location associaled with the
access terminal, preparing an access response message based on the
determination, and transmitling the access response message 1o the access

ferminal.

{0015} The method can include an access request message that is free of a

transaction amount, and the authentication data can inciude an account identifier of

LIS
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the user. The account identifier can include a primary account number (PAN) and
the determining operation can comprise extracting a bank identification number (BIN}

from the PAN and matching the BIN with an entry in a lookup table.

[0016] The authentication data can include a first cryptogram and be from a
portable consumer device read by the access terminal, and the method can include
calculating, at the one or more server computers, a second cryptogram, and
comparing the first cryptogram to the second cryptogram to authenticate the portable
consumer device, wherein the access response message is based on the

comparison.

[0017] Some embodiments are related to a method for granting access 1o an area
at an access terminal, the methed including reading, at an access terminal,
authentication data from a user, formatting, using a processor operatively coupled
with a memory, the authentication data in a format that is the same as a formatfor a
payment authorization request message for a payment transaction, sending the
access request message to one or more servers of a payment processing network,
receiving an access response message from the one or more servers of the payment
processing network in response to the access request message, determining, using
the processor, from the access response message whether the user is authentic,
and unlocking a barrier based on an indication in the access response message that

the user is authentic.

{0018] The method can include addressing a first application identifier (AlD)on a
portable consumer device for the access request message and addressing a second
AID on the portable consumer device for the second payment authorization request

message.

100181 Some embodiments are related to a sysiem for authorizing access to an
area using a payment processing network, the system including a portable consumer
device having a processor, a memaory operatively coupled with the processor, an
account identifier stored in the memory, and a sequence number stored in the
memory, wherein the processor is operable to calculate a first cryptogram based on
the sequence number. The system also includes one or more server computers of a
payment processing network, the one or more servers configured to receive an

access request message having the account identifier and first cryptogram, calculate
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a second cryptogram based on a locally stored sequence number, compare the first
and second cryptograms to resclve whether the portable consumer device is
authentic, determine from the account identifier that the access request message is
associated with a user that wants access to a location associated with an access
taerminal, prepare an access response message based on the determination, and

transmit the access response message to the access terminal.

[0020] Other embodiments relate to machine-readable tangible storage media and
computer systems that employ or store instructions for the methods described

above.

[0021] A further understanding of the nature and the advantages of the
embodiments disciosed and suggested herein may be realized by reference to the

remaining portions of the specification and the attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
100221 FIG. 1 illustrates an enfrance and reader in accordance with an

embodiment.

100231 FIG. 2 illustrates a payment processing system conducting access

processing in accordance with an embodiment.

100241 FIG. 3 shows a portable consumer device configured to provide three

different stages of authentication and payment capabilities.

100251 FIG. 4 illustrates a payment processing system conducting payment

processing in accordance with an embodiment.

100281 FIG. 5 shows a block diagram of an exemplary system comprising a server

computer in accordance with some embodiments.

100271 FIG. 8 shows a block diagram of an exemplary database in accordance with

some ambodiments.

10028] FIG. 7 shows an exemplary diagram of a financial transaction in accordance

with some embodiments.

(00291 FIG. 8 shows an exemplary mobile device in accordance with some

emnbodiments.

L
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[0030] FIG. 9 shows an exemplary payment device in the form of card in

accordance with some embodiments.

[0031] FIG. 10 is a flowchart of a process in accordance with an embodiment.

[0032] FIG. 11 is a flowchart of a process in accordance with an embodiment.

DETAILED DESCRIPTION
{00331 Universities, office buildings, and other entities with secure areas for many
personnel may wish to outsource not only the design and instaliation of their keycard
systems but also tactical authentication of each entry and/or exit throughout the day.
10 A ubiquitous infrastructure exists for merchants to authorize payment iransactions,

and this infrastructure can be leveraged for access authorization.

[8034] For example, a card with an authentication identifier (1D} and financial-grade
cryptogram generator can be swiped al a terminal to access a dormitory at a
university. A cryptogram can be generated using the same process inthe card as is
15 used in financial transaction cards. This authentication 1D and cryptogram are then
transmitied to a payment processing neiwork. The payment processing network
validates the cryptogram and authentication 1D and then returns an authentication
response back o the dormitory terminal. The authentication response informs the

university whether the presenter should be allowed access to the dormitory.

20 [0038] FIG. 1 llustrates an entrance {0 a college dormitory and associated reader
in accordance with an embodiment. To gain access through door 101, a student at
the college can hold his or her college-issued keycard or near-field communication
(NFCY-enabled mobile device up o access terminal reader 102, Reader 102 then
sends a signal to a local computer with data from the student's device {o request that

25 the door be unlocked. The local computer then forwards the data, in the sams
format as a credit card payment authorization message, to a third parly acling as an
acquirer for forwarding to a payment processor. This will be described in detail
below. Once the student’s data is validated as authorized by the payment '
processor, a signal can be sent {0 lock 103 to unlock door 101, A signal may also be

30 sentioreader 102 to display that access is approved.

{6038} A physical card or other portable consumer device is not necessary in some

embodiments, such as those using biomelrics. For example, a student may press

)
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his finger on a pad, or look through a viewfinder to initiate a retinal scan, in order to
enter a building. The authentication information may involve sending a subset of the
biometric data, such as fingerprint ridge, loop, lake, delta, and fork features, to a

sener.

[0037] “Authentication data” include data, digital or analog, for determining whether
a user or an associated device is what he, she, or it claims fo be, or as otherwise
known in the art. Authentication data can include biometric data associated with a
user who is authorized o enter a secure area. it can also include an account
number or identifier of an accountholder and a personal identification number (PIN),
card verification value {CVV), cryptogram generated from a seed, or other
confidential code nominally known by no one else except the accountholder and the

entity relving upon the authentication.

[0038] Authentication data can be packaged in a payment authentication message
format, such as that specified by International Standards Organization (IS0} 8583,
Many ATMs use IS0 8583 at some point in the their communications as well as point
of sale (POS) terminals in retall stores. Visa and MasterCard payment processing
networks base their authorization communications on the IS0 8583 siandard as well

as ¢ther institutions and nebworks.

[0038] FIG. 2 illustrates a payment processing system conducting access

processing in accordance with an embodiment,

[0040] To access an area, a user presents card 204 to access terminal reader
202. The reader reads information from the card, including an account number, the
name of the individual, a cryptogram, and other authentication data or data to be
used to build authentication data. Signal 214 is sent from reader 202 {0 a relving
party’s compuler 208, Signal 214 includes ali or some of the information read from

the card.

[60414] The relying party's computer 208 runs software from a broker service fo
manage user records and user access. The relying party's computer 2068 sends
message 216 {o third party aggregator/acguirer 208 with the authentication data.
Either the reader 202, relying parly's computer 208 or third party aggregator/acquirer
208 formats the message so that it is in a format thal is the same as a format for a

payment authorization request message for a payment transaction.

~3
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[0042] Card 204 is the size of a common CR-80 credit card, namely 1D-1
conforming to International Standards Organization (ISC)/international
Electrotechnical Commission (IEC) standard 7810. In some embodiments, a key fob

or mobile phone can he used instead of a card.

[0043] A “format for a payment authorization request message” for a payment
transaction includes an arrangment of data fields {disregarding content of the data
fields) that is sufficient to be accepted as syntactically correct for an automated
payment processing network. The data fields may be specified as having a cerfain
number of bits, bytes, words, etc. and in a predetermined order. There may be
metadata within a subset of the data fislds that describes 3 length, valid characters
or codes, or other specifications of other data fields. One generally accepted format
for payment authorization request messages is that of iSO 8583, as described above

and as known in the art.

[0044] Signal 214 from reader 202 to relying party's computer 208, which may be a
digital message, may already be formatted like a payment authorization request
message. Message 218 may be formatied like a payment authorization request
message by relying party's computer 208, Moreover, access request message 218
from third party aggregator/acquirer to one or more server computers of payment
processing network 208 has authentication data in a format that is the same as a

format for a payment authorization reguest message for a payment transaction.

[0045] Af payment processing network 208, authentication data 220 in access
request message 218 is analyzed {o determine whether authentication data 220 is
associated with a user that wants access {0 a location associated with access
terminal reader 204, For example authorization engine 210 analyzes a primary
account number (PAN) of authentication data 20 and extracts a six-digit bank
identification number (BIN) from the PAN. The server computers then match the BIN

with an entry in a predefined lookup table.

[0046] The table of BiNs includes a subset of bank identification numbers that are
not identifiers of banks at all, but rather third party aggregator/acquirers. These third
party aggregator/acquirers may maintain a map of a relying party’s user credentials
to a keycard number, map user 1Ds to readerfterminal 1Ds, perform browser or plug-

in validation, perform reader validation, and send card data to a credential service
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provider, such as a payment processing network, for validation. The BIN of
authentication data 220 matches that of a third party aggregator/acquirer 208,

[0047] In some embodiments, authentication data 220 contains only the following
tems: a client identifier, a client transaction identifier, a primary account number as
5 an account identifier, a card sequence number, an expiration date, an indicator for
frack 2 data, a currency code for a transaction amount, an indicator of minor units for
the transaction amount, and a value of the transaction amount. Other fields may be

optional.

[0048] Access request message 218 may be "free of a transaction amount.” For
10 example, a field normally used for a transaction value may be zero or null. As
another example, metadata elsewhere in the message may fiag the field as invalid,

and the field may essentially contain garbage data.

[0048] Authorization engine 210 suppresses routing of request message 22010
issuer 213. “Suppressing” routing can include redirecting or interrupting a transmittal

15 of a message. instead, because the BIN matches that of a third party
aggregatorfacquirer, a cryptogram in authentication data 220 is compared with ane
that is locally calculated. The cryptegram in authorization sngine 211 is calculated
using a local copy of the card sequence number as the seed. In other embodiments,
the current time, a transaction number, or other number that varies between

20 transactions can be used as a seed.

[0050] If the cryptogram from the received authentication data 22(3 matches
cryptogram 212 computed by cryptogram engine 211, then authentication data 220

is deemed validated.

[0051] in some embodiments, validating or authenticating the authentication data

25 may involve verifying a password or personal identification number (PN}, fingerprint,
retinal scan, or other data against a database. Because this data is presumably only
known o or possessed by an authorized user, it can be an indication that the

authorized user is at the access {erminal.

[0052] Access/authorization response message 219 is prepared by the server
30 computers of payment processing network 208 with an indicator that authenication

data 220 has been authenticated. Access response message 218 is in an 150 8583

G
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format with a maessage type indicator (MT1) of 0110: issuer response. At third party
aggregator/acquirer 208, authorization response message 219 is forwarded as

authorization response message 217 to relying party’s computer 206,

[00831 Signal 215 is sent from relying party’s computer 206 to turnstile 205 in
response to a receipt of authorization response message 217, Signal 215 may be
an exact copy or simple forwarding of authorization response message 217,
Turnstile 205 is temporarily uniocked based on signal 215 in order to let the

authorized user pass.

[0054] Naturally, the same payment processing network 209 can be used for
payment transactions. That payment processing network 208 can be used for both
payment transactions as well as access transactions is useful in that duplicate
infrastructures can be aveided and the same, high-security techniques used for
credit and debit card transactions can be used to control access o areas. Technical
advantages include not only this but that universities, office buildings, and other
entities can rely upon highly secure and well-thought out security procedures, such

as those pionsered by Visa, for access control.

[0085] In some embodiments, the same card 204 can be used for a payment
transaction by accessing a different application identifier (AlID) on the card. That is,
for access to an area, the card reader may activate a first AlD on the card. Fora
payment transaction, a point of sale terminal may activate a second AID on the card.

The card may be configurad with muitiple AlDs for access, payments, etc.

[0058] For a payment fransaction, cryptogram engine 211 can be used. A
cryptogram 212 generated by cryptogram engine 211 for a payment card transaction

may have the same length, format, efc. as one generated for an access request.

[0057] Cards that are configured for more than access can initiate closed loop

payments, open loop payments, or other payments as is known in the art.

[0058] FIG. 3 shows an exemplary embodiment of a series of portabie consumer
devices 300, each showing the features included in the three different stage setlings

for the portable consumer device.

{00581 A stage 1 portable consumer device 301 may comprise an authentication

identifier element and a payment identifier element. The authentication identifier

16
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element may be configured to communicate with general access devices {(e.g.
contactiess readers) and may be capable of authentication transactions. The
payment identifier element may be capable of performing payment transactions, but
the payment identifier element may be disabled or otherwise configurad so as notto
5 allow the processing of payment transactions. For example, an AlD for payment
processing may be disabled on the card. Accordingly, the portable consumer device

may be configured to only process access authentication transactions.

[0080] A stage 2 portable consumer device 302 may comprise an authentication
identifier element and a payment identifier element. The authentication identifier

10 element may be the same as the stage 1 porfable consumer device 301, bud the
payment identifier element may be configured to process payment transactions with
a group of selected contactless readers. This may be referred to as closed loop
payment functionality. The payments are closed loop because the payment
transactions may only be initiated for a select group of readers. A third party

15 processor may communicate with the issuing bank or the transaction may be

processed through typical payment processing channels.

[0081] For example, the relying party may program the system to aliow payment
transactions at a relying party’s gift shop, book store, or cafeteria. Accordingly, a
university student may be able to not only use the portable consumer device in an
20 authentication fransaction in order to gain entry to their dormitory, but he or she may
also use the portable consumer device o buy dinner at the university’s cafeteria.
However, the closed loop portable consumer device would not be able {o process a
transaction at any other terminal that other credit or debit cards may be able to |
communicate with. For example, the student could not use the portable consumer

25 device at the local gas station.

[0062] A stage 3 portable consumer device 303 may comprise an authentication
identifier element and a payment identifier element. The authentication identifier
element may be the same as described above. However, the payment identifier
element may be enabled to communicate with any access device in order to process

30 apurchase transaction. Accordingly, any operable merchant that has the capability
of performing contactiess fransactions with the payment processing network may

process payment transactions initiated by the stage 3 portable consumer device 303

i1
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This may be referred to as open loop payment funclionality. The payments are open
loop because the payment fransactions may initiated with any access device thatis
configured to process paymeant transactions for a particular payment processing
network. For instance, using the example above, not only would the student be able
5 o use the portable consumer device to enter their dormitory and purchase dinner at
the cafeteria, but the portable consumer device could also be used fo fill up his or

her car with gasoline at the gas station.

100631 Although the cards look different between Stages 2 and 3 in the figure, one
or ordinary skill in the art would recognize that the cards could all look the same with

10 each stage so that no upgrading or trade-in would be necessary if a relying party
upgraded or downgraded their system capabilities. Instead, the payment identifier
slement may be reconfigured or altered to enable or disable the processing of
payment transactions. Accordingly, the authentication system can be easily
upgradable and scalable. Additionally, the infrastructure investment is protected

15  because the system can provide a solution that is adaptable to a systems growing or
changing needs, whether used with access devices, point of sale devices, ATMs,

eic.

100641 As used herein, an “access device” may be any suitable device for
communicating with a relying party computer or payment processing network, and

20 forinteracting with a payment device, a user computer apparatus, and/or a user
mobile device. A payment device may generally be located in any suitable location,
such as at the location of 2 merchant. An access device may be in any suitable
form. Some examples of payment terminals include point of sale (FOS) devices,
cellular phones, personal digital assistant (PDAs), personal computers (PCs), tablet

25  PCs, hand-held specialized readers, set-top boxes, electronic cash registers (ECRs),
automated teller machines (ATMs), virtual cash registers (VCRs), kiosks, security
systems, access systems, Websites, and the like. An access device or payment
terminal may use any suitable contact or contactiess mode of operation to send or
receive data from, or associated with, a payment device and/or a user mobile device.

30 In some embodiments, where a payment ferminal may comprise a POS terminal,
any suitable POS terminal may be used and may inciude a reader, a processor, and
a computer-readable medium. A reader may include any suitable contact or

cortactiess mode of operation. For example, exemplary card readers can include

12
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radio frequency (RF) antennas, optical scanners, bar code readers, or magnetic

stripe readers to interact with a payment device and/or mobile device.

[0085] As used herein, an “authorization systerm” may refer to a system, a device,
or components of a device that may utilize information to determine the probability or
iikelihood that a payment or access transaction is fraudulent. Although the term
“‘merchant processor” may be referred to separately from an “authorization system”
in portions of this disclosure, in some embodiments they may comprise one and the
same system or systems that may perform substantially the same functionality, butin
relation to different components of the system (e.g. providing information o a
merchant or an issuer). In some embodiments, authorization systems may quantify
the probabilities or likelihood of a fraudulent transaction by generating a "risk score.”
In some embodiments, the authorization system may approve or reject a fransaction,
An exemplary embodiment of an authorization system is provided in U.S. Pat. No.
7,808,650 to Bruesewitz et al. entitled “Method and System for Providing Risk
information in Connection with Transaction Processing,” which is hersby
incorporated by reference in its entirety. It should be understood that embodiments

are not so limited.

[0066] An “authorization request message” may be an electronic message that is
sent to a payment processing network andfor an issuer of a payment card to request
authorization for a transaction. An authorization request message according to
some embodiments may comply with {international Organization of Standardization}
ISC 8583, which is a standard for systems that exchange electronic transaction
information associated with a payment made by a consumer using a payment device
or payment account. The authorization request message may include an issuer
account identifier that may be associated with a payment device or payment
account. An authorization request message may also comprise additional data
elements corresponding to “identification information” including, by way of example
only: a service code, a CVV {card verification value}, a dCVV (dynamic card
verification valug), an expiration date, etc. An authorization request message may
also comprise “transaction information,” such as any information associated with a
current fransaction, such as the fransaction amount, merchant identifier, merchant
location, etc., as well as any other information that may be utilized in determining

whather o identify and/or authorize a fransaction.
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[0067] An “authorization response message’ may be an electronic message reply
to an authorization request message generated by an issuing financial institution or a
payment processing network. The authorization response message may include, by
way of example only, one or more of the following status indicators: Approval -
transaction was approved:; Decline - transaction was not approved; or Call Center -
response pending more information, merchant must call the toll-free authorization
phone number. The authorization response message may also include an
authorization code, which may be a code that a cradit card issuing bank retums in
response to an authorization request message in an electronic message {gither
directly or through the payment processing network) to the merchant’s payment
tarminal {e.¢. POS equipment) that indicates approval of the fransaction. The code
may serve as proof of authorization. As noted above, in some embodiments, a
payment processing network may generate or forward the authorization response

message (o the merchant.

[0068] As used herein, a “communications channel” may refer to any suitable path
for communication between two or more entities. Suitable communications channels
may be present directly between two entities such as a payment processing network
and a merchant or issuer computer, or may include a number of different entilies.
Any suitable communications protocols may be used for generating a
communications channel. A communication channel may in some instance comprise
a “secure communication channel,” which may be established in any known manner,
including the use of mutual authentication and a session key and establishment of a
secure socket layer {(SSL) session. However, any method of creating a secure
channel may be used. By establishing a secure channel, sensitive information
related to a payment device (such as account numbers, CVV values, expiration
dates, etc.) may be securely transmitted between the two or more entities to faciitate

a transaction.

[00689] As used hersin, the term "comprising” is not intended to be limiting, but may
he a transitional term synonymous with “including,” "containing,” or "characterized
by." The term “comprising” may thereby be inclusive or open-ended and does not
exclude additional, un-recited elements or method steps when used in a claim. For
instance, in describing a method, “comprising” indicates that the claim is open-ended

and silows for additional steps. In describing a device, “comprising” may mean that



WO 2013/169926 PCT/US2013/040176

a named element(s) may be essential for an embodiment, but other elements may
he added and still form a construct within the scope of a claim. In contrast, the
transitional phrase “consisting of” excludes any element, step, or ingredient not
specified in a claim. This is consistent with the use of the term throughout the

S specification.

[0070] As used herein, an “electronic wallet” or “digital wallet” can store user profile
information, payment information, bank account information, and/or the like and can
he used in a variety of transactions, such as but not limited to eCommerce, social
netwarks, money transfer or personal payments, mobile cormmerce, proximity

10 payments, gaming, and/or the like for retail purchases, digital goods puUrchases,
utility payments, purchasing games or gaming credits from gaming websites,

transferring funds between users, and/or the like.

[0071] As used hersin, “identification information” may include any suitable
information associated with an account {e.g., a payment account and/or paymert

15 device associated with the account). Such information may be directly related to the
account or may be derived from information related to the account. Examples of
account information may inciude a PAN (primary account number or "account
number’), user name, expiration date, CVV (card verification value), dCVV (dynamic
card verification value), CVV2 {card verification value 2), CVV3 card verification

20 values, etc. A CVWV2 is generally understood to be a static verification value
associated with a payment device. CVV2 values are generally visible to a user (e.g.,
a consumer), whersas CVV and dCVV valuss are typically embedded in memory of
authorization request messages and are not readily known to the user (although they

are known to the issuer and payment processors).

100721 As used herein, a “mobile device” may comprise any electronic device that

[\
(943

may he transported and operated by a user, which may also provide remote
communication capabilities to a network. Examples of remote communication
capabilities include using a mobile phone (wireless) network, wireless data network
{e.q., 33, 4G or similar networks), Wi-Fi, Wi-Max, or any other communication

30 medium that may provide access to a network such as the Internet or a private
network. Examples of mobile devices include mobile phones {e.g., celiular phones),

PDAs, tablet computers, net books, laptop computers, personal music players, hand-

[
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held specialized readers, etc. A mobile device may comprise any suitable hardware
and software for performing such functions, and may also include muitiple devices or
components {e.g., when a device has remote access to a network by tethering to
another device - L.e., using the other device as a relay - both devices taken together
may be considered a single mobile device). A mobile device may also comprise a
verification token in the form of, for instance, a secured hardware or software
component within the mobile device and/or one or more external components that
may be coupled to the mobile device. A detailed description of an exemplary mobile

device is provided below.

[0073] As used herein, an “online purchase” can be the purchase of a digital or

physical item or service via a network, such as the internet.

[0074] As used herain, a "payment account,” which may or may not be associated
with one or more payment devices, may refer {o any suitable payment account
including a credit card account, a checking account, a prepaid account, or other

account from which payments can be made.

[0075] As used herein, a “payment device” may refer to any device that may be
used to conduct a financial fransaction, such as to provide payment information to a
merchant. A payment device may be in any suitable form. For example, suitable
payment devices can be hand-held and compact so that they canfitinto a
consumer's wallet andfor pocket (e.g., pocket-sized). They may include smart cards,
magnetic stripe cards, keychain devices (such as the Speedpass™ commerciaily
avallable from Exxon-Mobil Corp.), etc. Other examples of payment devices include
celiular phones, personal digital assistants (PDAs), pagers, payment cards, security
cards, access cards, smart media, transponders, 2-D barcodes, an electronic or
digital wailet, and the like. If the payment device is in the form of a debit, credit, or
smart card, the payment device may also optionally have features such as magnetic
stripes. Such devices can operate in either a contact or contactiess mode. An

exemplary payment device is described below.

[0078] As used herein, “payment transaction data/information” or "purchase
transaction data/information” may refer to any information corresponding to or
describing purchases, orders, invoices, payments involving goods, items, services,

andfor the like, and may include, but is not limited to, a purchase amount, a
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merchant identifier, description code (8.g., NAICS: North American Industry
Classification System) associated with purchased items, cost of purchased items,
and transactions as well as descriptions of purchased items, purchase dates,
purchase amounts, indications of payments accounts used, indications of whether
purchases were made online, confirmation numbers, order numbers, cancellation
numbers, shipment status updates (e.g., order being processed, shipped, delivered,
on back order, etc.), delivery tracking numbers, cancellation notices, updates, and/or

the like.

[0077] As used herein, a “promotional offer’ may be media and/or non-media
marketing communications employed for a pre-determined, limited time, or
indefinitely to increase consumer demand, stimulate market demand or improve
product availability. Examples include contests, coupons, premiums, prizes,

discounts, rebates, andlor the like.

[0078] As used herein, a ‘risk score” may include an arbitrary designation or
ranking that represents the risk associated that a transaction may be fraudulent. The
risk score may be represented by a number (and any scale), a probability, or in any
other relevant manner of conveying such information. The risk score may comprise
an aggregation of information about a transaction, including transaction information,
account information, and verification information as defined above. The risk score
may be used by any authorizing entity {(such as a merchant or an issuer) in
determining whether to approve a fransaction. The risk score may comprise and/or
uillize both current transaction information and past transaction information, and may

weight such information in any suitable manner.

[0079] As used herein, a “server computer” is typically a powerful computer or
cluster of computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. iIn one example,

the server computer may be a database server coupled to a Web server.

[0080] As used herein, “short range communication” or “short range wirsless
communication” may comprise any method of providing short-range contact or
contactless communications capability, such as RFID, Bluetooth™, infra-red, or other
data fransfer capability that can be used to exchange data between a payment

device and an access device. In some embodiments, short range communications

oy
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rnay be in conformance with a standardized protocol or data transfer mechanism
{e.g., 1ISO 14443NFC). Short range communication typically comprises
communications at a range of less than 2 meters. In some embodiments, it may be
preferable to limit the range of short range communications {e.g., {0 a range of less
S than 1 meter, less than 10 centimeters, or less than 2.54 centimeters) for security,
technical, andfor practical considerations. For instance, it may not be desirable for a
POS terminal o communicate with every payment device that is within a 2 meter
radius because each of those payment devices may not be involved in a transaction,
or such communication may interfere with a current transaction involving different
10 financial fransaction devices. Typically the payment device or the access device
also includes a protocol for determining resolution of collisions {(f.e., when two or
more payment devices are communicating with the access device simultaneouslty).
The use of short range communications may be used when the merchant and the
consumer are in close geographic proximity, such as when the consumer is at the

15 merchant's place of business.

[0081] As used herein, “transaction information” may refer to any suitable
information associated with a financial transaction, such as a fransaction amount, a
merchant identifier for a merchant associated with the transaction, the volume of the
transaction, information about the goods or services being purchased, the merchant

20 location, and any other information that is related to the current transaction.

[0082] As used herein, a "verification token” may refer to a secured device or
component of a device (such as a software or hardware module) that may be used to
authenticate or validate a user or payment device. That is, for example, the
verification token may refer to a secured component {or components) of a mobile

25 device used to determing that a user is not misrepresenting his identity and/for that
he has in his possession a payment device. An example of a verification token is
provided in U.8. Patent No. 7,881,560, issued February 22, 2011, to Hammad, which
is hersby incorporated by reference in its entirely. In general, a verification token
may take any suitable form, including an embedded software/hardware module ina

30 mobile device or an attachment to a mobile device (such as a universal serial bus
(USB) stick or other periphery component). As used herein, a verification token that
is coupled to, or embedded within, a mobile device may be considered a component

of the mobile device {even if the verification token could be physically separated from

ig
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the mobile device). In some embodiments (e.g. where the verification token is an
external component), a verification token that may be coupled to or embedded within
a mobile device may utilize short-range communication (such as near-field
communication including RFID or Biuetooth) or a physical interface (such as

s through the use of a magnetic strip reader) to obtain information stored on a
payment device. As contemplated herein, this comprises the mobile device
“interacting” with the payment device (albeit through a component that may be

separately identified as the verification token).

100831 Provided below is a description of an exemplary system in which

10 embodiments provided herein may be utilized. Although some of the entities and
components may be depicted as separate, in some instances, one or more of the
components may be combined into a single device or location (and vice versa).
Similarly, although certain functionality may be described as being performed by a
single entity or component within the system, the functionality may in some instances

15 be performed by multiple components and/or entities (and vice versa).
Communication between entities and components may comprise the exchange of
data or information using electronic messages and any suitable electronic

communication medium and method, as described below.

10084] As used herein, an “issuer” may typically refer to a business entity (8.0., a
20 bank or other financial institution) that maintains financial accounts for a user and
often issues a payment device such as a credit or debit card to the user. As used
herein, a “merchant’ may typically refer to an entity that engages in transactions and
can seli goods or services to the user. As used herein, an “acquirer” may typically
refer to a business entity (e.g., a commercial bank or financial institution) that has a
25 business relationship with a particular merchant or similar entity. Some entilies can

perform both issuer and acquirer functions.

[0085] FIG. 4 shows an exemplary financial transaction system with a payment
processing network in accordance with an embodiment. The system 400 may
include one or more merchants, one or more access devices 408, one or more

30 payment devices 402, one or more acquirers, and one or more issuers. For
example, the system 400 may include a merchant having a merchant computer 407

that comprises an external communication interface (e.g., for communicating with an
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access device 406 and an acquirer computer 408), system memory comprising one
or modules to generate and utilize slectronic messages, and a data processor {for
facilitating a financial fransaction and the exchange of elsctronic Messages); an
acquirer having an acquirer computer 408 that comprises an external communication
interface (e.g., for communicating with a merchant computer 407 and a payment
processing network 408), system memory comprising one or modules to generale
and utilize electronic messages, and a data processor (for facilitating a financial
transaction and the exchange of electronic messages); and an issuer having an
issuer computer 413 that comprises an external communication interface (e.g., for
communicating with a payment processing network 403), system memory
comprising one or modules to generate and utilize electronic messages, and a data
processor (for facilitating a financial transaction and the exchange of elecironic
messages). The external communication interface of the merchant computer 467
may be coupled to an access device 408 (such that information may be received by
the access device 406 and communicated to the merchant computer 407) or, in
some embodiments, the access device 408 may comprise a component of the

merchant computer 407.

[0086] As used in this context, an “external communication interface” may refer to
any hardware and/or software that enables data to be transferred between two or
components of the system 400 (e.g., between devices residing at locations such as
an issuer, acquirer, merchant, payment processing network 409, eic.). Some
examples of external communication interfaces may include a modem, a network
interface (such as an Ethernet card), a communications port, a Personal Computer
Memory Card International Association (PCMCIA) slot and card, or the fike. Data
transferred via external communications interface may be in the form of signals
which may be electrical, electromagnetic, optical, or any other signal capable of
being received by the external communications interface (collectively referred to as
“electronic signals” or “electronic messages”). These electronic messages that may
comprise data or instructions may be provided between one or more of the external
communications interface via a communications path or channel. As noted abovs,
any suitable communication path or channel may be used such as, for instance, a

wire or cable, fiber optics, a telephone ling, a cellular link, a radio frequency (RF}
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ink, a Wide Area Network (WAN) or focal area network (LAN) network, the Internet,

or any other suitable method.

[D087] As would be understood by one of ordinary skill in the art, any sultable

communications protocol for storing, representing, and transmitling data between

Lot

components in the system 400 may be used. Some examples of such methods may
include utilizing predefined and static fields (such as in core TCP/P protocols);
“Field: Value" pairs {e.¢., hypertext transfer protocol, file transfer protocol, simple
mail transfer protocol, post office protocol 3, and session initiation protocel); an

gxtensible markup language based format; and/or Tag-Length-Value format.

10 [0088] As shown in the exemplary system 400 in the figure, information from the
payment device 402 may be provided to access device 406 either directly (e.¢.,
through a contact or contactiess interface) or indirectly through a user computer or
mobile device 403 (e.g., in an e-commerce environment or other indirect fransaction)
via network 405 (such as the Internet). In some embodiments, the user computer or

15 mobile device 403 may interact with the payment processing network 4038 (or other
entity in the system 400) via the network 405 to form a first communications channel,
such as through an internet Protocol Gateway (IPG) 410, The IPG 410 may bein
operative communication with the payment processing network 408, Although the
PG 410 is shown as being a separate entity in the figure, the IPG 410 could be

20 incorporated into the payment processing network 409, or could be omitted from the
system 400. In the latter situation, the first communications channel could directly
connect the payment processing network 409 and the user computer or mobile
device 403, In general, providing communication from the user 401 to the payment
processing network or other entity may enable a variety of increased functionalities

to the user 401, such as advanced authentication and verification methods

]
L

{(particularly in e-commerce and similar transactions), examples of which are

described in U.S. Patent No. 7,881,560, issued February 22, 2011, and U.S. Patent
Application Publication No. 2012/0023587 A1, published January 28, 2012, each of
which is incorporated by reference herein in its entirety. However, embodiments are

30 not so limited.

00891 In some embaodiments, an electronic or digital wallet (i e, “e-Wallst") may be

utilized as a payment device for conducting a financial transaction. As shown in the

21
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figures, such exemplary systerns may comprise an electronic wallet server 411,
which may be accessible to the user 401 via network 408 (either directly connecied
or through an 1PG 410) and may also be in eperational communication with a
merchant and/or with a payment processing network 408 (or in some embaodiments,
the electronic wallet server 411 may comprise a part of the payment processing
naetwork 409). The electronic wallet server 411 may be programmed or configured to
provide some or all of the functionality associated with conducting transactions using
an slectronic wallet, including maintaining an association between the user's e-wallet
and one or more payment accounts {such as a bank account or credit card account)
in E-Wallet database 412. To provide electronic wallet services (i.e., the use of the
slectronic wallet associated with a payment account to conduct a financial
transaction), the electronic wallet server 411 may further provide a web interface
(.., through one or more web pages) to receive and transmit requests for
payments services and/or may provide an application program interface (AP}
{shown as elecironic wallet client 404} at the user computer apparatus 403 to
provide the web service, This process is described in more detail in international
Application Publication No. WO 2012/116128 A1, published August 30, 2012, which

is incorporated herein by reference in its entirety.

[0090] As noted above, the user's electronic wallet may be stored in the E-Wallet
database 412, which may include information associated with the user's payment
accounts that can be usead in conducting a financial fransaction with a merchant. For
example, the E-Wallet database 412 may include the primary account numbers of
one or more payment accounts (e.g., payment accounts associated with a credit
card, debit card, etc.) of the user 401. The e-wallet may be populated with such
information during an initial enroliment process in which the user 401 enters
information regarding one or more of the payment accounts that may be associated
with various issuers. Once the payment account information is added fo the E-
Wallet database 412, the user 401 may perform transactions by utilizing only his e-
wallet. When a user 401 performs a transaction using his electronic wallet, the user
401 need not provide the merchant with payment account information but may
instead provide the electronic wallet information. This information may then be
included in an authorization request message, which in turn may be provided o

payment processing network 408. The payment processing network 408 may then
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access the user's e-wallet via a request to the electronic wallet server 411, or may
have direct access {0 the s-wailet database 412 so as to obtain the corresponding
payment account information indicated by the information in the authorization

request message,

[0091] The electronic wallet client 404 may comprises any suitable software that
nrovides front end functicnality of the slectronic wallet to the user 401, For example,
the electronic waliet client 404 may be embodied as a software application
downloadable by a computer apparatus or mobile device 402 (e.g., a mobile phone).
in some instances, the electronic wallet client 404 may provide a user interface (such
as a series of menus or other elements) that allows the user 401 to manage his
electronic wallet(s) (i e., the electronic wallet client 404 may enable interaction with
the electronic wallet server 414, and thereby the e~wallet database 412). In some
embodiments, the electronic wailet client 404 may store data in a computer readable
memory for later use, such as user 401 preferences or identifiers associated with

funding sources added to the electronic waliel.

10082] A payment processing network 409 may be disposed between the acquirer
computer 408 and the issuer computer 413 in the system 400. The components of
an exemplary payment processing network 409 are described below with reference
to FiG. 5 for illusiration purposes. Furthermore, the merchant computer 407, the
acquirer computer 408, the payment processing network 408, and the issuer
computer 413 may all be in operative communication with each other (f.e., although
not depicted in the figure, one or more communication channels may exist between
each of the entities, whether or notf these channels are used in conducting a financial

transaction}.

{00831 The payment processing network 408 may include data processing
subsystems, networks, and operations used to support and deliver authorization
services, exception file services, and clearing and setiement services. For example,
the payment processing network 409 may comprise a server computer, coupledto a
network interface {e.g., by an external communication inferface), and a database(s)
of information. An exemplary payment processing network may include VisaNet™,
CYBERSOQURCE, AUTHORIZE NET, PLAYSPAN, etc. Payment processing

networks such as VisaNet™ are able to process credit card transactions, debit card

[
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transactions, and other types of commercial transactions. VisaNet™, in particular,
includes a VIP system (Visa Integrated Payments system) that processes
authorization requests and a Base [ system which performs clearing and settiement
services. The payment processing network 408 may use any suitable wired or

5 wireless network, including the internet.

[0094] Although many of the data processing functions and features of some
embodiments may be present in the payment processing network 408 {and a server
computer therein), it should be understood that such functions and features could be
present in other components such as the issuer computer 413, and nesd not he

10 present in the payment processing network 408, or a server computer therein.

I0098] In FIG. 5, an exemplary server computer 508 in payment processing
network 409 is shown. The exemplary server computer 500 is illustrated as
comprising a plurality of hardware and software modules (501-508). However, it
should be appreciated that this is provided for iilustration purposes only, and each of
15 the modules and associated functionality may be provided and/or performed by the
same or different components. That is, exemplary server computer 800 may, for
example, perform some of the relevant functions and steps described herein with
reference to the payment processing network 408 through the use of any suitable
combination of software instructions and/or hardware configurations. [t should be
20 noted that although the figure illustrates all of the modules located on a single
device, the disclosure is not meant o be so limited. Moreover, a system for
implementing the functionality described herein may have additional components of
less then all of these components. Additionally, some modules may be located on

other devices, such as a remote server or other local devices that are functionally

S
L9 ]

connected to the server computer component(s).

[0086] The exemplary server 500 is shown as comprising a processor 501, sysiem
memory 502 (which may comprise any combination of volatile and/or non-volatile
memory such as, for example, buffer memory, RAM, DRAM, ROM, flash, or any
other suitable memory device), and an sxternal communication interface 503.

30 Moreover, one or more of the modules 504-509 may be disposed within one or more
of the components of the system memory 502, or may be disposed externally. As

was noted above, the software and hardware modules shown in the figure are
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provided for illustration purposes only, and the configurations are not intended to be
limiting. The processor 801, system memeory 502 and/or external communication
interface 503 may be usad in conjunction with any of the modules described below to
provide a desired functionality. Some exemplary modules and related functionality

may be as follows.

1060871 The communication module 504 may be configured or programmed to
receive and generate electronic messages comprising information iransmitted
through the system 4008 to or from any of the entities shown in FIG. 4. When an
glectronic message is received by the server computer 580 via external
communication interface 503, it may be passed to the communications module 504
The communications module 804 may identify and parse the relevant data based on
a particular messaging protocol used in the system 400. The received information
may comprise, for instance, identification information, transaction information, andior
any other information that the payment processing network 408 may utilize in
authorizing a financial transaction or performing a settlement and clearing procedure.
The communication module 504 may then Eransm_it any received information to an
appropriate module within the server computer 500 {e.g., via a system bus line 8§13).
The communication module 504 may also receive information from one or more of
the modules in the server computar 500 and generate an electronic message in an
appropriate data format in conformance with a transmission protocol used in the
systern 400 so that the message may be sent to one or more components within the
system 400 {e.¢., to an issuer computer 413 or merchant computer 407). The
glectronic message may then be passed to the exiernal communication interface 503
for transmission. The slectronic message may, for example, comprise an
authorization response message {e.g., {o be transmitted to a merchant conducting a
transaction} or may be an authorization request message to be fransmitted or

forwardad {0 an issuer.

10098] The database look-up module 585 may be programmed or configured {o
perform some or all of the functionality associated with retrieving information from
one or more databases 516, In this regard, the database look-up module 508 may
receive requests from one or more of the modules of server 500 (such as
communication module 504, authorization module 508, or settlement module 508)

for information that may be stored in one or more of the databases 5186, The

]
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database look-up module 505 may then determine and a query an appropriate
database. The database update moduie 506 may be programmed or configured to
maintain and update the databases 818, such as authorization database 514 in this
regard, the database update module 8086 may recelve information about a user,
financial institution, a payment device, and/or current or past transaction information
from one of the moduies discussed herein. This information may then be siored in

the appropriate location in the database using any suitable storage process.

[0099] The report generation module 507 may be programmed or configured to
perform some or all of the functionality associated with generating a report regarding
a user, an account, @ transaction or transactions, or any cther entity or category of
information with regard to the system 400. This may include, for instance, identifying
patterns (such as palterns that indicate a fraudulent transaction or transactions) and
generating one or more alerts that may be sent {e.¢., via the communication module
504 and external communication interface 503) to one or more entities in the system
400, including the user, merchani, or issuer. The report generation module may
also, for example, request information from one or more of the databases 518 via

database look-up module 508

[0400] The authorization module 508 may be configured or programmed to perform
some or all the functionality associated with authorizing a financial transaction
associated with an authorization request message. The authorization request
message may be generated by a merchant computer 467 and may be associated
with a transaction involving the payment device 402. The authorization request
message may include any suifable information that may be used to authorize or
identify the fransaction, and may be generated by the merchant computer 407 in
response to an interaction between a payment device 402 or a mobile device 403
and an access device 408). The authorization module 508 may, for instance, be
programmed or configured to compare the information received by via the
authorization reguest message with stored information at the server 800 or an
authorization database 814 (such as comprising verification vaiues). In some
embodiments, if the received and stored valugs match, the authorization module 548
may authorize the transaction {or may be more fikely to authorize the fransaction}
and may instruct the communication module 504 o generate an authorization

response message. The authorization module 508 may also be programmed or
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configured to execute any further operations associated with a typical authorization.
As shown in the figure, various additional modules 810-512 may also be present in

the server computer 500,

[0101] The payment processing network 408 may include one or more databases
518, such as authorization database 514. Each of the databases shown in this
example may comprise more than one database and may be located in the same
location or at different locations. The authorization database 814 may contain
information related to a payment device 402 and/or a payment account, as well as
any other suitable information (such as transaction information) associated with the
payment account. For example, the authorization database 814 may comprise a
relational database having a plurality of associated fields, including fisids for a
primary account identifier (s.g., a PAN), an issuer associated with the account,
expiration date of a payment device 402, a verification value(s), an amount
authorized for a transaction, a user name, user contact information, prior fransaction
data, etc. In some embodiments, the authorization module 808 may utilize some or
all of the information stored in the authorization database 814 when authorizing a

fransaction.

[0102] The databases 516 may also comprise a number of additional databases
8185,

[0103] FIG. 6 shows a number of data fields 601-608, which may be associated
with a number of identifiers 601 that may be unigue. This data may be stored in

additional databases §18.

[0104] Methods for example financial transaction systems 400 are described below
with reference to the system elements in the figures. The methods described below
are exemplary in nature and are not intended to be limiting. Methods in accordance
with some embodimants described hersin may include (or omit) some or all of the
steps described below and may include steps in a different order than describad

hersin.

I0105] A typical credit card transaction flow using a payment device 402 at an
access device 408 (8.¢., POS location) can be described as follows. (Note that
embaodiments of the invention are not limited to credit card transactions, but may also

include other types of payment transactions including prepaid and debit

o
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transactions). A user 401 presents his or her payment device 402 to an access
device 406 to pay for an item or service. The payment device 402 and the access
device 406 interact such that information from the payment device 402 (e.g, PAN,
verification value(s), expiration date) is raceived by the access device 408 (e.g., via
5 contact or contactless interface). As shown in FIG. 5, the merchant computer 407

may then receive this information through message 701 from the access device 408
via the external communication interface. The merchant computer 407 may then
generate an authorization request message that includes the information received
from the access device 406 (i.e., information corresponding to the payment device

10 402) along with additional transaction information (e.g., a transaction amount,
merchant specific information) and electronically fransmit this information through
message 702 to an acquirer computer 408. The acquirer typically represents, and
vouches for, the merchant in financial transactions {e.g., credii card transactions).
The acquirer computer 408 may then receive (via its external communication

15 interface), process, and forward the authorization request message through
message 703 to a payment processing network 409 (such as the server computer

5080 shown in FIG. 5), for authorization.

[0108] in general, prior fo the occurrence of a credit-card transaction, the payment
processing network 409 has an established protocol with each issuer on how the

20 issuer's transactions are to be authorized. In some cases, such as when the
transaction amount is below a threshold value, the authorization module 808 of the
payment processing network 488 may be configured to authorize the transaction
hased on information that it has about the user's account without generating and
transmitting an authorization request message to the issuer computer 413, In other

25 cases, such as when the transaction amount is above a threshold valug, the
payment processing network 409 may receive the authorization request message via
its external communication interface 803, determine the issuer associated with the
payment device 402, and then in message 704 forward the authorization request
message for the transaction to the issuer computer 413 for verification and

30 authorization. As part of the authorization process, the payment processing network
409 or the issuer computer 413 may analyze a verification value or other datum
provided by the payment device 402. The verification value may be stored at the

issuer or the payment processing network 40% (e.g., in one of the databases §186).
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Once the transaction is authorized, the issuer computer 413 may generate an
authorization response message 705 (that may include an authorization code
indicating the transaction is approved or declined) and transmit this electronic

message via its external communication interface to payment processing network

LA

409, The payment processing network 408 may then forward the authorization
response message in message 706 via a communication channel to the acquirsr
computer 408, which in turn may then transmit through message 707 the eleclronic

message to comprising the authorization indication to the merchant computer 407.

(01071 in the credit card industry, the authorization indication typically takes the

10 form of an authorization code, which is five or six alphanumeric characters, by
convention. 1t serves as proof to the merchant and the card holder that the issuing
bank or payment processing network has authorized the transaction and may be
used by the merchant or the card holder as proof of authorization if the issuing bank
later disputes the transaction, such as during seitlement. The authorization code is

15 not the same as the card verification value {(or the dCVV2 value described below)
because it does not have the same purpose as the card verification value, which is to
serve as proof that the card was presented to the merchant when the fransaction
was conducted, and cannot be entered into the CVV field of a merchant POS
terminal or merchant website (which only accepts 3 or 4 numeric digits). The

20 authorization code is also not the same as a 3-D Secure datum since it does not
have the same purpose as the 3-D Secure datum, which is to serve as proof that the

card was presented to the merchant when the transaction was conducied.

[0408] When a user 401 wishes to make an online purchase with a merchant over
the Internet (6., e-commerce), a similar method as described above with reference

to FIG. 4 may be performed except that the user 401 may use his computer

]
[

apparatus or mobile device 403 to provide information associated with a payment
device 402 (2.g., account number, user's name, expiration date, verification value)
into respective figlds on the merchant's checkout page (e.¢., functioning as an
access device 406). The access device 408 may then provide this information to the

30 merchant computer 407, and the above steps may be performed.

10108] Provided below are descriptions of some devices (and components of those

devices) that may be used in the systems and methods described above. These
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devices may be used, for instance, to receive, ransmit, process, andfor store data
related to any of the functionality described above. As would be appreciated by one
of ordinary skill in the art, the devices described below may have only some of the

components described below, or may have additional components.

[0110] With reference to FiG. 8, a block diagram of an exemplary mobile device

L]

403 is shown that may be used in soms embodiments. In some embodiments, the
mohile device 403 may be a notification device that can receive alert messages, a
payment device that can be used to make payments, an access device (e.g., POS
device) that may receive information from a consumer to conduct a transaction,

10 andior a multi-purpose general use device. The exemplary mobile device 403 may
comprise a tangible computer readable medium 808 that be present within the body
{or outer casing} 801, or the computer readable medium 808 could be detachable
from the device (2.g., the computer readable medium 806 could comprise an
external memory that could be connected through a physical interface such as a

15 USR connection, or the data could be hosted remotely and accessed wirelessly by
the device - .g. the data could be hosted and stored at a remoter server in the
“‘cloud”). The computer readable medium 806 may be in the form of a memory that
stores data. The memory may store information such as financial information, transit
information (e.¢., as in a subway or train pass), access information {e.g., access

20 badges), serial numbers, mobile account information, and any other suitable
information. In general, any of this information may be transmitted by the mobile
device 403 (such as to an access device 406), via any suitable method, including the
use of antenna 802 or contactiess element 804. The body 801 may be inthe form a

plastic substrate, housing, or other structure,

25 [0111] In some embodiments, the mobile device 403 may further include a
contactless element 804, which is typically implemented in the form of a
semiconductor chip (or other data storage element) with an associaled wirsless
transfer (e.g., data transmission) element, such as an antenna. Contactless element
804 may be coupled to (e.g., embeddead within) the mobile device 403 and data or

10 control instructions that are fransmitted via a cellular network may be applied {o the
contactiess element 804 by means of a contactiess element interface. The
contactiess element interface functions to permit the exchange of data and/or control

instructions between the mobile device circuitry and an optional contactless element

30
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804, or betwesn another device having a contactless element (e.g., a POS terminal
or a payment device). Contactiess element 804 may be capable of transferring and
receiving data using a short range wireless communication capability. As noted
above, mobile device 403 may comprise components to both be the interrogator
device {e.g., receiving data) and the interrogated device (e.g., sending data). Thus,
the mobile device 403 may be capable of communicating and transferring data or
control instructions via both cellular network (or any other suitable wireless network -

e.g. the Internet or other data network) and short range communications.

04421 The mobile device 403 may also include a processor 808 (e.g., a
microprocessor) for processing the functions of the mobile device 403 and a display
809 to allow a consumer to see phone numbers and other information and
messages. The mobile device 403 may further include input elements 888 to allow a
user to input information into the device, a speaker 803 to allow the user to hear
voice communication, music, ete., and a microphone 807 to allow the user {o
transmit her voice through the mobile device 403. The mobile device 403 may also

include an antenna 802 for wirgless data transfer (e.g., data transmission).

[0413] FIG. 9 shows an example of a payment device 402 in the form of a card. As
shown, the payment device 402 comprises a plastic substrate 802, in some
embodiments, a contactiess element 808 for interfacing with an access device 406
may be present on, or embedded within, the plastic substrate 802, Consumer
information 9058, such as an account number, expiration date, and/or a user name,
may be printed or embossed on the card. A magnetic stripe 803 may also be on the

piastic substrate 902.

[0114] Consumer information and/or other data can be represented in track data,
commonly known as Track 1, Track 2, and Track 3 data. This dala encoded on
magnetic stripe 803 and may also be encoded in a memaory of the payment device
402.

101151 Anexample of Track 1 dala is:

FRAXKX KX EAXNKNKXK2 " DOE/JOHNT1305101000000001C00000003000000
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wherein the data is as follows:

Track 1 Data

Track Data Value
% Start Sentinel
B Format Code (B = Bank)

EFY S 009099 800,09 9.4 Primary Account Number (PAN)

s Field Separator
DOE Last Name

/ Name Separator
John First Name

A Field Separator

13 Expiration Year

05 Expiration Monih
101 Service Code

00000000 1000000003000000 Discretionary Data
7 End Sentinel
(not shown} Longitudinal Redundancy Check
(LRC}

5 {01181 Anexample of Track 2 data is:

s BY XXX KMXAXHN KUK 2=1103101L0000003000017
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whersin the data is as follows:

Track 2 Data

Track Data Yalue

Start Sentinel

LY S 0009 00.0.9.0.9 ¢ Primary Account Number (FAN)

= Separator

13 Expiration Year

05 Expiration Month

101 Service Code

000000300001 Discretionary Data
? End Sentingl
{not shown) Longitudinal Redundancy Check
(LRC)

5 [0117] Track 3 data is often not used on financial cards, but it can be used where

other or more detailed data is required.

[0118] Payment device 402 comprises a microprocassor 807 and memory 808. In
some embodiments, payment device 402 includes one or more microprocessors and

memory chips with user data stored in them.

16 [0118] As noted above and shown in the figure, the payment device 402 may
include a magnetic stripe 803, a contact element 804, and a contactiess element
808, In some embodiments, the magnetic stripe 803, the contact element 804, and
the contactiess element 908 may be in the payment device 402, In some
embodiments, sither the magnetic stripe 803, contact element 804, and/or the

15 contactiess element 908 may be present in the payment device 402,
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101201 FIG. 10 is a flowchart of a process in accordance with an embodiment. In
operation 1001, an access request message comprising authentication data having a
format that is the same as a format for a payment authorization request message for
a payment transaction is received from an access terminal by one or more server
5 computers in a payment processing network. In operation 1002, the authentication

data in the access request message is analyzed by the one or more server
computers. In operation 1003, it is determined, by the one or more server
computers, that the authentication data is associated with a user that wanis access
to a location associated with the access terminal. In operation 1004, an access

10 response message is prepared based on the determination. In operation 1005, the

access response message is ransmitted to the access terminal.

101211 FIG. 11 is a flowchart of a process in accordance with an embaodiment. In
operation 1101, authentication data from a user is read at an access terminal, In
operation 1102, the authentication data is formatted in a format that is the same as a

format for a payment authorization request message for a payment transaction. In

i
(¥,

operation 1103, the access request message is sent to one or more servers of a
payment processing network. in operation 1104, an access response message is
received in response to the access request message from the one or more servers
of the payment processing network. In operation 1105, it is determined from the

20 access response message whether the user is authentic. In operation 1108, a
barrier is unlocked based on an indication in the access response message that the

user is authentic.

[0122] 1t is understood that the various embodiments described herein are by way
of example only, and are not intended fo limit the scope of the invention. For

25 example, many of the materials and structures described herein may be substituted
with other materials and structures without deviating from the spirit of the invention.
The present invention as claimed may therefore include variations from the particular
examples and preferred embodiments described herein, as will be apparent to one of
skill in the art. it is understood that various theories as to why the invention works

30 are notintended to be limiting.

10423] The above description is Hustrative and is not restrictive. Many variations of

the invention will become apparent to those skilled in the art upon review of the
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disciosure. The scope of the invention should, therefore, be determined not with
reference to the above description, but instead should be determined with reference

to the pending claims along with their full scope or equivalents.

10424] Although many embodimants were described above as comprising differant

features and/or combination of features, a person of ordinary skill in the art after

(9]

reading this disclosure may understand that in some instances, one or more of these
components could be combined with any of the components or features described
above. That is, one or more features from any emboediment can be combined with
one or more features of any other embodiment without departing from the scope of

10 the invention.

10125] As noted previously, all measurements, dimensions, and materials provided

herein within the specification or within the figures are by way of example only.

[0126] A recitation of “a,” “an,” or “the” is intended to mean “one or more” uniess
specifically indicated to the contrary. Reference to a "first” component does not

15 necessarily require that a second component be provided. Moreover reference to a
“first” or a “second” component does not limit the referenced componentic a

particular location unless expressly stated.

[01271 Al publications mentioned hersin are incorporated herein by reference to
disciose and describe the methods and/or materials in connection with which the

2 publications are cited. The publications discussed hergin are provided solely for
their disclosure prior to the filing date of the present application. Nothing hereinis to
be construed as an admission that the present invention is not entitled to antedate
such publication by virtue of prior invention. Further, the dates of publication

provided may be different from the actual publication dates, which may need to be

| o]
wn

independently confirmed.
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WHAT IS CLAIMED 1S:

1. A method comprising:

recelving from an access terminal, by one or more server computers in
a payment processing network, an access request message comprising
authentication data having a format that is the same as a format for a payment
authorization request messags for a payment fransaction;

analyzing, by the one or more server computers, the authentication
data in the access request messags,

determining, by the one or more server computers, that the
authentication data is associated with a user that wants access to a location
associated with the access terminal;

preparing an access response message based on the determination,
and

fransmitting the access response message te the access terminal.

2. The method of claim 1 wherein the access request message is

free of a transaction amount.

3. The method of claim 1 wherein the authentication data includes:

an account identifier of the ussr,

4, The method of claim 3 wherein the account identifier comprises
a primary account number (PAN) and the determining comprises:

extracting a bank identification number (BIN) from the PAN; and

matching the BIN with an entry in a lookup table.

) The method of claim 3 wherein the authentication data includes:
a client identifier;

a client transaction identifier;

a primary account number (PAN) as the account identifier;

a card sequence number,

an expiration date;

an indicator for track 2 data;

a currency code for a transaction amount;

an indicator of minor units for the transaction amount; and
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a value of the fransaction amount,

8. The method of claim 1 wherein the authentication datais from a

portable consumer device read by the access terminal.

7. The method of claim 8 wherein the authentication data from the
portable consumer device includes a first cryptogram, the method further comprising:

caloulating, at the one or more server computers, a second
cryptogram; and

comparing the first cryptogram to the second cryptogram to
authenticate the portable consumer device,

wherein the access response message is based on the comparison.

8. The method of claim 8 wherein the portable consumer device is
selected from the group consisting of a plastic card with an 1D-1 size conforming to
international Standards Organization (1ISO)/international Electrotechnical
Commission (IEC) standard 7810, a key fob, and a mobile phone

8. The method of claim 1 further comprising:
suppressing routing of the request message to an issuer based on the
determination that the authorization data is associated with a user thal wants access

to @ location associated with the accass terminal,

10.  The method of claim 1 further comprising:

receiving, by the one or more server computers in the payment
processing network, a second payment authorization request message,

ascertaining, at the one or more server computers, that the second
payment authorization request message is for a payment transaction, the
ascertaining based on content of the second payment authorization request
message;

forwarding the second payment authorization request message o an
issuer,

receiving, at the one or more server computers, a payment
authorization response message from the issuer in response to the second payment

authorization request message; and
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forwarding, by the one or more server comptters, the payment

authorization response message.

11. A machine-readable storable medium embodying information
indicative of instructions for causing the one or more server computers to perform

the oparations of claim 1.

12.  The one or more server computers executing instructions in a
computer program, the computer program instructions comprising program code for

performing the operations of claim 1.

13, A method comprising:

reading, at an access terminal, authentication data from a user,

formatting, using a processor operatively coupled with a memaory, the
authentication data in a format that is the same as a format for a payment
authorization request message for a payment transaction;

sending the access request message to one or more servers of a
payment processing network;

receiving an access response message from the one or more servers
of the payment processing network in response to the access request message;

determining, using the processor, from the access response message
whether the user is authentic; and

uniocking a barrier based on an indication in the access response

message that the user is authentic.

14, The method of ¢laim 13 wherein the authentication data from the

user is read from a portable consumer device.

18, The method of claim 14 further comprising:

addressing a first application identifier (AlD) on the portable consumer
davice for the access request message; and

addressing a second AID on the portable consumer device for the

second payment authorization request message.

16.  The method of claim 13 further comprising:

asceriaining that a user owes monsy,
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preparing a second payment authorization request message as a result
of the ascertaining;

transmitting the second payment authorization request message to the
one or more servers of the payment processing network;

receiving a payment authorization response message from the one or
more servers of the payment processing network in response to the second paymesnt
authorization request message,

wherein unlocking the barrier is based upon content of the payment

authorization response message.

17. A system for authorizing access to an area using a payment
processing network, the system comprising:
a portable consumer device having:
a processorn,
a memory operatively coupled with the processor,
an account identifier stored in the memory; and
a sequence number stored in the memaory,
wherein the processor is operable to calculate a first cryptogram
hased on the sequence number,;
ane or more server computers of a payment processing network, the
one or more servers configured o
receive an access request message having the account
identifier and first cryptogram;
calculate a second cryptogram based on a locally stored
sequence number,
compare the first and second cryptograms to resoive whether
the portable consumer device is authentic;
determine from the account identifier that the access request
message is associated with a user that wanis access to a location associated with
an access terminal;
prepare an access response message based on the
determination; and
transmit the access response message to the access terminal,
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18.  The system of claim 17 further comprising:

an access terminal configured to read the portable consumer devics,
and

a locking device configured to release a barrier based upon the access
response message from the one or more servers of the payment processing

netwaork.

19, The system of claim 17 wherein the one or more servers are

further configured to:

receive a second payment authorization request message
having a second account identifier from a second portable consumer device;

forward the second payment authorization request message to
an issuer;

receive a payment authorization response message in response
to the second payment authorization request message; and

forward the payment authorization response message.

20.  The system of claim 18 wherein second payment authorization
request message has a third cryptogram and the one or more servers arne further
configured to:

calculate a fourth cryplogram based on a locally stored sequence
number;

compare the third and fourth cryptograms,; and

modify the payment authorization response message based on the

comparison of the third and fourth cryptograms.
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1000 \\

RECEIVE FROM AN ACCESS TERMINAL, BY ONE OR MORE SERVER
COMPUTERS IN A PAYMENT PROCESSING NETWORK, AN ACCESS
REQUEST MESSAGE COMPRISING AUTHENTICATION DATA HAVING
A FORMAT THAT IS THE SAME AS A FORMAT FOR A PAYMENT
AUTHORIZATION REQUEST MESSAGE FOR A PAYMENT TRANSACTION

1001

S

¥

ANALYZE, BY THE ONE OR MORE SERVER COMPUTERS, THE
AUTHENTICATION DATA INTHE ACCESS REQUEST MESSAGE

1002
’"\\_//

‘

DETERMINE, BY THE ONE OR MORE SERVER COMPUTERS, THAT

THE AUTHENTICATION DATA IS ASSOCIATED WITH AUSER THAT

WANTS ACCESS TC A LOCATION ASSOCIATED WITH THE ACCESS
TERMINAL

1003
/"\/’

¥

PREPARE AN ACCESS RESPONSE MESSAGE BASED ON THE
DETERMINATION

1004

SN

¥

TRANSMIT THE ACCESS RESPONSE MESSAGE TO THE ACCESS
TERMINAL

1005

S
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1100 ~
1101
READ, AT AN ACCESS TERMINAL, AUTHENTICATION DATAFROMA o/
USER
FORMAT THE AUTHENTICATION DATA IN A FORMAT THAT IS THE 1102

SAME AS A FORMAT FOR A PAYMENT AUTHORIZATION REQUEST |
MESSAGE FOR A PAYMENT TRANSACTION

¥
SEND THE ACCESS REQUEST MESSAGE TO ONE OR MORE SERVERS 1103
OF A PAYMENT PROCESSING NETWORK T
k-4
1104
RECEIVE AN ACCESS RESPONSE MESSAGE FROM THE ONE OR MORE :

./
SERVERS OF THE PAYMENT PROCESSING NETWORK IN RESPONSE
TO THE ACCESS REQUEST MESSAGE

hid

DETERMINE FROM THE ACCESS RESPONSE MESSAGE WHETHER 103
THE USER IS AUTHENTIC N/
¥
UNLOCK A RARRIER BASED ON AN INDICATION IN THE ACCESS 1106
RESPONSE MESSAGE THAT THE USER IS AUTHENTIC ./
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